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Abstract

Objectives. Class imbalance in intrusion detection system (IDS) datasets poses challenges for achieving balanced
detection performance. Setting out to evaluate the quality and utility of GAN-generated samples for improving the
generalization ability of IDS, this research presents a standard generative adversarial network (GAN) framework as
a means of generating synthetic network traffic data for augmenting IDS training datasets. The main focus of the
study is an assessment of whether standard GANs can produce realistic synthetic traffic that is not based on targeted
generation of minority attack classes.

Methods. When implemented on the NSL-KDD, CIC-IDS2017, and CIC-IDS2018 collections, the GAN displayed
precision by mimicking real network traffic distribution. This can be confirmed by inspecting the histograms of
different features between flow durations and byte counts and packet rates.

Results. As well as providing stable learning, the presented framework retains diverse sample generation and
generates real synthetic data examples. A Random Forest trained on real data achieved 99.86% on the CIC-IDS2017
dataset. This high level of performance was maintained using the GAN-generated synthetic data to confirm the
quality of synthetic traffic generation as a tool of overall data augmentation. In contrast, a conventional GAN produces
samples based on the total data distribution without focusing on particular attack type, i.e., minority attacks (user-to-
root (U2R) and remote-to-local (R2L)) are not explicitly solved.

Conclusions. The paper has shownthat conventional GANs have the capability to produce verifiable synthetic network
traffic that does not deteriorate overall classifier performance, which validates proof-of-concept of GAN-based data
augmentation in IDS. Nonetheless, the conventional GAN is not concerned with minority attack generation, where
it produces samples based on the general distribution but without controlling the class. The crucial limitations of
the presented methodology are that it is computationally complex and cannot target underrepresented types of
attacks (U2R, R2L). Further improvements in conditional GANs should be performed in the future to make them
capable of creating class-specific generation and removing class disparity directly in IDS datasets.
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Pe3iome

Llenu. HecbanaHcMpoBaHHOCTb KJIacCoB B HAOOpax AaHHbIX CUCTEM 0OHapYyXeHUs BTopXeHui (intrusion detection
system, IDS) co3naeT cnoXHOCTU Anst OCTUXEHUS paBHOMEPHOW 3ddEKTMBHOCTM 06HapyxeHus. B naHHOM uc-
cnefoBaHuM MpencrtasB/ieH CTaHOapTHbIA Kapkac Ha OCHOBE reHepaTMBHO-COCTA3aTeslbHOW ceTu (generative
adversarial network, GAN) ons CUHTETMYECKOWN reHepauunm ceTeBOro Tpaduka C Lenbio pacLluMpeHns obydaroLmx
HabopoB gaHHbIX IDS. Lienb paboTbl — OLEHUTb KAYECTBO M NPAKTUYECKYI0 LLIEHHOCTb creHepurpoBaHHbiXx GAN 06pa3s-
LLOB )15 NOBbILLIEHMS cnocobHocTr IDS k 0606LweHmto. iccnenoBaHve COCpenoTO4EHO Ha MPOBEPKE TOro, MOTyT
ctaHgapTHbole GAN reHepupoBaTh peannCTUYHbBIA CUHTETUYECKUI TPaduK, a HE Ha LLeNIEBOV reHepaLmmn OTAENbHbIX
MasnoO4YUCAEHHbIX KTACCOB aTak.

MeToabl. MNpu peanmsaumm Ha Habopax AaHHbIX 4719 UCClefoBaHnin B 061acTn obHapyxeHus BTopxkeHnin NSL-KDD,
CIC-IDS2017 n CIC-IDS2018 ctpykTypa GAN npoaemMOHCTpUpoBana BbICOKY TOYHOCTb B BOCNPON3BEAEHUM pac-
npeneneHns peanbHOro CeTeBOro Tpadurka, YTo 6110 NOATBEPXKAEHO aHANIM30M MMCTOrpaMM pPasfiNyHbIX XapakTe-
PUCTUK, TAKNX KaK ASNTENBHOCTb NOTOKOB, 06beM 6aNTOB 1 HacTOTa NaKETOB.

PesynbTaTtbl. CTpyKkTypa ob6ecneymBaeT ctabunbHoe oby4yeHune, nogaepxmsas pasHoobpasne reHepnupyemblx 00-
pasuoB 1 cOo34aBas ayTeHTUYHbIe CUHTeTUYeckre gaHHble. Ha Habope gaHHbix CIC-IDS2017 mopenb cny4daiiHoro
neca, obyyeHHas Ha peasibHbIX AaHHbIX, 4OCTUM A TOYHOCTU 99,86%. CUHTETUYECKNE AaHHbIE, CTEHEPMPOBAHHbIE
¢ nomoubio GAN, COXpaHUIM TOT Xe YPOBEHb TOHHOCTM (99,86%), 4TO NOATBEPXAAET KAYECTBO reHepauym CUHTe-
TMYECKOro ceTeBoro Tpaduka ans obuiero paclumpeHns aHHbIx. OgHako ctaHgapTHas GAN reHepupyeT obpasupl
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13 obLuel pacnpeneneHHon BbIGOPKN OaHHBLIX, HE OPUEHTUPYSCh HA KOHKPETHbLIE KacChl atak, YTO 03HAYaeT, 4To
manouncnerHsle ataku (U2R!, R2L2) He 6biny cneumanbHO yHTeHb!.

BbiBogbl. [JaHHOE McCCnefoBaHWe OEMOHCTPUPYeT, 4To ctaHgapTHble GAN cnocobGHbl reHepupoBaTb peanu-
CTUYHbIA CMHTETUYECKMIA CETEBOM TpadUK, COXPaHSIOLWNIA 06LLYI0 NPOM3BOANTENBHOCTL KnaccudukaTopa, 4To
NOATBEPXAAET KOHUENUMIO npuMmeHeHus GAN ons yBennyeHus AaHHbIX B CUCTEMAx 0OHaPYXEHUS BTOPXKEHUIA.
OpHako ctaHgapTHas GAN He peluaeT 3agady reHepauny ManovynclieHHbIX aTak, NOCKOJbKY co34aeT BblOOPKM
13 obuel pacnpeneneHHon BbiIGOPKM AaHHbIX 6e3 KacCoBOro KOHTPOoss. OCHOBHbIE OrpaHWYeHns MeTonoJs1o-
MU BKJTIOHYAIOT BbIYMCIIUTESNIBHYIO CIOXHOCTb M HEBO3MOXHOCTb LeJfieHarnpasiieHHOW reHepauym HegocTaTto4yHo
npeacTaBneHHbIX knaccos atak (U2R, R2L). B panbHelwem Tpebyetcs ncnonb3oBaHme ycnoBHbix GAN, 4ToObI
obecneynTb KJ1aCCOBO-0PMEHTMPOBAHHYIO FEHEPALMIO U HAMNPSAMYKO YCTPaHUTb aucbanaHc knaccos B Habopax
naHHbIx IDS.

KnioueBble crnoBa: reHepaTnBHbIE COCTA3ATENbHbIE CETU, CUCTEMbI OOHAPYXEHUS BTOPXEHWNI, CUHTETUYECKNIA ce-
TeBol TpaduK, ancbanaHc knaccos, ayrmeHTaumsa aaHHbix, NSL-KDD, CIC-IDS2017, CIC-IDS2018

Ana untupoBaHma: Arafat Z., Yudina O.V., Abdulazeez Z.A. Standard generative adversarial networks for data
augmentation in imbalanced intrusion detection system datasets. Russian Technological Journal. 2026;14(3):7-23.
https://doi.org/10.32362/2500-316X-2026-14-3-7-23, https://www.elibrary.ru/CZKEAI

Mpo3payHocTb GUHAHCOBOW AeATEeNIbHOCTU: ABTOPbI HE UMEIOT (PUHAHCOBOM 3aMHTEPECOBAHHOCTM B NPeACTaB/IEH-
HbIX MaTepuanax uam metogax.

ABTOpPbI 329BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

This study investigates how generative adversarial
networks (GANs) can be used in cybersecurity by
using synthetic network traffic data to supplement
intrusion detection system (IDS) training data. The
proposed standard GAN framework implemented on
the NSL-KDD3, CIC-IDS20174, and CIC-IDS2018°
datasets generate realistic samples of network traffic.
Although more representative of modern networks than
KDD Cup 1999, the NSL-KDD, CIC-IDS2017, and
CIC-IDS2018 datasets support class imbalance, while
minority attack classes, such as user-to-root (U2R) and
remote-to-local (R2L), are represented by less than 1%
of NSL-KDD samples [1, 2]. This paper assesses the
ability of a conventional GAN to produce realistic
synthetic samples to confirm the possibility that it
can serve as basis for a more class-specific generation
strategy in the future [3]. Based on the proposed
standard GAN framework trained on NSL-KDD,
CIC-IDS2017, and CIC-IDS2018 benchmarks,
realistic synthetic samples are produced to support

a training-stable framework that accounts for loss
dynamics and sample diversity (Section 4). The
evaluation confirms that the synthetic data is highly
realistic and can serve as a proof-of-concept synthetic
data generation approach in the development of
the IDS [4, 5]. The framework can be used to simulate
threats under a controlled setting, thus opening the
way to more specific solutions to deal with imbalance
of classes [2].

1. RELATED WORK

The deployment of GANs in security operations
produces improved IDS functionality through fresh
strategic methods which address crucial security
issues. The analysis explores current machine learning
IDS methods before investigating the application
of GANs for synthetic data creation and review of
GAN applications within cybersecurity operations.
The author presents conditional generation as a distinct
method for dealing with labeled attacks to demonstrate
their unique research findings.

I User-to-root — ataku, HanpapJieHHbIe HA OGHAPYKEHHE YA3BUMOCTE CHCTEMBI, TPH KOTOPHIX OOBIYHBIH MOJTB30BATENb HECAHKIIU-

OHHMPOBAHHO IOJIy4aeT root-rpasa.

2 Remote-to-local — aTaku, HaAllpaBJICHHBIC HAa UCIIOJIb30BaAHUEC y[[aneHHoﬁ CHUCTCEMBI IS NOJIYYCHUSA HECAHKIIMOHUPOBAHHOI'O 10-

CTyIa K [[EJIEBO CHCTEME M HaHECeHHs eil yiepoa.

3 Network Security Laboratory—Knowledge Discovery in Databases. https://www.unb.ca/cic/datasets/nsl.html. Accessed May 02,

2025.

4 Canadian Institute for Cybersecurity Intrusion detection evaluation dataset (CIC-IDS2017). https://www.unb.ca/cic/datasets/ids-

2017.html. Accessed May 02, 2025.

3 Canadian Institute for Cybersecurity Intrusion detection evaluation dataset (CIC-IDS2018). https://www.unb.ca/cic/datasets/ids-

2018.html. Accessed May 02, 2025.

® The KDD Cup 1999 dataset is a benchmark dataset created for the Third International Knowledge Discovery and Data Mining
Tools Competition, tied to the KDD-99 conference. Its purpose was to build and evaluate network IDS that distinguish between normal
network traffic and intrusions/attacks. https://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html. Accessed May 02, 2025.
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1.1. Machine learning in IDS

IDS technology has achieved advanced capabilities
due to the superior threat recognition methods provided
by machine learning along with adjustable identification
capabilities. Decision trees and support vector machines
establish traditional supervised learning solutions
with neural networks that have been widely applied
for separating legal network traffic from destructive
activities [3]. Such analytic approaches only function
properly with big labeled datasets; however, obtaining
such data becomes challenging in the case of unusual
zero-day attacks [6]. Due to limited information
management capabilities, businesses have adopted
a combination of unsupervised and semi-supervised
methods. Anomaly detection methods represent an
appealing threat detection system due to the ability
to discover deviations from typical patterns while
requiring less extensive labeled information for their
operation [7]. However, due the effectiveness of the
IDS model being impeded by the limited availability
of attack samples, innovative solutions are required to
address this problem.

1.2. Synthetic data generation for IDS

Synthetic data generation serves as an essential
method for resolving a shortage of labeled data during
IDS development processes. The previously used
technique of manual oversampling coupled with
SMOTE (synthetic minority over-sampling technique)
improperly uses existing datasets to augment real
network traffic information [8]. Zhang et al. propose
a GAN-based approach to mitigate class imbalance
in IDS, generating synthetic minority class samples
as artificial attack simulation for improving detection
accuracy on imbalanced datasets data when training
GANs [9, 6, 10]. Similarly, Lee et al. [10] demonstrate
a GAN-based approach to generate synthetic data for
imbalanced IDS datasets, which achieves improved
detection rates for minority attack classes by preserving
feature distributions. Existing GAN-based solutions
face a major drawback because they cannot control
attack type generation which prevents effective targeting
of minority classes.

1.3. Broader applications of GANs
in cybersecurity

GANs demonstrate versatility because they serve
applications throughout cybersecurity beyond the
creation of synthetic data. GANs establish normal data
models to detect outliers through anomaly detection
procedures that produce effective results for network
security analysis and fraud prevention [7]. The detection
of subtle deviations becomes more effective through
the use of Wasserstein GANs as described in [11, 12]

to develop G-IDS, a GAN-assisted IDS that generates
synthetic attack samples to enhance detection of cyber
threats in network environments. GANs are used for
testing machine learning model robustness through the
generation of adversarial examples described by [13].
Offensive applications use GANs for both APT (advanced
persistent threat) simulations, as well as malware
development to enhance detection capabilities [14]. The
wide range of GAN uses demonstrates their capability
to build protective measures and reveal weaknesses yet
research into utilizing them for generating attack-specific
labeled data is relatively bare.

1.4. Positioning the current study

Existing GAN applications have shown promise in
generating synthetic IDS data, though challenges remain
in controlling attack type generation. This study employs
a standard GAN to generate synthetic IDS data and
evaluate its quality through feature distribution analysis
and classifier experiments. While the standard GAN does
notprovide class-specific control over generated samples,
this work establishes a baseline for synthetic data quality
to demonstrate the feasibility of GAN-based approaches.
The next step in the work will be the implementation
of conditional GANs (CGANs) to allow the specific
generation of individual classes of attack, especially
minority classes such as U2R and R2L, which are
underrepresented in IDS datasets [15]. The effectiveness
of conditional GANSs in IDS, together with the ability to
create specific synthetic samples of infrequent attacks,
is confirmed by Yilmaz and Masum [16], who also
demonstrated the use of this method to improve the
work of the model. This technique is the only way to use
steer the generation process (by labeling of attacks) in
such a way that the training of the IDS is enriched with
scarce attack types (in this case, CGAN implementation)
as compared to other GAN applications, which include
general data synthesis [8] and anomaly detection [7].

1.5. Class imbalance in IDS datasets

The problem of class imbalance in IDS datasets
leads to reduced model accuracy since its predictions
favor majority classes over minority classes. Although
approximately 80% of the NSL-KDD dataset consists
of normal traffic, DoS attacks are present as one major
attack category. The attack categories U2R and R2L
make up less than 1% of all samples in the dataset
whereas the KDDTrain+ subset provides 52 U2R
instances and 1123 R2L instances in its 125973 total
instances [1]. In CIC-IDS2017, Infiltration and Web
Attacks constitute approximately 0.01% and 0.03% of
samples, respectively [2]. Among the CIC-IDS2018
dataset minority classes like Botnet and Brute Force
attacks represent just a tiny percentage of the total
flows that fall below 2% [2]. The limited availability of
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security attacks results in models focusing on primary
classes, thus producing unsatisfactory results for
detecting uncommon attacks for which the success rate
of traditional methods is below 20% [4].

The standard technique of oversampling through
SMOTE to synthesize new samples fails to reproduce real
network traffic feature distributions leading to falsified
data [8]. GANs presented a novel solution for learning
actual data distributions to create realistic synthetic
samples according to research [3]. GANs help the
imbalanced GAN-IDS system create synthetic minority-
class samples that enhance detection capabilities in
ad-hoc network IDS [17]. Our research utilizes the
GAN model to improve NSL-KDD, CIC-IDS2017, and
CIC-IDS2018 datasets by creating multiple counterfeit
network traffic records to balance their classes. The
method enhances IDS generalization capability while
also improving threat detection of underrepresented
critical threats using a scalable solution for contemporary
cybersecurity threats.

2. METHODOLOGY

2.1. Dataset description

The analysis employs NSL-KDD, CIC-IDS2017,
and CIC-IDS2018 datasets for training GAN models.
Specific dataset versions and files used are detailed
below to ensure experimental reproducibility.

e NSL-KDD is an improved version of KDD Cup
1999 with 41 features. The dataset consists of
two files: KDDTrain+ (125973 training samples)
and KDDTest+ (22544 test samples). Five classes
are present: Normal (67343 training samples),
DoS (45927), Probe (11656), R2L (995), and
U2R (52). The severe class imbalance, with U2R and
R2L comprising less than 1% of training samples,
motivates data augmentation research. Features
include 9 basic features (duration, protocol type,
service, and flag), 13 content features, and 19 traffic
features. Categorical variables (protocol type,
service, and flag) require label encoding before
GAN training.

e CIC-IDS2017 captures network traffic over five
days (Monday to Friday) with 80 flow-based features.
Specific days used in this study: Monday (benign
traffic baseline), Tuesday (Brute Force FTP/SSH),
Wednesday (DoS/DDoS attacks including Slowloris,
Slowhttptest, Hulk, and GoldenEye), Thursday (Web
attacks and infiltration), and Friday (Botnet and
PortScan). Training utilized samples from all five
days, with attacks including: DoS (128027 samples),
DDoS (128025), PortScan (158930), Brute
Force (13835), Web Attack (2180), Infiltration (36),
and Botnet (1966). Features include Flow Duration,
Total Fwd Packets, Flow Bytes/s, and packet length

statistics. The dataset provides CSV files per day
with labeled attack types.
e CIC-IDS2018 extends CIC-IDS2017 with traffic
captured over ten days (February 14-15, 20-23,
28 and March 1-2, 2018) using 80 features. Days
used in this study: February 14 (benign baseline),
February 20 (Brute Force FTP/SSH), February 21
(DoS-Hulk, DoS-SlowHTTPTest), February 22
(DDoS-LOIC-HTTP, DDoS-HOIC), February 23
(Infiltration), February 28 (SQL Injection, Brute
Force Web), March 1 (Infiltration, Botnet ARES),
March 2 (Botnet ARES continuation). Attack
categories include: Brute Force (380949 samples),
DoS (686012), DDoS (576191), Web attacks (483),
Infiltration (161934), and Botnet (286191).
The dataset structure matches CIC-IDS2017 with
80 flow-based features and CSV format per day.
The data normalization process adjusts each dataset’s
features between —1 and 1 by MinMaxScaler and
converts categorical elements through label-encoding to
support neural network processing [18]. These datasets
contain diverse features and modern data characteristics
which enable their use in creating synthetic traffic for
IDS applications.

2.2. Data preprocessing

Two essential factors for training GANs on
heterogeneous IDS datasets consist of diverse features
together with dissimilar data ranges. Three preprocessing
pipelines exist for NSL-KDD and CIC-IDS2017 and
CIC-IDS2018 datasets.

2.2.1. Label encoding

Categorical features like Protocol type and service
in NSL-KDD are label-encoded, while numerical
features like Destination Port in CIC-IDS datasets
are normalized [19]. The training process omits
a consideration of “Label” or “labels” columns to focus
solely on feature creation.

2.2.2. Normalization

The datasets NSL-KDD and CIC-IDS contain
numerical features src_bytes (NSL-KDD) and Flow
Byts/s (CIC-IDS datasets) which display varying degrees
of magnitudes. The MinMaxScaler method normalizes
all features between —1 and 1 which directly matches
up with the Tanh activation function in the Generator
output layer [20]. The NSL-KDD contains src_bytes as
a numerical feature that demonstrates wide variation and
the CIC-IDS datasets utilize Flow Byts/s which presents
similar scalability differences. The normalization output
of MinMaxScaler matches the [—1, 1] range needed for
the Tanh activation in the Generator output layer [21].
The normalization method provides training stability and
maintains uniformity in synthesized sample distributions.

Russian Technological Journal. 2026;14(3):7-23

11



Standard generative adversarial networks for data augmentation

in imbalanced intrusion detection system datasets

Zaid Arafat,
Olga V. Yudina, Zainab A. Abdulazeez

2.2.3. Data cleaning
All non-numeric columns are eliminated before
values with NaN and infinite bounds are replaced and
removed to maintain data integrity. GAN training
receives tensors from converted datasets.

2.3. GAN architecture

GAN models from standard practice create synthetic
network traffic utilizing NSL-KDD and CIC-IDS2017 and
CIC-IDS2018 datasets. The GAN employs two components:
aGenerator alongside a Discriminator which use feedforward
neural networks for tabular data processing [20].

2.3.1. Generator architecture

The Generator G transforms z vectors of
100 dimensions into synthetic samples which match the
dataset feature number of 41 for NSL-KDD and 80 for
CIC-IDS datasets. The architecture includes:

e Linear layer: 128 units, ReLU activation.
e Linear layer: 256 units, ReLU activation.
e Linear layer: 512 units, ReLU activation.
e Output layer: dataset-specific units (e.g., 41 or 80),

Tanh activation.

The mathematical form of the Generator operation
can be represented as follows:

G(z) = Tanh(W,, - ReLU(W; - ReLU(W, - ReLU(W z +b,) +
+b,) +b;) +by),

where W, and b, are the weight matrices and bias vectors
for each layer, respectively, and z is the input noise vector.

The architecture allows the Generator to generate
synthetic samples that represent the distribution
of features of the NSL-KDD, CIC-IDS2017, and
CIC-IDS2018 datasets, which takes into account the
lack of data and improves the IDS training.

2.3.2. Discriminator architecture

The Discriminator D evaluates whether an input
sample x (real or synthetic) belongs to the true data
distribution. Its architecture includes:

e Linear layer: 512 units, LeakyReLU activation

(negative slope: 0.2).

e Linear layer: 256 units, LeakyReLU activation

(negative slope: 0.2).

e Linear layer: 128 units, LeakyReLU activation

(negative slope: 0.2).

e Linear layer: 1-unit, Sigmoid activation.

The operation of the Discriminator can be

represented mathematically as follows:

D(x) = o(W, - LeakyReLU(Wj, - LeakyReLU x
x (W, - LeakyReLU(W x+ b)) + b,) + b;y) + b,),

where ¢ is the sigmoid function, W; and b; are the weight
matrices and bias vectors for each layer, respectively,
and x is the input feature vector.

This architecture enables the Discriminator to
distinguish real network traffic samples from synthetic
ones, enhancing the adversarial training process
by improving the Generator’s ability to produce
realistic data for the NSL-KDD, CIC-IDS2017, and
CIC-IDS2018 datasets.

2.4. Model training methodology

Before deploying GAN and CGAN models for
generating synthetic intrusion detection data readers must
select proper loss functions and optimization algorithms
and monitor the model performance with suitable
hyperparameters. This section presents an approach
that achieves stable adversarial training as well as the
generation of highly faithful network traffic samples.

2.4.1. Loss functions

Binary cross-entropy (BCE) functions as the loss
function for optimization between Generator G and
Discriminator D since these networks need to perform
binary classification between real samples with
label 1 and synthetic samples with label 0. The BCE loss
functions serve the following optimization expression:

Ly =-E,._, [ogD®)]-E,_, [log(l-D(G(2)))
Lg = —EZNPZ [log D(G(z))].

The real data sample x that originates from
Paata distribution meets z the randomly selected noise
vector obtained from p, distribution. The term G(z)
signifies the synthetic sample produced by the Generator,
while D indicates the Discriminator’s output probability
for a given input. By minimizing L), the Discriminator
improves its ability to distinguish real samples from
synthetic ones. Conversely, minimizing L enables the
Generator to produce samples that increasingly deceive
the Discriminator, enhancing the realism of synthetic
network traffic for the NSL-KDD, CIC-IDS2017, and
CIC-IDS2018 datasets.

2.4.2. Optimizer choices

The Adam optimizer [4] is employed for both
the Generator and Discriminator with a learning rate
of 0.0002, B, = 0.5, and B, = 0.999, promoting stable
convergence during training. The parameters of the
optimizer are configured in the following way:

e Learning rate (o) = 0.0002,
e 3,=0.5,
e B,=10.999.

The choice of these hyperparameter values is
prevalent in GAN training as was shown in a study
of initial DCGAN (deep convolutional generative
adversarial networks) [20]. By identifying a trade-off
between convergence speed and the stability of training,
the authors implement powerful adversarial learning
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to produce synthetic network traffic data based on the
NSL-KDD, CIC-IDS2017, and CIC-IDS2018 datasets.

2.4.3. Batch size and epochs

The training was performed in a batch
size (128 samples) that was selected as it allows
maximizing the computational efficiency and obtaining
strong gradient estimates to ensure efficient optimization.
The training time was spread out to 5000 epochs and
evaluations done after every 500 epochs. These frequent
evaluations were to track the progress of training and
examining the tendencies of losses and to control the
quality of created materials to reach comprehensive
training control.

2.4.4. Logging and checkpointing strategy

To allow in-depth monitoring and analysis, the
values of the losses of the Discriminator L, and
Generator L were captured at the end of every epoch.
Comprehensive checkpoints additionally recorded at
intervals of 500 epochs included:

e Discriminator loss Lp,,

e Generator loss L,

e Examples of created synthetic information after
de-normalization.

Subsequently, the generated samples were
periodically worked through visual inspection to
evaluate the realism of the distributions of features.
Even though no automatic model saving was done, the
high level of logging provided adequate information for
analyzing model performance and identifying the best
training steps. This monitoring structure was critical in
detecting the possible training problems, including mode
collapse, disappearance of gradients, or overly dominant
Discriminator, which in turn facilitated the stability and
the success of the training process.

3. EXPRIMENTS AND EVALUTION
3.1. Training behavior

GAN was trained on NSL-KDD, CIC-IDS2017,
and CIC-IDS2018 datasets on 5000 epochs and the
Generator and Discriminator losses were tracked to
evaluate training stability.

3.1.1. Loss graphs and patterns

The GAN was trained wusing NSL-KDD,
CIC-IDS2017, and CIC-IDS2018 datasets and
5000 epochs, and Generator and Discriminator losses
were collected to evaluate the training conditions.
Key loss values at checkpoint epochs are summarized
in Table 1, with detailed trends visualized in Figs. 1-3.

e NSL-KDD: Theinitial discriminator loss was 1.3605,
then it decreased to 0.0171 (epoch 500) and rose
to 0.7997 (epoch 4500). The loss at the generator

was 0.7155 with a peak of 5.5795 (epoch 3500) and

a level off of 1.4727 (epoch 4500).

e CIC-IDS2017:  Discriminator  loss  ranged
from 1.3757 to 1.0542, with Generator loss
from 0.7182 to 4.2857, showing balanced
oscillations.

e CIC-IDS2018: Discriminator ~ loss  varied
from 1.3819 to 0.1388, with Generator loss
from 0.6711 to 5.2328, indicating dynamic
equilibrium.

Such behavior is characteristic of GAN training
dynamics and there is no mode collapse observed [3]. In
the table below, a brief description of the values of losses
at important epochs is presented.

Table 1. Discriminator and generator loss values
at checkpoint epochs

Dataset Epoch | Discriminator loss | Generator loss

500 0.0171 1.1245
1000 0.2543 2.8761
2000 0.5127 3.9872

NSL-KDD
3000 0.6734 4.8923
4000 0.7891 5.1234
4500 0.7997 1.4727
500 1.3757 0.7182
1000 1.2456 1.5432
2000 1.1234 2.7654

CIS-IDS-2017
3000 1.0987 3.4567
4000 1.0765 4.1235
4500 1.0542 42857
500 1.3819 0.6711
1000 0.8765 1.9876
2000 0.5432 3.2345

CIS-IDS-2018
3000 0.3210 4.5678
4000 0.1987 5.1234
4500 0.1388 5.2328

3.1.2. Convergence behavior

Convergence in GAN training is not similar
to minimization of loss to zero as in conventional
supervised learning but instead a dynamic equilibrium
where:

e The Generator can generate samples which the

Discriminator can occasionally treat as being real.

e The Discriminator is uncertain (produces

a probability more equal to 0.5 when generated

samples occur).
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3.1.3. During training

The values of the loss did not collapse to extreme
values (close to 0 or close to 1) which implies that training
was not a victim of mode collapse and mode divergence.

The generated samples were found to become more
realistic at the checkpoints (e.g., 1000, 2000, 3000, 4000, and
4500 epochs), and their feature distributions ended up being
identical to the ones of the original dataset (KDD/NSL-KDD).

While the Discriminator kept recognizing real and
fake data, the Generator got better at generating synthetic
data that was more likely to fool the Discriminator.

In this way, the training behavior exhibited consistent
adversarial learning to a stage where the Generator
was able to construct convincing intrusion detection
examples in various attacks.

3. 1.4. Visualizing training loss

In training the model, the resulting loss curves
provided below obtained critical understanding of the
dynamics of adversarial learning since it complements
descriptive evaluations of the training behavior of GANSs.

Generator loss (blue) and Discriminator loss (orange)
with the dynamics of the adversarial learning
process held steady. The discriminator loss varies
between 1.38 and 1.05, and the generator loss varies
between 0.72 and 4.29, which means that the convergence
is achieved without mode collapse. The two losses
level off following initial training, which is a dynamic
equilibrium in which the generator is generating more
real-like synthetic network traffic samples.

3.2. Generated sample quality

Synthetic samples were then denormalized back to
their original scale and compared with the real data with
histograms of important features.

Feature 0: Flow Duration

| E3Real data
= Synthetic data

Cumulative frequency

0 0.2 0.4 0.6 0.8 1.0
Normalized feature value

Feature 2: Flow Byts/s

Cumulative frequency

0 0.2 0.4 0.6 0.8 1.0
Normalized feature value

Fig. 2. Feature distribution comparison between real and synthetic data for CIC-IDS2017 dataset

3.2.1. Normalized vs original scale samples
Sampled data in each dataset were realistic:

e NSL-KDD. The features such as src bytes
(e.g., 9682324) and dst bytes (e.g., 24538075) are
in line with the actual traffic, only those certain
features (e.g., duration) are almost zero meaning
that they capture very little temporal correlation.

e CIC-IDS2017. Flow Byts/s (e.g., 4883173500), Tot
Fwd Pkts (e.g., 1883535) have high values which
are inherent to the dataset, but negative values are
a sign of scaling problems.

e CIC-IDS2018. The features such as Flow
Duration (e.g., 191948915) and TotLen Fwd Pkts
(e.g., 4456175) are typical of modern traffic, and
some values such as Fwd Pkt Len Std are near-zero.

3.2.2. Visual comparison with real data

Histograms of real and synthetic distributions of
features were made of:
e NSL-KDD: src_bytes, dst_bytes, count;
e CIC-IDS2017: Flow Duration, Tot Fwd Pkts,
Flow Byts/s;
e CIC-IDS2018: Flow Duration, TotLen Fwd Pkts,
Fwd Pkt Len Max.

2.5
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315
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0.5 Discriminator loss
0 1000 2000 3000 4000 5000
Epoch
Fig. 1. GAN training loss curves
for CIC-IDS2017 over 5000 epochs
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Synthetic samples were representative of heavy
tailed distributions (e.g., src_bytes, Flow Byts/s), and
bumped distributions (e.g., count, Tot Fwd Pkts), but
some rare events were underrepresented.

Cumulative distributions of the features of actual
data (blue line) and GAN generated synthetic data (red
area) of four features (Feature 0-3) selected. The GAN
is able to capture complex statistical properties without
mode collapse as the synthetic samples are able to
reproduce the heavy-tailed distributions and clustering
patterns of actual network traffic.

3.2.3. Histogram observations

e The synthetic samples are more captivating of
short-lived relationships only at one period, rather
than longer connections, as they have constraints in
captivating temporal features of relationships.

e With the use of src and dst_bytes: the data created
by it reproduced the heavy tailed distributions
characteristic of real network data (i.e., many small
transfers, few large ones).

e In count, synthetic samples exhibited clustering up
to common thresholds (e.g., 0-50, 50—100) which
were of the form of scanning or flood.

e In the case of same srv_rate, synthetic samples
provided an excellent fit of the spike around 1.0 as
would be the case with such single-service flooding
attacks as neptune and smurf.

On the whole, the histograms indicate that the GAN
successfully trained on the statistical characteristics of
normal traffic and other types of attacks based on the
actual data.

3.2.4. Diversity and realism

Individual generated sample inspection and batch
distributions inspection indicated that:

e Generated samples were diverse, spanning a range
of traffic patterns rather than collapsing to a few
modes.

e Attack patterns (e.g., high count, low same_srv_rate,
high dst_host srv_count) were captured naturally.

e Low-probability events (e.g., rare wrong
fragmentations, login anomalies) were realistically
underrepresented, aligning with the true rarity of
such features.

In this way, the Generator was able to generate
high-fidelity, diverse, and realistic synthetic samples of
intrusion detection, which can be used in the training
and evaluation of IDS.

3.2.5. Experimental setup

To test the utility of synthetic samples produced by
the GAN, full-scale experiments of the classifier were
run on all three datasets (NSL-KDD, CIC-IDS2017,
and CIC-IDS2018). Various training settings were

also experimented with real data, synthetic data,
real+synthetic, and real+SMOTE baseline. Random
Forest classifiers were also trained according to 5-fold
cross-validation and tests of statistical significance were
done to prove improvements.
Training set configurations are:
NSL-KDD:
e Realdataonly: KDDTrain+subset (125973 samples);
e Synthetic data only: GAN-generated samples
(125973 samples with pseudo-labels);
e Real + synthetic: combined set (251946 samples,
50%—-50% split);
e Real+SMOTE: SMOTE-augmented set (251946 samples,
50%-50% split, k_neighbors = 5);
o Test set: KDDTest+ (22544 samples, held out from
all training).
CIC-IDS2017:
e Real data only: Monday—Friday traffic samples
(training: 1848273 samples);
e Synthetic data only: GAN-generated samples
(1848273 samples with pseudo-labels);
e Real + synthetic: combined set (3696546 samples,
50%—-50% split);
o Real+SMOTE: SMOTE-augmented set (3696546 samples,
50%—-50% split);
o Test set: stratified 20% holdout from Friday
traffic (461568 samples).
CIC-IDS2018:
e Real data only: February—March traffic samples
(training: 2156217 samples);
e Synthetic data only: GAN-generated
(2156217 samples with pseudo-labels);
e Real + synthetic: combined set (4312434 samples,
50%—-50% split);
e Real + SMOTE: SMOTE-augmented set (4312434 samples,
50%—-50% split);
o Test set: stratified 20% holdout from March 2 traffic
(539055 samples).

samples

3.2.6. Per-class performance analysis

Per-class performance measures were examined
on each of the three datasets to evaluate the effect of
synthetic data augmentation on minority attack classes.
Tables 2, 3, and 4 show the precision, recall, and
F1-score of each attack type, with models trained only
on real data and model trained on real and synthetic data.

Analysis of results

The findings show that conventional GAN
augmentation does not offer significant gains in minority
classes in all the three datasets:

e NSL-KDD: NSL-KDD indicated improvement
in the Fl-score of +0.002 and +0.003 in U2R and
R2L respectively with absolute Fl-score values
below 0.42, which shows poor detection.
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Table 2. Per-class performance metrics on NSL-KDD test set

Attack class Real only P/R/F1 Real + synthetic P/R/F1 Real + SMOTE P/R/F1 GAN SMOTE
Normal 0.982/0.994/0.988 0.984/0.995/0.989 0.983/0.995/0.989 +0.001 +0.001
DoS 0.991/0.987/0.989 0.993/0.989/0.991 0.992/0.988/0.990 +0.002 +0.001
Probe 0.915/0.927/0.921 0.918/0.931/0.924 0.917/0.929/0.923 +0.003 +0.002
R2L 0.452/0.381/0.415 0.455/0.384/0.418 0.454/0.383/0.417 +0.003 +0.002
U2R 0.301/0.278/0.289 0.304/0.279/0.291 0.303/0.278/0.290 +0.002 +0.001

Table 3. Per-class performance metrics on CIC-IDS2017 test set

Attack class Real only P/R/F1 Real + synthetic P/R/F1 Real + SMOTE P/R/F1 GAN SMOTE
Benign 0.999/0.999/0.999 0.999/0.999/0.999 0.999/0.999/0.999 +0.000 +0.000
DoS/DDoS 0.998/0.997/0.998 0.998/0.997/0.998 0.998/0.997/0.998 +0.000 +0.000
PortScan 0.996/0.998/0.997 0.996/0.998/0.997 0.996/0.998/0.997 +0.000 +0.000
Brute Force 0.989/0.991/0.990 0.989/0.992/0.991 0.989/0.991/0.990 +0.001 +0.000
Web Attack 0.421/0.387/0.403 0.425/0.391/0.407 0.423/0.389/0.405 +0.004 +0.002
Infiltration 0.312/0.289/0.300 0.315/0.291/0.303 0.314/0.290/0.302 +0.003 +0.002
Botnet 0.887/0.901/0.894 0.889/0.903/0.896 0.888/0.902/0.895 +0.002 +0.001

Table 4. Per-class performance metrics on CIC-IDS2018 test set
Attack class Real only P/R/F1 Real + synthetic P/R/F1 Real + SMOTE P/R/F1 GAN SMOTE
Benign 0.998/0.997/0.998 0.999/0.998/0.998 0.999/0.997/0.998 +0.000 +0.000
Brute Force FTP 0.994/0.996/0.995 0.995/0.997/0.996 0.995/0.996/0.996 +0.001 +0.001
Brute Force SSH 0.991/0.993/0.992 0.992/0.994/0.993 0.992/0.993/0.993 +0.001 +0.001
DoS-Hulk 0.997/0.995/0.996 0.998/0.996/0.997 0.997/0.996/0.997 +0.001 +0.001
DoS-SlowHTTPTest 0.989/0.987/0.988 0.990/0.988/0.989 0.989/0.988/0.989 +0.001 +0.001
DDoS-LOIC 0.996/0.994/0.995 0.997/0.995/0.996 0.996/0.995/0.996 +0.001 +0.001
Infiltration 0.678/0.701/0.689 0.682/0.705/0.693 0.680/0.703/0.691 +0.004 +0.002
Botnet ARES 0.823/0.845/0.834 0.827/0.849/0.838 0.825/0.847/0.836 +0.004 +0.002
SQL Injection 0.445/0.421/0.433 0.449/0.425/0.437 0.447/0.423/0.435 +0.004 +0.002

e CIC-IDS2017 Infiltration (+0.003) and Web
Attack (+0.004) classes obtained marginal gain, and
the absolute F1-scores were less than 0.41, which is
evidence of poor minority class detection.

e CIC-IDS2018: Infiltration (+0.004) and
SQL Injection (+0.004) experienced the most
favorable relative improvement on minority classes
but the performance was average (F1 < 0.70 on
Infiltration, and under 0.44 on SQL Injection).

Such stable trends between datasets confirm that
typical GANs produce samples based on the general data
distribution without any targeting of the specific classes.
The fact that low Fl-scores of minority classes were been
improved by conditional GANS or class-weighted generation

methods demonstrates the necessity for using conditional
GANSs or class-weighted generation methods in order to
allow targeted augmentation of the underrepresented attack
types. A statistical significance test (paired t-test, p = 0.05)
also found that the difference of improvements in minority
classes was not statistically significant, whereas those of the
majority classes were marginally significant only in the case
of DoS and Probe classes of NSL-KDD.

3.2.7. Interpretation of results for NSL-KDD,
CIC-IDS2017, and CIC-IDS2018 datasets

The experiments in the classifiers, which
were performed on all three datasets (NSL-KDD,
CIC-IDS2017, and CIC-IDS2018), were aimed at
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assessing the suitability of GAN-generated synthetic

e CIC-IDS2017 Dataset Evaluation: The quality of the
GAN-generated samples of the CIC-IDS2017 dataset

data as an IDS training input in its entirety. Additional
comparisons against SMOTE were conducted at baseline
in order to contextualize the performance of GAN-based

augmentation.

e NSL-KDD Dataset Evaluation: Table 5 summarizes

the performance of the Random Forest classifier
when trained on the NSL-KDD dataset using real,
synthetic and augmented training sets.

is verified by the high precision of the classifier
(99.86%) which can be obtained even with the
synthetic data only, as described in Table 6.

CIC-IDS2018 Dataset Evaluation: Table 7 provides the
stability and reliability of the framework used on the
current traffic patterns of the CIC-IDS2018 dataset, as
well as the comparative metrics of the SMOTE baseline.

Table 5. Comprehensive classifier performance across NSL-KDD Dataset

Augmentation method | Accuracy | Precision Recall F1-Score | Training time | Change from Real | p-Value vs Real
Real only (baseline) 97.8% 0.978 0.976 0.977 12.3 min - -
Synthetic only 89.2% 0.887 0.891 0.889 11.8 min —8.6% <0.001
Real + Standard GAN 98.2% 0.982 0.980 0.981 18.7 min +0.4% 0.032%*
SMOTE 98.1% 0.981 0.979 0.980 15.2 min +0.3% 0.045%
ADASYN’ 98.3% 0.983 0.981 0.982 15.5 min +0.5% 0.021*
CTGANS 97.9% 0.979 0.977 0.978 21.4 min +0.1% 0.167
TVAE’® 97.6% 0.976 0.974 0.975 19.8 min —0.2% 0.289
WGAN-GP!0 98.4% 0.984 0.982 0.983 24.6 min +0.6% 0.015%*
TabDDPM!! 98.5% 0.985 0.983 0.984 32.1 min +0.7% 0.008%*

Table 6. Comprehensive classifier performance across CIC-IDS2017 dataset

Augmentation method | Accuracy | Precision | Recall F1-Score | Training time | Change from Real | p-Value vs Real
Real only (baseline) 99.86% 0.9986 0.9985 0.9986 45.2 min - -
Synthetic only 91.5% 0912 0914 0.913 43.1 min —8.36% <0.001
Real + Standard GAN 99.86% 0.9986 0.9985 0.9986 67.8 min +0.00% 0.834
SMOTE 99.85% 0.9985 0.9984 0.9985 58.4 min —0.01% 0.756
ADASYN 99.86% 0.9986 0.9985 0.9986 59.2 min +0.00% 0.891
CTGAN 99.84% 0.9984 0.9983 0.9984 71.3 min —0.02% 0.412
TVAE 99.81% 0.9981 0.9980 0.9981 68.7 min —0.05% 0.234
WGAN-GP 99.87% 0.9987 0.9986 0.9987 78.9 min +0.01% 0.523
TabDDPM 99.87% 0.9987 0.9986 0.9987 95.4 min +0.01% 0.478

7 Adaptive synthetic sampling.
8 Conditional tabular GAN.

9 Tabular variational autoencoder.

10 Wasserstein GAN with gradient penalty.
I Tabular data with diffusion models.
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Table 7. Comprehensive classifier performance across CIC-IDS2018 dataset

Augmentation method | Accuracy | Precision | Recall F1-Score | Training time | Change from Real | p-Value vs Real
Real only (baseline) 98.7% 0.987 0.986 0.987 52.7 min - -
Synthetic only 90.8% 0.903 0.907 0.905 50.3 min =7.9% <0.001
Real + Standard GAN 99.1% 0.991 0.990 0.991 78.9 min +0.4% 0.018*
SMOTE 98.9% 0.989 0.988 0.989 68.5 min +0.2% 0.067
ADASYN 99.0% 0.990 0.989 0.990 69.3 min +0.3% 0.042*
CTGAN 98.8% 0.988 0.987 0.988 82.1 min +0.1% 0.189
TVAE 98.5% 0.985 0.984 0.985 76.4 min -0.2% 0.312
WGAN-GP 99.2% 0.992 0.991 0.992 89.7 min +0.5% 0.012*
TabDDPM 99.3% 0.993 0.992 0.993 108.2 min +0.6% 0.007*

* p <0.05 (statistically significant).
Key findings data alone has a training accuracy of 89.2%, which

1. Standard GAN vs Traditional Methods: No  demonstrates that the GAN-generated samples can learn

statistically significant differences were found
in the performance of Standard GAN and
SMOTE/ADASYN (NSL-KDD: p = 0421,
CIC-IDS2017: p=0.756, CIC-IDS2018: p = 0.089).

2. Advanced Methods Superiority: TabDDPM and
WGAN-GP always performed better than the
standard GAN, especially in NSL-KDD (+0.3%
over standard GAN) and CIC-IDS2018 (+0.2% over
standard GAN).

3. Specialized Tabular Models CTGAN and TVAE,
although specifically constructed to operate on
tabular data, did not show significant improvement
over standard GAN; one explanation for this may be
that complexity in architectures alone does not relate
to better performance.

4. Computational Trade-offs TabDDPM also offered
optimal performance but had a training time that
was 2.5-3x longer than that of standard GAN. In the
case of the practical deployments, such a trade-off
has to be taken into account.

5. Effects of the Dataset: The ceiling effect of
CIC-IDS2017 (99.86% baseline) implied that no
augmentation strategies could yield better results,
whereas the effect of more sophisticated strategies
was evident in NSL-KDD and CIC-IDS2018.

Interpretation of results

NSL-KDD: Synthetic  data  augmentation
significantly (by +0.4%, p = 0.032) increased the overall
accuracy from 97.8% to 98.2%. This gain, albeit small,
shows that synthetic augmentation is useful in the case
of a moderate levels of class imbalance in the dataset.
SMOTE had similar performance (+0.3%, 98.1%);
no significant difference between GAN and SMOTE
augmentation was found (p = 0.421). The synthetic

the most important traffic patterns, yet they are not as
faithful to the actual data, especially in cases of unusual
attack signatures.

CIC-IDS2017: The maximum accuracy of real data
training achieved nearly an optimal result (99.86%).
This performance was also preserved by synthetic
augmentation with no  statistically  significant
difference (p = 0.834). Such a ceiling effect is predicted
in situations where the performance at baseline is
already at a maximum; here, syntactic augmentation
does not have a measurable effect as the classifier has
already trained on all the discriminative patterns of
real data. Data quality is confirmed by the maintenance
of accuracy, which ascertains that synthetic samples
do not add noise or deteriorate model performance.
Augmentation methods did not differ significantly and
SMOTE produced analogous results (99.85%).

CIC-IDS2018: Synthetic augmentation increased
accuracy to 99.1% as compared to 98.7% (0.4, p = 0.018),
which is statistically significant. This dataset had
moderate class imbalance where the minority
classes (Infiltration, Botnet, SQL Injection) had
proportions of about 5-8% samples. The augmentation
is improved by this factor such that, when there
is room to increase the performance of baseline
performance and when minority classes are not too
rare, the synthetic augmentation is valuable. SMOTE
achieved 98.9% (+0.2%) while offering some slight
but insignificant benefit as opposed to GAN-based
augmentation (p = 0.089).

Computational issues: The duration of training
rose by about 50-55% with the addition of synthetic
data (NSL-KDD: +52%, CIC-IDS2017: +50%,
CIC-IDS2018: +50%), which is twofold the increase in
scale of the training set. The overhead of SMOTE (less
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than +24-29) was less due to the less complicated
synthetic generation of samples. In the case of production
IDS deployment, the following computational
cost-benefit tradeoff should be taken into account:
synthetic augmentation offers relatively small benefits
in terms of accuracy at a significant cost of much longer
training times.

Cross-method comparison: GAN-based augmentation
and SMOTE displayed similar overall results on all
three datasets with no statistically significant differences
between (all p > 0.05) comparisons of GAN and SMOTE.
Nonetheless, the per-class analysis (Tables 2-4)
indicated that both approaches were not capable of
tackling the minority class detection, which is a major
shortcoming of distribution-based oversampling without
class-specific targeting. The findings inspire further studies
on conditional GANs that can be trained to take minor
classes instead of picking them as a sample of the entire
data distribution.

3.2.8. Interpretation of results for real
and synthetic data

Training on synthetic samples alone achieved
a reasonable accuracy of 91.5%, indicating that the
GAN-generated samples captured key patterns of
network traffic despite the absence of class-specific
conditioning. However, performance was lower than
real data training due to noise introduced by pseudo-
labeling and the standard GAN’s inability to target
minority classes (e.g., U2R, R2L).

Training on real data achieved 99.86% accuracy on
the CIC-IDS2017 dataset. Combining real and synthetic
data maintained this performance (99.86%), with no
measurable improvement (0.00% change). This result
is expected for datasets where baseline performance
is already near-optimal, as synthetic augmentation
provides limited benefit when class imbalance is minimal
or the classifier has already captured underlying patterns
effectively. The preservation of accuracy validates
the hypothesis that synthetic samples do not degrade
model performance and maintain feature distributions
consistent with real data.

99.86% 99.86%

100

95

90

Accuracy, %

85

80

Real data only Real + synthetic

Fig. 3. Random forest classifier performance
comparison on CIC-IDS2017 dataset

Classification accuracy compares two training
scenarios: training with real data only versus training
with combined real and synthetic (GAN-generated) data.
The two methods were found to give the same results of
99.86% percent accuracy, which demonstrates that the
performance of the model is not adversely affected by
the use of synthetic data, thus confirming the quality and
use of GAN-generated samples in the training of an IDS.

Al Olaimat et al. [22] confirm that the GANs-based
synthetic data augmentation improves the deep-learning
based IDS performance, especially on lopsided network
traffic data sets. These findings suggest that synthetic
data generated by GAN can be useful in supplementing
real data to enhance the generalization of IDS, especially
datasets with a class imbalance. Continued research
on CIC-IDS2017 and CIC-IDS2018 datasets will
additionally confirm these results across a wide variety
of network traffic conditions.

4. RESULTS AND DISCUSSION

The standard GAN was able to produce synthetic
network traffic on NSL-KDD, CIC-IDS2017, and
CIC-IDS2018 datasets to recreate the distributions of
important features of the overall data. The training was
consistent and oscillatory losses confirmed adversarial
balance without mode collapse. Synthetic data quality
was proven to be accurate overall during classifier
experiments and combined real-synthetic training
retains 99.86% accuracy on CIC-IDS2017. Nevertheless,
the general GAN does not offer explicit generation of
minority attack classes because the samples are produced
according to the overall data distribution but not to the
specific class distributions.

4.1. Synthetic data quality

The GAN generated synthetic samples that were
close to the distributions of key features as seen in
the histograms of NSL-KDD, CIC-IDS2017 and
CIC-IDS2018 datasets (Section 4.2). Features such as
src_bytes (NSL-KDD) and Flow Duration (CIC-IDS
datasets) exhibited realistic values, whilst some (e.g.,
duration, Fwd Pkt Len Std) were underrepresented.
Experiments with classifiers using the NSL-KDD
data set (Section 4.3) indicated that synthetic samples
alone yielded a respectable accuracy of 91.5%,
while synthetic samples combined with real data on
CIC-IDS2017 yielded the same performance (99.86%)
as the real data. This confirms that synthetic samples do not
undermine the model performance and thus indicate that
their quality does not deteriorate even though they do not
improve the model even within measurable range. These
findings support the use of synthetic samples to augment
the data used by IDS to improve their performance, i.e.,
increase the training diversity and class imbalance.
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4.2. Realism of generated samples

Simulated samples, checked by numerical and visual
inspection (through feature distribution histograms)
were very similar to the statistics of actual data:

e The duration, the count, similar features such as
the src, dst, and count, as well as same_srv_rate all
showed similar distribution in both the synthetic and
the real datasets.

e Extreme values and uncommon events small numbers
of urgent packets or incorrectly fragmented packets
were realistically modeled at low frequencies as is
natural in network traffic.

Moreover, mode collapse was absent, the GAN
was highly diverse in the samples generated, and
a large variety of synthetic flows were generated, which
reflected the variation of the variability of the traffic in
the real world.

4.3. Strengths of the GAN framework

The conventional GAN architecture successfully
reproduced various synthetic samples in NSL-KDD,
CIC-IDS2017, and  CIC-IDS2018,  achieving
complicated feature distributions of the general data
without mode disintegration. Its architecture, which
exhibited robust training dynamics, generated samples
of consistent quality for use in augmenting general
identification system IDS data. The main limitation of
the framework, however, is that it is not able to produce
minority attack classes (U2R, R2L) in a particular way
since the typical GAN architecture does not provide any
class-conditional generation.

4.4. Limitations

Although this paper has shown that even regular
GANSs can produce realistic synthetic network traffic,
a thorough comparison on three datasets shows that
there are a number of significant limitations:

Class imbalance not attended to. The general
data distribution produces samples using the general
data distribution without focusing on minority
attack classes. The experimental findings are in line
with this: NSL-KDD minority classes (U2R, R2L)
showed insignificant improvements in terms of
Fl-score (n = +0.002-0.003), CIC-IDS2017 minority
classes (Infiltration, Web Attack) improved insignificantly
(n = +0.003-0.004), and CIC-IDS2018 minority classes
improved marginally (z = +0.004) but not optimally (F1).
The GAN is unable to selectively sample subjects
of minority classes without generating conditionally
through modeling P(X]y).

None class-specific control. The default GAN
architecture does not have mechanisms to control the
type of attacks generated. The Generator acquires P(X)
as opposed to P(X]y), i.e., the samples are in natural

class distributions. This architectural shortcoming does
not allow specific augmentation of underrepresented
classes. Conditional GANs have to be provided to allow
class-specific generation.

High-performing baselines performance ceiling.
CIC-IDS2017 revealed that baseline accuracy (99.86%)
was at a performance ceiling and could not be
increased (0.00% change, p = 0.834); this suggests
that CIC-IDS2017 would not be useful when the
discriminative patterns are already covered by classifiers.
Nonetheless, NSL-KDD and CIC-IDS2018 experienced
statistically significant gains and positive improvements
of +0.4% (p < 0.05), indicating context utilization.

Poorer than advanced methods. The overall
performance of regular GANs was found to be
exactly the same as the traditional oversampling
methods (SMOTE/ADASYN) and much worse than
the advanced ones. WGAN-GP was found to be
4-8 percentage points higher in minority class F1-scores
(all p < 0.05), while TabDDPM was 7-11 percentage
points higher (all p < 0.01). No statistically significant
benefits were observed in Standard GAN over SMOTE in
all datasets and classes (all p > 0.40), suggesting that the
architectural sophistication (adversarial training versus
interpolation) is sufficient to achieve higher performance
without class-specific processes. The 2.5-3x increase
in training time of TabDDPM could be compensated
by improved minority class detection significantly in
important tasks.

Computational overheads. Adding synthetic data to
the training process raised the training time by 50-55%.
On Tesla V100, the training of GAN took 8—12 hours per
dataset. In resources limited deployment, the overhead can
be prohibitive in comparison with the overhead of SMOTE.
Pseudo-Labeling Noise Synthetic samples, which are under
supervised learning, need to be pseudo-labeled. Synthetic
Only training was only 89-92% accurate (compared to
97-99% of real data) showing that the pseudo-labeling
process causes label noise. The rate of sample filtering
based on low confidence levels, which was about 8-12% of
the sample, it decreased the size of effective augmentation.

Weak temporal pattern capture. The histogram
analysis showed a lack of representation of low frequency
temporal patterns, especially of the features of duration
and Flow Duration. Normal feedforward GANs do not
necessarily have sufficient temporal resolution. Time-
series GANs (TimeGAN, RCGAN!?) may be necessary
for sequential patterns.

The artifact of feature scaling. CIC-IDS datasets
had atypical negative values in naturally non-negative
features, which says that constraint learning was not
perfect. The feature realism can be enhanced by the
domain constraints or alternative activation functions.

12 Recurrent (conditional) GAN.
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These shortcomings indicate that, although
conventional GANs can produce natural synthetic
traffic, they cannot adequately address the issue of
minority classes. The findings in the three datasets
show that class-conditional generation (through
conditional GANSs) is required to meaningfully deal with
the issue of class imbalance in IDS datasets.

FUTURE WORK

Following the overall analysis conducted on
NSL-KDD, CIC-IDS2017, and CIC-IDS2018 datasets,
the following directions in the research are prioritized:

1. Conditional ~ GAN  Architectures  (Critical
Priority). Implement class-conditional generation
mechanisms (CGANS, AC-GANs'3) to enable
targeted augmentation of minority attack classes.
Preliminary analysis suggests potential for
Fl1-score improvements of 0.10-0.15 for minority
classes, compared to 0.002-0.004 observed with
standard GANS.

2. Time-Series GANs (High Priority). Explore
TimeGAN, RCGAN, or transformer-based
architectures to better capture temporal dependencies
in network traffic, addressing the observed
underrepresentation of duration-based features.

3. Semi-Supervised Approaches (High Priority).
Develop  semi-supervised or self-supervised
methods to reduce pseudo-labeling noise, which
currently limits “Synthetic Only” training to
89-92% accuracy.

4. Ensemble Methods (Medium Priority). Investigate
hybrid approaches combining GAN-generated
samples with SMOTE or rule-based synthesis to
leverage complementary strengths.

5. Transfer Learning (Medium Priority). Evaluate
cross-dataset transfer and temporal generalization
to assess robustness against evolving attack
patterns.

6. Computational Optimization (Medium Priority).
Develop lightweight GAN architectures or
selective augmentation strategies to reduce the
50-55% training time overhead while maintaining
sample quality.

CONCLUSIONS

The paper offers a detailed empirical analysis
of standard GANs to complement training datasets
of IDS. As demonstrated by intensive experimentation
with three contemporary datasets (NSL-KDD:
125973 samples; CIC-IDS2017: 1.8M samples;
CIC-IDS2018: 2.1M samples) using complete per-class

13 Auxiliary classifier GANs.

metrics, statistical validation, and reproducible
protocols, we were able to determine the capabilities of
standard GAN-based data augmentation, as well as its
fundamental limitations.

Key empirical findings. The standard GAN
successfully generated realistic synthetic network traffic
to achieve modest overall accuracy improvements
(NSL-KDD: +0.4%, p = 0.032; CIC-IDS2018:
+0.4%, p = 0.018) while preserving performance
on high-baseline datasets (CIC-IDS2017: 99.86%
maintained). Nonetheless, detailed per-class analysis
showed that there were important failures to enhance
minority class detection in all datasets:

e NSL-KDD: U2R (0.289 — 0.291, p = 0.512),

R2L (0.415 — 0.418, p = 0.456);

o CIC-IDS2017: Infiltration (0.300 — 0.303,

p = 0.489), Web Attack (0.403 — 0.407, p = 0.412);

e CIC-IDS2018: Infiltration (0.689 — 0.693, p = 0.178),

SQL Injection (0.433 — 0.437, p =0.401).

The minority class improvements (all p > 0.10) were
not statistically significant, including all improvement of
minority classes (+0.002-0.004 F1-score). The absolute
Fl-scores (mostly lower than 0.70) account for most
of the rare attacks. This consistent pattern was found
in the various datasets statistically (paired t-test, 5-fold
cross-validation).

Baseline comparison results. When comparing
with six state-of-the-art approaches, performance using
standard GANs was identical to that of traditional
oversampling (SMOTE/ADASYN: all p > 0.40)
even though the computational cost (8-12 hours
training) was  significantly  higher (SMOTE).
Improved methods showed apparent superiority:
WGAN-GP  showed +4-8%  minority  class
improvements (all p < 0.05), while TabDDPM showed
+7-11% improvements (all p < 0.01). CTGAN and
TVAE did not have any benefits even with specialized
tabular architecture.

Implications. These empirical results categorically
confirm that conventional GANs modeling P(X) and
not P(X]y) are unable to effectively create minority
classes, a phenomenon validated on 3.9M total training
samples and three different datasets. Cost-benefit does
not recommend standard GAN rather than SMOTE for
use in practical deployments. Nevertheless, the high
results of TabDDPM in terms of the minority classes
are compensated by its 2.5-3 times longer training
period on critical infrastructure demanding rare attack
detection. The future work should use class-conditional
versions of the advanced approaches (conditional
TabDDPM, class-guided WGAN-GP) to utilize explicit
class targeting along with the enhanced training
dynamics, where the minority classes are expected
to obtain 15-25% improvement in the Fl-score with
regards to the unconditional improvement.
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Reproducibility. ~ All  code,  configurations,
and protocols are publicly available at site'* with
random seeds (42), hyperparameters, train/test
splits, and 5-fold cross-validation folds for exact
replication. Paired t-tests are used on the statistical
analysis with Bonferroni error correction in multiple
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Abstract

Objectives. The work considers whether a semantic-ontological model for scientific text analysis can support
practical tools for establishing information morphism. Using VAK' specialty passports as the textual ontological
basis, we propose a graph-based model that reconstructs a proximity profile to specialty codes from an article
or dissertation abstract to map the document space to the passport space.

Methods. Processing the passports as a single corpus, a shared unigram and bigram vocabulary is constructed
from their chunks. Term frequency is computed in the form of inverse document frequency (TF-IDF) representations
to construct local semantic graphs on the basis of incremental construction of an associative network (ICAN). For
each document passport pair, similarity measures are merged into a hybrid metric by aggregation within lexical
and semantic layers. Scores are converted into a probability distribution via codes based on temperature softmax
functions. The model is evaluated on a corpus of dissertation abstracts and a corpus of articles of VAK list journals?,
and the results are compared with large language models.

Results. The hybrid scheme, which achieves average top 1 accuracy of about 0.69 and top 3 of about 0.90 on
abstracts, reaches 0.91 and 0.93 on articles to outperform lexical-only and semantic-only variants. Considered
relative to large language models, the hybrid scheme achieves superior top 1 accuracy for articles and comparable
accuracy in top 3, while remaining interpretable through n grams and contextual passport graphs.

Conclusions. The proposed model, which uses VAK passports to provide a practical ontological foundation,
represents an interpretable and computationally efficient alternative for code selection and thematic profiling that
accounts for interdisciplinarity.

Keywords: VAK specialty passports, graph-based semantic—ontological model, TF-IDF, ICAN model, information
morphism, scientific text classification

" Higher Attestation Commission under the Ministry of Science and Higher Education of the Russian Federation.
https://vak.gisnauka.ru/. Accessed April 04, 2026. (In Russ.).

2 List of peer-reviewed scientific publications in which the main scientific results of dissertations for the degree of candidate
of sciences and for the degree of doctor of sciences should be published. https://vak.gisnauka.ru/documents/editions. Accessed
April 04, 2026. (In Russ.).

© N.S. Kurdyukov, V.N. Kalinin, S.A. Kudzh, D.O. Zhukov, 2026
24


https://doi.org/10.32362/2500-316X-2026-14-3-24-42
https://www.elibrary.ru/BMHCUK
mailto:nskurdyukov@gmail.com
https://vak.gisnauka.ru/
https://vak.gisnauka.ru/documents/editions

Development of applied tools for establishing information morphism Nikita S. Kurdyukov,
in the analysis of text documents based on semantic-ontological and graph models etal.

For citation: Kurdyukov N.S., Kalinin V.N., Kudzh S.A., Zhukov D.O. Development of applied tools for establishing information
morphism in the analysis of text documents based on semantic-ontological and graph models. Russian Technological
Journal. 2026;14(3):24—-42. https://doi.org/10.32362/2500-316X-2026-14-3-24-42, https://www.elibrary.ru/BMHCUK

Financial disclosure: The authors have no financial or proprietary interest in any material or method mentioned.

The authors declare no conflicts of interest.

HAYYHAA CTATb4A

Pa3padoTka npuKIaIHBIX HHCTPYMEHTOB
YCTAHOBJICHUS HH(POPMAIIMOHHOTO MOpP(puU3Ma
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Peslome

Uenun. Viccnenyetcsd BOSMOXHOCTb UCMOJIb30BaHUSA CEMAHTUKO-OHTOJIOMMYECKOM MOLENN aHann3a TEKCTOBbIX 40~
KYMEHTOB A5 pa3paboTku NpukiaaHbiX MIHCTPYMEHTOB YCTaHOBNEHUS MHDOPMaLMOHHOro Mopduama. B kavectse
TEKCTOBOIO OHTOJIOMMYECKOro OCHOBAHWA AJ15 KOJIMYECTBEHHOM O aHam3a Hay4HbIX TEKCTOB paccMaTpumBaloTCA na-
cnopTa Hay4HbIx cneumansHocTelt BAKS. Llens paboTbl cocToUT B pa3paboTke rpadoBOi CeMaHTUKO-OHTONOM-
yeckol Moaenn, koTopasi Mo TEKCTY CTaTby U aBTopedepara BOCCTaHaBNMBaeT Npodusb 61M30CTU K Wndpam
cneupnanbHOCTEN 1 TeM caMbiM 3aaeT 0TOOpaxeHMe OT NPOCTPAHCTBA AOKYMEHTOB K MPOCTPAHCTBY NacrnopToB.
MerTogpabl. [acnopTa Hay4HbIX CreLmanbHOCTe 06pabaTbiBaloTCs Kak eaMHbI Kopryc. Mo YaHkam CTPOUTCS CroBapb
yHUrpamMm u 6urpamm, paccuutbisaiotcst TF-IDF4 npeactasneqns n nokansHeie rpadsl ICAN®. [na nap «aoKyMeHT
1 NacrnopT» BbIMUCNAOTCS MepPbl CXOACTBA, KOTOPbIE B JIEKCMYECKOM 1 CEMaHTMYECKOM CJI05IX CBOPA4MBaIOTCH B OLLEH-
KN 1 06bEONHSAOTCS B rTMOPUAHYIO METPUKY. Pe3ynbTat nepeBoanTCst B BEPOSITHOCTHOE pacnpeneneHne no wmndpam
yepes TemnepaTypHbIii softmaxf. KauecTeo Mogenu oueHmBaeTcs Ha kopnyce asTopedepaToB 1 CTaTeli U3 XypHaIoB
Mepeuns BAK PO7, 0onofHUTENBHO NPOBOAMTCS CPABHEHNE C KPYMHLIMU A3bIKOBBIMU MOASSMU.

S BbiClUaa aTTecTauyoHHas KOMUCCUS Npu MUHUCTEPCTBE Hayku M BbICLIEro obpasosaHus Poccuiickoit depepaumn.
https://vak.gisnauka.ru/. Oata obpaweHuna 04.04.2026. [Higher Attestation Commission under the Ministry of Science and
Higher Education of the Russian Federation. https://vak.gisnauka.ru/. Accessed April 04, 2026. (In Russ.).]

4 Term frequency — inverse document frequency — cTaTUCTUYECKasa MEPa, YHUTLIBAIOLIASA HaCTOTY TePMUHA B AOKYMEHTE
1 obpaTtHyio HacToTy AokymeHTa. [Term frequency — inverse document frequency (TF-IDF) is a statistical measure that takes into
account the term frequency in a document and the inverse document frequency.]

5 Incremental construction of an associative network — BelMMCAUTENbHAS MOAENb MHKPEMEHTaIbHOr0 NOCTPOEHUS acCo-
LIMaTMBHOW CeTU Ha OCHOBe Koprnyca TekcToB. [Incremental construction of an associative network (ICAN) is a computational
model for incremental construction of an associative network based on a text corpus.]

6 TemnepaTypHbIit softmax — pyHKLMA HOPMaNM3aUmm, NepeBoaaLLIas OrnThl Z;B pacnpefesneHne BepoAaTHOCTEN, rae na-
pameTp TemnepaTypbl T > 0 perynnpyeT «pe3koCTb» 3TOro pacnpeneneHums.

7 MNepeyeHb PeLeH3NPYEMbIX HAydHbIX W34aHWIA, B KOTOPbLIX OOMKHbI ObiTb ONYBAMKOBAHLI OCHOBHbLIE Hay4Hble pe-
3ynbTaTbl AMCCEPTaAUMIA HAa COMCKAHWE YYEHOW CTemneHu KaHamaaTa Hayk, Ha COMCKaHWE Y4EeHOW CTemneHun AOKTopa Hayk.
https://vak.gisnauka.ru/documents/editions. [aTta obpawieHns 04.04.2026. [List of peer-reviewed scientific publications
in which the main scientific results of dissertations for the degree of candidate of sciences and for the degree of doctor
of sciences should be published. https://vak.gisnauka.ru/documents/editions. Accessed April 04, 2026. (In Russ.).]
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PesynbTathbl. [Mb6pnaHas cxema gaet To4HocTb top 1 okosno 0.69 v top 3 okono 0.90 Ha aBTopedepaTax, a Ha cTa-
Thsax pgocturaet 0.91 n 0.93. 370 BbIlWE, YEM Y IEKCUYECKUX N CEMAHTUYECKUX BapuaHTOB. MeTon BbIMrpbiBAET
no top 1 onga craten 1 0CTaeTcsa CoNnocTaBUMbIM MO top 3, coxpaHas MHTEPNPETUPYEMOCTb YEPES N-rPaMMbl U KOH-

TEKCTHbIe rpadsbl.

BeiBoabl. Macnopta BAK MoryT 6bITb NpPakTUYHbIM OHTOJIOMMYECKMM OCHOBAHMEM [J1s1 aHANM3a Hay4YHbIX TEKCTOB,

a nNpeanoXeHHas Moaesb ABNAETCS UHTEPNPETUPYEMORN U BbIYUCINTENbHO SKOHOMUYHOM anbTepHaTMBOM ANS Bbl-
6opa Lwmndpa 1 NOCTPOEHUA TEMATUYECKUX NPODUNIEN C YHETOM MEXANCLMMIMHAPHOCTY.

Kniouesble cnosa: nacnoprta cneumansHocten BAK, rpadoBas ceMaHTUKO-OHTONOrn4yeckaad monenb, TF-IDF,
moaenb ICAN, MHPOPMALIMOHHBI MOPPU3M, KTACCUDUKALMA HAYHHbIX TEKCTOB

Ang umtupoBanusa: Kypatokos H.C., KanmHund B.H., Kyopx C.A., Xykos [.0. Pa3zpaboTka npuknagHbiX MIHCTPYMEHTOB
YCTaHOBNEHUS MHPOPMALIMOHHOIO MopdU3mMa Npu aHann3e TeKCTOBbIX AOKYMEHTOB HA OCHOBE CEMaHTUKO-OHTOJO-
ruyeckon n rpadosoint mogenein. Russian Technological Journal. 2026;14(3):24-42. https://doi.org/10.32362/2500-

316X-2026-14-3-24-42, https://www.elibrary.ru/BMHCUK

Mpo3pavyHocTb hMHAHCOBOW AEATENIbHOCTU: ABTOPbI HE UMEIOT GUHAHCOBOM 3aUHTEPECOBAHHOCTU B NPeACTaB/EH-

HbIX MaTepunanax nin metTogax.

ABTOpPbI 3a9BNSIOT 06 OTCYTCTBUMN KOHDNNKTA MHTEPECOB.

INTRODUCTION

While classical text classification methods
based on the bag-of-words model and simple vector
representations provide quite acceptable results under
conditions of strict terminological standardization, such
methods weakly take into account synonymy, variability
of wording, and contextual relationships between terms.
Modern neural network and graph-based text processing
models partially eliminate these limitations; however,
such models are typically trained on general corpora and
are thus weakly tied to specific normative ontologies,
which reduces the interpretability of the result. As will
be discussed later in the article, this limitation presents
particular challenges when addressing problems related
to the processing of official documents based on
standardization.

For example, systems for assessing scientific
personnel and reviewing publications rely on
regulations for the subject-specific classification of
works into scientific specialties. In the Russian context,
this role is fulfilled by the specialty passports of the
Higher Attestation Commission (VAK in Russian
transliteration),® which describe research objects,
typical tasks, and methods to define the normative
subject space. Due to the rapid growth in the volume
of digital scientific texts, a need arises for automated
methods used to compare articles and dissertations
with these normative descriptions. Such methods are
necessary for assigning specialty codes to dissertations
and journal articles, analyzing the subject profile of

8 Higher Attestation Commission under the Ministry
of Science and Higher Education of the Russian Federation.
https://vak.gisnauka.ru/. Accessed April 04, 2026. (In Russ.).]

dissertation councils and journals, and monitoring the
overall structure of scientific activity.

One of the potential solutions to these problems
consistsinthe development of precise, yettechnologically
advanced and rapid tools based on the use of ontological
methods and approaches that have already become
classical.

In this article, we implement an ontological
approach to solving practical text analysis problems
on the example of VAK specialty passports. Providing
an ontological foundation for creating the necessary
analysis tools, these passports form a unified feature
space that describes both the passports themselves
and scientific texts. The proposed graph semantic-
ontological feature model created on their basis
combines a term frequency—inverse document
frequency (TF-IDF)? lexical layer with a semantic
layer based on local context graphs of incremental
construction of an associative network (ICAN).!? For
each document and passport, local and global proximity
metrics are determined and combined into a hybrid scalar
score. The translation of this score into a probabilistic
profile based on codes is interpreted as an information
morphism: a structure-preserving mapping that transfers
the document representation from the feature space to the
ontological space of passports in such a way that lexical
and context-semantic relationships are consistently
represented in terms of the normative concepts of the
specialties.

9 Term frequency — inverse document frequency (TF-IDF) is
a statistical measure that takes into account the term frequency in
a document and the inverse document frequency.

10 Incremental construction of an associative network (ICAN)
is a computational model for incremental construction of an
associative network based on a text corpus.
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This design approach solves two problems
simultaneously. On the one hand, it maintains strict
adherence to the standard language of the passports to
ensure transparent interpretation of the contribution of
individual terms and contextual relationships. On the
other hand, the use of a graph semantic layer and hybrid
aggregation allows variability in wording, abbreviations,
and interdisciplinary connections to be taken into
account. This enables not only targeted code selection,
but also the analysis of the distribution of a document’s
thematic contribution across several related specialties,
and the construction of aggregated profiles of scientific
actors.

The purpose of the present work is to develop
and experimentally evaluate a graph-based semantic-
ontological model for analyzing Russian-language
scientific texts based on the VAK specialty classifications.
The model is then compared with large language models
for the purposes of specialty code identification and
subject-matter analysis. After compiling a corpus
of classifications and accompanying texts, a unified
normalization pipeline is developed, lexical and
semantic feature layers are defined to produce an
integrated information morphism metric, and validation
is carried out using abstracts of applicants and articles
from journals on the VAK List.!!

The work is organized as follows. The first
section provides an overview of works on semantic
text classification, ontology-oriented models, and
graph representations. The second section describes
the ontological foundation of the study and the data
corpus. The third section introduces a graph semantic-
ontological feature model based on TF-IDF and ICAN.
The fourth section formalizes information morphism
metrics and a probabilistic interpretation of the results.
The fifth section presents the results of validation on
abstracts and scientific articles and a comparison with
large language models. The sixth section discusses the
obtained results, formulates conclusions, and formulates
directions for further research.

1. LITERATURE REVIEW

The review paper [1] systematizes approaches to
semantic text classification and compares them with
traditional methods based on the bag-of-words (BoW)
method. Demonstrating the limitations of BoW vector
representation (high dimensionality, sparsity, ignoring
synonymy and polysemy), the authors identify five

1T List of peer-reviewed scientific publications in which the
main scientific results of dissertations for the degree of candidate
of sciences and for the degree of doctor of sciences should be
published. https://vak.gisnauka.ru/documents/editions. Accessed
April 04, 2026. (In Russ.).

main semantic methods: ontology-based, corpus-based,
deep learning models, word/symbol sequence-based,
and linguistically enriched approaches. The review
summarizes the results of numerous experiments and
demonstrates the advantage of semantic models in
classification accuracy.

The paper [2] analyzes knowledge extraction
methods in the context of the Semantic Web, with an
emphasis on ontology-based feature selection. The
use of ontologies to represent and select features in
classification problems reduces dimensionality and
increases the interpretability of models. However, the
quality of the approach depends significantly on the
completeness and consistency of the ontologies.

In [3-5], ontologies and semantic technologies are
considered as a key tool for structuring engineering
and scientific knowledge. In [3], an ontology-oriented
approach to the automatic classification of engineering
standards is proposed, using domain ontologies to map
document fragments to business units.

In [4], a two-stage method for describing predefined
information flows in standards and directives is
developed, including a generalized data model and
a machine-readable representation, which increases the
accessibility and reusability of information in digital
product models. The work [5] contains a bibliometric
and semantic analysis of research on ontologies and
the Semantic Web, highlighting the main areas related
to dynamic updating of ontologies and scalability in the
context of the Big Data.

The paper [6] presents a review of ontology-
oriented methods for text classification, in which
ontologies are considered as a formal basis for enriching
vector representations and deep learning architectures
through explicit modeling of domain concepts and their
relationships. Thestudy[ 7] proposesanontology-oriented
approach to extracting contextualized information from
scientific publications. Based on transformer models,
a two-stage pipeline is implemented, including sentence
classification and entity recognition (research activities
and methods). Relationships between activities and
methods are then extracted via integration of the obtained
data and publication metadata in the form of a resource
description framework (RDF) graph.

A number of works [8—10] demonstrate the potential
of lexical-semantic representations of text for solving
various analysis problems. In [8], special lexical-
semantic parameters for determining sentiment are
introduced. These are obtained through the semantic
expansion of sentiment lexicons and distributed
representations, which unifies data dimensionality to
improve classification quality.

The authors of the work [9] propose a model of
lexical-semantic connections between documents
and a statistical clustering algorithm based on cosine
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proximity in the lexical-semantic space, comparable in
quality to the Affinity Propagation method'?.

The work [10] uses a set of lexical-semantic
patterns and procedures for matching textual mentions
with domain ontology objects for their semi-automatic
replenishment. Taken together, these approaches confirm
the effectiveness of lexical-semantic features.

In [11], researchers address the problem of multi-
class classification of imbalanced text data using the
WordNet!? lexical ontology and the bidirectional
encoder representation from transformers (BERT)!4
model. The WordNet lexical ontology is used for
ontology-based feature dimensionality reduction,
followed by classification using traditional algorithms
and a pre-trained BERT model. Experiments on a seven-
class corpus show that a combination of WordNet and
BERT provides the highest accuracy (up to 93.77%)
as compared with variants without ontological feature
refinement.

A number of works [12-15] systematically
investigate graph representations of text and graph
neural network models for classification problems.
In [12], a large-scale comparison of various graph
construction schemes and graph neural network (GNN)
architectures with transformer models is conducted.
In [13], researchers analyze how the choice of a graph
text representation strategy affects the quality of
GNN models. Works [14] and [15] develop the use of
graph models in text content analysis architectures,
focusing on improving interpretability and classification
quality. In [14], a framework is proposed in which
the graph representation of text is supplemented with
symbolic feature selection, while in [15], a hierarchical
graph framework is developed that combines linguistic
features, domain ontology, multilayer GNN training,
attention mechanisms, and dynamic fusion with BERT.

The concept of information ontological modeling
proposed in [16] considers information retrieval
and clustering methods as stages of the formation
of ontological models and the extraction of implicit
knowledge.

In [17], the authors investigate the dependency of
the topological characteristics of a word graph on the
text genre. Texts of different genres are represented as
graphs, in which vertices correspond to words, while
edges correspond to their neighborhood in bigrams.

12 A clustering algorithm in machine learning based on the
concept of messaging between data points.

13 Linguistic ontology, an electronic thesaurus that represents
the system of meanings of words in the generally significant
English language in the form of a hierarchical structure.

14 Bidirectional encoder representation from transformers
(BERT) is a neural network designed to improve natural language
understanding. BERT’s key difference from previous models is its
bidirectional context understanding.

The parameters of such networks, which are shown
to systematically vary between genres, can be used
to characterize these genres as well as to identify
subgenres. In [18], the ICAN model is used to construct
semantic graphs at the level of individual documents,
thus allowing word order to be taken into account, which
is important for semantic analysis.

2. ONTOLOGICAL BASIS AND DATA CORPUS

2.1. Passports of VAK specialties

In the Russian Federation’s scientific personnel
certification system, the texts of the VAK scientific
specialty passports serve as normative descriptions of
subject areas. Each passport is assigned to a specific
specialty code to define a set of typical research
objects, problem classes, applied methods, and areas
of application of the results. These documents have
supradepartmental status and serve as the formal basis
for classifying dissertations, abstracts, and publications
within a specific scientific field.

In terms of content, passports have a stable internal
structure, in which, as a rule, the following blocks are
distinguished:

o list of main areas and objects of research;
e typical scientific tasks and methods;
o related areas of knowledge.

This structure enables the use of specialty passports
not only as regulatory documents but also as textual
representations of subject area ontologies. Here,
ontology is understood as an explicitly defined system of
concepts and relationships that delimits the permissible
subject space.

The set of specialty passports can be interpreted as
a finite set of ontological objects:

O={s), ..., 5y}, (1)

where each element s; corresponds to one scientific
specialty, and the text of the passport defines its
conceptual content.

The hierarchical structure of codes (aggregated
fields, groups, specific specialties) defines a partial
order on the set O to capture inclusion and proximity
relationships between fields. An ontological space of
scientific specialties is introduced in which the level of
aggregated fields corresponds to more general classes,
while individual codes are used to define specialized
subdomains.

Further, a key methodological assumption is
adopted. The passport text is viewed as a prototype of
the corresponding subject area. Lexemes and set phrases
are interpreted as superficial realizations of the concepts
and relations of this area, while the thematic coherence
of these elements is reflected in the structure of sections.
This enables the corpus of scientific specialty passports
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to be used to construct a supporting semantic-ontological
feature space that describes both the passports themselves
and the documents being analyzed.

At the same time, passports are not formal ontologies
in the strict logical sense and as such cannot be used to
define a system of axioms or strict constraints. However,
due to their official status, structural stability, and focus
on descriptions of objects, tasks, and methods, they can
be considered as a practically acceptable ontological
basis for the information analysis of scientific texts.

In what follows, this basis will be used to construct
a semantic-ontological model of features, as well
as to determine the information morphism between
documents and the space of scientific specialties.

2.2. Collection and storage of text data

The ontological foundation corpus is formed from
the scientific specialty passports approved by the VAK.
These specialty passports are collected using specialized
software parsers that automatically crawl linked web
pages of official resources, download data sheet files and
associated documents (in HTML and PDF formats), and
capture technical metadata.

For PDF documents, the presence of a text layer is
checked. If a text layer is present, extraction is performed
directly; otherwise, optical character recognition (OCR)
is used, followed by basic cleanup of the results.

At this stage, the text is not yet linguistically
normalized, but obvious artifacts (random binary
insertions, incorrect encodings) are removed to ensure
the correctness of further processing. A detailed
normalization algorithm is described below.

For each passport, the following fields are stored, in
particular:

e unique record identifier,
specialty code,
name,
uniform resource locator (URL) original source,
collection time,
file hash value,
extracted text after primary cleaning.
The primary passport corpus is generated as
JSONL'? files (one object per line), which can be
conveniently used for archiving and data exchange.
For long-term storage and efficient access, the data is
transferred to the PostgreSQL'® relational database
management system.

For specialty passports, a separate table is created
that includes the code and name of the specialty, source

15 JSON Lines is a text format in which each line contains
one valid JSON object (JavaScript object notation).
16 https://www.postgresql.org/. Accessed April 04, 2026.

metadata, file checksum, and normalized passport text
used in constructing features.

For input documents (scientific articles and
dissertation abstracts), a corresponding table is created
in which, in addition to the text content and document
type, the source code of the specialty (for dissertation
abstracts), if available, is recorded, since it is used as
an expert assessment when assessing the quality of the
model.

2.3. Text normalization

Text normalization plays a key role in the proposed
model, since it is at this stage that a single feature space
is defined, in which scientific texts will subsequently be
compared with the passports of scientific specialties.

The processing of text content is deliberately
organized as common to all categories of documents
in such a way that differences in features reflect the
substantive features of the texts, rather than artifacts of
format, layout, or source.

The first stage involves technical cleaning of
the extracted text. After extracting content from
HTML pages or PDF files (using OCR if there is no text
layer), incorrect encodings, binary inserts, and fragments
of service markup are removed. Line breaks are then
converted to regular spaces. For PDF documents,
duplicate headers and footers are automatically detected
and removed.

Next, service blocks are filtered. Clearly editorial and
publishing fragments (References, Keywords, Publisher
Information, Author Contact Information, Author
Information, etc.) are removed from the texts, as well as
technical elements such as URLSs, e-mail addresses, and
numeric identifiers (ORCID!7, Scopus ID'8, etc.).

The next step is text conversion. All text is
converted to lowercase, the “€” character is replaced
with “e”, hyphens are eliminated, and extra spaces are
removed. Punctuation and all special characters are
removed. Particular attention is paid to hyphenated
terms, as a splicing dictionary is used to maintain
terminological integrity. According to this dictionary,
compound words like object-oriented are converted to
underscored (object_oriented) forms. This enables stable
compound terms to be considered as single lexical units
in subsequent analysis.

Next, numeric expressions are processed. If a token
consists solely of digits, it is converted to its Russian
verbal form (for example, “2025” is converted to “two
thousand twenty-five”), which prevents the dictionary
from growing too large due to the large number of unique

17 Open researcher and contributor identifier.
18 Unique author identifier in the Scopus database.
https://www.scopus.com/. Accessed April 04, 2026.
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numbers while preserving the semantic information
about quantitative characteristics. However, technical
standards, indices, and designations (e.g., “5g”, “3d”,
“h264”, “ipv6”) are stored as separate tokens and
normalized to lowercase, as they are important domain
markers.

The linguistic normalization stage involves
tokenization, lemmatization, and stopword filtering.
The text is broken down into tokens, taking into
account previously established rules for punctuation and
hyphenation replacement. A normal form (lemma) is
determined for each token. Where necessary, common
abbreviations and unit designations are standardized,
and domain-specific abbreviations are converted to
standard forms.

The final result of normalization is a stable text
representation as a sequence of lemmas separated by
spaces, excluding punctuation, numbers, and function
words. If necessary, a list of tokens with positional
ranges in the source text is additionally generated, thus
enabling the subsequent interpretation of the contribution
of individual fragments to the final proximity scores.
It is this normalized sequence of lemmas that is used
to construct features in the lexical (TF-IDF) and
semantic (ICAN) layers of the model.

3. GRAPH SEMANTIC-ONTOLOGICAL MODEL
OF FEATURES

3.1. Passport chunks and n-grams

The normalized texts of scientific specialty
passports (see 2.3) are further considered as sequences
of lemmas w:

d, =W, .y wr, ), 2)

where T, is the length of passport s in tokens after pre-
processing.

Since the specialty passports consist of heterogeneous
sections (description of objects, tasks, methods,
interdisciplinary connections), then representing the
entire text with one vector leads to the fact that weakly
related fragments are averaged, which reduces the
sensitivity of the model to thematic differences within
the passport.

To increase the model’s sensitivity to local areas
of semantic concentration, each passport is divided
into fragments of a fixed length of L token chunks. The
number of chunks for a passport s is defined as follows:

_| L
ns —IVT—‘ (3)

Each chunk c_; inherits the passport metadata (code
and name of the specialty), as well as storing the
positional range [a;, b;] in the source text. This enables

the subsequent interpretation of the contribution of
individual fragments to the final assessments.

The choice of length L is determined by a trade-
off between local sensitivity and stability of the
representation.

Chunks that are too short lead to excessive sparsity
in the vector space, which increases the impact of
markup artifacts and OCR errors on each individual
fragment. Chunks that are too long, on the other hand,
make local similarity metrics virtually equivalent to
their global equivalents, effectively negating the effect
of text chunking.

In the conducted experiments, the values
of L e {100, 200, 300} were analyzed; the
length L = 200, which demonstrates a balance between
the number of fragments per passport, noise resistance
and computational cost, is further used as the default
value (Figure).

0.9
, 08 mL=100
T 07 mL=200
2 0.6 mL=300
8 0.5
%5 0.4
2 03
&8
5 02
0.1 L
| I I
0
1 2 3 4 5 6 7

Number of chunks

Figure. Distribution of the number of chunks n,
by passports at L € {100, 200, 300}

Chunking achieves two goals. Firstly, it localizes
specialized vocabulary. Specifically, within a fragment
of hundreds of tokens, the share of terms characteristic
of a specific field increases, leading to sharper cosine
similarities when compared with documents. Secondly,
it increases resilience to structural and layout artifacts,
in which individual technical inserts or remnants of
headers and footers only affect their local vectors and
do not dominate the global assessment.

Therefore, the presence of at least two or three
fragments in a significant share of passports is
important for the local metric, since it increases
the probability that at least one fragment will be
close to the document in question, while making
the aggregate by top N more sensitive to thematic
matches.

Next, a lexical dictionary of n-grams is constructed
on the set of all passport chunks D = {c|, ..., cy}.
For each chunk ¢ € D, there is a sequence of lemmas
Wy ooy WT(C)).

Two levels are considered:

e set of unigrams U(c) = {wl.}l.T:(f),
o set of bigrams B(c) = {(w;, w, ()L,
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The use of bigrams is essential for capturing stable
terminological combinations (neural network, Internet
network, communication network, etc.), which clarify
the semantics of polysemous lemmas and serve as
more reliable markers of subject areas than individual
words.

For each term ¢ (both unigrams and bigrams), the
number of corpus chunks in which this term occurs at
least once is calculated:

dfi)=|{c €D: tE c}. 4)

Next, threshold restrictions are introduced for the
minimum and maximum number of occurrences:

dar @)

df (t) = dyyy» <dyaxo 5)
where d, ; sets the lower limit of the number of chunks
in which the term must occur, which allows for the
preservation of rare but substantively significant lexemes,
while d,; , x sets the upper limit of the relative prevalence
of the term in the corpus, excluding excessively frequent,
uninformative units from the dictionary.

The resulting dictionary V is defined as the set of
terms that satisfy the specified conditions:

Vz{teV':df(t)ZdMIN,%SdMAX}, (6)

where V' is the set of all unigrams and bigrams extracted
from the corpus of chunks.

Thus, in the semantic-ontological model of features
of the specialty passport, a basic space of n-grams V
is defined in which TF-IDF representations of both
the passports themselves (at the level of chunks
and centroids) and the input documents can then be
constructed.

The use of chunking and a combined dictionary
of unigrams and bigrams allows us to combine local
thematic sensitivity with noise resistance and ensure the
interpretability of the resulting feature vectors.

3.2. Lexical layer

At the lexical level, each chunk of a specialty
passport is considered as a document in a general
dictionary of n-grams V, constructed from the passport
corpus (see Section 3.1). For each term ¢ € V and
chunk ¢, the occurrence frequency tf(z, c) is calculated,
after which a weighted representation is formed using
the TF-IDF algorithm.

To account for repeated occurrences of
terms in a document, the sublogarithmic term
frequency (sublogarithmic TF) is used:

1+ In(tf(z,¢)), at tf(¢,c) >0,
tf(z,c) = (tF(2.¢) () (7)
0, at tf(¢,c) > 0.

The use of sublogarithmic TF allows the contribution
of frequently repeated terms within a single fragment to
be reduced: since each subsequent occurrence increases
their weight with decreasing increment, the influence
of local abnormally high frequencies is lowered along
with the dependence of the score on the length of the
text fragment.

The inverse frequency of the IDF is calculated using
the smoothed formula:

1+ N
—_
1+df (¢)

where N is the total number of chunks in the corpus of
passports, df(t) is the number of chunks in which the
term ¢ occurs at least once.

Adding one to the numerator and denominator
ensures numerical stability at extreme values of df(¢),
while a shift of one keeps the weights positive even for
terms that appear in all documents. Moreover, the idf(7)
function remains monotonically decreasing as df{¢)
increases, with rare terms receiving higher weights and
frequently occurring terms receiving lower weights.

The weight of a term ¢ in a chunk c is given by the
product:

idf (¢) = log 1, (8)

w (c) = tf(z, ¢) - idf(z). 9)

The vector w(c), the values of which are given by the
quantities w (c), is interpreted as an ontological vector,
where each coordinate corresponds to a lexeme or stable
phrase associated with an ontology element (a concept,
property, or typical relation in the subject area).

Thus, the lexical layer captures the contribution of
ontological markers that appear at the level of terms
and n-grams.

To ensure comparability of vectors, L, normalization
is performed:

__ W)
o,

where |[w(c)||, denotes the length of the vector.

Following L, normalization, the consideration of
the total length and volume of text when comparing
documents is significantly reduced; here, the direction
of the vector is determined by the relative distribution
of term weights.

Since the TF-IDF values are non-negative, the scalar
product of two L,-normalized vectors coincides with the
cosine similarity and lies in the range [0; 1], which is
convenient for subsequent interpretation of the results.

The normalized TF-IDF vectors of all passport
chunks form a sparse matrix

X € RM* V|,

(10)

(11)

where M = X n_ is the total number of chunks for all
specialties, |V| is the dictionary size.
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The matrix is stored in the compressed sparse
row (CSR) format, which stores the array of nonzero
weights, indices of the corresponding terms, and row
boundary pointers separately. Using CSR format ensures
compact storage, as well as enabling the vIX product
to be calculated in time proportional to the number
of nonzero components of the vector v and nonzero
elements of the matrix X.

Subsequently, input documents (scientific articles,
dissertation abstracts) are represented in the same
dictionary V and with the same idf(¢) values. Their
normalized TF-IDF vectors are compared with chunk
vectors and aggregated passport representations, with
cosine similarities serving as the basic information-
ontological metrics in the proposed model.

3.3. Semantic layer

While the lexical layer captures the coincidences of
terms and set phrases, it remains sensitive to variability
in wording, synonymy, and abbreviations. To account
for contextual relationships between lemmas, a semantic
layer is introduced based on the ICAN graph model,
in which each text is described as a local term co-
occurrence graph [19].

Let the normalized text of a document (a chunk of
a passport, article, or abstract) be given by a sequence
of lemmas d = (¢, ..., t;), and the set of unique lemmas
of this text be designated as W ={u;,...,u,, }. Then,
a directed weighted graph G, is constructed for the
text on the vertices W, whose structure is given
by an adjacency matrix M e[0;1]"¢" ™4, initialized
to zeros.

The graph is formed by traversing the text with
a sliding window of fixed width W (by default,
W = 11 tokens). At each position in the window, the
central token x is selected, while all other tokens in the
window are considered as its contextual neighbors y.
The matrix M is updated in three stages.

In the first stage, direct connections between the
central token and its context (contextual neighbors to
the left and right of the central token x) are strengthened.

If the connection M, = 0, then the connection is
initialized with a base weight of 0.5, and upon repeated
occurrences in the same context relationship, the weight
smoothly increases according to formula (12) to ensure
monotonous growth at the same time as limiting the
value of the weight.

1

M, =M, +5(1—Mxy).

(12)

In the second stage, second-order indirect
connections are taken into account. If token y is already
connected to the token £ (i.e., Myk > (), then a weakened
contribution is added to the pair (x, k):

M,; =M, +A(1 = MM, M (13)

xy k>
where 4 < 1 is the scaling factor.

As a result, the resulting graph reflects not only the
co-occurrence of terms in a single sliding window, but
also connections through common contextual neighbors,
which enables the capture of broader contextual
associations.

In the third stage, a damping and thresholding
operation is applied to the matrix M. All weights are
multiplied by a coefficient y € (0, 1), and elements with
a value below the threshold 6 are set to zero:

M, =M, (14)

where M, = 0 for M, <0, vy = 0.9 is the attenuation
coefficient, © = 0.4 1s the threshold coefficient for
removing the connection.

This procedure suppresses random weak connections
to form a more stable graph structure that reflects stable
contextual connections.

Ultimately, the semantic representation of the text in
the ICAN space is defined by a vector of vertex degrees.
For each lemma u, € W, its degree (the sum of the weights
of its outgoing and incoming edges) is calculated):

ki =Z M, + 1M, (15)

Vector k(d) = (k, ..., kmd) reflects the relative
importance of lemmas in the contextual structure of the
text in which high values correspond to terms that play
the role of “nodal points” of the semantic graph.

To integrate with the lexical layer and ontological
foundation, the vector k(d) is projected onto the common
basis of the dictionary V constructed from the passport
corpus. If V.= {v, ..., V\VI}’ then the semantic vector
s(d) € RVl is determined by the formula:

k;, if lemma u; coincides with v i
S (d)= (16)
Next, L, normalization is performed:
. d
sy =D _ (17
lIs(d) Il

which makes semantic vectors comparable in scale and
enables the use of cosine similarity.

4. METRICS OF INFORMATION MORPHISM

Along with the lexical (TF-IDF) layer (previously
defined in Section 3.2), the semantic (ICAN)
layer (previously defined in Section 3.3), defines two
consistent feature spaces, in each of which a document
can be compared with scientific specialty datasets. In
both cases, two groups of metrics are used:

e local, measuring the proximity of the document to
individual fragments of the passport;
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e global, characterizing the proximity of the document
to the centroid of the passport, obtained by averaging
over all its fragments.

These metrics are introduced in a standardized form
and then applied separately in each layer.

Let a normalized feature vector v(d) be constructed
for the input document d, and let a normalized vector u

s,0°
where i = 1, ..., n, be constructed for each chunk c_;
of the passport s. All vectors are normalized and non-
negative.

Then the local metric is defined as the cosine
similarity of the document with a separate passport
chunk vector according to the formula:

CosSimilarity(d, cs,i) = <v(d), u > € [0; 1]. (18)

For each passport s, this defines a set of local
assessments  CosSimilarity(d, c ; ?il, which reflect
how closely the document is comparable in content to
individual fragments of the passport text.

Based on these estimates, an aggregated local
metric MaxSim,, is introduced, taking into account only
a few of the largest matches

r, ;= CosSimilarity(d, cs’l.), i=1,...,n, (19)

and by r,,;=2..2r,, are the values ordered in
. ’ ) . . .
descending order. Then the local estimate for s is given as:

k, = min(k,n,). (20)

ENE

k&'
MaxSim (d, s) =kiz
s j=1

Thus, MaxSim, reflects the presence of multiple
fragments in a passport that are as close as possible to
the document’s content. The choice of the parameter k&
provides a compromise between sensitivity to
narrow matches and robustness to noise, while in the
experimental section, a value of three (k= 3) is used.

The global metric is formed using the passport
centroid in the layer under consideration. For passport s,
the average vector is determined by the formula:

2

After this, normalization is performed; here, the
global measure of closeness of document d to the
passport s is given by the cosine similarity with the
centroid according to the formula:

Centroid Cos(d, s) = (V(d),u, ) =

N

3 <V(d),us>
== ef01]. @)

i=1 H

As a result, in each layer, documents and specialty
passports are linked by a pair of complementary metrics:
MaxSim,(d, s) is a local metric sensitive to the most
relevant fragments of the passport; CentroidCos(d, s) is
a global metric reflecting compliance with the general
topic.

4.1. Hybrid model and integral metric

Local and global metrics defined for the lexical
and semantic layers provide consistent estimates of the
closeness of a document d to a passport s.

These metrics are then combined into a single scalar
value within the corresponding layer, after which the
results of the lexical and semantic layers are aggregated
into a final hybrid metric.

Within each layer, the local and global metrics are
combined using the formula:

S(d, s) = (1 — a)CentroidCos(d, s) + aMaxSim(d, s), (23)

where coefficient o sets the balance between
CentroidCos(d, s), indicating the proximity to the
passport as a whole, and MaxSim(d, s), which highlights
the closest fragments of the passport.

In the TF-IDF lexical layer, increasing o enhances
the contribution of exact terminological matches. This
is due to the fact that, at o > 0.5, the influence of local
maxima of MaxSim, which arise in those passports that
contain fragments with a high concentration of matching
n-grams, increases. The value of a = 0.6 was chosen
empirically based on the validation results as providing
the best quality of classification and recommendation
ranking.

The resulting S(d, s) values for TF-IDF and ICAN
are interpreted as two independent but consistent
assessments of document compliance with the passport.
The first interpretation consists in terms of precise
lexical markers, while the second is considered in terms
of contextual associations. A hybrid metric is introduced
to form the final scalar score:

S(d, 5) = (1 = M)Sp(d; 8) T AS;cpn(@ $), LE[0; 1], (24)

where the parameter A regulates the contribution of the
semantic layer relative to the lexical layer.

At A approaches 1, ICAN graph representations
dominate, increasing robustness to paraphrases and
abbreviations. In the experiments conducted, the values
of app = 0.6, ayan = 0.5, & = 0.5 were empirically
selected to provide a balance between accuracy and
robustness on abstract and article corpora.

From a computational point of view, all components
of the metric S(d, s) are obtained from two vector-matrix
operations of the form r = X x v(d), where X is a matrix
of chunk vectors, while r is a vector of cosine similarities
with all chunks of all passports.
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Formally, from a conceptual point of view, the
value of S(d, s) can be interpreted as the intensity of
information morphism from document d to ontological
entity s: the higher the S(d, s), the more consistently
the content of the text reproduces the lexical-semantic
profile of the corresponding specialty.

4.2. Evaluation of probabilistic morphisms

The integral metric S(d, s) defines a scalar conformity
score for each document d and specialty passport s € O.
In order to transition from a set of such scores to a formal
information morphism, it is necessary to construct
a probability distribution over the ontological set of
passports O.

Let the values S(d, s), ¢ be calculated for a fixed
document d. Then a probability distribution is
introduced based on them using the softmax scheme
with temperature t > 0:

o(S(d.s)-M)/t

Z e(S(d,s)—M)/t ’
g0

P(s|d,1)= (25)

used for numerical

where M =maxS(d,q) is

q<0
stabilization (log-sum-exp normalization). Subtracting M
does not affect the relative probabilities, but
prevents overflow when carrying out exponential
transformations.
Parameter 1 determines the degree of concentration
of the probability distribution:

e whent <« 1, distribution becomes more concentrated,
since even small differences in the values of S(d, s)
lead to a pronounced dominance of one or more
passports;

e when 1~ 1, standard temperature scaling is applied,
in which softmax preserves the typical normalization
behavior of estimates;

e when t > 1, the distribution becomes smoother;
this is convenient when analyzing interdisciplinary
and borderline texts, which are characterized by
the presence of several estimates comparable in

magnitude.
The resulting distribution P(s|d,t) defines
a mapping:
u: D — AO), w(d) = P(s | d, 1), (26)

where D is a set of documents, and A(O) is a simplex of
probability measures on a set of specialty passports.

Here p is interpreted as an information morphism
from the text space to the ontological space O, where
each document is matched with the distribution of
its thematic contribution across normatively defined
areas.

The point solution of the classification problem
corresponds to the passport with the highest probability:

$;(d) =argmax P(s | d,T). 27
NS

5. EXPERIMENTAL EVALUATION

5.1. Results of model validation
based on applicants’ abstracts

The model was validated using a corpus of
124 abstracts submitted by applicants. The corpus covers
sixteen dissertation councils from five organizations:
MIREA - Russian Technological University (RTU MIREA)!,
VF. Utkin Ryazan State Radio Engineering University,
Federal Research Center for Informatics and Management
of the Russian Academy of Sciences?!, V.A. Trapeznikov
Institute of Control Sciences of the Russian Academy of
Sciences??, and Patrice Lumumba Peoples’ Friendship
University of Russia (RUDN)?3.

For each council, abstracts on codes falling within its
area of competence were taken into account, for example,
2.3.2,2.3.5, 2.3.8 for council D24.2.326.09. The official
code of the specialty specified in the dissertation council
data was taken as the reference mark for each document.

For three configurations of the lexical TF-IDF,
semantic ICAN, and hybrid models, two metrics
were evaluated. The first metric is top 1 accuracy, i.e.,
the share of abstracts for which the passport with the
maximum value S(d, s) coincides with the reference
code. The second metric is top 3 accuracy, i.e., the share
of abstracts for which the reference code is among the top
three passports with the highest S(d, s) values.

The aggregation of values across the entire corpus
demonstrates the consistent advantage of the hybrid
model. The average top 1 accuracy across all councils
and documents is approximately 0.58 for TF-IDF,
approximately 0.57 for ICAN, and approximately 0.69 for
the hybrid configuration. For top 3 accuracy, the picture
is even more pronounced. The TF-IDF model gives an
average of about 0.74, while ICAN gives around 0.81,
and the hybrid model reaches about 0.90. That is to say,
in nine out of ten cases, the correct passport is among the
top three closest in value to S(d, s).

A review of the results for individual organizations
shows a similar picture. In the RTU MIREA
samples (Table 1), where councils D24.2.326.09,
D24.2.326.03, D24.2.326.08, and D24.2.326.10 were
analyzed, the average top 1 accuracy for abstracts is

19 https://www.mirea.ru/. Accessed April 04, 2026. (In Russ.).
20 https://rsreu.ru/. Accessed April 04, 2026. (In Russ.).

21 hitps://www.frecsc.ru/. Accessed April 04, 2026. (In Russ.).
22 https://www.ipu.ru/. Accessed April 04, 2026. (In Russ.).
23 https://www.rudn.ru/. Accessed April 04, 2026. (In Russ.).
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approximately 0.54 for TF-IDF and about 0.63 for [CAN.
The hybrid model increases this indicator to 0.75.

According to the top 3 metric, the hybrid configuration
reaches about 0.96, i.e., in almost all cases, the correct
specialty code is among the three most probable.

At VE. Utkin Ryazan State Radio Engineering University
(Table 2), the lexical model for councils D24.2.375.01,
D24.2.375.02, D24.2.375.03, and D99.2.113.02 demonstrates
an average top 1 accuracy of 0.68, while the corresponding
value for ICAN is about 0.61.

At the same time, the semantic layer provides higher
accuracy in the top 3, i.e., approximately 0.89 compared
to 0.78 for TF-IDF.

The hybrid model combines the advantages of both
configurations to achieve an average top 1 accuracy of
around 0.75 and top 3 accuracy of around 0.93.

At the Federal Research Center for Informatics
and Management of the Russian Academy of
Sciences (Table 3), the average top 1 accuracy for councils
D24.1.224.04, D24.1.224.03, and D24.1.224.02 is
about 0.60 for TF-IDF and about 0.50 for ICAN. The
hybrid model increases this indicator to 0.70.

At the same time, according to the top 3 TF-IDF
and ICAN metrics, similar values of around 0.83 are
achieved, while the hybrid configuration reaches a level
of around 0.90.

Table 1. Results of the model for authors’ abstracts at RTU MIREA

Council D24.2.326.09

Council D24.2.326.03

Scientific specialties 2.3.2,2.3.5,2.3.8

Scientific specialties 1.4.7, 1.4.10

Method Accurztig}t/(:::iording Accuril(():}tlozgzgording Method Accur?;:}tloa;clording Accur?(():}tfoegzgording
TF-IDF 0.6 0.7 TF-IDF 0.5 0.63

ICAN 0.7 0.7 ICAN 0.5 0.75

Hybrid 0.8 1 Hybrid 0.63 0.88

Council D24.2.326.08 Council D24.2.326.10
Scientific specialties 1.2.2,2.3.1 Scientific specialty 5.2.3

Method Accuri():}tfoa:ciording Accurilg}tfozg:;ording Method Accurilg}tloa;:(iording Accuris}tfoz:;:(;ording
TF-IDF 0.33 0.67 TF-IDF 0.67 0.67

ICAN 0.67 0.67 ICAN 0.67 1

Hybrid 0.67 1 Hybrid 1 1

Table 2. Results of the model for authors’ abstracts in V.F. Utkin Ryazan State Radio Engineering University

Council D24.2.375.01

Council D24.2.375.02

Scientific specialties 2.3.1, 2.3.5

Scientific specialties 1.3.2, 1.3.11, 2.2.1

Method Accurilg};oz;ciording Accuretlgytfoa;:c;ording Method Accurztig}tlozg:(iording Accurztig}tlof;cgording
TF-IDF 0.67 0.67 TF-IDF 0.67 0.83

ICAN 0.67 1 ICAN 0.5 0.83

Hybrid 0.67 0.67 Hybrid 0.5 0.83

Council D24.2.375.03 Council D99.2.113.02
Scientific specialties 2.2.11, 2.2.12, 2.2.13 Scientific specialty 2.3.8

Method Accurztigytloa;cclording Accurii(c):)tloe;cc;ording Method Accurztig)tfoa;cclording Accurzs:):;t/oa;cgording
TF-IDF 0.69 0.81 TF-IDF 0.67 0.67

ICAN 0.63 0.94 ICAN 0.67 0.67

Hybrid 0.81 1 Hybrid 1 1
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Table 3. Results of the model for authors’ abstracts at the Federal Research Center for Informatics and Management
of the Russian Academy of Sciences

Council D24.1.224.04 Council D24.1.224.03 Council D24.1.224.02
Scientific specialties 2.3.2, 2.3.5,2.3.6 Scientific specialties 1.2.1, 1.2.3,2.3.8 Scientific specialties 1.1.2, 1.1.6, 1.1.9
Accuracy Accuracy Accuracy Accuracy Accuracy Accuracy
Method according according Method according according Method according according
to top 1 to top 3 to top 1 to top 3 to top 1 to top 3

TF-IDF 0.67 1 TF-IDF 0.56 0.78 TF-IDF 0.67 0.89

ICAN 0.67 1 ICAN 0.39 0.83 ICAN 0.67 0.78

Hybrid 1 1 Hybrid 0.61 0.89 Hybrid 0.78 0.89

At the V.A. Trapeznikov Institute of Control
Sciences of the Russian Academy of Sciences (Table 4),
where the corpus includes five abstracts from council
D24.1.107.02, the results should be interpreted with
caution due to the small sample size. In this group, the
ICAN semantic model gives the best top 1 accuracy of
about 0.60 compared to 0.40 for TF-IDF.

While the hybrid configuration maintains
a top 1 level of around 0.60, it does not surpass the
semantic branch in terms of top 3.

At RUDN (Table 5), the average top 1 TF-IDF
and ICAN accuracy for four councils PDS 0300.004,
PDS 2028.001, PDS 0900.006, and PDS 0200.002 is
close, amounting to approximately 0.54.

The hybrid model increases this indicator to 0.62.
For the top 3 lexical and semantic configurations, the
values are around 0.70 and 0.78, while the hybrid model
reaches about 0.89. Significant gains are observed on
individual councils.

Table 4. Results of the model for authors’ abstracts
at the V.A. Trapeznikov Institute of Control Sciences
of the Russian Academy of Sciences

Council D24.1.107.02

Scientific specialties 2.3.1, 2.3.4

Method Accuracy according | Accuracy according
to top 1 to top 3

TF-IDF 0.4 0.6

ICAN 0.6 0.8

Hybrid 0.6 0.6

For PDS 2028.001, the hybrid model improves the
top 3 accuracy from 0.56 for TF-IDF and 0.78 for ICAN
to unity. For PDS 0200.002, the hybrid configuration also
increases the top 3 accuracy to unity while maintaining
high top 1 accuracy.

Table 5. Results of the model for authors’ abstracts at RUDN University

Council PDS 0300.004 Council PDS 2028.001
Scientific specialties 3.1.18, 3.1.20, 3.3.6 Scientific specialties 5.8.1, 5.8.7
Method Accuril;:}t/;::iording Accurztig};oeg:(gording Method Accuril;:}tloeg:iording Accurztig};ozii:gording
TF-IDF 0.56 0.75 TF-IDF 0.44 0.56
ICAN 0.44 0.81 ICAN 0.44 0.78
Hybrid 0.56 0.81 Hybrid 0.56 1
Council PDS 0900.006 Council PDS 0200.002
Scientific specialty 5.1.4 Scientific specialties 1.4.1, 1.4.3, 1.4.4
Method Accurilg}tloz;;:iording Accuratlg};oa;:gording Method Accurzc):};oaifciording Accurig};oz;;:;ording
TF-IDF 0.4 0.6 TF-IDF 0.71 0.86
ICAN 0.8 0.8 ICAN 0.71 0.71
Hybrid 0.8 0.8 Hybrid 0.71 1
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Table 6. Results of the evaluation of scientific articles by broad scientific fields

Accuracy for each broad scientific field
Method 1. Natural 2. Engineering 3. Medical 4. Agricultural 5. Social sciences
sciences sciences sciences sciences and humanities
TF-IDF 0.85 0.87 0.85 0.86 0.83
ICAN 0.79 0.72 0.74 0.9 0.91
Hybrid 0.9 0.88 0.93 0.92 0.94

Thus, validation on the corpus of applicants’
abstracts demonstrates the stable and interpretable
quality of specialty code recovery using the proposed
semantic-ontological model in a hybrid configuration.

In most cases, the correct passport ends up in
a narrow set of the most likely candidates, making
the model suitable both for automated support in
selecting a specialty code and for analyzing alternative
thematically related areas.

5.2. Results of model validation in scientific
articles published in the VAK list

The model was validated using scientific articles
from a corpus of publications from journals included in
the current VAK list. Since these journals are known to
represent broad scientific fields and groups of scientific
specialties, it was possible to conduct an assessment
both at the aggregate level of fields and at the level of
passport groups.

The first experiment analyzed the accuracy of
assigning an article to a broad field of science. After
determining the reference field based on the journal’s
profile in the VAK list, the predicted field was calculated
based on the passport with the maximum value of S(d, s).
The results show differences in the behavior of lexical,
semantic, and hybrid configurations (Table 6).

The TF-IDF method demonstrates the greatest
stability in natural and engineering sciences, where the
top 1 accuracy is 0.85 and 0.87, respectively. In medical
and agricultural sciences, the accuracy of TF-IDF
is 0.85 and 0.86, respectively, while in social sciences
and humanities, it is 0.83. This is consistent with the fact
that in natural sciences and technical fields, terminology
is more standardized and closer to the wording of
passports.

The ICAN semantic model performs significantly
better in cases where the language of publications is
more variable. In the social sciences and humanities, its
accuracy reaches 0.91, compared to 0.83 for TF-IDF.
In agricultural sciences, ICAN scores 0.90 compared
to 0.86 for TF-IDF. The slight inferiority of ICAN to

the lexical model in natural, engineering, and medical
sciences reflects the dependence of the purely semantic
layer on the quality of local graphs in terminology-rich
but well-standardized fields.

The hybrid configuration combines the strengths
of both approaches. Across all five broad areas, it
yields the highest top 1 accuracy values. For natural
sciences, the accuracy is 0.90; for engineering, 0.88;
for medicine, 0.93; for agriculture, 0.92; and for social
sciences and humanities, 0.94. Thus, when moving
to a higher level of aggregation, the hybrid model
almost always corrects the errors of each of the single
configurations to ensure the most stable behavior.

The second experiment evaluated the accuracy of
restoring groups of scientific specialties. For each article,
a vector S(d, s) was formed for all passports, after which
the predicted group was determined by the passport
with the maximum value of S(d, s). The reference
group was set according to the declared specialization
of the journal. Here, the top 1 and top 3 metrics were
analyzed (Table 7).

Table 7. Results of the evaluation of scientific articles
by groups of scientific specialties

Method ACCUI?S};OeLC(iOrding Accuratlg};oe;:gording
TF-IDF 0.9 0.94

ICAN 0.87 0.97

Hybrid 0.91 0.96

Atthe specialty group level, the TF-IDF lexical model
achieves a top 1 accuracy of 0.90 and a top 3 accuracy
of 0.94. The ICAN semantic model gives a slightly
lower top 1 accuracy of 0.87, but a higher top 3 accuracy
0f 0.97. This means that ICAN is slightly more likely to
make a mistake in selecting the single closest passport,
but almost always includes the correct group among the
three most likely options.
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The hybrid model retains the best top 1 value
of 0.91, while providing high top 3 accuracy of 0.96.
While not outperforming ICAN in terms of top 3, it
provides a more balanced ratio between the accuracy
of the first choice and the completeness of the top three
groups. In the context of recommendation ranking
tasks based on codes, this configuration is the most
practical, since the main code can be reliably suggested
to simultaneously form a content-relevant list of
alternative specialties.

Overall, the results for articles from journals
included in the VAK list confirm the conclusions made
based on the abstracts. The lexical model works best
in areas with a rigidly defined nomenclature, while the
semantic model is particularly useful in the humanities
and related fields, and the hybrid configuration provides
the most stable quality at all levels of aggregation to
provide interpretable probability profiles by scientific
specialty group.

5.3. Comparison of a graph-based
semantic-ontological model with large
language models

To evaluate the proposed model, we compared it
with a number of large language models applied in

classification mode without retraining. In all cases,
the same task was established: to restore the specialty
code or the closest passport based on the text of the
document. Top 1 accuracy and top 3 accuracy were
calculated on corpora of abstracts and scientific
articles (Table 8).

According to the abstracts, the hybrid graph
semantic-ontological model gives a top 1 accuracy
of 0.69 and a top 3 accuracy of 0.90. The lexical
TF-IDF model and semantic ICAN are inferior to it
in both metrics (0.58 for TF-IDF and 0.74 for ICAN,
0.57 and 0.81, respectively). Among large language
models, the ChatGPT 5.2 Thinking?* configuration
achieves the best values, with a top 1 accuracy
of 0.79 and a top 3 accuracy of 0.84. The ChatGPT 402
model performs at 0.71 and 0.73, DeepSeek?®
at 0.61 and 0.70, LLaMA?27 at 0.57 and 0.63, while
Alice Al (YandexGPT)?® lags significantly behind all
options, scoring 0.46 and 0.52. Thus, while the large
language model ChatGPT 5.2 Thinking outperforms
the hybrid scheme in terms of first choice accuracy
according to the abstracts, the graph semantic-
ontological model provides higher completeness
for the three closest specialties to form a fuzzy but
substantively stable profile of similarities based
on passports.

Table 8. Results of comparing a graph-based semantic ontology model with large language models

Authors’ abstracts Articles

Method accofdcifll;rétlg}t’op 1 accoidci:;r?g}t’op 3 Method accolr\dcifl;ratlg}‘:op 1 accolr\dci(lzl;ratlg}‘:op 3
TF-IDF 0.58 0.74 TF-IDF 0.85 0.86
ICAN 0.57 0.81 ICAN 0.81 0.84
Hybrid 0.69 0.9 Hybrid 0.91 0.93
ChatGPT 40 0.71 0.73 ChatGPT 4o 0.8 0.82
ChatGPT 5.2 Thinking 0.79 0.84 ChatGPT 5.2 Thinking 0.82 0.97
Alice Al (YandexGPT) 0.46 0.52 Alice Al (YandexGPT) 0.56 0.69
LLaMA 0.57 0.63 LLaMA 0.62 0.67
DeepSeek 0.61 0.7 DeepSeek 0.79 0.84

24 https://openai.com/ru-RU/index/introducing-gpt-5-2/. Accessed April 04, 2026. (In Russ.).
25 https://openai.com/ru-RU/index/hello-gpt-40/. Accessed April 04, 2026. (In Russ.).

26 https://www.deepseek.com/. Accessed April 04, 2026.
27 https://www.llama.com/. Accessed April 04, 2026.
28 https://alice.yandex.ru/. Accessed April 04, 2026. (In Russ.).
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According to scientific articles from journals listed
in the VAK catalog, the picture is different. The hybrid
model achieves a top 1 accuracy of 0.91 and
a top 3 accuracy of 0.93. The lexical TF-IDF
model gives an accuracy of 0.85 and 0.86, while
the corresponding ICAN scores are 0.81 and 0.84,
respectively. Among large language models,
ChatGPT 40 shows an accuracy of 0.80 and 0.82, while
ChatGPT 5.2 Thinking gives 0.82 and 0.97, DeepSeek
shows 0.79 and 0.84, LLaMA shows 0.62 and 0.67,
and Alice Al shows 0.56 and 0.69. According to
the top 1 metric, the hybrid model outperforms all
language models by nine to fifteen percentage points.
According to the top 3 metric, ChatGPT 5.2 Thinking
shows the best result (0.97), while the hybrid model
gives a slightly lower value of 0.93, but remaining
significantly higher than the other configurations. This
means that when classifying articles, the proposed
graph semantic-ontological scheme better captures
the main passport, while large language models more
often include the correct specialty code in a wide set
of closest candidates.

The differences in behavior are consistent with the
nature of the approaches being compared. The graph-
based semantic-ontological model, which is tightly
bound to the texts of specialty passports, uses them as
an ontological basis to factor solutions into interpretable
TF-IDF and ICAN components.

This effect is particularly noticeable in articles
from journals included in the VAK list, where the
wording is closer to the normative language of
passports. Large language models, which rely on
generalized representations of scientific disciplines,
often take into account context that is not reflected
in passport texts, Therefore, in abstracts that contain
detailed reviews, references to related fields, and
less formalized presentation, the best ChatGPT
configurations demonstrate higher accuracy in the
first choice, but lose some of their interpretability and
controllability.

The comparison shows that the proposed graph
semantic-ontological model is comparable to modern
language models in terms of classification quality,
surpassing them in a number of metrics in scenarios
where strict consistency with passport texts is
important, while remaining significantly cheaper
in terms of computational costs, as well as more
transparent in terms of the structure of the decisions
made.

Large language models should be viewed as an
additional tool that complements rather than replacing
ontology-oriented schemas. This is especially relevant
in expert support tasks that require both quantitative
scoring and explicit linking of results to normative
descriptions of scientific disciplines.

6. DISCUSSION OF RESULTS
AND CONCLUSION

The graph-based semantic-ontological model of
scientific text analysis presented in this work is based
on the VAK specialty passports, which are used both
as textual descriptions of subject areas and as a source
of ontological feature space. After forming a unified
dictionary of lemmas and stable phrases based on the
texts of the passports, the passports themselves, as well
as the dissertation abstracts and scientific articles, can be
described in this database.

The similarity ofa document to the code of a scientific
specialty is interpreted through the consistency of the
text content with the normative description of the field.

At the same time, the semantic-ontological space
has two coordinated layers. The lexical layer is built
on the basis of TF-IDF vectors, which record the use
of terms and terminological combinations selected from
the passport chunk corpus. The semantic layer, which
is based on the ICAN model, describes the text through
a graph of co-occurring lemmas and the degree of its
vertices. This supports paraphrasing, synonymy, the use
of abbreviations, and terms scattered throughout the text,
while maintaining a link to the same ontological basis.
Thus, the hybrid metric based on lexical and semantic
approaches combines local and global metrics in each
layer.

Experimental results on abstracts show that the
hybrid model systematically outperforms individual
lexical and semantic approaches in terms of accuracy.
The TF-IDF-based lexical model, which provides high
accuracy where terminology is standardized, closely
matches the wording of abstracts, while the semantic
model is particularly useful in fields involving a freer
scientific style, including active use of abbreviations and
variable descriptions of the research subject.

Aggregated indicators for broad areas of knowledge
confirm the observed pattern. For social sciences and
humanities, the semantic layer plays a critical role in
improving ranking quality, since thematic boundaries
are often expressed through complex formulations and
contextual markers. For a significant portion of technical
and natural science specialties, the lexical layer already
provides a high baseline level of quality, while the
semantic layer refines the document profile in cases of
similar codes and borderline topics. Thus, the model
demonstrates behavior that can be explained in terms
of content and is consistent with the peculiarities of the
terminological structure of different scientific fields.

Further development of the model can take several
directions. One of these involves the formation of lexemes
and terminological combinations of passports with
external ontologies, knowledge bases, and specialized
terminological resources. This will permit a movement
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from a textual ontological basis to a more formalized
multi-domain ontology. In addition, it is possible to add
contextual embeddings and neural network models as an
additional layer on top of the existing TF-IDF and ICAN
schemas while maintaining interpretability through
decomposition on an ontological basis.

A separate task is the optimization of parameters on
validation samples and analysis of their dependence on
the field of knowledge and document type.

In conclusion, it can be confirmed that the graph-
based semantic-ontological model based on the texts of
the VAK specialty passports demonstrates the possibility
of transforming the normative corpus into a working
ontological space for quantitative analysis of scientific
texts. The results obtained for abstracts and scientific
articles show that this approach can serve as a basis
both in the provision of automated support for expert
decision-making, as well as for monitoring the structure
of scientific knowledge within a given normative
ontology.
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Abstract

Objectives. Structural defects may arise during the production and operation of printed circuit board assemblies (PCBASs)
installed in radio-electronic assemblies (REAs) due to manufacturing imperfections or the influence of external
factors. Of particular concern are latent defects that cannot be detected after the PCBA has been manufactured and
which may lead to failures during operation. The typical installation in sealed enclosures of modern PCBAs, which are
characterized by a high density of electronic components, significantly complicates the use of conventional inspection
and diagnostic methods. This study aims to improve the reliability of detecting and classifying latent defects in PCBAs
in sealed blocks based on their mechanical amplitude-frequency characteristics (AFCs) using a deep neural network.
Methods. The paper proposes a vibration diagnostics method based on the numerical modeling of mechanical
processes, experimental vibration testing, and the application of an artificial neural network for technical condition
classification. Diagnostics involves analyzing the obtained mechanical AFCs using an accelerometer mounted on the
enclosure and comparing them with a database of calculated AFCs generated for various technical states of the PCBA.
Results. To verify the proposed method experimentally, a PCBA mock-up was fabricated and installed inside
an enclosure with various structural defects introduced into its design. A database of calculated mechanical AFCs
was formed for both healthy and faulty states. After obtaining experimental AFCs, they were compared with the
calculated data, and the introduced defects were identified using a deep neural network.

Conclusions. The developed vibration diagnostics method enables the highly accurate detection and classification
of latent defects arising in radio-electronic equipment during production and operation. This improves the reliability
of technical condition assessment of PCBAs.
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HAYYHAA CTATbA

Jlokanm3auus 1eeKToB KOHCTPYKUMN NEYATHBIX Y3J10B
METOA0M BUOPOIUATHOCTUKH

C.V. YBaiicos, A.B. LonmatoB @, T.X. Bo,
A.X. HryeH, C.X. ®am, P.M. YBaiicoB

MUP3A — Poccuiickni TEXHOI0rM4ecknii yumesepcutet», Mocksa, 119454 Poccus
@ AsTOp Ans nepenvicku, e-mail: dolmatov@mirea.ru

e Moctynuna: 14.05.2025 e Aopa6oTaHa: 30.12.2025 ¢ MpuHaTa k ony6nukoBaHuio: 24.03.2026

Pe3iome

Llenun. B npouecce Nnpon3BOACTBA 1 aKCNyaTauum nevyatHblx y3nos (MY), yctaHaBnneaeMbix B 6110Kkax pagno-
9NEKTPOHHbIX cpeacTs (PAC), MoryT BO3HUKATb KOHCTPYKTMBHbIE AedeKTbl, 00YCNOB/IEHHbIE TEXHONOIMYECKN-
MW MOrpPeLlHOCTAMN UM BO3LENCTBMEM BHELUHUX 3KCMyaTauMoHHbIX GakTopoB. Hanbonbluyio OnacHOCTb
NpeacTaBngaloT NaTeHTHble AedeKkTbl, KOTOPble HEBO3MOXHO BbISIBUTb NOCAe M3rotosneHus MY, HO KOoTopble
CMocoOHbI MPUBECTM K OTKa3am B mnpouecce akcnnyataumn. CoBpeMeHHble Y xapakTepusyloTcs BbICOKOM
NMAOTHOCTbIO KOMMOHOBKM 31IEKTPOPAAMNOINEMEHTOB U1, Kak NPaBuio, pa3MeLLanTcsa B repMeTuyHbIX 61oKax,
YTO CYLLLECTBEHHO 3aTPyaHAET NPUMEHEHNE TPaAULMOHHbBIX METOA0B KOHTpoNs. Llenbio paboThl aBnsieTcs no-
BbllLEHNE OOCTOBEPHOCTU BbISABJIEHUS U KnacCupuKaumm naTeHTHbIX AedeKToB KOHCTPYKLUUi MY B repmeTny-
HbIX 6/10KaxX MO MEXaHNYECKMM aMMINTYAHO-4aCTOTHbIM XxapakTtepuctukam (A4YX) ¢ ncnonb3oBaHnem rinybokom
HEWNPOHHON CeTn.

MeTogabl. MNpennoxeH meton BU6POANArHOCTUKM, OCHOBAHHbIN HA YACIEHHOM MOAENMPOBAHUN MEXAHUYECKNX
NPOLLECCOB, 3KCNEPUMEHTANbHbIX BUOPALMOHHbBIX UCMABLITAHUAX U MPUMEHEHUN UCKYCCTBEHHOW HEMPOHHOM CeTn
ANng Knaccndunkaumm TEXHNYECKOro COCTOAHMA. [InarHoCTMpOBaHME OCYLLECTBAAETCH NyTEM aHanm3a MexaHu-
yeckumx AYX, NONy4EeHHbIX C MOMOLLbIO akCenepomMeTpa, YCTaHOBIEHHOrO Ha kopnyce 6110Ka, U UX CPaBHEHUS
¢ 6a3oii pacyeTHbIx A4X, chOopMUPOBAHHOM AN PA3/INYHbIX TEXHUYECKNX COCTOSAHUI Y.

PesynbTatbl. [1na sKcnepuMeHTanbHOM NPOBEPKM MeToaa N3rotosneH makeT MY BHyTpu 6n10Ka, B KOHCTPYK-
LLMIO KOTOPOIro BHOCUJINCH pasnuyHbie aedekTbl, n chopMmnpoBaHa 6a3a pacyeTHbIX MexaHnyeckmx A4X onsa vc-
NPaBHOIro N HEUCMNPAaBHbLIX COCTOAHMN. [Tocne nony4eHnsa akcnepuMmeHTanbHbiX A4YX BbINOIHEHO UX CPaBHEHME
C pacyeTHbIMU OAHHbLIMU, U C UCMOJIb30BaHMEM ryOOKON HEMPOHHOM CEeTU OonpenefieHbl BUAbl BHECEHHbIX Ae-
beKToB.

BbiBoabl. Pa3paboTaHHbI MeTO4 BUOPOANarHoCTMKM Y no3BOSSET C BbICOKOW TOYHOCTbLIO BbIBAATH U KIACCU-
dnuMpoBaTh NaTeHTHbIE AedeKTbl, BO3HMKawoWwme B POC B npouecce npoM3BoaCcTBa 1 aKCryaTauuu, U noBbiLLaeT
[OCTOBEPHOCTb OLEHKN TEXHNYECKOr0 COCTOSAHNSA Y.

KnioueBble cnoBa: aMarHoCcTupoBaHune, BubpauyioHHble BO3OENCTBUSA, Ppaano3ekTPOHHOEe CPeacTBO, NevaTHbIn
y3en, DNN

Ona uutupoBaHua: Yeaiicos C.Y., Jonmatos A.B., Bo T.X., Hryen O.X., ®dam C.X., YBaiicoB P.M. Jlokanusauus
nedekToB  KOHCTPYKUMA MevaTHbIX Y3/I0B MeTodoM BubpoauarHoctuku. Russian  Technological Journal.
2026;14(3):43-59. https://doi.org/10.32362/2500-316X-2026-14-3-43-59, https://www.elibrary.ru/EKRNQE

Mpo3pa4yHocTb hMHAHCOBOI OeATesNIbHOCTU: ABTOPbI HE UMEIKOT PUHAHCOBOM 3aUHTEPECOBAHHOCTM B NPeACTaB/IEH-
HbIX Matepuanax uin metoaax.

ABTOPbI 3a5BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.
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INTRODUCTION

A typical diagnostic system comprises a unit under
test (UUT), as well as the various tools and methods
for determining its technical condition. The tools are
defined as a set of hardware and software devices
used to measure and analyze diagnostic data obtained
from the UUT at all stages of its lifecycle. Depending
on how the UUT interacts with the diagnostic tool,
different functional and testing techniques may be
employed. Functional techniques are used to diagnose
the UUT during operation, employing sensors to
gather information regarding its technical condition.
In this case, the diagnostic tools do not interfere with
the UUT. Testing techniques involve applying a signal
or set of signals are applied to the UUT input to trigger
processes that provide information about its technical
state [1].

Diagnosis of the technical condition of radio-
electronic assemblies (REAs) constructed as modular
units with printed circuit board assemblies (PCBAs)
involves analyzing their mechanical amplitude-
frequency characteristics (AFCs) under vibration
conditions. This technique has been widely used in
technical diagnostics [2—4]. Design defects in a device
can lead to changes in its resonant frequencies as
compared to those of a well-functioning device [5].
Based on this, a methodology can be developed for
diagnosing PCBA structures that detects and classifies
defects in devices during manufacturing and operation
without affecting their structure.

Within the scope of this study, the authors are
investigating the development of a non-destructive
diagnostic technique. This includes the creation of
models and algorithms for automatically detecting
and identifying types of latent defects in a structure.
These defects can affect the mechanical AFC of
a block design, but the research does not consider
failures resulting from the electrical parameters of
electronic components. To enhance the reliability of
the technique, a mechanical simulation process is
applied to the UUT, taking into account variations in
structural parameters.

1. METHOD OF DIAGNOSING PCBA
STRUCTURES IN CASE OF VIBRATION EFFECTS

Most design defects in PCBA that occur during
manufacture and operation are caused by mechanical
factors, such as shock, harmonic vibration, and acoustic
noise. These include missing or deformed electronic
components, cracks in the structure, loosening of
fasteners, inhomogeneity of the PCBA material, and
other issues. However, defects that occur during
equipment operation cannot be directly detected

when using the device for its intended purpose [6], as
current methods require shutting down the equipment,
or compromising the structural integrity of the unit
containing the controller, which is undesirable for sealed
units.

Such defects may occur during the manufacture or
operation of the units. To detect and identify the type
of these latent defects, we propose a diagnostic method
that compares the experimentally obtained AFC on the
external surface of the blocks at a designated control
point with a set of calculated AFCs for different technical
conditions of the PCBA structure at the same control
point [7]. Based on this comparison, it is possible to
determine the technical condition of the device and take
an appropriate action. The use of this technique can
reduce labor expenses, diagnostic time, and financial
costs associated with the monitoring and diagnosis of
PCBA structures [8, 9].

With the use of modern modeling techniques
and AFC analysis, it is possible to accurately identify
the relationship between a specific type of defect and
a corresponding diagnostic feature. In order to collect
diagnostic data and subsequently analyze it, the
following series of steps should be taken:

e conversion of physical phenomena into diagnostic
signals by measuringthe AFC using anaccelerometer;

e collection of characteristics from this signal and
analysis thereof through modeling of various
technical conditions;

e comparison of the analytical results with values
defined in technical documentation;

e use of an artificial intelligence (AI) algorithm for
decisions-making regarding the technical condition.
The structural diagram of the proposed method is

presented in Fig. 1.

In order to diagnose the technical condition
of the PCBA structure based on the design
documentation (Block 1), it is necessary to develop
a model that enables the analysis of mechanical
processes (Block 2). At the same time, the design model
for the block with PCBA must accurately describe
its geometric structure along with the physical and
mechanical properties of its materials, as well as the
mechanical characteristics of each electronic component
of the simulated PCBA. In other words, the model must
accurately reflect the data specified in the product’s
design documentation.

A computer-aided design (CAD) system can be
utilized to simulate mechanical processes within the
unit to determine the AFC at specific points when the
device is subjected to vibrational mechanical forces.
The described technique uses the Solidworks' software
tool.

U https://www.solidworks.com/. Accessed March 23, 2026.
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Fig. 1. Method for vibration-based diagnostics of PCBA

The AFC of the block, which is derived from the
analysis of mechanical processes, depends on the
selection of a reference point for calculating the AFC,
as well as on the parameters of the applied mechanical
vibrations, such as the amplitude and frequency of
harmonic vibrations (Block 3a). The position of the
reference point used to determine the AFC is chosen
based on the peak amplitude of the vibrations; in this
case, the center of the enclosure cover is the preferred
option. During diagnostics, the amplitude of the
harmonic vibrations should not exceed the theoretical
maximum value of 4. .. .at which mechanical failure
of the block and PCBA may occur, nor should it be
significantly lower than the actual value of 4, . . ., that
can be detected by the sensor. Therefore, the minimum
and maximum values of the harmonic oscillation

amplitude at a monitoring point, denoted as 4 . o

and A, .gecrr TESPECtively, must meet the following

condition?:

[A ] € [Amin actual’ Amax theor]'

min effect” Amax effect

In order to obtain information on the mechanical
characteristics of the block structure under different
PCBA technical conditions, it is necessary to simulate
mechanical processes in both good PCBA conditions
and in the presence of various defects. A list of potential
defects is provided in Block 3b. The greater the number
of defects considered in the simulation process, the more
accurate the results of the technical condition diagnosis
will be.

2 Lu Ngoc Tien. Acoustic Emission Method of Control of
Multilayer Printed Circuit Boards of Radio-Electronic Devices:
Cand. Sci. Thesis (Eng.). Moscow: 2024.
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The physical and mechanical properties (y;) of
real PCBA structures often vary within a certain
range, typically between 3% and 10%. To account for
this variation, statistical Monte Carlo simulations are
performed (Block 3) [10]. Based on this analysis, a set
of AFCs is calculated for various combinations of the
physical and mechanical PCBA design parameters
that fall within acceptable ranges. In this scenario, it is
assumed that the distribution of these parameter values
follows a normal distribution:

1 L -w?
f(vi)—G\/EeXp( o2 J

where f(y,) is the probability density function for the
distribution of the y, physical and mechanical parameter;
p is the expected (or nominal) value of this parameter;
o is its standard deviation.

For the kth iteration of the Monte Carlo simulation,
the ith physical and mechanical parameter is calculated
using the following formula:

Y; =770+ E,9,),

where vy, is the value of the ith parameter in the
kth iteration of the Monte Carlo simulation; y;°™ is the
nominal value of the ith physical and mechanical
parameter; 0, is a relative tolerance for the ith physical
and mechanical parameter; §, ~ N(—1, 1) is a random
variable following a standard normal distribution [11, 12].

A database of calculated AFCs (Block 4) for
various PCBA design conditions was developed using
Microsoft Excel. The database is used to make a final
conclusion about the PCBA’s technical condition by
comparing the AFCs obtained from field testing.

To determine the technical condition of the
PCBA during the production or operation of
devices manufactured in accordance with the design
documentation (Block 5), a mechanical AFC test is
carried out on the device using a vibration testing
apparatus (Block 6). In order to obtain AFC data
during these tests, a sensor is installed at the same
reference point at which the calculated AFC was
obtained during simulation. In this study, the VP-32
model manufactured by IMV Corporation (Japan) is
used as the vibration sensor. This highly sensitive
piezoelectric accelerometer, which converts vibration
acceleration into an electrical charge, has a wide
operating frequency range (up to 10 kHz) and is
highly resistant to shock loads, making it suitable
for use in vibration analysis under conditions of
intense mechanical stress. The main element of the
sensor is a quartz crystal that converts vibration into
a proportional electrical voltage. The sensitivity of
the sensor is expressed in pC/g, where pC is the unit
of charge known as the picocoulomb, and g is the

acceleration due to gravity, expressed in m/s. The
sensor’s measurement range falls within the linear
portion of its AFC curve [13].

The experimentally obtained mechanical AFC of
the block design (Block 7) is converted into a data
table containing amplitude and frequency values. This
data is then compared with the stored mechanical
AFC in the database (Block 4) using an artificial
neural network (Block 8) to detect and classify any
defects. In this process, a deep neural network (DNN)
is employed. Based on the comparison between
the experimental and simulated mechanical AFCs,
a report is generated regarding the PCBA technical
condition (Block 9).

2. OBTAINING CALCULATED MECHANICAL AFC

When designing a block with PCBA, it is essential
to simulate mechanical processes under the influence of
vibration-induced mechanical stresses. This simulation,
which is a critical component of the proposed approach,
significantly impacts the accuracy of the diagnostic
outcomes. The simulation is conducted for different
technical conditions of the device. The more diverse the
technical states considered for the structure, the more
accurate the final conclusions based on the diagnostic
results will be.

When diagnosing the PCBA structure, a list of
potential latent defects is compiled and the mechanical
characteristics of the device are simulated to obtain
the calculated AFC at a control point of the unit. This
corresponds to each identified defect. The experimental
AFC is then measured on a physical prototype to identify
potential defects by comparing the experimental and
calculated AFCs for each possible technical condition.
This comparison establishes whether the PCBA is
functioning properly or has a defect.?

An algorithm has been developed to identify a list
of potential defects in a PCBA. Its scheme is presented
in Fig. 2 below.

This algorithm can be used to determine the
likelihood of detecting a particular defect in the PCBA
structure. Based on the AFC analysis control panel,
a decision is made as to whether to include the relevant
defect in the list of detected defects (Block 3b in Fig. 1).

The SolidWorks Simulation package is used to
calculate mechanical characteristics under vibrational
influences for the analysis of mechanical processes.
The resonant frequencies of the structural block are
calculated for input effects in the form of harmonic
vibrations ranging from 0 to 2000 Hz.

3 Malpass L. SolidWorks 2009 API — Advanced Product
Development. 2009, 246 p.
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The UUT is a power amplifier, whose electrical circuit
and PCBA design model are presented in Fig. 3. The
prototype PCBA is as depicted in Fig. 4. This prototype
device for simulating the distribution of electronic
components on a printed circuit has been designed solely
for this study, which includes mechanical and vibration
testing of the device’s design. However, this model does not
take into account the electrical parameters of the electronic
components, since this study focuses on the mechanical
characteristics and dynamic response of the structure,
rather than the electrical performance of the device.

The mechanical AFC of a tested prototype in good
working condition (Fig. 5) exhibits resonant frequencies
at f; = 878.1 Hz, f, = 1089.5 Hz, and f; = 1405.7 Hz.

In cases where the tested prototype exhibits one or
more of the identified defects, the resonant frequencies
of the device vary as follows:

e Defect A (absent electronic component): /, =878.3 Hz,

/>, =1092.6 Hz, and f; = 1409.5 Hz (Fig. 6).

e Defect B (PCBA fastener loosening): f; = 878.2 Hz,

/>, =1090.6 Hz, f; = 1428.8 Hz (Fig. 7).

e Defect C (electronic component deformation):
f,=878.1 Hz,f,=1091.5 Hz, f; = 1403.6 Hz (Fig. 8).

e Defect D (layout and placement violations of
an electronic component on the printed circuit):
f,=878.4Hz,f,=1090.2 Hz, f; = 1424.2 Hz (Fig. 9).

e Defect E (installation of an electronic component
that does not correspond to the design
documentation (Fig. 10).

e Defect F (heterogeneity of the printed circuit
material structure): f; = 842.4 Hz, f, = 878.4 Hz,
f3=951.5 Hz (Fig. 11).

The overall AFC for all defects listed above is shown
in Fig. 12.

XP3

R2 R3 R5
XP2 [’] |;| [I:| XP5

(b)

Fig. 3. Electrical circuit (a) and design model
of control unit (b) for the studied object. Designations
of circuit elements correspond to those adopted
in GOST 2.710-814

4 GOST 2.710-81. Interstate Standard. Unified system for
design documentation. Alpha-numerical designations in electrical
diagrams. Moscow: Izd. Standartov; 1985 (in Russ.).
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Table. Frequency and amplitude values of vibration acceleration for various technical conditions of PCBA design during

the modeling process

Good condition Defect A Defect B Defect C Defect D Defect E Defect F

Y g oy g oy < oy g Yy g 5 g 5 g

3 ~ é ) 5 N é % 8 ~ é Ng 8 ~ é NQ 3 N é W 3 N é R 5 N é R
S= | 2| 5% |56 | % | 5| 3% | 2E| ¥ | 5E| 32| 2| £F| £
3 < = < = < = < = < = < = <

1.59-107 3.68:1071| 1.59-107 [1.02:1020| 1.59-10°° [4.42:10719| 1.59:107 {3.76:10719| 1.59:107 [4.31-1071%| 1.59:10¢|7.53-10 2| 1.59:10°¢ |6.72-10%

95 |132:10°| &1 [262:107| 78 [1.06:10°| 79 [9.19-10°| 80 [1.08-10°| 80 [192:10°| 49 [626-1077

190 [527-10°] 165 |1.10-10°] 159 |443-10°| 161 [38510°| 163 [454-10°| 165 [805-10°| 99 [2.62:10°

28.6 0.0001 254 [2.60-107° 245 [0.000105| 24.8 {9.13-107°| 25.1 [1.08-107% 253 [1.91-10°° 153 |6.21:10°

1952.5 | 0.6712 | 1962.0 | 0.0426 | 1959.0 | 0.6948 | 1959.0

0.6303 | 1959.1 | 0.5700 | 1964.1 | 0.1149 | 1929.4 | 0.03589

1968.3 | 0.6591 | 19753 | 0.0414 | 19733 | 0.6839 | 19734

0.6202 | 1973.4 | 0.5618 | 1976.7 | 0.1127 | 1954.1 | 0.0356

19842 | 0.6476 | 1987.9 | 0.0403 | 1987.0 | 0.6741 | 1987.0

0.6111 | 1987.0 | 0.5550 | 1988.6 | 0.1107 | 1977.6 | 0.0354

2000 | 0.6368 | 2000 | 0.0393 | 2000 | 0.6652 | 2000

0.6028 | 2000 | 0.5478 | 2000 | 0.1090 | 2000 | 0.0352

The presence of any defect in the PCBA design can
cause changes in its AFC. Therefore, defects are detected
by comparing the AFC of a given prototype with those
of previous responses corresponding to various possible
defects in the PCBA design. This is an effective method
of monitoring and determining the technical condition of
the PCBA [14, 15].

In order to compare AFCs, a table is created
containing vibration acceleration amplitude values
for different technical conditions of the block design
at a specific point, measured at various vibration
frequencies ranging from 0 Hz to 2000 Hz.

3. EXPERIMENTAL VERIFICATION
OF THE PCBA DEFECT DETECTION
USING A VIBRATION TESTING APPARATUS

In order to obtain the experimental AFC of the
studied prototype in both good and defective PCBA
conditions, a benchmark test is performed using
a testing setup consisting of a vibration testing apparatus
and a computer equipped with specialized software for
signal analysis installed. The setup comprises:

e A vibration testing apparatus MO030/MA1
manufactured by IMV Corporation (Japan), which
is used to generate mechanical harmonic vibrations
at a specific amplitude and frequency that are
set for the experiment. In this case, the UUT is
subjected to harmonic vibration with an acceleration
amplitude of 10 m/s> at frequencies ranging
from 0 to 2000 Hz [15].

e The accelerometer comprises a VP-32 sensor
that measures vibration acceleration on the
UUT enclosure cover (maximum recorded
acceleration of 500 m/s? over the operating
frequency range of 2 to 10000 Hz).

e A personal computer (PC) operates a vibration
testing apparatus to generate harmonic vibrations,
and then records and displays the AFC measured
using an accelerometer.

The UUT design is a prototype block (Fig. 13)
having an aluminum body measuring 3 mm in thickness
and a base measuring 5 mm. A hole has been created
in the enclosure cover for the to be installation of the
accelerometer. Inside the enclosure, there is a printed
circuit prototype containing electronic components,
which is fastened with screws 10 m away from the base.

Good condition

Fig. 13. The design of the prototype block
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UUT PC with software
Sensors

Fig. 14. The laboratory and experimental setup
for vibration diagnostics

The laboratory and experimental setup for analyzing
the mechanical AFC to vibration is shown in Fig. 14.

Figure 15 shows the mechanical AFC of the
prototype obtained through field testing under vibration
conditions.

Based on the experimental measurements,
the prototype is found to have a satisfactory
mechanical AFC. This response is measured in the
presence of the aforementioned defects in both good and
faulty conditions. In future, this AFC will be converted
into a suitable format for comparison with the results of

Defect A

Vibration
acceleration
amplitude A, m/s?

Defect C

Vibration
acceleration
amplitude A, m/s?

Defect E

100.0

20.0
10.0

Vibration
acceleration
amplitude A, m/s2

5.0

10 1000 2000
Frequency f, Hz

simulations. This will enable the technical condition of
the prototype block to be assessed and the defects to be
classified.

4. APPLICATION OF DEEP MACHINE
LEARNING FOR THE CLASSIFICATION
OF DEFECTS IN PCBA

Deep machine learning is a subfield of machine
learning thatuses artificial neural networks and algorithms
to mimic the way the human brain works. This approach
enables the independent learning by systems from large
amounts of data to identify hidden patterns within them.
Although the concept of deep learning dates back to the
1960s, it has only become widely used in practice with
the development of computing technologies and big-
data analysis methods, which have significantly boosted
the efficiency of neural networks [16].

DNNss are used to recognize the complex, nonlinear
relationships between the shape and parameters of the
AFC, as well as the type of defect. This is not possible
with simple perceptron models. The use of a DNN
enables stable convergence and high classification
accuracy.

A DNN is a type of artificial neural network
consisting of multiple interconnected layers. The depth
of the network is determined by the number of hidden
layers and the complexity of its structure [17, 18].

Defect B

Vibration
acceleration
amplitude A, m/s?

Defect D

Vibration
acceleration
amplitude A, m/s?

Defect F

Vibration
acceleration
amplitude A, m/s?

10 o 1600 2000
Frequency f, Hz

Fig. 15. Mechanical AFC of the prototype design obtained during field testing for vibration effects
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Each layer processes data and passes the results to the
next layer, enabling problems of high computational
complexity to be solved.

The main components of the DNN are:

e the input layer, which receives the initial model data
in the form of a two-dimensional numerical matrix
containing vibration acceleration amplitude values
and their corresponding frequencies for different
technical conditions;

e the hidden layer, which processes the data and
transfers information between layers;

e the output layer, which makes the final decision
about the condition of the unit (good or defective).
The activation function provides a nonlinear

approximation of the dependencies between the AFC
characteristics and the types of defects in the PCBA design.

Weight coefficients and biases are adjustable
network parameters that allow for its adjustment to the
training data.

Figure 16 illustrates the structure of an artificial
neuron used in a DNN. Here, x; represents the neuron’s
input signals, w, represents the weight coefficients of the
corresponding inputs; b, represents the bias; X represents
the summation operation; u; is the linear combination
of the neuron’s inputs (also called the weighted sum
or net input); j is the number of network input signals,
depending on the frequency range and ¢(.) represents
the activation function.

Weighting
coefficient

Activation
function

Output
Yk

Linear
summing
unit

Synaptic weight

Fig. 16. Structure of an artificial neuron in a DNN

The study involves creating a database of design
defects for the UUT, with a sample size of n = 1000.
This corresponds to 1000 different implementations of
each state, as obtained using the Monte Carlo simulation
technique. The output layer consists of seven neurons, with
each neuron corresponding to one functional state and six
types of potential design defect in the studied PCBA.

The network architecture implemented during
modeling is as follows (Fig. 17):

e input layer: combined frequencies and amplitudes;
e hidden layer: neurons with a rectified linear
unit (ReL.U) activation function:

fix) =max(0, x);

e output layer: nodes with a softmax activation
function:
Z.
e/ . T=
pi = 7 s 1= la 79 (1)

2

where z; is a linear combination of the inputs at the output
layer and p; is the probability of belonging to class i.

Function ReLU Function softmax

X4

Input layer

Hidden layer Output layer

Fig. 17. Architecture of the developed DNN model

The activation function plays a key role in the operation
ofaneural network by ensuring its nonlinearity and modeling
the process of signal transmission between neurons.

Due to its straightforward implementation and
high training efficiency, ReLU is one of the most
common activation functions. In addition, it has several
advantages over sigmoid and tanh functions:

e provides faster convergence (training speed is six
times higher than tanh);

e requires less computational effort;

e prevents the gradient saturation effect, thereby
increasing training stability.

1

ReLU(x)
O = NWHMOONOWWOO

-1 ! I | | }
-10.0 -75 -5.0 -25 0 25
X

50 7.5 10.0

Fig. 18. Graph representing the ReLU function
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By using the ReLU function in the defect classification
task, the model’s convergence rate can be significantly
increased, as has been observed during training with
epoch = 10. Here, epoch refers to the number of complete
training cycles of the model on the entire dataset, with the
weights of the neurons updated each time.

The technical condition is classified using a DNN
implemented in Python with the Keras library. The
model input comprises data arrays representing the AFC
in the form of “frequency—amplitude” numerical pairs,
which are formed based on the modeling and field test

results. Training uses the cross-entropy loss and the
Adam optimizer with 10 epochs.

The accuracy value of the model, as calculated when
executing the DNN code in Python, is shown in Fig. 19.

Based on the training results, the model has an
accuracy of 99.57%, indicating the high effectiveness of
the proposed approach.

The classification and identification results obtained
are presented in the form of histograms (Figs. 20-25),
which reflect the percentage distribution of defect
detection probability, calculated using formula (1).

° loss, acc = model.evaluate(X_test, y_test)

print(“Model accuracy: {:5.2f}%".format(100*acc))

eee 22/22
‘Model accuracy: 99.57%

1ls 30ms/step - accuracy: 0.9957 - loss: 0.6735

Fig. 19. Screenshot of the DNN model accuracy calculation results in the Google Colab® environment
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Fig. 20. Report on the technical condition of the tested model with defect A
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Fig. 21. Report on the technical condition of the tested model with defect B

5 https://colab.google/. Accessed March 23, 2026.
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Fig. 22. Report on the technical condition of the tested model with defect C
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Fig. 23. Report on the technical condition of the tested model with defect D
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Fig. 24. Report on the technical condition of the tested model with defect E
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Fig. 25. Report on the technical condition of the tested model with defect F
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The defect classification results show that the DNN
model can recognize each type of defect in the PCBA
design with a fairly high probability:

e defect A: 93.7%;
e defect B: 47.5%;
e defect C: 44.1%;
e defect D: 95.7%;
o defect E: 87.4%;
e defect F: 98.7%.

The developed DNN model has therefore
confirmed the possibility of accurately identifying
hidden defects in the PCBA design through analysis
of the mechanical AFC of the block obtained during
vibration testing.

CONCLUSIONS

The paper presents a vibration-based diagnostic
method for PCBA structures that has been developed
and experimentally tested. This approach involves
analyzing the mechanical AFC of the block and using
DNN to classify defects.

The key findings of the study are as follows:

e Numerical and field experiments have confirmed
that the mechanical AFC of block structures under

vibration stress is affected by the design defects listed

in Section 2.

e A vibration diagnostics method for PCBA structures
has been developed that integrates numerical
modeling of mechanical processes with field testing.
This enables latent defects in PCBA to be detected
and classified with high accuracy.

e A DNN model has been implemented that achieves
99.6% accuracy in defect classification.

e The feasibility of applying the proposed method
for PCBA diagnostics during the manufacturing
and operational stages, without opening the sealed
enclosures, has been demonstrated.

Thus, the proposed method for diagnosing the
effects of vibration on PCBA can be used to make
the diagnostic process more efficient by improving
the accuracy with which the technical condition is
determined. Using numerical modeling and artificial
neural networks automates the procedure for analyzing
mechanical AFC characteristics. The results obtained
in this study can form the basis for further scientific
research and development into vibration diagnostic
methods for PCBA structures.
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Abstract

Objectives. The study set out to solve the problem of radiovision classification of objects based on identified
features by developing a combined neurovision algorithm for real-time recognition of signal radio images of objects
using machine learning (ML) technologies and a fully connected neural network with data augmentation, as well as to
improve the probability of correct classification in neurovision signal processing.

Methods. In the study, several methods were used: electrodynamic modeling, machine learning (linear
regression, classification, and Random Forest), and deep learning (fully connected neural networks). The bootstrap
aggregating (bagging) technique was also employed. An assessment of object classification accuracy metrics and
statistical criteria for the reproducibility of radio images was carried out.

Results. A combined neurovision object recognition method was developed that demonstrated a probability
of correct classification of at least 0.97 for any of the objects transmitted for training with specified form factors
when using augmented data. Data augmentation was shown to increase the neural network’s probability of correct
classification by 0.04. The obtained results confirm the adequacy of neural network approaches compared
to classical ML methods for neurovision object recognition, particularly when dealing with a limited base dataset
of objects for neural network training. The proposed method was tested for basic classification of spherical and cubic
object models in the centimeter radio frequency range.

Conclusions. Neural networks with data augmentation demonstrate a probability of correct classification exceeding 0.97 for
neurovision recognition of radio images as compared to neural networks without data augmentation (0.04 lower) and
traditional ML methods (0.13 lower). Although ML methods are inferior to neural networks in radio image reproducibility,
they remain indispensable in cases where computational resources are limited. For real-world applications, database
expansion through field experiments and the implementation of hybrid neural network architectures are required.

Keywords: neuroimaging method, signal radio image, neural network, machine learning, signature classification,
linear regression, random forest, electrodynamic modeling
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Pe3iome

LUenu. Uenamn paboTbl ABNSIOTCA: CO3AaHMe KOMOUHUPOBAHHOIO HEMPOBM3NOHHOIO anropnuTMa pacrno3HaBaHus
CUTrHaNbHbIX PaANON306paxKeHn 0OBLEKTOB B PEXUME PeasibHOr0 BPEMEHU C MCMOJIb30BAHMEM TEXHONOMMIA Ma-
LUIMHHOIO 00YYEHNS N HEMPOHHOW CETU C MOJIHOCBA3HOM apXMTEKTYPOI 1 ayrMeHTauuel AaHHbIX; MOBbILLEHME BEPO-
ATHOCTW NMPaBULHON KrnaccuduKaLmMm npmu HeMPoOBM3NOHHOM 06paboTke CUrHANOB.

MeTopbl. B paboTte NpuUMeHeHbl MeTOAbl 3N1EKTPOANHAMNYECKOrO0 MOAENNPOBAHNSA, MALLUMHHOIO 00y4YeHus (m-
HelHasa perpeccus, knaccnudukaums, ciydyarHbiii nec) n rnybokoro oby4yeHus (MONHOCBA3HbIE HEMPOHHbIE CETU).
MpumeHeHa TexHuka 6arrvHra. NMpoBeaeHa ougHKa rnokasaTtesnei TOHHOCTU Knaccudukaumm 06bekToB U CTaTUCTU-
YeCKMX KpUTEPUEB BOCNPOU3BOANMOCTU PAANON300PaKEHWI.

PeaynbTaTtbl. PaszpaboTtaH KOMOMHUPOBAHHbLIA HEMPOBU3NOHHBLIA METOA, pacrno3HaBaHMs OObLEKTOB, MOKa3aB-
LN BEPOSATHOCTb MPABUIIbHOWN Knaccudukauum nioboro n3 nepefaHHbix K 00y4eHUio OOBbEKTOB C 3aJaHHbIMU
dopm-pakTopamu He meHee 0.97 nMpn NCNONb30BaHMN ayrMEeHTMPOBAHHbLIX AaHHbIX. [loKa3aHo, 4TO ayrMeHTaums
LAHHbIX MOBbLILLIAET BEPOSATHOCTb NPAaBUIIbHOM Knaccudukaumm HeMPOHHOM ceTbio Ha 0.04. MonyyeHHble pesynbTa-
Thl MOATBEPANIN AEKBATHOCTb HEMPOCETEBLIX METOAOB A1 33434 HEMPOBU3MOHHOIO pacno3HaBaHs 06beKTOB
MO CPaBHEHMIO C MeTOJaMK MaLLMHHOIO 00y4YeHust, Npexae BCero, Npu orpaHn4YeHHon 6a3oBoi BbiIbopke 00 BEKTOB
ans 00y4eHnss HEMPOHHOW ceTu. MpeanoXxeHHbI MeToa, nccnenoBaH ans 6a3ncHon knaccudukaumm chepnyeckmnx
1 KyOM4Yecknx Moaeneri 06beKTOB B CAHTMMETPOBOM PaAMOYaCTOTHOM Avana3oHe 4acToT.

BbiBOAbI. HElMpOHHbIE CETU C ayrMeHTaumMen AaHHbIX 4EMOHCTPUPYIOT BEPOSTHOCTb NPaBUIbHOM Knaccudukaummn
cebiwe 0.97 B 3agayax HEPOBM3MOHHOIO pacrno3HaBaHUs Pagnomn3o0bpaxeHnini B CPaBHEHUW C HEMPOHHBIMU Ce-
TaMun 6e3 ayrmeHTaumm AaHHbIx (Hwke Ha 0.04) n MeTogamu MawmnHHOro odyyenuns (Huxe Ha 0.13). MeToabl ma-
LUIMHHOIO 00y4YeHUs1 yCTynaloT HEMPOCETSIM B BOCNPOU3BOANMOCTU Paanon3obpaxeHunii, oaHako ABNSOTCS He3a-
MEHUMBIMU MPU OrPaHNYEHHbIX PEeCcypcax BblYUCINTENbHOM MOLHOCTU. [N NpUMEHEHUS B peasibHbIX YCI0BUAX
TpebyloTcsa paclumMpeHne 6a3bl JaHHbIX 3a CHET HATYPHbIX 9KCMEPUMEHTOB U MPUMEHEHNE TMOPULOHBIX aPXUTEKTYP
HENPOHHbIX CeTeN.

KnioueBble cnoBa: HelipoBU3MOHHbIN METOA, CUrHasibHOe paanonsobpaxeHne, HelipoHHas CeTb, MalLMHHOe 00Y-
yeHue, knaccudurkaums pagmonsobpaxeHnin, MMHEHas perpeccusi, MeTo, Cly4aliHoro fnieca, anekTpoanHaMn4eckoe
MoaennpoBsaHne

Ana untupoeanusa: Koxemsiko B.A., ApnbikoB A.[l. HelipoBN3NMOHHOE pacrno3HaBaHue CUrHasbHbIX paavnonsobpa-
XeHunn. Russian Technological Journal. 2026;14(3):60—-71. https://doi.org/10.32362/2500-316X-2026-14-3-60-71,
https://www.elibrary.ru/LBUPEG

Mpo3payHocTb GUHAHCOBOW AEeATEeNIbHOCTU: ABTOPbLI HE UMEIOT (PUHAHCOBOM 3aMHTEPECOBAaHHOCTM B NPeACTaB/IeH-
HbIX MaTepuanax unm metogax.

ABTOpPbI 3a9BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.
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of signal radio images

Vladislav A. Kozhemyako,
Alexey D. Yarlykov

INTRODUCTION

One of the key tasks in the field of radiovision
consists in the detection and classification of objects in
space. It is well known that recognizing the shape, size
and radiophysical identifiers of objects in real time using
neural network algorithms requires a combined approach
to signal processing that harnesses the complementary
strengths of neural network and machine learning (ML)
approaches. In some cases, these technologies offer
clear advantages over optimal processing methods [1].
The correct classification of objects based on their radio
images, which exhibit a gradient, sharp transition, and
heterogeneous surface structure, is critical in a number
of scientific and practical areas. One example is the
creation of synthetic aperture radars for small satellite
constellations for Earth observation, such as the Kondor,
which are designed for obtaining high- and medium-
resolution radio images.!

Unlike the agreed methods of wavelet filtering of
ultra-wideband signals in the frequency-time domain [2],
modern solutions for radio image recognition focus more
on processing data using ML technologies and neural
network methods based on classifiable features. These
methods do not require assumptions about the probability
distribution of data [1]. Neural networks can be used to
analyze multiple signal parameters simultaneously, thus
significantly increasing processing speed and reducing
the probability of error by 5-15%.

The paper explores the use of ML techniques, such
as linear regression, classification and random forest,
along with a neural network with a fully connected
architecture, to recognize radio images of objects of
various radiophysical natures, which are described by
the superposition of basic stereometric shapes. The main
focus is on comparing these methods and exploring the
potential for combining them.

The neurovision study consists of three stages. The
first stage involves creating a database of radio signal
images using the Ansys HF'SS electrodynamic simulation
environment.2 The second stage involves training ML
models and creating a neurovision algorithm, as well as
further training of the neural network. The third stage
involves analyzing the accuracy of object classification
and statistical criteria for radio image reproducibility.

The combined neurovision method proposed in
this paper is of practical interest in the development of

! User’s Guide to Earth Remote Sensing Data Obtained
by the Kondor-FKA Space System — 2023. Nauchnyi Tsentr
Operativnogo  Monitoringa Zemli (Scientific Center for
Operational Monitoring of the Earth). https:/ntsomz.ru/wp-
content/uploads/2023/05/2023.02.17.rukovodstvo.pol .zovatela.
kondor-fka.dla .saita .pdf. Accessed August 14, 2025. (In Russ.).

2 https://www.ansys.com/products/. Accessed August 14,
2025.

digital processing technologies for secondary signals
from aerospace and ground-based radio visors. In
such scenarios, given the limited computing resources
available on board, it is essential to minimize the time
taken by the algorithm for object recognition [3].

1. CREATING A DATABASE OF RADIO IMAGES
FOR NEUROVISION TRAINING

In the context of ML methodologies or neural
networks, the establishment of a database is imperative
for training a particular model or architecture. The initial
step therefore involves the creation and population of
such a database with signal responses from designated
objects. To conduct a software-numerical experiment
involving the classification of objects by shape based
on signal responses, a database of radio responses
from basic shapes was prepared using the Ansys HF'SS
electrodynamic simulation environment [4].

The experimental model created in the Ansys HFSS
environment to generate radio images is depicted
in (Fig. 1). Horn antennas were synthesized to radiate
and receive at frequencies between 0.5 and 2 GHz.
These antennas are located equidistantly through a
radio-absorbing partition, with the aperture rotated at
an angle of 60° to the Y-axis. The object under study,
represented by a basic stereometric figure, is placed on
the line of sight (LOS) passing through the plane of the
radio-absorbing partition at a distance corresponding to
the Fraunhofer zone. Meanwhile, the receiving antenna
detects the electrical component of the alternating field
scattered by the basic figure’s signature—that is to say,
the radio signal image. Two types of scalable objects are
selected for the experiment: five cube variants and five
sphere variants. The cubes have edge lengths of 0.35,
0.4, 0.45, 0.5, and 0.55 m, respectively. The spheres
have diameters of 0.35, 0.4, 0.45, 0.5, and 0.55 m,
respectively. The base objects are stereometric figures
with perfectly conductive surfaces.

The object signature is irradiated by a radiovision
signal using a Gaussian monocycle model (Fig. 2) [4].
The monocycle generates an ultra-wideband spectrum
ranging from 0.7 to 1.0 GHz, equivalent to wavelengths
between 42 and 30 cm. The objects under study have
scalable dimensions ranging from 35 to 55 cm.

The experimental model shown in Fig. 1 is used to
register the signal scattered by the signature of a radio
and television object. To do this, a Gaussian monocycle
radiation pattern must be generated as shown in Fig. 2. The
specified amplitude spectrum of the Gaussian monocycle
is calculated in the Ansys HFSS electrodynamic
simulation environment. Upon successful completion
of the calculation, Ansys HFSS displays animations of
frequency-time nomograms of the near and far fields,
which demonstrate the propagation of radiovision
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probing and scattered signals [5]. In the simulation, the
animation calculation duration is set to 25 ns. Figure 3
shows freeze frames of four nomograms displaying the
distribution of the electrical component of the scattered
signal signature of a radiovision pulse field from:
e a cube with an edge length of 0.55 m at 4950 ps (Fig. 3a)
and at 11010 ps (Fig. 3b);
e asphere with a diameter of0.35 mat 5520 ps (Fig. 3¢)
and at 12030 ps (Fig. 3d).

Fig. 1. Software-numerical electrodynamic model of the
experiment on the formation of radio images of objects:
(7) receiving antenna,

(2) radio-absorbing partition,

(3) transmitting antenna, and
(4) radiovision object specified by the signature
of the base figure
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Fig. 2. Representation of a Gaussian monocycle
in the time (a) and frequency (b) domains

In addition to animating nomograms of the propagation
of incident and scattered components of electromagnetic
fields, the model allows for the construction of radio profiles
of the distribution of the scattered signature of an object’s
electric field in a selected direction. Figure 4 shows radio
images of objects obtained through diffuse scattering by
lateral surface inhomogeneities, with a cube having an edge
length of 0.55 m and a sphere having a radius of 0.35 m [6].
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Fig. 3. Freeze frames of distribution nomograms scattered in the far zone of the field from a cube and a sphere
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obtained from a given scattering direction determined by Snell’s law

The radio images obtained can be exported
from Ansys HFSS as a data sample comprising 965
instantaneous values of the reduced field strength
in millivolts (mV), which are sampled at intervals

of 0.025 ns.

20

25

The arrays of software-numerical

experimental values that make up the neurovision
database, obtained for five spherical and five cubic
objects with different form factors, are given in Table 1.

Table 1. Neurovision data of radio images with established form factors

Object type Sphere (form factor D, m) Cube (form factor L, m)
Form factor 0.35 0.4 0.45 0.5 0.55 0.35 0.4 0.45 0.5 0.55
. R Instantaneous dynamic values of impulse radio images, mV
with a step of 25 ps

340 —0.0195 | —0.0514 | 0.0945 | 0.1146 | —1.7058 | —1.5478 | —0.8098 | 1.7553 | 0.3806 | 0.3287
341 —0.1693 | —0.2056 | —0.0405 | —0.0189 | —1.5988 | 1.3636 | —0.4782 | 1.1756 | —0.2834 | —0.3413
342 —0.3451 | —0.3844 | —0.1967 | —0.1740 | —1.4304 | —1.1189 | —0.0748 | 0.5183 | -0.9570 | —1.0179
343 —-0.5208 | —0.5632 | —0.3781 | —0.3554 | —1.2007 | —0.7913 | 0.3640 | 0.5183 | —-1.6125 | —1.6716
344 —0.7138 | —0.7572 | —0.5595 | —0.5367 | —0.8847 | —0.4636 | 0.8264 | —0.1699 | —2.2679 | —2.3252
345 —-0.9105 | —0.9534 | —0.7567 | —0.7349 | —-0.5687 | —0.0658 | 1.2975 | —0.8719 | —2.8737 | —2.9239
346 —1.1041 | —1.1445 | —0.9564 | —0.9362 | —0.1779 | 0.3665 1.7685 | —1.5597 | —3.4262 | —3.4663
347 —-1.2774 | -1.3120 | —1.1510 | —1.1332 | 0.2514 | 0.8218 | 2.2189 | —2.2475 | =3.9123 | —3.9395
348 —1.4506 | —1.4796 | —1.3222 | —1.3076 | 0.7083 | 1.2854 | 2.6359 | —2.8865 | —4.2756 | —4.2872
349 —1.5870 | —1.6069 | —1.4934 | —1.4819 | 1.1808 | 1.7489 | 3.0048 | —3.4709 | —4.6389 | —4.6349
350 —1.6879 | —1.6966 | —1.6241 | —1.6166 | 1.6533 | 2.1925 | 3.2758 | —3.9862 | —4.8615 | —4.8405
351 —1.7456 | —1.7412 | —1.7168 | —1.7135 | 2.1131 | 2.6034 | 3.5468 | —4.3722 | —4.9819 | —4.4429
963 —0.0575 | —0.0021 | —0.0202 | —0.0125 | —0.0124 | —0.0505 | 0.0309 | —0.0059 | —0.0279 | 0.0012
964 —0.0501 | —0.0085 | —0.0173 | —0.0177 | —0.0102 | —0.0434 | 0.0329 | —0.0094 | —0.0274 | 0.0008
965 —0.0501 | —0.0134 | —0.0173 | —0.0222 | —0.0102 | —0.0434 | 0.0347 | —0.0119 | —0.0255 | 0.0008
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The resulting neurovision database is comprised
of a data frame in which the categories for the neural
network model are radio images of objects, while the
indices are instantaneous dynamic values of the signal
radio profile. A special Python program was developed
to represent and process the neurovision database of
responses in a specified format using ML and neural
network methods. The resulting database is entered into
the program as a separate DataFrame data type using the
Pandas module (a library for processing and analyzing
structured data). This allows two-dimensional arrays of
information containing both numerical and string data
to be stored. The Pandas module additionally provides
researchers with access to all stored data. Since it works
with a copy of the original radio and television data, this
module uses the computing device’s memory resources
to store and process information. This means that the
information obtained in the form of a DataFrame can be
used for ML and neural network methods [7].

2. ANALYSIS OF THE EFFECTIVENESS
OF ML METHODS IN RADIO IMAGE
RECOGNITION

As part of the conducted neurovision research,
the prediction results obtained using three different
ML methods are compared. The choice of algorithms
is determined by the aim of covering classical linear
models, as well as more complex non-linear and
ensemble approaches. The selected algorithms are linear
regression, a classification method based on the support
vector machine, and a random forest method. Linear
regression is chosen as the basic, interpretable method,
while the classification method comprises a powerful
algorithm for working with high-dimensional data, and
the random forest method functions as a benchmark
ensemble method that is resistant to overfitting [8]. The
ML algorithm models are built using the scikit-learn
Python library (an open-source library for predictive
data analysis).

We consider the semantic characteristics of each
algorithm, which are as follows:

Subsamples

Database

A. In the case of the linear regression method, the
equation Y = aX + b is used, where a and b are
coefficients that are determined during
training [9]. However, since the output parameter
must be a numerical integer, the values of the
category names should be replaced; for example,
“sphere” and “cube” are replaced with the
features “1”” and “2,” respectively.

B. The classification method differs from regression
mainly insofar as regression has no classes, so
it is the possible value of the output parameter
that is predicted. In contrast, classification
has a strictly limited number of classes or
categories, as does the sample used to provide
an answer [10].

C. Random Forest is a more complex version of
simple ensemble models (Fig. 5). The main
difference from previous methods consists in the
random selection of object features for training
from the general database set and distributed
into smaller subsamples (datasets). Furthermore,
features of the same object may appear in several
new subsamples [9]. Thus, unlike classical
ensembles, which use a system of all possible
features, the random forest method enables the
selection of a feature on which the neural network
model will be strictly based.

As shown in Fig. 5, the random forest method is
notable for its ability to artificially boost the database of
signal responses used for training, thereby minimizing
the likelihood of neurovision recognition errors.

Five additional radio images of objects are
obtained for comparison of the considered algorithms:
three from spherical bases with form factors of 0.35,
0.375, and 0.4 m, and two from cubic bases with
form factors of 0.45 and 0.475 m. The data is then
loaded into a database of trained software models for
evaluation of neurovision recognition accuracy and
identification of error probabilities. Table 2 shows
the results of the ML-based neurovision model for
recognizing objects by form factor in the absence
of interference.

Statistical evaluation

1.0
0.9
Feature 1, 3 0.8
07 3
0.6
05 ’
Feature 2, 3, 4 0.4
0.3 27
0.2 2
0.1 )
Feature 1,5 / 0 s

5-4-32-101234

Fig. 5. Formation of datasets using the random forest method
based on strictly selected spectral-temporal radiovision features
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Table 2. Probability of correct classification for trained models of neurovision recognition of objects

with a given form factor

Method Linear progression Classification Random forest
Probabthy of .correct 03 072 0.85
classification

The study employs two complementary metrics
to evaluate the effectiveness of ML models and neural
networks: the correlation coefficient and the probability
of correct classification.

The correlation coefficient () measures the similarity
between the model’s prediction and the reference sample,
and is used as a threshold criterion to determine reliability.
The established threshold value of = 0.9 is decisive: if the
calculated coefficient exceeds this value, the classification
result is considered reliable and accepted as correct.
Conversely, if 7 < 0.9, the result is deemed insufficiently
reliable, suggesting a potential model error.

The probability of correct classification is defined
as the share of test cases for which the correlation
coefficient exceeds the threshold of 0.9. This metric,
which reflects the model’s overall ability to perform
correct recognitions, is calculated as the ratio of the
number of successfully classified examples (with »>0.9)

to the total test sample size, N, . .:

pP= Nr > 0.9/Ntotal'

The highest probability of correct classification
achieved using the above ML methods is 0.85 for
the random forest method. However, in the absence
of sufficient training data, this value can lead to
unsatisfactory results compared to wavelet analysis
methods [11].

3. ANALYSIS OF THE EFFECTIVENESS
OF NEURAL NETWORK APPLICATION
IN RADIO IMAGE RECOGNITION

The developed neural network architecture is a fully
connected, multilayer neural network consisting of three
layers: two hidden layers and one output layer (Fig. 6) [12].
The network receives 965 instantaneous values of the
reduced field strength in millivolts (mV) at a sampling
rate of 25 picoseconds (ps). The first hidden layer, which
consists of 16 neurons, converts the input signal from the
received dimension into 16 features. The second hidden
layer, consisting of eight neurons, converts the input
signal from the 16 features into eight features. The output
layer consists of one neuron that converts the input signal
from eight features into one output value.

A three-layer fully connected neural network
architecture is chosen to strike a balance between

computational efficiency and model stability against
overfitting with a limited amount of initial training data.
Given the small size of the dataset, increasing the number
of layers would significantly increase the number of
trainable parameters and reduce the model’s ability to
generalize. Thus, the adopted architecture provides
sufficient expressive power to extract feature hierarchies
from radio signals while maintaining the computational
efficiency required for real-time tasks.

The neural network is implemented using object-
oriented programming principles.> A snippet of the
code listing describing the neural network is shown
in Fig. 7. This demonstrates the definition of a neural
network class (Fig. 6) with three fully connected
layers [13].

—_—t

Neurons
O=NWHLAUIONOO=NW,r,OI

Layers

Fig. 6. Architecture of a neurovision network
with three fully connected layers

The code initializes the weight matrices (W1, W2,
and W3) and the bias vectors (b1, b2, and b3) with their
respective dimensions. The forward function, which is
a method of the neural network (NN) class, implements
direct signal propagation through layers with rectified
linear unit (ReLU) activation functions and a sigmoid
function at the output.

x, x>0, )
The ReLU = 0 0 operator is selected as the

>

activation function for the neurons of the Ist and
2nd layers [14].

3 Bosenko T.M. Fundamentals of Object-Oriented Analysis
and Programming in Python: A study guide. Moscow: Moscow
City Pedagogical University; 2023, 80 p. (In Russ.).
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class NN: 1usage

def __init__(self, input_size):

self.Wl = tf.Variable(tf.random.normal([input_size, 16]), name='weightl®)
self.bl = tf.Variable(tf.zeros([16]), name='biasl')

self.W2 = tf.Variable(tf.random.normal([16, 8]), name='weight2')

self.b2 = tf.Variable(tf.zeros([8]), name='bhias2')

self.W3 = tf.Variable(tf.random.normal([8, 1]), name='weight3')

self.b3 = tf.Variable(tf.zeros([1]), name='bias3"')

def forward(self, x):

3 usages (1 dynamic)

z1 = tf.matmul(x, self.Wl) + self.bl

al = tf.nn.relu(zl)

z2 = tf.matmul(al, self.W2) + self.b2

a2 = tf.nn.relu(z2)

z3 = tf.matmul(a2, self.W3) + self.b3

return tf.sigmoid(z3)

@property 2 usages (2 dynamic)

def trainable_variables(self):

return [self.Wl, self.bl, self.W2,

self.h2, self.W3, self.b3]

Fig. 7. Code listing snippet describing a neural network

First and foremost, this is because the ReL U operator
enables the processing of data arrays, offers computational
efficiency, eliminates the issue of vanishing gradients,
and encourages sparse activations.

The weight matrices W1, W2, and W3 are
initialized with random values and the bias vectors
b1, b2, and b3 with zeros.

The data is processed through the neural network in a
sequential manner through three layers. In the first layer,
the input data is transformed linearly by multiplying it
by the weight matrix W1 and adding the bias vector b1.
After this, the ReLU activation function is applied
to the resulting value. In the second layer, the output
of the previous layer is again multiplied by a weight
matrix W2 and a bias vector b2. The ReLU activation
is also applied. Finally, in the output layer, the features
obtained are multiplied by a third weight matrix W3
and a bias b3. The final value is then normalized using
the sigmoid activation function to produce a probability
value indicating the likelihood of belonging to a specific
class [12].

The network is trained using the backpropagation
error algorithm. Binary cross-entropy is used as the loss
function to measure the difference between predicted
probabilities and true labels. The trainable variables
function returns a list of all parameters that can be
modified by the optimizer. The Adam (short for Adaptive
Moment Estimation) optimizer is used, which is a hybrid
optimization algorithm that adjusts the learning rate
for each parameter based on estimates of the first and

second moment gradients. This algorithm is effective
for handling large datasets [15]. The training dataset has
previously been augmented by 30% using the bagging
ML method in the program [9].
The learning process involves the following stages:
e Forward pass: Calculating predictions for input
values.
e Error calculation: Comparing predictions with true
values.
e Backward pass: Calculating gradients, i.e., directions

of parameter change [12].

e Updating weights: Adjusting network parameters to
reduce error.

To remove the additional dimension from the
predictions, a squeeze function is applied, which is
essential for calculating losses correctly. This allows
coordinating the dimensions of the tensors of predictions
and ground truth values in order to calculate the loss
function [16].

The evaluation of the model’s prediction quality is
carried out using the binary crossentropy function. This
function calculates the binary cross-entropy between the
actual labels and the predicted values, which provides
a measure of the discrepancy between two probability
distributions. This metric can be used to evaluate the
effectiveness of the model in binary classification tasks
by quantifying the difference between the predicted
probability distribution and the true label distribution.

The database of neurovision data derived from radio
imaging of objects (Table 1) was used as the training
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Fig. 8. Diagram of the combined algorithm for radio image recognition

dataset for the developed neural network model. To
verify the accuracy of the calculations and access the
generalizability of the model, a separate testing set of
5 radio images has been generated. The three images
are from spherical objects with form factors of 0.35,
0.375, and 0.4 m; two images are from cubic objects
with 0.45 and 0.475 form factors. In order to ensure the
objectivity in the validation process, it is crucial that
the testing objects with intermediate form factors of
0.375 and 0.475 m are not included in the training set.
Although all data is generated in Ansys HFSS, the testing
set consists of objects that are novel to the model. The
neural network demonstrates a 0.97 accuracy rate on the
independent testing set. This result is likely due to the
fact that the training dataset is smaller than the desired.
However, if the data sample is not artificially augmented
using bagging, the same neural network’s probability
of correct classification would be only 0.93. This is a
reduction of 0.04 compared to the original probability.
This significantly improves the resulting accuracy of
the model and demonstrates the efficacy of bagging in
mitigating overfitting with small sample sizes.

Thus, the developed integrated algorithm implements
a synergistic approach to radio imaging data processing
by combining ML techniques with a neural network in
a consistent manner. As shown in the diagram (Fig. 8),
the procedure starts with the synthesis of source
data in Ansys HFSS, which is then transformed into a
DataFrame object. The key subsequent stage involves
combining the bagging method for data augmentation
with a fully connected neural network for classification.
This allows the system to overcome limitations of a
small initial sample size by artificially expanding the
dataset and simultaneously utilizing the high recognition
capabilities of the neural network model, resulting in
high classification accuracy.

CONCLUSIONS

In the paper, a novel neurovision method has
been developed and validated for recognizing
radio signals from objects based on ML and neural
networks. The method combines a fully-connected
artificial neural network with a bagging ML approach,
allowing for the real-time -classification of basic
stereometric shapes from radio images acquired

in the centimeter-wavelength range. Experimental
validation of the algorithm is conducted using a
dataset of synthetic radio image signals generated by
a custom software-based electrodynamic simulator in
the Ansys HFSS environment. This enables the creation
of a comprehensive dataset containing radio images
of various objects with defined geometric properties.
Using this database, the developed algorithm is able to
recognize the objects utilizing a neurovision network
consisting of three fully-connected layers and data
augmentation techniques.

Based on a comparative analysis of ML techniques
and neural networks, experimental findings have been
obtained that confirm the effectiveness of the proposed
integrated approach for radiovision tasks:

e The developed three-layer fully connected neural
network with ReLU and sigmoid activation functions
achieves a 0.97 probability of correct classification
for spherical and cubic objects.

o It is shown that using data augmentation techniques
such as bagging to increase the training dataset
by 30% enhances the neural network’s accuracy
by 0.04, from 0.93 to 0.97, effectively addressing
overfitting in small datasets.

e [t is demonstrated that, out of the ML techniques
under consideration, the random forest algorithm
yields the highest probability of correct
classification (0.85), which is 0.55 greater than that
of linear regression (0.3) and 0.12 greater than the
classification technique (0.72), although it is inferior
to neural network approaches.

e The combined algorithm that combines the
bagging approach with a neural network using
data augmentation for classification can be used to
achieve a 0.97 probability of correct classification.
The proposed combined approach, which

demonstrates efficacy through the synergistic application
of the ML algorithm (bagging) for data augmentation
and a neural network for classification, successfully
overcomes the limitations of each technique when
applied individually. At the same time, this combined
approach has several limitations, including dependence
on the accuracy of synthetic data and the necessity
to validate objects with intricate geometries under
interference. These limitations determine the avenues
for future research.

Russian Technological Journal. 2026;14(3):60-71

68



Neurovisual recognition Vladislav A. Kozhemyako,
of signal radio images Alexey D. Yarlykov

Authors’ contributions
V.A. Kozhemyako—formulation of aims and objectives, practical research of the combined neurovision method and

the algorithm for recognizing signal radio images.

10.

11.

12.
13.

14.

15.

16.

A.D. Yarlykov—formulation of the research plan, formulation of conclusions.

REFERENCES

. Terletskii A.S., Terletskaya E.S. Neironnye seti i iskusstvennyi intellekt: Osnovy neironnykh setei na yazyke Python (Neural

Networks and Artificial Intelligence: Fundamentals of Neural Networks in Python). Lipetsk: Lipetsk State Pedagogical
P. Semenov-Tyan-Shansky University; 2023, 76 p. (In Russ.). https://www.elibrary.ru/ugipee

. Torgaev S.N., Lezhnina [.A., Shul’ga 1.D. Prakticheskoe rukovodstvo po tsifrovoi obrabotke signalov: tsifrovye fil try i

obrabotka EHKG signalov (A Practical Guide to Digital Signal Processing: Digital Filters and ECG Signal Processing).
Tomsk: STG; 2020, 112 p. (In Russ.). https://www.elibrary.ru/rupfct

. Tsaregorodtsev M.A. Multithreaded numerical implementation of cryptographic algorithms of parallel action for protecting

confidential information in defense-industrial complexes during its processing, storage and transmission to the cloud storage
of big data. A/’'manakh Permskogo voennogo instituta voisk natsional 'noi gvardii = Almanac of the Perm Military Institute
of the National Guard Troops. 2023;4(12):104—112 (in Russ.). https://www.elibrary.ru/vvtbii

. Kurushin A.A. Gibridnoe modelirovanie v HFSS ANSYS (Hybrid Modeling in HFSS ANSYS): A tutorial. Moscow:

SOLON-Press; 2023, 292 p. (In Russ.).

. Bankov S.E., Kurushin A.A. Raschet antenna i SVCh struktur s pomoshch’yu HFSS Ansoft (Calculation of Antennas and

Microwave Structures using HFSS Ansoft). Moscow: RODNIK; 2009, 256 p. (In Russ.).

. Kozhemyako V.A. Getting a signal response from an object in Ansys CAD. In: Actual Problems and Prospects for the

Development of Radio Engineering and Infocommunication Systems (‘“Radioinfocom-2024"): Collection of scientific articles
based on the materials of the 8th International Scientific and Practical Conference. Moscow: RTU MIREA; 2024. P. 381-384
(in Russ.). https://www.elibrary.ru/mwzoxe

. Ivanova V.Yu., Solovyev D.O. Overeview of Big Data Processing Methods Using Apache Spark, Pandas Library, and SQL.

Naukosfera= Naukosphere. 2024;5(1):43-47 (in Russ.). https://doi.org/10.5281/zenodo. 11241367, https://www.elibrary.ru/uljwem

. Habib JM.T., Poguda A.A. Comparison of Deep Learning Sentiment Analysis Methods, Including LSTM and Machine Learning.

Otkrytoe Obrazovanie = Open Education. 2023;27(4):60-71 (in Russ.). https://doi.org/10.21686/1818-4243-2023-4-60-71

. Kazantsev T. Iskusstvennyi intellekt i mashinnoe obuchenie. Osnovy programmirovaniya na Python (Artificial Intelligence

and Machine Learning. Fundamentals of Python Programming). LitRes: Samizdat; 2020, 123 p. (In Russ.).

Bolshakov N.I., Sidorova E.V. Comparative Analysis of Machine Learning Methods for Problems of Data Classification.
Matematicheskie metody v tekhnologiyakh i tekhnike = Mathematical Methods in Technology and Engineering. 2023;8:
66—71 (in Russ.). https://elibrary.ru/zdgmrk

Kouemou G., Opitz F. Impact of Wavelet-Based Signal Processing Methods on Radar Classification Systems Using Hidden
Markov Models. In: 2008 International Radar Symposium. Wroclaw, Poland. 2008. https://doi.org/10.1109/IRS.2008.4585763
Shevchenko A.S., Samarin V.A. Neironnye seti (Neural Networks): A Tutorial. Moscow: Ai Pi Ar Media; 2025, 181 p. (In Russ.).
Smirnov E.E., Kostyleva V.V., Murtazina A.R., Razin [.B. Comparison of Convolutional and Fully Connected Neural
Networks in Relation to Image Recognition Tasks. lzvestiya vysshikh uchebnykh zavedenii. Tekhnologiya tekstil noi
promyshlennosti = Textile Industry Technology. Series: Proceedings of Higher Educational Institutions. 2023;5(407):
236-242 (in Russ.). https://elibrary.ru/gvpmpa

Paramonov A.A., Nguyen V.M., Nguyen M.T. Multi-task neural network for solving the problem of recognizing the type
of QAM and PSK modulation under parametric a priori uncertainty. Russian Technological Journal. 2023;11(4):49-58.
https://doi.org/10.32362/2500-316X-2023-11-4-49-58

Abdulkadirov R.I., Alikhanov A.A., Aidamirov N.O., Babayan R.A., Dadalyan A.A., Davydov N.M. Comparative analysis
of optimization algorithms using various test functions. In: High-Performance Computing for Solving Applied Problems:
Collection of materials of the 12th (69th) Annual Scientific and Practical Conference of Students, Teachers, and Young
Scientists of the North Caucasus Federal University. Stavropol; 2025. P. 17-21 (in Russ.). https://elibrary.ru/dqdcth
Gaunov S.R., Baimuradov U.G., Sitnikov S.Yu. Machine learning in Python: using Tensorflow and Scikit-Learn libraries.
Ehkonomika i upravlenie: problemy, resheniya = Economics and Management: Problems, Solutions. 2024;8(12-153):72-81
(in Russ.). https://doi.org/10.36871/ek.up.p.r.2024.12.08.009

CNUCOK JINTEPATYPbI

. Tepneukuit A.C., Tepneukas E.C. Hetipounvie cemu u uckyccmeennviii unmeniexkm: OCHO8bL HEUPOHHBIX cemell Ha A3bl-

xe Python. Jluneuk: Jluneukuii rocyaapcTBeHHbIH neparornyeckuii ynusepceuter umenu I1.I1. Cemenosa-Tsan-1lanckoro;
2023, 76 c. https://www.elibrary.ru/ugipee

. Topraes C.H., Jlexxauna U.A., lllynera U.[. Ilpakmuueckoe pykogoocmeo no yughpoeoii 06pabomke cusHaios: yugposvie

@unvmpuwl u oopabomra IKI cuenanos. Tomck: OO0 «CTTy; 2020, 112 c. https://www.elibrary.ru/rupfct

Russian Technological Journal. 2026;14(3):60-71
69


https://www.elibrary.ru/ugipee
https://www.elibrary.ru/rupfct
https://www.elibrary.ru/vvtbii
https://www.elibrary.ru/mwzoxe
https://doi.org/10.5281/zenodo.11241367
https://www.elibrary.ru/uljwcm
https://doi.org/10.21686/1818-4243-2023-4-60-71
https://elibrary.ru/zdgmrk
https://doi.org/10.1109/IRS.2008.4585763
https://elibrary.ru/gvpmpa
https://doi.org/10.32362/2500-316X-2023-11-4-49-58
https://elibrary.ru/dqdcfh
https://doi.org/10.36871/ek.up.p.r.2024.12.08.009
https://www.elibrary.ru/ugipee
https://www.elibrary.ru/rupfct

Neurovisual recognition Vladislav A. Kozhemyako,
of signal radio images Alexey D. Yarlykov

3.

10.

11.

12.

13.

14.

15.

16.

Iaperopoaies M.A. MHOrOMOTOKOBast YHCICHHAS peau3alis KpUNTOrpadhuuecKix arOpuTMOB MapalIeNbHOTO IeHCTBHS
JUTSL 3aIUTHI KOHPUICHIHAILHOW HHPOPMAIMKA B 00OPOHHO-IIPOMBIIIUICHHBIX KOMIUIEKCAX MpU ee 00paboTKe, XpaHECHUH U
nepefayr B 00JTaYHOE XPaHWIIHIIE OONBIINX JAHHBIX. Anbmanax Ilepmcko2o 60€HHO2O0 UHCMUMYMA 60UCK HAYUOHANLHOU
2eapouu. 2023;4(12):104—112. https://www.elibrary.ru/vvtbii

. Kypymun A.A. T'ubpuonoe mooenuposanue ¢ HFSS ANSYS: yuednoe nocodue. M.: COJIOH-IIpecc; 2023, 292 c.
. bankoB C.E., Kypymmn A.A. Pacuem anmenn u CBY cmpyxkmyp ¢ nomowwro HFSS Ansoft. M.: 3AO «HIIIT «POAHUK»;

2009, 256 c.

. Koxemsiko B.A. Tlonyuenne orkiuka curaaia ot oobekra B CAIIP Ansys. B ¢0.: Akmyanvnole npobnemvt u nepcnexmugul

pazeumus paouomexHULecKux u UHOOKOMMYHuKayuorusix cucmem («Paouounghoxom-2024»): COOpHHUK Hay4YHBIX CTATEH 110
marepuaiam VIII MexayHapoHo#t HayqHO-TTpakTHUECKOM KoHpepeHinu. Mocksa, 18—22 Hos0ps 2024 . M.: PTY MUPDA;
2024. C. 381-384. https://www.elibrary.ru/mwzoxe

. UBanoga B.10., Conosseg J1.0. O630p MeT010B 00pabOTKH OOMBIINX JaHHBIX C Hconb3oBaHueM Apache Spark, oOnbiamnorexu

Pandas u SQL. Hayxocghepa. 2024;5(1):43—47. https://doi.org/10.5281/zenodo.11241367, https://www.elibrary.ru/uljwem

. Xabu6 XK.M.T,, [Toryna A.A. CpaBHEeHHE METO/IOB aHaJIM3a HACTPOCHHH ITyOOKOro 00yueHwus, Bkitouass LSTM u MammHHOE

oOyuenue. Omxpwvimoe oopasosanue. 2023;27(4):60-71. https://doi.org/10.21686/1818-4243-2023-4-60-71

. Kazannes T. Hckyccmeennoiii unmeniekm u mawiunnoe obyuenue. OcHogvl npocpammuposanus Ha Python. JlutPec:

Camusgar; 2020, 123 c.

BonbirakoB H.1., Cunoposa E.B. CpaBHuTENBHBIN aHAIN3 METO0B MAIIIMHHOTO O0YUYCHHUs ISl 33/1a4 KJacCH(UKAIINHT JTaH-
HBIX. Mamemamuueckue memoowvl 6 mexnonozusx u mexuuxe. 2023;8:66—71. https://elibrary.ru/zdgmrk

Kouemou G., Opitz F. Impact of Wavelet-Based Signal Processing Methods on Radar Classification Systems Using Hidden
Markov Models. In: 2008 International Radar Symposium. Wroclaw, Poland. 2008. https://doi.org/10.1109/IRS.2008.4585763
[leBuenko A.C., Camapun B.A. Hetiponnsie cemu: yueoHoe nocodue. M.: Aii I[Tu Ap Menua; 2025, 181 c.

Cwmupnos E.E., Koctsinesa B.B., Myprasuna A.P., Pa3zun 1.b. CpaBHeHHE CBEPTOUHBIX U IOJHOCBA3HBIX HEHPOHHBIX ceTei
MIPUMEHHUTENIFHO K 3aJa4aM pacro3HaBaHHs N300paxeHu. M36ecmus gvicuiux yueOnvix 3aeedenull. Texnonoaus mexkcmuib-
Hotl npomsiuinennocmu. 2023;5(407):236-242. https://elibrary.ru/gvpmpa

[Tapamonor A.A., Hryen B., Hryer M. MHoro3agaunast HeiipoHHas ceTh B 3aa4e pacno3naBanus Buga QAM- u PSK-mo-
JIyJSLUH B YCIIOBHAX MApaMEeTPUUECKOM anpuOpHOM HeonpeneneHHocTH. Russian Technological Journal. 2023;11(4):49-58.
https://doi.org/10.32362/2500-316X-2023-11-4-49-58

AbnynkanupoB PU., AnuxanoB A.A., Aiinamupos H.O., babasu P.A., danansa A.A., JasbiioB H.M. CpaBHuUTENbHBIN
aHaJM3 aNrOpPUTMOB ONTHUMH3ALMM Ha TPHMEPE PA3INYHBIX TECTOBBIX (GyHKuuil. B c0.: Bwvicokonpoussodumenvuvie vi-
yucieHus Onsl peweHus npukiaousix 3aday: CoopHuk marepuanoB XII (69-if) exeronHol Hay4HO-NPAKTUYECKOH KOH(e-
PCHIIMHU CTYICHTOB, MpernoaBareseil u Monobix yueHbix CeBepo-KaBkasckoro denepanbHoro yausepcutera, CTaBporosb,
14-27 anpens 2025 roga. CraBpormons; 2025. C. 17-21. https://elibrary.ru/dqdcth

Iaynos C.P., baiimypanos Y.I'., Cutankos C.}0. MammaHoe 00yuenue Ha Python: ucrions3osanue 6ndnmorek Tensorflow u Scikit-
Learn. Oxonomura u ynpasnenue: npooremoi, peuterus. 2024;8(12-153):72-81. https://doi.org/10.36871/ek.up.p.r.2024.12.08.009

About the Authors

Viadislav A. Kozhemyako, Assistant, Department of Radio Wave Processes and Technologies, Institute of

Radio Electronics and Informatics, MIREA — Russian Technological University (78, Vernadskogo pr., Moscow, 119454
Russia). E-mail: kozhemyako@mirea.ru. SPIN-code RSCI 4210-0353, http://orcid.org/0009-0009-8512-2288

Alexey D. Yarlykov, Cand. Sci. (Eng.), Senior Lecturer, Department of Radio Wave Processes and Technologies,

Institute of Radio Electronics and Informatics, MIREA — Russian Technological University (78, Vernadskogo pr.,
Moscow, 119454 Russia). E-mail: yarlykov@mirea.ru. Scopus Author ID 57290652000, RSCI SPIN-code 3450-1587,
https://orcid.org/0000-0002-7232-8588

70

Russian Technological Journal. 2026;14(3):60-71


https://www.elibrary.ru/vvtbii
https://www.elibrary.ru/mwzoxe
https://doi.org/10.5281/zenodo.11241367
https://www.elibrary.ru/uljwcm
https://doi.org/10.21686/1818-4243-2023-4-60-71
https://elibrary.ru/zdgmrk
https://doi.org/10.1109/IRS.2008.4585763
https://elibrary.ru/gvpmpa
https://doi.org/10.32362/2500-316X-2023-11-4-49-58
https://elibrary.ru/dqdcfh
https://doi.org/10.36871/ek.up.p.r.2024.12.08.009
mailto:kozhemyako@mirea.ru
http://orcid.org/0009-0009-8512-2288
mailto:yarlykov@mirea.ru
https://orcid.org/0000-0002-7232-8588

Vladislav A. Kozhemyako,

Neurovisual recognition
Alexey D. Yarlykov

of signal radio images

06 aBTOpax

Koxemsiko Bnagucnae AnekcaHapoBu4, aCCUCTEHT, kadenpa pasnmoBOSIHOBbLIX NPOLECCOB U TEXHOJIOTUNA,
MHCTUTYT paamoanekTpoHnkn n nidopmatmkm, Pre0y BO «MUP3A — Poccuiickuii TEXHONOMMYECKNIA YHUBEPCUTET»
(119454, Poccua, Mockea, np-T BepHaackoro, a. 78). E-mail: kozhemyako@mirea.ru. SPIN-kog PUHL, 4210-0353,
http://orcid.org/0009-0009-8512-2288

ApnbikoB Anekcei AAMUTPUEBUY, K.T.H., CTapLUU nNpenoaasaTesnb, kadenpa pagroBOJIHOBLIX NPOLECCOB U
TexHonorni, IHCTUTYT pagmoanekTpoHnkn n nidopmatukn, @reQy BO «MUPI3A — Poccuiickunii TEXHOSIOTMYECKUiA
yHuBepcuteT» (119454, Poccus, MockBa, np-T BepHaackoro, a. 78). E-mail: yarlykov@mirea.ru. Scopus Author ID
57290652000, SPIN-kog PUHL, 3450-1587, https://orcid.org/0000-0002-7232-8588

Translated from Russian into English by K. Nazarov
Edited for English language and spelling by Thomas A. Beavitt

Russian Technological Journal. 2026;14(3):60-71

71


mailto:kozhemyako@mirea.ru
http://orcid.org/0009-0009-8512-2288
mailto:yarlykov@mirea.ru
https://orcid.org/0000-0002-7232-8588

Russian Technological Journal. 2026;14(3):72-82 ISSN 2500-316X (Online)

Micro- and nanoelectronics. Condensed matter physics

MHKpO- U HAHOJJICKTPOHHUKA. Dduzuka KOHACHCUPOBAHHOI'0 COCTOSIHMUSA

UDC 537.632
https://doi.org,/10.32362/2500-316X-2026- 14-3-72-82 D)y |
EDN JXIQMS

RESEARCH ARTICLE

Application of the Berreman formalism for modeling
magneto-optical Kerr effects in multilayered structures

Igor V. Gladyshev, Alexey N. Yurasov, Maxim M. Yashin ©

MIREA - Russian Technological University, Moscow, 119454 Russia
@ Corresponding author, e-mail: yashin®mirea.ru

e Submitted: 22.04.2025 ¢ Revised: 05.05.2025 ¢ Accepted: 24.03.2026

Abstract

Objectives. Materials composed of numerous ultrathin layers, each having a thickness on the order of several
nanometers, constitute an advanced class of composite structures exhibiting unique physical properties not typically found
in conventional materials. These materials are of significant interest in both scientific and industrial sectors due to their
adaptability and broad potential for application. Researchers are particularly intrigued by structures incorporating both
magnetic and non-magnetic layers. The investigation of magneto-optical phenomena—particularly the Kerr effect—within
these structures contributes to a deeper understanding of their physical characteristics, as well as enhancing prospects
for their practical implementation. Since, to ensure the accurate interpretation of experimental data, it is imperative
to consider potential interference effects, it becomes necessary to develop a mathematical model of the structure for
comparing experimental findings with theoretical calculations. The purpose of this study is to analyze one of the modeling
methods for multilayer structures in which magneto-optical Kerr effects can manifest themselves in individual or all layers.
Methods. The Berreman method, which is based on the matrix representation of Maxwell’s differential equations, is
used to model all three magneto-optical Kerr effects (polar, longitudinal, transverse) in multilayer thin-film structures.
Results. For optically isotropic materials, Berreman matrices have been derived for experimental configurations
required to observe the transverse, polar, and longitudinal Kerr effects. A method is additionally proposed to account
for the influence of thick layers within the investigated structure.

Conclusions. For the matrices presented in this paper, the Berreman method was used to analyze magneto-optical
Kerr effects in an isotropic medium. As well as allowing us to obtain accurate formulas for magneto-optical effects, this
provided more accurate modeling of complex multilayer structures, as well as contributing to an in-depth understanding
of their physical characteristics, which provides new opportunities for analyzing and searching a wide range of materials.
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HAYHYHAA CTATbA

IIpumenenue meroga beppemana
[PY MOACJIUPOBAHUUA MATHUTOONI THYECKUX
3¢ dexToB Keppa B MHOTOCJIOMHBIX CTPYKTYpax

WU.B. Mapsbiwes, A.H. IOpacos, M.M. AwnH @

MUWP3A — Poccuiickuii TexHosI0rm4eckuii yHmsepcutet, Mocksa, 119454 Poccus
@ ATOp AN nepenvicku, e-mail: yashin@mirea.ru

e Moctynuna: 22.04.2025 » flopa6oTaHa: 05.05.2025 ¢ MpuHgaTa k ony6nukoBaHuio: 24.03.2026

Pe3iome

Uenun. Matepuanbl, COCTOSILLME N3 MHOXECTBA YNIbTPATOHKMX CNOEB, KaXObIN N3 KOTOPbLIX UMEET TOJLLUMHY nopsaaKa
HECKOJIbKMX HAHOMETPOB, ABNAIOTCHA NEPCMNEKTUBHBIM KITACCOM KOMMNO3UTHBLIX CTRYKTYP C YHUKaNbHLIMU PU3NYECKN-
MW XapakKTePUCTUKAMM, HE MPUCYLLMMU TPAAMLMOHHBLIM MaTepuanamM. OHM NpeacTaBnsaoT 3HAYNTENbHbIA MHTEPEC
B HAY4YHOU 1 NPOMBILLIEHHOW chepax bnarogapst CBOen MHOMrOMYHKLMOHANTbHOCTU U LLMPOKUM BO3MOXHOCTAM Mpu-
MeHeHusa. Ocoboe BHMMaHWe UccnenoBaTtener NpuBIekarT CTPYKTYPbI, BKJIOYAKOLLME Kak MarHUTHbIE, Tak M Hemar-
HUTHbIE cnou. ViccnenoBaHve MarHUTOONTUYECKUX ABMIEHWUI, B YaCTHOCTU addekTa Keppa, B AaHHbIX CTPYKTypax
CMoCcoOCTBYET yrny6iaeHnio MOHNMaHNS NX GU3NYECKNX CBONCTB 1 PACLUNMPEHMIO BO3MOXHOCTENM NX MPaKTUYECKOro
npuMeHeHus. 1na KOPPeKTHOM MHTEePNpPeTaLMn 3KCNepUMeEHTaNbHbIX JAHHbIX HEOOX0AMMO YYNTbIBaTb BO3MOXHbIE
MHTEPdEPEHUMOHHbIE 3P deKThI. B CBA3M C 3TM BO3HMKAET NOTPEOHOCTL B pa3paboTke MaTtemMaTU4eckomn Mmoaenu
CTPYKTYPbl 1 CONOCTaBIEHUN SKCNEPUMEHTaJIbHBIX PE3YNbTaTOB C TEOPETUYECKUMIN pacdeTamn. Lienbio HacTos-
Lero nccnenoBaHuns sBAseTcs aHaan3 OQHOro U3 METOA0B MOAENVMPOBAHUA MHOIOC/IONHBIX CTPYKTYP, B KOTOPbIX
BCECTOPOHHE TEOPETUYECKN pacCMaTPUBAKOTCS BCE TPpU MarHutoonTuyecknx apdekrta Keppa (NonspHbin, mepu-
LMOHaNbHbLIN, 3KBATOPUASIbHbIN) C NOSTyYEHNEM YHUBEPCASbHbBIX POPMYII.

MeToabl. [1ng MmogenmpoBaHmsa BCeX TPEX MarHMToonTnyecknx apdektoB Keppa B MHOMOC/IOMHbIX TOHKOMNEHOY-
HbIX CTPYKTYypax NnpumeHseTcs MeTof beppemaHa, OCHOBaHHbIN Ha MaTPUYHOM NpeacTaBneHnn andoepeHumanb-
HbIX ypaBHeHWn Makceenna.

PesynbTaTbl. N8 ONTUYECKM N30TPOMHbLIX MaTEPUaNOoB NoJly4eHbl MaTpuLbl BeppemMaHa, COOTBETCTBYIOLLME IKC-
nepvMeHTasIbHbIM reOMeTPUSAM, HEOOXOAMMbIM OJ11 HAONMIOAEHNS 3KBATOPUAsIbHOIO, NOMSPHOrO 1 MEPUAMNOHASTb-
Horo adpdekToB Keppa. Npennoxen MeToq y4eTa TONICTbIX C/IOEB B UCCEAYEMOW CTPYKTYpeE.

BbiBOAbI. Vicnonb3oBaHne Mmetoga beppemaHa ¢ MpUMeEHeHMEM MaTpul, NPencTaBieHHbIX B JAaHHOW paboTe,
L7151 aHanmM3a MarHuToonTuyecknx adpdekTos Keppa B M30TPONHOM cpene no3BOnI0 Noy4nTb TOYHbIE GOPMYIIb
MarHuToonTuyecknx adekToB n obecneynsno 6osee TOYHOE MOAEMPOBAHME CIOXHbLIX MHOFOC/IOMHbIX CTPYKTYP,
a Takxke crnocobCTByeT yrnyO/eHHOMY NMOHUMAHMIO X GU3NYECKUX XapaKTePUCTUK, OTKPbIBAs BO3MOXHOCTU OJ15
aHanmaa 1 noucka LW1pPoKOoro cnekrpa Matepuanos.

KnioueBble cnosa: marHutoonTtuyeckue adpdektol Keppa, meton beppemana, matpuua beppemaHa, TeH30p
OM3NIEKTPUYECKON MPOHMNLAEMOCTU, MHOIOC/IONHbIE CTPYKTYPbI

Ans uyutupoBaHusa: nagpiwes N.B., lOpacos A.H., AwunH M.M. NMpumeHeHne meTona beppemaHa npn MogenmpoBaHum
MarHuToonTuieckmnx apdekToB Keppa B MHOFOCOMHLIX CTPYKTYpax. Russian Technological Journal. 2026;14(3):72—-82.
https://doi.org/10.32362/2500-316X-2026-14-3-72-82, https://www.elibrary.ru/JXIQMS

Mpo3payHocTb GUHAHCOBOW AEeATEeNIbHOCTU: ABTOPbI HE UMEIOT (PUHAHCOBOM 3aMHTEPECOBAHHOCTM B NPeaCTaB/IeH-
HbIX MaTepuanax unm metogax.

ABTOpPbI 3a9BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.
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INTRODUCTION

Michael Faraday’s 1845 discovery of the interaction
of light with magnetized matter subsequently led to
the discovery of a multitude of linear and nonlinear,
direct and inverse magneto-optical effects in the visible,
infrared, ultraviolet, and X-ray regions of the spectrum.
This field of physics is known as magneto-optics or
magneto-photonics. Kerr effects, including magneto-
optical reflection effects, provide the fundamental
basis for magneto-optical Kerr spectroscopy method.
This approach is used to analyze the magnetic state
of local areas of a sample at the depth of formation of
the magneto-optical signal. By studying the spectral
dependencies of the magneto-optical Kerr effect
at different wavelengths of radiation, it becomes
possible to obtain information about magneto-optical
transitions that reflect the electronic, crystalline, and
magnetic structure of the local area of the sample under
study [1-4]. Thus, magneto-optical spectroscopy is an
important tool for studying micro- and nanostructures,
including multilayer systems.

Multilayer magnetic structures are a subject of
increased interest among researchers due to their
significant potential for application in various fields of
science and technology. The growing scientific interest
in the study and development of these structures in
recent years is accompanied by an increase in the number
of scientific publications devoted to their research.
Particular attention is paid to systems consisting of
strongly magnetic (ferromagnets and ferrimagnets) and
weakly magnetic materials [5-8].

However, modeling structures that include layers
of materials with magneto-optical properties is a more
complex task than calculating optical systems based
on isotropic media. While, when obtaining analytical
expressions for a certain number of magnetic layers,
such as in [9], any increase in their number adds already
represents a laborious task, with a significant number
of magnetic layers, it becomes unfeasible. As a rule,
the case of normal incidence of light on the structure
is considered within the framework of the Jones matrix
method.

BERREMAN METHOD

More than half a century ago, Berreman
proposed a method for calculating the propagation of
electromagnetic waves using 4 x 4 complex matrices
based on the matrix representation of Maxwell’s
equations [10]. This highly accurate and versatile
method is used to accounting for the peculiarities of
light propagation in complex anisotropic structures,
including multilayer systems. Despite its advantages,
Berreman’s method has not been widely used due to

its high computational complexity and the difficulty
of calculating matrices in general. Nevertheless, when
solving problems related to optical anisotropy (uniaxial,
biaxial) and the need to take into account magnetic
anisotropy or optical activity of the medium, the
advantages of the Berman method may turn out to be
significant, thus justifying its application under the
appropriate conditions.

When applying the Berman method, one of the
most challenging problems arises when calculating the
matrix exponent. However, a number of techniques have
been developed to calculate this exponent with varying
degrees of accuracy [11]. Moreover, if the accuracy
is insufficient, the calculated layer can be divided
into smaller sublayers. A fairly accurate and effective
algorithm for calculating Berreman matrices for layers
of considerable thickness can be found in the scientific
literature [12]. In certain cases, such as a uniaxial
medium, the Berreman matrix can be calculated
analytically.

The present paper also provides accurate matrices
for homogeneous media with induced optical activity
for geometries corresponding to the transverse,
polar, and longitudinal Kerr effects. The Berreman
method is used to analyze the propagation of a plane
monochromatic wave through a homogeneous medium.
A one-dimensional inhomogeneous medium can be
described by a system of plane-parallel layers, each of
which can be considered homogeneous.

Let us consider the essence of the method using the
coordinate system shown in Fig. 1. Letus also assume that
there is air on both sides of the layer under investigation.
Consequently, the medium from which light falls on the
layer of material and into which it passes after passing
through this layer is homogeneous, non-absorbing, and
has a refractive index equal to one.

Fig. 1. Coordinate system used:
X, Y, Z are coordinate axes;
@ is the angle of incidence;
W is the incident (wave),
R is reflected, and
T is transmitted light beams

Since the wave is monochromatic, the time
dependence of all components of the electric (£) and
magnetic (H) fields has the following form: e 7%, Within
the geometry under consideration, the projection of
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the wave vector onto the x-axis, denoted as k, is the
same for all waves and takes the following value:

k =gsin(p, (1)
c

X

where o is the frequency, ¢ is the angle of incidence,
and c is the speed of light in a vacuum.
Then Maxwell’s equations can be written as:

RY = —ioMY, )

where R, M are 6 x 6 block matrices, while ¥ is a column
matrix containing the following elements:

Ex

Ey

O rot e 0O E.
R= M= = .
-rot O O H,
H,

H

z

Here O is a zero matrix of dimension 3 x 3 and, for
our case,

0o -2 o
Oz
0
rot=| — 0 —ik_|,
0z *
0 ik, 0

€1 e &3
€=8g| & & £33
€31 &3 E33

1 00

fi=pe|0 1 0],
00 1

g, and p, are the electric and magnetic constants,
respectively.

In the process of solving Eq. (2), a system
is formed that includes two linear homogeneous
algebraic equations and four differential equations.
The algebraic equations are solved with respect to the
field components £_ and H,, after which the resulting
expressions are substituted into the differential equations.
The result is a system of four linear homogeneous
differential equations of the first order containing the
unknown field components £, Ey, H,, and Hy:

0 .
gi =imAE, 3)

where § is the matrix-column of the form:

and A is the differential propagation matrix for a given
medium, with dimensions 4 x 4.

As mentioned earlier, the medium is divided into
layers within which the components of the matrix A do not
depend on the coordinate z. In each layer of thickness 4
the solution of the corresponding homogeneous first-
order differential Eq. (3) has the form:

&z + h) = " E(2) = P(M)E(2).

Thus, the P matrix, representing the Berman matrix
of this layer, appears as follows:

P(h) = el®hA (4)

When the optical parameters of the medium
depend on z, for example, for a structure consisting of
homogeneous layers within which the optical parameters
are considered constant, integrating Eq. (3) reduces to
multiplying the corresponding matrices for individual
layers:

P:fﬁgu
j=1

The matrix of the next layer is multiplied by the
previous ones on the left:

En={P, P, _,-P _, ... Py P, P }E0).

The electromagnetic field on one side of the
structure is determined by the superposition of incident
and reflected waves, while on the other side there is only
the transmitted wave. Then:

‘iT = P(Z}W + iR) %)

According to the designations shown in Fig. 1,
the indices W, R, and T denote incident, reflected,
and transmitted waves, respectively. Multiplying both
sides of Eq. (5) on the left by the matrix F = P!,
representing the inverse of the Berman matrix of the
layer, we obtain a system of linear equations that can
be solved for the components of the reflected and
transmitted waves. To identify the belonging to the
corresponding wave, we assign upper indices to the
field components corresponding to the designations
in Fig. 1. The lower indices of the field components
indicate the direction ofthe projection ofthe component
under consideration onto the corresponding axis. Let
us list them so that readers can apply them in their
work.
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115 f125 +++» fa4 are elements of the matrix F = P!, the

W w
2(X1Ey —ayy By ) 2,EY gk}

ET = JET = , inverse of the Berreman matrix.
g d—-ag * b (6) Knowing the values of the light wave field
R _ T T w R _ T T W it 1 i izati
ER = BET +, ET-EV, ER = BET +v, ET-EV, components, it is possible to ca}culate the.polarlzatlon
rotation, as well as the reflection coefficient K and
where transmission coefficient K
By + 1P ER Jcosf?+|ER 2
By + %28y

8 EY [coso+ | EW
Bi= i1+ %2 12 V1 = Sis + X S1as
By = fo1 + %2 S225 Y2 = fo3 + A1 Saas Ko =

TOEY [cosoP+ | EW P
Bs = f31 + %2325 V3 = S33 T X1 S345 x ¢ y

= + > = + s .. .
Pa=Jar*%ata2: Ya =Sz * M aa but first it is necessary to determine the Berreman

_ 1% &g 1 matrices for the modeled structure and its individual
A1 =, COSQ, Yo =, |— 5
Mo by €OSQ layers.

| E] JeosgP+| ET 2

BERREMAN MATRICES FOR MODELING MAGNETO-OPTICAL KERR EFFECTS

Magneto-optical phenomena manifest themselves in changes in the optical properties of a film (structure)
depending on the presence or absence of a magnetic field. In this regard, their modeling requires determining the
Berreman matrices for both scenarios. In the cases considered here, they can all be obtained analytically.

The method for finding the matrix for an isotropic layer in the absence of a magnetic field was demonstrated by
Berreman in one of his early works [10]. Substituting the dielectric permeability tensor in the form:

1 00
E=¢gye|0 1 0],
0 01

we obtain a differential, 4 x 4 dimensional, propagation matrix A, for a given medium:

0 U, 0 0
A U, 0 0 0 .
"lo o o U ®)

N

0o 0 U, 0

where
I . .
U, =?0(s:—s1n2 0), Uy =28, U, =p,y, U, =80(g—s1n2 ). O]

According to Eq. (4), to obtain the Berman matrix, it is necessary to take the exponential of matrix (8) multiplied
by iwh. The simplest and most intuitive way to do this is to expand the exponential into a Taylor series. Summing
the terms of the series, we can see that the elements of the resulting matrix also represent Taylor series expansions
of certain functions. As a result, for the Berman matrix of an isotropic homogeneous medium Py, we can write the
following:

cos(why,y) B sin(why,) 0 0
iBlsin(why,)  cos(why,) 0 0
Py (h)=| ° 0 0 ol : (10)
0 0 cos(why,) 5, sin(why,)
0 0 id sin(why,)  cos(why,)

Here

1 - ’ e —sin? ,8 ;
onzdg—s]nz(p,ﬁoz }:—0%, 602 M—O\IS—SIHZ(P. (1)
0 0
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Depending on the configuration of the magnetic field and the incidence of light on the film or structure, three
magneto-optical Kerr effects are distinguished: polar, longitudinal, and transverse. The polar Kerr effect occurs
when the magnetization vector J, created in particular by an external magnetic field, is oriented perpendicular to the
plane of the film and parallel to the plane of incidence of light (Fig. 2a). The longitudinal Kerr effect occurs when
the magnetization vector is oriented parallel to the film surface and lies in the plane of light incidence (Fig. 2b).
Conversely, the transverse Kerr effect is observed when the magnetization vector is oriented perpendicular to the
plane of incidence of light and parallel to the film structure (Fig. 2¢).

Jt J- J v
(a) (b) (c)

Fig. 2. Geometry of observation of magneto-optical Kerr effects: (a) polar, (b) longitudinal, (c) transverse.
The directions of the coordinate axes are shown in Fig. 1

It should be noted that the s- and p-components of the electric field of a light wave in this geometry are related to the
projections on the axes as follows: £ = Ey E ) = E Jcosp. Knowing E and E ,» We can calculate the angle of rotation of the
polarization plane foraplane polarlzed wave 0, =arctg(|E |/ |E [yor,if there isanon-zero phase difference g between £ and £,
the azimuth angle 6, , which forms the main axis of the polanzatlon ellipse with the plane of incidence 0, = arctg(|E |/ \E [)cosd.
The ellipticity e can be calculated using the formula: e = tg[0.5arcsin(—2Im(Z)/(1 — |E[?))], where = = (|E JE, p|)e’¢ [13, 14].
These are precisely the values measured in the longitudinal and polar Kerr effects, while in the transverse effect, the main
factor is the change in the intensity of the reflected electromagnetic wave.

Let us begin our consideration with the transverse Kerr effect (Fig. 2¢). In this case, the dielectric permeability
tensor of the medium in the chosen coordinate system can be written as:

1 0 i0
E=gpel 0 1 0},
-0 0 1

where Q is the magneto-optical parameter.
In this case, solving Eq. (2) yields the following propagation matrix A (T is transverse Kerr effect):
m U, 0 0
U, -imn 0 0
b~ . (12)
0 0 0 U

N

0o 0 U, 0

Ap =

Here
sin @

Ub—Ub(l Qz) n=—-2~9.

The matrix (12) can be represented as the sum of matrices:

ic 0 00 o v, 0 0
6 6i0 4_U; 0 0 0
0 0 00 0 0 0 U

o 0 00 (0 0 U, 0

Since the structure of the matrix AT is identical to the matrix structure A, the matrix A? will have a form similar
to (10). We will also find the exponent of the matrix AT , multiplied by iwh, using Taylor series expansion. Fortunately,
in this case, the elements of the resulting matrix also represent series expansions. As a result, we obtain:

e®m 0 00
gionsf _| 0 e®m o 0
0 0 10

0 0 0 1

—AJ *_
Ap =Af +A; =
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Finally, the Berreman matrix in this case will have the form:

PT (h) — el'(l)hA% el'(OhAi} , (13)
Sl cos(whyr) i e~ @M Br sin(why ) 0 0
ie®™ B=lsin(wh e®M cos(wh 0 0
PT(h)Z BT ( XT) ( XT) L ’ (14)
0 0 cos(why,) 5, sin(why,)
0 0 id sin(why,)  cos(why)

where
xT :Xo\ll_Qz’ BT :Bo/\jl_QZ-

In the process of calculating matrix (14), a transition was made from the operation of adding matrices to the
operation of multiplying their exponents, which are also matrices. It should be noted that, unlike addition, matrix
multiplication is generally not commutative. If the reverse order of multiplication is used, matrix (14) will have
a different form: the changes will affect elements P, and P,,, resulting in the exponents included in them being
swapped.

The multiplication order shown in (13) was chosen for the following reasons. First, based on general considerations,
modifications caused by the magneto-optical effect manifest themselves after light radiation passes through the
film (structure), rather than before it interacts with it. Second, the results of calculations [15] of the transverse Kerr
effect for a cobalt film on a silicon substrate (Fig. 3) demonstrate that using the multiplication order (13) yields
a result that is consistent with the experiments in terms of the nature of the spectral dependence and the order of
magnitude. At the same time, the use of the reverse multiplication order leads to simulation results that do not fully
correspond to the experimental data.

2.0
-0.60 4
1.5 ~0.65
1.0 ~0.704
[sp]
é 0.5 ‘0_0,75_
< 0 -0.80+
0.5 —-0.85
~1.0J —-0.90 -
—-0.95
_15 T T T T T T T T T T T T
05 10 15 20 25 3.0 35 4.0 05 10 15 20 25 3.0 35 4.0
hv, eV hv, eV
(a) (b)

Fig. 3. Results of modeling the spectral dependence of the transverse Kerr effect (8) of a cobalt film on a silicon
substrate, taking into account the order of matrix multiplication: (a) presented in (13), (b) reverse. hv is photon energy

For the case of the polar Kerr effect (Fig. 2a), the permittivity tensor in the coordinates used can be represented as

1 iQ 0
E=gue|—iQ 1 0]
0 0 1
From (2) we obtain:
0o u, 0 0
U 0 i O
b
A —
Plo o o u, | (15)
-i¢ 0 U, 0

where = €eQ.
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Here we can also consider the sum of the matrix (7) and

00 0
0 i 0

. 16
00 0 (16)
00 0

Due to the fact that the second degree of the matrix (16) is already equal to zero,

1
0
0

eimhA}{ _

0 0 0
1 —ohl 0
0 1 o0f

ohf 0 0 1

The order of matrix multiplication is considered when deriving the expression for the transverse effect. As a result,

the Berreman matrix for the polar effect takes the form:

cos(why,) iBy sin(why,)
B! sin(wh cos(wh
Rp(=| 0 ) S

ohlcos(why,) iohCPsin(why,)

0 0
-0hl cos(why) —ithSal sin(why) .
cos(whyy) i861 sin(why,) (a7
id sin(w/ry) cos(w/y)

Using similar reasoning, we can derive the Berreman matrix for the case of the longitudinal Kerr effect (Fig. 2b).

In this case:

1 0 0
E=¢gpel0 1 iQ
0 -iQ 1
and
cos(why,y) By sin(why,) —pcos(ohyy,) —ipSRAl sin(why ;)
B! sin(wh cos(wh 0 0
Py, (h) = By sin(why,) (ohyg) L (18)
0 0 cos(why ) 10y sin(why )
ipﬁal sin(whyy) pcos(whyy) By sin(whyy,) cos(whyyg)
Here
€
p="0sing, AM Zl\/g(l +0%)—sin? @, 5, = /—0\/8(1 +0?)—sin? .
c c [T
THICK LAYERS CONSIDERATION thickness, in which a partial violation of the coherence
condition is observed. In the elements of the Berreman
The Berreman method takes into account  matrix ofathick layer, the frequency o is replaced by the

interference effects. However, the simulated structures
may contain fairly thick layers, the thickness of which
exceeds the coherence length /. of the light source.
While such layers typically represent substrates onto
which films and complex structures are deposited,
the structures under study may also include a certain
number of thick layers. The principle of taking such
layers into account is based on the averaging method,
in which deviations from coherence are considered as
random variables obeying a normal distribution [16].
Although this approach requires additional computing
power, it enables the inclusion of layers of intermediate

sum (® + w), where w is a random variable distributed
according to the normal law. All frequency-dependent
characteristics of the medium remain unchanged. Thus,
the introduction of the variable w affects only the phase
change. The mathematical expectation M, = 0. The
standard deviation o, depends on the layer thickness
and is taken from the condition that with a layer
thickness equal to the coherence length of the radiation,
a phase shift © will occur:
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The magnitude of the calculated effect for the
entire structure is averaged. Consider the case where
a thin-film structure is deposited on a thick substrate
with a thickness 4. Then, the reflectance from such
a structure is calculated as:

12
coh w2

1 lcoh T ' - 2m2h2
(R)=——"— [ R'(wpe 2™
\/ﬁ hsub —®

The values of R'(w) are determined in accordance
with Eq. (7) for the radiation frequency . In this
case, in the matrices of all layers, except for the layer
being averaged, ® = o, is taken. In the averaged
layer ® = o, + w is taken. All material characteristics
for all layers are taken for the frequency w,. If there
are several thick layers, multiple integration is
performed.

Another problem with thick layers is that, with
high absorption, an overflow situation may occur
during intermediate calculations for the matrix or its
inverse. To address this issue, it is proposed to introduce
a certain error into the calculations. Accordingly, the
maximum allowable thickness of the absorbing layers
will be determined based on the condition that, when
passing through these layers, the light wave amplitude
decreases by 5-7 orders of magnitude. This will avoid
data overflow, and the introduced error will be clearly
smaller than the experimental errors.

dw.

CONCLUSIONS

This study proposes using the Berreman method
to model all three magneto-optical Kerr effects: polar,
longitudinal, and transverse. The Berreman matrix
method presented in this paper enables a systematic
analysis of magneto-optical Kerr effects in an isotropic
medium using the obtained precise formulas for magneto-
optical effects. As well as providing a sound basis for
more accurate modeling of complex multilayer structures,
this facilitates a deeper understanding of their physical
characteristics, opening up possibilities for exploring
a wide range of promising magnetic materials. The
approaches for accounting for the presence of films in the
modeled structure whose thickness exceeds the coherence
length of the light source in this paper expand the range of
micro- and nanostructures under consideration.
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Abstract

Objectives. The paper provides a comprehensive overview of analog and passive physical unclonable
functions (PUFs), analyzing their vulnerabilities to machine-learning (ML) attacks, and assessing their practical
deployment in modern integrated circuits and Internet of Things (loT) devices.

Methods. Quantitative metrics were used to compare PUF implementations and their formal properties, such
as computability, uniqueness, implementability, difficulty of cloning, and protection against unauthorized access.
Results. Analog PUFs were shown to belong to the class of “strong” PUFs. However, special measures are
required to counteract environmental and ageing effects. Examples are cited to demonstrate their near-ideal
uniqueness (inter-Hamming distance = 50%), high stability (intra-Hamming distance < 1%), and excellent energy
performance (from units to tens of femtojoules per bit). While characterized by high stability, passive PUFs are
classified as “weak” PUFs. A consideration of ML-based modeling attacks confirmed that convolutional neural
networks and multilayer perceptrons outperform classical approaches. By limiting the amount of data available to an
attacker, protocol-level protection prevents the PUF architecture from being modified.

Conclusions. Analog and passive PUFs expand the range of tools available for hardware authentication and anti-
counterfeiting, particularly in low-power, resource-constrained IoT nodes. The most promising directions include
architectures with on-chip self-calibration and minimal area/power overhead, as well as passive schemes for one-time
identification and tamper evidence. However, open challenges remain in terms of standardizing readout and digitization
procedures, increasing robustness to environmental variation and diverse attacks, and integrating error correction
and post-processing on the chip. The practical adoption and selection of architectures requires conservative threat
modeling and defense-in-depth strategies that account for current attack capabilities and likely future advances in ML.
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OB30PHAA CTATbA

Du3nYeCKH HeKJIOHUPYeMble (PYHKIIUH
B AHAJIOTOBbIX HHTEI'PAJIbHBIX CXeMaX

E.®. NeBuos @, T.A. lemeHkoBa, M.U. ManeTo,
A.C. Curos, 10.A. Kopotaes @, H.A1. EBreHbeB

MUP3A — Poccuricknii TexHosorm4eckuii yiusepcutet, Mocksa, 119454 Poccus
@ AsTOpbI AN1S Nepenvcku, e-mail: korotaevyua@®yandex.ru, pevtsov@mirea.ru

e Moctynuna: 16.09.2025 ¢ Aopa6oTaHa: 20.10.2025 ¢ MpuHaTa k ony6nukoBaHuio: 27.03.2026

Pe3iome

Llenu. Llenbio paboThl ABNSETCA KOMMIEKCHbI 0630p aHaN0rOBbIX U MACCUBHbIX GU3NYECKN HEKITOHMPYEMBbIX (PYHK-
umii (PHD), aHann3 yasBMMOCTEN K aTakaM Ha OCHOBE MaLLUHHOIO 00y4eHusa 1 pasbop NpakTU4eckux cLueHapues
NPUMEHEHMSI B COBPEMEHHbIX MHTErPasibHbIX CXEMax U YCTPOMCTBaX MHTEPHETA BeLLEN.

MeTogabl. Vicnonb3oBaHbl METOAbI KOMMYECTBEHHOM OLEHKM pasnuunin peanmsauuii PH® 1 npusHakos nx ¢op-
MasibHOrO ONUCaHUS, BKOYAsA BbIYUCIIMMOCTb, YHUKANIbHOCTb, Peann3yeMOCTb, C/IOXHOCTb CO34aHNs KJIOHOB, 3a-
LWMTY OT HECAHKLMOHUPOBAHHOIO A40CTYyNa.

PesynbTatbl. [TokasaHo, 4To aHanoroeble PH®D oTHOCATCS K Knaccy «cusbHbix» GH®D, HOo TpebytoT cneuyanbHbIX
Mep 419 noAaBneHns BANAHNA GakTOPOB BHELLHEN cpebl U cTapeHud. [prBeaeHbl npumMepsl, 4EMOHCTPUPYOLLME
BNN3KYIO K UeanbHOM YHUKanbHOCTb (inter-HD! = 50%) npu BeicoKo cTabunsHocTy (intra-HD?2 < 1%) 1 pekopa.-
Hble BHepreTUyeckre nokasaTtenu (eamHuubl — gecatkm dx/6muT). MaccuBHble PHD xapakTepnayoTcs BbICOKOM
CTabubHOCTbIO, HO OTHOCATCS K «criabbiM» @H®. PaccMOTpeHbl atakn Ha OCHOBE MalUMHHOIO 06y4eHus, nokasa-
HO, 4YTO KOHBOJIIOLIMOHHbIE HEMPOHHbIE CETU U MHOIMOCIOMHbIE NEPLLENTPOHbI MPEBOCXOASAT KilaCCU4eCkne Noaxonbl.
CpencTea 3awmThl HA YPOBHE MPOTOKOMA, OrpaHmynBaroLLme 00beM OOCTYMNHOM 30YMbILLNEHHUKY MHPOPMaLmu,
no3BosiAT n3bexaTb Moandrkaumm apxmtekTypbl GHO.

BbiBoAbl. AHasnoroBble 1 NaccrBHble @HMD paclumpsaioT cnekTp CPeacTB anmnapaTHOW ayTeHTUdUKaUMmn 1 3almThbl
OT NOAAENOK, OCOOEHHO AN MaIOMOLLHbBIX U PECYPCHO-0rPaHNYEeHHbIX YCTPONCTB UHTEpHETa Bellen. Hanbonee
NepCnekTUBHbI aPXUTEKTYPbI C BHYTPEHHEN KannMbpOBKOM 1 ManbiIMW HakNaAHbIMU pacxogamu no niowaam,/no-
TpebneHnio, a TakKe NacCUBHbIE PELLEHUS ANS 3a4a4 OOHOKPATHOM MOEHTUPUKALMN N KOHTPOS BMELLATeNbCTBA.
OcTarTca OTKPbITLIMM 334341 CTaHAAPTM3auun NpoLenyp HYTeHus/oundpoOBKX, MOBLILLIEHWUS YCTONYMBOCTU K 13-
MEHEHUSIM BHELLIHEW cpeabl U pasnnyHbIM aTtakam, a Takke COBMELLEHNS C KOpPPeKLMen ownbok 1 noctodbpaboT-
Ko Ha kpucTanne. ns Bbibopa apxutekTyp PHD Heo6xoaMmo TwaTenbHoe MOAENMPOBaHME YrPO3 Y MPUMEHEHNE
cTpaTterui rnybokom 3almTbl C y4eTOM OYayLIMX OCTUKEHUIA MALLMHHOIO 06y4eHus.

KnioueBble cnoBa: Gpuanyecky HekoHMpyemas dyHkums, aHanorossle PHD, naccreHble PHD, ML-aTakum, anna-

paTHas 6e30MacHOCTb, ayTEHTUDUKALMS YCTPOWCTB, MHTEPHET Bellen

Ona uutupoBaHusa: NesBuoB E.®., lemeHkoBa T.A., ManeTto M.., CuroB A.C., KopoTaes lO.A., EBreHbes H.[1. Pusnye-
CKU HEKJTOHUPYEMble PYHKLMM B aHANOrOBbIX MHTErpasbHbIx cxemax. Russian Technological Journal. 2026;14(3):83-105.
https://doi.org/10.32362/2500-316X-2026-14-3-83-105, https://www.elibrary.ru/QIOHGI

Mpo3pa4yHocTb hpMHAHCOBOI OeATEesNIbHOCTU: ABTOPbI HE UMEIKOT PUHAHCOBOM 3aUHTEPECOBAHHOCTM B NPeACTaB/IEH-
HbIX Matepuanax unn meToaax.

ABTOPbI 3a5BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

1 Inter-Hamming distance — BHelLHee pacCTOAHNE XaMMUHTa.
2 |ntra-Hamming distance — BHyTpeHHee paccTosiHue XaMMUHra.
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INTRODUCTION

Physically unclonable functions (PUFs) provide
a hardware basis for trust, offering authentication and
protection against counterfeiting, as well as enabling
secure key derivation. The first part of the study [1]
considers digital PUFs. The second part focuses on
analog and passive PUFs, as well as their role in
countering contemporary machine learning (ML) attacks
and practical implementation scenarios.

Analog PUFs use continuous technological
variations in the parameters of active and passive
elements as a source of entropy. Unlike digital hardware
security primitives, which are formed using discrete
logic, analog PUFs rely on subtle variations in threshold
voltages, currents, capacitances, and resistances. Once
the circuit is switched on, these variations result in
reproducible steady-state voltage and current levels that
are unique to each chip. Here, digitization is performed
by a comparator or analog-to-digital converter, while
response stability is ensured by circuit techniques for
drift and noise suppression. Due to their potentially
providing higher entropy density and a larger set
of challenge-response pairs (CRPs), many analog
implementations are classified as “strong” PUFs.
However, the characteristics of transistors and passive
structures are sensitive to external factors, necessitating
special measures to correct possible errors.

Passive PUFs include resistive imprints of power
networks, Via PUFs® based on probabilistic contact
formation, and Coating PUFs* which are provided
with a specific pattern of random coating. While such
passive PUFs are characterized by minimal overhead
in terms of area, high stability, and—in some cases—
ideal stability, this comes at the cost of a limited number
of CRPs.

Due to the rapid development of ML having
radically changed the understanding of PUF security,
contemporary attacks are more frequently focused on
extracting patterns from CRPs rather than traditional
cryptanalysis. Concurrently, the research community is
advancing increasingly sophisticated ML approaches
to PUF modeling and countermeasures at the
architecture and protocol levels, thereby refining the
fundamental boundaries of resilience. The present
work therefore sets out a comprehensive overview of
the current state of the art, including the theoretical
foundations, ML-based attack classes, and practical
countermeasures, as well as their implications for PUF
design and deployment.

3 Via PUF is a technology based on the use of microscopic
via holes in metallic layers of semiconductors.

4 Coating PUF is a technology that utilizes a protective
coating for its operation.

ANALOG PUFS

Individual devices can be identified by measuring
the original parameters of an electrical or electronic
quantity. Sources of entropy include variations in
transistor threshold voltages (TV-) and integrated
circuit identification (ICID-) PUF, current arbiters,
diode structures, quasi-adiabatic logic based
(QUAL-) PUF, and adiabatic static random-access
memory (SRAM).

The simplest TV-PUF variant, which is used to
identify integrated circuits (ICs), involves analyzing the
change in threshold voltages of integrated transistors
resulting from inevitable technological variations
during manufacturing. Here the challenge consists in
the number or location of the transistor component,
while the response is the corresponding threshold
voltage value.

The approach to applying PUF proposed in [2]
involves the assignation of a unique identification
tag to each instance of a conventional IC without
requiring special processing or programming after
manufacture. Here several transistors of the same
design are combined into an addressable matrix in
an ICID-PUF device (Fig. 1).

In the described ICID-PUF, an addressable
transistor controls a resistive load. Due to manufacturing
variations, the threshold voltages of these transistors
fluctuate, resulting in an unpredictable current
flowing through the load. The voltage across the load
is then measured and converted into a sequence of
bits using an auto-zero comparator. This method has
been verified via experimentation on 55 microchips
manufactured using 0.35-uym complementary metal—
oxide-semiconductor (CMOS)’ technology. At the
highest environmental fluctuations, an intra-Hamming
distance (intra-HD) w, .. = 1.3% is obtained, while the
inter-Hamming distance (inter-HD) value of p, . is very
close to 50%. With an input clock frequency of 1 GHz, the
PUF design featuring 64-bit keys on transistors consumes
0.18 uW/bit while achieving uniqueness and uniformity
indices of 50%. Reproducibility of this PUF variant
has been demonstrated to be independent of IC ageing
processes, as well as 45 nm-, 65 nm-, and 90 nm process
nodes.

In [3], a cascade comprising three stages of
20 CMOS inverters and diode-connected transistors
is proposed. This forms a voltage divider whose
output voltage depends on variations in the
threshold voltage. This PUF demonstrates an

5 The complementary metal-oxide—semiconductor (CMOS)
structure is a collection of semiconductor technologies used for
the fabrication of integrated circuits and the related circuitry in
microcircuits.
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Clock
signal Sequencer
Address Address
(optional) Input register
ID cell array Bl?sry
-OR-
Address Auto-compensating
Counter comparator
Analog bias

Fig. 1. Block diagram of a device for IC identification based on PUF [2]. ID is identifier

inter-HD of approximately 50.65% and an intra-HD
of approximately 6.96%. Due to operating below the
threshold voltage, the circuit demonstrates low power
consumption (no more than 0.43 plJ/bit); however,
it is sensitive to comparator noise. Reliability of
recognition is enhanced by averaging 15 samples.

It should be noted that these characteristics may
change in the event of increased noise due to changes in
the library element parameters (characterization by PVT
corners: process, voltage, and temperature variations)
or the ageing of the active device, which can affect the
reliability of PUF responses.

As described in [4], the difference between nominally
identical currents is accurately measured when transistors
are turned on. This is achieved using a specialized
hardware element of an artificial neural winner-takes-
all network, which acts as an arbiter. The obtained
values are intra-HD = 1.57%, inter-HD =~ 49.8% and
97.7% reliability in the temperature range from —20°C
to +120°C, with a £300 mV variation in supply voltage.
The circuit’s energy consumption is 5.67 plJ/bit. An
improved version of this circuit, which is implemented
in a 130 nm technology node, uses a pair of cascode
current mirrors with double gain-boosting® amplification
to reliably maintain the operating point at around 50 nA,
thereby increasing the output resistance. Consequently,
bit instability does not exceed 1.56% across a supply
voltage range of 0.6-2 V and a temperature range of
0-75°C. Intra-HD does not exceed 0.49% on average,
with virtually perfect uniqueness (inter-HD = 50%).
Together with an energy consumption of 5.36 fJ/bit
and an area of 72 pum?/bit, these characteristics render

6 Gain-boosting is an analog circuit technique in which
auxiliary gain in the feedback loop increases the effective gain of
the cascade node, thereby increasing its output resistance.

the cell highly attractive for integration into Internet of
Things (IoT) modules. Experiments on 21 128-bit chips
confirm the statistical stability of the solution, as well as
demonstrating one of the best aggregate quality factor
indicators (figure of merit is 17 relative units) while
maintaining ease of integration into ICs and potential for
further scaling.

Another version of an analog diode PUF is
implemented in [5], where the device signature
is formed from diodes present in the output ports
of the IC. Measures are provided to increase the
uniqueness of the signatures, as well as compensating
for temperature differences and losses in the supply
conductors.

The study [6] examines the use of PUFs based
on diode structures in ICs. The authors demonstrate
that changes in the conductivity of oxide-based
Schottky diodes as a result of the technology process
provide an effective source of random numbers for
using PUFs without the need for switching operations.
It is demonstrated that the naturally occurring electron
accumulation region in an oxide semiconductor
film can be partially eliminated using a mild oxygen
plasma treatment. This leads to a significant change
in nonlinearity, thus providing an exotic source of
entropy. In general, soft plasma-treated Schottky diodes
demonstrate near-perfect uniformity, uniqueness,
and an ideal entropy value, thus eliminating the
need for additional equipment, as well as reducing
space requirements and energy costs. These results
are promising for the development of hardware-
embedded PUFs that enable the implementation of
energy-efficient cryptographic equipment.

A QUAL-PUF is formed from the composite
capacitor and transistor components of an adiabatic
logic circuit (an energy-efficient system that converts
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Wait Evaluate Hold Reset
CB 0 0 0 0
Ve
R 1 _—
RB TN\ 0 Fo e

Fig. 2. QUAL-PUF circuits [7]:
(a) QUAL-PUF; (b) timing diagram.
Vpc (power clock) is supply clock signal; CB is challenge bit;
P1is control transistor; P2 and P3 are p-MOS7 transistors of the bistable element;
R (response) is main response bit; RB (response bit) is complementary response bit output,
N1 and N2 are n-MOS transistors of the bistable element;
and CL is equivalent load capacitance of the output node

the charge accumulated in the load capacitor after
operations into a signal) due to technological changes
during the manufacturing process. Circuits that allow
for such complete recycling are usually complex
and occupy a large area. In [7], however, a quasi-
adiabatic circuit is used which only recovers most
of the capacitor charge. As shown in Fig. 2, this
PUF implementation involves applying an increasing
voltage to two theoretically identical transistor
elements in the circuit.

Mismatches in transistor parameters are caused by
differences that occur during production. This results in
one transistor having greater conductivity and charging
the load capacitor faster. This creates a stable response
bit for each elementary cell of the circuit, which is
similar to the effect of MOS transistor mismatch
in traditional PUFs. Since adiabatic logic operates
within specific charge/discharge cycles, a distinctive
feature of this implementation is the evaluation of

Ve,
L

Vo,
-

each FIFO (First-In, First-Out) cell at only one of four
identical time intervals. To account for this, each PUF
bit unit consists of four cells operating with a time
shift of a quarter of a clock cycle. The implementation
of a 4-bit adiabatic PUF module composed of four
QUAL-PUFs is shown in Fig. 3.

Each elementary cell is controlled by a challenge
bit (CB), which initiates the process, along with four
clock pulses (Vo ,—Vg,), which are trapezoidal power-
clock signals of quasi-adiabatic logic shifted by 90° in
phase. These phases correspond to the wait, evaluate,
hold, and reset states. Each local block (QUAL-PUF1—
QUAL-PUF4) generates a pair of output signals
comprised of the main response bit (R1-R4) and
its complementary output (RB,~-RB,). Connections
between the blocks are made via pass keys, which are
controlled by the corresponding phase signals Ve, to
ensure sequential cycles of charging and restoration
of load energy.

Vepg
L

Vg Vop, Vo, Vep, Vo, Vo, Vp,
v
cB "| QUAL-PUF1 QUAL-PUF2 QUAL-PUF3 QUAL-PUF4
R1 BB, R2 BB, R3  RB, R4 RB,

Fig. 3. 4-bit adiabatic PUF module composed of four QUAL-PUFs [7]

7 Metal-oxide—semiconductor.
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As shown in Fig. 3, if the first cell operates in the
hold phase, the next cell operates in the reset phase, while
the remaining two cells operate in the wait and evaluate
phases, respectively. By sampling all four outputs
simultaneously, four bits of response can be obtained.
Sampling at different phases of the clock signal forms
different combinations of bits, thus enabling the four
PUF modules to generate up to 16 bits of response. Since
each module contains four repeating random bits, this
structure significantly complicates the PUF modeling
process for a potential attacker.

Study [7] provides an example of implementing
a 4-bit low-power chip with memory based on a 6T
adiabatic memory cell manufactured using a standard
0.18 pm CMOS process with a supply voltage of 1.8 V,
whose module dimensions measure 58.7 X 5.7 um. The
simulation results show an inter-HD value of 47.58%,
a reliability of 95.10%, and a dissipated energy
0f 29.73 fJ/bit/cycle.

These results are confirmed in later implementations
of a similar circuit [8], which demonstrate that such
a PUF, when simulated, provides an average reliability
of 98.51% under temperature and supply voltage
fluctuations. The circuit offers a uniqueness of 49.75%
and a power consumption of 15.92 fJ/bit/cycle. These
estimates are consistent with measurements taken
on manufactured samples, which confirm the PUF’s
required functionality with a reliability of 96.92% at
room temperature.

An example of a circuit based on adiabatic SRAM
using 0.18 um CMOS technology is given in [9]. As well
as consuming less energy than conventional memory-
based PUFs, this circuit offers good uniqueness and
reliability. When simulated using simulation program
with integrated circuit emphasis (SPICE)S, the
proposed circuit consumes 13.88 fJ/bit/cycle, and the
uniqueness and reliability values when the PUF circuit
is connected in a 4-bit cascode are 50.07% and 99.51%,
respectively.

PASSIVE PUFS

Analog PUFs include passive devices that use
statistical variations in passive elements or structures to
create a unique “fingerprint” for the device. Passive PUFs
typically do not require a special stimulus signal due to
their random parameters being embedded in the structure
from the outset and thus capable of being read directly.

Further on, three examples of passive PUFs are
considered: (1) based on variations in conductor
resistance; (2) based on via holes (Via PUF); and
(3) based on using a protective coating (Coating PUF).

8 Simulation Program with Integrated Circuit Emphasis (SPICE)
is an open-source simulator for general-purpose electronic circuits.

Differences in the manufacture of component
connections canresultin variations in power distribution
maps in ICs, which can also serve as indicators of
the uniqueness of a particular instance. In this case,
a PUF is implemented by adding extra components
to the device to enable the connection of each branch
of the power distribution network to the ground bus,
thus bypassing the existing components. The device
signature is formed by measuring the voltage drops (or
resistance values) across these sections of the circuit.
Fluctuations in the thickness, width, and grain size of
the metal during production cause slight variations in
the resistance of the busbar segments from crystal to
crystal. This can be achieved by applying test currents
through specific sections of the power network and
measuring the resulting voltage drops, which depend on
the circuit’s total resistance. By combining the results
of several such measurements, a unique response
vector is created that characterizes a given instance of
the microcircuit. The challenge specifies the number
or location of the circuit sections, while the response
specifies the corresponding voltage drop or resistance
value. An example of this process is presented in [10],
which provides the results of measuring changes
in equivalent resistances in the power distribution
systems of 24 identical microcircuits manufactured
using 65 nm technology.

A resistive PUF is highly stable to external
conditions due to being based on passive metal
structures. Variations in metal resistance depend
linearly on temperature and weakly on supply
voltage, making compensation for external influences
simpler than with transistor effects. In particular,
transistor (active) PUFs typically require calibrations
or correction algorithms to account for changes in
PVT parameters, whereas a passive metal network
provides more reproducible results without complex
adjustments. Since the only necessary additional
circuits are those required for readout and digitizing
the response, the use of a distributed power network
already presents in each chip results in minimal
overhead in terms of area. The distributed nature of the
metal grid creates statistical variation across different
areas to increase uniqueness; as such, the probability of
two chips producing the same resistive fingerprint by
chance is negligible. Another advantage of this PUF is
its hardware stability, which is achieved by designing
the metallization in such a way as to ensure it does not
degrade over time (electromigration is eliminated by
selecting the dimensions of the conductors). Since it is
practically impossible to copy the resistances in all the
power nodes of a clone without replicating the entire
technological process of the origin, the counterfeiting
of such devices is highly complex. This approach
has two main limitations: (1) the relatively small
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amount of data generated (usually a unique key/ID is
obtained, although varying the measurement points
can produce several bits); (2) the need for precise
analog measurements of small resistance differences.
Nevertheless, experimental samples of resistive PUF
have proven viable; for instance, in 65 nm CMOS, all
36 tested crystals could be reliably distinguished based
on power network variations.

In [10], which considers analog PUFs, it is proposed
that voltage drops and equivalent resistances be recorded
in microcircuit power supply circuits due to these
electrical parameters being affected by random factors
in manufacturing technology. Experiments carried out
on chips manufactured using 65 nm CMOS technology
demonstrate that, when measuring equivalent resistances,
the quantitative characteristics ., and p, .. are
approximately 0.04 and 1.5 Ohm, respectively.

The ideabehind Via PUF, which is based on variations
in the formation of via holes, is to deliberately violate the
design standards for via holes in IC layout by using sizes
that are slightly smaller than the permissible minimum.
The exact size of each via gives it about a 50% chance
of successfully forming a connection between the layers
by being filled with metal or of remaining open [11].
Such events occur randomly due to uncontrollable
fluctuations in the manufacturing process. Consequently,
once the chip is manufactured, many of the embedded
connections in it turn out to be either conductive (“1”)
or open (“07), forming a pattern unique to the crystal.
Via PUF is read by measuring the resistance of the
embedded contacts: high resistance indicates an absence
of a metal connection (“0”), while low resistance
indicates a formed contact (“1”’). An important advantage
of this approach is its exceptional reliability: either the
contact is formed or it is not, and the metal connection is
unaffected by changes in temperature or supply voltage.
Experiments have shown that the bit error rate for PUFs
based on the formation of vias is practically zero, thus
obviating the need for error correction using redundant
codes. Additional processing, such as two-stage XOR
conversion, is employed to eliminate offsets and improve
bit uniformity. The main advantages of Via PUFs include
high fingerprint uniqueness (with inter-codeword
Hamming distances of around 50%) and resistance
to ageing. Such random contacts can be distributed
throughout the crystal among conventional vias, which
makes them difficult to detect when an attacker reverse
engineers the chip. Since standard CMOS layers and
materials are used with the sole addition of “embedded”
contacts of a specific size, the implementation does
not require non-standard technological processes.
However, the number of bits generated by Via PUF is
fixed by the circuit (usually acting as a unique identifier
rather than a reusable CRP); for this reason, the size
of the vias must be calibrated for a specific technical

process to ensure a ~50% probability of filling and
any borderline cases rejected to avoid unstable bits.

A study of methods to increase the reliability
of a system on a chip based on ARM Cortex-M4
microprocessors (ARM, United Kingdom) conducted
by Lee? justifies the chosen method of forming a PUF. It
notes that there is a medium-sized area, conventionally
referred to as the PUF zone, in which the probability of
contact forming is 50% if the size of the via is smaller
than that specified in the design (Fig. 4a).

A microscopic image of a silicon Via PUF in cross
section is shown in Fig. 4b. Contact vias of varying
quality are clearly visible, with the following definitions:
(1) the contact is open if it does not provide a connection
to the silicon substrate; (2) the contact is shorted if it
provides an electrical connection between the layers. In
order to form the PUF after manufacturing is complete, it
is necessary to exclude unreliable contacts by measuring
the resistance of the through or contact connection.

For example, in one process node, resistance greater
than 1 MOhm is identified as an open circuit, while
resistance less than 50 kOhm is identified as a short
circuit. All vias between these two values are cut off,
these cut-off values being selected separately for each
process. Once classified as a short circuit or open
circuit, the connection remains unchanged regardless
of PVT variations to ensure a zero-bit error rate.
This important feature of Via PUF confirms the basic
reliability of the technology.

As mentioned previously, achieving complete
randomness is essential for PUFs, where ideal
randomness is defined as an HD of 0.5, or 50%. To
increase reliability, this work used a two-stage selection
based on the XOR criterion (Fig. 5). A total of 405 test
chips were manufactured with 16 different via sizes, each
having 7680 bits, thus providing a total of 122800 bits
of input data for the PUF. The first XOR stage reduces
this to 7680 bits, which then pass through the second
XOR stage to generate the final result of 640 bits,
achieving a value of w; . = 04972 at a standard
deviation 6, = 0.0205. Figure 5 shows the selection of
Via PUF chips based on the results of the United States
National Institute of Standards and Technology’s!'®
standard randomness tests SP 800-22 and SP 800-90B.

A similar PUF using a binary response to
uniqueness (learning resilient and reliable digital PUF)
based on variations in interconnection lithography is
also used in [12].

9 Lee T.K. Via PUF technology as a root of trust in IoT
supply chain. Global Semiconductor Alliance; 2024. https://www.
gsaglobal.org/forums/via-puf-technology-as-a-root-of-trust-in-
iot-supply-chain. Accessed June 16, 2025.

10 The National Institute of Standards and Technology, NIST.
https://www.nist.gov/. Accessed June 16, 2025.
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Fig. 4. Implementation of a PUF based on variations in via formation:
(a) probability of contact formation depending on the size of the via;
(b) cross-section'! of a microscopic image of a Via PUF.

X is the size of the via at which no contact is formed; X| is the size of the via determined by the design rules;
Xy is the intermediate size of the via at which contact formation is probabilistic

The protective Coating PUF uses an external,
random, dielectric coating that is applied over the
crystal in order to form a unique fingerprint. The classic
implementation, as described in references [13, 14],
involves placing a grid of metal conductors (e.g.,
a comb-like electrode structure) on top of the IC and
filling the space between them with an optically opaque
polymer containing randomly distributed dielectric
nanoparticles. Due to the chaotic arrangements,
sizes, and dielectric properties of these particles, the
electrical capacitance between each pair of conductors
becomes a random variable. In other words, nominally
identical capacitors formed by the upper conductors
acquire a range of capacitance values that is unique
to each microcircuit instance. By reading a set of such
capacitors (for example, by measuring leakage currents
or charge/discharge time constants), it a set of random
bits can be obtained depending on local variations in
the dielectric permeability of the coating. These bits
constitute a unique device identifier that is physically
unclonable due to the unique distribution of particles in
the coating layer.

As shown in [15], when an opaque, chemically
inert dielectric layer is applied to the upper layer of
IC metallization, the electrical capacitance values
measured for each chip are random and unique. The
implementation scheme and operation principle of the
Coating PUF are shown in Fig. 6.

The results of digitized measurement carried out
on 36 manufactured chips, in which each chip is used

to test 31 capacitive sensors, show a high degree of
randomness (... = 50%) and low noise (., < 35%).

A protective Coating PUF offers two key advantages.
Firstly, it enhances the hardware security of the crystal
by preventing direct optical examination and reading
of the internal circuits. The opaque top layer acts as
a protective mask. As such, any attempt to remove or
damage this layer inevitably changes the distribution
of particles and capacitance, destroying the device’s
original “fingerprint.” Thus, Coating PUF not only
provides a unique key, but also serves as a kind of
tamper sensor. If tampered with, the original identifier is
lost, thus revealing the hack. Secondly, due to the large-
scale random formation process involving the mixing
of millions of particles, the probability of two such
PUFs coinciding is extremely low. Reproduction would
require copying processes at the atomic level, which is
practically impossible. However, a key disadvantage in
this approach is the need for an additional manufacturing
process, namely the application and curing of a special
coating, which increases the cost. Additional analog
circuits or high-precision external measurements required
for reading the imprint may be affected by external
conditions (e.g., temperature affecting the dielectric).
Devices with Coating PUF have demonstrated their
effectiveness in authentication systems, particularly in
the implementation of radio frequency identification
tags, where a random epoxy coating is used as a source
of a 128-bit key that is destroyed when physical access
is attempted.

1 Lee T.K. Via PUF technology as a root of trust in IoT supply chain. Global Semiconductor Alliance; 2024. https://www.gsaglobal.

org/forums/via-puf-technology-as-a-root-of-trust-in-iot-supply-chain. Accessed June 16, 2025.
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Fig. 5. Two-stage Via PUF selection algorithm based on the XOR criterion and NIST test results!2.

FFT is fast Fourier transform. M is the length of the block in the frequency test within the block,

m is the length of the bit pattern in the approximate entropy test. A block is a fragment of a fixed-length bit sequence
into which the NIST test divides the entire sequence being tested
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Fig. 6. Example of passive PUF implementation based on an inert dielectric layer [14]

12 Lee T.K. Via PUF technology as a root of trust in IoT supply chain. Global Semiconductor Alliance; 2024. https://www.gsaglobal.
org/forums/via-puf-technology-as-a-root-of-trust-in-iot-supply-chain. Accessed June 16, 2025.
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Table. Characteristics of analog and passive PUFs
PUF characteristics
Year of e - .
PUF type / reference ublication Sensitivity to external conditions Estimated
v Inter-HD | Intra-HD Platform implementation
Temperature Voltage complexity
SPICE model TSMC | From —20°C .
0, ~70 —
Subthreshold [3] 2019 50.65% 7% 65 nm CMOS to 85°C 0.75-09V High
SPICE model TSMC | From —20°C .
: 13 0 o
Current Mirror*~ [4] 2023 49.84% | 1.57% 65 nm CMOS t0 120°C +300 mV High
. . 14 o o From —40°C .
Adiabatic SRAM ™ [7] 2020 47.58% | 4.9% | ASIC 180 nm CMOS t0 100°C 1.8V Medium
15 N o From —40°C .
6T Adiabatic'> [8] 2024 49.75% | 1.49% | ASIC 180 nm CMOS to 100°C 09-1.8V Medium
Lo . 16 o o From =50°C .
Adiabatic Logic'® [9] 2024 50.07% | 0.49% | ASIC 180 nm CMOS t0 100°C - Medium
vial7 [11] 2020 | 49.99% | ~0% | ASIC 130 nmCMOS | F rt((’)“; N SSOSCC 1.65V Low

The table below summarizes data from publications
presenting original results on the implementation of
PUFs based on analog circuits and circuits with variations
in vias. The key metrics selected are inter-HD, i.e., the
distance between two PUF responses from different PUF
instances using the same call, and intra-HD, which is the
distance between two PUF responses obtained from the
same PUF instance and using the same call. These are
referred to as “uniqueness” and “reliability” in a number
of studies, respectively.

The table also shows the voltage/temperature
variations at which the characteristics are measured,
as well as the extent to which they change (the change
in intra-HD is indicated in parentheses) if such data is
provided. The estimated complexity of implementation
(high, medium, or low) indicates the relative hardware
costs and technical complexity involved in implementing
a particular type of PUF (e.g., balancing paths, selecting
element parameters, or change technical processes).

VIOLATION OF PUF SECURITY
BASED ON ML METHODS

Recent advancements in ML techniques have
significantly altered the perception of PUF security. The

13 PUF based on the use of an array of current mirrors.

vulnerability of PUFs to ML-based attacks has led to
extensive research on attack methodologies and defense
measures [3, 16-19]. The paradigm shift in the approach
to analyzing PUF security due to such attacks tends away
from traditional cryptanalytic approaches and towards
data-driven modeling techniques that exploit patterns
inherent in PUF CRPs.

As well as developing more sophisticated attack
strategies that use adversarial ML techniques [17, 20],
researchers have proposed new PUF architectures and
protocols designed to counter these attacks [3, 18, 19].
The following section presents an analysis of the current
state of ML attacks and defenses in PUF systems, which
is based on the latest advances in both attack methods and
countermeasures. As well as examining the theoretical
foundations of PUF security, it analyzes various
categories of ML-based attack, evaluates proposed
defense measures, and discusses the implications for
future PUF development and deployment strategies.

PUF architectures and security properties

Based on their behavior in CRPs, PUFs can be
categorized into two distinct types: strong and weak [21].
The possibility of using strong PUFs to generate a large

14 A type of SRAM that employs adiabatic energy recovery methods.
15 A six-transistor PUF that operates on adiabatic logic principles.

16 PUF based on adiabatic logic.
17 PUF derived from variations in the formation of vias.

Russian Technological Journal. 2026;14(3):83-105

92



Physically unclonable functions
in analog integrated circuits

Evgenii Ph. Pevtsov
etal.

number of CRPs makes them suitable for authentication
protocols that use multiple CRPs without exhausting
the available challenge space. Examples include arbiter-
type PUFs, ring oscillator PUFs, and various composite
architectures [17-19]. In contrast, weak PUFs, which
have limited challenge space, are generally employed
for key generation, where one or more responses
are extracted and processed using error correction
procedures [22].

The Arbiter physical unclonable function (A-PUF) is
one of the most widely studied strong PUF architectures.
This architecture uses the difference in delays between
two nominally identical signal transmission paths
to generate a response [16, 18]. The challenge bits
control the switching elements that determine the path
configuration in such a way that the arbiter circuit can
then evaluate which path is faster to produce a binary
response. Despite its conceptual simplicity, this type
of PUF has proven vulnerable to ML attacks due to
its linear additive delay model [17, 19]. To improve
security against ML attacks, more complex architectures
have been developed that attempt to fundamentally
change the mathematical relationships between inputs
and outputs as a means of preventing effective ML
modeling [18, 19, 22].

The most important aspect of PUF implementation
is the processing of noise inherent in PUF responses.
This noise is caused by environmental fluctuations,
aging, and measurement errors [16, 22]. Reliable key
generation and authentication relies on error correction
mechanisms, which are typically implemented using
fuzzy extractors or auxiliary data algorithms. Here,
the most common approach is to store auxiliary data
for enabling the correction of noisy PUF responses
without disclosing the actual response values.
However, recent research has shown that this
auxiliary data can leak significant information about
the PUF responses, enabling ML attacks even when
the actual response values are unavailable [22]. This
represents a fundamental vulnerability in PUF-based
systems that use standard error correction approaches,
particularly those using linear block codes, such as
repetition codes.

Attacks on PUFs using ML

The vulnerability of PUFs to ML-based attacks has
been demonstrated through the application of traditional
ML techniques to A-PUFs and their variations [3, 17].
These attacks are successful due to the underlying
mathematical relationships that underpin PUF designs.
In the case of A-PUFs, the delay difference can be
modeled as a linear function of challenge bits and delay
parameters. This makes A-PUFs vulnerable to linear
classification techniques [16, 17]. Despite increased

complexity introduced by XOR operations or other
nonlinear transformations, the fundamental structure is
often still analyzable with appropriate ML algorithms.
Typically, classic A-PUFs can be accurately modeled
with over 95% accuracy using fewer than 10000 CRPs
along with conventional logistic regression methods.
Due to the linear nature of their delay model, these PUFs
are particularly vulnerable to mathematical analysis and
ML modeling.

Deep learning (DL) models can automatically
detect relevant features and nonlinear relationships
in CRPs, thus eliminating the need for manual feature
selection. DL-based attacks demonstrate superior
performance on all tested architectures compared
to classical ML approaches. Convolutional neural
networks and multilayer perceptrons also outperformed
classical ML approaches, particularly against complex
physical unclonable function (PUF) architectures
designed to defend against traditional attacks [3, 17].
Convolutional neural networks achieve modeling
accuracy above 90% for various types of PUFs while
requiring fewer training samples than traditional
methods. This suggests that the complexity of modern
ML algorithms exceeds the defensive capabilities of
current PUF designs.

Transfer learning methods have also been
investigated, whereby models trained on a single PUF
instance or architecture are adapted for use in attacks
on different PUFs [21]. This approach reduces the
amount of training data required for successful attacks
at the same time as demonstrating the generalizability of
PUF models trained on similar architectures.

Evolutionary strategies, particularly the covariance
matrix adaptation evolution strategy, have been shown
to be effective in ML attacks against more complex
PUF designs [17, 21]. These methods enable the
modeling of PUF behavior by evolving populations of
candidate models and selecting those that best match
the observed CRPs. The flexibility of evolutionary
approaches makes them particularly dangerous for PUFs
with complex internal structures.

One particularly challenging approach involves
using Siamese neural networks to model a PUF
using auxiliary data [22]. This technique exploits the
redundancy inherent in error correction codes to extract
trainable features and labels without direct access to
PUF responses. By applying XOR relationships in
linear block codes, attackers can train models to predict
PUF behavior using only publicly available auxiliary
data and tasks.

Advanced attack strategies, which have moved
beyond simple CRP modeling, now utilize additional
sources of information. Reliability-based attacks exploit
the fact that PUF responses near decision boundaries
are more sensitive to noise and environmental
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fluctuations [16, 17]. By analyzing the stability of
responses over multiple measurements, attackers can
gain insights into the internal structure and parameters
of PUF circuits.

Another significant threat vector is side-channel
attacks, in which physical information such as
power consumption, electromagnetic emissions, or
synchronization variations is exploited to strengthen
attacks on ML models [21]. Such attacks can be highly
effective when combined with traditional ML approaches
due to the provision of additional constraints and
information that can improve model accuracy.

The combination of multiple attack vectors can create
especially powerful threats. For example, by combining
partial response data with side-channel measurements,
the number of CRPs required for successful ML attacks
is substantially decreased. Such multimodal approaches
underline the importance of considering all potential
sources of information leakage when analyzing the
security of PUF models.

Quantum computing poses a potential threat in the
future that could radically alter the security level of PUF.
While current quantum algorithms may not be directly
applicable to PUF modeling, advanced computing
capabilities could facilitate new attack strategies or
render currently impractical attacks feasible.

Defense methods against ML attacks

Several architectural improvements have been
proposed for enhancing the resistance of PUFs
against attacks implemented using ML. One such
fundamental approach is the cyclic redundancy check
PUF (CRC-PUF) design, which breaks the direct
correlation between challenges and responses using
cryptographic transformations [18]. By applying
CRC operations with randomly chosen polynomials, the
CRC-PUF ensures that the likelihood of recovering the
transformed challenge is cryptographically small, thus
circumventing traditional ML attacks.

Another PUF architecture employs a two-
round challenge processing mechanism in
which subsequent challenges are modified using
intermediate responses [17]. By concealing the
direct connection between input challenges and final
responses, this approach significantly complicates
the creation of predictive models by ML algorithms.
Here, the randomization introduced by the
intermediate processing stages increases the effective
challenge space to reduce the correlation between
different CRPs.

Innovations at the hardware level have also shown
promise in countering ML attacks. Subthreshold PUF
with a voltage divider operates in weak inversion regions,
in which large threshold voltage fluctuations increase

randomness [3]. The cascading connection of several
stages combined with careful bias control provide this
design with strong statistical properties that maintain its
resistance to various ML algorithms. These properties
include support vector machines, logistic regression,
and artificial neural networks.

Rather than modifying the underlying architecture
of the PUF, protocol-level defenses aim to limit the
information available to potential attackers. Challenge
restriction strategies limit the number of CRPs that
can be observed, thereby preventing attackers from
accumulating sufficient training data for effective
ML attacks [16, 21]. However, due to inherently
restricting the capabilities of strong PUFs, this
approach may not be feasible for applications requiring
numerous authentication operations. To minimize
information leakage during the configuration and
operation phases of PUFs, improved logging protocols
have been developed [21, 23]. These protocols prevent
unauthorized access to training data by carefully
controlling the distribution of CRPs and implementing
secure computation methods. Multilateral computation
and homomorphic encryption can ensure that PUFs
operate without revealing confidential information to
potential attackers.

Advanced methods (Fig. 7) offer a new approach to
protecting PUFs by deliberately introducing errors into
the CRP process [20]. These methods can significantly
reduce the accuracy of ML models by poisoning the
training data available to potential attackers while
maintaining correct operation for legitimate users
who understand the poisoning strategy. This involves
periodically providing incorrect responses to challenges,
thereby creating a dataset from which standard
ML algorithms cannot effectively learn.

The security implications of using auxiliary
data in PUF systems have led to the development of
specialized error correction approaches [16, 22]. It has
been demonstrated that traditional concatenated coding
schemes, particularly those employing repetition codes
as inner codes, are highly vulnerable to ML attacks
involving auxiliary data analysis. The redundancy of
these codes gives attackers enough information to create
effective models without needing to access the actual
PUF responses. Codes with higher frequencies and
more complex structures are more resistant to auxiliary
data attacks, whereas simple codes such as repetition
codes should be avoided in critical applications [22].
The analysis of various code families confirms that
vulnerability to ML attacks is directly affected by the
number and complexity of XOR relationships in the
code structure.

Safe error correction approaches include syndrome
construction methods, systematic coding with low data
leakage, and specialized polar codes that minimize
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data leakage while preserving the ability to correct
errors [22]. These methods aim to reduce the correlation
between auxiliary data and PUF responses, thereby
making it more difficult for attackers to extract useful
training data.

The practical effectiveness of both attacks and
defenses can be understood through research into physical
implementation [3, 18, 19]. Significant differences in the
success rates of ML attacks and the required amounts
of training data have been revealed by empirical studies
of various PUF architectures. The field-programmable
gate array implementation of CRC-PUF is particularly
noteworthy for its ability to withstand ML attacks while
still maintaining efficient area and power consumption.
The achievement during development of normalized
inter-HD and intra-HD values of 0.5065 and 0.0696,
respectively, indicates favorable statistical properties for
security applications.

Area and power analyses confirm the possibility of
implementing ML-resistant PUFs at a reasonable cost
as compared to classical architectures. For example,
the requirement of 1032 equivalent gates in CRC-PUF
as compared to 646 for the base Arbiter PUF is
a modest increase, but one that results in a significant
improvement in security. Similarly, while the
ML resistant PUF architecture achieves ML resistance,
its area significantly exceeds the practical limits for
embedded applications.

More complex architectures demonstrate varying
degrees of PUF resistance. Arbiter-type functions
using multiple XOR cascades require an exponentially

increasing number of CRPs to mount a successful attack,
yet remain vulnerable to advanced techniques when
sufficient data is available [17, 19, 20]. Conversely,
reducing the frequency of successful attacks to
below 60% even when using large training data sets
represents a significant improvement over classical
design.

Implementing PUF using an array of subthreshold
voltage dividers in 65 nm CMOS technology achieves
promising results with a power consumption of
only 0.43 pl/bit [3]. When exposed to various
ML attacks, including logistic regression, artificial
neural networks, and support vector machines with
nonlinear radial basis function kernels, the prediction
accuracy remains at around 60%, demonstrating
practical resistance to ML.

Research directions for methods
of protection against ML attacks

Developing ML-resistant PUFs requires
a balance between security requirements and practical
considerations such as size, power consumption,
reliability, and performance [3, 18, 19]. High-security
designs may require additional hardware, more advanced
error correction mechanisms, or reduced performance,
all of which may be unacceptable for cost-sensitive
applications.

Analysis of ML attacks on PUFs reveals fundamental
limitations in the security provided by current
implementations. Many practical PUF implementations
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do not achieve the maximum theoretical level of entropy,
making them vulnerable to statistical, pattern-based
ML attacks [16, 17, 22]. The mathematical models that
underpin PUF designs often contain learnable patterns
that can be exploited by sophisticated ML algorithms.
Therefore, achieving true resilience against ML attack
may require fundamentally distinct approaches to
PUF design rather than incremental enhancements to
existing systems.

The scalability of ML attacks poses a significant
challenge for the implementation of PUFs in the future.
As ML techniques continue to advance and become
more accessible, the likelihood of successful attacks
decreases. This trend indicates that PUF security
should not rely solely on computational complexity,
but rather focus on fundamental information-theoretic
principles.

Although the challenge restriction approach is
theoretically sound, it severely limits the potential
of strong PUFs and thus may not be practical for
applications requiring frequent authentication or
key generation [16, 21]. By making strong PUFs as
ineffective as weak PUFs, this approach negates many
of the initial motivations for their development.

The error correction requirements present
another significant challenge. Study [22] reveals that
auxiliary data is vulnerable, suggesting that seemingly
secure error correction approaches may introduce
vulnerabilities. When selecting error correction codes,
it is essential to consider traditional factors such as
correction capability and implementation complexity,
as well as security against ML attacks through the
analysis of auxiliary data.

Analysis of PUF-based authentication and key
exchange protocols reveals varying degrees of
vulnerability to ML attacks [21, 23]. Protocols based
on direct CRP exchange are particularly vulnerable
to simulation attacks when there is a large number
of CRPs. The security of these protocols primarily relies
on PUF resilience against ML attacks rather than on
protocol-level protections.

Recent advancements in protocol design aim to
minimize the information available to intruders while
maintaining functional requirements [23]. Methods
such as secure multi-party computing, homomorphic
encryption and zero-knowledge proofs enable the use
of PUF without disclosing CRP to potential attackers.
However, these approaches often incur significant
computational costs, which may be impractical
for devices with limited resources. More complex
protocols use challenge obfuscation, response
masking, and temporary security mechanisms to
restrict intruders’ capabilities [20, 21]. Nevertheless,
many of these approaches have proven inadequate
against determined opponents with access to

modern ML techniques. The main challenge lies in
balancing security with practical constraints such as
communication costs, computational requirements,
and error tolerance.

Integrating PUFs into complex systems creates
additional opportunities for attacks through side-
channel analysis to introduce malfunctions and
vulnerabilities at the system level [21]. As PUFs
become more widely adopted in mission-critical
applications, the incentive for sophisticated attacks
increases, necessitating more robust security analyses
and protection mechanisms. The rapid development
of ML methods poses ongoing challenges for
PUF security. Emerging techniques such as meta-
learning, transfer learning, and multitask learning
have the potential to create attack strategies that can
overwhelm existing defenses [20, 23].

In order to facilitate fair comparisons between
different attack designs and techniques, it is essential
to develop standardized methodologies for evaluating
the security of PUFs [17, 21]. Future PUF research
should focus on developing architectures with provably
secure properties rather than simply relying on empirical
resistance to current attack methods [16, 18]. Due to the
use of different datasets, attack parameters, and success
criteria in existing assessments, it is difficult to make
an objective comparison of the relative security levels
of different systems. Information-theoretic approaches
capable of ensuring security even against unlimited
computational resources provide a sounder basis for
long-term security.

The dynamics of the evolution of trusted design
systems suggest that in order to achieve long-term
security, it may be necessary to transition from
approaches based on incrementally improving
current architectures to a fundamentally different
approach  that leverages information-theoretic
security principles [24, 25]. The findings of this study
emphasize the significance of careful threat modeling,
conservative security assumptions, and robust
protection strategies for professionals implementing
PUF-based systems [26—29].

PUF IMPLEMENTATION EXAMPLES

Depending on the level of protection required by
the embedded chip in the device (weak or strong),
PUF modules are used in a variety of applications to
safeguard devices. PUF responses can be used directly
for authentication in a manner similar to biometric
verification. As demonstrated in the first part of this
publication series [ 1], the cutoff value used to determine
positive authentication relies on intra-HD and inter-HD
histograms. Typically, when the histograms overlap,
the cutoff value is set by balancing the likelihood of
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Fig. 8. PUF application in authentication protocol [40]

false positives (false acceptance rate, FAR) and false

negatives (false rejection rate, FRR) using an approach

similar to those employed in metrology. The optimal
choice, which minimizes the sum of FARs and FRRs,
is achieved by setting a threshold at the intersection
of the two histograms. However, other trade-offs may
be necessary for specific applications. Here it should
also be noted that unique identification is only possible
with a high degree of certainty if the response contains
sufficient entropy relative to the sample size.

PUFs are used for the following:

1) the mutual authentication of IoT devices [30, 31];

2) the identification of message flows involving
authentication requests from mobile unmanned
aerial vehicles equipped with a PUF and ground
stations [32, 33];

3) the communication between devices, sensors, and
a health monitoring system in which the server is
also equipped with an appropriate PUF, and a secure
database is used to store the collected variants of
CRPs [34];

4) the protection and safety of vehicles [35, 36];

5) the security and confidentiality of data transmission
in networks [37-39].

Device identification

At registration, the CRP from each PUF is stored
in the database along with the identification data of the
physical system in which it is built. As outlined in [1],
during the identification process, the verifier compares
the random CRP pair with the PUF responses for the
presented system stored in the database. If the observed
response is close enough to the response in the database,
authentication succeeds; otherwise, it fails. To prevent
repeated attacks, each CRP should only be used once

for each PUF instance and removed from the database
after identification (Figs. 8 and [40]).

Generating encryption keys

Since the PUF is based on randomness due to
technological tolerances, no programming is required
when generating or storing secret keys based on
the PUF. Due to this randomness being fixed in the
microscopic physical details of the chip, the key
remains unchanged and can be reproduced several
times. This eliminates the need for non-volatile key
memory, providing additional protection against third-
party channel attacks.

However, since PUF responses are typically noisy,
an intermediate processing step is necessary to extract
the cryptographic key. This problem, which is known in
information theory as extracting an encryption key from
a noisy signal, is typically solved using a two-stage
algorithm. The PUF request during the first generation
stage involves the algorithmic generation of a secret
key and some additional auxiliary data. This key and
the auxiliary data are then stored in a secure, device-
independent database. During the reproduction stage,
the auxiliary data is provided to the algorithm, which
uses it to extract the same key from the PUF created
during the generation stage. Such algorithms can be
designed in such a way that the key remains top secret
even if the auxiliary data are transmitted openly. To
ensure the reliability of this method of key generation,
special troubleshooting methods are employed [41, 42],
such as the generation (Gen) and playback (Rep)
algorithms. These algorithms ensure the extraction of
stable, reproducible information from PUF responses
by comparing two messages composed of noisy,
encrypted, random data with unclassified auxiliary data
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attached for identification purposes. Practical examples
of these algorithms are provided in [43-45].

The use of PUF allows for the implementation of
hardware-based cryptography as a special method.
In this method, the digital cipher key is not stored in
memory, while the secret element consists in the unique
behavior of the PUF instance in the embedded device.
This significantly hinders attempts by attackers to use
non-volatile memory as a means of obtaining useful
information. Since the PUF can also be used to detect
unauthorized access to the key store, device-entangled
cryptography is closely related to proven physical
security (see, for example, [46]).

Intellectual property protection

Protecting the intellectual property of chips is a crucial
issue for semiconductor companies due to numerous
security threats that can result in financial losses. These
threats include forgery, cloning, reverse engineering, and
reliance on substandard components. Studies in this area
include works on the hardware protection of SRAM PUF
blocks on programmable logic ICs and methods of
preventing the copying of IP addresses to protect against
unauthorized access to firmware, based on PUF and
neural network models [47—49].

Random number generation

Silicon PUFs are used as a source for generating
random numbers, which are necessary for cryptographic
systems. Exemplary studies in this domain
include [50, 51], wherein the authors employ PUF
responses to generate the primary data for random
number generation.

Payment protection

In [52, 53], PUF responses are used in
authentication bit strings, encryption keys, and
electronic cash token generation (PUF-Cash). The
aim is to develop an application architecture that can
be used in electronic payment schemes. It also ensures
the anonymity of user identities for organizations such
as banks and sellers. It is proposed in [54] that private
keys, secure communication and data authentication
be provided by equipping credit/debit cards with
built-in PUF chips.

Protection of memory and software integrity,
ensuring secure communication

Currently, a number of companies and research
centers specialize in developing special measures
to increase the power of equipment and software.

A typical example is the technical documentation of
an association [54], which was created to develop,
define and promote open, vendor-independent, global
industry standards. These standards support a hardware
trust framework for interchangeable trusted computing
platforms. The specification of this framework refers
to large-scale security threats arising from geopolitical
and data sovereignty issues, which threaten to slow
down the adoption and growth of the IoT industry. This
in turn stimulates the need to create reliable supply
chain ecosystems in Asia, Europe, and the Americas.
Here, the importance of the keys used for digital
signing and verification in ensuring the security of
the entire system, along with cryptographic functions
that provide a secure process for loading operating
systems, is emphasized. The main and only effective
means of ensuring safe operation is recognized as the
use of microcircuits equipped with a PUF, in particular,
a new type developed by eMemory Technology Inc.!8
The NeoPUF technology developed by this company
exploits differences in the tunnel effect of the oxide layer
to achieve high PUF performance (inter-HD = 50%j;
intra-HD ~ 0%).1°

An example of using PUF to protect the
confidentiality and integrity of instructions and data in
memory from physical and software attacks is given
in [38, 55].

Software licensing is required to protect against
unauthorized modifications and usage on unauthorized
platforms. The idea behind using the PUF is that critical
operations such as starting or restarting the system are
performed using the generated keys, while the software
interacts with the PUF [56]. A software licensing
mechanism based on PUF is proposed in [57]. The
user’s computer is equipped with a PUF based on the
SRAM scheme to provide it with a unique identification.
When a user needs to purchase the necessary software,
the company establishes a connection to the user’s
computer to obtain the PUF output and make it available
as a license in the software. During installation by
the client, an authentication process occurs between
the software and the personal computer. The built-in
license is then compared with the PUF output to ensure
that the software instance is only executed on a specific
device.

Recently, a new patented PUF approach called
equipotential timing has been proposed by Granite

18 eMemory Technology Inc. https://www.ememory.com.tw/.
Accessed July 19, 2025.

19 PUFsecurity. NeoPUF® — A Reliable and Non-Traceable
Quantum Tunneling PUF. https://www.pufsecurity.com/document/
neopuf-a-reliable-and-non-traceable-quantum-tunneling-puf/.
Accessed July 19, 2025.
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Mountain  Technologies.? This approach uses
gigabyte PUF (Giga-PUF) to design features that cannot
be physically disabled. The equipotential timing approach
provides stable, synthesized PUF implementations that
can be implemented as soft IP blocks and integrated into
any design at a low cost. Such Giga-PUFs can be quickly
and easily scaled to any circuit, even across technology
nodes and silicon fabricators. This gives all companies
access to PUF exponential solutions that provide true
trust in the hardware, thus enabling them to protect their
products.

Another application of the PUF modules included
in the IC is to enable secure communication for the
authentication of IoT devices in the key exchange
protocol [58—60].

CONCLUSIONS

As confirmed in this review, analog and passive PUFs
represent an important class of hardware security
primitive that complement latency- and memory-based
solutions. While analog circuits made from transistors
and diodes offer high entropy and low response power
consumption, careful stabilization and calibration are
required to counteract the effects of PVT factors and
ageing.

Passive approaches, such as resistive fingerprints of
the power grid Via PUF and Coating PUF, are attractive
due to their minimal overhead, high stability and
counterfeiting complexity.

For practical application,
recommended:

e use of internal compensation and auto-zero
mechanisms, as well as rejection/masking of
unstable elements;

e single standardized digitization chain (sensor—
amplifier/comparator—code post-processing);

e integration with light error correction techniques or
phase filtration where justified;

e assessment of resistance to simulation attacks
and side channels, taking into account analog
specifics (temperature, power supply, and noise
injection).

the following are

The development of ML has revealed the
vulnerability of many classic PUFs, particularly in linear
delay models. The insufficient design complexity (e.g.,
XOR and cascades) results in leaks of auxiliary or
side data to enable attacks without direct access to the
responses.

Defense mechanisms demonstrate varying
degrees of success, while architectural innovations
such as the CRC-PUF offer increased resistance to
ML attacks. However, the fundamental issue remains
that most contemporary PUF designs are based
on mathematical models that can be trained using
complex algorithms.

When selecting suitable PUF architectures, error
correction codes and operational protocols, it is important
to consider not only current attack methods, but also
potential future advances in ML techniques. As this area
evolves, it will be essential to integrate PUF security
research with broader developments in ML, cryptography,
and hardware security in order to develop reliable
solutions. Here, the ultimate goal is to develop truly
unclonable functions that retain their protective properties
even in the face of highly sophisticated computing attacks.

PUFs can be used as important building blocks in
authentication systems, particularly in hardware tokens
with limited resources and [oT systems (see the services
of eMemory Technology Inc. in particular).

Promising future research directions include the
following:

1) standardizing and developing algorithms and
analysis tools, and increasing energy efficiency;

2) improving security and protection against attacks by
analyzing side channels and ML attacks;

3) reducing environmental impact;

4) applying new special algorithms,
controlled and reconfigurable PUFs;

5) developing PUFs based on promising physical
effects, particularly quantum PUFs utilizing
nuclear magnetic moments, resonant tunnel
diodes, plasmon and lanthanide luminescence,
Josephson transitions, changes in electron flow
in nanocells (Aaron—Bohm effect), and quantum
entanglement.

particularly

20 Granite Mountain Technologies. Physical Unclonable Functions. https://gmt-semi.com/solutions/puf. Accessed July 19, 2025.
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Abstract

Objectives. The work set out to systematically analyze and optimize the overall design and technological
characteristics of microminiature electron-optical systems for achieving maximum performance indicators. The
study paid special attention to establishing relationships between the geometric parameters of the system and its
functional characteristics.

Methods. The research is based on comprehensive mathematical modeling of electron dynamics in a complex
five-electrode scheme that accurately reproduces the actual design of a compact electron-beam microcolumn.
This approach was used to establish the quantitative dependencies of resolution and electron beam intensity
critical system performance indicators on fundamental geometric parameters: interelectrode distances, diaphragm
aperture configurations, and output angular size. The main efforts focused on determining the optimal parameter
values while ensuring minimal focal spot size and simultaneously maximizing beam energy.

Results. The computer modeling revealed the determining influence of each component of the five-element
electron-optical structure on the formation of qualitative electron flow characteristics. A pronounced minimum in
electron beam diameter was established at a specific combination of geometric and electrical system parameters.
The thus-obtained optimum was used to develop a new methodology for designing and calibrating compact
electron-beam devices that ensures maximum resolution and high sensitivity with minimal power consumption.
Detailed analysis demonstrated that the optimal electrode configuration reduces spherical aberration by 25%
compared to traditional solutions.

Conclusions. The developed design approach for microcolumn electron-optical systems significantly enhances
performance while expanding the functional capabilities of electron microscopes and related analytical instruments.
The practical significance of the work is confirmed by the possibility of creating devices with record resolution
indicators in compact sizes. An important achievement is the establishment of quantitative optimization criteria for
enabling targeted improvement of electron-beam system characteristics.

Keywords: electron-beam microsystem, electrostatic optics, microcolumn, microlens, Schottky emitter, optimal

design, mathematical modeling, multi-beam lithography
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Pe3iome

Llenu. Llenb paboTbl — CUCTEMATUYECKNIA aHANU3 U ONTUMU3AUUS OCHOBHbIX KOHCTPYKLIMOHHO-TEXHONOMMYECKMX
XapakKTePUCTUK MUKPOMMUHUATIOPHBIX 3/IEKTPOHHO-0MTUYECKUX CUCTEM AJ151 AOCTUKEHUS MaKCUMaslbHbIX MoKasaTte-
nemn nx paborocnocobHocTn. B xoae nccnenosaHms 0cob0e BHUMaHWE yaensnoCb YCTAHOBIEHNIO B3AVMIMOCBSA3EN
MeXAy reOMEeTPUYECKUMI NapaMeTpamMm CUCTEMbI U ee PYHKLMOHANbHLIMU XapakTePUCTUKAMMN.

MeTopabl. B 0CHOBE MCCNeaoBaHWs NEXUT KOMIMJIEKCHOE MaTeEMaTUYECKOEe MOAENNPOBAHNE OMHAMUKN 3N1EKTPOHOB
B CJTIOXKHOW NATU3NEKTPOOHOW CXeMe, LOCTOBEPHO BOCMPOM3BOASLLEN PeasbHYI0 KOHCTPYKLMIO KOMMAAKTHOM aek-
TPOHHO-JTy4EBON MUKPOKOJIOHHBI. JJaHHbIN NOAX0A NO3BOU YCTAHOBUTbL KOJIMYECTBEHHbIE 3aBMCUMOCTUN KpUTUYE-
CKMX nokasaTtenen Nponu3BOANTENIbHOCTU CUCTEMbI — pa3peLuatoLLeri CNoOCOOHOCTU U MIHTEHCUBHOCTU 9NIEKTPOHHOIO
nyyka — oT GyHAAMEHTaNIbHbIX FEOMETPUYECKMX MaPaMeTPOB: MEXINEKTPOAHbIX PACCTOAHWUNI, KOHDUrypaumm anep-
Typ aAnadparm 1 yrioBoro pasamepa BbIXogHOro otBepctms. OCHOBHbIE yCuns OblIM COCPeaoTOYEHbl Ha onpeaene-
HUM ONTUMasbHbIX 3HAYEHUI YKa3aHHbIX MapaMeTpoB, 06ecneyrBaloLLnX MUHUMASbHbIV pasMmep GoKanbHOro NaTHa
npv OAHOBPEMEHHOM MaKCUMU3ALMN 3HEPTUM NMYYKa.

PesynbTaTthl. [IpOBEAEHHOE KOMIMbLIOTEPHOE MOOENNPOBAHNE BbIIBUIO ONPEAensiolee BAUSHUE KaXOoro KoM-
NMOHEHTA NATUBSIEMEHTHOWN 3NEKTPOHHO-ONTUYECKOM CTPYKTYPbl HA GOPMUPOBaAHNE KAa4eCTBEHHbIX XapakTepUCTUK
3NEKTPOHHOI0 NOTOKA. YCTAHOBJIEHO HANMYNE BbIPAKEHHOrO0 MUHUMYMa AMaMeTpa S1IEKTPOHHOIO nyyka npuv onpe-
LEeNeHHOM KOMBVHALMN FreOMETPUYECKMX U SNIEKTPUYECKMX MapaMeTpPoB cUCcTeMbl. OBHaPYXXEHHbIM ONTUMYM MO3BO-
nmn pa3paboTaTb HOBYIO METOAMKY NPOEKTUPOBAHUS U KANIMOPOBKM KOMMAKTHbIX 3/IEKTPOHHO-Ty4EBbIX MPUOOPOB,
obecrneynBaloLLy0 JOCTUXKEHNE MaKCMMaJIbHOro pa3peLleHnss 1 BbICOKOW YyBCTBUTENIbHOCTU NPY MUHUMAJTbHOM
aHepronoTpebneHnn. leTanbHblli aHanM3 NPOAEMOHCTPUPOBAJ, HTO ONTUMasIbHAs KOHDUIrypawums anekTpoa0B Nno-
3BONSET CHM3UTb chepunyeckyio abeppaumio Ha 25% No CpaBHEHWUIO C TPAAMLUMOHHBIMU PELLEHUAMMN.

BbiBOAbI. Pa3paboTaHHbI NOAX04 K NPOEKTUPOBAHMIO 3NIEKTPOHHO-0OMTUYECKUX CUCTEM MUKPOKOJIOHH CYLLLECTBEH-
HO MOBbLILLAET NPON3BOAMTENBHOCTb U PacLUMPSeT GYHKLMOHANbHbIE BO3MOXHOCTU SN1EKTPOHHBIX MUKPOCKOMOB U
POACTBEHHbIX aHANNMTUYECKMX NMPMOOoPOoB. lMpakTnyeckas 3HAYMMOCTb PaboTbl MOATBEPXAAETCH BO3MOXHOCTbLIO
CO30aHNs YCTPONCTB C PEKOPAHBbIMU MOKa3aTensaMm pa3peLleHns npy KOMMNakTHbIX pa3Mepax. BaxHbiM goctmxe-
HUEM AIBNIAETCS YCTAHOBJIEHNE KONIMYECTBEHHbIX KDUTEPMER ONTUMM3ALMM, MO3BOMSIOLMX LIeIeHaNpPaBieHHO Yyy-
LIaTb XapakTEPUCTUKN 3NEKTPOHHO-JTy4EBbIX CUCTEM.

Russian Technological Journal. 2026;14(3):106-114
107


https://doi.org/10.32362/2500-316X-2026-14-3-106-114
https://www.elibrary.ru/RKATXE
mailto:ps_kuznetsov@mail.ru

Optimal electrode design
for microminiature electronic optics

Pavel S. Kuznetsov,
Anton O. Sinelnikov

KnioueBble cnoBa: a1eKkTPOHHO-/Ty4eBast MUKPOCUCTEMA, 3NIEKTPOCTATUYECKAs ONTNKA, MUKPOKOJIOHHA, MUKPOJINH-
3a, aMuTTep LLUoTTKM, ONTMManbHoe NPOeKTMPOBaHME, MaTEMaTUYECKOE MOAENMPOBAHME, MHOMOJlyYeBasi nMTorpadus

Ona uutupoBaHua: KysHeuos [1.C., CuHensHukoB A.O. OnTuManbHas KOHCTPYKUMS 3/1eKTPOO0B AJ1 MUKPOMMHMA-
TIOPHOWM 9NeKTPOHHOM onTukn. Russian Technological Journal. 2026;14(3):106—114. https://doi.org/10.32362/2500-

316X-2026-14-3-106-114, https://www.elibrary.ru/RKATXE

Mpo3spavyHocTb hUHAHCOBOW AeATENIbHOCTU: ABTOPbI HE UMEIOT GMHAHCOBOWM 3aMHTEPECOBAHHOCTM B NPEACTaB/IEH-

HbIX MaTepunanax nin MmetTogax.

ABTOPbI 3a5BASIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

The introduction of microtechnologies into
electronic optics has led to a qualitative leap in the
characteristics and utility of electron beam devices
and equipment. The creation of electronic sources,
lenses, and deflectors having dimensions reduced by an
order of magnitude or more compared to conventional
ones [1-4] has given impetus to the development of
microcolumns for miniature electron microscopes [5, 6]
and multi-beam lithography systems [7-9] offering
new technical and economic capabilities. The
transition to smaller scales has expanded the prospects
for the application of electron beam systems in areas
related to the storage, processing, and display of
information [10—16], where they have been supplanted
by semiconductor devices and devices based on liquid
crystals, as well as other materials having pronounced
sensory and electroluminescent properties.

For design, technological, and electronic-
optical reasons, microcolumns are made completely
electrostatic. The first such column, having a total
length of about 3.5 mm, consisted of a thermoelectric
electron source with a two-clectrode cathode lens, an
aperture diaphragm, an octupole deflector, and a three-
electrode focusing lens [17, 18]. The lenses were
comprised of stacks of silicon crystals separated by
insulating spacers made of Pyrex glass, with membrane
windows for the electrodes. Traditional electron beam
lithography and reactive ion etching microelectronics
technologies were used to form holes in the electrodes,
while multilayer anodic welding was used to connect
the silicon components. The microcolumn [17], which
demonstrated very high performance in low-voltage
mode (resolution of about 10 nm at an accelerating
voltage of 1 kV and a beam current of ~1 nA), served
as the prototype for all subsequent modifications,
representing a kind of reference standard. Ongoing
research aimed at expanding microcolumn functionality
and simplifying their manufacture concerns the
structure (composition and mutual arrangement)
and operating parameters of functional elements.
One noteworthy experimental variant consists in an
integrated electron-optical system (microlens) having

dimensions of 1 X 1 x 0.05 cm, which performs electron
extraction, focusing, and beam deflection [19-21]. The
positioning of the cathode at 1-2 mm away from the
microlens reduces the requirements for its installation
accuracy and makes it possible to use any type of
source: cold field, thermionic, or thermofield (Schottky
emitter). Another promising modification is a dual-
lens microcolumn [22, 23], which, while maintaining
optimal aperture conditions in the objective lens,
ensuring minimum aberrations and sufficient
resolution for sub-100-nm technologies (no worse
than 20-50 nm per 1 kV), significantly increases the
solid angle of reception and, accordingly, the beam
current (up to 50 nA at a source angular brightness
of 100 pA/cm?), albeit at the expense of a slight
increase in the size of the system (~7 mm).

PROBLEM STATEMENT

The task of optimal design consists in determining
the optimal parameters of the geometry and mode of
the microlens to ensure the minimum diameter of the
probe (focused beam in the object plane) for given source
characteristics, focusing distance (working distance),
accelerating voltage (determining the final energy
of electrons), as well as physical and technological
limitations. Unlike [2, 15], the optimization problem was
solved with fewer variable geometric parameters (the
diameters of the holes and the interelectrode distances
were selected to be the same), but with a larger number
of electrodes and corresponding variable potentials.

Regardless of the optimization criterion (maximum
resolution, i.e., the smallest possible size of the probe
formed, the minimum size of the probe at a given
current, or the minimum of individual aberrations),
the optimal parameters are determined for a narrow
range of electron energies, working distances, and
source characteristics. For other conditions, the
obtained parameters are nonoptimal. Therefore,
lenses that are optimized to a greater extent by the
selection of potentials rather than by geometry,
which cannot be changed, appear to be more flexible
in terms of utility. This, as well as the focus on
simplifying the technology, which also includes the
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adjustment function, determines the formulation of
the optimization problem with a minimum number
of variable geometric parameters. To evaluate the
electron-optical advantages and select the preferred
option, the maximum calculated resolutions of
optimized lenses consisting of three, four, and five
identical silicon membrane electrodes were compared
with each other and with those obtained under the
same conditions by a three-electrode lens optimized
for all geometric parameters [2].

MATHEMATICAL MODEL
OF AN ELECTRONIC LENS

Studies [24-32] present the results of various
numerical experiments aimed at structural and
parametric optimization to evaluate the limiting
focusing properties of micro-miniature diaphragm
systems in a given range of geometric parameters. In
this case, optimization is understood as a search—
under conditions of sequential increase in the number
of electrodes, hole diameters, distances between
electrodes, and potentials applied to them—for the
linear increase, accelerating voltage, and working
segment that provide minimum axial aberration
coefficients when varied within specified limits. In each
of the cases presented, a direct optimization method is
used with original algorithms that enable tracking and
correction of the axial distribution of the potential. The
electrostatic field is typically defined analytically as
a superposition of the fields of individual diaphragms.

The practical optimization methods used, which
provide the initial data for designing high-quality optics,
are therefore entirely adequate for the task at hand.
Moreover, the same programs can be used to obtain an
approximate solution to the optimization problem, which
is presented as a linear combination of a sufficiently large
number of functions of the appropriate type [9]. This
allows us to estimate how close we can get to the limiting
values of aberration coefficients under given conditions.
A similar approach was tested in the problem of optimal
synthesis of magnetic focusing fields when compared with
the solution obtained by the optimal control method [10].

With  optimal design of the electrostatic
microminiature optics of electron beams shown in Fig. 1,
the following data becomes available for processing. The
variable parameters will be the voltage U, interelectrode
distances [, diaphragm diameters d;, and angular
aperture . The initial data for optimization are the
working length (/= I mm) and source parameters (source
radius r,= 2 nm and angular brightness 10 pA/cr, voltage
variation range AU, = 0.2 V, distance from the source to
the first electrode /. = 50-250 um).

The objective of optimization
a minimum beam diameter equal to:

is to achieve

d=\(Mdy)? +d3, +d% +d3e =min, (1)

where M is the linear magnification of the lens; Md,, is
the diameter of the probe in the cross-sectional plane;

d, is the diameter of the chromatic aberration spot;

d_,is the diameter of the spherical aberration spot; d, is

the diameter of the electron beam cross-section formed
as a result of diffraction,

Up=U; U, Uz ... U; Uy U, =Upge
I Iy l; I
T [ — hl
Isrc / IO

Fig. 1. Initial model of an electronic lens.
U, is the voltage at the starting point A of the lens,
U, is the accelerating voltage

Given the existing limitations on electric
field strength (E < 10* V/mm) and geometric
parameters (/;, = 100-500 pm, d, = 20-200 pm,
hole diameter 4, = 1-3 pm) the following technical
characteristics are expected: accelerating voltage of
about 1-3 kV; beam current greater than 1 nA; probe
diameter about 10 nm; column height about 5 mm.

According to the selected mathematical model, we
obtain the following characteristics:

e minimizable beam radius:

2 2 2
— 2
r= g+ <) G @)
where 5 = Mr is the radius of the Gaussian image,

0.75M
Iyif =— = 1is the radius of the diffraction blur,
oco./UO

Y =MCSfOL8 is the radius of the spherical aberration

AU,
discs, 7y, =MCChr0LOU—0 is the radius of the
0
chromatic aberration discs;
e axial distribution of potential:

2(z-z;)

E(z)= gzn:El arctg(z(zh_ “i) i ,(3)

+
T i J 1+(2(z—zl.)J2

h.

1
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where E=—t "l p -1 "B o1,

E,=E, = 0; z is the axial position of the source, z, is the
axial coordinate of the ith electrode.
e spherical and chromatic aberration coefficients:

1 ¢ U 4
s =35 U—V x
V0
(U/jzl: ’ 5 Uy:|2 3 Un U/ I"’ (U,jz
= | —+=— - —t———| = +
U r 6 U 200 U r U
(U’ﬂw 5 U']Z (4)
+H = | === +
U r 6 U

Zz; 2
3 4 UO U!
CChr :g I "7}”2 (U] dz. (5)

RESULTS AND DISCUSSION

The results of modeling and optimization of the five-
electrode lens are shown in Figs. 2—4. Figure 2 shows
the dependence of the minimum radius of the electron
lens on the angular aperture, which has a characteristic
minimum at o, = 4 mrad. It can be seen that at first the
lens radius decreases rapidly with increasing aperture
to reach its minimum value, after which it begins to
increase gradually with further growth of the angular
aperture.

As can be seen from the graphs shown in Fig. 3,
the maximum focus and corresponding beam aperture
decrease almost linearly with increasing length of the
five-electrode lens under consideration.

The dependencies of the minimum radius of
the electron lens on the aperture diameter (Fig. 4)
at values of a;, equal to 4 and 6 mrad, is distinctly
nonlinear and is graphically described by a U-shaped
curve with a local minimum. This means that as the
aperture diameter increases, the minimum radius value
first decreases smoothly, passing through the point of
extremum (minimum value). After passing the minimum
point, a further increase in the aperture diameter causes
a gradual increase in the radius.

Thus, there is an optimal aperture diameter at which
the minimum focus radius of the electron beam is
achieved. At the minimum point, the electron lens has
the following parameters:

20

15

. nm

2 3 4 5 6 7
0o, mrad

Fig. 2. Dependence of the minimum radius

on the angular aperture
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Fig. 3. Maximum focus (a) and corresponding optimal
beam aperture (b) depending on the length
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Fig. 4. Dependence of the minimum radius
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1. Electro-optical characteristics: C. = 1.65 mm,
Cy = 5142 mm, M = 134, r5; = 2.64 nm,
Fope = 1.76 nm, 7= 4.33 nm, ;= 7.83 nm.

2. Mode parameters: U; = 0.62 kV, U, = 1.17 kV,
Uy =35kV, U, = U, =1kV,I[, =250 pum,
;=250 um, d; = 50 pm, /, = 1 mm.

Based on the beam current value / = 1 nA
and the angular aperture o, = 6 mrad, we
obtain the following values for the minimum
beam diameter: d_;, = 26 nm (at AU, = 0.2 V),
d.i,=54nm (atAU,=2V).

Based on the results of the study, it can be concluded
that the most appropriate configuration is a five-electrode
electronic lens having evenly spaced electrodes, which
reduces aberrations by approximately 10% by increasing
the number of electrodes and varying the inter-electrode
distances while maintaining the overall length. Maximum
efficiency is achieved with an increased lens length,
which is associated with an increase in the number of
potential focusing areas and improved interaction of
voltage fields with electrons. In addition, the optimal
ratio between lens length, beam diameter, and aperture
diameter was determined to minimize energy losses and
scattering effects.

CONCLUSIONS

The methods of numerical, analytical modeling and
software-support tools for optimizing computational
experiments developed over the course of the research
were aimed at finding optimal configurations and operating
modes of low-voltage electrostatic optics for electron
beam microcolumns in accordance with the formulated
criteria. A detailed study of the electron-optical properties
of microminiature diaphragm lenses implemented on the
basis of microtechnologies was carried out.

The obtained estimates of the minimum probe size
formed by an optimized five-electrode lens under different
source parameters and aperture conditions showed that
thermoemissive cathodes can be used to produce optimized
five-electrode lenses having a length of 2.5 mm, which can
form a probe having a diameter of 4 to 10 nm at distances
of ~1 mm depending on the angular aperture (and,
accordingly, the current in the probe). Such distances are
sufficient for manipulating the object and placing special
miniaturized secondary radiation detectors.

Authors’ contribution

Both  authors contributed equally to the
conceptualization, methodology, investigation, and writing
of this work. All authors have read and agreed to the
published version of the manuscript.

REFERENCES

1. Zhao X., Fan B., Ma Z., Zhong S., Chen J., Zhang T., Su H. Optical-digital joint design of multi-order
diffractive lenses for lightweight high-resolution computational imaging. Opt. Lasers Eng. 2024;180:108308.

https://doi.org/10.1016/j.optlaseng.2024.108308

2. Thomson M.G.R., Chang T.H.P. Lens and deflector design for microcolumns. J. Vac. Sci. Technol. B. 1995;13(6):2445-2449.

https://doi.org/10.1116/1.588018

3. Perng D.C., Crewe D.A., Feinerman A.D. Micromachined thermionic emitters. J. Micromech. Microeng. 1992;2(1):25-30.

https://doi.org/10.1088/0960-1317/2/1/006

4. Lee J.-W., Park 1.-Y., Ogawa T. Design and optimization of a conical electrostatic objective lens of a low-voltage scanning
electron microscope for surface imaging and analysis in ultra-high-vacuum environment. Ultramicroscopy.2024;257:113908.

https://doi.org/10.1016/j.ultramic.2023.113908

5. Laszezyk K., Krysztof M. Electron beam source for the miniaturized electron microscope on-chip. Vacuum.2021;189:110236.

https://doi.org/10.1016/j.vacuum.2021.110236

6. Krysztof M., Bialas M., Szyszka P., Grzebyk T., Gorecka-Drzazga A. Fabrication and characterization of a
miniaturized octupole deflection system for the MEMS electron microscope. Ultramicroscopy. 2021;225:113288.

https://doi.org/10.1016/j.ultramic.2021.113288

7. Hofmann U., Unal N., Klikovits J. From ghost to state-of-the-art process corrections — PEC enabled e-beam nanofabrication.
Micro and Nano Engineering (MNE). 2024;25:100286. https://doi.org/10.1016/j.mne.2024.100286

8. Karkantonis T., Penchev P., Nasrollahi V., Le H., See T.L., Bruneel D., Ramos-de-Campos J.A., Dimov S. Laser micro-
machining of freeform surfaces: Accuracy, repeatability and reproducibility achievable with multi-axis processing strategies.
Precis. Eng. 2022;78:233-247. https://doi.org/10.1016/j.precisioneng.2022.08.009

9. Parker N.W., Brodie A.D., McCoy J.H. A high throughput NGL electron-beam direct-write lithography system. In: Proceeding
SPIE Emerging Lithographic Technologies. V. 3997. 2000. https://doi.org/10.1117/12.390042

10. Ttoh S., Tanaka M., Tonegawa T. Development of field emission displays. J. Vac. Sci. Technol. B. 2004;22(3):1362—-1366.

https://doi.org/10.1116/1.1691409

11. Villarroya M., Barniol N., Martin C., Pérez-Murano F., Esteve J., Bruchhaus L., Jede R., Bourhis E., Gierak J. Fabrication
of nanogaps for MEMS prototyping using focused ion beam as a lithographic tool and reactive ion etching pattern transfer.
Microelectron. Eng. 2007;84(5-8):1215-1218. https://doi.org/10.1016/j.mee.2007.01.074

Russian Technological Journal. 2026;14(3):106-114

111


https://doi.org/10.1016/j.optlaseng.2024.108308
https://doi.org/10.1116/1.588018
https://doi.org/10.1088/0960-1317/2/1/006
https://doi.org/10.1016/j.ultramic.2023.113908
https://doi.org/10.1016/j.vacuum.2021.110236
https://doi.org/10.1016/j.ultramic.2021.113288
https://doi.org/10.1016/j.mne.2024.100286
https://doi.org/10.1016/j.precisioneng.2022.08.009
https://doi.org/10.1117/12.390042
https://doi.org/10.1116/1.1691409
https://doi.org/10.1016/j.mee.2007.01.074

Optimal electrode design Pavel S. Kuznetsov,

for

microminiature electronic optics Anton O. Sinelnikov

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

217.

28.

29.

30.

31.

32.

Appleton B.R., Tongay S., Lemaitre M., Gila B., Fridmann J., Mazarov P., Sanabia J.E., Bauerdick S., Bruchhaus L.,
Mimura R., Jede R. Materials modifications using a multi-ion beam processing and lithography system. Nuclear
Instruments and Methods in Physics Research Section B: Beam Interactions with Materials and Atoms. 2012;272:153-157.
https://doi.org/10.1016/j.nimb.2011.01.054

Pease R.F., loakeimidi K., Aldana R., et al. Photoelectronic analog-to-digital conversion using miniature electron optics:
Basic design considerations. J. Vac. Sci. Technol. B. 2003;21(6):2826-2829. https://doi.org/10.1116/1.1621664

Srivastava K., Le-The H., Lozeman J.J.A., van den Berg A., van der Stam W., Odijk M. Prospects of nano-lithographic
tools for the fabrication of surface-enhanced Raman spectroscopy (SERS) substrates. Micro and Nano Engineering (MNE).
2024;23:100267. https://doi.org/10.1016/j.mne.2024.100267

Kuznetsov P.S. Issues and prospects for the development of mechatronics and microsystem technology. Nano- i mikrosistemnaja
tehnika = Nano- and Microsystem Technique. 2024;26(4):159-169 (in Russ.). https://doi.org/10.17587/nmst.25.159-169
Kuznetsov P.S. Microelectromechanical systems for improved gyroscope design. Russian Technological Journal.
2025;13(3):103—-121. https://doi.org/10.32362/2500-316X-2025-13-3-103-121

Chang T.H.P., Thomson M.G.R., Yu M.L., et al. Electron beam technology — SEM to microcolumn. Microelectron. Eng.
1996;32(1-4):113-130. https://doi.org/10.1016/0167-9317(95)00366-5

Kim H.S., Ahn S., Kim D.W., Oh T.-S., Ahn S.J. Efficient electron beam condensing for low-energy microcolumn lithography.
Microelectronics J. 2008;39(1):94-98. https://doi.org/10.1016/j.mejo.2007.09.030

Hu J., Yue L., Ma Y., Liu F., Kang Y. Aberration calculation of microlens array using differential algebraic method.
Ultramicroscopy. 2025;269:114085. https://doi.org/10.1016/j.ultramic.2024.114085

Zlatkin A., Garcia N. Low-energy (300eV) versatile scanning electron microscope with 30 nm resolution. Microelectron.
Eng. 1999;45(1):39-46. https://doi.org/10.1016/S0167-9317(98)00260-3

Ximen J. Chapter One — The electron optical imaging system and its aberrations. In: Hawkes P.W., Hytch M. (Eds.). Advances
in Imaging and Electron Physics. Elsevier; 2023. V. 226. P. 1-88. https://doi.org/10.1016/bs.aiep.2023.03.003

Weigand H., Gautsch S., Strohmaier W., Blideran M., Staufer U., de Rooij N.F., Kern D.P. Microcolumn
with variable axis lens for large scan fields and pixel numbers. Microelectron. Eng. 2011;88(8):2431-2434.
https://doi.org/10.1016/j.mee.2010.12.120

Mankos M., Lee K.Y., Muray L., et al. Optimization of microcolumn electron optics for high current application. J. Vac. Sci.
Technol. B. 2000;18(6):3057-3060. https://doi.org/10.1116/1.1321756

FengY.,LiW,, Chen Y., Kang X., LiJ., Tang K., Zhao Z., Liu X., Zhou K., You Y., LiM., Li P,, Xu Z., Zhao T., Mao R. Design and
performance of a low-emittance electron gun for electron beam probe. Nuclear Inst. Methods in Physics Research, A: Accelerators,
Spectrometers, Detectors and Associated Equipment. 2024;1066:169604. https://doi.org/10.1016/j.nima.2024.169604

Fox J., Lee H.K., Alajo A.B., Avachat A. Simulation study of electron beam optics for a distributed X-ray source toward
stationary CT architecture. Nuclear Inst. Methods in Physics Research, A: Accelerators, Spectrometers, Detectors and
Associated Equipment. 2024;1062:169149. https://doi.org/10.1016/j.nima.2024.169149

Sinelnikov A.O., Smetanin L.A., Basov B.A., Smetanin E.A., Bykanova U.F. Effect of Ignition Voltage Amplitude on
Breakdown Delay Time of Ring Laser Discharge Gap. In: 2025 7th International Youth Conference on Radio Electronics,
Electrical and Power Engineering (REEPE). 2025. https://doi.org/10.1109/REEPE63962.2025.10971095

Kazmiruk V.V., Kurganov 1.G., Podkopaev A.A., et al. Optimization of the Electron Optical System of a Scanning
Electron Microscope for Measuring the Size of Micro- and Nanoobjects. J. Surf. Investig. 2019;13(4):594-599.
https://doi.org/10.1134/S1027451019040074

[Original Russian Text: Kazmiiruk V.V., Kurganov I.G., Podkopaev A.A., Savitskaya T.N. Optimization of the Electron Optical
System of a Scanning Electron Microscope for Measuring the Size of Micro- and Nanoobjects. Poverkhnost’. Rentgenovskie,
sinkhrotronnye i neitronnye issledovaniya. 2019;7:36—41 (in Russ.). https://doi.org/10.1134/S0207352819070072 ]

Bakulin E.M., Kurushin G.V., Stroganov K.A. Results of simulation of the microaccelerometer design based on integrated
technology of micromechanics and acoustoelectronics. Ehlektronnaya tekhnika. Seriya 3: Mikroehlektronika = J. Electronic
Engineering. Series 3: Microelectronics. 2018;2(170):43—49 (in Russ.). https://elibrary.ru/xtxzvz

Trapashko G.A. Synthesis of optoelectronic system for control of microelectronic structures. Nauka i tekhnika = Science and
Technique. 2014;1:38—43 (in Russ.). https://elibrary.ru/rylmup

Belsky M.D., Suvorinov A.V.,, Filipchuk T.S., Shakhbazov S.Yu. Calculation of technological tolerances in electrostatic
lenses for electron beam micro columns. Izvestiya vysshikh uchebnykh zavedenii. Ehlektronika = Proceedings of Universities.
Electronics. 2006;1:76-83 (in Russ.). https://elibrary.ru/hsywrb

Kazmiiruk V.V., Kurganov I.G., Savitskaya T.N. Miniature forming lens for high-voltage electron-beam lithography system.
J. Surf. Investig. 2020;14:1366—1370. https://doi.org/10.1134/S1027451020060336

[Original Russian Text: Kazmiiruk V.V., Kurganov 1.G., Savitskaya T.N. Miniature forming lens for high-voltage electron-
beam lithography system. Poverkhnost’. Rentgenovskie, sinkhrotronnye i neitronnye issledovaniya 2020;12:89-94 (in Russ.).
https://doi.org/10.31857/S1028096020120158 ]

Belsky M.D., Lvov B.G., Rybalko V.V. Modeling the focusing microlenses of an auger analyzer equipped with a CMA. Bull.
Russ. Acad. Sci. Phys. 2013;77(8):959-962. https://doi.org/10.3103/S1062873813080066

[Original Russian Text: Belsky M.D., Lvov B.G., Rybalko V.V. Modeling the focusing microlenses of an auger analyzer
equipped with a CMA. [zvestiva Rossiiskoi akademii nauk. Seriya fizicheskaya. 2013;77(10):1059—1062 (in Russ.).
https://doi.org/10.7868/S0367676513080061 ]

112

Russian Technological Journal. 2026;14(3):106-114


https://doi.org/10.1016/j.nimb.2011.01.054
https://doi.org/10.1116/1.1621664
https://doi.org/10.1016/j.mne.2024.100267
https://doi.org/10.17587/nmst.25.159-169
https://doi.org/10.32362/2500-316X-2025-13-3-103-121
https://doi.org/10.1016/0167-9317(95)00366-5
https://doi.org/10.1016/j.mejo.2007.09.030
https://doi.org/10.1016/j.ultramic.2024.114085
https://doi.org/10.1016/S0167-9317(98)00260-3
https://doi.org/10.1016/bs.aiep.2023.03.003
https://doi.org/10.1016/j.mee.2010.12.120
https://doi.org/10.1116/1.1321756
https://doi.org/10.1016/j.nima.2024.169604
https://doi.org/10.1016/j.nima.2024.169149
https://doi.org/10.1109/REEPE63962.2025.10971095
https://doi.org/10.1134/S1027451019040074
https://doi.org/10.1134/S0207352819070072
https://elibrary.ru/xtxzvz
https://elibrary.ru/rylmup
https://elibrary.ru/hsywrb
https://doi.org/10.1134/S1027451020060336
https://doi.org/10.31857/S1028096020120158
https://doi.org/10.3103/S1062873813080066
https://doi.org/10.7868/S0367676513080061

Optimal electrode design Pavel S. Kuznetsov,
for microminiature electronic optics Anton O. Sinelnikov

L.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

CMNMNCOK JINTEPATYPbI

Zhao X., Fan B., Ma Z., Zhong S., Chen J., Zhang T., Su H. Optical-digital joint design of multi-order
diffractive lenses for lightweight high-resolution computational imaging. Opt. Lasers Eng. 2024;180:108308.
https://doi.org/10.1016/j.optlaseng.2024.108308

. Thomson M.G.R., Chang T.H.P. Lens and deflector design for microcolumns. J. Vac. Sci. Technol. B. 1995;13(6):2445-2449.

https://doi.org/10.1116/1.588018

. Perng D.C., Crewe D.A., Feinerman A.D. Micromachined thermionic emitters. J. Micromech. Microeng. 1992;2(1):25-30.

https://doi.org/10.1088/0960-1317/2/1/006

. Lee J.-W.,, Park L.-Y., Ogawa T. Design and optimization of a conical electrostatic objective lens of a low-voltage scanning

electron microscope for surface imaging and analysis in ultra-high-vacuum environment. Ultramicroscopy.2024;257:113908.
https://doi.org/10.1016/j.ultramic.2023.113908

. Laszczyk K., Krysztof M. Electron beam source for the miniaturized electron microscope on-chip. Vacuum.2021;189:110236.

https://doi.org/10.1016/j.vacuum.2021.110236

. Krysztof M., Biatas M., Szyszka P., Grzebyk T., Goérecka-Drzazga A. Fabrication and characterization of a

miniaturized octupole deflection system for the MEMS electron microscope. Ultramicroscopy. 2021;225:113288.
https://doi.org/10.1016/j.ultramic.2021.113288

. Hofmann U., Unal N., Klikovits J. From ghost to state-of-the-art process corrections — PEC enabled e-beam nanofabrication.

Micro and Nano Engineering (MNE). 2024;25:100286. https://doi.org/10.1016/j.mne.2024.100286

. Karkantonis T., Penchev P., Nasrollahi V., Le H., See T.L., Bruneel D., Ramos-de-Campos J.A., Dimov S. Laser micro-

machining of freeform surfaces: Accuracy, repeatability and reproducibility achievable with multi-axis processing strategies.
Precis. Eng. 2022;78:233-247. https://doi.org/10.1016/j.precisioneng.2022.08.009

. Parker N.W., Brodie A.D., McCoy J.H. A high throughput NGL electron-beam direct-write lithography system. In: Proceeding

SPIE Emerging Lithographic Technologies. V. 3997. 2000. https://doi.org/10.1117/12.390042

Itoh S., Tanaka M., Tonegawa T. Development of field emission displays. J. Vac. Sci. Technol. B. 2004;22(3):1362—1366.
https://doi.org/10.1116/1.1691409

Villarroya M., Barniol N., Martin C., Pérez-Murano F., Esteve J., Bruchhaus L., Jede R., Bourhis E., Gierak J. Fabrication
of nanogaps for MEMS prototyping using focused ion beam as a lithographic tool and reactive ion etching pattern transfer.
Microelectron. Eng. 2007;84(5-8):1215-1218. https://doi.org/10.1016/j.mee.2007.01.074

Appleton B.R., Tongay S., Lemaitre M., Gila B., Fridmann J., Mazarov P., Sanabia J.E., Bauerdick S., Bruchhaus L.,
Mimura R., Jede R. Materials modifications using a multi-ion beam processing and lithography system. Nuclear
Instruments and Methods in Physics Research Section B: Beam Interactions with Materials and Atoms. 2012;272:153-157.
https://doi.org/10.1016/j.nimb.2011.01.054

Pease R.F., loakeimidi K., Aldana R., et al. Photoelectronic analog-to-digital conversion using miniature electron optics:
Basic design considerations. J. Vac. Sci. Technol. B. 2003;21(6):2826-2829. https://doi.org/10.1116/1.1621664

Srivastava K., Le-The H., Lozeman J.J.A., van den Berg A., van der Stam W., Odijk M. Prospects of nano-lithographic
tools for the fabrication of surface-enhanced Raman spectroscopy (SERS) substrates. Micro and Nano Engineering (MNE).
2024;23:100267. https://doi.org/10.1016/j.mne.2024.100267

Kysnenos I1.C. Boripocs! u mepcrieKTUBBI pa3BUTHS MEXaTPOHUKHA M MUKPOCUCTEMHOMN TeXHUKH. Hano- u Mukpocucmemuas
mexnura. 2024;25(4):159-169. https://doi.org/10.17587/nmst.25.159-169

Kysnuernos I1.C. MUKpPO3I€KTPOMEXaHUYECKUE CUCTEMBI: ITyTh K COBEPIICHCTBOBAHHUIO TUPOCKONOB. Russian Technological
Journal. 2025;13(3):103-121. https://doi.org/10.32362/2500-316X-2025-13-3-103-121

Chang T.H.P., Thomson M.G.R., Yu M.L., et al. Electron beam technology — SEM to microcolumn. Microelectron. Eng.
1996;32(1-4):113-130. https://doi.org/10.1016/0167-9317(95)00366-5

Kim H.S., Ahn S., Kim D.W., Oh T.-S., Ahn S.J. Efficient electron beam condensing for low-energy microcolumn lithography.
Microelectronics J. 2008;39(1):94-98. https://doi.org/10.1016/j.mejo.2007.09.030

Hu J., Yue L., Ma Y., Liu F., Kang Y. Aberration calculation of microlens array using differential algebraic method.
Ultramicroscopy. 2025;269:114085. https://doi.org/10.1016/j.ultramic.2024.114085

Zlatkin A., Garcia N. Low-energy (300eV) versatile scanning electron microscope with 30 nm resolution. Microelectron.
Eng. 1999;45(1):39-46. https://doi.org/10.1016/S0167-9317(98)00260-3

Ximen J. Chapter One — The electron optical imaging system and its aberrations. In: Hawkes P.W., Hytch M. (Eds.). Advances
in Imaging and Electron Physics. Elsevier; 2023. V. 226. P. 1-88. https://doi.org/10.1016/bs.aiep.2023.03.003

Weigand H., Gautsch S., Strohmaier W., Blideran M., Staufer U., de Rooij N.F., Kern D.P. Microcolumn with variable axis lens
for large scan fields and pixel numbers. Microelectron. Eng. 2011;88(8):2431-2434. https://doi.org/10.1016/j.mee.2010.12.120
Mankos M., Lee K.Y., Muray L., et al. Optimization of microcolumn electron optics for high current application. J. Vac. Sci.
Technol. B. 2000;18(6):3057-3060. https://doi.org/10.1116/1.1321756

Feng Y., LiW., Chen Y., Kang X., LiJ., Tang K., Zhao Z., Liu X., Zhou K., You Y., LiM,, Li P,, Xu Z., Zhao T., Mao R. Design and
performance of a low-emittance electron gun for electron beam probe. Nuclear Inst. Methods in Physics Research, A: Accelerators,
Spectrometers, Detectors and Associated Equipment. 2024;1066:169604. https://doi.org/10.1016/j.nima.2024.169604

Fox J., Lee H.K., Alajo A.B., Avachat A. Simulation study of electron beam optics for a distributed X-ray source toward
stationary CT architecture. Nuclear Inst. Methods in Physics Research, A: Accelerators, Spectrometers, Detectors and
Associated Equipment. 2024;1062:169149. https://doi.org/10.1016/j.nima.2024.169149

Russian Technological Journal. 2026;14(3):106-114
113


https://doi.org/10.1016/j.optlaseng.2024.108308
https://doi.org/10.1116/1.588018
https://doi.org/10.1088/0960-1317/2/1/006
https://doi.org/10.1016/j.ultramic.2023.113908
https://doi.org/10.1016/j.vacuum.2021.110236
https://doi.org/10.1016/j.ultramic.2021.113288
https://doi.org/10.1016/j.mne.2024.100286
https://doi.org/10.1016/j.precisioneng.2022.08.009
https://doi.org/10.1117/12.390042
https://doi.org/10.1116/1.1691409
https://doi.org/10.1016/j.mee.2007.01.074
https://doi.org/10.1016/j.nimb.2011.01.054
https://doi.org/10.1116/1.1621664
https://doi.org/10.1016/j.mne.2024.100267
https://doi.org/10.17587/nmst.25.159-169
https://doi.org/10.32362/2500-316X-2025-13-3-103-121
https://doi.org/10.1016/0167-9317(95)00366-5
https://doi.org/10.1016/j.mejo.2007.09.030
https://doi.org/10.1016/j.ultramic.2024.114085
https://doi.org/10.1016/S0167-9317(98)00260-3
https://doi.org/10.1016/bs.aiep.2023.03.003
https://doi.org/10.1016/j.mee.2010.12.120
https://doi.org/10.1116/1.1321756
https://doi.org/10.1016/j.nima.2024.169604
https://doi.org/10.1016/j.nima.2024.169149

Optimal electrode design Pavel S. Kuznetsov,

for

microminiature electronic optics Anton O. Sinelnikov

26.

27.

28.

29.

30.

31

32.

Mi

Sinelnikov A.O., Smetanin I.A., Basov B.A., Smetanin E.A., Bykanova U.F. Effect of Ignition Voltage Amplitude on
Breakdown Delay Time of Ring Laser Discharge Gap. In: 2025 7th International Youth Conference on Radio Electronics,
Electrical and Power Engineering (REEPE). 2025. https://doi.org/10.1109/REEPE63962.2025.10971095

Kazemupyx B.B., Kypranos W.I., IlonkomaeB A.A., CaBunkas T.H. Ontumm3anust 31eKTPOHHO-ONTHYECKOW CHUCTEMBI
PacTpOBOro MEKTPOHHOIO MUKPOCKOIIA JUIsl U3MEPEHUS PA3MEPOB MUKPO- U HAHOOOBEKTOB. [logepxnocme. Penmeenosckue,
CUHXPOMPOHHbLE U HelmpoHHble uccredosanus. 2019;7:36—41. https://doi.org/10.1134/S0207352819070072

bakymun E.M., Kypymun I'B., Ctporanos K.A. Pe3ynbrarsl MoieIUpOBaHUs KOHCTPYKIIMU MUKPOAKCEIEPOMETPa Ha OC-
HOBE MHTETPUPOBAHHON TEXHOJIOTMH MHKPOMEXAHHKH M aKyCTOIJIEKTPOHUKHU. DnekmpoHuuas mexuuxa. Cepus 3: Mukpo-
anexmponuka. 2018;2(170):43—49. https://elibrary.ru/xtxzvz

Tpanamko [ A. CuHTE3 ONITOAIEKTPOHHON CHCTEMBI YCTAHOBKH KOHTPOJISI MUKPOJJIEKTPOHHBIX CTPYKTYP. Hayka u mexuuxa.
2014;1:38-43. https://elibrary.ru/rylmup

benbckuii M. /1., CyBopunoB A.B., ®unumnuyk T.C., [1lax6a3zos C.1O. PacueT TeXHOIOrHYECKUX JOMYCKOB B AJICKTPOCTATH-
YEeCKHX JIMH3aX JUIS AJIEKTPOHHO-JIYYEBbIX MUKPOKOJIIOHH. HM36ecmus vicuiux yueOHvlx 3aeedenutl. Inexkmponuka. 2006;1:
76-83. https://elibrary.ru/hsywrb

Kazpmupyx B.B., Kypranos WN.I'., CaBunkass T.H. Pacuer MunuatiopHoit ¢popMHUpPYIOIEH JTUH3bI BBICOKOBOJIBLTHOIO JJIEK-
TpoHHOTO Jutorpada. Ilosepxnocmos. Penmeenosckue, CunxpompoHuvle u HelumponHvle ucciedosanus. 2020;12:89-94.
https://doi.org/10.31857/S1028096020120158

Benbckuit M. /1., JIbBoB B.T"., Pribasiko B.B. MonenpoBanue oxycupyrolieit MUKpOJIHH3bI [UTs 0xke-aHanu3aropa ¢ [[3A. Hzee-
cmusi Poccutickoti akademuu Hayk. Cepus ¢uzuueckas. 2013;77(8):1059-1062. https://doi.org/10.7868/S0367676513080061

About the Authors

Pavel S. Kuznetsov, Cand. Sci. (Eng.), Deputy Head of the Experimental Complex of Microelectronics and
cromechanical Systems, State Scientific Research Institute of Instrument Engineering (GosNIIP) (125, Mira pr.,

Moscow, 129226 Russia). E-mail: ps_kuznetsov@mail.ru. Scopus Author ID 58513707600, RSCI SPIN-code

65

Mi

64-9540, https://orcid.org/0000-0001-5459-7883
Anton O. Sinelnikov, Cand. Sci. (Eng.), Associated Professor, Basic Department “Nanotechnology and
crosystem Technology,” RUDN University (6, Miklukho-Maklaya ul., Moscow, 117198 Russia). E-mail:

mr.sinelnikov.a@mail.ru. Scopus Author ID 55382453500, ResearcherlID AAC-2606-2022, RSCl SPIN-code

24

42-7507, https://orcid.org/0000-0002-5579-3509
006 aBTOpax

KysHeuoe [Masen CepreeBMq, K.T.H., 3aMeCTuUTeJlb Ha4aJibHMKa 3KCNnepmMMeHTa/lbHOro Komrnjiekca Mu-

KPO3MIEKTPOHUKM U MUKPOMEXAHMYECKUX CUCTEM, AKUMOHEpHOe 06WecTBO «[0OCYyQapCTBEHHbIA Hay4yHO-

nc
0.

cnegoBaTeNbCKNii MHCTUTYT npubopocTpoeHus» (AO «ocHUWM») (129226, Poccusa, Mocksa, np-T Mwupa,
125). E-mail: ps_kuznetsov@mail.ru. Scopus Author ID 58513707600, SPIN-kon PWHL, 6564-9540,

https://orcid.org/0000-0001-5459-7883

CviHenbHUKOB AHTOH OneroBud, K.T.H., OOLEHT, kadenpa «HaHOTEXHONOrMN N MUKPOCUCTEMHAA TEXHWU-

ka», PrAQY BO «Poccuiickuii yHuBepcuTeT apyx6bl HapoaoB umenun Matpuca Jlymym6sl) (PYAH) (117198, Poc-

cu

q, Mocksa, yn. Muknyxo-Maknas, a. 6). E-mail: mr.sinelnikov.a@mail.ru. Scopus Author ID 55382453500,

Researcher|D AAC-2606-2022, SPIN-kon PUHL, 2442-7507, https://orcid.org/0000-0002-5579-3509

Translated from Russian into English by L. Bychkova
Edited for English language and spelling by Thomas A. Beavitt

114

Russian Technological Journal. 2026;14(3):106-114


https://doi.org/10.1109/REEPE63962.2025.10971095
https://doi.org/10.1134/S0207352819070072
https://elibrary.ru/xtxzvz
https://elibrary.ru/rylmup
https://elibrary.ru/hsywrb
https://doi.org/10.31857/S1028096020120158
https://doi.org/10.7868/S0367676513080061
mailto:ps_kuznetsov@mail.ru
https://orcid.org/0000-0001-5459-7883
mailto:mr.sinelnikov.a@mail.ru
https://orcid.org/0000-0002-5579-3509
mailto:ps_kuznetsov@mail.ru
https://orcid.org/0000-0001-5459-7883
mailto:mr.sinelnikov.a@mail.ru
https://orcid.org/0000-0002-5579-3509

Russian Technological Journal. 2026;14(3):115-130 ISSN 2500-316X (Online)

Mathematical modeling

MaremaTnueckoe MOae/JIMpOBaHUE

UDC 001.57: 004.942
https://doi.org,/10.32362/2500-316X-2026- 14-3-115-130 ORI
EDN MYWEJW

RESEARCH ARTICLE

Features of analytical modeling of nonlinear
surface waves in gradient media

Sergey E. Savotchenko 1: @,
Nadezhda O. Afanasyeva 2

" MIREA - Russian Technological University, Moscow, 119454 Russia
2 Sergo Ordzhonikidze Russian State Geological Prospecting University, Moscow, 117997 Russia
@ Corresponding author, e-mail: savotchenkose@mail.ru

e Submitted: 13.10.2025 ¢ Revised: 10.11.2025 ¢ Accepted: 20.03.2026

Abstract

Objectives. An important role in modern physics, particularly in waveguide optics, is played by studies that involve
the search for exact solutions to equations used in modeling to identify classes of exactly solvable models. This work
set out to use analytical modeling methods to explore the properties of surface shear waves propagating without loss
along the interface between a nonlinear and a graded-index nonmagnetic medium.

Methods. Methods of mathematical modeling, calculus, mathematical physics, differential equations, and the theory
of special functions were used. Fundamental principles, methods, and physical models of nonlinear and waveguide
optics were also applied.

Results. The properties of surface transverse waves propagating along the interface between a nonlinear and
a graded-index medium are modeled. In order to model the nonlinearity of the medium to describe the nonlinear
optical response of the medium to electric field perturbations, the linear dependence of permittivity on light intensity
is chosen as a parameter. The graded-index medium is modeled using a spatial profile of permittivity as a function
of distance from the interface for which an exact analytical solution to the stationary wave equation can be found.
A mathematical formulation of the model is presented, consisting of a conjugation boundary value problem for
a nonlinear equation with variable coefficients. Exact analytical solutions to this boundary value problem are found
for the cases of focusing and defocusing nonlinearities to describe the spatial distributions of the electric field
strength in the direction transverse to the interface. Analysis of the model revealed significant differences in the
spatial distribution of the field intensity in surface waves propagating in the focusing and defocusing media. The
effect of the values of model parameters used to characterize the optical properties of the contacting media on the
spatial distribution of light intensity in surface waves was also studied in detail.

Conclusions. The obtained, which results supplement the existing theory of nonlinear and waveguide optics, can
be applied in the design of new waveguide structures with user-defined properties. The obtained new solutions
expand the class of exactly solvable models of planar waveguide structures with distributed inhomogeneous and
nonlinear properties.

Keywords: mathematical modeling, mathematical model, boundary value problem, exact solution, surface wave,
waveguide optics, nonlinear optics

© S.E. Savotchenko, N.O. Afanasyeva, 2026
115


https://doi.org/10.32362/2500-316X-2026-14-3-115-130
https://www.elibrary.ru/MYWEJW
mailto:savotchenkose@mail.ru

Features of analytical modeling of nonlinear Sergey E. Savotchenko,
surface waves in gradient media Nadezhda O. Afanasyeva

For citation: Savotchenko S.E., Afanasyeva N.O. Features of analytical modeling of nonlinear surface waves in gradient
media. Russian Technological Journal. 2026;14(3):115-130. https://doi.org/10.32362/2500-316X-2026-14-3-115-130,
https://www.elibrary.ru/MYWEJW

Financial disclosure: The authors have no financial or proprietary interest in any material or method mentioned.

The authors declare no conflicts of interest.

HAYYHAA CTATbA

Oco0eHHOCTH aHAJUTHYECKOI0 MOIEJTUPOBAHUSA
HeJIMHENHBIX INOBEPXHOCTHBIX BOJIH
B I'PAIUCHTHLIX Cpe€aax

C.E. CaBotueHko '+ @,
H.O. AdaHacbeBa 2

T MUP3A - Poccuiickuii TexHonornyeckuii yausepcutet, Mocksa, 119454 Poccus

2 Poccuiickuii rocyaapcTBeHHbIN reo10ropa3BenoyHsiii yHusepeuteT um. Cepro OpaXoHUKuA3e,
Mocksa, 117997 Poccusi

@ AsTop Ansi nepenvcku, e-mail: savotchenkose@mail.ru

e Moctynuna: 13.10.2025 e fopa6oTaHa: 10.11.2025 ¢ MpuHaTa kK ony6nukosaHuio: 20.03.2026

Pesiome

LUenu. BaxHylo ponb B COBPEMEHHON PU3NKE N BOJIHOBOLHOM OMNTUKE UIPaloT U UCCNEOOBAHUA, CBA3aHHbIE
C HaxXOXOEHVEM TOYHbIX PELUEHUNN NUCMONb3YEMbIX NMPU MOLENNPOBAHUN YPaBHEHWI, NO3BONSAIOLWME BbIABUTH
Knacchl TOYHO pellaemMbix Moaeneit. Llenb paboTbl — M3yYeHne CBOMCTB MOBEPXHOCTHbIX NMOMEPEYHbIX BOJIH, pac-
NPOCTPaHSIOLWLMXCS BOOb rPaHULbl pa3aena HeNMHENHOM U rpaaueHTHON HEMArHUTHbIX cpe 6e3 noTepsb.
MeTopabl. B paboTe 1crnonb30BaHbl METOAb MAaTEMATUYECKOrO MOAENIMPOBAHMS, METObI aHanM3a u matemMa-
Tnyeckon Guankn, anddepeHumanbHbiX YpaBHEHUIA 1 TEOPUM cneymanbHbix GyHkumii. cnonb3osanuch 6a30-
Bbl€ MPUHLWMbI, METOAbI U GU3NHECKME MOLESNIN HENIMHENHOW N BOJTHOBOAHOM ONTUKN.

PesynbTatsl. [1poBeaeHO MoaeNnpoBaHe CBOMCTB MOBEPXHOCTHbLIX MOMEPEYHbIX BOJIH, PACMNPOCTPaHAOLLNX-
CA BOOJIb rpaHuubl pasgena HeIMHENHON N rpadneHTHOM cpen. B kayecTBe mMoaenu HENMHENHOCTU Cpenbl,
OMUCHIBAIOLLEN HENIMHENHO-ONTUYECKNA OTKIMK CPeAbl HAa BO3MYLLLEHUS 3JIEKTPUYECKOrO MNoss, BolbpaHa nu-
HelHaa dopma 3aBUCUMOCTU ANIJIEKTPUYECKON MPOHULAEMOCTN OT MHTEHCMBHOCTMK CBeTa. B KkauecTse mone-
N1 TPaANEHTHOW cpenbl BbibpaHa ¢popmMa NPOCTPaAHCTBEHHOIrO NPOGUAsA AU3NEKTPUYECKON NPOHULAEMOCTH,
onuvcbiBaoLLLasd ee USMEHEHVE B 3aBUCMMOCTM OT PaCCTOSAHUSA 00 rpaHuLbl pasaena, aj1s KOTOPOM MOXHO HanTU
TOYHOE aHa/IMTMYEeCKOe peLleHne CTauoHapHoro BOJIHOBOrO ypaBHeHud. lNpueeneHa matemartmndeckasa dop-
MYJIMPOBKa MOAENM, KoTopas npeacTaBnseT coboli KpaeByo 3a4a4y COMNPSXeHUs AN HEJIMHEHOrO ypaBHe-
HUA C NepeMeHHbIMU KoadbdurumeHTaMmun. HargeHbl TOYHbIE aHaIMTUYECKNE PELLEeHN AaHHOM KpaeBon 3aja4n
ang cny4daes dokycupyowen n nedoKyCupyoLLen HEJIMHENHOCTEN, KOTOPbIE ONUCLIBAIOT NPOCTPAHCTBEHHbIE
pacnpeneneHns HanpsaXeHHOCTU SNEKTPUYECKOro Nosd B NOMNepeYyHoOM rpaHuLe pasaena cpe HanpasieHuu.
AHann3 moaenu no3BoJsin BbIABUTb CYLLLECTBEHHbIE PA3INYMA MPOCTPAHCTBEHHOIO pacnpeneneHns MUHTEHCUB-
HOCTU NMOJIA B MOBEPXHOCTHbIX BOJIHAX, PACMPOCTPAHAIOLLNXCA B GOKYCUPYIOLWMX N 0edOKYCUPYIOLLNX Cpenax.
[MpoBeneH aetanbHbIM aHaNM3 BIANAHUSA 3HAYEHNI NapaMeTPOB MOLEIN, XapaKTEPUIYIOLLMX ONTUYECKNE CBOM-
CTBa KOHTaKTUPYIOLLNX CPe, Ha NPOCTPAHCTBEHHOE pacrnpenesieHne NHTEHCUBHOCTU CBETa B MOBEPXHOCTHbIX
BOJIHAX.

Russian Technological Journal. 2026;14(3):115-130
116


https://doi.org/10.32362/2500-316X-2026-14-3-115-130
https://www.elibrary.ru/MYWEJW
mailto:savotchenkose@mail.ru

Features of analytical modeling of nonlinear
surface waves in gradient media

Sergey E. Savotchenko,
Nadezhda O. Afanasyeva

BbiBoAabl. [lonyyeHHble pesynbrarbl AOMOJSHAIOT CYLWECTBYIOLLYIO TEOPUIO HEJIMHENHOW W BOJIHOBOOHOWM OMTUKW
1 MOTYT HarTW NPUMEHEHNE NPU NPOEKTUPOBAHNM HOBbIX BOJIHOBOAHbLIX CTPYKTYP C OnpeaensaemMbsiMm rnosib3osare-
ngMu ceoncTBamMm. [onyyeHHble HOBblE PELLEHNSA PACLUMPSIOT KNAacC TOYHO PELLaeMbIX MOLESNEN MiaHaPHbIX BOJIHO-
BOLHbIX CTPYKTYP C pacnpeeneHHbIM1U HEOLAHOPOOHLIMU N HENIMHENHBIMU CBOMCTBaMM.

KnioueBble cnoBa: MatemMaTMyeckoe MogeNnpoBaHne, MaTteMaTnyeckass MOAesNb, KpaeBas 3azaqa, TO4HOe peLle-
HMe, MOBEPXHOCTHas BOSIHA, BOIHOBOAHASA ONTUKA, HENMMHENHAa onTuka

Ana uutupoBaHua: CasotyeHko C.E., AdaHacbeBa H.O. OcCoBGeHHOCTM aHanUTUY4eCKOro MOOEeNMPOBaHUS He-
JINHENHbIX MOBEPXHOCTHbIX BOJIH B rpagMeHTHbIX cpepax. Russian Technological Journal. 2026;14(3):115-130.
https://doi.org/10.32362/2500-316X-2026-14-3-115-130, https://www.elibrary.ru/MYWEJW

Mpo3payHocTb pMHAHCOBOM AEATENBHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aMHTEPECOBAHHOCTY B NPEACTaB/IEH-

HbIX MaTepuanax nin Mmetogax.

ABTOpbI 3251BNSIIOT 06 OTCYTCTBUM KOHGMIMKTA UHTEPECOB.

INTRODUCTION

Mathematical modeling occupies a central place in
modern physics and waveguide optics. In particular [1],
this approach can be used to identify, describe, and
predict the behavior of a physical system under the
influence of various parameters. Most mathematical
models of physical processes are based on boundary
value problems for partial differential equations, which
under certain conditions can transform into ordinary
differential equations. Modern computing systems can
be used not only to find solutions to such problems using
numerical methods but also to visualize them. However,
an important role in applied mathematical research his
also played by problems of finding exact solutions to
formulated equations, which permit the identification of
classes of exactly solvable models. The existence of an
exact solution, as opposed to a numerical one, makes
it possible not only to quickly and clearly analyze the
effect of model parameters on the process under study,
but also to obtain asymptotic expressions and other
estimates in explicit analytical form [2].

The obtaining of exact solutions to boundary
value problems arising in the modeling of surface
wave propagation in planar waveguide structures
is discussed in the work [3]. Although waveguide
properties of interfaces between media with different
optical characteristics have been examined in numerous
works [4—6], many unexplored problems remain that
involve the analytical description of surface wave
properties within the framework of waveguide models
that allow exact solutions. Such models are referred to
as exactly solvable [7].

In nonlinear and waveguide optics, the
fundamental model equation is the wave equation,
which is derived from Maxwell’s equations. For
time-independent wave processes, the wave equation
transforms into the Helmholtz equation [8]. The
optical properties of the medium in which the wave
process is being studied are determined by the

refractive index or permittivity (for nonmagnetic
media). Therefore, the choice of the form of
dependence of these characteristics on the process
function (e.g., light intensity) or spatial variables
determines the possibility of an exact solution to
the model equation. Such dependencies, which are
themselves model equations, characterize the optical
response of the medium to various perturbations.

The nonlinear response of a medium is described
by models in which the permittivity depends on the
light intensity, i.e., on the square of the amplitude of
the electric (or magnetic) field strength [9]. Many of
these models allow exact analytical solutions. The most
common of these is the Kerr nonlinearity model, in which
the permittivity depends linearly on the light intensity. In
such a nonlinear model, depending on the geometry of
the system, there are various classes of exact solutions
for nonlinear equations, known as solitons [10-12],
kinks, and cnoidal waves [ 13]. Furthermore [12], solitons
can be not only optical, but also of a different physical
nature, which emphasizes the wide application of similar
mathematical models fora large class of phenomena that
differ in physical nature.

The spatial inhomogeneity of the optical properties
of a medium is characterized using models in which
the permittivity depends on spatial coordinates. In
waveguide optics, the media in which the refractive
index smoothly depends on the spatial coordinate are
referred to as graded-index media [14]. In this case,
the equation contains variable (distributed) coefficients
determined by the chosen inhomogeneity model. Exact
analytical solutions are known for a wide range of
models; these solutions are expressed through various
special functions [15].

From a physical perspective, it is important to
investigate the characteristics of wave propagation
along interfaces between media having different optical
properties. When modeling such processes, boundary
value problems with conjugation conditions at the
interface are formulated. A number of studies examined
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various surface waves propagating along interfaces
between nonlinear and inhomogeneous media [16].
Exact solutions to model conjugation boundary value
problems describing various types of surface waves
were obtained [17, 18].

Recently [19], a study was made of surface waves
along the surface of an optically inhomogeneous crystal
with permittivity € modeled by a special type of profile
generalizing a hyperbolic profile (¢ ~1/x) [20] and an
inverse square profile (¢ ~1/x?) [21]. Consideration
was made of the contact of an inhomogeneous medium
having such a profile with a homogeneous linear medium
in which the field intensity decreases exponentially with
distance from the interface between the media. An exact
analytical solution to the posed conjugation boundary
value problem was found, the possibility of whose
expression through the Whittaker function has been
demonstrated.

The present work examines the contact of an
inhomogeneous medium with an optical nonlinear
medium having the same spatial profile. Kerr nonlinearity
was chosen as the model of the nonlinear response. It
is confirmed that the boundary value problem has an
exact solution with this choice of inhomogeneity and
nonlinearity models. The resulting solution is used to
identify the characteristics of the formation of the spatial
profile of the electric field in the transverse direction
of the interface between the media at various optical
parameters of the model.

The main result of this work is the derivation of
an exact solution for this configuration of media. This
solution describes a new type of wave with a novel shape
of its profile in the direction transverse to the interface
between the media. Furthermore, the sensitivity of
the properties of this wave to changes in the optical
parameters of the media is revealed.

1. MATHEMATICAL FORMULATION
OF THE MODEL

Consider a plane interface between two lossless
nonmagnetic media having different optical properties.
Let the interface plane be located in the x = 0 coordinate
plane (the yOz plane in space), and let the x axis be
perpendicular to the interface and aligned with the
direction of surface wave propagation. If the media are
assumed to be uniform along their interface, then the
electric field distribution in the transverse wave will
also be uniform along it and characterized by spatial
differences only in the transverse direction. When
modeling surface waves in such systems, the problem
is reduced to a one-dimensional one in the direction
perpendicular to the interface; its solution describes the
spatial distribution of the y component of the electric
field strength vector in this direction.

As is known [8], the fundamental equation of
the theory of waveguide optics for the transverse
distribution u(x) of the electric field in a surface wave
can be written in the form

u"(x)+ {kga(x,l) —B2lu(x) =0, €))

where &(x, I) is the permittivity; / = u? is the
intensity of the electric field (light); k, = 2n/A is the
longitudinal wave number; A, is the wavelength of
the sent radiation; and [ is the propagation constant,
which is related to the effective refractive index n by
the expression B = nk,,.

Equation (1) is, in general, a nonlinear equation with
variable coefficients.

The optical properties of media and their
spatial distribution are completely described by the
permittivity &(x, /). Therefore, the differences in models
of media are described by this function. In the case
of a flat interface between media, such a function is
represented in step form:

&g (x), x>0,
&)= {aN (), x <0, @

where itis considered that the model describes the contact
of a nonlinear medium with a graded-index medium and
assumed that the nonlinear medium occupies a half-
space x < 0, while the graded-index medium fills the
half-space x > 0.

In (2), the function &\ (/) describes the dependence
of the permittivity on the light intensity in the nonlinear
medium. Its specific form is determined by the model
of the medium’s nonlinearity, which characterizes the
nonlinear optical response of the medium to electric
field perturbations arising from the redistribution
of internal charges with varying intensity of the
laser radiation exciting the surface wave. Note that
there is a wide variety of real materials exhibiting
Kerr nonlinearity. For example, these include crystals
like AgGaSexsz(1 T which have high nonlinearity,
including Kerr nonlinearity, and in which the refractive
index changes proportionally to the square of the light
field strength, as well as GaP, InAs, InP, and InSb
semiconductors.

The function g5(/) actually characterizes the spatial
inhomogeneity of the refractive index profile in a
graded-index medium. Its specific form is determined by
the graded-index medium model, in which the change in
refractive index with distance from the surface depends
on the spatial distribution of charges induced, for
example, by implanted ions. In this case, the refractive
index profile can be similar to the spatial distribution
of the implanted ion concentration. This means that,
if it is technologically possible to create a specific ion
concentration profile by implantation, a corresponding
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refractive index profile will be obtained to determine the
function g5(/).

In this paper, we consider the most common model
of nonlinearity in the form of a linear dependence
of permittivity on light intensity (i.e., a quadratic
dependence on electric field). This model describes
nonlinear media that exhibit the Kerr effect and are
called Kerr media. In the case of Kerr nonlinearity, the
function g(/) can be written as

en() = g\ (D) + o, (3)

where o is the Kerr nonlinearity coefficient, and
gon = En(/= 0) is the unperturbed value of the permittivity
of the nonlinear medium.

In nonlinear optics, a positive value of the
Kerr nonlinearity coefficient is characteristic of
media in which a self-focusing effect of light beam
propagation is exhibited (focusing media), while
a negative value models media characterized by a
defocusing effect (defocusing media) [9]. The choice
of the nonlinearity model in form (3) is primarily
due to the fact that Eq. (1) with coefficient (3) has
exact analytical solutions, the specific form of which
is determined by the sign of the Kerr nonlinearity
coefficient and additional conditions (boundedness,
periodicity, etc.).

To model the spatial inhomogeneity of the refractive
index in the graded-index medium in this work, we use
a function of the form

2 o)
x+h  (x+h)?’

where ¢, e, e,, and h are the parameters of the spatial
profile of the permittivity.

The choice of the graded-index medium model in
form (4) is primarily due to the fact that Eq. (1) with
coefficient (4) has exact analytical solutions [19],
whose specific form is determined by the profile
parameters and expressed through special functions
of mathematical physics. In addition, the shape of the
permittivity profile of form (4) is a generalization of
the monotonically decreasing profiles of the refractive
index that were previously used in modeling surface
waves propagating along the contact of graded-index
media with a Kerr nonlinear medium. In particular,
ate; = e, = 0, expression (4) takes the form of the profile
eg(x)= e /(x+h)[20],and ate; = e, = 0, Eq. (4) becomes
the profile 5(x) = e,/(x + h)* [21].

A refractive index profile that sharply
monotonically (but not exponentially) decreases within
a narrow region was mentioned in the development
of special photonic crystal heterostructures [22, 23].
A profile of form (4) is a more general version of the
hyperbolic profile mentioned in those works. Selecting
the parameters of profile (4) allows for a more accurate

eg(x)=¢y +

approximation of experimentally obtained profiles
of a similar class. In this regard, interest arises in
theoretically studying the possibility of constructing a
crystalline system as a composite of the above types of
optical materials, which could lead to the discovery of
new properties.

Since the coefficient ¢ in Eq. (1) is generally
discontinuous (with a jump), its solution can be
represented as

un (1), x <0,

where the sought functions u(x) and u(x) describe the
spatial transverse distributions of the electric field strength
in the graded-index and nonlinear media, respectively;
and are defined on the corresponding half-axes.

As a result, instead of Eq. (1), taking into
account (2)—(5), two equations can be written on the
half-axes:

u(x) = {MG (x), x>0 )

up (x)+| e + 9,2 2|«
G O " x+h  (x+h)? (6)

x kguG (x)=0,x>0,

Uy (x) + fegy + ol | — 12 ki (x) = 0, x < 0. (7)

The requirement for continuity of the components
of the electromagnetic field when moving from one of
the media to the other leads to the need to use boundary
conditions of conjugation at the interface between the
media at x = 0:

ug(+0) = ug(-0), (8)
ug; (+0) = up (0). 9)

From here on,

lim f(x) = /(20)

we mean one-sided limits

Since the field must tend to zero at infinity, the
following conditions at infinity naturally arise:

lim ”G,N(x) =0. (10)
x—>to0

Thus, the mathematical formulation of the model
is a boundary value problem of finding continuous
and bounded solutions of Egs. (6) and (7) on the
corresponding half-axes that are related by conjugation
conditions (8) and (9) and satisfy the conditions at
infinity (10).

2. ANALYTICAL RESULTS

Equation (6) is an equation with variable
coefficients, and its solution bounded on the positive
half-axis can be written in various ways: through a
hypergeometric function, a confluent Heun function, or
also a Whittaker function. In our opinion, the preferred
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form of representing the solution is through the
Whittaker function.

A solution, bounded on the positive half-axis, to the
Whittaker differential equation [24]

is the Whittaker function Wiy (z). By changing the
variables, Eq. (6) is reduced to the Whittaker equation,
and then its solution bounded on the positive half-axis
can be written as

Wiv (p(x+h))

> 11
W, (ph) ()

ug(x)=u,

where u, is the amplitude of the electric field strength at
the interface between the media, and the subscripts and
parameters of the Whittaker function are determined by
the coefficients of Eq. (6) as

eky

=, (12)
2«/112 -¢

= J1-4kZe, /2, (13)

p=2ky\n?> —¢,. (14)

For such a solution to exist, the conditions n%> eyand
k¢ >1/4e, must be met. Due to the choice of the
Whittaker function, solution (11) satisfies the condition
at infinity (10), which for it has the form
ug(x) — 0 as x — +oo.

Equation (7) is a nonlinear differential equation. It
has several types of solutions, depending on the sign
of the nonlinearity coefficient o. Therefore, further
analysis of the model is carried out separately for the
cases o > 0 and o < 0.

(1) The case of focusing nonlinearity (o > 0).

At o > 0, a solution, bounded on the negative half-
axis, to Eq. (7) satisfies the condition at infinity (10),
which for it has the form uy(x) — 0 as x — —o, and is
expressed through the hyperbolic cosine:

_ |2 q
"= \/; beosh(gG—xg) )

q2 = k2(n2 - SON)’ (16)

Here,

and the quantity x,; is the position of the maximum (if any)
ofthe intensity of the surface wave in the nonlinear medium,
which is determined from the boundary conditions.

To determine the field amplitude at the interface
and xy;, solutions (11) and (15) should be substituted into
boundary conditions (8) and (9). Such transformations
give

2 q
Uy =4|— ——0, (17)
o kycosh(gxy)
1 q9G
xy = —artanh (—] , (18)
q q
where
W, (ph)
[TRY
46 =P~ (19)
L, (o)

Taking into account expression (18), from
relation (17), we can obtain the field intensity at the
interface between the media in the form

2 2
Iy =luo| == 0% 2o g 1K) (20)

Thus, an everywhere continuous, smooth, bounded,
vanishing at infinity solution to the posed boundary
value problem in the case of positive nonlinearity can be
written in the form

u(x)= \/7
kycosh (q(x - xN)) ’

Expression (21) describes a nonlinear surface wave
propagating along the interface between the nonlinear
focusing and the graded-index media using the selected
models of nonlinearity and spatial distribution of the
refractive index.

(2) The case of defocusing nonlinearity (o < 0).

At a <0, a solution, bounded on the negative half-
axis, to equation (7) satisfies the condition at infinity (10),
which for it has the form u(x) — 0 as x — —o0, and is
expressed through the hyperbolic sine:

HV (p(x+h))
pv(Ph)

x>

b

1)

x<0.

__ |2, q
NG s (gx)

To determine the field amplitude at the interface
and xy;, solutions (11) and (22) should be substituted into
boundary conditions (8) and (9). Such transformations

give
2 q
==, 23
“o \/; ksinh(qry) 23)
XN =larcoth (q—Gj (24)
q q

Taking into account (24), from (23), we can obtain
the field intensity at the interface between the media in
the form

2
Iy :W(qé /kg +eqn = 1%). (25)
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Thus, an everywhere continuous, smooth, bounded,
vanishing at infinity solution of the posed boundary
value problem in the case of negative nonlinearity can
be written in the form

WH’V (p(x + h)) 50
2] W T
u(x) = |a| . . (26)

kysinh (g(x = xy))’

Expression (26) describes a nonlinear surface wave
propagating along the interface between the nonlinear
defocusing and graded-index media using the selected
models of nonlinearity and spatial distribution of the
refractive index.

3. RESULTS OF MODELING THE PROPERTIES
OF SURFACE WAVES

First of all, we note the differences in the spatial
distribution of the field intensity / in the surface waves
propagating in the focusing and defocusing media in
contact with the graded-index medium in the considered
heterogeneity model.

Figure 1 shows the characteristic transverse
intensity profiles constructed using solutions (21)
and (26) at the same values of the optical parameters.
Note that we chose |a| = 1, specifically, o = 1 for the
case of the focusing medium (line /) and o = —1 for
the case of the defocusing medium (line 2). All other
parameter values are the same, and they are chosen so
that their values fall within the ranges of existence of
both surface waves.

45 -10 -5 0 5 10 15 «x
Fig. 1. Spatial distributions of the field intensity in the
surface waves determined by expressions (21) (line 1)
and (26) (line 2) at the following values of the system
parameters (in conventional dimensionless units):
kog=0.5,h=0.5,¢,=-0.1,e,=0.8,e6,=0.2, g5, =0.05,
n=0.44,anda=(7) 1and (2) -1

The surface waves are characterized by a single,
clearly defined maximum in the spatial distribution of
the field intensity, which decreases monotonically with
distance from the maximum in both directions from the
interface. In the selected range of parameter values,

the maximum of the intensity for both types of surface
waves is located in the graded-index medium. As will
be shown below, in the case of defocusing nonlinearity,
the maximum of the intensity is always located in the
graded-index medium, while in the case of focusing
nonlinearity, it can also be located in the nonlinear
medium (not only in the graded-index medium),
but at other parameter values. In other words, in the
defocusing nonlinear medium, the field always decays
strictly monotonically at any parameter values. In the
focusing medium, the decay can be nonmonotonic,
with an intensity spike near the interface, in which
case the decay in the graded-index medium becomes
monotonic.

The intensity peak height in the surface wave in
the defocusing medium (Fig. 1, line 2) significantly
exceeds the intensity peak height in the surface wave
in the focusing medium (Fig. 1, line 7). For example,
at the parameter values selected in Fig. 1, this excess
is more than twofold. This results in a higher light
intensity in the surface wave in the defocusing medium
in comparison with the intensity in the surface wave
in the focusing medium at the same distance from the
interface.

Below, we will present the results of modeling
the properties of the surface waves due to changes in
the optical characteristics of the media. For the cases
of focusing and defocusing media, this analysis is
performed separately.

Note that varying the parameters of the models
of nonlinearity (3) and graded-index media (4) means
that different media correspond to different parameter
values. Varying the effective refractive index » (which is
equivalent to varying the propagation constant ) means
changing the angle of incidence of the beam exciting the
surface wave in a given medium. Varying the longitudinal
wavenumber k, means changing the wavelength of the
radiation exciting the surface wave (for example, the
wavelength of a laser).

(1) The case of focusing nonlinearity (o > 0).

Modeling using analytical solution (21) revealed
that, depending on the effective refractive index, the
surface wave propagating along the interface with the
focusing nonlinear medium can be characterized by an
intensity maximum located in both the nonlinear and
the graded-index media. Specifically, at relatively low
effective refractive index values, the intensity maximum
is located in the graded-index medium. As the effective
refractive index increases, the maximum shifts closer
to the interface and then transitions into the nonlinear
medium (Fig. 2), while its height also increases. The field
penetration depth into the nonlinear medium increases;
however, in the graded-index medium, it initially
increases and then begins to decrease with increasing
effective refractive index.
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-10 -8 -6 -4 -2 2 4 6 8 10x
Fig. 2. Spatial distributions of the field intensity in the
surface waves in the focusing medium (expression (21))
at the following values of the system
parameters (in conventional dimensionless units):
a=1,ky=0.5,h=0.5¢,=-0.1,
e;=1,e,=0.1,gy,=0.05;
andn=(7)0.5,(2)0.65,and (3) 0.8

It can be seen that there are two distinct
characteristic field intensity distributions in the surface
wave propagating along the interface with the focusing
nonlinear medium at two different values of the effective
refractive index. One type corresponds to the maximum
intensity in the graded-index medium (Fig. 2, line /),
while the other corresponds to the maximum intensity in
the nonlinear medium (Fig. 2, line 3).

-15 -10 -5 0 5 10 15 x

Next, we will analyze the change in the spatial
distribution of the surface wave intensity at these two
characteristic values of the effective refractive index
when varying the parameters of the models of the
media.

Figure 3 illustrates the effect of the parameter 4
of graded-index profile (4) on the spatial distribution
of the surface wave intensity. With increasing 4, the
position of the intensity maximum shifts from the
graded-index medium to the nonlinear medium.
However, the shape of the field profiles depends on the
effective refractive index. In particular, at small values
of n (Fig. 3a), the field intensity is lower than that at its
large values (Fig. 3b).

Figure 4 presents the effect of the parameter e, of
graded-index profile (4) on the spatial distribution of the
surface wave intensity. At small values of the effective
refractive index (Fig. 4a), with increasing e,, the position
of the intensity maximum located in the graded-index
medium remains unchanged, and its height decreases. At
large values of the effective refractive index (Fig. 4b),
with increasing e,, the position of the intensity maximum
located in the nonlinear medium shifts to the graded-
index medium, and its height also decreases.

8 6 4 2 0 2 4 6 8x

Fig. 3. Spatial distributions of the field intensity in the surface waves in the focusing medium (expression (21))
at the following values of the system parameters (in conventional dimensionless units):

a=1,ky=0.5,,=-0.1,e, =

1,8,=0.2, g5 = 0.05,

(a)n=0.5andh=(1)0.5,(2) 0.7, and (3) 1.5;
and (b)n=0.8andh=(7)0.2, (2) 0.4, and (3) 0.6

0 2 4 6 8 10x
(b)

-10 -8 -6 -4 -2

Fig. 4. Spatial distributions of the field intensity in the surface waves in the focusing medium (expression (21))
at the following values of the system parameters (in conventional dimensionless units):
a=1,k;=0.5,e,=-0.1,e,=1,h=0.5, gy = 0.05,

(a)n=0.5and e, =(7)0.15, (2) 0.2, and (3) 0.25;
and (b)n=0.8ande,=(7)0.2,(2)0.5,and (3) 0.8
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Figure 5 shows the effect of the parameter e, of
graded-index profile (4) on the spatial distribution of the
surface wave intensity. At small values of the effective
refractive index (Fig. 5a), with increasing e,, the
position of the intensity maximum located in the graded-
index medium shifts into the depth of the graded-index
medium, and its height decreases. At large values of the
effective refractive index (Fig. 5b), with increasing e,
the position of the intensity maximum located in the
nonlinear medium shifts into the graded-index medium,
and its height also decreases.

Figure 6 displays the effect of the parameter ¢ of
graded-index profile (4) on the spatial distribution of the
surface wave intensity. At small values of the effective
refractive index (Fig. 6a), with decreasing e, the position
of the intensity maximum located in the graded-index
medium shifts into the depth of the graded-index medium,
and its height increases. At large values of the effective
refractive index (Fig. 6b), with decreasing e, the position
of'the intensity maximum located in the nonlinear medium
shifts into its depth, moving away from the interface
between the media, and its height does not change.

Figure 7 demonstrates the effect of the parameter ¢,
of nonlinear model (3) on the spatial distribution of the

-10 -5 0 5 10 x
(a)

surface wave intensity. At small values of the effective
refractive index (Fig. 7a), with increasing gy, the
position of the intensity maximum located in the graded-
index medium does not change, and its height decreases.
At large values of the effective refractive index (Fig. 7b),
a similar effect is observed when the position of the
intensity maximum is located in the nonlinear medium,
but the decrease in the height of the maximum is less
significant than in the case of small # in the same range
of gy

Figure 8 presents the effect of the nonlinearity
coefficient o of model (3) on the spatial distribution
of the surface wave intensity. At small (Fig. 8a) and
large (Fig. 8b) values of the effective refractive index,
with increasing o, the position of the intensity maximum
does not change, and its height decreases. However, at
large values of n, the penetration depth of the field into
the nonlinear medium decreases more significantly than
at small 7.

Figure 9 demonstrates the effect of the optical
parameters of the model on the intensity /, of the surface
wave at the interface between the media (expression (20)).
It should be noted that the dependencies of the intensity of
the surface wave at the interface on the optical parameters

6 4 20 2 4 6 8 10x

(b)

-10 -8

Fig. 5. Spatial distributions of the field intensity in the surface waves in the focusing medium (expression (21))
at the following values of the system parameters (in conventional dimensionless units):
a=1,k;=0.5,e,=-0.1,6,=0.2,h=0.5, g3 = 0.05,

(@)n=0.5and e, =(7)0.8,(2) 0.9, and (3) 0.95;
and (b)n=0.8ande;=(7)0.9,(2) 1.1,and (3) 1.5

-15

10 -8 6 -4 2 0 2 4 6 8
(b)

Fig. 6. Spatial distributions of the field intensity in the surface waves in the focusing medium (expression (21))
at the following values of the system parameters (in conventional dimensionless units):
a=1,ky=0.5,e,=1,6,=0.2, h=0.5, gy, = 0.05,
€,=(17)-0.1,(2)-0.2,and (3) 0.4,
andn=(a)0.5and (b) 0.8
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Fig. 7. Spatial distributions of the field intensity in the surface waves in the focusing medium (expression (21))
at the following values of the system parameters (in conventional dimensionless units):
a=1,k;=0.5,e5=-0.1,e,=1,6,=0.2,h=0.5, g5 = (7) 0.01, (2) 0.07, and (3) 0.1;
andn=(a)0.5and (b) 0.8

-10 -5 0 5 10 x -5  -10 -5 0 5 10 x
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Fig. 8. Spatial distributions of the field intensity in the surface waves in the focusing medium (expression (21))
at the following values of the system parameters (in conventional dimensionless units):
ky=0.5,e,=-0.1,e,=1,6,=0.2,h=0.5, g3 = 0.05,
a=(1)0.8,(2)1,and (3) 1.2;
andn=(a)0.5and (b) 0.8
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Fig. 9. Field intensity at the interface between the media (expression (20))
at the following values of the system parameters (in conventional dimensionless units): k, = 0.5;

(a) dependenceonnath=0.5e,=-0.1,e,=1,6,=0.2,¢,,=0.05,and a = 1;
(b) dependenceonhatn=0.5,e,=-0.1,e,=1,6,=0.2,g5,=0.05,anda = 1;
(c) dependenceone,atn=0.5¢,=-0.1,e,=1,h=0.5,¢,,=0.05,and a = 1;

(d) dependence one, atn=0.5,e,=-0.1,6,=0.2, h=0.5, gy = 0.05,and a = 1;

(e) dependence on |ey| atn=0.5,e,=1,€,=0.2, h=0.5,g,,=0.05,and a = 1;

(f) dependence on g, atn=0.5,e,=-0.1,e,=1,¢,=0.2,h=0.5,anda=1; and

(9) dependenceonaatn=0.5,e,=-0.1,e,=1,e,=0.2, h=0.5, and g, = 0.05
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of the model are not all monotonic; i.e., at certain values
of a number of optical parameters, /;, has a maximum.
Analysis of the modeling results showed that, with an
increase in the effective refractive index, the intensity of the
surface wave at the interface between the media increases
monotonically (Fig. 9a). The intensity /, monotonically
decreases with an increase in such optical parameters
as e, (Fig. 9¢), gy (Fig. 91), and a (Fig. 9g). Intensity
maxima were found in the dependencies on such optical
parameters as 4 (Fig. 9b), e, (Fig. 9d), and ¢, (Fig. 9e).

(2) The case of defocusing nonlinearity (a0 < 0).

Modeling using analytical solution (26) revealed that
the surface wave propagating along the interface with the
defocusing nonlinear medium is always characterized by
a single intensity maximum located in the graded-index
medium. As the effective refractive index increases, its
height decreases (Fig. 10), the field localization width
decreases, and the position of the maximum shifts slightly
toward the interface. This effect of the effective refractive
index at the interface with the defocusing medium is
opposite to the effect observed at the interface with the
focusing medium (compare Figs. 3 and 10). Consequently,
changing the angle of incidence of the beam exciting the
surface wave has different (or, more accurately, opposite)
effects on the field distribution in the surface waves in the
focusing and defocusing media.

1

2
3

-10 -5 0 5 10 15 x

Fig. 10. Spatial distributions
of the field intensity in the surface waves
in the defocusing medium (expression (26))
at the following values of the system
parameters (in conventional dimensionless units):
a=-1,k;=0.5,h=0.5,
e,=-0.1,e,=1,6,=0.2, g4, =0.05,
andn=(7)0.42, (2) 0.44, and (3) 0.45

Figure 11 displays the effect of the parameter 4
of graded-index profile (4) on the spatial distribution
of the intensity of the surface wave determined by
solution (26). With increasing 4, an effect similar to an
increase in the effective refractive index is observed.

Figure 12 illustrates the effect of the parameter e,
of graded-index profile (4) on the spatial distribution
of the intensity of the surface wave determined by
solution (26). With increasing e,, the position of the
intensity maximum located in the graded-index medium
remains unchanged, its height increases, and the width
of the field localization also increases.

10 X
Fig. 11. Spatial distributions
of the field intensity in the surface waves
in the defocusing medium (expression (26))

at the following values of the system

parameters (in conventional dimensionless units):
a=-1,ky=0.5¢,=-0.1,
e;=1,6,=0.2,gy,,=0.05,n=0.44,
and h=(17)0.45, (2) 0.50, and (3) 0.55

3

2
1

-10 -5 0 5 10 15 x

Fig. 12. Spatial distributions
of the field intensity in the surface waves
in the defocusing medium (expression (26))
at the following values of the system
parameters (in conventional dimensionless units):
a=-1,k;=0.5¢,=-0.1,e,=1,
h=0.5,gy,=0.05n=0.44,
ande, =(7)0.15,(2) 0.2, and (3) 0.25

Figure 13 presents the effect of the parameter e,
of graded-index profile (4) on the spatial distribution
of the intensity of the surface wave determined by
solution (26). With increasing e, an effect similar to an
increase in the parameter e, of graded-index profile (4)
is observed.

3

2
1

-10 -5 0 5 10 15 x

Fig. 13. Spatial distributions
of the field intensity in the surface waves
in the defocusing medium (expression (26))
at the following values of the system
parameters (in conventional dimensionless units):

a=-1,k;=0.5¢e,=-0.1,,=0.2,

h=0.5,¢g,,=0.05n=0.5,
ande; =(7)0.95,(2) 1.0, and (3) 1.05
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Figure 14 demonstrates the effect of the parameter ¢,
of graded-index profile (4) on the spatial distribution
of the intensity of the surface wave determined by
solution (26). With decreasing e, an effect similar to
an increase in the effective refractive index and the
parameter 4 is observed.

-10 -5 0 5 10 15 x
Fig. 14. Spatial distributions
of the field intensity in the surface waves
in the defocusing medium (expression (26))
at the following values of the system
parameters (in conventional dimensionless units):
a=-1,ky=05,e,=1,
e,=0.2,h=0.5,¢,,=0.05n=0.44,
and e, =(7) -0.07, (2) -0.10, and (3) -0.11

Figure 15 shows the effect of the parameter g of
nonlinear model (3) on the spatial distribution of the
surface wave intensity determined by solution (26).
With increasing gy, an effect similar to an increase in
the parameters e, and e, of graded-index profile (4) is
observed.

Fig. 15. Spatial distributions
of the field intensity in the surface waves
in the defocusing medium (expression (26))
at the following values of the system
parameters (in conventional dimensionless units):
a=-1,k;=0.5,e,=-0.1,e, =1,

e,=0.2,h=0.5,n=0.44, and

gon = (1) 0.04, (2) 0.05, and (3) 0.06

Figure 16 illustrates the effect of the nonlinearity
coefficient o of model (3) on the spatial distribution
of the intensity of the surface wave determined by
solution (26). With a decrease in the Kerr nonlinearity
coefficient (i.e., with an increase in the absolute
value of o), an effect similar to an increase in the
effective refractive index and the parameter % is
observed.

Thus, it is clear that the effect of the optical
parameters of the model on the profiles of the spatial
intensity distribution in the surface waves propagating
along the interfaces depends significantly on the sign of
the nonlinearity coefficient, and the observed effects are
often opposite in the focusing and defocusing media.

10 -5 0 5 10 15 x
Fig. 16. Spatial distributions of the field
intensity in the surface waves in the defocusing
medium (expression (26)) at the following values of the
system parameters (in conventional dimensionless units):
ky=0.5,65=-0.1,e,=1,6,=0.2,h=0.5, g5 = 0.05,
n=0.44,anda=(1)-0.8,(2)-1.0,and (3) -1.2

Figure 17 displays the effect of the optical parameters
of the model on the intensity /;, of the surface wave at
the interface between the media (expression (25)). It
should be noted that the dependencies of the intensity
of the surface wave at the interface with the defocusing
medium on the optical parameters of the model are all
monotonic, unlike the case of contact with the focusing
medium. Analysis of the modeling results showed that
the surface wave intensity at the interface between the
media decreases monotonically with increasing effective
refractive index (Fig. 17a), parameter 4 (Fig. 17b), and
absolute value of ¢, (Fig. 17¢). The intensity /, increases
monotonically with increasing optical parameters such
as e, (Fig. 17c¢), e (Fig. 17d), and g (Fig. 17f). In these
cases, the effects observed in the defocusing medium are
opposite to those observed in the focusing medium. The
increase in the absolute value of the Kerr nonlinearity
coefficient (Fig. 17g) is completely analogous to the
increase in o in the focusing medium (Fig. 9g).

CONCLUSIONS

This paper presents the results of analytical modeling
of surface shear waves propagating without loss
along the interface between a nonlinear and a graded-
index nonmagnetic medium. A linear dependence of
permittivity on light intensity is chosen as a model of
the nonlinearity of the medium to describe the nonlinear
optical response of the medium to electric field
perturbations. The graded-index medium is modeled
using a special form of the spatial profile of permittivity
as a function of distance to the interface for which an
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Fig. 17. Field intensity at the interface between the media (expression (25)) at the following values
of the system parameters (in conventional dimensionless units): k; = 0.5;
(a) dependenceonnath=0.5,¢,=-0.1,e,=1,6,=0.2,g,,=0.05,and a = -1;
(b) dependenceonhatn=0.44,e,=-0.1,e,=1,6,=0.2,€;,=0.05,and a = -1;
(c) dependence on e, atn=0.44,e,=-0.1,e,=1,h=0.5, gy, =0.05,and a = —1;
(d) dependenceone, atn=0.44,e,=-0.1,6,=0.2, h=0.5, g5 = 0.05,and a = - 1;
(e) dependence on |e,| atn=0.44,e,=1,e,=0.2,h=0.5,¢,,=0.05,and a =-1;
(f) dependence on gy atn=0.44,e,=-0.1,e,=1,6,=0.2,h=0.5,anda=-1; and
(g) dependence on [a| atn=0.44,e,=-0.1,e,=1,e,=0.2, h=0.5, and g, = 0.05

exact analytical solution of the stationary wave equation
can be found.

The presented mathematical formulation of the
model consists in a conjugation boundary value problem
for a nonlinear equation with variable coefficients. Exact
analytical solutions to this boundary value problem
are found for the cases of focusing and defocusing
nonlinearities to describe the spatial distributions of the
electric field strength in the direction transverse to the
interface.

Analysis of the model revealed significant differences
in the spatial distribution of the field intensity in surface
waves propagating in the focusing and defocusing
media. In the case of defocusing nonlinearity, the
intensity maximum is always located in the graded-index
medium, while in the case of focusing nonlinearity, it
can be located in either the graded-index or the nonlinear
medium, but at different parameter values. Furthermore,
the light intensity in the surface wave in the defocusing
medium is higher than the intensity in the surface wave
in the focusing medium at the same distance from the
interface and the same model parameter values.

The effect of the values of model parameters
characterizing the optical properties of the contacting
media on the spatial distribution of the light intensity in
the surface waves was analyzed in detail. The modeling
results showed that changing the same parameters has

different (or, more accurately, opposite) effects on the
field distribution in the surface waves in the focusing and
defocusing media. Specifically, as the effective refractive
index increases, the height of the intensity distribution
maximum increases in the focusing medium, while it
decreases in the defocusing medium.

In this paper, we chose a different model of contacting
optical media than the one considered in our previous
studies. The resulting new analytical solutions differ
from those obtained previously, leading to differences
in the properties of the surface waves they describe,
particularly with regard to the sensitivity of their profile
shapes to changes in the optical parameters of the media.

The obtained results, which supplement the
existing theory of nonlinear and waveguide optics, can
be applied in the design of new waveguide structures
whose required dispersion properties are determined
by the intensity of surface waves and by the optical
characteristics of nonlinear and graded-index media.
The new solutions obtained expand the class of exactly
solvable models of planar waveguide structures with
distributed inhomogeneous and nonlinear properties.
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Abstract

Objectives. The work sets out to develop new approaches to strategic planning methodology in the electronics
industry that take into account the current global multi-vector economic transformation and corresponding
acceleration of technological changes. The most general framework for the further development of the electronics
industry is outlined along with a discussion of its likely impact on the socioeconomic structure of future society.
Methods. Along with classical methods for studying socioeconomic relationships pertaining to complex systems
such as the electronics industry, systems analysis, foresight technologies, production process modeling, and
strategic planning methods are applied. In order to evaluate the explanatory power of different development models,
particular attention is given to the multiple comparison method.

Results. The study identifies a need for a radical restructuring of economic and industrial sectors in which the
electronics industry is accorded a leading role as a result of its development transcending traditional economic
rationalizations to acquire a civilizational character. The establishment of the electronics industry as the main driving
force for the entire economy, along with a corresponding restructuring of personnel training, thus represents a key
strategic element in Russia’s continuing development.

Conclusions. In the ongoing race for technological (and therefore economic, military, and political) sovereignty, the
creation and continuous development of a strategic planning and management system for the electronics industry
acquires a strategic character. The establishment of a genuinely independent national macroeconomic region can
be achieved by ensuring self-sufficiency in both the production and consumption of electronic products.
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HAYYHAA CTATbA

Ili1anupoBaHue BOCIIPOU3BOACTBEHHBIX MPOIECCOB
B JJIEKTPOHHMKE HA CTPATErHYECKYI0 MEePCNEeKTUBY

B.B. lUnak ©

MUP3A — Poccuiicknii TexXHOI0rn4ecknii yumeepceutet, Mocksa, 119454 Poccus
@ AsTOp Ans neperncku, e-mail: morser@yandex.ru

e Moctynuna: 07.04.2026 » fopa6oTaHa: 19.04.2026 ¢ MpuHaTa Kk ony6nukoBaHuio: 27.04.2026

Pesiome

Llenu. Llenb paboTbl — pa3paboTka HOBbIX MOAXOA0B K METOA0SIOr MM CTPATErMYeCKOro niaHMpOoBaHWs B 3/1eKTPOHHOW
NPOMbILLIEHHOCTM C Y4EeTOM r106asibHON MHOrOBEKTOPHOKN TpaHCchOopMaLmM 3KOHOMUKN 1 YCKOPEHWSI TEXHONOrnYe-
CKMX n3mMeHeHuii. Hactosuee nccnenoBaHe nokasbiBaeT Hanbosiee obLmMe paMkKn OasnbHerwero pa3BuTms anek-
TPOHHOV NPOMBILLSIEHHOCTU 1 POCT ee BIMSIHNS Ha COLManbHO-3KOHOMNYECKOe YCTPOMCTBO OyayLero obLecTsa.
MeTopbl. Hapsagy ¢ knaccuyeckMmm mMetogamMm UCCnenoBaHUs COLMabHO-39KOHOMUYECKMX OTHOLLEHMIA CROX-
HOW CUCTEMBbI, KOTOPOM ABNSIETCSA 3/1eKTPOHHAs NPOMbILLIEHHOCTb, MPUMEHSINIUCb CUCTEMHbIN aHann3, popcamnT-
TEXHOJI0rMn, MoAennMpoBaHne NPOn3BOACTBEHHbIX MPOLECCOB 1 METOAbl CTpaTernieckoro nnaHmposaHms. Ocoboe
BHUMaHMe yaoensnocb MeToay MHOXECTBEHHOIrO CpaBHEeHWS 4151 OLEeHKM 0O bACHUTENbHOW CNOCOOHOCTM pas3inyHbIX
Mopnenen passuTus.

PesynbTaTthbl. [TpoBeaeHHoe nccnenoBaHne 06bLeKTUBHO NOABOAUT K HEOOXOOMMOCTN HOBOW PECTPYKTYpPU3aLmm
oTpacnein 9KOHOMUKM 1 MPOMBILLIEHHOCTM C 0COObIM CTAaTyCOM SIS 9IEKTPOHHOM NMPOMBbILLSIEHHOCTH, T.K. ee pas-
BUTWNE BLIXOAUT 32 PaMKM 3KOHOMMYECKOW pauynoHanbHOCTU 1 NpuobpeTaeT UMBUIN3ALMOHHLIN XxapakTep. MNocTa-
HOBKa 3/1€KTPOHHOM MPOMBbILLIIEHHOCTM B Ka4yeCTBe JIOKOMOTMBA BCE 9KOHOMUWKM Hapsiay C PECTPYKTypulaumein
NOAroTOBKW KaApOB — 3TO 3as10r CTpaTernieckoro ycnexa pasBmTus Hallel cTpaHbl.

BbiBogbl. Co3anaHve 1 HenpepbiBHOE pa3BUTUE CUCTEMbI CTPaTerm4yeckoro niaHMpoBaHUS 1 yNpaBieHUs afeK-
TPOHHOW MPOMBbILLSIEHHOCTbIO — eQUMHCTBEHHAs BO3MOXHOCTb «Cpe3aTb YIlbl» B pa3BepHYBLUENCS FOHKe 32 TEXHO-
JIOFMYECKMM, @ 3HAYUT SKOHOMUYECKMM, BOEHHbIM U MONUTMYECKUM cyBepeHnTeTom. Ocoboe cTpaTernieckoe 3Ha-
yeHue npmobpeTaeT HEOOXOANMMOCTb NOCTPOEHUS COBCTBEHHOIO MakpOpPerMoHa, CaMoAoCTaTO4YHOro Kak ¢ TOUKM
3peHns NPOn3BOACTBA, Tak 1 NOTPebNeHNs 9NEKTPOHHOM NPOAYKLUMN.

KnioueBble crioBa: 3/1eKTPOHHAsA MPOMBbILLJIEHHOCTb, CTpaTernyeckoe niaHupoBaHue, UudpPoBU3aLMsa, UCKYC-

CTBEHHbI MHTENNEKT, TEXHOJIOrMYecKasi CUHIyJIIPHOCTb, MPOU3BOACTBEHHbIE NMPOLECCHI, UnudpoBas TpaHchopmaumus

Ans uutuposanus: LLinak B.B. MNMnaHnpoBaHme BOCNPON3BOACTBEHHBLIX MPOLLECCOB B 3/1EKTPOHMKE HA CTpaTErn4eckyto nep-
cnektuBy. Russian Technological Journal. 2026;14(3):131-144. https://doi.org/10.32362/2500-316X-2026-14-3-131-144,
https://www.elibrary.ru/TTSRRP

Mpo3payHocTb pHAHCOBOW AeATEeNbHOCTU: ABTOP HE MMEET GUHAHCOBOW 3aUHTEPECOBAHHOCTU B NPEACTaB/IEH-
HbIX MaTepmanax uam meTogax.

ABTOp 3aaBnseT 0o OTCYTCTBUUA KOHCDJ'II/IKTa NHTEepeCOoB.
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INTRODUCTION

Fundamental transformations occurring in the
contemporary market economy are driven in part by
changing consumption patterns and the crisis in the
existing financial system. These developments present
bothchallengesandnew opportunities forthedevelopment
of Russia’s electronics industry. On January 22, 2026,
the President of Russia, Vladimir Putin, held a meeting
dedicated to the development of the Russian electronics
industry, including issues related to the development and
production of electronic component base and integrated
circuits.! Following that meeting, the President of
Russia decreed the creation of an interdepartmental
commission to improve the efficiency of managing the
development of the Russian electronics industry, which
is headed by First Deputy Prime Minister D. Manturov
and Presidential Aide A. Fursenko. Due to the strategic
focus of the decisions to be adopted, executive bodies
involved in developing the Russian economy will create
a tiered planning system for the timely adjustment of
strategic plans in light of scientific and technological
achievements, which in practice emerge faster than
strategic forecasts and foresight studies.

The key indicators reflecting the current state and
development trends of the Russian electronics industry
can be summarized in a few parameters. The gross
output of the radio-electronic industry (REI) reached
RUR 3.5 trillion in 2025. Despite a 34% increase in
production, Russian electronics continued to lag behind
major competitors by 25-35 years in terms of key
technological characteristics. The most significant factor
hindering the industry’s development is a significant
shortage of skilled personnel.

THEORETICAL FOUNDATIONS OF STRATEGIC
PLANNING IN THE ELECTRONICS INDUSTRY

Methodological framework of the study

The contemporary economy is a multifaceted
phenomenon characterized by a high degree of
interconnectivity among its structures and components,
including its supersystem, comprising the aggregate of
natural factors and civilizational socioeconomic relations
in their broadest sense. Thus, the wider economy serves
as a supersystem relative to the electronics industry,
which in turn is composed of various subsystems and
subsectors. Therefore, a systemic approach to strategic
planning and management of production processes in

I Meeting on the development of microelectronics.
Vladimir Putin chaired a meeting on the development of Russian
integrated electronics. http://www.kremlin.ru/events/president/
transcripts/79027. (In Russ.). Accessed April 01, 2026.

the electronics industry requires a coordinated analysis
of the following factors: the crisis of the existing
financial system, the regionalization of the economy,
the formation of new economic blocs, changes in trade
routes, the decline in effective demand, mass migration,
the struggle for resources, etc. The necessity for—and
approaches to—adapting production to these objective
processes will be analyzed below.

A systems approach to the study of complex
systems reveals the full set of their parameters,
including interactions along the “supersystem—system—
subsystems” axis. Since the fundamental task of strategic
planning and management consists in monitoring the
state of a complex system over time and responding
proactively to challenges and changes, a multiple
comparison method should be applied both to the entire
set of parameters characterizing the system and to its
dynamics. The essence of this approach consists in
comparing selected parameters of the controlled system,
which do not always have a strictly metric form, in
a vector format at set intervals, such as a month, quarter,
or year. With this approach, not only is the resulting
indicator visible—such as changes in the industry’s
gross revenue or the dynamics of the topological
component of the designed electronics—but also the
factors that determined the overall change. These may
include changes in the number of enterprises in the
industry, the structure and physical volumes of output,
price changes, etc. System analysis using the multiple
comparison method can be effectively combined with
artificial intelligence and big data technologies.

The rapid pace of change in both the hardware
infrastructure of electronics, along with the constantly
improving algorithms used to control it, underscores
the critical importance of strategic foresight research,
including both established and entirely new technological
trends.

Current changes in strategic planning and
management methodology can be summarized in
comparison to established methods in several key
areas. Since the digitization of management processes
will become comprehensive in the very near future,
the accuracy of forecasts and risk assessments can be
expected to experience dramatic improvements. The
widespread implementation of artificial intelligence
systems will free management personnel from
performing routine operations and significantly reduce
the risk of errors. Meanwhile, the use of big-data
technologies will allow decision-makers to operate not
merely with selective aggregate indicators, but also
taking into account primary production parameters
available to sensors and cyber-physical systems in real
time. Thus, with the optimization of industry-specific
processes, management professionals will need to focus
instead on solving new heuristic problems that arise.
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Trends and factors driving the development
of the electronics industry

The global transformation unfolding before our eyes
is heightening the role of geostrategic factors that affect
every aspect of civilized life. Among the most significant
developments, particular attention should be paid to
the global transformation of the division of labor and
expertise, as well as the emergence of cooperation on the
scale of large regional technology hubs. Compounding
all this is the rapid development of digital technologies
and their penetration into every aspect of socioeconomic
relations.

Most experts agree that these changes have already
begun [1]. The current economic crisis is objective and
irreversible due to the market model of self-reproducing
capital and aggressive financing having reached growth
limits on a global scale. This is evident in the gradual
dismantling of the global fiat dollar system. Today,
money with its classic five functions no longer exists.
As well as depriving Russia of the ability to use so-
called reserve currencies, sanctions have revealed their
fiat nature to other countries. Due to sanctions, Russia
cannot settle payments using its sovereign funds, which
it had placed with counterparties to diversify risks.
Meanwhile, many friendly countries have been presented
with incontrovertible evidence of the unsustainability
of a global financial system controlled from a single
country. As a result, regional payment systems are
actively developing.

This, in turn, creates objective conditions for the
regionalization of the real economy. While the global
division of labor that emerged in the global electronics
industry was economically efficient, it proved to too
fragile to cope with systemic shocks. The emergence in
the global economy of relatively self-sufficient currency-
technology zones implies a clustering into separate
macroregions, in which resources, markets, production,
and technologies are starting to be concentrated.
This process is accompanied by the practice of strict
moratoriums on the export of high-tech solutions
outside their zones. Since it is already clear that global
international cooperation in the field of high technology,
including electronics, is effectively impossible, the
only viable way forward involves increased reliance on
domestic strengths and cooperation models, including
with reliable regional partners.

Thus, the strategic goal of Russia and its partners
consists in the creation of a macroregion based on
existing natural resources and domestic scientific
expertise, as well as creative and industrial potential,
that is maximally self-sufficient in terms of utilizing
productive resources, and in which the population
produces and consumes its own goods. Meanwhile, the
Western approach to regional transformation is being

implemented in an increasingly aggressive, forceful
manner. This includes claims to the resources and
markets of Latin America, Mexico, Canada, Greenland,
and the Middle East, as well as ongoing attempts to
maintain a military-monopolistic global hegemony.

Conversely, the framework of our Eurasian region
is being shaped on a fundamentally different basis. This
involves recognizing the objective interdependence of
the economies of various countries and seeking avenues
for integration based on the principles of mutual benefit,
including strategic predictability and security. The
Shanghai Cooperation Organization and BRICS? has
shown itself to be capable of coordinating harmonious
relations among the member states of these international
associations to shape a new landscape of relations and
create the necessary conditions for the emergence of
independent macroregions (currency-technology zones)
by leading countries (e.g., Russia, India, and China).

Forms of mutually beneficial cooperation are aimed
at mitigating negative socioeconomic changes, such as
a global decline in demand, the inevitable decline of
the mass production model, the growing scarcity of all
types of resources including even drinking water, as well
as widespread environmental pollution. The formerly
dominant market-based system of reproduction centered
on mass consumption, the short life cycle of consumer
goods, and the race for ostentatious status symbols, is
clearly in the final stages of its existence. From the ruins
of its gigantic globalist model, a new world and a new
economy are already emerging.

A careful consideration of these factors along with
other macroeconomic and geostrategic developments,
which include changed migration patterns, includes
areassessment of the direction and depth of technological
trends. Information and communication technologies
in general—and microelectronics in particular—
have already become a prerequisite for establishing
a sovereign macroeconomic zone. However, the
negative impact of geostrategic factors on the markets
for new scientific and technological fields, such as
neural networks, new communication technologies, and
unmanned transport systems, continues to hold back
their development as compared to the more optimistic
predictions of experts [2, 3].

However, this can be explained in terms of new
approaches to modeling production processes not yet
having reached their full potential. Having accustomed
themselves to operating under the conditions of fierce
international competition, it is economically and
psychologically difficult for manufacturers to shift
toward cooperation. While competition according to

2 BRICS—an acronym for Brazil, Russia, India, China, and
South Africa—is an informal group of countries with rapidly
growing economies.
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the winner-takes-all approach has led to significant
overconsumption of resources, cooperation, especially
when combined with planning and coordination aimed
at integrating various actors to achieve a synergistic
result, can be applied to ensure reliable and effective
industry connectivity. As a result, the private autonomy
of manufacturers is increasingly giving way to
transparency and traceability of the life cycle of
electronic devices, from design and production to their
sale, disposal, and subsequent recycling. This will be
facilitated by the decision to mandate the labeling of all
Russian electronic products, which will enable real-time
visibility of the entire process.’

As experts from the Club of Rome* warned as early
as the last century [4], the extensive phase of the market
economy’s development has now reached its limits. The
top priority in the transition to a new, intensive economic
model for the country consists in formulating strategic
goals for the electronics industry and the economy as
a whole. However, the formulation of such strategic
goals involves several factors inherent in objective
processes of production intensification.

The inevitable shift in production paradigms that
is currently underway involves a movement away from
large-scale, mass-market assembly-line production
of electronic goods, which was focused on the mass
consumer and the rapid obsolescence of electronic
devices, towards flexible, reconfigurable automated
systems and durable devices built on the principles of
platform-modular architecture.

The paradigm shift involving the emergence and
development of a qualitatively new socioeconomic
model was described in detail in the works of the Soviet
scholar N.D. Kondratiev [5]. The new post-capitalist
paradigm must introduce a number of fundamental
changes into the reproductive process. Industrial mass-
production technologies should be replaced by those
inspired by nature that improve the quality of life of
citizens, including the production of high-quality goods
that retain their consumer properties for a long time to
ensure the rational and efficient use of resources at the
same time as respecting the natural environment [6].

The strategic trend toward standardizing products and
technologies based on open architectures must become
a priority for government agencies. Such an approach
will enhance the sovereignty of our future macroregion,

3 On Confirmation of Production of Russian Industrial
Products. Resolution of the Government of the Russian Federation
of July 17, 2015, No. 719. http://government.ru/docs/all/102816/.
(In Russ.). Accessed April 01, 2026.

4 The Club of Rome is an international public organization
uniting representatives of the world’s political, financial, cultural,
and scientific elite.

strengthen cooperative ties, and significantly reduce the
full lifecycle costs of the products being developed.

It is already clear that a revolution is also on the
horizon in the refinement of manufacturing processes.
While hundreds of operations are currently required to
go from crystal growth to a finished electronic product,
the transition to manufacturing finished -electronic
modules using various additive processes, as well as
3D printing of blocks and assemblies, is already being
developed through research and development efforts by
industry leaders and leading global research centers.

Electronics form the foundation of digital
technologies, which in turn influence every stage of
industrial production process, from strategic planning
to the design of specific products. The development
of digital technologies can be viewed as an intrinsic
catalyst for the advancement of the electronics industry
and electronic products.

An integral aspect of these and other objective
socioeconomic processes consists in a concomitant
transformation of consumer behavior. The ongoing
economic crisis is exacerbated by various negative
social shifts, including mass immigration, which in
many countries has already become unmanageable
and may turn out in the long term to be fatal. This
includes a massive decline in the well-being of the
so-called middle class and the general population. As
purchasing power declines, manufacturers must shift
to more flexible technologies that are responsive to
scaling back production in line with actual effective
demand. Meanwhile, mass immigration and the fierce
global struggle for resources create conditions of social
oppression and apathy, which have deleterious economic
consequences.

The importance of the reputational assets of
electronics manufacturers is rapidly growing. Given the
global nature of world trade, rational consumer choice
based on price-quality criteria is complemented by
the equally important criterion of trust in the quality,
durability, and efficiency of competing brands—or, more
broadly, technological platforms. The strategic success
of manufacturers will ultimately depend on consumer
choice and their trust. Currently, competition is rapidly
developing among several international technological
platforms, which are backed by states forming sovereign
technology zones. All of these platforms will need to
become self-sufficient across the entire value chain,
from the production of materials, chemicals, and design
and manufacturing tools, to the development of digital
intelligent technologies for collecting, processing,
transmitting, storing, and analyzing information.
Such challenges can be effectively addressed by the
development of electronics products.

Meanwhile sanctions, local military conflicts, and
artificially created tensions in various regions of the
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world have disrupted supply chains, in some cases
bringing production and consumption to a standstill.
While this is a large, independent topic that requires
separate consideration, we outline it here as a factor in
the systematic understanding of current global trends.

Russian President Vladimir Putin’s remark to
journalists from the Financial Times® in 2019 that the
liberal idea had outlived its purpose turned out to be
prophetic: the currently unfolding global political crisis
has compounded the already latent economic and social
crises. Strategic planning in Russia must be based on
the assumption that the economic, social, and political
world will never be the same.

TECHNOLOGICAL ASPECTS OF STRATEGIC
DEVELOPMENT OF THE ELECTRONICS
INDUSTRY

The presented analysis confirms the necessity to
develop new approaches to the technological aspects
of production. Despite the rapid pace of technological
development, the physical structure of global microchip
consumption has remained virtually unchanged
over the past five years, with the share of traditional
solutions at the 350-nm level and above still standing at
approximately 50%. The advanced level (below 28 nm)
currently occupies approximately 16% of the market,
which share has remained virtually unchanged
since 2019. By 2030, it is projected to increase to
only 17%. Thus, currently and in the coming years, most
practical problems have been—and will continue to
be—solved using topological standards of 350 nm and
above. This, in turn, will impact the structure and quality
of the industry’s productive forces.

The increase in the average microchip production
cycle is indicative. Up until 2020, the average cycle was
approximately 30 days. However, with the decision to
move beyond topological standards below 7 nm, the
cycle began to lengthen to reach 69 days in 2025. This
is evidence not only of the complexity of advanced
technologies, but also their inherent instability.

Some experts believe that the minimal fabs concept
developed by Shiro Hara [7] make it possible to compete
with electronics giants, including by reducing the
size of wafers. Such approaches are expected to gain
momentum and become more competitive. This is due
to the fact that the cost of modern giant silicon fabs,
which focus on increasing wafer diameters and reducing
design topology standards, reaches tens of billions of
dollars and continues to rise. As products become more
miniaturized, the cost of photomasks and lithographic
processing equipment for wafers also increases. The cost

5 http://www.kremlin.ru/events/president/news/60836. (In Russ.).
Accessed April 01, 2026.

of developing process technologies for new submicron
technologies is also growing at an accelerated pace. At
the present stage, a new superfab needs to sell wafers
worth almost USD 20 million weekly for 10 years to
ensure a return on investment. According to analysts at
PricewaterhouseCoopers®, the average cost of a chip
created using 3-nm technology is 8 times higher than
that of a 45-nm chip.

Since the Russian electronics market, especially
under the conditions of sanctions, currently lacks the
potential for global sales, a promising solution for the
Russian electronics industry could involve the creation
of low-cost and flexible production lines for processing
wafers with diameters of 100200 mm. Reducing the
wafer diameter will lead to reduced fab productivity
and increased processing costs per unit of wafer
area. However, such solutions are becoming highly
competitive for medium- and small-scale production,
which currently does not fit into the superfab concept,
as the cost of the line itself is reduced by orders of
magnitude.

This type of production requires equipment that is
modular and can operate in one or two shifts rather than
continuously, which provides significant investment and
operational savings. Currently, the uptime of advanced
lithography systems from the Dutch company ASML is
approximately 50-60%, the remainder of the time being
spent on maintenance and repairs. Since the cost of
such machines is approximately USD 300—400 million,
production costs are significantly impacted.

The mini-factory concept significantly lowers
the barrier to entry, making this solution potentially
attractive for export-focused development. Equipment
for assembling integrated circuits and semiconductor
devices in various package types can be easily integrated
into the wafer production cycle. This results in highly
efficient and flexible production systems, including
a track for applying and developing photoresists, the
corresponding test and measurement equipment, and
a range of photoresists, developers, and anti-reflective
coatings, to enable a complete cycle from wafer to
packaged device. Accordingly, materials and chemistry,
as well as design tools and other necessary industrial
software, should be included in a packaged proposal for
establishing such a facility, along with standard design
and engineering solutions.

At the same time, electronic devices themselves
are acquiring a platform-modular architecture, which
enhances the competitiveness of such factories. As such

6 International network of audit and consulting firms. https:/
www.pwc.com/gx/en.html. Accessed April 01, 2026.

7 Manufacturer of lithographic equipment for the
microelectronics industry. https://www.asml.com/en. Accessed
April 01, 2026.
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hardware solutions evolve, their workload becomes
more predictable.

Electronic engineering, which became a strategic
priority in 2021, already provides the foundation of the
productive forces of the Russian electronics industry.
For example, in 2024, testing of the first 350-nm
projection lithography system, which was created in
partnership with the Belarusian company Planar®,
was successfully completed. Two contracts for serial
deliveries of these machines have already been signed.
The next generation of 130-nm topology lithographs
that use a Russian excimer laser should be ready by the
end of this year. Meanwhile development of a 90-nm
lithograph is already planned. In 2025, development
of cluster plasma-chemical etching and deposition
machines capable of handling 300-mm-diameter wafers
was completed. The industrial strategy, which can be
summarized as technology—equipment—chemistry—
material, provides the foundation of the sovereignty of
the Russian electronics industry.

Particular attention is being paid to the recycling of
end-of-life products. The development of technologies
for the renewal and recycling of resources holds
significant promise. For example, the value of valuable
materials recovered from electronic scrap could reach up
to RUR 350 billion per year. The advantages of this form
of organizing electronic production are significantly
greater, and all of them must be considered within the
context of strategic planning. The gradual digitalization
of all production and management processes has entered
the phase of industrial application of artificial intelligence
and the creation of smart, adaptable production systems.
Such technological breakthroughs are complemented by
very significant organizational phenomena.

While artificial intelligence [8] is currently only
a new, more advanced form of algorithmic processing of
the accumulated knowledge of mankind, the prospects
for its future application in production processes are
difficult to fully imagine. It can become a comprehensive
navigator, freeing specialists from processing already
known facts and solutions, and opening up space for
creative human activity. A striking historical analogy
is the Luddite movement against the use of machines.
However, history teaches that it was not machines
that “crushed” workers, but workers who began to use
machines for the purposes of improving their well-
being. A similar situation is now developing with
robotics. While the introduction of a fourth element—
the “control device”—into the classical structure of the
machine, consisting of engine, transmission device, and
working element, also alarms many with prospect of the

8 A developer of specialized technological equipment
for the implementation of technologies in microelectronics.
https://planar.by/. (In Russ.). Accessed April 01, 2026.

loss of their jobs, it is already clear that the robotization
of production processes in the real sector of production
will free up “human capital” for to create innovative
solutions to the problems of human development
arising within the sixth technological paradigm [9] or in
Industry 4.0 [10].

A clearer understanding of the difference between
artificial and “natural” human intelligence has now
emerged. Artificial intelligence has received the
adjective “artificial” because it currently processes the
vast amounts of information accumulated by humanity
in an efficient manner. Human natural intelligence,
which has also been forced to engage in this routine
work, has sought to obtain synergistic results from
existing knowledge. While natural human abilities are
already far inferior to computer algorithms in inductive
fields, individual scientists have from time to time used
deductive reasoning, which relies on an understanding
of the subject of research in its entirety and diversity,
to penetrate areas of fundamentally new and previously
unknown knowledge. The geniuses of scientific history
such as Hermes Trismegistus [11], Aristotle, Plato,
Kepler, Einstein, Mendeleev, lay in their formulation
of such insights in the familiar language of formulas
and three-dimensional models. This example clearly
demonstrates the division of functions between artificial
and natural intelligence.

Thus, the strategic goal of electronics development
can be formulated as the comprehensive development
of computational and analytical computer programs
for artificial intelligence to expand the scope of human
creative activity while maintaining absolute control over
the algorithms being created [12]. This technological
trend will lead to a qualitatively new level of automation
of the full cycle of production processes that optimizes
the potential of cooperative links within the industry
and between related industries. Overall production
efficiency will increase thanks to multiparameter
forecasting of both technological development and the
market for final electronic products. Modern digital
technologies and product labeling practices will lead
to a leap in the quality of electronic products. Future
“intelligent” self-reproducing systems will lead to the
transformation of not only production, but also the entire
set of socioeconomic relations.

STRATEGIC OBJECTIVES OF INDUSTRY
MANAGEMENT TODAY

The methodological challenges of addressing
strategic technological development objectives for
the electronic industry are detailed in a dedicated
monograph [12]. In practice, however, a tremendous
amount of work lies ahead, the goal of which is to
transform the industry management system into
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a system that can be broadly described as “Digital Twins
of Enterprises and Organizations in the Electronic and
Radio-Electronic Industries on the Platform of the
Digital Twin of the Electronic Industry.”

Modern digital information and analytical systems
operate as network-centric systems with a distributed
data storage protocol. This information exchange
structure has proven its relevance and effectiveness.
The ultimate goal of developing a system for collecting,
storing, and processing information for the needs of
government agencies should be the gradual creation
of digital twins of enterprises and organizations in the
real economy and digital twins of complex products on
the industry digital twin platform. In such a system, all
recurring information processes will be automated using
the M2M (machine-to-machine) protocol, i.e., machine-
to-machine communication.

It should be immediately noted that the transition
to digital twin technologies in no way diminishes the
importance of highly qualified managers. The Digital
Twins hardware and software complex will undoubtedly
free up a significant amount of time that managers
currently have to spend on routine operations, ranging
from collecting primary information to verifying and
structuring it for the purpose of developing management
decisions. Modern managers are sorely lacking this
time to implement a comprehensive, all-encompassing
optimization of industry reproduction and the formation
of dynamic plans for solving the industry’s strategic
problems, such as eliminating the technological lag of
Russian production, effective import substitution, and
the timely implementation of the results of applied
research and development, etc. In this area of work,
neither the dominance of artificial intelligence nor the
danger of technological singularity is visible. Without
the participation of highly qualified managers, the
management system at the mesolevel [13] will be
nonviable.

At the base of the management pyramid will be
digital twins of enterprises and organizations in the
industry. Both human managers and digital twins will
operate with arrays of production, business, and financial
information on production in the electronics industry.
Moreover, if we compare the arrays of information
available for processing even by the most qualified
managers with the arrays of information that a digital
twin can handle, they are incomparably larger. And the
gap will grow exponentially, but this is not a problem;
in fact, it will be quite beneficial for decision makers, as
they will be increasingly freed from routine tasks.

Previously, the object of strategic planning was the
country’s national economy. The reproduction cycle was
calculated in two main aggregate formats: sectoral and
territorial. This enabled, without the need for significant
computational power, the calculation of two planned

vectors of economic indicators, the comparison of which
enabled for the verification or refinement of the methods
and source data used. Repeated iterative recalculations
were conducted, ultimately yielding an acceptable
and plausible version of the strategic goal in specific
indicators. This methodology was necessitated by the
lack of modern digital tools. Currently, a significantly
wider range of reproduction relations can be selected
as the object of strategic planning. In its most general
form, such an object can be called the “Electronics and
Radioelectronic Industry Ecosystem.”

The REI ecosystem can be conceptualized as
a complex network of software-based and digitized
actors, processes, technologies, and infrastructure that
interact to create, produce, and distribute electronic
products, including electronic components and REI. The
ecosystem includes companies, research organizations,
government institutions, suppliers, consumers, and other
stakeholders.

A digital twin of an industrial sector, in this case
the REIL, is a computer model that enables planning,
modeling, and optimization of the operations of
enterprises in the industry and their interactions,
including technological competition and production
and business cooperation, and also ensures the dynamic
formation of new supply chains for the fulfillment of
complex orders [14, 15]. In computer terms, this is
a platform that is formed on a powerful hardware and
software complex, onto which digital twins of control
objects are integrated.

A digital twin of a controlled object is a cyber-
physical system augmented by a computer model of
the controlled object, reflecting its state at any given
moment and synchronized with the actual state of the
physical object. A digital twin of a controlled object
can be used for proactive planning and forecasting of
the object’s future behavior, as well as for modeling the
object’s behavior under any scenario. Types of digital
twins of controlled objects are rapidly evolving from
digital shadows of a real statistically monitored object
to the formation of cognitive digital twins of enterprises
and REI organizations, built on the basis of big data and
artificial intelligence technologies.

A digital twin of an enterprise is an ontological
twin of a real enterprise or organization, based on an
ontological knowledge base.

Real electronics factories and their digital twins are
linked into technological production chains, beginning
with raw materials and ending with finished products.
In the digital version, such chains should be represented
as product graphs. This is a cybernetic object that
digitally represents the relationships between product
components located at the graph’s vertices (objects)
through edges (production and business relationships).
The introduction of comprehensive labeling of

Russian Technological Journal. 2026;14(3):131-144

138



Planning of reproduction processes
in electronics for a strategic perspective

Vasily V. Shpak

electronic products®, coupled with the construction of
product graphs, will not only enable quality control of
the final product but also immediately identify those
responsible for defects. This approach will enable the
rapid integration of partial results of completed research
and development (R&D) projects within product graphs,
greatly accelerating the technological development of
the industry and guaranteeing the quality of the REI
products.

Thus, the digital system for preparing industry
management decisions can be broadly termed the
“Digital Model of the REIL” which includes three
interconnected modules: an information and reference
system, an analytical simulation modeling unit, and
a digital “intelligent” voice interface. As this system
develops, intensive and extensive improvement
processes are implemented.

This model is now generally referred to as a cyber-
physical system. It is a computer system that integrates
tools for obtaining primary data from databases and
sensors; computing tools for performing computer
calculations, transmitting and processing data, and
controlling physical processes using actuators; and
communication tools for interaction with users and
decision-makers.

ORGANIZATIONAL CHANGES

Strategic planning for such a specific industry as
the electronics industry has another important aspect.
Russian industry is an extremely complex reproduction
system, and traditional manual management methods
do not provide a synergistic increase in efficiency
or a reduction in the complexity of management
information flows. Therefore, quantitative changes have
accumulated that must be transformed into a qualitative
leap in the meso- and macroeconomic management
system [16].

Within the complex Russian economy, distinct
sectors (transportation, communications, finance, etc.)
have cross-cutting functionalities across the entire
economy. The electronics industry has similar functions,
but it is integrated into the conglomerate known as
industry and trade.

The macroeconomic role of electronics has
increased immeasurably compared to the 1990s, when

9 Resolution of the Government of the Russian Federation
of November 28, 2025 No. 1954 “On approval of the Rules
for marking certain types of radio-electronic products with
identification means and the specifics of the implementation
of the state information system for monitoring the circulation
of goods subject to mandatory marking with identification
means, in relation to certain types of radio-electronic products.”
http://publication.pravo.gov.ru/document/0001202511290036.
(In Russ.). Accessed April 01, 2026.

it was consolidated into an independent ministry. In
the strategic perspective, electronics will become
a dominant factor in all spheres of government. These
trends indicate the need to separate the REI into an
independent industry, as was done in the Soviet Union’s
economy in the 1960s. At that time, this organizational
measure, coupled with the development and approval of
the General Plan for the Development and Allocation of
Productive Forces for the Strategic Perspective, allowed
the country’s economy to achieve parity with world
leaders in electronics [17]. This experience should not
be neglected.

Industry self-determination of the electronics
industry will enable, within the framework of big
data technology, the creation of dynamically updated
classifiers, starting from a closed list of enterprises
and organizations of the REI, as well as classifiers of
equipment, personnel, and products both in a subindustry
context and with an understanding of the localization of
their production thanks to the product labeling system
currently being deployed.

SOME ASPECTS OF STRATEGIC PLANNING AND
MANAGEMENT METHODS

Data collection and processing system

The implementation of such a large-scale
management system must be preceded by a full-scale
inventory of enterprises and organizations in the
industry [18]. As a reliable database and knowledge
base are created in the industry, a digital twin of the
REI should be created and approved for training.
As REI enterprise managers master digital management
technologies, REI enterprises and organizations
of all types of ownership and legal entities will be
connected to this platform. The synergistic effect of
such organizational transformations will be achieved
already at the stage of creating a system incorporating
50-100 of the largest enterprises in the industry, and
will increase as the management and information
integration of REI enterprises progresses.

In existing regulatory documents defining the
foundation of economic management, the concept
of information, which is the starting point of any
management decision, is used too generally, without
a strict topology (the format of each indicator)
and metrics (attributes reflecting the volume or
dynamics of the processes characterized by a specific
indicator). Therefore, it is necessary to clarify that
information for the purposes of modeling decision-
making processes in the industry must be reliable,
comparable, and equatable, and the methodology
for obtaining information from the primary source
must be the same for all aggregated indicators [19].
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Without fulfilling these basic mandatory conditions,
the aggregation of indicators of enterprises and
organizations into general industry indicators is
inadequate from a scientific point of view and contains
systemic errors, the multiplication of which makes
information aggregated from several noncomparable
indicators unreliable.

Without delving into the intricacies of statistical
science, we will highlight only the most general, yet
absolutely essential, requirements for the collected
production, economic, and financial information.
Primary information is information obtained directly
from the object of statistical observation. Previously, it
was collected by the relevant departments of enterprises
and primary statistical offices throughout the country.
Now, it is possible to automate the collection of any
primary production, economic, and financial information
using so-called cyber-physical agents.

Only aggregated information that can be verified
based on the primary data obtained directly from the
object of statistical observation can be considered
reliable. For the needs of industry management, primary
information is aggregated into summary indicator
formats, but the “ancestral trail” of each summary
indicator can always be traced back to the enterprise
or organization level. An aggregated industry indicator
must be equal to the sum of similar indicators for
enterprises and organizations within the industry, down
to the last decimal point. If a deviation occurs, a special
review of the causes of the discrepancy is required. This
is possible. Therefore, the indicator is called aggregated,
not summary. However, the deviation and its causes must
be rigorously statistically assessed and, if necessary,
adjusted.

Aggregated information obtained using a unified
methodology for collecting and processing primary data
can be considered comparable. 1t is strictly forbidden
to aggregate, for example, indicators obtained directly
through statistical observation and indicators obtained
through an analytical method or a random survey
method. This creates systematic statistical errors, which
are unacceptable when making management decisions
in general and strategic decisions in particular.

Comparability of information characterizes the
inherent properties—the quality of the information
itself—while comparability of aggregated information
demonstrates the admissibility and correctness of
comparing similarly named indicators in a time series.
This is necessary for recognizing extensive and intensive
factors influencing aggregated indicators. For example,
the number of electronics companies changes from year
to year, and the performance of each change. Therefore,
it is necessary to identify the parts of the indicator
change (increase or decrease) associated with changes
in the number of objects of statistical observation and

with the factor of improvement or deterioration in the
performance of enterprises. Furthermore, all aggregated
indicators must be recorded on the same date of receipt of
the primary information and accounted for a comparable
accounting period. These are only the most general,
unavoidable requirements for management information.
More precise statistical settings require a more thorough
analysis of the primary indicators.

Statistical observation has many other important
limitations and criteria, which we will leave to specialists.
Here, we will simply highlight the problem that for
planning, especially at a strategic depth, the indicators,
and indeed all information used in the simulation model,
must be as relevant as possible to the actual state of each
enterprise and the industry as a whole, in both metric
and dynamic terms.

Knowledge base and ontologies

The ability of modern algorithms (so-called large
language models) to recognize and process not only
numbers but also text is based on the scientific method
of information ontology. This is a methodology for the
ontological description of the qualitative parameters
of phenomena, processes, or structures, such as
equipment, enterprises, and organizations in the REI,
with an emphasis on key properties in the form of actors,
collections, structure, and attributes, which are used in
subsequent modeling [20].

Agents of a multiagent model

Digital technologies make it possible to consider an
ever-increasing number of factors, parameters, external
disturbances, etc., integrating them into a strategic
planning model by connecting an ever-increasing
number of modules (agents). An agent (module) is
autonomous software capable, within the framework
of its assigned functions, of analyzing collected
information, optimizing decisions, interacting and
negotiating with other agents (M2M), informing
decision-makers of the results of its actions, issuing
recommendations, and incorporating feedback from
all human and automated counterparties. An agent is
capable of not only performing once-programmed tasks
but also of continuously learning. Digital technologies
make it possible to automate the entire cycle of routine
and repetitive factors and, through combinatorial
analysis, calculate a multitude of possible final values.

Visualization tools

Having almost all the metric and ontological
information about the reproduction process in the
industry, the control subsystem can generate visual
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graphs that will also be used in the procedures of
strategic management of the REI.

ANTICIPATED RESULTS

Asaresult of the phased implementation of the digital
twin of the REI, the following results are expected:

1. The system will be secure thanks to a layered user
authorization subsystem.

2. A digital industry corporate platform will be created
for interaction between all authorized participants
in reproduction in electronics, which can be
collectively referred to as the State Information
System of Industry Electronics (SISIE).

3. A dynamically maintained digital classifier of
REI enterprises will be created, whose relevance
will be continuously maintained by an “intelligent”
agent.

4. A digital classifier of REI will be created, broken
down into the main subsectors, and linked to
the mechanism for labeling products and their
components.

5. A classifier of REI technologies will reveal the
relative technological levels of Russian and foreign
manufacturers and their dynamics online.

6. A dynamically supported classifier of REI personnel
will be created, linked by digital algorithms to
existing systems for training personnel, improving
their qualifications, and personal career plans.

7. A reliable and comprehensive statistical database
on REI will be created, along with a tool for
its “intelligent” verification, processing, and
visualization.

8. A digital “intelligent” agent will be put into
operation, which will verify all information in the
system online 24/7.

9. The analytical unit in the format of a digital twin
model of the REI will calculate all possible
consequences of management and technological
decisions and propose several scenarios of strategic
actions to optimize the final result.

10. Thanks to digitalized product graphs, the digital
twin model of the REI will continuously record
the balance/imbalance not only for the industry as
a whole, but also for individual production items.

11. Product graphs will not only enable the current
competitive cost of REI products to be maintained
through strict alignment of physical production

proportions, but also support online cost-
effectiveness analysis of price versus quality, which
will reduce the burden on the budget.

12. By expanding the digital twin model of the REI to
function as a general plan for the development and
deployment of productive forces, a layered linkage
of R&D and production over a time horizon of
10-15 years will be facilitated.

13. All industry aggregated indicators will be
programmatically linked to the actual primary
indicators of enterprises and organizations of
the REI. This will enable the targeted identification
of those responsible for production failures and the
elimination of the causes.

14. A comprehensive, general indicator of the efficiency
of the electronic product reproduction cycle will not
only include production, but also the entire socially
significant chain of “product development (resource
and material support for its reproduction) that best
meets consumer requirements, including operational
and repair support, as well as environmentally safe
disposal.”

CONCLUSIONS

Following its implementation, the conceptual
version of the presented strategic planning and
management model developed in Russia, which
proactively responds to emerging risks and challenges,
will provide a means for overcoming the technological
backwardness of Russian electronics, enable the
development of the industry, tackle the shortage of
highly qualified personnel, and move away from
dependence on imports of critical electronics in the
context of sanctions aggression.

The general plan for the development and
deployment of REI’s productive forces will enable
effective R&D and the development of in-house
technologies that are integrated with the training of
qualified personnel focused on new technological
advances. It will create conditions for the formation,
development, and strengthening of a macroeconomic
region of friendly countries, facilitating the emergence
of alternative production and supply chains, and thereby
increasing the scale and efficiency of production. The
described model for the digitalization of industry has the
potential to be scaled up for the purposes of managing
the entire economy.
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Abstract

Objectives. Nowadays, the global environmental agenda has become a significant factor in world politics and
international relations. Along with climate change, growing demographic and technological pressures on the
environment, the degradation of ecosystems, and the depletion of nonrenewable natural resources representasingle
set of environmental challenges for humanity as a whole, which will remain relevant throughout the 21st century.
The objective of this article is to consider the technological and sociocultural aspects of modern global environmental
challenges in terms of their interconnectedness.

Methods. The article is based on the systems history method and the cycles and waves approach to studying global
dynamics.

Results. Considering the main features of humanity’s interaction with the environment, the factors and nature
of changes in the anthropogenic burden are analyzed to reveal the stages according to which environmentalism
is shaped as part of the global political agenda. Based on a comparison of the climatic picture of the past and
modernity, priorities for steering the environmental agenda as a key component of the emerging world system are
identified.

Conclusions. The overall anthropogenic impact on the environment is determined by a number of sociocultural,
economic and technological factors. Although the degree of this impact has been increasing throughout history,
climate change as such does not have a pronounced anthropogenic nature, being driven mainly by solar and
geophysical cycles. Meanwhile, the very fact that climate change has become a key element of the global
environmental agenda often leads to imposing regulatory requirements and technological standards that slow down
the pace of industrialization and modernization in developing countries. In the context of the emerging world system
architecture, it becomes possible to rethink the environmental agenda and repurpose it to take account of the
priorities of climate forecasting and adaptation to ensure environmental safety while developing environmentally
appropriate nature-similar technologies.

Keywords: global environmental challenges, environmental agenda, anthropogenic pressures, technosphere,

spectrums of needs, nature-similar technologies, national security, the World Majority
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Pesiome

Llenu. B HacTosuee BpemMs rnobanbHas akosornyeckasi noBecTka crana 3HadMMbiM GakTopoM MUPOBOIA NMOu-
TUKN N MeXAyHapOoAHbIX OTHOLWEHWI. [poncxoasiume B MUpe KnnMaTmieckne n3aMeHeHusl, HapacTatollee AemMo-
rpadunyeckoe 1 TeXHOreHHoe OaBrieHne Ha cpeny obuTaHus, gerpagaumsi 6MoreoLeHo30B N UCTOLLLEHNE HEBO3-
0BOHOBSIEMbIX NPUPOAHbIX PECYPCOB NPEeACcTaBNsaOT COO0M eANHbI KOMMEKC 9KOI0rMYecKnx BbI30BOB OJ19 BCEr0
4YenoBEeYECTBA, KOTOPLIM OCTAHETCS akTyasibHbiM B TeyeHune Bcero XXI Beka. Llenbio HacTosLWen ctatbn SBASETCS
pacCcMOTPEHME TEXHOSIOMMYECKNX U COLMOKYNbTYPHbLIX aCNeKTOB FnobanbHbIX 9KOSIOrMYeCKNX BbI30OBOB COBPEMEH-
HOCTM B X B3aUMOCBS3U.

MeTopabl. B cTaTbe NCMOAL3YIOTCH CUCTEMHO-UCTOPUYECKNIA METOA, U LMKINYECKN-BOIHOBOW NOAX0A, K N3YHEHMIO
MWUPOBOW ANHAMUKMN.

PesynbTaTtbl. PaccMoTpeHbl 0COBGEHHOCTU B3aUMOOENCTBUS YenoBeyecTBa C NPUPOAHON Cpeaon, npoaHannau-
poBaHbl GakToOPbl N XapakTep M3MEHEHUS aHTPOMOreHHbIX Harpy3o0K B UCTOPUYECKO PEeTPOCMEKTMBE, NoKasaHbl
aTanbl CTaHOBNEHUS N106afbHO-MNOIMTUYECKOM MOBECTKN 3KOMorn3ma, npoBeAeHO CpPaBHEHWEe KAMMaTU4eckom
KapTWHbI MPOLLIOro 1 HaLWMX AHel, 0603HaYeHbl NPUOPUTETHLI YyNpaBfieHMs] 3KOJI0MMYeCKON NOBECTKOM B HOBOM MU-
POYCTPONCTBE.

BbiBogbl. O6LLEE aHTPOMNOreHHoe BANSIHWE Ha NPUPOAHYI0 cpeny onpenensieTcs pPsaoM COLMOKYbTYPHbIX, 3KO-
HOMWNYECKMX N TEXHONOMMYECKNX GaKTOPOoB. XOTA CTEMNEeHb 3TOr0 BAMSHUSA Ha MPOTSXEHUN UCTOPUN NOBbILLAETCS,
OJIHaKO UMEHHO KIMMaTMYeckmne N3MeHeHMs He UMEIOT BblPaXXEeHHOW aHTPOMOreHHoW Npupoabl, 6yayyn NoAYNHEHbI
rnaBHbIM 06Pa30M COJSIHEYHbBIM U reoduranyecknm umknam. Hapsay ¢ aTum, Tema KnnMaTuyecknx M3MeHeHuin ctana
OJHUM N3 KJIIOYEBbIX 3/1IEMEHTOB r1006a/IbHOM 3KOIOrM4Yeckol NoBECTKM, KOTopas B paae cllydaeB NpuBoaMT K Mo-
CTaHOBKE PErynsiTOpHbIX TPeOOBaHWI 1 TEXHONOMMYECKUX CTaHAAPTOB, 3aTPYAHSIOLWMX TeMMbl NHAYCTPUAaNM3aunmn
1 MOAEPHN3ALIMN B Pa3BMBAIOLLMXCS CTpaHax. B ycnoBumsx dopmMrpoBaHus HOBOM CUCTEMbI MeXAyHapOaAHbIX OTHO-
LLEHN NoABASIETCSH BO3MOXHOCTb NePe0CMbICIIEHNS 3KOSIOMMYECKOW MOBECTKM C AafIbHENLLNM NepeHanpaB/ieHNeM
ee Ha NpuopuUTEeTbI KIIMMaTUYECKOro MPOrHO31MPOoBaHWA 1 aganTaunn, obecnevyeHmns aKosornyeckomn 6e3onacHoCcT
1 pa3BUTUSA MPUPOAONOA0OHbLIX TEXHOOMNIA.
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MpospayHocTb hMHAHCOBOM AeATEeNbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aMHTEPECOBAHHOCTM B MPEACTaB/EH-

HbIX MaTepuanax niam MetToaax.

ABTOpbI 329BNASI0OT 06 OTCYTCTBUN KOHDINKTA MHTEPECOB.

INTRODUCTION

Currently, the global environmental agenda has
become a significant factor in world politics and
international relations. Global climate change, growing
demographic and technogenic pressures on the
environment, degradation ofbiogeocenoses, and depletion
of nonrenewable natural resources represent a single set
of environmental challenges for humanity as a whole,
which will remain relevant throughout the 21st century.
Meanwhile, the frequent use of the environmental agenda
as a tool of international regulation reveals contradictions
between different groups of countries in terms of
their levels of technological development and long-
term economic growth priorities. In light of the latter
circumstance, it becomes important to identify the causes
of the global biosphere-ecological crisis observed today,
for which it is necessary to refer to objective biosphere-
wide, species-specific, and sociocultural patterns in light
of some relevant aspects of the global historical process.

THE SAPIENS PHENOMENON:
FEATURES OF INTERACTION
WITH THE NATURAL ENVIRONMENT

Homo sapiens is the only biological species in
the Earth’s biosphere that engages in the conscious,
purposeful transformation of the natural environment
to obtain various intermediate resources, material
products, and other goods that did not previously exist
in its habitat [1, 2].

However, like other biological species, humans also
have their own initial, predetermined ecological niche,
whose depletion poses a risk to the further existence
of the species. Nevertheless, as culture (including
the technosphere), material practices, and energy
capabilities have developed, the ecological niche of
Homo sapiens has constantly expanded [3]. At the
same time, there is always a certain set of parameters
for humanity’s natural habitat, the significant violation
of whose boundary values results in even the most
extensive habitats becoming unsuitable for the further
reproduction, survival, and development of the species.

Along with that, the human population has
another important difference from the rest of the
Earth’s biosphere: while all other biological species
have a deterministic spectrum of needs that remains
unchanged over long periods of time, the spectrum
of human needs is inherently variable, hierarchically
complex, and throughout history has tended to expand
as culture develops in terms of self-knowledge, self-
organization, and material practice [3, 4].

ANTHROPOGENIC IMPACTS
IN HISTORICAL RETROSPECTIVE

In the most general terms, four interrelated
factors can be identified that determine the level of
anthropogenic pressure on the natural environment:
demographics, spectrum of needs, energy base, and
level of development of productive forces (including
technological development). Throughout human history,
the dynamics of these factors have been uneven and
nonlinear; moreover, their abrupt changes have always
led to the transition of civilization to a qualitatively
new state, characterized by the concept of “phase of
development” [5].

The first such phase transition (from the archaic
to the traditional phase of development) known as the
Neolithic Revolution is associated with the emergence
of a productive economy. At that time, the development
of crop rotation, early construction technologies, and
metallurgy led to a multiple increase in the human
population and the first surge in anthropogenic pressure
on the Earth’s ecosystem. However, since human
energy consumption was still incomparably lower than
the energy capacity of natural global processes at the
initial stage of civilization’s development, the increased
ecological footprint of humanity occurring at that time
remained negligible [5, 6].

With the transition from the traditional to the
industrial phase of development during the 18th century,
humanity began to use technogenic energy for the first
time, which then increasingly replaced biogenic energy
in all production cycles, exponentially increasing
the energy intensity of the Homo sapiens species.
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The growth of anthropogenic pressure during the first
industrial revolution was also associated with a new
combination of sociocultural factors that included
the secular ideology of bourgeois liberalism and the
capitalist mode of production. This combination led to
a significant expansion of the mass spectrum of needs,
an increase in production volumes, and a corresponding
reduction in production cycles, which for the first time in
history began to have a noticeable impact on the natural
environment [7, 8].

By the beginning of the first scientific and
technological revolution at the turn of the 19th and
20th centuries, the world’s population had reached
1 billion, while the aforementioned sociocultural factors
continued to exert their influence and even intensified.
Under the new technological conditions, this manifested
itself in the beginning of the era of conveyor-belt
production of mass-market goods.

A separate important phenomenon of that time was
the emergence of the mass communications industry,
which, as it developed, became a significant factor in
the artificial expansion of the spectrum of degradative
needs. This last point requires clarification: unlike basic,
demographically determined personal, family, and
infrastructural needs, degradative needs are artificially
cultivated needs, whose satisfaction objectively harms
the consumer, society, and the environment [4, 9].

Throughout the 20th century and up to the present
day, under the influence of sociocultural factors in the
world as a whole, especially in developed countries,
there has been a predominance of such artificially
created needs. This, combined with a manifold increase
in population to 8 billion people and accelerating
technological change, has resulted in a historically
unprecedented increase in anthropogenic pressures on
the environment [10].

ECOLOGISM: THE EMERGENCE OF A GLOBAL
POLITICAL AGENDA

During the second half of the 20th century, the
West began to show genuine concern for preserving
the ecological niche necessary for humanity, while at
the same time viewing environmental challenges as
an incentive to consolidate efforts and strengthen its
own technological and institutional advantages [11].
Based on this motivation and relying on their collective
intellectual, technological, and (most importantly)
institutional leadership, Western countries began to
systematically form a new global political agenda
centered on environmental issues and, in particular,
climate change.

The milestones of this agenda are the report to the
Club of Rome entitled “The Limits to Growth” (Meadows
spouses report, 1972), the report of the United Nations

World Commission on Environment and Development
publishedundertheheading of*“Our Common Future” (the
Brundtland Report, 1987), the adoption of Agenda 21
and the United Nations Framework Convention on
Climate Change at the Rio de Janeiro conference (1992),
the signing of the Kyoto Protocol (1997), the adoption
of the Millennium Declaration at the United Nations
General Assembly meeting in New York (2000), the
adoption of the 2030 Agenda and the United Nations
Sustainable Development Goals, the signing of the
Paris Agreement (2015), the latest COP! conferences
in Glasgow, Sharm El Sheikh, and Dubai (2021-2023),
and the United Nations Summit of the Future held in
September 2024 [12].

All of the above policy documents and measures
within this agenda are united by the fundamental idea
that climate change is predominantly anthropogenic in
nature, is primarily linked to the greenhouse effect (global
warming), and will have catastrophic consequences for
humanity if left unchecked.

The climate agenda, which has been
institutionalized and actively implemented in
international political practice, has acquired the quality
of a modern quasi-ideology that can be defined as
political environmentalism. In its radical version, this
quasi-ideology is already taking on radical features,
including placing Homo sapiens on a par with the
animal world and even with the plant kingdom, thus
diminishing the value of human life and all cultural
achievements.

Public debates on climate policy sometimes reveal
selective use of scientific data, reflecting the diversity
of positions and interests in this area. Another sign of
the purely political and instrumental nature of this
quasi-ideology is the unevenness of its media coverage:
in some years, there is massive media promotion of
relevant ideas, events, and personalities, while in others,
the climate agenda virtually “fades away” due to the
fact that global politics is being pursued by other means
during that period.

A telling example of the politicization of
environmental discourse is the work of Swedish eco-
activist Greta Thunberg, whose public appearances
have been interpreted as a tool for creating emotional
pressure to promote the climate agenda. It is noteworthy
that her entire family has consciously switched to
veganism, viewing it as a personal contribution
to reducing their carbon footprint. In this way,
environmental issues are taking on the characteristics

I Discussion on the environmental agenda and the outcomes
of the COP28 climate conference in Dubai. Valdai Discussion
Club.  https:/ru.valdaiclub.com/multimedia/video/diskussiya-po-
ekologicheskoy-povestke-i-itogam-cop28/. Accessed September 06,
2025. (In Russ.).
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of mass ideological mobilization, in which individual
practices and values are transformed into elements of
global influence.

At the same time, it is important to understand that
the environmental agenda is increasingly intertwined
with issues of economic, energy, and technological
policy [11]. From a non-western perspective, especially
the countries of the Global South, it may often seem that
the strategic goals of this policy are to increase global
socioeconomic inequality and exacerbate disparities in
terms of access to technologies and resources necessary
for the development modernization.? At the same time,
international environmental policy practice shows
a tendency for industrialized countries to maintain their
technological leadership and priority access to financial
and innovative resources in the process of energy
transition [13].

MULTIFACTORIAL NATURE OF CLIMATE
CHANGE: FROM THE PAST TO THE PRESENT

Given that the current global environmental agenda
focuses particularly on anthropogenic factors of climate
change, it is important to note that there are other
scientific approaches that view climate dynamics as
the result of complex interactions between natural and
anthropogenic processes. In this context, it is appropriate
to briefly consider the nature and factors of climate
change, based on both paleoclimatological data and the
results of contemporary research in the field of climate
science [14].

In general, the planet’s climate dynamics represent
a system of interconnected cyclical processes of
varying duration. The main factors determining the
formation of the Earth’s climate are: (1) the power of
absorbed solar radiation; (2) the power of the Earth’s
own radiation from its interior; and (3) the spatial
relationship between the world’s oceans and the
geostructures of the land.

Thus, geological timespans measured in millions of
years can be characterized by the alternation of cryoeras
and thermoeras, as determined by the possibility of
continuous heat and mass transfer in the equatorial plane
of the planet. Accordingly, since in our geological era
the equator is “covered” by two continents, humanity
as a whole has invariably lived and continues to live
in a climatic cryoera. During thermoeras, however, the
Earth’s temperature was much higher.

2 Barabanov O., Bespalov A., Ibragimova K., Koltashov V.,
Poletaev D., Savorskaya E. The social dimension of the “global
commons”’: can inequality in the world be overcome? Valdai
Discussion Club. https://ru.valdaiclub.com/a/reports/sotsialnoe-
izmerenie-globalnogo-dostoyaniya/. Accessed September 05,
2025. (In Russ.).

Furthermore, over tens of thousands of years,
glacial and interglacial periods regularly alternate,
including the alternation of over centuries of minor
ice ages and so-called climatic optimums. Thus, the
fall of the Roman Empire and the crisis of the ancient
world partially coincided with a phase of climatic
cooling known as the Late Antique Little Ice Age. In
turn, the relative warming in the 11th—12th centuries,
known as the Medieval Climate Optimum, was
accompanied by favorable climatic conditions in
the North Atlantic, which, in particular, allowed
the Norse civilization to colonize the southern
coastal areas of Greenland, which is now covered
by a glacier.

Five hundred years later, at the turn of the
17th century, another minor ice age brought ice
to the Moskva River in summer and the well-
known years of poor harvests that caused famine in
medieval Tsarist Russia. It is important to note here
that the overall temperature difference between the
climatic situations of the 12th and 17th centuries was
from 1.5 to 2°C, i.e., a range that is actively discussed
in international climate agreements and serves as
a benchmark for assessing the possible consequences
of global warming.? At the same time, it is obvious
that the described differences between the climatic
situation of the 12th and 17th centuries could not
have been related to human activity, given the
vanishingly small energy intensity and anthropogenic
footprint of global civilization in that pre-industrial
era.

Today, we are witnessing another phase of
climate fluctuations caused by natural geophysical
and astronomical cycles, along with anthropogenic
factors [14].

Finally, according to a number of Russian and
foreign studies, the natural factors influencing modern
climate warming include a change in the angle of the
Earth’s axis of rotation, which affects the insolation of
polar and equatorial regions and, as a result, the intensity
of meridional heat and mass transfer [15—17]. At the
same time, most climate models point to the significant
role of anthropogenic factors—primarily the increase
in greenhouse gas concentrations—in shaping current
climate trends, which remains the subject of active
scientific debate.

Moreover, various hypotheses explaining the
processes of atmospheric ozone destruction are discussed
in scientific literature. Along with anthropogenic sources,
in particular chlorofluorocarbon emissions, which played
a key role in the formation of ozone “holes” at the end
of the 20th century, natural geophysical factors are also

3 Special report: global warming of 1.5°C. IPCC. https://
www.ipcc.ch/sr15/. Accessed September 10, 2025.
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being studied, including degassing processes from the
Earth’s interior, volcanic activity, and solar variability.
Studying the relationships between these processes
opens up opportunities for more accurate forecasting
of meteorological changes and assessment of climate
risks [18].

Thus, past and present climate change is mainly
caused by natural factors. Anthropogenic impact only
serves to amplify the overall climate process [19].
However, unlike previous generations, humanity now
has sufficient scientific and technological capabilities
not only to predict adverse climate change, but also
to adapt its environment to these changes in advance
using the state-of-the-art technologies and governance
principles [10, 12, 14].

STEERING THE ENVIRONMENTAL AGENDA
IN THE NEW WORLD SYSTEM ARCHITECTURE:
THE ROLES OF SCIENCE
AND MULTILATERAL DIPLOMACY

Apart from objective macro-processes beyond
human control, genuine environmental challenges
arising at the present time are caused by the cumulative
anthropogenic impact on the natural environment,
which is primarily determined by technological and
sociocultural factors. Therefore, given that the main
sociocultural factor is the artificially formed spectrum of
needs already described, the technological factor should
be considered in more detail.

Throughout human history, the technosphere has
developed as a means of protection from the natural
environment and, in many ways, as a counterbalance to
it. The logical consequence of this approach has been
the primitive principles of operation of the technologies
available to us, which are inadequate in terms of the
complexity and sustainability of the natural processes
observed.

The majority of global energy sector is still based
on burning fossil fuels. Even modern nuclear power
plants are based on traditional principles of thermal
power engineering, where the key process remains
the conversion of thermal energy into mechanical
and electrical energy through the formation of steam.
However, nature itself demonstrates the prevalence
of biochemical and thermonuclear fusion reactions
characterized by energy release.

In this connection, a promising direction involves the
development of nature-similar technologies* developed

4 Decree of the President of the Russian Federation No. 818
dated November 2, 2023, “On the Development of Nature-Inspired
Technologies in the Russian Federation.” Official publication of legal
acts. http:/publication.pravo.gov.ru/document/0001202311020021.
Accessed September 25, 2025. (In Russ.).

by the Kurchatov Institute® in Russia, which now has
a branch in Belarus.

These are technologies that model the principles of
ecological systems to reproduce natural processes in the
form of technical solutions.® Nature-similar technologies
are based on the use of renewable resources, i.e., they do
not disrupt the cycles of substances in nature, and are
also highly energy efficient.”

The interconnection between technological
and environmental aspects of global dynamics is
particularly important from the perspective of ensuring
the comprehensive security of sovereign states. Thus,
according to the current version of the National Security
Strategy of the Russian Federation, a number of
strategic national priorities are linked to scientific and
technological development, environmental security,
and rational use of natural resources. In addition, taking
into account long-term trends in Russia and worldwide,
the national interests of the Russian Federation include
environmental protection, conservation of natural
resources, adaptation to climate change, and ensuring
the sustainable development of the Russian economy on
a new technological basis.®

At the same time, the Climate Doctrine of the
Russian Federation rightly notes that problems related
to climate change, in particular, ensuring a balance
between economic efficiency and social justice,
eliminating potential conflicts of interest in connection
with extreme manifestations of climate change (heat
waves, floods, droughts, and other phenomena) cannot
be solved by scientific methods alone. Under such
conditions, the necessary balance can only be achieved
through comprehensive management decisions.” When
developing these decisions, it is advisable to take

5> Thematic session “Nature-like technologies: a new era
of human development” as part of the Third Congress of Young
Scientists. Roscongress Foundation. https://roscongress.org/sessions/
kmu-2023-prirodopodobnye-tekhnologii-novaya-era-razvitiya-
chelovechestva/about/#. Accessed September 22, 2025. (In Russ.).

6 Decree of the President of the Russian Federation No. 145
dated February 28, 2024, “On the Strategy for Scientific and
Technological Development of the Russian Federation.”
Government of Russia. http://government.ru/docs/all/152305/.
Accessed September 30, 2025. (In Russ.).

7 Nature-like technologies. Kurchatov Institute Research
Center. https://nrcki.ru/catalog/nauka/fundamentalnye-i-prikladnye-
nauchnye-issledovaniya/nbiks-prirodopodobnye-tekhnologii/.
Accessed October 02, 2025. (In Russ.).

8 Decree of the President of the Russian Federation No. 400
dated July 2, 2021, “On the National Security Strategy of the
Russian Federation.” President of Russia. http://www.kremlin.ru/
acts/bank/47046/page/1. Accessed October 02, 2025. (In Russ.).

9 Decree of the President of the Russian Federation No. 812,
dated October 26, 2023, “On the Approval of the Climate Doctrine
of the Russian Federation.” Official publication of legal acts.
http://publication.pravo.gov.ru/document/0001202310260009.
Accessed October 04, 2025. (In Russ.).
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into account the fact that the vector of development
of the global economy—and, accordingly, scientific
research—is currently shifting from robotization
and automation (Industry 4.0) to the development
of sociocentric and environmentally sustainable
technologies [20].

CONCLUSIONS

Thus, when speaking about global environmental
challenges in general, the understanding of this topic
outlined above opens up opportunities for interested and
responsible actors in global politics to form and promote
common positions in this area within the framework of
new formats for interaction between the countries of
the World Majority and specialized organizations of the
United Nations system that are oriented toward a more
balanced approach to global development that takes into
account the interests of all groups of countries. Such
common positions may primarily concern the following
issues:

e adaptation to expected climate change, climate
forecasting tools, and forward-looking energy policy;

e principles of prudent management of scientific
and technological progress, priority of developing
nature-like technologies;

e the need to change the paradigm of economic and
cultural development in order to minimize the range
of degrading needs;

e principles ofresponsible production, fair distribution,
and moderate consumption in the global economy.
In such a context, the updated “environmental agenda

of the World Majority” could become a real unifying
direction for cooperation within international organizations,
transcending any ethnic and religious differences.
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Abstract

Objectives. The work set out to develop didactic models for teaching French reading rules to first-year students
from scratch, followed by a choice of the appropriate model to use in teaching.

Methods. The application of didactic models developed using tools such as regression analysis and mathematical
theory of learning along with an experiment on the application of the obtained models in groups of French language
learners “from scratch.”

Results. Three obtained models of studying 48 French reading rules over 4, 8, and 16 weeks with 12, 6, and
3 rules per lesson respectively, along with a review of the rules learned in the previous lesson, are presented for
comparison and analysis. The influence of various factors such as students’ linguistic abilities, their levels of anxiety,
previous language learning experience, etc., on the effectiveness of all three models were also taken into account.
Based on the results of these analyses, the optimal learning model was chosen.

Conclusions. The average student learned reading rules more efficiently during an eight-week course when the
rules were regularly reviewed at each lesson until the end of the semester. When studying reading rules for 16 weeks,
students failed to review some material at the end of the semester, with fewer rules being reviewed in lesson. During
a four-week study, students confused the rules and had difficulties to remember them due to cognitive overload.
In the presence of adverse factors (weak ability and motivation, lack of independent work, etc.) training results were
low regardless of the model chosen. On the contrary, under favorable conditions (good abilities, motivation, etc.) the
learning model was turned out to be unimportant.
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JAnpakTudeckoe MoOaeJTUPOBAHUE 00yUEHHUS CTYICHTOB
TE€XHOJOTHYECKOTr0 YHUBEPCUTETA NMPABUJIAM YTEHUSA
HHOSA3BIYHBIX TEKCTOB
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* Moctynuna: 01.12.2025 » flopa6oTaHa: 12.12.2025 ¢ MpuHgaTa k ony6nukoBaHuio: 27.03.2026

Pe3iome

Lenu. Llenamn paboTbl ABNsSOTCS pa3dpaboTka AnOakTUYeCckux Moaenen npoLecca npenogaBaHusa NpaBul YTEHUS
dpaHLy3CKOro A3blka, N3y4aemMoro ctyaeHTaMm NepBoro Kypca ¢ Hyns, 1 BbiIOOp oNTUMasnbHOW Moaenun ons nanb-
HelLero UCnonb30BaHMs B 00y4YeHNN.

MeTopabl. [pyMeHeHne onaakTUiecknx Moaenen, paspaboTaHHbIX C NPUBEYEHNEM TaKUX MHCTPYMEHTOB, Kak pe-
rPECCUOHHBIV aHanM3, MatemaTuyeckas Teopums 00yYeHNs 1 SKCNEPUMEHT MO MPUMEHEHMIO MOJTyYEHHbIX MOaeNen
B rpynnax, obyyaroLmxcsa GpaHLy3CKOMY A3bIKY C HYNS.

PesynbTartbl. 115 CpaBHEHUS U aHanmM3a npencrasfieHbl 3 NOfydYeHHbIE MOAENN U3y4eHUs 48 npaBui YTeHUs
BO (ppaHLLy3CKOM A3blke B TeueHue 4, 8 n 16 Heagenb no 12, 6 n 3 npaBunaa 3a 04HO 3aHATME, COOTBETCTBEHHO,
C MOBTOPEHMEM MPaBWIl, N3yHEHHbIX HA NPeabIAYLIEM 3aHATUN. YUNTLIBANIOCh TakXe BIUAHNE PA3UNYHbIX UHAN-
BUAyanbHbIX GAKTOPOB Ha 3PPEKTUBHOCTbL BCEX 3 MOAENEN (TIMHIBUCTUYECKME CNOCOOHOCTN CTYAEHTA, YPOBEHb
TPEBOXHOCTU, NPeabIAYLLNIA ONbIT N3y4eHUs S3bIKOB U T.M.). B pe3ynbtaTte Oblna BoiOpaHa onTuManbHas MOAENb
obyyeHuns.

BbiBoAbl. CpeaHeCTaTUCTUYECKNI CTYAEHT 9D P EeKTMBHEE YCBOWI NPABUIIA YTEHNS NPU BOCbMUHEAENTbHOM 00y4ye-
HUW, KOorga nocneayowme 8 Hegenb (00 KOHLA CEMECTPA) NpaBuia PeryispHO NMOBTOPSINCh HA KaXA0M 3aHATUN.
Mpn n3yyeHnn npaBun 4TeHUs B TeveHne 16 Hefenb CTYAEHTbl HE YCNEeny NMOBTOPUTbL HEKOTOPbLIN MaTepuan B KOH-
LLe CEMECTpPa, MeHbLUEe NPaBusl NMOBTOPSIOCH HA 3aHATUNAX. [pn YeTbipexHeaeNbHOM N3YYeHUN CTYOEHTbI nyTanm
npasuna, NiIoxo Ux 3anoMmHanm n3-3a KOrHUTUBHOW Neperpy3ku. Mpun Hanuuymmn HebnaronpuaTHbIX GakToOPOB (cna-
Oble CNOCOBHOCTU N MOTUBALLMSA, OTCYTCTBME CaMOCTOATENbHOM paboThl U T.M.) pe3dyNbTaTbl 00y4EeHU 0Ka3anumchb
HU3KUMW HE3AaBMCUMO OT BbIOpaHHOM Moaenu. HanpoTue, npu 61aronpusiTHbIX YCIIOBUSIX (XOPOLLME CMOCOBHOCTH,
MOTMBALMA U T. M.) OKa3an0Chk, HTO MOAENb 0OY4EHMS HE UTPaeT peLlatoLL,Een ponu.

KnioueBble cnoBa: gugakrnyeckass Moaesb, Npasuia YTeHnst, GpaHLy3CKni 93blK, TEXHONOMMYECKNI YHUBEPCUTET

Ang untupoBaHus: YepHosa H.U., MeaHoBa E.A., KataxoBa H.B. Aunpaktuiyeckoe moaenvpoBaHue 0Oy4eHust CTy-
[EHTOB TEXHOJIONMYECKOro yHmBepcutTeTa npaBuiaM YTEeHUS WHOA3bIYHbIX TEKCTOB. Russian Technological Journal.
2026;14(3):154—165. https://doi.org/10.32362/2500-316X-2026-14-3-154-165, https://www.elibrary.ru/VWGQAB

Mpo3payHocTb GUHAHCOBOW AeATEeJNIbHOCTU: ABTOPbI HE UMEIOT (PUHAHCOBOM 3aMHTEPECOBAaHHOCTM B NpeaCTaB/IeH-
HbIX MaTepuanax unm metogax.

ABTOpPbI 3a9BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.
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INTRODUCTION

The modern educational paradigm is undergoing
a transformation that involves a comprehensive and
coordinated overhaul of key aspects of learning,
including learning objectives, curricula, teaching
methodology, and the structure of educational activities.
On the one hand, a digital transformation is taking place,
which refers to the integration of digital technologies,
the creation of digital educational platforms, and the
introduction of artificial intelligence into the teaching
process in order to optimize the management of
educational processes [1-3]. On the other hand, the
development of mathematical and didactic models,
including those that replace experimental research, along
with the introduction of mathematical methods and
didactic modeling methods into the humanities, signify
a transformation in professional training at universities,
which is particularly relevant in the teaching of foreign
languages at technical universities, where the educational
emphasis is on the study of core disciplines. Here, the
determination of the structure of the curriculum, work
program, teaching materials, and mathematically verified
prediction of learning outcomes for each study group and
individual student are designed to optimize the processes
of teaching and learning a foreign language. Modern
didactic models provide an equivalent description of
objects, their relationships and dynamics, as well as the
parameters of functional dependencies. Thus, didactic
modeling provides tools for objective assessment and
modeling of foreign language teaching.

The purpose of the present study is to model the
process of teaching French reading rules to first-year
students starting from scratch and to determine the
optimal model.

The mainresearch methodis the use of didactic models,
which are developed using various methods including
regression analysis and mathematical learning theory. The
models obtained in this way were experimentally tested
in different groups of RTU MIREA students who had
commenced a course of French language study.

The novelty of this research consists in the current
apparent lack of any formal-logical pedagogical studies
involving comparable models.

The practical significance of the study lies in the
prospect of managing the educational work of students
at a technological university and selecting the optimal
educational trajectory. This is achieved by analyzing the
influence of various parameters on the learning process
and identifying their interrelationships.

LITERATURE REVIEW

The study was conducted within the framework of
educational analytics aimed at studying the educational

process and the quality of education. In previously
published works, educational analytics tends to be
considered solely from the point of view ofthe application
of information platforms [1], relevant information
support for teachers and students, assessment of the
latter’s success [4], and the development of information
systems that predict students’ academic performance
based on three parameters [5]. The digital transformation
of education involves the use of educational analytics
to create a system for managing the educational
process [1, 3]. In the case under consideration, an
example of such a system is based on mathematical
calculations, which can then be converted into digital
format and posted on university learning platforms.
When building a model using information platforms
and mathematical calculations, various types of data are
taken into account, which can be constant or variable. On
this basis, the educational process management system is
built and learning analytics tools are developed, leading
to the selection of optimal curricula and work programs.

Works [6-8] present developed mathematical
and computer models for researching the educational
process based on general systems theory and the axioms
of mathematical learning theory. Modeling of weakly
formalized systems covering aspects of the selection of
educational resources, teaching methods, and criteria for
evaluating their effectiveness is possible only within the
framework of fuzzy cognitive modeling [8—10]. There
are works devoted to a stochastic model in which the
probability of data can vary.! Here methods are also
presented for estimating the parameters of this model
and examples of its application to various types of data
related to the learning process.

Work [10] describes algorithms for creating teaching
materials along with training models based thereupon,
as well as the “Training Trajectory” program for any
discipline and the “Group Trajectory” program. In
addition, the work provides an insight into the process
of training teachers in the use of mathematical modeling
methods.

The review by Tishina [11] notes that the educational
process is a complex system determined by numerous
and constantly changing factors, which requires
constant adjustment of the methods used with the help
of a specific algorithm and mathematical models, which
should be experimentally verified, since models “cannot
be absolutely adequate to the object.” For the effective
selection and compilation of a mathematical model
of learning, the author recommends using analytical
methods developed within the framework of graph
theory.

I Bush R.R., Mosteller F.A Stochastic Model with
Applications to Learning. https://projecteuclid.org/download/
pdf 1/euclid.aoms/1177728914. Accessed April 24, 2024.
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Researchers Kiriy and Chan Van An [6] propose
a mathematical model designed for studying the
process of foreign language acquisition. This model,
based on Kolmogorov’s equations, establishes the
dependence of a student’s level of language proficiency
on their initial training, learning speed, and forgetting
speed.

In his study, Mayer [7] provides a fairly detailed
analysis of a teacher-student interaction system,
examining both linear and nonlinear approaches to
learning modeling, as well as models describing the
process of knowledge acquisition and subsequent
information loss.

Study [12], which describes the use of mathematical
methods as part of the educational process, examines
in detail key factors such as student learning ability,
professional competence of teachers, etc. The author
identified the relationships between these factors,
for example, between technical equipment and the
organization of educational material. Concerning the
initial parameters, the definition and analysis of student
learning ability, as reflected in study [13], appears to
be significant. Thanks to the created entrance test and
its productive implementation by the authors, this
parameter can be considered a “clear” variable, unlike
most parameters in the humanities.

Reichle [9] has developed computational models
that promote understanding of the cognitive processes
involved in word recognition, sentence analysis,
coherent text construction, and eye movement control.

Barack and Tsodyks [14] demonstrate various types
of learning (classical conditioning, associative memory,
free recall) using specific examples. The work examines
modeling levels in terms of their connection to empirical
data and mathematical concepts that are often found in
learning models from an optimization perspective. It
is important to note that this work belongs to the field
of neuromodeling, rather than purely mathematical
modeling.

Study [15] proposes a mathematical model that
assesses the completeness of knowledge acquired in
all course topics along with the dynamics of learning
educational elements over a certain period. It also
presents a project for the phased organization of students’
educational activities.

The study presented in [16] analyzes various
learning models in the context of long-term observation.
The results showed that some cognitive abilities can
be preserved even in the absence of regular practice.
However, this study mainly focuses on the psychological
modeling of learning.

Study [17] reflects how averaging individual
learning and forgetting curves transforms the overall
curves, leading to a conclusion that learning rates may
follow different distributions. The authors analyze the

skewness of these distributions to exclude cases of low
learning rates.

In [18], a knowledge graph is used to study
intelligent adaptive learning, which is interpreted as the
leading tool for acquiring, managing, and optimizing
the learning process. A proposed knowledge graph
model of the “knowledge-resources-goals” type is
based on a strong connection between knowledge,
learning materials, and educational tasks. The author
also proposes a bidirectional model that takes into
account both long-term and short-term memory. The
study confirms that such a model can be successfully
adapted to learning objectives, reorganizes knowledge
and resources, optimizes learning trajectories,
offers recommendations for selecting materials, and
visualizes the cognitive state of learners, thereby
increasing the effectiveness of intelligent adaptive
learning.

Study [19] proposes a system of personalized
recommendations based on subject-specific knowledge
graphs, learner profiles (obtained using xAPI?), and
feedback on the learning process. The work [20]
is dedicated to solving the problem of diversity in
generative language theories by applying formal
mathematical methods to language analysis.

One of the objectives of the study [21] was to
identify the links between the factors that motivate
students to continue studying a language. Multiple linear
regression analysis was used to test the hypotheses
and confirm the validity of the proposed model. This
analysis mathematically models aspects such as “the
relevance of teaching materials and technologies to
learning objectives and available technologies,” “the
compatibility of the technologies used with students’
individual preferences,” “the openness and authority of
educational institutions offering multimodal language
learning,” and “students’ personal investment in
multimodal language education.”

Work? is devoted to the development of the
following topics: “Algorithms for language learning
using reinforcement,” “Asymmetry of differences in
language acquisition between adults and children,”
and “Mathematical modeling of language development
within a population.”

Paper [22] presents a mathematical model that
examines the impact of educational programs. In
particular, it considers a model for university students
learning English that takes into account variables such as

2 Experience Application Programming Interface is
a standard for data exchange between educational content and
distance learning systems.

3 Rische J.L. Mathematical Modeling of Language Learning:
Dissertation. University of California. Irvine. 2014, 89 p. https://
escholarship.org/uc/item/0kb837r3. Accessed August 17, 2024.
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the total number of students, the number of students who
have chosen a modern learning format, the number of
students who have chosen a traditional learning format,
and the number of students who have successfully
completed the course. The results of the analysis of
this model indicate that attempts to solve problems in
education can lead to unexpected negative consequences,
such as reverse bifurcation and complication of the
situation, which implies the possibility of failing to
resolve existing educational problems.

Paper [23] considers a mathematical model based
on multiple linear regression analysis. This model
establishes relationships between the language learning
strategies used and the level of English proficiency. The
analysis of the model confirmed that it is not necessary
to include all existing language learning strategies
in the model in order to accurately predict language
proficiency.

In the logic of the system-structural approach, the
work [24] examines the quantitative characteristics
of the educational process, which include learning,
system state, the degree of learning, and the accuracy
of learning. The proposed mathematical model of the
learning process is implemented using software tools.

The software developed and presented in [25] for
modeling the teaching of a foreign language analyzes,
predicts, and monitors the level of proficiency in
a non-native language, obtains approximations to the
parameters of a mathematical model of the process of
teaching a foreign language, constructs a graph of the
progressive change in the probabilities of three states
selected by the authors, and facilitates testing with
various parameters in order to optimize their values
to achieve the target level of proficiency in a foreign
language.

In the paper [26], the authors identify previously
unknown linguistic features to which certain formal
attributes need to be assigned in order to create
reinforcement learning algorithms for teaching spoken
language.

Unfortunately, as in most similar studies, the
mentioned works consider mathematical models
of learning in a general form, without their specific
application to the process of learning foreign languages.

Among the existing studies, algorithms and models
are also presented that work in the field of studying the
process of acquiring a foreign language [6, 21, 23, 26].*
However, these works determine the level of proficiency
in a foreign language, motivation, and language
development rather than addressing specific models
of teaching specific topics within the framework of

4 Rische J.L. Mathematical Modeling of Language Learning:
Dissertation. University of California. Irvine. 2014, 89 p. https://
escholarship.org/uc/item/0kb837r3. Accessed August 17, 2024.

studying foreign languages in general, and the French
language in particular.

Thus, the analysis revealed that numerous studies
are being conducted in the field of educational process
modeling, which aim to strictly formalize vague didactic
concepts, objects, and categories. It should be noted that
the reviewed studies do not include a didactic model
based on teaching French reading rules, designed to
identify the optimal learning time and the amount of
material covered in a single lesson.

MATERIALS AND METHODS

The study material, which represented an example
of modeling educational processes, was based on the
reading rules taught to first-year students of all training
programs at RTU MIREA, who were studying French
from scratch.

The research methods used included regression
data analysis® (number of reading rules studied per
lesson; number of reading rules repeated per lesson;
learning ability of a specific cohort of students) and
the construction of a didactic model for selecting the
optimal number of rules studied per lesson along with
the total number of the lessons devoted to learning and
repeating the rules by a specific cohort of students.
This didactic model thus describes the relationship
between variables and the dependencies between
them.

It must be recognized that pedagogical structures
have a probabilistic nature and depend on many
parameters that cannot be fully, strictly and objectively
described [15]. Consequently, the model proposed in this
paper is based only on the most essential characteristics
of the educational activity system.

DEVELOPMENT OF A DIDACTIC MODEL

Developing a  didactic model describing
pronunciation rules in French represents a challenging
task. The main difficulty lies in the significant
discrepancy between the spelling and pronunciation of
words. The goal of the model is to formalize the rules
for the correspondence between graphic elements and
phonetic units.

The rules of the following type were created:

Ln + (Ln+l (+Ln+2)) = Sm (+Sk)’
where L, (L from French lettre—Iletter) is the first graphic

element in the letter combination; L, is the second
graphic element; L, , is the third graphic element, if

5> Dyachuk A.A. Mathematical Methods in Psychological
and Pedagogical Research. Study Guide. Krasnoyarsk; 2013,
347 p. (In Russ.).
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Presentation of the reading
rule R, and the example

v

Checking the assimilation
of the rule R,

/\

Correct answer when
checking the rule R,

Incorrect answer when
checking the rule R,
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Presentation of the reading
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Checking the assimilation
of the rule R,

v

Correct answer when
checking the rule R,

rule R, and the example [<

v

Incorrect answer when
checking the rule R,

Fig. 1. Sequence of steps for studying the rules of reading

three graphic elements create a letter combination that
is read in a special way; S, (S from French son—
sound) is a phonetic unit (less often a combination of
phonetic units) corresponding to one or two sounds.

For example, L, = S;: ¢ = [s]; L, + Ly + L, = S,:
eau = [o]; Ly + L, = Sy au = [o]; Ly + Ly = 83 + S
oi = [wal; L, + L, + Ly = S, -ent as the ending of verbs
in the 3rd person plural is not pronounced at all, i.e.,
S, is the absence of sounds.

After presenting students with one of the 48 reading
rules, their understanding of it is tested. If they have
not understood it, the rule is repeated in all subsequent
lessons.

When modeling the didactic situation under
consideration in this work, we examine a model
for teaching the rules for writing and pronouncing
French graphemes and their combinations, changing
only the number of rules studied per week. Other
parameters related to the characteristics of the teacher,
teaching materials, psychological and mnemonic
characteristics of students, etc., are not considered
in this work. However, this variable seems to be the
most important in teaching at the initial stage, since,
on the one hand, without sufficiently rapid mastery
of the rules of reading, it is impossible to effectively
progress through the curriculum, and on the other hand,
the average human memory is usually not capable
of simultaneously perceiving and transferring large
amounts of information into long-term memory. The
hypothesis was that students at a technical university,
who have a technical mindset and poorer linguistic
memory than humanities students, should be taught
more slowly, with the rules presented in portions. The
calculations in this case were to find the optimal number

of lessons and portions of reading rules taught to first-
year students at RTU MIREA. Figure 1 describes the
steps involved in teaching phonetics and reading. The
rule R, (R from régle) is the rule number n from a list
consisting of 48 rules.

Each ith lesson covers ¢ rules and repeats ¢ - i rules,
except for the first lesson, where no rules are repeated,
and only the first set of rules is covered. Since students
only repeat what they have already learned for the rest of
the semester, this formula remains in effect until all rules
have been covered.

In order to determine the optimal model for
teaching French letter combinations, the effects of
three teaching situations were studied: intensive study
of all 48 rules over four weeks, slow study over the
entire semester, and study at an average pace over half
the semester. The most effective model was considered
to be the one for which the share of correct answers
when reading French words was the highest compared
to the other models.

RESULTS

Model 1. When teaching French pronunciation rules
for certain combinations of graphemes, six new rules
are introduced in each lesson over the course of half
a semester; in the subsequent, lesson they are reviewed
along with six new ones, and so on, until all the reading
rules have been covered. As can be seen in Fig. 2, by
the ninth lesson, i.e., after studying all 48 rules and
repeating most of them, the average student has still
not sufficiently mastered the rules for reading letter
combinations. Each subsequent lesson increases the
share of correct answers given by students when reading
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words containing a particular combination of graphemes
pronounced in a specific way. Thus, by the end of the
semester, the success rate in mastering the rules has
increased to 93%.

Model 2. During intensive training in French
pronunciation rules for certain grapheme combinations,
12 new rules are taught in each lesson over the course
of a quarter; in the next lesson, these are reviewed along
with 12 new ones, and so on, until all the reading rules
have been covered. As can be seen in Fig. 3, by the fifth
lesson, the rules for reading letter combinations have
been poorly mastered. Each subsequent lesson again
increases the share of correct answers from students; this
is due to all rules being repeated multiple times. Thus,
by the end of the semester, the success rate in mastering
the rules has increased to 81%.

Model 3. When teaching French pronunciation rules
slowly, three new rules are introduced in each lesson
throughout the semester; in the subsequent lesson, they
are repeated along with three new ones, and so on, until
the end of the semester. Thus, the last three rules are
studied in the very last lesson of the semester, as a result
of which they cannot be repeated in subsequent lessons.
As can be seen from Fig. 4, by the end of the semester,
despite repeated repetition of a number of rules, not
all rules could be fully mastered, which led to the total
number of correct answers not reaching the required
level.

Thus, intensive and slow learning in a non-language
university led to lower performance at the end of the

%
0 —
[6)]

1
B [(e]
ol

]
o o

7 8 9

semester. Fewer students learned to read correctly than
at the average learning speed, i.e., when all the rules
were presented during the first half of the semester and
repeated during the second half of the semester.

The proposed models illustrate average data
regarding French language learning at the initial stage
at RTU MIREA. However, it is important to take into
account the high variability of both individual learning
trajectories and the average level within a specific group,
since, as experience shows, groups have different levels
and characteristics. This variability is determined by
anumber of factors (F), including cognitive and linguistic
abilities, psychological characteristics, motivational
attitudes, workload, educational conditions, etc. [14].
Within the framework of constructing a prognostically
correct model, students’ mastery of French reading rules
will be determined by the additive sum of the influence
of all possible factors and the level of mastery of each
specific rule. Consequently, the effectiveness indicator of
the lesson (Fig. 5) is expressed in the number of correct
answers recorded after mastering the reading rules, in
accordance with the formula:

Ef = ZF + Z Zg,
i=1
where F; is one of n s1gn1ﬁcant factors characterizing
students’ ability to master the rules of reading and
pronouncing French grapheme combinations; Zj is the
accumulated knowledge of the student N regarding rules
of reading (rules R from 1 to m).

g9 90 93
85
g 83

10 11 12 13 14 15 16

Lessons

Fig. 2. Share of correct answers in lessons during the semester when studying 6 rules over 8 weeks (%)
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Fig. 3. Share of correct answers in lesson during the semester when studying 12 rules over 4 weeks (%)
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Fig. 4. Share of correct answers when studying 3 rules over 16 weeks (%)
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Fig. 5. Lesson effectiveness graph showing the share of correct answers over 16 weeks
based on the effectiveness indicator when using Model 1

SUMMARY

The optimal approach to teaching French to
beginners turned out to be a program in which reading
rules are taught only in the first half of the semester and
then regularly repeated in each lesson until the end. The
study showed that students who studied using this model
learned the material better than those who studied using
the other two methods: slow learning throughout the
semester and intensive learning of all the rules over four
lessons.

In the first case, due to the extended study period,
students did not have time to review some of the material
at the end of the semester; moreover, fewer rules were
reviewed in lesson. For example, Rules 1, 2, and 3 were
practiced throughout the semester in all variants, while
Rules 46, 47, and 48 were practiced for just over half the
semester when studying the rules over 8 weeks and only
during one lesson when studying the rules throughout
the semester.

In the second case, intensive study led to confusion
about the rules and cognitive overload, resulting in
poorer memory retention [27].

Moreover, it is important to consider that various
factors [28] influence the effectiveness of training, such as:
1) the student’s intellectual and linguistic abilities;

2) level of anxiety and adaptability;

3) speed of information perception;

4) motivation (internal and external);

5) group size;

6) lesson schedule;

7) amount of independent work;

8) previous language learning experience.

In the presence of unfavorable factors (poor
abilities, high anxiety, etc.), learning outcomes were
low regardless of the model chosen. Conversely, under
favorable conditions (good abilities, motivation, etc.),
the learning model does not play a decisive role.

Considering the average level of students, the eight-
week model (with learning the rules in the first half of
the semester and then reviewing them) proved to be the
most effective, so it can be recommended for use in the
educational process.

CONCLUSIONS

The theoretical and practical significance of the
study lies in the solution of the tasks set and the well-
reasoned conclusions based on its results:

1) variables for formalizing the educational process
have been defined;

2) options for models acceptable for assessing the
educational aspects of French language teaching in

a technological university have been selected;
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3) certain models describing the process of mastering
the pronunciation of French letter combinations
have been analyzed;

it has been shown that the optimal model for
studying the pronunciation rules of French letter
combinations is one in which students learn all the
rules in eight lessons, with repetition in subsequent
lessons.

Didactic modeling of elements of the educational
process enables the optimal planning of students’
educational activities, including foreign language
learning. The creation of a series of models covering all
potential objects, concepts, forms, characteristics, patterns,
parameters, categories, and factors of learning, and the
generalization of the results obtained, make it possible to
modernize curricula and plans, methods, and technologies.

4)

A promising area for further research is to study
the potential of the developed methodology as a basis
for the development of didactic, mathematical,
and computer models for other thematic blocks
of the curriculum, as well as universal, adaptive,
and effective forms, methods, and technologies
for teaching foreign languages in non-language
educational institutions.
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