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Abstract

Objectives. The aim of information support for management decision-making is to find the most optimal option.
Cluster analysis of multivariate data characterizing socioeconomic systems is widely used. In this work, the author
aims to increase the efficiency of decisions made to manage these systems based on the clustering of temporal
multidimensional data.

Methods. The methods of cluster analysis were used, as well as the provisions of the theory of systems and
mathematical statistics.

Results. A methodology for analyzing the functioning of socioeconomic systems was developed. The analysis
is implemented in three stages. Firstly, clustering over the values of feature variances was applied. Secondly, the
distance of clustering objects from the center of their cluster and their dispersion was calculated at the points of time
coordinates. Thirdly, the change in belonging to a certain cluster of objects that came into view earlier was monitored.
Unstable systems were then identified.

Conclusions. Two cases were considered to justify the effectiveness of the methodology developed herein. First,
using the example of the tax administration, the detection of deliberate distortion of information was considered.
Secondly, identifying the abnormal functioning of the regions of the Russian Federation using the example of decision-
making in the framework of socioeconomic development management was considered. The analysis demonstrated
good results and we can thus recommend the proposed methodology for practical use in information systems for
supporting management decisions.
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B paMKaxX HHPOPMAIMOHHON MOAJAEPKKHA MPUHAMACMBbBIX
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Pesiome

Uenun. MHdopmaumoHHas nogaepxka NpuHATUS yrnpaBieHYeCkMX PeLleHnin B pasnyHbiX NpeamMeTHbIX 001acTax
Hamnpas/ieHa Ha NMOUCK ONTMMalbHOIO BapuaHTa U3 MHOXECTBA aNlbTEPHATUBHbIX. YTO KacaeTcs NpuHUMaeMbIx pe-
LUIEeHUI B HacTu PYHKLIMOHNPOBAHUSA COLMAbHO-3KOHOMUYECKNX CUCTEM, TO 3[ECH LUMPOKO UCMNOMNb3YeTCs KNacTep-
HbIi @aHANM3 HA MHOTOMEPHbIX JAaHHbIX, XapakTepU3yoLLMX 3TN CUCTEMBI, Lienb paboTbl — CUHTE3 1 UccnesoBaHne
MEeTOANKM aHanu3a GYHKLUNOHUPOBAHUSA COLMANbHO-39KOHOMUYECKUX CUCTEM, NMOCTPOEHHOrO Ha KnacTepusaunmn
XapakTEPUIYIOLLINX UX BPEMEHHbIX MHOFOMEPHbIX AaHHbIX, C LEsbio MOBbILEeHUS 3PPEKTUBHOCTM NPUHUMAEMbIX
pPeLLeHn B ynpaBneHnun TakuMmnm cucteMamm.,

MeToabl. Vicnonb3oBaHbl METOAbI KNACTEPHOIO aHanM3a, a TakXe MNoJIOXKEHU TEOPUX CUCTEM U MaTeEMaTUYECKOM
CTaTUCTUKMN.

PesynbTaTthl. PaspaboTtaHa meToamka aHanmsa GyHKLUMOHUPOBAHWS COLMaNbHO-9KOHOMNYECKUX CUCTEM, UCTOJb-
3yloLLasa KnacTepusaumio ee CTPYKTYPHbIX 9N1IEMEHTOB B MPOCTPAHCTBE BPEMEHHbLIX MHOFOMEPHbIX JAaHHbIX. AHANN3
peanunayeTcs B Tpu aTtana. Bo-nepsbix, Npon3BoaMTCS 3aMeHa 3Ha4YeHU NPU3HAKOB Ha 3HAYEHUS UX ONCMEPCUA
B pamMKax MccreayemMoro BpeMeHHOro nHtepeana. Knacrepmsaums ¢ y4eTOM HOBbIX 3HA4YEHUM NPM3HAKOB NO3BONSA-
€T BbISIBUTb 0OBbEKTbI KSlTacTeEPU3ALINU C BbICOKON HEYCTOMHYMBOCTbIO 3HAYEHUI NPU3HAKOB BO BpeMeHU. Bo-BTOPbIX,
peannayeTcs Knactepmnsaums Bo BCEX ANCKPETHbIX TOYKaX BPEMEHHOM KOOpAMHATbI C AaflbHENLLINM pacy4eToM yaa-
JNIEHHOCTEel 00bEKTOB [0 LIEHTPa CBOEro Kiactepa U Ux aAucnepcun. AHanns3 aTux ANCrnepcuii Takxe no3BossieT Bbl-
ABUTb 0OBLEKTbI C BbICOKOW HEYCTOMYMBOCTbLIO AaHHbIX. B-TpeTbux, oTcnexmnsaeTcs nM3MeHeHne NpuHaanexHocTn
onpeneneHHoMy Knactepy oObekToB, NOMNaBLLIMX paHee B Nofe 3peHus. BbiaBNeHHblIe HEYCTOMYMBOCTU B AaHHbIX
NMO3BONSAOT KOCBEHHO CYAUTb O HECTAOUIbHOM DYHKLUMOHNPOBAHUM aHANIM3UPYEMOM CUCTEMBI U YMbILLNIEHHOM
MCKaXeHun npeacTaBneHHoOn MHpopMaLmi.

BbiBOAbI. B pamkax 060cHOBaHNA 3 PEKTUBHOCTU pa3paboTaHHO METOANKM PACCMOTPEHO ABa CllyyYas: BbigBe-
HME YMBILLJIEHHOIO UCKaXeHUst MHpopMaLMN Ha MPUMEPE HaNIOroBOro aaAMMHUCTPUPOBAHUS U Clly4ail BbiiBNEeHUs
aHoOManbHOro MYHKLUMOHUPOBAHNA perMoHoB Poccuiickon depepaumn Ha NnpuMepe NPUHATUS PELLIEHUI B pamMKax
ynpaBfeHns Nx CoLuanbHO-3KOHOMMYECKMM Pa3BUTUEM. [OBEAEHHbIN aHaNn3 Nokasan XopoLune pesynbTaTthbl U No-
3BONIIET PEKOMEHO0BATb NnpeasaraeMyto MeToAMNKY K NPakTU4eCKOMY MCMOTb30BaHMIO B MIHPOPMALIMOHHbLIX CUCTE-
Max NoaaepXKu yrnpaBieHYeCKNX PeLleHunin.

Kniouesble cnoBa: nHpopmaLmnmoHHaa noanepxKka, NpUHATUE PeLLEeHUI, KNacTEPHbIN aHann3, MHOrOMeEpPHbIe Bpe-
MEHHble JaHHble

Ana uutnpoBaHus: AHdEpos M.A. Knactepm3aums MHOrOMEPHbLIX BPEMEHHbLIX OAHHbIX B pamkax WHoopmaum-
OHHOM NOoAAEPXKU MPUHMMAEMbIX YrpaBleHYeckmnx peleHunn. Russian Technological Journal. 2026;14(2):7-16.
https://doi.org/10.32362/2500-316X-2026-14-2-7-16, https://www.elibrary.ru/VCTFHE

MpospavyHocTb pUHAHCOBOM AeATeNbHOCTU: ABTOP HE MMeeT GUHAHCOBOW 3anHTEPECOBAHHOCTM B NMPeACTaB/IeH-
HbIX MaTepmanax unm MeToaax.

ABTOp 3aaBnseT 00 OTCYTCTBUM KOHPIMKTA UHTEPECOB.
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INTRODUCTION

Cluster analysis [1], as an effective mechanism of
intelligent information technologies, is used in resolving
a wide range of tasks related to decision-making in
various subject areas. In the public administration, for
example, it can be applied in developing socioeconomic
policy at the regional level [2, 3], in tax regulation [4, 5],
in the fields of education [6] and medicine [7, 8],
computer science [9, 10] and information security [11],
and in the field of mechanical engineering [12, 13].
A wide range of studies have addressed management
processes in the economic sphere when solving
decision-making problems. Examples of these are
investment processes [14], assessing the financial
stability of information technology (IT) companies [15],
and others. In addition to management decision-making,
cluster analysis is also used to support project decision-
making [16, 17].

However, all of the examples given above apply
static (spatial) data obtained at a specific point in time.
On the other hand, analysis which takes into account
the dynamics of the properties of objects reflected in
the data enables the capabilities of cluster analysis to be
expanded in support of management decision-making.

It is worth noting the research being implemented in
this area. Firstly, there have been studies of the clustering
of one-dimensional [18, 19] and multidimensional [20]
time series which increases the efficiency of clustering,
but not decision-making. The same goal is being pursued
by the transition from the time domain of data to a two-
dimensional discrete function [21] using continuous
wavelet transformation [22]. The inclusion of the time
parameter in the feature space during clustering [23]
enables the dynamics of the state of the analyzed objects
to be expressed. The clustering of objects as dynamic
systems has also been studied in [24, 25].

More in-depth analytics are based on identifying
patterns in the dynamics of clustered objects through
the dynamics of time series data. Thus, the expansion
of analytics is based on an approach which involves
clustering objects based on the proximity of the dynamics
of time series of a set of indicators characterizing
them [26]. In this case, a range of metrics and methods
for assessing such proximity are analyzed and
compared, including the dynamic time warping (DTW)
algorithm [27]. The study of the dynamics of cluster
structures in network models of stock markets has made
it possible to identify an indicator of an impending
crisis in the form of an increase in the stability of these
structures [28].

In this study, information support for management
decisions is based on an analysis of the hidden
influence of factors on the behavior (function) of
the system (Fig. 1). If the explicit influence directly

determines the decision being made, then the hidden
influence requires identification using modern analytical
tools and information technologies, as well as an
adequate interpretation of the results obtained.

Hidden Indirect
4 ”| exposure | assessment”
|<2 Impact on — Decision-
O |thesystem making
E Obvious Direct
exposure assessment

Fig. 1. Consideration of the impact of factors
on the system when making decisions

At the same time, the hidden impact of factors on the
system being analyzed is revealed through the variable
behavior of the objects under study in relation to the
clusters being formed. This variability may signal either
deliberate distortion of the data provided (e.g., in tax
returns) or unstable functioning of the system requiring
managerial intervention.

METHODOLOGY

The temporal data analysis used is based
on their clustering wusing the self-organizing
map (SOM) method [29]. This is within the framework
of the previously proposed approach and covers various
levels of depth of research into system behavior [30].
Kohonen SOM enable the qualitative component of
the analysis to be enhanced by visualizing the clusters
formed using map data. In the proposed methodology,
three data analysis tools are implemented to improve the
adequacy of the decision made.

The first tool is a filter to limit the power of the
analyzed set of features P}, = (p}» Py»--» Pl )» Which
depend discretely on the time parameter ¢ (k is the
number of objects in the clustered set, m is the number
of features). The values of the features are replaced
with the values of their dispersions within the time
interval under study (w is the number of fixed time
coordinates):

1

Dy =——>" (Pl P> Py =— 20k (1)
w=133 Wi=1

Further, clustering is performed in the space
of new features with the identification of objects
belonging to clusters with high dispersion values
associated with high instability of the values of the

Russian Technological Journal. 2026;14(2):7-16



Clustering of multidimensional temporal data as part
of information support for management decisions

Mikhail A. Anfyorov

analyzed features. The objects identified are recorded
for further analysis as systems with unstable time data.
Objects with a high feature dispersion possibly caused
by a trend in their values, characterizing a positive
or negative trend, may also be noted. Additional
regression analysis is required for clarification (see
example below).

The second analysis tool is designed to identify
instability in the images of the clustered objects within
clusters and involves a series of steps.

In the first stage, clustering is implemented at all
discrete points of the time coordinate ( is the number of
the time coordinate). Next, the distance d; of the
kth object to the center of its cluster is calculated.

In the second stage, at each moment in time 7, the
variance of the values found in the first stage is calculated
as d; in the interval covering the current and previous
time coordinates:

1 < - I —
D,g:—_IZ(d,g—d,g)Z, F==Yd, r=2w. (2)
F=lia T =1

In the third stage, the temporal dependencies of the
dispersions (2) are displayed in the form of a diagram
which includes all clustered objects. The diagram enables
objects with unstable temporal data to be identified at
anew level.

The application of the third tool involves tracking
possible changes in the affiliation of a specific cluster
of objects previously in the field of view (Fig. 2). Such
changes allow us to indirectly assess (Fig. 1) the unstable
functioning of the system or deliberate distortion of
information. They also allow us to refine previously
obtained conclusions about objects which have fallen
into the risk group. For this purpose, diagrams are the
best way to express these objects.

Py
0o 0o
0 .. 0,0
e 0 9»x9
X 0 f
0 [ ] p,
4 4 1

Fig. 2. Clustering results dynamics

The second and the third tools can be applied in
different sequences, as well as in parallel.

Theinterrelationship between the stages implemented
within the analysis methodology is presented in a block
diagram of the corresponding algorithm (Fig. 3).

Temporal
multidimensional data

Clustering
on converted data

Dynamic clustering
with identification of the objects
with internal instability

Dynamic clustering
with detection of the objects
migrating between clusters

Fixing objects
that have gotten
into a cluster
with unstable data

Is clarification
required?

Is clarification
required?

Regression analysis
with identification of trends
in unstable objects and fixation
of problematic ones

Regression analysis
with identification of trends
in migratory objects, highlighting
problematic ones

Y e

<
<

\‘/

Comparative analysis of recorded objects and development
of recommendations for decision-making

Fig. 3. Method implementation algorithm
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DETECTION OF INTENTIONAL
DISTORTION OF INFORMATION

The application of the proposed analysis in
identifying the deliberate distortion of information is
demonstrated using the example of tax administration.
Here decisions need to be made about planning field
tax audits at taxpayer enterprises. It is initially assumed
that the aforementioned distortion allows with a certain
degree of probability (Fig. 1) the dishonesty of the
management of such enterprises to be assessed. The
selection of parameters (features) for clustering was
based on a number of preferences:

e availability of their calculation
statements;

e their correlation with bankruptcy risk (indicators
are reflected in the relevant methodology of
the Federal Insolvency Service under the State
Committee of the Russian Federation for State
Property Management);

e inclusion in Altman’s model [31].

As a result, sixteen financial indicators were
selected for the twenty companies analyzed. They
enabled an assessment of their solvency to be made
as well as the financial stability of their economic
systems, the profitability of their production, and their
business activity in terms of inventory turnover and
accounts receivable and payable. The dynamics of
these indicators were tracked over a period of eight
quarters.

Clustering in the space of new features (1),
according to the proposed methodology, allowed
for enterprises with high instability of initial data
values to be identified (enterprises with conditional
numbers 4 and 12). According to the clustering results,
they were isolated in their clusters.

The analysis of intra-cluster instability based
on the value of the variances (2) resulted in the
construction of a diagram (Fig. 4). The pattern of the
graphs in the diagram identified critical enterprises
with data instability, leading to abnormal behavior of

in financial

Df -
Enterprise 13

0.40 -
0351 Enterprise 12 Enterprise 2

0.304 Enterprise 4

0.251
0.20+
0.151
0.10+
0.051

2 3 4 5 6 7 8
t, quarters

Fig. 4. Dispersion dynamics (2) in enterprise analysis

Cluster label
> w
| |

t, quarters

Fig. 5. Migration of enterprise 4 between clusters

the graphs corresponding to these enterprises. At this
stage, the group of enterprises under review included
the previously noted enterprises 4 and 12, as well as
enterprises 2 and 13.

Migrations between clusters (the third tool of
the analysis methodology) were found to affect
enterprises 2, 4, and 12, as already been noted in
previous stages of the analysis. A graphical illustration
for enterprise 4 is shown in Fig. 5.

Thus, based on the results of the analysis, field tax
audits were recommended for enterprises 2, 4, and 12,
and, if possible, for enterprise 13.

IDENTIFYING SYSTEM
FUNCTIONING INSTABILITY

The application of the proposed analysis in
identifying abnormal systems functioning can be
demonstrated using the example of decision-making
in the context of socioeconomic development
management of the regions in the Russian Federation.
The analysis used key indicators characterizing the state
of the regional socioeconomic system! for the period
from 2014 to 2020 (a period of steady progressive
development). The volume indicators were converted
to relative values by dividing them by the number
of employed people in the region. The Republic of
Crimea and the city of Sevastopol were excluded from
the analysis, since during this transitional period their
socioeconomic systems were on the path to stabilization.
Moscow, the Moscow oblast, and St. Petersburg, as well
as regional structures which are part of regions (e.g., the
Yamalo-Nenets Autonomous Okrug within the Tyumen
oblast), were not considered.

Unlike the case discussed above, where deliberate
data distortion was identified during dynamic cluster
analysis of system functioning, dispersion estimates
must take into account the possible trend of the relevant
indicators (system characteristics) which cause high
dispersion values.

In the example under consideration, when
clustering in the space of feature variances (1),
region 69 (Tver oblast) fell into the cluster of system

U Rossiya v tsifrakh: kratkii statisticheskii sbornik (Russia in
numbers: a short statistical collection). Moscow: Rosstat; 2020,
550 p. (In Russ.). ISBN 978-5-89476-488-7
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instability (high variance values). In order to identify
the presence of a trend, a regression analysis was
performed to identify the empirical dependence on time
of the indicator v = v(¢), as determined by the ratio of
the gross regional product (billion rubles) to the average
annual number of employed population (thousand
people) (Fig. 6). The high value of the coefficient of
determination R? indicates a stable positive trend for this
characteristic. This allows us to exclude this region from
the cluster of unstable regions. As for other indicators,
checking for trends in this region yielded positive
results. Thus, for the relative volume of goods shipped
from own manufacturing, a stable trend s = s(¢) with
a coefficient of determination R? = 0.77 was confirmed.

2 0.13

o

g 0.12 v=0.0087t - 17.421 ¢

2 0.1 R?=0.7968

=}

£ 005 :

= 0.09

5 0.08 4///‘,;""”' .
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£ 0.06 : : : : : :

S 2013 2014 2015 2016 2017 2018 2019
t, years

Fig. 6. Trend of indicator v for region 69

In the case of a specific clustering object, there may
be cases where some indicators have a stable trend,
while others have a stochastic spread of values. In this
case, a heuristic assessment will be required to make
a decision.

Other regions classified as unstable (46 in Kursk
oblast, 23 in Krasnoyarsk krai, 51 in Murmansk oblast, and
76 in Yaroslavl oblast) are characterized by a high level
of stochasticity, making them candidates for increased
attention in terms of state socioeconomic regulation.

The diagram illustrating intracluster instability by
dispersion (2) (Fig. 7) showed abnormal behavior of
the graphs for the regions already mentioned above.
Regions 2 (Republic of Bashkortostan) and 11 (Republic
of Komi) were added.

At the stage of identifying migration between
clusters (Fig. 8), regions 65 (Sakhalin oblast) and
68 (Tambov oblast) were included in the analysis.

i 69
/ 76 2

2017 2018
t, years

2015 2016

2019

2020

Fig. 7. Dynamics of dispersions (2) in regional analysis
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Fig. 8. Migration of regions 65, 68, and 69
between clusters

The absence of migration between clusters in
region 69 once again confirmed its high level of
socioeconomic development.

Regression analysis of the regions added showed that
the increase in dispersion (2) for regions 2 and 11 can
be largely explained by the positive dynamics of their
indicators (see the example for region 2 in Fig. 9 with an
acceptable R? value). In the case of regions 65 and 68,
their migration between clusters is determined by the
high level of stochasticity of economic indicators (see
the example for region 65 in Fig. 9 with a low R? value),
requiring measures to be taken within the framework of
state regulation.

v
]
3200050474, ~0.0002¢— 0.3084 [*
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Fig. 9. Trends in relative gross regional product:
(1) for region 65 (black triangles);
(2) for region 2 (blue squares)

Thus, based on the results of the analysis,
recommendations can be given on the development
of measures within the framework of state regulation,
aimed at improving and stabilizing the functioning of
the socioeconomic system in regions 46, 23, 51, 76, 65,
and 68.

CONCLUSIONS

The article presents an approach to information
support for management decisions in conditions of
uncertainty. This is achieved by means of an indirect
assessment of the impact of factors on the controlled
system using a method based on cluster analysis of
time series data. The proposed technology is focused
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on two classes of tasks: decision-making in conditions The proposed theoretical provisions have been
of possible deliberate data distortion; and when  tested in practice using real data to resolve matters of
detecting unstable functioning of the system being  concern to the tax administration and state regulation of
analyzed. the functioning of regional socioeconomic systems.
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Abstract

Objectives. The paper sets out to develop an architecture for a distributed testing system for Internet of Things (loT)
devices to ensure secure transmission and the isolated execution of test scenarios on dedicated execution modules.
The study takes account of the rapid growth in the number of loT devices operating in untrusted computing
environments, in which the testing process can pose a risk of confidential data leakage or unauthorized interference
with software components.

Methods. A comparative analysis of existing solutions such as NI TestStand, MagicDAQ, PHILIP, and
KEOLABS ContactLAB was conducted. Architectural components and test scenario life-cycle processes were
examined and compared.

Results. The analysis identified the main stages of the test scenario life cycle, including preparation and storage
of scripts, transmission and interpretation, interaction with the device under test, as well as registration and analysis
of results. In addition, existing and proposed architectural solutions were compared according to the following
key characteristics: application domain; type of architecture (distributed or centralized); test scenario execution
environment; system scalability; level of execution isolation; availability of protection mechanisms; capability for
remote management. The results of the study are presented in the form of a proposed architecture that includes
a control module and autonomous execution modules with an isolated virtual MicroPython environment. To ensure
security, test scenarios are transmitted over an encrypted communication channel using constrained application
protocol and datagram transport layer security (protocol, while the execution of test code takes place in a restricted
environment isolated from the main operating system.

Conclusions. The comparative analysis confirmed that the proposed solution eliminates the key limitations of existing
solutions, namely the lack of encryption mechanisms and isolation of execution. The developed architecture
enhances the security and reliability of the IoT device testing process, offering protection for intellectual property
and test scenario logic in untrusted computing environments.
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HAYYHAA CTATbA

ApXHUTEKTYypa pacnpeaejeHHON CUCTEMbI
TeCTUPOBAHUSA YCTPOUCTB MHTEPHETA Bellen
Ha dTane uxX pa3padoTKu

A.C. BensikoB ©

TomcKknvi rocyqapCTBEHHbIN YHUBEPCUTET CUCTEM YrpPaBeHVs v PaANO03IEKTPOHUKY, Tomck, 634050 Poccusi
@ AsTOpP A9 nepenvcku, e-mail: cauzed4concern@yandex.ru

e Moctynuna: 11.07.2025 ¢ Aopa6oTaHa: 15.10.2025 ¢ MpuHaTa k ony6nukoeaHuto: 06.02.2026

Pesiome

Llenu. Llenb paboTbl 3akoHaeTcs B pa3paboTke apxXMTeKTYpbl pacrnpeneneHHon CUCTEMbl TECTUPOBAHUS YCTPOUCTB
nHTepHeTa Bellel (Internet of Things, 10T), o6ecneunBatoLLel 3alUMLLEHHYIO Nepeaady TeCTOBbIX CLEEHApUEB N NX
M30JIMPOBAHHOE NUCMOSIHEHNE HA UCTONTHUTENbHBLIX MOAYNAX. AKTYanbHOCTb UCCNefoBaHus 00yCroBeHa CTpeMu-
TesNbHbIM POCTOM YKncna loT-ycTpoiicTB, GYHKUNOHUPYIOLWNX B HEAOBEPEHHbIX BbIMUCIINTENbHBIX Cpeaax, rae npo-
LLeCC TeCTMPOBAHMS MOXET CO34aBaTb PUCKM YTEUYKM KOHDUAEHUMANBbHbIX OAHHbIX U HEeCaHKUMOHMPOBAHHOIO
BMeLlaTeIbCTBa B NporpamMmMHoe obecrneyeHue.

MeTopabl. [MpoBeaeH CpaBHUTENBbHbIN aHaNM3 CYLLLECTBYIOLLMX pewleHunia, Takmx kak NI TestStand, MagicDAQ, PHILIP
n KEOLABS ContactLAB. BbiNnofIHEHO COMOCTaBfIEHNE NX aPXUTEKTYPHbLIX KOMMOHEHTOB M NPOLLECCOB XNU3HEHHOIO
LMKJ1a TECTOBbIX CLLEeHapueB.

PeaynbTaTbl. Ha ocHOBaHWM aHann3a BblAeneHbl OCHOBHbIE 3Tamnbl XXM3HEHHOMO LIMK/A, Ha KOTOPbLIX NMPUMEHS-
I0TCS PACCMOTPEHHbIE MHCTPYMEHTbI: MOAroTOBKA U XpaHeHue, nepegaya n nHtepnpeTaums, B3auMoaencTemne
C TECTUPYEMBIM YCTPOMCTBOM, PErucTpauus n aHanma pesynbtatoB. Kpome Toro, npoBeaeHo CpaBHEHME CyLLe-
CTBYIOLLUX M NPEASIOKEHHOr0 apXNTEKTYPHbIX PELLEHNI MO KI0YEeBbIM XapakTepucTukam: npeagMeTHas obnacTb
NPUMEHEHUSs, TUN apPXUTEKTYPLI (pacnpenenieHHas unu LeHTpanrM3oBaHHas), cpeia MCNoSTHEHUS TECTOBbIX CLLe-
HapueB, MacLLITabnpyeMoCTb CUCTEMbI, YPOBEHb N30NALMN CPebl UCMONIHEHUS, HalM4YMe MEXaHN3MOB 3aLMUThl
1 BO3MOXHOCTb yAaJleHHOro ynpasneHus. Pe3ynbTaTbl paboThl NpeacTaBfieHbl B BUAE NPeasioXEHHOM apxXnTek-
TYpbl, BKJIlOYAlOLLEN YyNpaBASOWMA MOAYSIb 1 @BTOHOMHbIE UCMONIHUTESIbHbIE MOAYIN C U30JIMPOBAHHOW BUPTY-
anbHOM cpepnoi ucnonHeHus MicroPython. ina o6ecneyeHns 6e3onacHOCTM NpeaycMoTpeHa nepeaaya TecTo-
BbIX CLIEHapWeB MO 3alMdPOBAHHOMY KaHay CBA3M C UCMONb30BaHneM npotokonos CoAP! n DTLS? | a Takke
BbIMOJIHEHME KO TECTOBbLIX CLLEHapMeB B OrpaHMYeHHON cpene, N30JMPOBAHHOM OT OCHOBHOW OnepaLMoHHOM
CUCTEMBI.

1 Constrained application protocol — 06neryeHHbIVi NPOTOKON UHTEPHETA BELLIEA.
2 Datagram transport layer security — NpoTokoN Nepeaaqmn gaHHbIX, 06ecneHmBaloLLii 3alLUMLLIEHHOCT COEAMHEHMIA 419 NPOTOKO-

N10B, UCNOJIb3YOLWMX AaTarpamMmsbl.
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BbiBOoAbl. [1pOBEAEHHbIN CPaBHUTESbHbIM aHann3 NPOAEMOHCTPUPOBAJ, YTO npeajlaraeMoe peLleHne ycTpaHaeT
K/t0YEeBbIE OrpaHNYEeHNS aHAN0roB, CBSI3aHHbIE C OTCYTCTBMEM MEXaHN3MOB UMM POBAHNS 1 N30SLUN UCTOSTHEHUS.
PaspaboTaHHasa apxuTekTypa MnoBbilLaeT 6€30MacHOCTb M HaAEeXHOCTb npouecca TecTupoBaHus |0T-yCTpoicTB
1 MOXET UCMOJIb30BaTbCHA B HEAOBEPEHHbIX BbIMMCINTENbHBIX Cpeaax Asns 3aluTbl MHTENNeKTyaslbHO COOCTBEHHO-

CTU N NOTMKN TECTOBLIX CLEHapPUEB.

KnioueBble cnoea: nHTepHeT Bellei, 10T, PyHKLUMOHANIbHOE TECTMPOBAHNE, apXUTEKTYPa TECTMPOBAHUS, TECTO-

Bble CLUeHapum

Ansa uutupoBaHua: benskos [.C. ApxutekTypa pacnpeneneHHor CUCTeMbl TECTUPOBAHUSA YCTPOWMCTB MHTEPHETA
Bellen Ha aTane ux paspabotku. Russian Technological Journal. 2026;14(2):17-28. https://doi.org/10.32362/2500-

316X-2026-14-2-17-28, https://www.elibrary.ru/XDBAIA

Mpo3payHocTb GUHAHCOBOW AEeATEeNIbHOCTU: ABTOP HE nMeeT GUHAHCOBOWM 3anHTEPECOBAHHOCTM B NPeACTaB/IeH-

HbIX MaTepuanax Wi Mmetogax.

ABTOp 3asBns€T 06 OTCYTCTBUMN KOHMINKTA UHTEPECOB.

INTRODUCTION

The widespread use of Internet of Things (IoT)
devices requires compliance with high quality, safety,
and reliability standards. In these circumstances, testing
is crucial for the identification and elimination of
potential malfunctions to ensure that the devices meet
the specified technical requirements and can function
stably in real operating conditions [1, 2].

Unlike traditional software, testing IoT devices
presents a number of specific challenges. Since
encompassing both hardware and software components,
such testing involves the consideration of various
communication protocols, limited computing resources,
and the characteristics of low-level interfaces. An
additional complication arises due to testing often
being outsourced to third-party organizations that may
not be trustworthy, which creates risks of unauthorized
interference and compromised results [3].

In this regard, the paper aims to analyze existing
solutions for testing IoT devices and to develop a new
distributed testing system architecture that addresses the
identified shortcomings.

1. THEORETICAL BASIS OF TESTING

Based on the specific characteristics of IoT devices,
testing can be divided into three main levels [4-6]:
device, network, and system testing.

Device testing involves checking the device
itself as a separate unit. This covers both the
hardware components (e.g., the microcontroller,
sensors and actuators) and the embedded software.
The first stage involves verifying the correct
operation of the peripheral interfaces (serial
peripheral interface (SPI), universal asynchronous
receiver-transmitter (UART), etc.) that facilitate
communication between the microcontroller and
external modules. Next, the device’s firmware

logic, data processing algorithms, performance, and
reliability under load or interference are evaluated.

Network testing focuses on the communication
infrastructure. The measured parameters include the
bandwidth, latency, reliability, and scalability of the
communication channels used (e.g., Wi-Fi, cellular
networks, low-power wide-area network, etc.). This
ensures the required quality of service for [oT devices [7].

On the other hand, system testing covers the entire
range of devices and infrastructure, carrying out checks
into how several devices interact with each other, as
well as with gateways and the cloud platform. Here it is
also necessary to ascertain the correctness of end-to-end
data processing and user scenarios. This comprehensive
integration testing involves working through scenarios
from an event on a device to the receipt of data in the
cloud and the return response.

Therefore, to comprehensively assess the functioning
of IoT systems, thorough testing must be conducted at
each level to cover various aspects of their operation,
ranging from hardware components to device interaction
within a distributed environment.

2. ARCHITECTURAL ANALYSIS
OF EXISTING SOLUTIONS

Testing tools are software or hardware solutions
designed to automate and streamline the testing of IoT
devices. They support specialists in evaluating various
characteristics, including functionality, performance,
stability and security. These tools are used to to simulate
a wide range of operating scenarios and environmental
conditions, thereby ensuring more reliable testing of
device behavior in various conditions.

The majority of contemporary research and
development in the realm of IoT testing revolves
around system- or network-level testing. The most
common solutions are those that verify the correct
implementation of protocols (constrained application
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protocol, MQTT3, 6LoWPAN?, etc.), node compatibility,
performance, and network connection reliability.
Platforms such as PatrloT [8], Hector [9], F-Interop [10],
MATTER [11], and Eclipse loT-Testware [12] typically
use virtualization mechanisms to facilitate scalable
testing of architectural scenarios without the involvement
of real physical equipment.

Checks implemented at the physical device level are
usually limited to highly specialized solutions and are less
formalized. Therefore, it seems appropriate to consider
system architectures specifically oriented towards the
device level and compare them. The basic architecture of
the testing system shown in Fig. 1 includes the following
components:

e The control module coordinates the launch of tests
and distributes tasks among the execution modules.

e Executive modules are one or more devices that
interact directly with the device under test through
physical interfaces.

e The device under test is the object being tested.

Device
under test

Executive
module

Control
module

Fig. 1. Typical architecture of a testing system

Subject analysis is carried out to identify the tools
used at the device testing level.

NI TestStand® is a commercial test management
system that integrates with the NI LabVIEW measurement
programming environment. The corresponding system
architecture is depicted in Fig. 2.

The control module, which is installed on a PC, is
designed for centralized control of automated execution
modules. It also records test results to ensure their
collection and visualization.

Executive modules are data collection systems
connected to the control module that interact directly
with the device under test via physical interfaces to
execute test commands.

The script execution environment is located directly
within the operating system (OS) on the control module.
Built-in OS functions provide system security by
controlling resources and test results.

The NI TestStand functional capabilities include
creating test scenarios that can be executed for a single

3 Message queuing telemetry transport is a lightweight,
publish—subscribe, machine-to-machine network protocol for
message queue/message queuing service.

4 IPv6 over Low-Power Wireless Personal Area Networks,
based on the IEEE 802.15.4 standard.

5 TestStand Release Notes. https://www.ni.com/en/support/
documentation/release-notes/product.teststand.html.  Accessed
July 07, 2025.

device or multiple devices simultaneously. Testing is
coordinated through parallel interaction between several
control modules via a local network. However, this
interaction is currently limited to internal enterprise or
laboratory networks, as the system does not initially
support full remote control via an internet connection.
Nevertheless, NI TestStand provides a command
interface for initiating testing from external continuous
integration (CI) systems.

Thus, NI TestStand is a local, centralized testing
system offering a sophisticated user interface and
support for continuous integration processes. However,
it lacks built-in mechanisms for distributed processing
or the isolated operation of test modules.

Control module (TestStand, LabView)

Test script Test result
repository storage
._seq_ A
script file Test report

Test result
analysis module

Script execution
environment

Control Response data,
commands status
(PCI/USB) v (PCI/USB)

Executive module
(DAQ, PXI)
A

Commands, signals
(SPI, 12C, UART, GPIO,
analog, digital signals) v

Responses, signals
(SPI, 12C, UART, GPIO,
analog, digital signals)

Device under test

Fig. 2. NI TestStand testing architecture for a single
device. PCI (Peripheral Component Interconnect)
is an input/output bus for connecting peripheral devices
to a computer motherboard; USB (Universal Serial Bus)
is a universal serial bus; I12C (Inter-Integrated Circuit)
is a serial asymmetric bus; GPIO (General Purpose
Input/Output) is a general purpose input/output
interface; DAQ (Data Acquisition) is software
and hardware for collecting data;
and PXI (PCI eXtensions for Instrumentation) is a PCI
extension for measurement systems

MagicDAQ® is an executive module that connects
to the control module (PC) via a USB interface (Fig. 3).
All testing logic is implemented on the control
module by executing test scripts in Python, which
then send commands to the executive module via the
USB connection. It should be noted that MagicDAQ is
not a completely distributed system or cloud service;

6 MagicDAQ Docs. https://magicdaq.github.io/magicdaq_
docs/. Accessed July 07, 2025.
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rather, it is a peripheral module for a local PC, whose
scalability is determined by the number of available USB
ports. As test scripts are written in Python and transmitted
via a local connection, security is implemented using
built-in operating system tools.

Thus, MagicDAQ is characterized as a specialized
solution for local use in measurement systems with
limited scalability and no distributed data processing
mechanisms.

Control module
(Python + MagicDAQ API)

Script execution
environment
(Python)

Command
execution
result
(USB)

Commands
(USB)

\ 4 Commandes, signals
(SPI, 12C, UART, GPIO)

Executive
module P
(MagicDAQ) [¥

A .
”1  Device
under test

Responses, signals
(SPI, 12C, UART, GPIO)

Fig. 3. MagicDAQ testing architecture.
APl is Application Programming Interface

A software and hardware platform known
as PHiILIP [8] has been developed for the automated
testing of microcontroller peripheral interfaces in
embedded systems, including loT devices.

The PHILIP testing system architecture is based
on a distributed model, which provides a central
control module in the form of a continuous integration
server (such as Jenkins) integrated with the Git version
control system for storing and updating test scripts. As
illustrated in Fig. 4, the control module coordinates
test runs, stores, and distributes test cases, as well
as transferring firmware to the devices under test and
collecting test result data for further analysis.

Each executive module, which is based on
a Raspberry Pi single-board computer (manufactured by
Raspberry Pi Holdings plc, United Kingdom), functions
as an intermediary between the CI server and the
PHiILIP hardware interface module. The module runs
test scenarios in the Robot Framework environment’
and uses serial wire debug or joint test action group
interfaces to flash the tested devices and download new
software versions. The PHILIP interface module is
connected to via the UART interface.

7 Robot Framework. https://robotframework.org/. Accessed
July 07, 2025.

In turn, the PHiLIP interface module is responsible
for generating and registering signals on the device
under test’s physical interfaces including SPI, 12C,
UART, and GPIO. This module emulates the behavior
of the device’s external environment and records its
responses, which are then returned to the execution
module and subsequently to the control module for test
result analysis.

As shown in Fig. 5, the system architecture allows
for scaling: several executive modules can be connected
to one control module, each executive module
controlling its own instance of the interface module and
the device under test. This structure enables parallel
testing of different devices while providing centralized
control and collection of results. However, [8] does
not describe the mechanisms for ensuring information
security, nor does it specify how test case execution is
isolated, how protection against unauthorized access is
ensured, or how integrity control is maintained during
the transmission of test scenarios.

Control module

(Cl, Git)
Test script Test result
repository storage
A
Test case
and firmware Test results
Executive module
v (Raspberry Pi)
Script execution
environment thsct)rr;sglt
(Robot Framework) 9
Request
i API results / Set Test results
Firmware
(SWD/JTAG) commands Parameters (UART)
(UART) (UART)
Y y \ 4

Interface module
(bluepill)

T

Results, signals, and counters
(UART, SPI, 12C, GPIO)

Device under test

Fig. 4. PHILIP testing architecture
for a single device under test

KEOLABS  ContactLAB® is a commercial
software and hardware platform designed for
functional testing of smart cards, microcontrollers

8 Contact Tester. https://www.keolabs.com/products/platforms/
contact-tester. Accessed July 07, 2025.
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with security modules (Secure Element), as well as
devices supporting NFC? and ISO 7816'0 contactless
interfaces. It is widely used for certification testing and
the development of authentication and identification
tools.

The architecture of the solution (Fig. 6) is
based on the use of two modules: the SCRIPTIS'!
software control module, which is installed on
a PC, and the ContactLAB HW hardware execution
module. The latter generates commands, measures
time characteristics, and records signals from the
device under test. The control and execution modules
interact via a USB or Ethernet interface. Testing is
performed entirely at a single workstation with no
option for distributed testing or remote access. With
this solution, the only way to achieve scalability is
by increasing the number of stands and manually
coordinating their operation. The architecture does
not allow for a centralized control module or the
parallel execution of scenarios on multiple devices.
Security of the testing logic is ensured within the
closed SCRIPTIS environment and its built-in access
mechanisms. Test scenarios are executed in a standard
user OS environment.

Therefore, KEOLABS is a platform for the low-level
testing of secure devices in a laboratory environment.
Its architecture is designed for centralized operation and
lacks mechanisms for remote access or secure distributed
test execution.

9 Near Field Communication (NFC) is a technology for
transmitting data wirelessly over short distances.

10 [SO/IEC 7816-1 Identification cards—Integrated circuit
cards.  https://www.iso.org/standard/54089.html.  Accessed
July 07, 2025.

I SCRIPTIS: an intuitive testing environment. https://www.
keolabs.com/products/solutions/emvco-11-payment-testing#.
Accessed July 07, 2025.

re for multiple devices under test

Control module (SCRIPTIS, RGPA)

Test script repository Test result
storage
e A
Script file Test report
Y
Script execution Test result
environment analysis module
Control Responses,
commands signals
(USB/Ethernet)V (USB/Ethernet)
Executive module
(ContactLAB HW)
A
Commands, signals Response frames
(ISO7816-1, SWP) (ISO7816-1, SWP)
Y

Device under test

Fig. 6. KEOLABS ContactLAB testing architecture.
RGPA (Real-Time General-Purpose Analyzer);
SWP (Single Wire Protocol)

3. ANALYSIS OF TESTING PROCESSES

Anumber of typical processes can be identified based
on the review of existing testing system architectures.
As shown in Fig. 7, these processes provide a general
overview of how such systems function, regardless of the
specific implementation. These processes can be defined
as a sequence of stages in the test scenario lifecycle:

1) preparation and storage of test scenarios;

2) planning and launching of test scenarios;

3) transfer of test scenarios to the execution module;
4) interpretation of test scenarios;

5) interaction with the object under test;

6) recording of test results;

7) analysis and generation of reports.
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Fig. 7. Test scenario life cycle

During the preparation and storage of test
scenarios, the appropriate sequence of actions,
execution conditions and criteria for successful test
completion are developed and described. These
are created by specialists using scripting languages
such as Python (e.g., in MagicDAQ) and Robot
Framework (in PHiLIP), as well as other tools. Once
developed, the scenarios are stored in a database or
repository for subsequent use by the control module or
continuous integration systems (e.g., Jenkins).

Test scenario planning and execution involves
selecting the necessary tests and determining their
execution sequence, as well as synchronizing and
initiating the testing process. This can be performed
either by an operator through the control module
interface or automatically from an external continuous
integration system, as with PHiLIP and Jenkins.

Test scripts are transferred to the execution
module of the systems under review via a local
network (e.g., PHiILIP) or physical interfaces,
such as USB (e.g. NI TestStand, MagicDAQ, and
KEOLABS ContactLAB) and Ethernet (KEOLABS
ContactLAB). However, the analyzed solutions do not
specify whether any encryption mechanisms or other
measures are employed to safeguard the transmitted
data.

During the test scenario interpretation stage, the
scenario is processed in the execution environment,
where the test logic is converted into specific commands
for controlling the physical interfaces. Depending
on the system, this may be the TestStand engine,
a Python interpreter (MagicDAQ), a Robot Framework
environment (PHILIP), or a built-in SCRIPTIS
environment (KEOLABS ContactLAB). This approach
enables the test logic to be abstracted from the hardware
implementation.

The test object is interacted with by an executive
module that controls physical interfaces (SPI, 12C,
UART, ISO 7816, etc.), ensuring the transmission of
signals and commands directly to the device under test.
For example, PHiLIP uses a separate interface module
for this purpose which interacts with and depends on the
Raspberry Pi as a control module.

Test result recording involves capturing data
obtained during the test, such as device responses,
signals, timestamps, statuses, and measured values.
This data can be stored locally on the execution module
or transferred immediately to the control module for
further analysis.

In the final stage, the recorded data is processed and
the criteria for successfully completing the test case are
calculated. Reports are then generated for operators,
or the results are automatically transferred to external
analysis and quality management systems.

The analysis of existing IoT device testing
platforms and selected typical processes revealed
several limitations. All of the considered solutions
have one key limitation in common: a lack of
a mechanism for the secure execution of test
scenarios. Test scenarios are either executed locally,
delivered manually, or via a continuous integration
infrastructure, with no explicit use of cryptographic
protection. Additionally, many tools are local and
do not support remote execution modules. In today’s
environment, where testing is often performed in an
untrusted environment that requires the autonomous
operation of execution modules, it is essential to
ensure that tests can be carried out without risking
interference or conflict.

Therefore, it is necessary to develop a new testing
architecture for eliminating the identified shortcomings
and ensuring the necessary level of security and
scalability when testing IoT devices.

4. PROPOSED TESTING
SYSTEM ARCHITECTURE

The proposed architecture comprises a distributed
network for testing Internet of Things devices. In this
network, several executive modules interact with the
control module to exchange encrypted test scenarios.
This architecture (Fig. 8) comprises the following key
components:

e Control module. This is responsible for coordinating
distributed execution modules and storing test
scenarios.
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e Execution modules. These are autonomous nodes
that are physically connected to the devices under
test. The modules execute test scenarios received
from the control module, record the results, and
interact with the object under test via connected
interfaces. Each execution station contains
a built-in, isolated execution environment in which
the received test scenarios are interpreted.

e Tested devices. These are real IoT devices connected
to the execution modules and tested via physical
interfaces. Each test station connects to the device
under test via one of the interfaces (SPI, 12C,
UART, etc.). In the proposed architecture, these
connections are referred to as channels, each of
which comprises a logically independent unit for
controlling input and output signals. Each channel
corresponds to a specific interface type or interaction

The testing process begins when the operator uses
the control module to initiate execution of the script. The
script is then transmitted to the execution module via
a secure channel and executed in an isolated environment,
generating commands to interact with the device under
test’s interfaces. The test results are then sent back to the
control module in an encrypted format for analysis.

When designing the architecture, special attention
should be paid to protecting the testing logic and
mitigating risks arising from operation in a potentially
untrusted environment. Studies [13, 14] have shown
that the various stages of the device life cycle are
accompanied by threats of unauthorized access to
software and leakage of test scenarios. Furthermore, the
microcontrollers themselves can act as both a source and
a target of attacks. In light of these threats, the system
architecture incorporates a set of protective measures to

protocol. be applied at various stages of the test scenario life cycle.
Control module
Test script Test result
repository storage
.mpy A
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file v
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Table. Comparison of characteristics of existing and proposed solutions

Characteristic NI TestStand MagicDAQ PHiLIP KEOLABS Proposed solution
Architecture type Centralized Centralized Distributed Centralized Distributed
Ex.ecutlon PC PC Executive module PC Executive module
environment
B Local network Limited by the High (addlng Limited by manual High (addlng
Scalability (remote launch number of USB Raspberry Pi deplovment execution
via CI) ports nodes) pPloy modules)
Execution isolation oS OS (Python) Robot Framework SCRIPTIS MicroPython
Protect.lon - - Not specified - DTLS
mechanisms
Remote control Yes (CI) No Yes (CI) No Yes (control

module)

Scope of
application

General tests
of electronic
devices

General tests
of electronic
devices

Built-in OS APIs

Smart-cards, NFC

IoT devices,
microcontroller
interfaces

The DTLS protocol ensures the confidentiality and
integrity of test scripts and results during transmission
and reception. The protection of data when working in
untrusted networks is particularly important for devices
with limited computing resources [15].

Test scripts are executed in an isolated MicroPython'?
environment. This isolation ensures the secure execution
of test scripts through compartmentalization and
restricted access to resources [16].

The scalable system supports the connection
of new execution modules, each of which operates
autonomously. This enables parallel test execution and
eliminates a single point of failure.

The table below shows the characteristics of
existing and proposed architectural solutions. As can
be seen, most existing systems are characterized by
a centralized architecture, limited scalability, and
a lack of protection mechanisms. In contrast, the
proposed solution features a distributed network
architecture of execution modules, an isolated execution
environment, as well as encryption and authentication
mechanisms. This approach ensures effective system
scalability and significantly increases the protection
of the test logic.

The proposed solution enhances and streamlines the
processes involved in the test scenario lifecycle. Let us
consider its key features and how it differs from other
solutions:

12 Micropython. https://micropython.org/. Accessed July 07,
2025.

o Transfer of test scenarios to the execution module.
Unlike similar solutions, which transfer data via
USB/Ethernet (e.g., NI TestStand, MagicDAQ, and
KEOLABS ContactLAB) or a local network (e.g.,
PHILIP), without using data transfer protection
mechanisms, the proposed solution encrypts
scenarios before transferring them from the control
module to the execution module using the DTLS
protocol. This ensures the confidentiality and
integrity of test scenarios, even when operating in
a potentially untrusted network.

o Interpretation of test scenarios. Scenarios are
described as Python scripts and executed on
a MicroPython virtual machine on an execution
module that is isolated from the main OS. This
isolation is not provided in previously discussed
solutions (e.g., NI TestStand and MagicDAQ), where
execution takes place in a shared user environment,
creating the risk of interference with the testing
logic.

e Test result recording. In many current solutions,
test results either remain local (e.g., KEOLABS
ContactLAB) or are processed manually (e.g.,
MagicDAQ), with no centralized analysis. The
proposed architecture involves sending encrypted
reports from modules to the control server.

The efficiency and performance of the proposed
architecture are confirmed during the integration
testing of the developed device. The tests are carried
out on an experimental bench made up of a control
module, several executive modules, and the device
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under test. The control module is implemented on
a PC, while the executive modules are implemented
on SE-Discovery-GD32F427 boards (GigaDevice
Semiconductor Inc., China), which have built-in
software and the MicroPython environment.
Interaction between the components takes place via
secure network channels within a local area network.
The architecture allows for remote interaction between
the modules when they are connected to the internet.
During testing, the following key system functions
are verified: secure transmission of test scenarios
and execution results and correct operation of the
executive module’s virtual machine. All test scenarios
have been completed successfully, which confirms
the operability and effectiveness of the proposed
architecture.

The developed solution is used to test smart cards
and hardware tokens, including verifying the correct
execution of applets. During testing, power failures and
unstable communication interfaces were simulated. One
executive module controls the power supply to the device
under test, while another ensures communication with it

to reproduce real operating conditions and confirm the
resistance of the system to abnormal situations.

CONCLUSIONS

The paper proposes a new architecture for
a distributed testing system for IoT devices. This
system was developed with consideration for the threats
posed by operating in an untrusted environment. The
analysis confirms that existing device testing systems
are limited in terms of scalability and fail to ensure the
secure transmission or execution of test scenarios. The
proposed testing architecture solves these problems
by implementing security measures. The use of
isolated virtual execution environments and encrypted
transmission channels protects test scenarios from
unauthorized access or substitution.

The key advantages of the proposed architecture are
therefore security (encryption and logic isolation) and
scalability (the ability to add nodes without changing
the architecture), making it a suitable solution for testing
IoT devices in a potentially untrusted environment.
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Abstract

Objectives. The growing demand for higher computational performance and energy efficiency has motivated
the increasing adoption of specialized heterogeneous computing systems incorporating hardware accelerators
with massive parallelism. This paper aims to develop a methodology for the analysis and evaluation of hardware
accelerator implementation strategies for large-scale parallel stream data processing which systematically captures
all major directions of performance improvement.

Methods. The study employs established techniques of digital system design and modeling.

Results. A comparative evaluation method is introduced to assess the efficiency of heterogeneous computing
architectures based on massively parallel hardware accelerators composed of independently programmable nodes.
A computational acceleration ratio is defined which consolidates three key dimensions of accelerator improvement:
algorithmic support and microarchitecture; design automation tools; and fabrication technologies (lithography).
Furthermore, the study proposes an optimization-based methodology for the systematic analysis and evaluation
of the alternatives for hardware accelerator implementation.

Conclusions. The expressions derived herein for calculating the computational acceleration ratio and the aggregate
throughput of hardware accelerators account for both multichannel and block-based massively parallel data stream
processing. In contrast to conventional architectural exploration approaches, the evaluation method proposed
herein enables hardware accelerator design alternatives to be assessed at the earliest stages of the design cycle.
This incorporates variations in algorithmic versions and implementation strategies which influence hardware
architecture optimization. The proposed methodology for analyzing and evaluating implementation options for
hardware accelerators can be used to develop technical specifications for their manufacture, design them according
to specified requirements, and justify configuration decisions. It can also support research and development
assignments to achieve target characteristics for certain domain-specific tasks of massively parallel stream data
processing and CAD capabilities.
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HAYYHAA CTATbA

O NpoeKTUPOBAHUHU IeTEPOreHHbIX
BbIYMCJIUTEJIbHBIX CUCTEM C ANMAPATHBIM YCKOPEHHUEM
MaCCOBO-NAPAJJIEJbHOM MOTOKOBOM 00Pa0OTKH JaHHBIX

A.C. 3yes @, 1.H. CoseToB, WU.E. Tapacos

MUP3A — Poccuiickunii TexHosiorn4deckuii yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp AN9 nepenvicku, e-mail: zuev_a@mirea.ru

¢ Moctynuna: 09.06.2025 » fopa6oTaHa: 23.09.2025 ¢ MpuHaTa k ony6nukoeaHuto: 05.02.2026

Pesiome

Llenu. Heob6Xx0AMMOCTb YCKOPEHUSI BbIMUCIIEHNIA N OOCTUXKEHUS BbICOKMX MokasaTtenen aHeproaddekTMBHOCTH
NPUBOANT K PacLUMpPeHunio cdep MCNob30BaHMS CNELMANN3NPOBAHHBIX FTETEPOreHHbIX BbIYUCINTENbHBIX CUCTEM,
MMEIOLLMX B CBOEM COCTaBE annapaTHble YCKOPUTENN C MAacCOBbLIM NMapannenn3mMomM BblHUcneHnin. Llensio HacTos -
e paboTbl ABNSIETCA CO3aHMe METOAMKM aHaNn3a 1 OLLEHKM BapMaHTOB peannsaLmm annapaTHbIX yCKopUTenem
ANs 3a4a4 MacCcoBO-NapassienbHOM NOTOKOBOM 06paboTKM AaHHbIX, OTpaXatoLLleld BCe HanpasBneHns COBEpLUEH-
CTBOBaHUS XapakKTEPUCTUK NMPUMEHSEMbIX annapaTHbIX YCKOPUTENEN.

MeTopabl. Vicnonb3oBaHbl METObLI MPOEKTUPOBAHUSA U MOAENNPOBAHNS UMOPOBLIX CUCTEM.

PesynbTatbl. [peanoxeH MeTOL CPaBHUTENLHOM OLLEHKN 3D DEKTUBHOCTU apXUTEKTYPbI FETEPOreHHOM BbIMUCIN-
TENbHOW CUCTEMbI HA OCHOBE anmnapaTHbIX YCKOPUTENEN C MaCCOBbIM Napaniein3MoM BblYMCIEHUIA, BbIMOTHAEMbIX
He3aBMCUMO NporpaMMmnpyemMbiMu y3namn. BeeaeH Koap@urLMEHT YCKOPEHNS BbIYUCNEHNIA, 0ObEeAMHSAOLLMIA TPU
HanpaBfiEHNS1 COBEPLUEHCTBOBAHMUS XapaKTEPUCTUK MPUMEHSIEMBIX annapaTHbIX YCKOPUTENE — MaTteMaTmyeckoe
obecneyeHre U MUKPOAPXUTEKTYPA, MHCTPYMEHTapUIA MPOEKTUPOBAHUS, TEXHONOMMN N3rOTOBNEHUS (TUTOrpadus).
MpepnoxeHa OCHOBaHHas Ha PELLIEHM ONTUMN3AaLNOHHO 334241 METOMKA aHan13a 1 OLEHKM BapuaHTOB peanu-
3aumn NPUMEHSIEMbIX annapaTHbIX YCKOPUTENEN.

BbiBoAbl. [TonyyeHHble aBTOpaMn GopMybl pacyeTa KOaDULMEHTA YCKOPEHMNS BbIMUCIEHNI 1 NPOMYCKHOM CMNo-
COBHOCTM COBOKYMHOCTW anmnapaTtHbIX YCKOPUTENEN YYNTbIBAIOT MHOMOKaHanbHylo 1 No604HYI0 MaccoBO-napari-
nenbHylo 06paboTKy MOTOKOB AaHHbIX. B 0TnvymMe OT M3BECTHbLIX MOAXOAOB K MOWCKY apXUTEKTYPHbIX PELLUEHWN,
npeparaemas oLeHka BapuaHTOB peannaaummn annapaTtHbiX YCKOPUTENEN MOXET OblTb MpoBeAeHa Ha CaMblx paH-
HUX 3Tanax NPOeKTUPOBAHWNS C yHETOM BEPCUIA aNropuTMa 1 anbTepHaTMB UX peannsaLm, BANSIOLMX Ha ONTUMM3a-
LMI0 annapaTHoir apxmTekTypsbl. MNpeanoxeHHas METOAMKA aHanmM3a 1 OLLEHKW BapUaHTOB peanusaumm annapaTHbIX
yCKOPUTENEN MOXET NPUMEHATLCS NPU pa3paboTKe TEXHNYECKMX 3a4aHNI HA UX N3rOTOBNIEHWE, NMPU UX MPOEKTU-
pOBaHNM B COOTBETCTBUM C 3afaHHbIMU TpeboBaHMAMU, A 060CHOBAHWS PELLEHUIA OTHOCUTESNTbHO NX KOHDUrypa-
LMK, a Takke Npu coCTaBneHNN 3aaHnii Ha Hay4YHO-UCCNeA0BaTeNIbCKME 1 OMNbITHO-KOHCTPYKTOPCKME paboThl C Lie-
JIbIO JOCTUXEHUS LIeNEBbIX 3HAYEHUI XapakTEPUCTUK A1 KOHKPETHBIX 3a4a4 MacCOBO-MapaniesibHon NoTOKOBOM
006paboTKN JaHHbIX 1 YHKLUMOHASbHBIX BO3MOXHOCTEN CUCTEM aBTOMATU3NPOBAHHOIO NPOEKTUPOBAHKS.

KnioueBblie cnoea: NpoLeccop, annapartHbIii YCKOPUTESb, COMPOLIECCOP, CMELNPOLIECCOP, apXUTEKTYPa, KOMIMUIIATOP
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Mpo3payHocTb hUHAHCOBOM AeATENbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aMHTEPECOBAHHOCTN B MPEACTaB/IEH-

HbIX MaTepuanax nam MetToaax.

ABTOpPbI 3a9BASIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

The design of HPC systems is currently based on
two key areas: parallel architectures and specializations
of individual computing nodes. One common example
is the combination of general-purpose processors and
graphics accelerators. Graphics accelerators are chips
comprising a large number of specialized computing
nodes which perform the transformations characteristic
of 3D imaging. Similar architectural solutions combining
universal and specialized computing subsystems can
also be applied to tasks in artificial intelligence, network
security, and big data analysis.

A set of interconnected problems must be
resolved when developing computing systems with
a heterogeneous architecture. These include:

e developing a program model and prototypes of
specialized compilers for the selected domain-
specific task;

o developing the architecture and basic components of
computing devices at the register transfer level;

e integrating hardware components within the
chosen technological framework. This includes
both programmable logic devices (PLDs) and
the more recently developed very-large-scale
integration (VLSI) circuits.

A key objective is complex optimization based
on established criteria. This determines the quality
indicators of the computing system. Depending on the
purpose of the system, optimization can be carried out
in absolute terms (e.g., power consumption, cost, and
performance) or in terms of derived indicators (e.g.,
specific power consumption or cost per performance
unit). Due to the wide range of characteristics
determined by the technological processes in the
microelectronics industry, both the program model and
the architectural solutions need to be optimized. Circuit
engineering approaches also need to be aligned with
the technological capabilities. Therefore, the hardware
and software co-design approach can be extended to
encompass joint optimization at the device component
design technology level.

Currently, there are a number of general
provisions which describe the situation and trends in
microelectronics. Moore’s law indicates the techno-
economic side of the process of increasing computing

performance. However, the law of scaling transistor
sizes formulated by Dennard [1] in the early stages of
microelectronics development explained this growth
as an extensive process of increasing the density
of components on a chip and reducing the signal
propagation delay. Between 1980 and 2000, the factors
led to a significant increase in processor clock speeds.
During this period the transition from 4 MHz in the
early 1980s to 4 GHz in the Intel Pentium 4 was observed
for mainstream desktop processors.

At the same time, as new generations of
technological processes were introduced in production,
the effect of saturation was observed for many
technical characteristics of digital chips. Table 1 shows
a comparative analysis of some technological process
generation parameters.

Table 1. Comparative characteristics of some
technological process parameters

Year 2013 | 2015 | 2017 | 2019 | 2021
Notation 16/14 | 10 7 5 3
Half pitch, nm 40 32 25 20 16

FinFET! transistor

width, nm 7.6 7.2 6.8 6.4 6.1

Number of 41 logic
valves per square mm, 4 6.4 | 10.1 | 16.1 | 255
million

Transistor gate length,
nm

20 17 14 12 10

As can be seen from the above, transistor size
reduction has stopped. Instead, an increase in the density
of components per unit area of the semiconductor chip
is the main factor in improving the characteristics of the
chips produced. Consequently, transistor enhancement
may progress beyond the constraints of Dennard’s
scaling law. This may be driven by the adoption of
novel materials or modifications to the gate design,

I A FinFET (fin field-effect transistor) is a type of MOSFET
(metal-oxide—semiconductor  field-effect  transistor)  with
a three-dimensional structure.
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such as FinFET [2], GAAFET? [3], and MBCFET? [4].
In this respect, the development of computing devices
has undergone a number of changes which reflect the
characteristics of new generations of technologies for
producing integrated circuits.

The study by Patterson and Hennessy [5] provides
an overview of the main historical trends in processor
design. Notably, the transition to highly integrated chips
occurred during the period between 1980 and 1990.
Pipeline depth increased from simple processor
cores to pipelined architectures such as RISC* and
up to technological standards of 90—65 nm. The end
of Dennard scaling, coupled with an increase in the
number of components on a single chip, enabled the
shift towards multi-core processor devices. This allowed
for an increase in overall processor performance, not
through an increase in clock frequency, but through the
parallel operation of multiple cores.

At the same time, Amdahl’s law [6] limits the
increase in computing performance in parallel
architecture by taking into account the dependence on
data in the executed algorithm. At the present time, the
constraints imposed by Amdahl’s law on numerous
applications (especially desktops and servers) are not of
great importance. This is because the tasks performed
independently are not dependent on data, meaning they
can make the most of the available processor cores.

The need to speed up calculations within a single
task requires the use of appropriate architectural
solutions, not only to increase the number of parallel
computing nodes. A key element in enhancing the
performance of computing nodes is the specialization
of these nodes. This can be broken down into two main
aspects: the specialization of their data path and memory
subsystem; and the use of a system with a heterogeneous
architecture. This system comprises a combination of
general-purpose processors and specialized nodes which
accelerate the calculation of specific algorithms or
subclasses of algorithms for common, frequently solved
domain-specific tasks.

The technique outlined in the paper enables the
design of specialized computing devices for use as
part of software and hardware complexes for a range
of purposes. A key feature of this technique is its
comprehensive consideration of design levels: from
the system model to the topological implementation,
using feedback from lower-level designs. This allows
the characteristics of the computing device to be

2 A GAAFET (gate-all-around field-effect transistor) is
a type of transistor where the channels are surrounded by gates
on all four sides.

3 MBCFET is a multi-bridge channel field-effect transistor.

4 RISC (reduced instruction set computer) is a computer
architecture that has a reduced instruction set.

optimized according to established criteria. This paper
also introduces mathematical criteria for accelerator
efficiency based on a newly defined calculation
acceleration ratio compared to a general-purpose
processor. The problem of optimizing the architecture of
a hardware accelerator is formulated as a research task
within the set of architectural options.

The formulae for calculating the acceleration factor
and throughput introduced in this paper differ from the
analytical models commonly used, such as Roofline [7]
and LogCA [8]. This is because they take into account
the massively parallel processing of multichannel and
block-by-block data streams.

Unlike existing methods of searching for architectural
solutions [9], the proposed evaluation of options for
implementing hardware accelerators can be performed
at the initial design stage. This approach considers
both the specifics of massively parallel data stream
processing and the ability to select various options for
the accelerated algorithm and its implementations, with
the optimized hardware architecture.

Heterogeneous computing systems based on
specialized hardware accelerators with massively
parallel computing capabilities

Figure 1 shows the authors’ interpretation of the
study by Patterson and Hennessy [5] in terms of trends
in processor system architecture.

This illustration offers an architectural solution for
the domain-specific architecture direction proposed
by Patterson and Hennessy. The specialization of
a computing system can formally be achieved in a variety
of ways. This paper proposes and considers a solution
which preserves a general-purpose processor (including
a multi-core version) and adds specialized accelerators
working either independently or in parallel with the
system.

The diagram in Fig. 2 illustrates the roles of general-
purpose processors and accelerators. The axes represent
the complexity of one iteration of calculations in a cyclic
algorithm and the number of iterations required to solve
the problem.

As shown in Fig. 2, there are four primary zones,
each involving a blend of basic and advanced iterations.
These iterations are characterized by data dependencies
which complicate the parallelization of calculations.
The figure also provides a visual representation of the
numbers involved, highlighting their small and large
values. It is not difficult to implement a simple case in
the form of a simple algorithm with a small number of
iterations (a special case is a linear algorithm with a single
iteration) on a general-purpose processor. Therefore,
creating a specialized accelerator for such a case is
impractical. As the algorithm becomes more complex,
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Fig. 2. Diagram showing the ratio of the complexity
of iterations and their number, with the preferred
computing device architectures

the device implementing it must have a well-developed
set of functional nodes and enough memory to handle
a long sequence of instructions. The implementation
of a key computing subsystem such as an accelerator
in this case can be a difficult task. Complex algorithms
often require correction during system operation (e.g.,
updating the device’s operating protocols). Conversely,
a small number of iterations of such an algorithm do
not create a significant computing load on the general-
purpose processor.

An important issue is how to integrate the
accelerator into the computing system. The increased
integration of digital chips has led to the emergence of
the interface wall effect [10], whereby there is an initial
increase in computing performance compared to that
of external interfaces (input/output (I/O) subsystems).
In practice, placing in the accelerator numerous simple
computing nodes which require intensive data exchange
with a general-purpose processor will overload the
interfaces used for data exchange. They will also reduce
the accelerator’s final computing performance due to

an inability to provide the necessary input data stream.
One example is the evolution of PLD characteristics
with common architectures, such as FPGA3, APSoC?,
and ACAP’. These are currently representative of highly
integrated digital systems which combine subsystems
for various purposes. Table 2 shows the comparative
performance characteristics of the computing and
interface subsystems of some PLD families manufactured
by AMD/Xilinx (USA).

Table 2. Comparative performance characteristics
of the computing and interface subsystems
of certain AMD PLD families

PLD series Series 7 | UltraScale+ | Versal
Process standard, nm 28 16 7

Logical cells, thou. 2000 8900 7350
Digital signal processing 3600 12288 14352

blocks

Total computation
performance, trln ops/s 15 383 100
with int8 data

Total data transfer

performance, Tb/s 2 4.1 17.6

Ratio of computation to data

transfer performance 60 ™ 45

5 A field-programmable gate array is a user-programmable
gate array.

6 All programmable system-on-chip is a type of programmable
integrated circuit.

7 Adaptive compute acceleration platform.
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As shown in Table 2, the ratio of computation
to data transfer performance generally remains
between 50 and 70. This means that, for an effective
computing load, at least 50—70 processing operations
are performed on the data transmitted. This range of
values is conditional and does not take into account
the practical aspects of implementing operations.
However, it should be noted that an excessively
simple accelerator will reduce system efficiency, since
each operation will require intensive data exchange
with other system components. Figure 3 illustrates
a negative use case for a compute accelerator with
limited interface throughput.

Input data

Processor

Thus, in terms of architecture, it is important to
ensure an appropriate level of computing performance.
This guarantees the efficient use of accelerator resources
at a given throughput level for its interfaces. The options
for such scenarios are shown in Fig. 4.

The options provided ensure that the accelerator
performs multiple operations on the transmitted data.
Option 1 is used when implementing a relatively complex
stand-alone algorithm which iterates calculations without
the need to transmit a constant stream of data. Option 2 is
used in parallel data processing where numerous
operations are implemented in series-connected stages
of the pipeline computer. The paper focuses on Option 2,

Compute accelerator

Inactive part

Output data

C

1/0 subsystem (interface)

A small part of the accelerator is used
v to process input data, due to the limited throughput |
of the external interface

Fig. 3. Negative use case for a compute accelerator with limited I/0O subsystem (interface) throughput

The compute accelerator implements

Option 1 a complex data processing algorithm
Input data > L
Processor
< Output data
The compute accelerator implements
Option 2 a massively parallel stream processing algorithm
Reg —>O—> Reg —>O—> Reg
Input data > Reg —>O—> Reg —>O—> Reg Qutput data >
Reg *O—' Reg —’O* Reg
A
Processor performs
Processor control and monitoring

Fig. 4. Use cases (options) for a compute accelerator
that uses limited interface throughput effectively (the compute pipeline is used)
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shown in Fig. 4, which is a heterogeneous computing
system with hardware acceleration of massively parallel
data streaming.

Tasks and algorithms for massively parallel
streaming data processing

Streaming tasks arise in a variety of fields,
including digital signal processing, data compression,
cryptography, real-time analytics, and network traffic
analysis.

A streaming process involves processing each
element of a potentially endless stream of data, denoted
as Xy, X, ..., X, ..., where x, represents the element
available at time ¢ for processing. The elements are all of
the same data type and may be individual bits, bytes, or
more complex structures.

Streaming algorithms are characterized by their
single-pass execution. They cannot revisit elements
which have already been viewed or processed.
Processing takes place within a limited local memory
environment with a space complexity of O(1), regardless
of the number of streaming elements.

Key features of streaming processing systems
include a data throughput of R = N/, where N represents
the number of elements and ¢ represents the total
processing time. Here, R < R, where R is the
maximum permissible throughput which may be limited
by the capabilities of the I/O subsystem. During real-
time operations, the delay per element should also be
limitedto L<L_ .

Hardware acceleration enables the use of parallelism
at different levels in data processing. Specifically,
instruction-level parallelism depends primarily on the
computational intensity of an element in a stream, i.e.,
the dominance of computational operations over memory
operations. Task parallelism, also known as channel
parallelism, involves the simultaneous processing of
multiple channels.

Often, the streaming algorithm must be adapted to
accommodate the specific hardware architecture. For
example, if the tables used by the algorithm exceed
the accelerator’s local memory capacity, additional
calculations may be required.

The literature describes hardware accelerators for
processing stream-based data in various fields and for
specific tasks within domains. Specifically, accelerators
have been developed which can efficiently determine
whether an item belongs to a set, such as Bloom
filters [11], as well as accelerators which can estimate
the number of distinct items in a multiset, such as
HyperLogLog [12]. Hardware accelerators have also
been developed to optimize the performance of various
string-processing algorithms, such as calculating the edit
distance [13], searching for regular expressions [14],

and JSON? parsing [15]. Topics of data compression
acceleration and decompression processes are discussed
in [16], while [17] describes a hardware accelerator that
combines data decompression and JSON parsing.

A variety of database algorithms represent
a significant area for the implementation of hardware
accelerators. The acceleration of relational database
operations through hardware is discussed in [18]. These
operations include sampling, mapping, joining, collating,
and various aggregate functions. The implementation
of hardware acceleration for graph database pattern
matching is proposed in [19]. As outlined in [20],
streaming analytics is a promising area for hardware
acceleration. The study describes the main algorithms
in this field which can be executed on hardware.
Furthermore, approaches to streaming processing have
been developed for various machine learning algorithms,
leading to the creation of hardware accelerators for
gradient boosting [21] and clustering tasks [22].

Comparative assessment of the efficiency
of data streaming processing computing systems
using a general-purpose processor
or hardware acceleration

The effectiveness of the accelerator can be
quantitatively assessed by comparing T, (task
execution time using only a general-purpose processor)

and 7, , (task execution time using the accelerator), i.e.,

K= TSOft

T hard

When estimating program execution time, the
following formula, detailed in [23], may be useful:

_instructions  cycles T period

time =

program  instruction cycle |

In this equation, the terms represented as fractions
correspond to the characteristics of the compiler,
microarchitecture, and workflow:

1. The number of instructions executed per iteration
of the program is dependent on the ability of the
compiler to generate machine code that is optimized
for improved performance.

2. The number of cycles required to execute an
instruction is determined by the processor’s
microarchitecture.

3. The duration of one clock period, T period® is primarily
affected by the method used to manufacture the
processor.

8 JavaScript object notation is a text-based data exchange
format based on JavaScript syntax.
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Thus, the overall program execution time can
be improved through various methods which can be
combined to design specialized accelerator systems.

When designing an accelerator connected to
a processor using one of several interfaces, the
configuration time, 7, for sending input problem
parameters and receiving solution results must also be
considered.

Assuming that the same task requires b iterations,
the ratio of the execution time of a general-purpose
processor to that of an accelerator can be expressed as
follows:

stoft

T conf +bT hard

In this form, the equation does not account for
several computing nodes in the accelerator working in
parallel. The number of instances of the data processing
algorithm performed simultaneously in the accelerator
will be referred to as “stream processing nodes.” For
example, when processing a data stream to search
for regular expressions, the number of data stream
processing nodes corresponds to the number of regular
expressions for which analysis of each data block is
performed simultaneously and in parallel.

Let #,,.4 be the execution time of the algorithm
using a single hardware accelerator node. If p denotes
the number of parallel nodes involved in solving this
problem, then the formula takes the following form:

stoft

Tconf +b thard / P

Due to stream processing, the accelerator is
configured for long periods of operation during which
a large (potentially infinite) number of data blocks of
the same type are processed, so the T, . value can be
disregarded. The calculation acceleration tends towards:

_ stoft _ pnsoﬁfhard
nhardfsoft

K (M

thard

wherein ny, , and n g are the number of clock cycles
required by the accelerator and processor, respectively,
to solve the problem, and f ., and f, . are their
corresponding clock frequencies.

Equation (1) shows that the hardware acceleration
of the entire computing system is based on the following
two factors:

e an increase in the number of parallel nodes;

e improving the efficiency of a single node by
increasing its clock frequency and reducing the
number of cycles required to perform a task.

The methodology for developing specialized
processor cores has been previously discussed

in [24]. When developing specialized electronic
component bases (ECBs), a lack of access to advanced
technological processes and the need to rapidly adapt
newly developed designs to existing technology can
make achieving a high operating frequency for the
accelerator challenging. Therefore, it may be difficult
to achieve a high ratio between the operating frequency
of the hardware accelerator and that of commercially
available general-purpose processors (in practice, this
ratio may be less than 1). It is thus essential to focus
on reducing the number of clock cycles required for
the hardware accelerator to process a single data block.
This is equivalent to reducing the n,, , parameter while
maintaining the operating frequency f; . , rather high (in
general, without considering power consumption
factors). This can be accomplished using specialized
parallel algorithms and stages of the optimizing compiler
while taking into account the hardware specifications of
the accelerator.

The proposed calculation acceleration ratio (1)
combines three areas for improving the characteristics of
the hardware accelerators of heterogeneous, massively
parallel data processing systems: mathematical software
and accelerator microarchitecture (p and ny, ); design
tools, such as computer-aided design systems (CAD); and
ECB manufacturing technologies (lithography) (p and £, ).

Taking into account (1), for an accelerator with
p parallel stream processing nodes, the processing
time 7}, 4(n) of n data blocks can be defined as follows:

T
ft
Thara (”) =Toong +11 maX(Tbmcka%], 2)

wherein 7 . is the round-trip time of the next data
block and is determined by the capabilities of the
I/O subsystem, so cannot be reduced. Then p is the
number of algorithm instances processing the next data
block in parallel.

Integrating the parallel accelerators discussed above
into a single chip would enable C streams of data blocks
to be processed in parallel. This combination could be
considered the final version of the accelerator. In this
scenario, the throughput R, , of the combination of
C parallel accelerators (with the 7, ,(n) characteristic
of formula (2)) would be determined by the following
equation:

Cn

R = — =

hard

o Thard(n)

B c - C
T T ) T .\
£ fi fi

702“ +maX(Tblock’slo< j maX[Tblock’sl(){ J

The C value is limited by the number of physically
available interfaces in the implemented 1/O subsystem
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and the application task specification. Thus, when
designing a hardware accelerator, decisions should be
made not only about the technological processes of its
manufacture and technical characteristics but also about
the simultaneous development of tools. In particular this
requires a specialized compiler to be used to optimize
both the software and the hardware.

Analysis and evaluation of the implementation
of hardware accelerators in heterogeneous
computing systems for massively parallel
stream processing

The previous section sets out a method for assessing the
effectiveness of a general-purpose processor for massively
parallel stream processing, compared to a specialized
accelerator with the following characteristics:

® Tilock 18 the time taken to receive and transmit a data
block, as determined by the I/O subsystem (i.e.,
the implementation options for interfacing the
accelerator with the computing system);

® fiarq 18 the clock frequency which depends on the
purchasing or manufacturing options available for an
accelerator. It is also determined by the capabilities
of its design tools (CAD) and manufacturing
technologies (PLD or custom chip);

® n..q 18 the number of cycles required by the
accelerator (stream processing node) to resolve
a problem, depending on the composition of
specialized parallel algorithms used and the
phases of optimizing the compiler. This number is
determined by the options available for providing
a mathematical solution to a problem using an
accelerator and its microarchitecture, considering
the hardware features of the accelerator;

e p is the number of parallel data processing nodes
within the accelerator involved in solving a problem.
The available options for f;, , values are determined

by the characteristics of the PLDs and VLSI chips
available for use when purchasing a ready-made ECB, as
well as by their production options i.e., those available
for the production of ECBs through technological
processes and standard cell libraries.

When designing an accelerator, it is advisable
to add the following parameters to the above-listed
characteristics:

e T, 1s the processing time of one data block by the
accelerator, determined by the technical assignment
requirements;

e C .. 1s the maximum number of available
I/O subsystem channels;

e C(C<C,,,) 1s the number of accelerator instances
placed on the chip;

e S(§=S8,,, is the area of the chip limited in its
particular embodiment.

Some of the specific values of the above parameters
depend on the implementation of the problem solution
on the accelerator and the variant of the corresponding
data processing algorithm used. Let q;, i =1,n be a set
of alternative algorithms, i.e., implementation options
for resolving the problem on an accelerator. Each
algorithm is characterized by the following set of
parameters:

° ”ﬁard is the number of clock cycles required by one
computing node of the accelerator to resolve the
problem;

e P, is the maximum possible number of parallel
instances of the algorithm running as part of the
accelerator;

e local, is the area of the chip occupied by the amount
of local memory m;, required by the accelerator to
execute the a; algorithm;

e alu, is the chip area occupied by one data streaming
node;

e glob, is the portion of the chip dedicated to storing
data utilized by all instances of the a; algorithm.
This allocation may remain the same for regular
expressions, for instance, or it may change
depending on the throughput of the I/O subsystem,
the workload requirements of the general-purpose
processor and other factors.

Then S, = (local; + alu,) is the chip area allocated
for one accelerator stream processing node, i.e., for
the functioning of one instance of the a, algorithm.
For an accelerator with p, stream processing nodes,
each implementing an instance of the a; algorithm, the
required chip area can be calculated using the following
equation:

U;=Sp,;= (local, + alu)p, p, < P,.

When placing accelerator instances on the
C, chip, each of which implements p, instances of the
a; algorithm, the required chip area S; can be determined
in the following way:

S, =glob, + U,C, = glob, + Sp,C, =
= glob, + (local, + alu,)p,C,, p,< P, S;<S.

Equation (2) allows not only the time 7}, ,(n)
required for processing n data blocks by an accelerator
with p nodes to be defined, but also its implementation
options to be analyzed and evaluated on the basis of
existing (available) technological capabilities. We
define a limit for the available values of the performance
characteristic of the accelerator, i.e., the time 7}, it takes
to process one data block, as follows:

Tﬁx = rnin(Tblock’ Ttask)‘

The T}, time, determined either by the capabilities
of the I/O subsystem or by the terms of reference for
the accelerator development, can be considered to be
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unambiguously deterministic. This imposes natural
limitations on the combinations of characteristics
that can be reasonably considered:

_zTﬁx' 3)

Implementations of the accelerator which meet
condition (3) using the ‘<’ operator would be impractical,
since their excessive efficiency would be limited by
the capabilities of the I/O subsystem. Implementations
which satisfy condition (3) with the “>’ operator would
not achieve maximum performance.

As a criterion for the optimal implementation of the
accelerator, considering the specific implementation of
the I/O subsystem and based on available technological
capabilities, we can express the following:

T
soft
- Tﬁx

K

— min.

Taking into account (1) and the potential for
implementing multiple alternative algorithms a;,i =1,n
on the accelerator, this expression can be written as
follows:

nflard
P if hard
Given that the f, ., parameter can take different
values (described by a vector of values), the following
optimization accelerator design problem can be
formulated: for each version of the problem-solving
algorithm a;,7=1,n, the combinations of p,, C,, and
Jhard Values should be determined so that:

~ T, | - min. )

S, = glob; + (local, + alu))p,C,,
p; < Pia
§,<8,

i
_ Mhard
fix i

- — —> min. 5)
p; /i hard

As a result, corresponding sets [A| = r; of
combinations of the values for the considered parameters
( pl.k s Cl.k , fﬁ;’ﬁd), k= E, which are alternative versions
of accelerator manufacture, can be determined for the
algorithms a,, i= 1,n. The accelerator design option(s)
can then be selected based on the simulation results
obtained using CAD tools, taking into account additional
criteria such as power consumption, cost, and probability
of failure.

It would also be advisable to automate the solution
to the above problem of determining the accelerator
characteristics in accordance with the implemented

algorithm would be advisable. The authors will conduct
further research in this area. However, a general approach
to solving the problem is presented below.

Universal sets of various P, C and F values can be
composed for the above parameters p,, C;, and f}fard of
each of the a;, i=1,n alternative algorithms. Together
with the set A (q; €A, =1,n), these form a four-
dimensional array W of the original data for the problem
under consideration. If a specific variant of the four
parameters or the value of the expression (5) is
incompatible, then the elements of the corresponding
array contain the “0” value. However, if their joint
implementation 1is acceptable, the value of the
expression (5) is used. The ”lilard’ local , alu,, and glob;,
parameters of the corresponding algorithm g;, i=1,n.
are used to calculate it.

The P, C, and F sets are generally deterministic
and there are usually only a few algorithmic variants
available for solving a specific problem. Therefore, in
the context of sets P, C, and F, array W is universal and,
as a rule, does not have a large dimension when applied
to a specific data processing task. Consequently, it does
do not require a high level of computational complexity
to calculate and enumerate the values of its elements,
or to analyze the implementation of heterogeneous
computing systems with hardware acceleration of
massively parallel data streaming.

The problem statement and procedure for
determining the initial data enable the development
of a methodology for analyzing and evaluating
the implementation of hardware accelerators in
heterogeneous computer systems for massively parallel
stream data processing. If further developed, the
proposed methodology has the potential to become
universal and could be used to develop technical
specifications for hardware accelerators, when designed
according to specified requirements. It can also be used
to justify the decisions made regarding the configuration
of a hardware accelerator. Furthermore, it can be
used to set research and development goals aimed at
achieving the target values of £, . 4, 7,4 Cpaxo @0d S
for domain-specific massively parallel data processing
tasks and CAD functionality.

In future works, the authors will describe the
development of the methodology, including its
application to working with the W array using online
analytical processing technologies.

Considering heterogeneous systems of massively
parallel data processing as a separate promising direction
could advance the development of computer technology.
The methodology proposed here is based on requirements
for resolving popular object-oriented problems. It can be
used as a tool for scientific and technical policy, enabling
the determination and justification of the need to achieve
target values. These include:
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e characteristics of system buses and interfaces of
accelerators with computing systems (7}, );

e circuit engineering solutions and lithography
technologies (f;,.4);

e integrated circuit packaging technologies (p);

e algorithms for solving problems and the
mathematical support of compilers (n;, ,);

e high-level design systems and software modeling.

CONCLUSIONS

In order to improve the efficiency with which
massively parallel accelerators resolve tasks and
expand their range, an architecture and methodology for
designing heterogeneous computing systems is proposed.
These systems use specialized hardware accelerators with
massive parallelism of calculations and independently
programmable specialized processor cores. This
solution complements general-purpose processor-
based computing systems. Due to its ability to program
individual nodes independently, its architecture differs
from that of graphics processing unit devices. Increasing
the number of parallel nodes and their specialization is
shown to increase productivity. This is established by
analysis of the computation graph formed by a specially
developed compiler focused on a subclass of domain-
specific tasks. The proposed calculation acceleration ratio

demonstrates the feasibility of complex optimization
during the accelerator development. This takes into
account three levels of project presentation: a program
model, a schematic description, and a topological
representation based on the selected technology. The
methodology proposed for analyzing and evaluating the
implementation options for hardware accelerators of
heterogeneous computing systems for massively parallel
stream processing allows the technical characteristics of
the required accelerator to be determined. The resulting
methodology for designing computing systems of this
class provides an adjustable process for optimizing
performance according to the required criteria.
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Abstract

Objectives. The purpose of this study is to identify methods and approaches to developing a software package
which can automate the processing, analysis, and visualization of curricula in educational programs.

Methods. We provide an overview of relevant scholarly literature and research results. The software package applies
regular expressions for data processing, comparative analysis, and descriptive statistics to identify differences.
It also uses a graph-based model for visualization.

Results. We designed the architecture of a software package for preprocessing, analyzing, and visualizing curricula
following the SOLID' principles of object-oriented programming. We implemented the package in C++, in order
to calculate curriculum characteristics and build a graph representation. This formed the basis of our proposed
visualization method. We demonstrate the functionality of the package through a comparative analysis of curricula,
identification of distinctive features, and detection of design shortcomings.

Conclusions. Our software package helps identify specific features, reveal possible weaknesses, and support
the comparative analysis of different curricula. Using it improves the quality of educational process management,
addresses gaps in educational data analysis, and contributes to the creation of a university digital ecosystem. The
results of our study are useful for faculty members designing and developing curricula, as well as administrative and
managerial staff (including those in academic affairs) and other higher education stakeholders.

Keywords: curriculum, educational program, method, software, graph model, competency-based approach,
interdisciplinary links

1 S is the single responsibility principle; O is an open-closed principle; L is the Liskov substitution principle; | is the interface
segregation principle; D is the dependence inversion principle.
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Pe3iome

Llenu. Llenb paboTbl — NOMCK METOAOB U MOAXOA0B pa3paboTku NPorpaMMHOro Komrsekca ans 06paboTku, aHanm-
3a 1 BU3yanmsaumm AaHHbIX y4ebHbIX NiaHoB 06pa3oBaTesibHbIX MPOrpaMM B aBTOMATU3NPOBAHHOM pPeXUME.
MeToabl. [TpoBeaeH TEOPETUYECKNIA aHaNN3 Hay4YHbIX PaboT 1 pe3ynbTaToB B 06n1acTu nccnenosaHvs. B npo-
rPaMMHOM KOMIJIEKCE UCMOMNb3YTCH CNeayolme MeETOoAbI: AN 06paboTKy AaHHbIX — PErynsipHble BblPaXeHUS,
ONsi aHanM3a NocpeacTBOM BbISIBJIEHUS PA3INHNA — METOL, CPABHUTENIbHOMO aHanM3a u MeTObl OnucaTesibHON Ma-
TEMATUYECKOWN CTaTUCTUKN, AN BU3yanusaumm pedynbTaToB — rpadosas Moaesb NpeacTaBieHns AaHHbIX.
PesynbTaTbl. PazpaboTaHa apxutekTypa nporpaMMHOro koMmmnekca ans o6pabdoTtkum (¢ npenodpaboTkoii), aHannsa
1 BU3yann3aumm y4ebHbIX N1aHOB C UCMOIb30BaHNEM NPUHLIMMNOB 0ObEKTHO-OPUEHTUPOBAHHOIO NMPOrPaMMNPOBaHMS
SOLIDZ. MporpamMmMHas peanvsaums Ha S3bIke MporpaMmMupoBsaHmns C++ 1Cnonb30BaHa A8 NoacyeTa xapakTepucTuk
y4eBHbIX M1aHOB 1 CO3aaHus rpadOBOro NpeacTaBeHns, Ha OCHOBE KOTOPOro NPeaoXeH COOCTBEHHBIN cnocob BuU-
3yanunaaumm y4ebHbIX nnaHoB. MNpoaeMOHCTPUPOBaHbLI BO3MOXHOCTU NPOrpamMMHOro KOMIIekca: NpoBEAEH CPaBHN-
TEeJbHbIN aHaNM3 y4ebHbIX NIaHOB, BbISIB/IEHbLI X 0COOEHHOCTN, 06HAPYXEHbI HEA0HETbI MPU UX NMPOEKTUPOBAHUN.
BbiBOAbI. Vcrnonb3oBaHne nporpaMmMHOro komrekca o6paboTku, aHanmsa 1 Bu3yanmdaumm y4ebHbIX MiaHoB MOXET
NMOMOYb BbISIBUTb OCOOEHHOCTM Y4EOHOro nnaHa, ykasartb Ha BO3MOXHbIE HeAopaboTku 1 crabble MecTa, NPOBECTU
CpPaBHUTESbHbBIV aHANIM3 Pa3HbIX yHeOHbIX M1aHOB. Ero npriMeHeHre No3BONT MOBLICUTL KAYECTBO yrpaB/ieHnst 06paso-
BaTesIbHbIM MPOLLECCOM, 3arnofIHNTb Npobesibl B 061acT aHanm3a o6pa3oBaTesbHbIX AaHHbIX 1 6yaeT crnocobCcTBOBaThL
CO34aHuI0 LM POBOI 3KOCUCTEMBI By3a. Pe3ynbTaThl paboTbl MOryT ObITb NMOSIE3HBLI PENOAABATENSAM, MPOEKTUPYOLLM
1 paspabaTbiBaloM y4ebHbIE MNaHbl, NPeaCcTaBUTENIM aAMUHUCTPATUBHO-YMNPaBIEHYECKOro NepcoHana, B T.4. pa-
60THMKaM y4eBHO-0praHN3aLMOHHbIX OTAENOB, a TaKkKe APYrMM yd4acTHMKaM o6pa3oBaTenibHOro NpoLecca By3a.

KnioueBble cnoea: y4e6HbIii nnaH, o6pasoBaTesnibHas nporpamMmma, MeTofpl, nporpaMmmHas o6paboTka, rpacdosas
MOZAENb, KOMMNETEHTHOCTHbIV NOAX0A, MEXANCUMMINHAPHBIE CBA3N

2 S (single responsibility principle) — NPUHLMN eAMHCTBEHHON OTBETCTBEHHOCTY; O (open-closed principle) — MPUHLMM OTKPLITOCTU-
3akpbiTocTy; L (Liskov substitution principle) — npuHumn nopctaHoBku Bap6apel Jlnckos; | (interface segregation principle) — npyHumn pas-
nenenus nitepdeiica; D (dependence inversion principle) — npyHumn nHBepcum 3aBrucumocTeii. [S is the single responsibility principle; O is
an open-closed principle; Lis the Liskov substitution principle; | is the interface segregation principle; D is the dependence inversion principle.]
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Mpo3spavyHocTb pUHAHCOBOW AeATENIbHOCTU: ABTOPbI HE UMEIOT PMHAHCOBOWM 3aMHTEPECOBAHHOCTU B NPEeACTaB/IEH-

HbIX MaTepunanax nin metTogax.

ABTOPbI 3a5BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

At the present time, the management of the
educational process at universities is based on the use
of a large amount of diverse data about students and
their learning process, as well as information about
educational programs (EPs), and teaching staff who
provide their implementation, inter alia. At the same
time, the available data is used only partially, as a rule,
to provide administrative support for the educational
process. For example, a higher education institution has
data on the competencies which need to be developed
as a result of completing a specific EP and statistics on
the employment of graduates who have completed this
program. However, the interrelationships between such
data are not always analyzed in order to make changes to
the EP or the educational process to ensure better results.

There are many such examples, all related to the
fact that education management is currently based on the
classical approach to educational analytics [1]. However,
data collection, processing, and analysis technologies are
rapidly evolving. This in turn is leading to the development
of new approaches [2]. New software tools are needed
for the successful implementation of such approaches in
everyday practice. They must enable real-time access to
the data on the educational process needed for analysis
and adjustments. A large number of works are devoted to
the creation and description of the features of information
systems (IS) which use these tools and the creation of
intelligent systems based on them (see, for example, [3—6]).

One of the main objects of analyzing the educational
process is the EP which can be viewed as a plan for
achieving the stated educational outcomes. In particular,
the EP describes the features of the learning process
and presents a set of competencies to be developed in
the learner upon completion of the course. Therefore,
the demand for the EP largely depends on how well
it meets the expectations of its main consumers [7]:
students; student representatives; faculty; administrative
and management staff; external experts; including
representatives of potential employers, etc. The quality
of EPs plays a significant role in the reputation of
a higher education institution.

A key component of the EP is its curriculum,
describing the scheme for its implementation. The
curriculum contains information about competencies,

achievement indicators, and educational units (EUs).
These also include disciplines, practices, state final
examination, their sequence, and workload. The
curriculum is a valuable source of information for
managing the educational process. Analysis allows for
the implementation of the EP to be assessed and its
characteristic features identified.

Most research studies devoted to the processing
of curriculum demonstrate a manual processing
method, i.e., without the use of software tools for
process automation. This work demonstrates the
development and application of software methods for
processing (including preprocessing), analysis, and
visualization of the curriculum. Their implementation is
presentedinthe developed software. This package enables
the curriculum to be converted into a single format, their
characteristics to be identified, a comparative analysis
performed. It also allows them to be presented in a graph
model for subsequent visualization.

The current task of the study is to assess the
effectiveness of the formation of the competencies
stated in the EP. This can be resolved by analyzing
the interrelationships between the planned learning
outcomes and a wide range of learning indicators,
such as the percentage of students transferring to other
programs. This article takes a step towards automating
the processes of analyzing the curriculum structure and
calculating their characteristics which can subsequently
be linked to the quality of competence development.

1. RESEARCH METHODS

We analyzed a number of studies in order to create

a software tool which identifies the optimum non-obvious

features of the curriculum which corresponds to modern

approaches to intelligent data analysis [8], and which can
be integrated into the digital ecosystem of a university.

They can be classified into five thematic areas (from

general to specific):

1) Digital transformation: the impact of digital
transformation in universities at different levels of
data management.

2) Intelligent data-driven decision-making systems:
challenges and opportunities for IS as a whole, as
a modern approach to synthesizing new data and
identifying patterns in existing data.

Russian Technological Journal. 2026;14(2):42-56

44


https://doi.org/10.32362/2500-316X-2026-14-2-42-56
https://www.elibrary.ru/XNQJRO

Software methods for curriculum processing, analysis
and visualization

Evgenii A. Khalturin
etal.

D EF G HI KL

Form of control

Credits

IN| O P  Q|R|S|T U V|W| X|Y|Z|AA
Course 1| Course 2| Course 3| Course 4
S1|S2(S3(S4(S5|S6(|S7]|S8

Total academic hours

Index Name

Expert

: : gg L 2|22 L2282
Fact| 2 |81 w 8|2 |8|8|8|8|8|383

O] O |0 |0 |0 |0 [0 | O

. Disciplines (modules)

27.5|28.5| 28 | 28 |28.5/28.5| 30 | 14

d part

27.5|28.5| 24 | 22 |155| 75| 14

B1.0.01 |Philosophy

B1.0.02 |History

B1.0.02.01|History of Russia

B1.0.02.02|Universal history

B1.0.03 [Foreign language

relations

(Optimization methods

Number theory

Integral transformations

ITheoretical mechanics

K Title |Schedule [JERRMNNERY Plan |Competencies Competencies (2)| Competencies (3) Competencies (4) | Course 1/Course 2|Course 3 | Course 4| Practices — @ :

Fig. 1. A fragment of a Microsoft Excel table exported from the Plans IS.
CP—course project, CW—course work, RCW—remote course work , IW—independent work, S1-S8—semesters 1-8

Table 1. Formats for completing curricula, differences are indicated by underlining

No. Curricula

Data from the page “Competencies (2)”
The “Competencies being developed” column

(reference version)

01.04.02.07 “Applied Computing in Science and Engineering”

UC-1, UC-2, UC-3, UC-4, UC-6,
GPC-1, GPC-3, GPC-4

2 109.04.01.06 “Microprocessor Systems” (incorrect option)

ID-1UC-6, ID-2UC-6, ID-3UC-6, ID-1GPC-1,
ID-2GPC-1, ID-3GPC-1, ID-1GPC-3

3 110.03.01.31 “Computer System Security” (dual indicators)

UC-1, GPC-7, GPC-8, GPC-1.1,
GPC-1.3, GPC-1.4

(indicators are specified instead of competencies)

09.03.03.32 “Applied Informatics in Social Communications”

UC-1.1, UC-1.2, UC-1.3, GPC-1.1, GPC-1.2,
GPC-1.3, GPC-4.1, GPC-4.2, GPC-4.3

Note: UC are universal competencies, GPC are general professional competencies, ID are identifiers.

3) EP assessment: assessment of their quality and
potential for improvement.

4) Competency component: methods for assessing the
competency component of the EP.

5) Curriculum data analysis: capabilities for analyzing
the curriculum data to obtain a general understanding
of the EP design.

Our research has led to the development of
automated methods and approaches for creating
the SPA-SFU23 software complex (from System-Plans-
Analyze of Siberian Federal University). The source
data for SPA-SFU2 is the data from the Plans IS,
developed by the MMIS#* Laboratory. This IS is widely
used among Russian universities for the purposes
of working with the curriculum. Although it meets
their needs, a level of redundancy was found (Fig. 1)
when comparing the research objectives and the

3 https://github.com/ekhalturin-kil5/SPA-SFU2.  Accessed
September 28, 2025. (In Russ.).
4 https://www.mmis.ru. Accessed September 28, 2025.

(In Russ.).

Plans IS database. Figure 1 shows a fragment of the
input data for SPA-SFU2, where the colors indicate:
red—empty curriculum fields; yellow—duplicate
fields; green—fields with data relevant to the study. Note
that column “C” lists the names of EUs—disciplines,
practices, and state final examination (SFE)—to which
credit units (CU) are assigned and which are the main
structural elements of the curriculum.

The data formats vary significantly, since higher
education institutions work with the curricula of a broad
range of federal state higher education standards created
over different years and by different designers. All
comply with federal legislation and local regulatory
documents, but their diversity complicates the
development of software methods for preprocessing of
the curriculum. For this reason, algorithms have been
developed to bring them to a single standard in order to
eliminate differences. These differences are expressed in
the deviation of the format for filling in curriculum data
from the most common among the curricula used in the
study (Table 1, the standard data format is indicated in
row 1). Examples of differences include: different data
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entry format; the use of different names for EUs and
their corresponding competencies; a different method of
indicating EU indicators (Table 1, nonstandard format
is underlined); and others. When designing software
methods, eliminating differences was the most labor-
intensive task, since it required predicting situations
which could potentially arise when working with all
possible curricula.

An example of a discrepancy detected in the
format of the research curricula: Table 1 shows
that  curriculum  09.04.01.06  “Microprocessor
Systems” includes a list of indicators rather than
competencies (row 2), complicating the programmatic
analysis of data. In order to resolve this problem,
we suggest using a backup regular expression which
can extract the indicator, including from a different
curriculum format. If this difference in the format of
form filling is ignored, a situation will arise where
a group of competencies with the name “ID-1UC” is
defined instead of “UC” (universal competency). This
will subsequently introduce an error in the calculations
of the percentage distribution by groups of labor
intensity competencies.

Another example is the discrepancy arising
in the curriculum 10.03.01.31 “Computer System
Security” (line 3). It contains competencies identical
in appearance to the indicators of competency
achievement (a situation of duplicate indicators).
There are curricula which list not competencies, but
a list of indicators to be formed, as presented in the
curriculum 09.03.03.32 “Applied Informatics in Social
Communications” (line 4). This requires additional
analysis of the situation by the SPA-SFU2 user, in
order to determine what exactly is presented in the EU:
competencies or indicators of their achievement.

From the point of view of software processing
methods, some of the curricula data is statistical noise.
For example, the list of competencies formed by the
EU “Defense of the final qualification work™ includes all
possible curriculum competencies, negatively affecting
the objectivity of the graph model obtained. The most
common outliers are EUs related to practices and the
state final examination, since they have a complete list
of competencies formed by the entire set of EUs. They
are much more labor-intensive (measured in CU) than
other EUs. The presence of outliers reduces the clarity
of the aggregated data obtained. For example, the metric
“number of connectivity components” will be equal to
one, which is not informative.

As a result, after eliminating the differences,
SPA-SFU?2 operates only with the data on the curriculum
necessary and sufficient for comprehensive analysis.
This can be found in Excel tables on pages:

1) on the “Title” page, general information about the
curriculum is specified;

2) the “Competencies (2)” page contains a complete
EUs list;

3) on the “Competencies” page, indicators of
competency achievement are compared. In addition,
the nesting of EUs by modules is determined;

4) on the “PlanSummary” page shown in Fig. 1, the
number of CUs allocated to the study of the course
unit for each semester of study is determined, and it is
also clarified whether the course unit is compulsory
for completion.

The above data enables ambiguities in the
data (differences in the names of identical entities and
different formats for filling in the data) to be eliminated,
and the final data in various categories to be determined:
1) integral characteristics for each individual semester

of the curriculum, for all semesters of the curriculum,

for the entire curriculum as a whole;

2) characteristics that determine the strength of
interdisciplinary links;

3) data on graph models of the curriculum;

4) percentage distribution of the labor intensity of
competence formation and indicators of their
achievement.

The final result of SPA-SFU2 can be used for such
purposes as: pairwise comparison of the curricula, in
order to identify the most successful moments (the
order of EU, defined for EU formed competencies,
distribution of load on EU); identifying a typical
curriculum for different universities for the same EP;
as well as determining specific situations which arise
in the event of a large deviation from the average
value of some of the curriculum characteristics. These
can include, for example, situations where a large
percentage of the total workload is allocated to the
formation of general professional competencies.
This can lead to a reduction in the workload on other
competencies, since their total number is strictly
regulated in the Federal State Educational Standards of
Higher Education.’

An analysis was conducted of 49 curricula at
the Institute of Space and Information Technologies
of Siberian Federal University. The analysis of the
curricula does not differ in terms of education levels (for
bachelors, specialists, and master students), fields of
study, and university affiliation, since their source is
the Plans IS. This enables the study to be scaled up and
replicated in any institution which uses the Plans IS to
work with the curricula.

Let us note its key features of SPA-SFU2, in order
to understand the effectiveness in resolving the task
of the curriculum data analysis. The software package
was developed in C++ using a minimum number of

3 https://www.fgosvo.ru. Accessed September 28, 2025.
(In Russ.).
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Parameter name

Parameter value

Curricula data catalogs

plans\grad

Result output catalogs

result\grad

Divide credits by number of competencies

yes

Undirected graph

yes

Use multi-level indicators

no

Max. length of discipline names

15

Regular expression for indicator splitting

1 |

2

3

4

3 Divide credits of the competence by number of competencies |yes
6

7

8

9

(w{1,}) £0,}-({1,})\.({0.})

il Regular expression for indicator splitting (Additional)

\wi{1,}.40,}-(\d{1.})(\w{1.}) .{0.}-({1.})

68 Regular expression for competence splitting

Aw{1,)\W{0.}-({1.})

s»3 How many semesters are there in one course

2

N Number of quartiles

4

4’8 There are a lot of competencies if their number is greater than X= |6

48 Truncation of the mean for quartiles

0.05

il-) Create an edge if its weight is greater than X =

0.001

L — Credits of the left vertex

R — Credits of the right vertex

A — total number of credits

N — total number of disciplines

K — power of intersection by competencies
D - power of intersection by disciplines

Supported operators +, —, *, /, * (degree), mod, abs,

WA sin, cos, log

One can use any formulas, for example:

1) From SPA-SFU version No. 1: ((L+R) /(2 *A)) *K
2) Average: ((L+R)/2)*K

3) Geometric mean: ((L*R) " (1/2)) *K

ak:l The weight of the graph edge where the vertex is a discipline

(5*(L+R)/(A)*K

u°N The weight of the graph edge, where the vertex is competence | (5 * (L+ R) / (A)) * D

Fig. 2. Fragment of the application configuration file

third-party libraries (only the OpenXLSX® library is
used to work with Excel tables), enabling the entire
data set of 10 curricula to be processed in less than
a second (one curriculum has more than 2000 cells
to analyze, and together with the data calculated by
SPA-SFU2 upon completion of the program, there are
more than 10000 cells).

The study uses graph representations of the
curriculum as a standard approach in the curriculum
analysis, used in many studies [9, 10]. Graph
representation allows metrics to be obtained for
determining hypotheses regarding the correctness
of the curriculum structure. SPA-SFU2 calculates
curriculum data about the corresponding graph model.
There are many ways in which the curriculum can be
represented as a graph, but in this study, four main
ones were selected. In each of these methods, the edges
between the vertices are calculated using the formula
specified in the configuration file (Fig. 2, line 18). The
formula used takes into account the number of matching
competencies (the more matches, the greater the weight
of the edge) and the labor intensity measured in CU.

Let us list the methods for constructing a graph
model of the curriculum:

1) A standard graph model where a set of vertices
corresponds to EUs. The edges between vertices

6 https://github.com/troldal/OpenXLSX. Accessed September 28,
2025.

indicate interdisciplinary = connections at the

intersection of the list of competencies being formed.

The weightofavertex correspondstothe laborintensity

of the EU (how much CU is allocated for successful

learning). The weight of an edge corresponds to the
number of overlapping competencies (this model is

described in more detail in [11]).

2) An extended graph model where a set of vertices
corresponds to EUs graded by semester. One EU may
belong to several vertices, if studied over several
semesters. In [12], a similar graph representation is
used to analyze the curricula.

3) A reverse graph model where a set of vertices
corresponds to competencies. For this model, an
additional formula is provided in the program
configuration file (Fig. 2, line 19). A similar model
is used in [13].

This study uses mathematical statistics. Measures of
central tendency are determined on the basis of curriculum
data, and the quartile distribution is thus calculated. Data
on graph models is stored as an adjacency list which
enables the best asymptotic performance of algorithms.
For example, the calculation of the global clustering
coefficient (the purpose of which is specified in [14])
has an asymptotic value of O(|V] x |E]), in which |V] is
the number of vertices and |E| is the number of edges.
Figure 3 presents a description of this algorithm.
The use of binary search is made possible by storing
vertex numbers in the adjacency list in ascending order.

Russian Technological Journal. 2026;14(2):42-56

47


https://github.com/troldal/OpenXLSX

Software methods for curriculum processing, analysis
and visualization

Evgenii A. Khalturin
etal.

Start

OpenTriag :=0
ClosedTriag := 0

OpenTriag :=
ClosedTriag + 1

End of cycle F3

v

! !

Start of cycle F1,
traversing the vertices
of the graph
with iterator M

Pos :=Binary search for R

I

Start of cycle F2,
traversing vertices
adjacentto M

with the iterator L
Yes

/~ Start of cycle F3, l

traversal of vertices
adjacentto M
using iterator R, starting
from position L+ 1

ClosedTriag :=
ClosedTriag + 1

in L’s adjacency list End of cycle F2
Pos found End of cycle F1
End
No

Fig. 3. Flowchart of the algorithm for calculating the global clustering coefficient of a graph

The OpenTriag variable is used to count and store the
number of “open triangles,” i.e., states in which only two
of the three possible connections are formed for three
points. The variable ClosedTriag has a similar purpose,
but only for the state when all three connections are
formed for three points. The clustering coefficient is
equal to the ratio of ClosedTriag to OpenTriag. As you
can see, its value does not exceed one.

2. RESULTS

The SPA-SFU2 software package is presented as
a console application which accepts Excel tables from
the Plans IS as input and, upon completion, creates
catalogs with Excel and cvs tables. The choice of the
Excel format for the curricula is due to its clarity for
the user, as well as the ease of editing and restructuring
for other educational analytics tasks. For example, the
user can specify EU teachers instead of competencies,
in order to determine the distribution of the final
workload. SPA-SFU2 was developed using a modular
architecture which enables new functionality to be
added to the software complex without changing the
existing one. For example, this allows for a curriculum
processing module, including the xml format, to be
added if necessary.

The program is controlled by configuring its
parameters in the configuration file (Fig. 2, the left
column lists the parameter names, and the right column
lists their values). Several independent -curricula
samples can be specified (Fig. 2, line 2, the specified
curriculum data directory contains several subdirectories
with FExcel tables). These include how to perform
calculations (Fig. 2, lines 4-7), regular expressions for
obtaining data from Excel table cells (Fig. 2, lines 9—11),
threshold values (Fig. 2, lines 12—16), and formulas used
for calculations (Fig. 2, lines 17-19).

Figure 4 shows an entity-relationship diagram in Martin’s
notation [15], corresponding to the database of the developed
software (S). For convenience, the prefix before the field name
indicates its data type. For example, the string data type of the
sName field from the DTCurricula table stores the name of
the curriculum. The colors of the tables, like their prefixes in
the name, indicate their purpose: DT denotes a data storage
table; R denotes a linking table; and Matrix denotes a two-
dimensional data array storage table.

The architecture of the software complex is based
on SOLID7 design principles [16]. The RGlobal

7 S is the single responsibility principle; O is the open-closed
principle; L is thet Liskov substitution principle; I is the interface
segregation principle; D is the dependence inversion principle.
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Fig. 4. Entity-relationship diagram for the application database

table (item 1 in Fig. 4) combines various methods:
a) data input from DTSolve (item 2 in Fig. 4) which
enables software parameters to be entered not only
through the configuration file; b) aggregation from
DTAdapter (item 3 in Fig. 4) which allows you to use
your own methods for building a graph model of the
curriculum; ¢) output from DTOutData (item 4 in Fig. 4)
which allows you to vary the ways of displaying data,
for example, to export it directly to business analytics
systems, and not only to tabular files. The main table
of the software is DTCurricula (item 5 in Fig. 4) which
stores the input data on the curriculum. All other tables
store data calculated using the software.

In order to calculate the clustering coefficient
described in the research methods, an adjacency list is
used, in order to improve the final asymptotics of the
algorithm to the minimum possible. This is designated
in the diagram as MatrixAdjacencyList (item 6 in
Fig. 4). Thanks to the graph clustering coefficient,
conclusions can be drawn about how strongly the EUs
are interconnected.

Table 2 shows how the graph characteristics of two
curricula with the maximum (curriculum 09.03.02.30)
and minimum (curriclulum 09.03.03.33) clustering
coefficients differ across the entire sample of bachelor’s
degree curricula. The characteristic is highlighted in
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Table 2. Metrics of a graph model of two bachelor’s curricula

Curriculum designation 09.03.02.30 | 09.03.03.33 Curriculum designation 09.03.02.30 | 09.03.03.33
Clustering coefficient 0.92 0.43 Graph density 0.14 0.12
Maximum number of CUs in EU 10 CU 15CU Minimum number of CUs in EU 2 CU 2 CU
Graph diameter by weight 1.01 1.36 Graph diameter by vertices 5 vertices 4 vertices
Number of linkage components 10 3 Pairs of unconnected vertices 895 pairs 89 pairs
Z\ieelght of the maximum skeleton 10.86 16.34 nght of the minimum skeleton 791 .04

bold, and this graph model is designated as “standard” in
the methods section of this study. Figure 5 demonstrates
a possible option for their visualization using the Gephi®
software package.

Figure 5 shows the graph model of the
curriculum  09.03.02.39 on the left, and
curriculum 09.03.03.33 on the right. Each node represents
a course unit, the name of which is given in abbreviated
form. The larger the node, the greater its weight, expressed
in terms of the CU allocated to the EU. The nodes are
arranged from bottom to top according to the semester in
which they are taught. The higher the node, the higher the
semester number. For example, “Business Processes in
the Media Industry,” abbreviated as “BizMedia,” is taught
in the 8th semester of the bachelor’s program. EUs taught
in the same semester are highlighted in one color e.g. all
red nodes are taught in semester 1. The edges between
the nodes indicate interdisciplinary connections and are
calculated using the formula shown in Fig. 2 in line 18.
The user can change the formula to any desired one. The
more teaching hours are allocated to the study of a course
unit and the more competencies the education units have
in common, the greater the weight of the edge between
them. If there are no matching competencies, the weight
is zero and there is no edge.

Table 2 shows that the calculated summary characteristics
are sufficient to make preliminary conclusions. For example:
in the curriculum 09.03.02.30 “Information Systems and
Technologies” there are a large number of connectivity
components (areas in which there is a path between any
two vertices). The higher the value, the more heterogeneous
the EUs are in terms of their list of competencies.
Table 2 also shows other graph characteristics which can
help determine the quality of a curriculum during its expert
evaluation [17]. The diameter of the graph indicates the
dispersion of competencies. The density of the graph and
the weight of the skeleton tree indicate the total strength
of interdisciplinary connections [11], while the number
of unconnected disciplines indicates the dispersion of
disciplines in terms of the competencies formed.

8 https://gephi.org. Accessed September 28, 2025.

A high clustering coefficient indicates that most EUs
corresponds to an identical list of competencies. This
suggests that the authors of the curriculum did not pay
sufficient attention to establishing the correspondence of
EUs to the list of competencies they were developing.
They may have copied the same data into different cells.
In the curriculum 09.03.03.33 “Applied Informatics:
Digital Economy,” on the contrary, each EU has its own
unique list of competencies.

In addition to graphical representation, SPA-SFU2
calculates data on the number of EUs depending
on their type (compulsory, elective, optional) and
category (humanities, technical, and natural sciences),
as well as how many CU are allocated to their study.
The data obtained clearly indicates the specifics of the
curriculum depending on the predominance of a certain
type of discipline. For example, there may be different
ratios of humanities EUs in different curricula in related
fields of study, which demonstrates their specificity.

Other data calculated by SPA-SFU2 includes the
percentage distributions of CU allocated to the formation
of competency groups (the Federal State Educational
Standards for Higher Education’ define three
competency groups: universal, general professional, and
professional). They can be used to understand which
group of competencies is given priority, as well as how
specialized the training program is.

Measures of central tendency are calculated, in order
to identify deviations in the curriculum from their average
value across the entire curriculum sample for each metric.
For each curriculum parameter, SPA-SFU2 calculates
the maximum and minimum values, mode, median,
and mean. This enables the most distinctive curriculum
to be identified against the background of the others.
Table 3 shows the metrics of the graph model of the
2021 bachelor’s degree curriculum at the beginning of
training, taking into account only the first year of study.
As can be seen, only two curricula have elective courses
in the first year of study.

9 https://www.fgosvo.ru/news/view/5720. Accessed September 28,
2025. (In Russ.).
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Fig. 5. Visualization of the graph model of the curriculum for all semesters of study.

IntrPrac—Introductory practice;

R&D—Research and development;

IT—Information technologies;

ArchlS—Architecture of IS;

TheorAlg—Theory of algorithms;

DatMan—Data management;

TheorlPS—Theory of information processes and systems;
ClSerProg—Client-server programming;
DBDes—Database design;

EngProf—English for professional purposes;
InfProcTech—Information processing technologies;
CorplS—Corporate IS;

IntelSyst—Intelligent systems and technologies;
SWIimpTech—Software implementation technologies;
SWTest—Software testing and quality control;
GISWDev—Geoinformation systems software development;
ITProjMan—Information technology project management;
BDAnalysis—Big data analysis;

MobSWDev—Mobile software development;
MethInfDisp—Methods and facilities of information display;
InfCompNet—Information and computing networks;
ModelSyst—Process and systems modeling;
TollUtIS—IS tools and utilities;

EconCul—Economic culture and financial competence;
FundCorrPrev—Fundamentals of corruption prevention;
3DModel—3D modeling and animation;
WebAppDev—Web application development;
BusMedia—Business processes in the media industry;
MediaProc1—Media content processing, part 1;
MediaProc2—Media content processing, part 2;
PrintProc—Printing process;

SWTMedia—Media industry software tools;
GraphDesign—Graphic design of the interface;
Phil—Philosophy;

HistRuss—History of Russia;

WorldHist—World history;

ForLang—Foreign language;

LS—Life safety;

Phys—Physics;

CS—Computer science;

FundProg—Fundamentals of programming;
IntrProf—Introduction to professional activity;
AlgGeom—Algebra and geometry;
MathAn—Mathematical analysis;

DiscrMath—Discrete mathematics;

ProbTheor—Probability theory and mathematical statistics;
TPEVC—Theory and practice of effective verbal communication;
ProgTech—Programming technologies;
MethDesIST—Methods and tools for designing ISs and technologies;
OS—Operational systems;
PhysCult—Physical culture and sport;
RESS—Remote Earth sensing systems;
DistIS—Distributed ISs;
SportProg—Sports programming;
EntEcon—Enterprise economics;
DigEcon—Digital economy;
DigBusMod—Digital business models;
BusProcMod—Business process modeling;
DigCont—Digital control;
DigMarkAnalTech—Digital market analysis technologies;
DigEntArch—Digital enterprise architecture;
DynModProdProc—Dynamic modeling of production processes;
DigProd—Digital production;
BusFL—Business foreign language;
DistDBBIlockchain—Distributed databases and blockchain technologies;
PractModelOptimBP—Practicum: modeling and optimization
of business processes;

DigAssetMan—Digital asset management;
CyberSecur—Cybersecurity;
WebProgDes—Web programming and computer design;
PracDigProdDev—Practicum: digital product development;
BusApp—Business applications;
NetTechinternetThing—Network technologies and the Internet of Things;
TrainingeffComm—Training course: effective communication;
ITSysMonitor—IT systems for monitoring socioeconomic development;
CompSysNetTelecom—Computing systems, networks,

and telecommunications;
SysAnalysis—System analysis;
Prog—Programming;
IS&Tech—Information systems and technologies;
AdvMath—Advanced mathematics;
EffComm—Effective communication;
IS&P—Information security and protection;
Law—Law;
ISDes—IS design;
FundProjMan—Fundamentals of project management;
DB—Databases;
MacrEcon—Macroeconomics;
Econometr—Econometrics;
SWDevTech—Software development technology
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Table 3. A software-generated table of aggregated data from the 1st year undergraduate curricula
Dt Quantityhof Maxnnum Mm]mum Qraph Clmt@g lst‘ 2nq 3rq 4@ Unconpected
your choice | rib weight rib weight | diameter | coefficient | quartile | quartile | quartile | quartile vertices
01.03.04.30 0 0.371 0.087 0.371 1.000 9 9 5 1 67
09.03.01.30 0 0.341 0.091 0.614 0.805 3 6 7 7 55
09.03.02.30 0 0.338 0.090 0.338 1.000 2 3 3 0 70
09.03.03.32 0 0.461 0.092 0.461 0.000 3 2 0 2 71
09.03.03.31 0 0.459 0.092 0.459 0.000 3 2 0 2 71
09.03.03.33 0 0.446 0.089 0.692 0.333 4 2 4 7 61
09.03.03.35 0 0.439 0.088 0.439 0.000 3 2 0 2 71
09.03.04.30 0 0.369 0.099 0.591 0.800 2 4 1 5 66
10.03.01.31 0 0.376 0.111 0.376 1.000 1 4 2 70
15.03.04.32 27 0.766 0.106 0.468 0917 10 4 13 12 39
27.03.03.30 11 0.670 0.089 0.580 0.882 3 3 4 8 60
27.03.04.30 3 0.332 0.088 0.331 1.000 2 4 4 0 68
Median 11 0.439 0.091 0.461 0.882 3 4 4 2 68
Mode 0 - 0.089 - 1.000 3 3 2 2 71
T“rf:;;fd 13.667 0447 0.094 0477 0.645 3 3 3 3 64

It can also be noted that for the curriculum
09.03.03.31 “Internet technologies and mobile
applications” has a global clustering coefficient of
zero (Table 3, column 6 “Clustering coefficient”). This
means that no three EUs form the same competence
in the first year of study. Columns 8-11 show the
quartile distribution of the minimum distances
between all pairs of vertices. In fact, all study curricula
distances (10 bachelor’s curricula) are combined into
asingle array. They are sorted, and each value is assigned
to one of the four quartiles. The first quartile includes
pairs of vertices between which there is a relatively small
distance in the graph model. The fourth quartile includes
pairs of vertices between which there is a relatively large
distance. The situation where there is no route between
vertices belongs to the “Unconnected vertices” group.

As can be seen in Table 3, minimum and maximum
values are determined for each calculated measure, as
well as other central trend measures. The percentage of
truncation of the mean value is specified in the program
configuration file (Fig. 2, line 15). If a dash is indicated
in a cell, it means that the value is not informative (for
example, if all values are the same or all values are
different, the mode value is not indicated). Unique
maximum values are highlighted with underlining,
minimum values are highlighted in italics. Also, the
number of decimal places for all values has been reduced
for greater clarity. Table 3 also shows that curriculum

15.03.04.32 “Automation of Technological Processes
and Production” (gray row) stands out from the rest, as its
metrics most often contain the minimum and maximum
values relative to all the bachelor’s degree curricula
which have been analyzed. Thus, this curriculum does
indeed have its own characteristics. For example, it is
the only curriculum which teaches “Chemistry” and
“Ecology” curricula within all areas of the institute’s
training in the field of information technology.

A log file is generated (Fig. 6), in order to assist
SPA-SFU?2 users in identifying controversial issues in
the curriculum filling format. It indicates the elements
of curriculum processing and the shortcomings which
may arise in the process. For example, by analyzing
the errors generated by the log file, curriculum
27.03.04 “Management in Technical Systems” GPC-7
was found to have been formed only on the basis
of practices (number 1). These were excluded from
the analysis, since the entire set of the curriculum
competencies is defined as formed for them.

3. DISCUSSION

Assessing the quality of EPs (for more details on
quality, see [18]) in the context of the effectiveness
of achieving educational outcomes is a complex,
multifaceted task which attracts the attention of both
academic researchers and developers of commercial
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1 |Competencies (2) [line 61]:

In the curriculum

2 |R:/grad sfu/2703040030 op-21.plm.plx.xlsx No competencies are specified for the elective

discipline with the index B2.E.

oS W

- The R:/grad sfu/2703040030 op-21.plm.plx.xlsx curriculum has been processed with errors.

- No course with the index GPC-7 was found in the R:/grad sfu/2703040030 op-21.plm.

plx.xlsx curriculum ()

Fig. 6. Fragment of a log file generated by the application

educational platforms [19]. For example, difficulties
may be associated with the ambiguity of EP assessment
criteria, in particular, the high variability in the
percentage distribution of the labor intensity of forming
different groups of competencies at different stages of
training.

As an initial stage of EP quality assessment, we
propose that the task of studying the curriculum be
considered from the point of view of analyzing the
composition and structure of the EP. At the same time,
traditional methods of curricula evaluating (expert
assessments, tabular comparisons) are not as effective
as software methods. This is due to the following
factors: subjectivity of opinions [20]; the impossibility
of analyzing a large number of curricula within a limited
time frame; as well as errors in performing the analysis,
inter alia. In this regard, the development of software
tools to support the analysis of the curriculum, as the
first step in assessing the quality of the EP, is a matter
of urgency.

We recommended using the software methods
presented in this work. They can be expressed in the
following actions, for making decisions on curriculum
modernization and applying the experience gained in
creating new curricula and EPs:

1) preprocessing: converting data into a uniform format
for ease of further use and expansion of processing
capabilities;

2) processing: extraction from the entire set of data
obtained from the Excel table Plans IS of the data
necessary for further analysis of the characteristics
of interest to the researcher;

3) analysis: calculation of aggregated data based on data
obtained during processing, e.g., data that clearly
indicates the characteristics of the curriculum;

4) visualization: displaying data obtained during
analysis in a form that is convenient for the
researcher to use for quick and accurate decision-
making based on that data [21].

Let us consider the problems of implementing such
software tools, related to refining the characteristics of the
curricula, calibrating them based on expert opinion, and
determining their relationship with other characteristics
of the EP training. This includes such factors as student
retention, and graduate employment rates, among others.

The software methods proposed in this work are useful
for solving the above-described problems and contribute
to the development of automated tools for data-driven
decision-making.

CONCLUSIONS

The study proposes software methods for
processing, analyzing, and visualization of the curricula,
implemented in the SP4-SFU2 software package. The
package helps curricula to be compared with minimal
effort. It helps their characteristics to be determined based
on numerical indicators, and the reasons for significant
deviations of these indicators from the average value
to be established. SPA-SFU?2 clearly indicates problem
areas in the curriculum for decision-making on their
correction. It helps to identify possible shortcomings
in the curriculum, understand the resulting competence
component, and determine the implicit patterns in the
data contained therein.

Visualization of the curriculum using SPA-SFU2
enables a faster and more accurate understanding
of the internal structure of the curriculum and its
characteristic differences. SPA-SFU2 can be useful when
demonstrating the characteristics of the curriculum to
applicants, students, and teachers. For example, it can
be used to demonstrate the percentage distribution into
competency groups or to visualize the interrelationships
of the EU through graph representation.

SPA-SFU?2 can be used to create new curricula which
optimize the planned educational process, the formation
of which is based on a comparative analysis with the
other educational curricula in related areas of training,
thus ensuring their uniqueness and effectiveness.

The SPA-SFU2 software package for curricula
analyzing is a necessary link for developing
a comprehensive educational analytics IS and can serve
as an element of the university’s digital ecosystem.

At the present time, the SPA-SFU2 software
package presented in this study is not fully automated.
It requires expert opinion to make decisions based
on the characteristics it obtains. This problem could
be addressed by incorporating artificial intelligence
modeling approaches into SPA-SFU2. This could be
achieved by using neural networks or simulating artificial
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intelligence by accumulating behavioral scenarios in  2) to introduce the complex digital solutions based on

predefined situations. the principles of artificial intelligence and big data
In the future, the following tasks in this specified processing;

order need to be addressed, in order to fully automate  3) to find other ways to visualize the curriculum

the processing, analysis and visualization of the characteristics, in order to demonstrate their features

curricula, as well as to better cover their useful not presented in the study.

characteristics: Authors’ contributions

1) to obtain and compare information external to the E.A.Khalturin—methodology, originaldraftpreparation,

11.

12.

13.

14.

15.

16.

EP (for example, data on student performance, survey ~ review and editing, presenting software methods.
results, and information on graduate employment) A.A. Kytmanov—supervision, conceptualization writing,

. .. . . research problem, original draft preparation and editing.
with the characteristics of the curricula obtained and Yu.V. Vaynshteyn—discussion, editing.

calculated by SPA-SFU2; T.V. Zykova—formal analysis, practical application.
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Abstract

Objectives. The paper aims to investigate the mechanisms of the nonlinear formation of a wideband pulse spectrum
under overload conditions in ultra-wideband (UWB) amplifier circuits in resolving problems related to radiovision
gesture recognition. The relevance of the study stems from the need to enhance the accuracy and noise immunity
of modern radiovision UWB systems for gestural control interfaces.

Methods. The study used statistical radiophysics, time-frequency methods of wavelet transformation of radio
images, the theory of S-parametric vector analysis of circuits, and software-numerical modeling.

Results. The method for generating UWB signals in the microwave range based on controlled nonlinear signal
distortion is presented. When the amplifier is switched to the saturation mode, a signal with sharp fronts is formed with
a wide energy spectrum. A laboratory setup of a cyber-physical system for gesture recognition using radio sensing
was developed, and its characteristics were investigated. The properties of the pulses generated in radiovision
control systems were also studied. The effectiveness of the proposed approach for the tasks of radiovision gesture
recognition was experimentally demonstrated.

Conclusions. A method of nonlinear saturation-synthesis of the spectrum of radiovision signals based on transient
distortion phenomena in UWB amplifiers is proposed. It was shown that, when the initial frequency band is expanded up to
900 MHz, the interference mode can provide phase image repeatability of at least 0.94. It was also established that in the
input overloaded mode of the SBB5089Z' type amplifier with low-mode harmonic excitation at a transition frequency
of 47 MHz in a cascade amplification scheme, a signal with a modified spectrum can be obtained at the output of the radio
antenna. In this case, the controlled formation of the antenna excitation spectrum for each amplifier module is determined
by means of the unique impulse characteristic of the integrated UWB-amplifier. This allows for the successful application
such amplifiers in resolving problems related to radiovision gesture recognition. The methodology proposed allows the
use of standard UWB ampilifiers to create compact sources of UWB signals without the complication of circuitry.

Keywords: radiovision signal, spectrum saturation, transient distortion, ultra-wideband amplifier, gesture
recognition, cyber-physical stand

T High-linearity wideband, monolithic microwave integrated circuit (MMIC) amplifier was developed by Qorvo, USA.
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Pe3iome

Llenu. Llenb paboTbl — nccnenoBaHne MexXaHM3MOoB HENMMHENHORO GOPMUPOBAHUS LLUMPOKOMOOCHOIO MMIMYJIbCHO-
ro cnekTpa B YC/IOBUSIX NMEPErpy3kn B CBEPXLUMPOKONOSOCHbIX (CLLUM) yecunutenbHbiX uensx ans pelenns 3agad
PaaMOBM3NOHHOIO Pacno3HaBaHUs XecToB. AKTYyaslbHOCTb MCCefoBaHNsA 00yCnoBieHa HEOOXOANMOCTbIO MOBbI-
LLIEHMSI TOYHOCTU 1 MOMEXOYCTONHMBOCTN COBPEMEHHbIX PaAMOBU3MOHHbIX CLUM-crucTem ans XeCTUKYNspHbIX UH-
TepdencoB ynpaBieHus.

MeTopgbl. Vcnonb3oBaHbl MeTOAbl CTATUCTMHECKOW paanodUu3nKn, 4aCTOTHO-BPEMEHHbIE MeEeTOoAbl BeKrBneT-
npeobpazoBaHns pagmMon3obpaxeHnii, MeToabl TEOpUM S-napaMmeTpU4eckoro BEKTOPHOro aHann3a CXem, MeTobl
NPOrpaMMHO-YMUCIIEHHOrO MOAENNPOBAHUS.

PesynbTathl. [MpencrtaBnen meton reHepaumn CLUM-cMrHanoB B CBEPXBLICOKOYACTOTHOM Auana3oHe, OCHOBAH-
HbI Ha yNpaBAsieMbIX HENTMHEMHbIX MCKaXeHUsAX curHana. lNokasaHo, 4To Npu nepeBoae YCUNINTENS B PEXMM HaCbI-
LWeHns GopMmpyeTcs CUrHan ¢ pes3kumMmn epoHTamMm, 061aAarLLmMii LUIMPOKUM 3HEPreTUYeCKMM CnekTpoMm. MocTpo-
eH nabopaTopHbIN CTeHA Knbepduanyeckomn MHTePdEPEHLIMOHHON pPagMOCEHCOPHOM CUCTEMbl pacrno3HaBaHUs
XECTOB 1 MCCNeaoBaHbl ero xapakTepucTukn. ViccnenoBaHbl CBOMCTBA NOMYYEHHBIX UMMY/IbCOB B 3a4a4ax pagmno-
BU3MOHHOIO yrnpaBieHus. QKCNepuMeHTaNibHO nokadaHa ad@PEeKTUBHOCTb NPenJIOKEHHOro MeToaa s 3aaaqy pa-
[VOBU3NOHHOIO Pacno3HaBaHNs XXeCTOB.

BbiBoAbl. [pennoxeH MeTon, HeNIMHEMHOM caTypaummn — CUHTE3a CnekTpa PagnoBU3NOHHBLIX CUIHAN0B, OCHOBAHHbI
Ha SABNEHUsX NepexoaHbIx ckaxeHuii B CLUM-ycunutensax. MNokasaHo, 4To MHTepdepeHUMOHHBIN PEXUM Npu pacLum-
pPEeHUM ncxoaHom nonockl 4acTtoT Ao 900 MI'L, cnocobeH obecneynTb NOBTOPSAEMOCTb Ha30BbIX N300paxKeHU He Me-
Hee 0.94. YCTaHOBEHO, 4TO B NEPErpyxeHHOM Mo BXoay pexume ycunutena Tuna SBB508972 npu sagatoLem HU3Ko-
MOJOBOM rapMOHMYECKOM BO30YXAEHMM Ha nepexonHoi yactoTe 47 My, B kKackaHOM CXxeMe YCUNeHNs Ha BbIXoae
PagnoBU3NOHHOM aHTEHHbI YAAETCS MONTYyYUTb CUrHaN C U3MEHEHHbBIM CrekTpomMm. Mpm aTom ynpasnsiemoe GopMmpoBa-
H1e crnekTpa BO30YXXAEHMS @HTEHHbI OJ151 KKA0r0 U3 YCUNUTESbHbLIX MOAYSel onpenenseTcs yHUKanbHON MMMYSIbCHOW

2 BbICOKOMMHEiHbII LIMPOKOMONOCHBI MOHOANTHBIM (monolithic microwave integrated circuit — MOHOIUTHAS MUKPOBOIHOBAS VH-
TerpanbHasi cxema) ycunuresnb, pa3paboTaHHblii komnaHue Qorvo, CLLUA. [High-linearity wideband, monolithic microwave integrated
circuit (MMIC) amplifier was developed by Qorvo, USA.]
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INTRODUCTION

Radio sensor systems for close-range cyber-physical
monitoring are used to dynamically identify human
gestures in areas such as smart medicine, industrial
automation and virtual/augmented reality. The high level
of reliability and resolution requirements necessitate new
methods of forming and processing radio signals [1, 2],
making this research highly relevant.

The paper offers a novel approach to the spectral
synthesis of such systems. Rather than using
traditional high-voltage shapers, it employs an ultra-
wideband (UWB) amplifier which operates in deliberate
overload mode. In this mode, the amplifier acts as
a nonlinear synthesizer, using transient nonlinear
distortions (usually considered an undesirable effect)
to expand the signal spectrum (spectral saturation). The
novelty of this research lies in the deliberate use of these
nonlinear effects for controlled spectrum expansion.

The saturation mechanism is due to the amplifier
output transistors operating in saturation mode. In
this case, the input signal is converted into an almost
rectangular pulse shape with very sharp edges. This
ensures the synthesis of a wideband spectrum, used in
UWRB systems [3, 4]. Spectrum expansion increases the
resolution of the radio sensor system and improves its
resistance to narrowband interference and the accuracy
of temporal and spatial gesture localization.

This paper presents theoretical, modeling, and
experimental studies of this method of nonlinear spectrum
transformation for gesture recognition using radiovision
techniques.

2. MODEL OF WIDEBAND SPECTRUM
SYNTHESIS OF RADIOVISION SIGNALS BASED
ON THE OCCURRENCE OF TRANSITIONAL
DISTORTIONS IN UWB AMPLIFIER

The nonlinear formation of the radiovision signal
spectrum occurs when UWB amplifier stages operate
in overload mode due to transient distortions. These

distortions are analytically described in [5] when the
equivalent circuit of an UWB stage with inductive
correction is analyzed (Fig. 1).

(a) (b)

Fig. 1. SBB5089Z UWB amplifiers with inductive
correction: (a) schematic diagram; (b) external
appearance. The symbols used to denote the circuit
elements correspond to those used in GOST 2.710-814

The paper describes the use of a monolithic
SBB5089Z-type UWB amplifier, based on InGaP HBT?
transistors. It uses a Darlington configuration with an
active bias circuit.

When the input low-mode signal is formed, the
UWB amplifier operates in deliberate overload mode.
The L1 inductor with inductance L in the output
circuit prevents a rapid increase in current through the
load resistor R, equivalent to the input resistance R of
the subsequent cascade. This results in a temporary
accumulation of energy in the parasitic capacitances
of the cascade (the equivalent capacitance C), and the
capacitance of the printed circuit board. This slows down
transient processes in the initial phase of the signal. As
energy accumulates in the L1 inductor, the equivalent
capacitance C charges to a voltage level which exceeds

3 High-linearity wideband, monolithic microwave integrated
circuit (MMIC) amplifier was developed by Qorvo, USA.

4 GOST 2.710-81. Interstate Standard. Unified system for
design documentation. Alpha-numerical designations in electrical
diagrams. Moscow: Izd. Standartov; 1985 (in Russ.).

5 InGaP is indium gallium phosphide and HBT is
a heterojunction bipolar transistor.
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the opening threshold of the VT1-VT2 composite
transistor cascade. Consequently, the transistors abruptly
switch to saturation mode, forming a pulse with steep
fronts and a wide spectrum. This is a necessary condition
for generating UWB signals.

The signal gain coefficient can be represented in
operator form as follows [5]:

1

(pL+R)—
K(p)=$ 2o g PR
PL+R+ 1+ pRC+ p~LC

pC

wherein p is the Laplace operator and S is the steepness
of the composite Darlington transistor cascade.

Let K, = SR be the gain at low frequencies. The
time constant of the equivalent circuit is 7., = RC, and
m = L/CR? = (L/R)/CR is the correction parameter. Then,

K(p) _
K, 1+ DPlpas + p2m7:12)as

1+ DT

p+
_ 1 MTpas
a 1
Tbas p2 —+ P + 5
m’CbaS m'cbas

Therefore, the operational signal at the output of
the UWB cascade with inductive correction in input
overload mode can be represented as follows [5]:

1
p+
U(p): 1 . MTpas
K T
0 bas p[p2+ 1 D+ 12 J
meas meas

The behavior of the transient process is determined
by the roots of the characteristic equation of the system,
which are calculated using the following formula [5]:

1 + 1

+ dm—1.
2m‘cbals ,’Zmrb&lS

Pip=—

When m > 0.25, corresponding to the condition
for transient oscillations forming with discharge in
the transition frequency range when the VT1-VT2
composite cascade is opened instantly, as shown
in Fig. 2a, the normalized transfer function of the
UWRB amplifier is as follows [5]:

)

o

-—e

KO \/4m—1

wherein 6 = —arcsin

ZmeaS Sil’l
MTyas

>, and ¢ is time.
m
In this case, the transition process represents damped
oscillations with an emission the magnitude of which
depends on the correction coefficient m.

When m = 1 (Fig. 2b), which is the condition of
free oscillations at the output of the UWB amplifier, the
expression for the transfer function is as follows [5]:

@:1_{% (cos[ \/gt J+%sin[£§%ﬁ.
3

K, 2RC

Thus, a transition process corresponding to free
oscillations is formed within the transition frequency
range of the UWB amplifier’s transfer characteristic,
which can be modeled as a second-order active bandpass
filter.

During time (, when f; > f,, the system completes
a cycle of free oscillations (Fig. 2a), resulting in the
formation of a damped radio pulse at the output of
the UWB amplifier. This pulse is then amplified by an
identical cascade. In this case, the radio pulse exhibits
exponential attenuation and is formed in accordance
with the system’s impulse response. The selection of the
low-mode excitation frequency f;, which corresponds
to the transition frequency range, is determined by
the conditions necessary to achieve the correction
parameter m = 1. The frequency f, corresponds to linear
signal amplification.

It should be noted that overload of the UWB
amplifier input at a certain frequency may satisfy the
Barkhausen self-excitation condition [6]:

|AB| > 1 and LAB =2nn,n € Z, (1)

wherein A4 is the gain coefficient, B is the feedback
transfer coefficient, £Af is the phase shift between the
input and output through the feedback circuit, and Z is
a set of integers.

Thus, for self-oscillation to occur, the gain must
compensate for losses in the feedback circuit and the total
phase shift in the circuit must be a multiple of 27 [6].

Let the UWB amplifier have a complex transfer
function f, defined as

b @

1+ j—
/e

wherein A4, is the gain at low frequencies, (f < f),

/. is the amplifier cutoff bandwidth, and the following

complex feedback function:

AN =

b

I+ S

S band
wherein f, . is the feedback circuit band [7].
Taking into account (2) and (3), the loop gain is then:

4y 4

f Cf )
1 <1 -
”fj( ”fband]

B(f)= 3)

T(f)=A(f)B(f)=[
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Fig. 2. Transient distortions at the output of the UWB ampilifier:
(a) signal distortions in overload mode within the transition frequency range (normalized values on the X and Y axes);
(b) transfer function of the UWB amplifier for various correction parameter values, m

In nonlinear systems, the gain of an amplifier
operating in limiting mode is a function of the input
signal amplitude V-

)

wherein 4, is the linear value of the gain coefficient and
V. 18 the amplifier’s saturation voltage [8, 9].

1
The gaindeclines as 3> when V>V __ . Ifthe feedback

sat’
circuit transfer coefficient is frequency-dependent, then
considering (1) and (3) gives us:

1T M= 1A - B(f) = 1. (6)

According to Barkhausen’s criterion (6), the condition
for amplifier self-excitation can only be fulfilled at
certain frequencies where the feedback circuit transfer
coefficient B(f) reaches significant values. This is possible
in the presence of frequency resonance, caused by the
corrective (parasitic) inductances and capacitances of the
circuit. The physical principle behind this phenomenon
is as follows: when an UWB amplifier is operating in
a nonlinear signal-limiting (saturation) mode, the output
voltage waveform is significantly distorted. It is thus
converted from a sinusoidal signal to a signal which
is close to a rectangular pulse with sharp fronts and
tails. These time variations carry a wide range of high-
frequency harmonics, as follows from Fourier transform
theory. If these harmonics coincide with the resonant
frequencies of the corrective (parasitic) LC® chains, the
corresponding harmonics are amplified due to an increase
in the transmission coefficient B(f). Consequently, the
system switches to wideband signal generation mode.
In the time domain, this is a damped oscillatory pulse

6 An electrical circuit consisting of an inductor (L) and
a capacitor (C) connected together.

close in shape to a Gaussian monocycle. In the frequency
domain, it has a wide energy spectrum band which covers
a range of up to hundreds of megahertz [8, 10-12].

Let us consider the process of exciting a radiovision
antenna with a synthesized radio pulse. The electric
component of the radiovision signal field (E£(¢)) at the
output of the UWB antenna is known to be proportional
to the derivative of the excitation signal current function:

~ dl BBIX (t)
E() ~ =25, (),
wherein [ (7) is the excitation radio pulse current
formed at the output of the UWB amplifier cascades
with a certain pulse characteristic, /2 ,(¢) [13].

In order to create a numerical model of the
synthesis of radiovision signals based on cascades
of UWB amplifiers, experimental measurements of
S-parameters were performed on a sample of three
randomly selected SBB5089Z UWB amplifiers. The
S-parameters of the UWB amplifier line were recorded
using an R&S ZNLE’ vector network analyzer in the
0.01-5 GHz frequency band (Table 1).

Table 1. Radio technical characteristics of UWB amplifiers

Parameter SBB5089Z | TQP7M91038 | WYDZ’®
Gain, dB 20-30 30 60
Passband, MHz 50-6000 10-3000 1-2000
Noise level, dB 35 4 6-8
Maximum output
power, dBm 23 20 15
Maximum input
power, dBm 15 10 5

TR&S ZNLE is a vector network analyzer manufactured by
Rohde & Schwarz, Germany. It is designed for testing high-frequency
electronic components such as filters, amplifiers, cables, and antennas.

8 TQP7M9103 is a high-power signal amplifier manufactured
by Qorvo, USA.

? WYDZ is a low-noise amplifier manufactured by TZT, China.

Russian Technological Journal. 2026;14(2):57-68

61



Generation of radiovision signals by spectral saturation in transient distortion mode
of integral microwave amplifiers for gesture recognition systems

Kirill V. Latyshev,
Mihail S. Kostin, Konstantin A. Boikov

Based on the vector measurement results shown
in Fig. 3, the S,, transfer characteristics were
converted into vector arrays for the interpretation
of UWB amplifiers during the software-numerical
simulation of a radiovision signal generator in the
MATLAB Simulink'® environment (Fig. 4).

The synthesized excitation spectrum generator circuit
of the UWB antenna consists of the following functional
blocks: 7 is a low-mode signal generator with frequency
selection corresponding to m = 1; 2 is a radio system
input parameters block specified by a special Simscape
library which determines the main characteristics of the
signal transmitted to the UWB amplification path; 3 is
UWB amplifier for forming transient distortions; 4 is an
amplifier for further signal transmission (the S, transfer
characteristics are loaded from the arrays obtained
from the vector measurements); 5 is a radio system
output parameters block; 6 is an oscilloscope which
records the UWB antenna excitation signal; and 7 is
a radio system properties block which defines global
simulation parameters such as frequency range, noise,
impedance, etc.

30+
£ 25;_% 1 B
© 20" —— ——
' 15( !

10

5

0 05 10 15 20 25 3.0 3.5 4.0 45
f, GHz

Fig. 3. Transfer characteristics of S,,; UWB amplifiers:
SBB5089Z (7), TQP7M9103 (2), and WYDZ (3)

2 3 4 5

RF

Fig. 4. A model of a nonlinear synthesizer for the
radiovision excitation signal spectrum of a UWB antenna.
RF stands for radio frequency, SL for Simulink,
which receives a signal from a standard Simulink block,
and BB for baseband

10 https://www.mathworks.com/products/simulink.html.
Accessed February 06, 2026.

The equivalent circuit of a second-order
RLC!!filter (Fig. 5) canbe used to represent an amplifying
UWRB cascade with inductive correction (Fig. 1). When
a step input is applied to the circuit (which is equivalent
to the sudden opening of a transistor in saturation
mode), the transient process is governed entirely by
the correction parameter m. Therefore, the objective
is to select operating conditions for the amplifier such
that m = 1.

R1

Fig. 5. Equivalent circuit of a second-order RLC filter

The parameters R1, L1, and C1 in the equivalent
circuit are not constant values. Rather, they represent
the effective parameters of the amplifier which depend
on the frequency of the input signal. Consequently, the
correction parameter m itself is a frequency-dependent
function, m(f). The objective is to determine the optimal
excitation frequency, fopt, at which m(fopt) =1 is satisfied.

Analysis of the parameters (Fig. 3) of the SBB5089Z
amplifier reveals a 40-50 MHz range where the
amplitude-frequency characteristic exhibits an anomaly,
indicating complex interactions between internal
reactive elements. This region corresponds to the zone
in which the amplifier is susceptible to oscillatory
transient processes. Modeling in Simulink (Fig. 4) has
shown that excitation at a frequency of 47 MHz and
input overload (amplitude 400 mV) results in a mode
corresponding to m = 1. The simulated pulse signal of
the excitation function, characterized by low-mode
oscillation, is shown in Fig. 6.

After passing through the amplification path,
overloadatthe input ofthe first UWB amplifier in transient
mode results in a synthesized signal with an extended
spectrum at the output of the second UWB amplification
cascade. This exhibits nonlinear spectral saturation in
the 0-900 MHz band. Considering the impulse response
of the Vivaldi-type strip slot UWB antenna used in this
study, the £ radiovision signal spectrum at its output is
shown in Fig. 7.

Signal spectrum conversion analysis was performed
during simulation in the MATLAB Simulink environment.
The original harmonic signal with a frequency of 47 MHz
has a narrowband spectrum. The effective spectrum
width of the initial signal, calculated at —10 dB from

11 An electrical circuit consisting of a resistor (R), an
inductor (L) and a capacitor (C).
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Fig. 6. Pulse excitation signal synthesized by a low-mode oscillation UWB antenna in the overloaded dynamic mode
of the SBB5089Z UWB amplifier (normalized values on the vertical axes):
(a) time representation of the radio pulse U;
(b) spectrum E synthesized from the transient distortions of the radio pulse

0.5-

0 03 06 09 12 15 18
f, GHz

Fig. 7. Spectrum of the radiovision signal at the output of
the Vivaldi UWB antenna (normalized values on the E axis)

peak power, is ~42.25 MHz. After passing through the
proposed amplification system operating in intentional
overload and controlled transient distortion mode, the
signal undergoes nonlinear spectral transformation.
A short radio pulse with steep fronts, characteristic of
UWRB signals, is formed at the system output. Analysis
of the output signal shows that its effective spectral
width has expanded to ~900 MHz (also at —10 dB),
corresponding to a spectral expansion factor of more
than 20.

2. RECOGNITION OF RADIOVISION IMAGES
OF GESTURES FORMED IN RESPONSE
TO A SYNTHESIZED RADIOVISION SIGNAL

The experimental part of the study aimed to
verify the effectiveness of nonlinear formation of the
radiovision signal spectrum and to confirm the results of
numerical modeling. The effectiveness of identification

systems is largely determined by the characteristics of
the probing signal, so this approach was chosen. The
width of the spectrum and the pulse shape directly affect
the resolution, noise immunity, and reliability of feature
extraction. The aim of the experiment was to identify
four different hand gestures and evaluate the accuracy,
stability, and reliability of the recognition system.

In order to conduct experiments based on the model
of a nonlinear synthesizer of the radiovision signal
excitation spectrum of an SSP antenna (Fig. 4), a cyber-
physical stand for identifying hand gestures (Fig. 8) was
created. This stand consists of the following blocks:

e R&S SMBVI100B!2 vector pulse generator designed
to generate the initial harmonic signal. Using the
data obtained in the first part of the article, the signal
is generated at a frequency of 47 MHz;

e an UWB signal generation block consisting of two
low-noise SBB5089Z UWB amplifiers operating in
a deliberately overloaded mode (Fig. 3);

e an antenna system comprising a pair of
Deepace R101C!3 Vivaldi-type UWB transceiver
antennas which emit a probing signal (Fig. 7) and
receive the reflected response from the object (hand);

e a received signal amplification unit consisting of
two UWB signal amplifiers;

12 SMBV100B is a high-performance vector signal generator
manufactured by Rehde & Schwarz, Germany. It is designed to
generate complex and modulated radio frequency (RF) signals for
testing and measuring purposes.

13 Deepace R101C is an ultra-wideband, directional antenna
manufactured by Deepace, China. It is used for the reception
and transmission of high-frequency signals over a wide range of
frequencies.
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o data acquisition system consisting of an R&S RT02032!4
digital oscilloscope to digitize and record the received
signals;

e a processing unit consisting of a personal computer
with specialized software for processing, analyzing,
and visualizing the data received.

Pulse uwB

generator

))) 1P

Oscilloscope uws Antenna 4
Software 7o P amplifiers k\
]-
MATLAB "=""°

Fig. 8. Cyber-physical stand for identifying
hand gestures

The experiment involves the following gestures:
rotating the wrist (rotation), pushing the wrist away from
the chest (pushing), swiping from right to left (swiping),
and clenching the fist (clenching), as shown in Fig. 9.
These movements cover a wide range of characteristics
of gesture kinematics, providing variety in terms of
direction and type of movement [ 14—16]. They are simple
and easy for humans to understand, and are widely used
in everyday life for controlling digital devices [17]. The
choice of gestures is also dictated by their functional
significance in interfaces (Table 2).

Each gesture is represented by a set of ten control
frames, combined into a single final radio image or
“reference radio portrait” which uniquely identifies

Table 2. Gesture characteristics

the gesture in question (Fig. 10). During the experiment,
correlation coefficients are calculated to analyze the linear
relationship between the selected gestures. The results of
the experiment demonstrate the high level of accuracy
of the identification system in recognizing repeated
gestures, as indicated by intra-group correlation values
close to 1. The coefficients are 0.95 for hand rotation,
0.99 for repulsion, 0.96 for fist clenching, and 0.97 for
swiping (Table 3). These results confirm the stability of
the system in recognizing the same movements.

Fig. 9. Gestures used in the experiment: (a) rotation;
(b) pushing; (c) swiping; (d) clenching

Characteristics . Gesture Kinematic Functionality
Type of movement Amplitude, cm . .. . .
duration, s characteristics in the interface
Gesture
Changing the angle
Rofation Contlngoqs and <15 04 of the hand in Managmg sett.lngs,
periodic relation to the signal scrolling settings
direction
. Movement from the -
Pushing Forward >30 0.8 center of the body Cancel/Dismiss
Swiping Horizontal 15-30 0.6 Clea.rly d.e fined Navigating the interface
direction
Altering
Clenching Static <5 03 . the hal?d s.hape Confirming or activating
without significantly commands
moving it

14 R&S RT02032 is a digital oscilloscope designed for analyzing complex signals in a variety of fields. It is manufactured by

Rehde & Schwarz, Germany.
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Fig. 10. Representation of reference radio gesture
images (normalized values along the vertical axis):
(a) rotation, (b) pushing,

(c) clenching, and (d) swiping

Certain pairs of gestures exhibit a strong correlation,
for instance, clenching a fist and swiping, with a value
of 0.84. This suggests a similarity in the signs utilized
by the system for their recognition. Conversely, rotation
and swiping exhibit an average correlation of 0.62 which
could be attributed to the shared elements of hand
movement. Furthermore, a moderate relationship exists
between pushing and swiping, with a score of 0.65. This
can be explained by the directional aspect inherent to
both motions.

A low correlation is observed between rotation
and pushing (0.30), as well as between pushing and
clenching (0.48). These motions have significantly
different kinetic characteristics, indicating that they can
be easily distinguished by the system.

Based on the findings, it can be inferred that the
system successfully recognizes the selected gestures
with a high level of accuracy and reliability. This is
attributed to the consistent and reproducible UWB pulse
waveform obtained when the SBB5089Z amplifier is
activated.

The experiment also studied the response of the
gesture recognition system to erroneous or missing
control frames of a gesture. In order to evaluate the
system’s tolerance for error, the number of distorted or
skipped frames was consistently increased from one to
nine. The findings indicate that different gestures exhibit
varying degrees of resilience to incorrect (missing)
frames (Fig. 11). Specifically, the push-off gesture
demonstrated the greatest stability, whereas the swipe
gesture exhibited the least. These results suggest that
successful gesture recognition necessitates a different
number of control frames for each gesture.

ri
1.0+

0.9+
0.8+
0.7+
0.6+
0.5+

04 4 3 3 4 5 6 7 8§ ~

N, units

Fig. 11. Impact of the number N of incorrect gesture
frames on the correlation coefficient r with the reference
image: 1 is pushing; 2 is clenching, 3 is rotation;
and 4 is swiping

The experiment demonstrates that the recognition
system achieves a correlation coefficient of over 0.95 for
gesture recognition. However, its resistance to false
negatives (missed frames) varies depending on the
specific gesture. Repulsion and compression gestures

Table 3. Average correlation coefficient between reference radio portraits and performed gestures

Reference
EL D Rotation Pushing Clenching Swiping
Gesture
Rotation 0.95 0.30 0.82 0.62
Pushing 0.30 0.99 0.48 0.65
Clenching 0.82 0.48 0.96 0.84
Swiping 0.62 0.65 0.84 0.97
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Table 4. Evaluation of experiment repeatability

Gesture Number of gestures performed Numbe.r of correctly Repeatability
recognized gestures
Rotation 95 0.95
Pushing 98 0.98
100
Swiping 96 0.96
Clenching 94 0.94

are more robust, achieving a correlation coefficient of
over 0.90 with up to four missed frames. These gestures
are therefore suitable for use in challenging conditions
where data may be incomplete or distorted due to
interference or reduced recording quality. In contrast,
swiping with a brush requires more stringent quality
control, since it relies on the accuracy of the entire image
sequence.

The results highlight the need to analyze each gesture
in detail when developing recognition systems. Gestures
which are highly sensitive to distortion, such as swiping,
may require additional optimization of data processing
algorithms or the incorporation of error compensation
mechanisms. This would improve the reliability of the
system in real-world environments, where data loss or
partial corruption is inevitable.

An experiment was also conducted to assess the
repeatability of gesture identification. Each gesture was
repeated 100 times and the identification results were
analyzed (Table 4).

Based on the results, it can be inferred that the
recognition accuracy has consistently exceeded 0.94.
Considering this level, the experiment can be regarded
as reliable. The impact of random factors is negligible
and the findings can be confidently applied in practice.

CONCLUSIONS

1. The S-parameters of three UWB radio-frequency
amplifiers were determined and analyzed. As
a result, it was found that the SBB5089Z UWB has

the ability to control signal distortion within the
range of 40-50 MHz, in order to expand the output
spectrum. The correction parameter was determined
to be 1 at 47 MHz.

2. A method for the nonlinear synthesis of a radio
imaging signal spectrum was proposed, enabling
a spectrum expansion coefficient value of over 20 to
be achieved.

3. The proposed gesture recognition system based on
the proposed method demonstrated a high level of
accuracy. The correlation coefficients between the
recognized gestures and their corresponding fiducial
gestures are 0.99 for the repulsive gesture, 0.95 for
the rotation gesture, 0.96 for the scrolling gesture,
and 0.96 for the compression gesture.

4. Particular attention was paid to system resilience
to erroneous or missing frames influencing the
gesture recognition process. System response
to partial data loss within each gesture was also
investigated. The findings show that all gestures
can be recognized with a correlation coefficient of
over 0.9.

5. The repeatability of gesture recognition is at
least 0.94.
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Abstract

Objectives. The primary aim of this study is to minimize image defects in a hybrid photodetector with a sensitivity
range of 0.95-1.65 um, based on an InP/InGaAs photocathode. In order to achieve this, the surface quality of the
photocathode must be improved prior to lift-off photolithography. In addition, the photolithographic process must
be made highly reproducible.

Methods. In order to achieve this goal, a series of experiments on surface cleaning and improvement of the lift-off
photolithography process were conducted. The following surface preparation methods were tested: chemical
etching of the InGaAs surface; coating the photocathode surface with a protective photoresist layer before cutting
the plate; using various photoresist removal methods (in dimethylformamide and plasma); and mechanical surface
cleaning. In order to improve photolithography, experiments were conducted on drying times and photoresist
methods, exposure and development modes were varied, and photoresist was replaced.

Results. Samples manufactured using the improved technology demonstrate a more than ninefold reduction in the
average percentage of defects on the photocathode surface from 0.317% to 0.035%. Thanks to the improved quality
of the photocathode surface, the image in the finished device is more uniform and the number of image defects
significantly decreased. The process is highly reproducible.

Conclusions. Improvements in surface preparation technology, coupled with a reduction in the thickness of the
photoresist used in lift-off photolithography lead to greater uniformity of images in hybrid devices and fewer defects.
The proposed approach can be used for the mass production of high-sensitivity near-infrared hybrid photodetectors,
making them competitive with those produced elsewhere.
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For citation: Egorenkov A.A., Danilova I.V., Bibinova M.l., Chelyshkov S.N., Vyaznikov A.N., Batalov K.S. Search
of technological solutions aimed at reducing the number of image defects in a hybrid SWIR device. Russian Technological
Journal. 2026;14(2):69-79. https://doi.org/10.32362/2500-316X-2026-14-2-69-79, https://www.elibrary.ru/HEGGBA

Financial disclosure: The authors have no financial or proprietary interest in any material or method mentioned.

The authors declare no conflicts of interest.

© A.A. Egorenkov, I.V. Danilova, M.I. Bibinova, S.N. Chelyshkov, A.N. Vyaznikov, K.S. Batalov, 2026
69



Search of technological solutions aimed at reducing the number of image defects Artyom A. Egorenkov
in a hybrid SWIR device etal.

HAYYHAA CTATbA

IIoMCK TEXHOJIOTUYEeCKUX PeIleHuI,
HANPABJICHHBIX HA CHU/KCHHE KOJINYeCTBA Je(peKToB
U300paxkeHusi B TMOPUIHOM NPUOOPe OJIMKHEr 0
HH(PAKPACHOTO TUANAZ0HA

A.A. EropenkoB @, U.B. flanunosa, M.U. Bu6buHosa,
C.H. Yenbiwkos, A.H. BasHukos, K.C. Batanos

AO «LUIHUW «3nekTpoH», CaHkT-leTepbypr, 194223 Poccus
@ AsTOp Ana nepenvcku, e-mail: a.egorenkov@niielectron.ru

e Moctynuna: 11.08.2025 ¢ Aopa6oTaHa: 24.10.2025 ¢ MpuHaTa k onyonukoeaHuio: 04.02.2026

Pe3iome

Llenu. OcHoBHasa uenb paboTbl — yMeHbLUeHVE AedeKTOB N300paXeHNsl, Noy4aeMoro B rubpuaHomMm hoTonpu-
€MHUMKe C Auana3oHoM 4yBcTBUTeNbHOCTM 0.95-1.65 MKM Ha ocHoBe ¢poTokaToda n3 pochuaa nHams/apceHnaa
rannusa-uHauns (InP/InGaAs). ns 3Toro Heo6XoAMMO YNYHLINTL KQYEeCTBO MOBEPXHOCTM GOTOKATOAA NEepes B3PbIB-
HOM poTonuTOorpaduen, a Takke o06ecneymTb BbICOKYO BOCMPOM3BOANMOCTb pOoTONMUTOrpadmnyeckoro npoLecca.
MeTopabl. 119 4OCTUXEHNSA NOCTABNEHHOM Lenn NpoBeAeHa Cepurst IKCNMEPMMEHTOB MO O4YUCTKE MOBEPXHOCTU U NO
YCOBEPLUEHCTBOBAHMIO TEXHOJIOMMYECKOro npoLecca B3pbIBHON poTonmtorpadun. ns noAroTOBKN MOBEPXHOCTU
onpo6oBaHkI CnenyoLLmMe METOAbl: XMMMYeCKoe TpaBfieHe NoBepxHOCTM INGaAs, NOKpbITVME MOBEPXHOCTU GOTOKa-
ToOa 3aLUTHbLIM CrioeM GOoTope3ncTa nepen Pe3kor NIaCTUHbI, UCMONb30BaHME Pa3/IMYHbIX CMOCOOO0B yaaneHus
doTopesuncTta (B aumetTundopmamunae 1 nna3me), BHegpeHne MexaHnyeckom O4MCTKN NOBEPXHOCTU. [ns ycoBep-
LLEHCTBOBaHUS doToNnmnTorpadumn npoBefeHbl 3KCNEPUMEHTLI CO BPEMEHEM 1 cnocobamu cyllkm GoTope3uncTa,
NnpoBeAEHO BapblUPOBaHNE PEXNUMOB 3KCMOHMPOBAHUSA 1 NPOSBIEHUS, 3aMeHeH GOTOPE3nCT.

Pe3ynbTaTthbl. VI3roToBNEHHbIE NO YCOBEPLUEHCTBOBAHHOW TEXHONMOrMM 06pasLbl AEMOHCTPUPYIOT 6oNee Yem ae-
BATMKPATHOE CHMXXEHME CpefHero npoueHTa AedekToB OT 06LLEN Nowaam NnoBepxHOCTN GpoTokaToaa No CpaBHe-
HUO co cTapbiMm obpasuamu: ¢ 0.317% no 0.035%. bnarogaps ynydlleHuio ka4ecTBa NOBEPXHOCTN poToKkaToaa
n3obpaxeHne B roTOBOM npnbope ctano 6onee 0gHOPOAHbIM, KONMYECTBO AedEKTOB N300paXKeHNS 3HAYNTENbHO
yMeHbLUMnock. ObecneyeHa BbiICOKas BOCNPOWU3BOAMMOCTb NpoLecca.

BbiBOAbI. YCOBEPLLUEHCTBOBAHHASA TEXHOOMMS NOATOTOBKM MOBEPXHOCTU, a TAKKE YMEHbLUEHNE TONMLWMHbLI GOTO-
pesncTa, NCNob3yemMoro BO B3pbIBHOW poTonmutorpadum, NpuBesno K yBEINYEHNIO OAHOPOLHOCTU N3006paxkeHus
B rmbpmnaHoM npmnbope, a Takke K yMeHbLleHUIo aAedekToB. MpennaraemMblii Noaxon MoXeT OblTb NMPUMEHEH Npu
CEepPUINHOM NPOU3BOACTBE MMOPUOHbLIX BbICOKOYYBCTBUTENbHbLIX POTONPUEMHNKOB B6nrxxHero nHepakpacHoro (MK)
[uanasoHa 1 no3BoNSET UM BbITb KOHKYPEHTOCNOCOOHBIMY C MUPOBLIMU aHANOraMu.

KntoueBble cnoBa: dotonpuemHmku 6amkHero NK-gmanasoHa, InP/InGaAs-doTtokaTtoa, oumctka nosepxHoct InGaAs,
B3pbIBHasA poTonmTorpadus

Ona uutupoBaHua: EropeHkoB A.A., Hanunosa W.B., BubuHoBa M.W., YenbiwkoB C.H., BasHukos A.H.,
Batanoe K.C. MNoncK TEXHONOMMYECKMX PELUEHUIA, HamnpaBleHHbIX HA CHUWXEHWE KonuyecTBa OedekToB n3obpaxe-
HUS B rmbpunaHoM npubope GnvxHero nHdpakpacHoro auanasoHa. Russian Technological Journal. 2026;14(2):69-79.
https://doi.org/10.32362/2500-316X-2026-14-2-69-79, https://www.elibrary.ru/HEGGBA

Mpo3pa4yHocTb hpMHAHCOBOI OeATesNIbHOCTU: ABTOPbI HE UMEKOT GUHAHCOBOM 3aUHTEPECOBAHHOCTM B NPeACTaB/IEH-
HbIX Matepuanax uin metoaax.

ABTOPbI 3a5BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.
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INTRODUCTION

One of the popular imaging ranges is the short-
wave infrared (SWIR) spectral diapason. Its radiation
has properties similar to the radiation of visible range.
SWIR is also promising in a variety of applications due
to its unique features:

e transparency  of
SWIR diapason';

e use of invisible radiation as illumination (nightglow,
laser radiation with a wavelength of 1.55 um, which
is safe for human eye) [1];

e ability to distinguish objects with the same color in
the visible range [2];

e compared to the visible range, the ability to observe
at longer distances and in poor visibility (smog, rain,
fog) [3].

Cameras operating in the near-infrared diapason have
a wide range of applications both in scientific research,
as well as in the civil and military-defense industries. For
example, in the electronics industry, they are used for
defect identification in printed circuit boards and solar
panels?. In the food industry, they are used to inspect the
quality of products [4]. In the military-defense industry,
they are used for reconnaissance and tactical operations
to detect camouflaged objects and track them [5]. In
medicine, they are used for non-invasive tissue analysis
and visualization of subcutaneous tissues [6].

Hybrid photodetectors operating in the SWIR
are promising photosensitive devices. They consist
of a photocathode and a solid-state electron-sensitive
element (anode) in a single vacuum volume (Fig. 1).
The photocathode operating in the pass-through mode
absorbs photons. Thus electron-hole pairs are generated
inside its volume. The electrons then move to the surface,
then emit into the vacuum where they are accelerated by
the electric field. The electron sensitive anode registers
the electron flux, the intensity of which is directly
proportional to the intensity of radiation absorbed by the
photocathode.

This type of a device operates on the basis of an
external photoelectric effect, so there is a need to locate
such a system in vacuum conditions. Signal amplification
is an advantage over solid-state analogs due to the
generation of a large number of electron-hole pairs in
the anode volume by accelerated electrons. It is also
worth noting that the hybrid devices have a high level of

some materials in  the

I Edmund Optics. What is SWIR? https://www.
edmundoptics.com/knowledge-center/application-notes/
imaging/what-is-swir/?srsltid=AfmBOopNG80gK_qIN35-
W5tpY9aS7jqGYNeYN3ImLq96-xOienoMu9u2T. Accessed
June 04, 2025.

2 HWYL En-Vision Technology. SWIR Cameras: What
Are They? [Imaging & Application Guide] https://hwyl.in/swir-
cameras/. Accessed June 10, 2025.

Photocathode Electron-sensitive anode

(S

R —
_
R ——

Optical
window

Fig. 1. Diagram of the hybrid photodetector device [7]

variability in the types of possible photocathodes [8—10]
and anodes within a single structure.

Inthiswork, InP/InGaAs heterostructure (wavelength
range of 0.95-1.65 um) is used as a photocathode. Aa
metal layer (electrode) is deposited on its surface to form
a Schottky barrier, in order to transfer the photocharge
from the active layer of the photocathode to the emitter
layer with a larger band gap. When an external voltage is
applied, the barrier between the active and emitter layers
decreases, and photoelectrons are able to travel into the
emitter and then into vacuum [11, 12]. The surface is
activated with a Cs/O layer [13, 14], in order to reduce
the work function of electron from the photocathode
surface into the vacuum gap.

Lift-off photolithography is used to create a metal
electrode. However, the contamination of the surface of
the photocathode with small and large particles causes
complications during the photolithography process.
Large and small particles prevent the creation of
a uniform electrode during photolithography. This can
lead to image defects in the hybrid photodetector device.
These particles are also visible in the final image from
the device (Fig. 2).

Fig. 2. Image defects caused by surface contamination
and inhomogeneity of the electrode

Defects can be observed in the area marked with
a red rectangle (Fig. 2) showing the non-uniformity
of the electrode. The black rectangular areas are metal
residues not removed during lift-off photolithography.
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Dark lines are visible in the area bounded by the blue
rectangle. These are assumed to be traces of a brush used
to remove metal residues after photolithography. In [15],
the presence of dark dots and lines in images from
image intensifier tubes in visible and infrared ranges is
associated with the photocathode surface contamination.

NRI “Electron” uses substrates with an InP/InGaAs
heterostructure in the production technology of a hybrid
SWIR-range photodetector. A single wafer can be used
to create photosensitive areas for up to four devices.
Due to the fragility of the wafer, it must be cut before
the photolithography process. Various small and large
particles are adsorbed on the surface during cutting.
These particles must be removed because they prevent
contact during exposure and therefore increase the
percentage of image defects. In addition, for the best
operability of photocathodes with negative electron
affinity, an atomically clean surface is required [16]. This
will ensure the uniformity of Cs/O layer deposition for
surface activation [17]. Moreover, the atomically clean
surface increases the lifetime of the photocathodes [18].

A suitable cleaning technique must be found
to remove contaminations from the surface of the
photocathodes, in order to improve the image quality
from the hybrid photodetector device. Several cleaning
methods are available: chemical cleaning, plasma
cleaning, and ion cleaning. Chemical cleaning is the
most attractive method due to the low cost and ease
of the process. Acidic solutions are widely used for
etching of III-V group semiconductors. Among acidic
etchants, the hydrochloric acid (HCI) and hydrogen
peroxide (H,O,) solution (HCI/H,0,) is considered
one of the most suitable, since it provides the lowest
degree of anisotropy during etching [19, 20]. An
increase in the H,O, concentration in etchant solutions
leads to a significant growth in the etching rate [21].
This is not desirable for our applications, since it can
change the thickness of the outer epitaxial layer of
the heterostructure. Therefore, low concentrations of
H,O, must be used, in order to ensure low etching rates.
In [20] a solution of HCI + H,0, + ADS (ammonium
dodecyl sulfate) was proposed for the purposes of the
more efficient purification of nanoparticles from the
InGaAs surface. The addition of ADS reduces the zeta
potential of the surface, leading to a decrease in the
particle’s adsorption [20].

In addition to surface contamination, lift-off
lithography was not successful in every experiment (it
is not always possible to remove the excess metal layer
completely to form the desired pattern). Possible reasons
for this may be the use of a positive photoresist which
creates an overcut border profile (Fig. 3a). The metal

3 https://www.niielectron.ru/  (in Accessed

September 25, 2025.

Russ.).

layer deposited on the walls of the photoresist prevents
the penetration of the solvent used to remove the
photoresist and the metal film. This makes the process
of lift-off difficult or impossible. In general, negative
photoresists are used in lift-off photolithography which
create an undercut border profile (Fig. 3b). They help
remove excessive metallization.*

1 1
3 3
AAAV YUY
1 1

(a) (b)

Fig. 3. Schematic diagram of the photoresist walls:
(a) overcut border profile,
(b) undercut border profile, where 1 is the substrate,
2is the photoresist, and 3 is the metal

In order to use negative photoresists, the photomask
must be modified and the solvents replaced. This requires
additional technological development. The study of such
technological changes is the subject of future research.

This article presents the results of experiments
on surface cleaning after cutting, and selection of the
optimal sequence of actions for getting the best cleaning
of the photocathode surface. The results of experiments
aimed at improving the reproducibility of lift-off
photolithography process are also presented. A new
photoresist was selected and by means of its use, lift-off
occurs on each sample.

1. MATERIALS AND METHODS

Previously, the photocathode surface preparation
and subsequent photolithography were performed as
follows:

e manual cutting of a two-inch InP/InGaAs
photocathode plate into 20 x 22-mm samples;

e cleaning plates in deionized water in the
ultrasonic unit UZU-0.25 (Ulyanovsk Instrument
Manufacturing Association, USSR) for 5 min;

e during the photolithography process, a positive
photoresist FP-9120-1.0 (NIOPIK, Russia) with
1.1-1.3 pum thickness was used;

4 Image reversal (lift-off) photoresist FPN-20-ISO.
https://www.frast.ru/obrashchennaya-vzryvnaya (in Russ.). Accessed
September 25, 2025. (In Russ.).
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e photolithographic  operations (exposure and
development) and deposition of the metal layer
with subsequent lift-off were carried out on
different days.

1.1. Surface preparation
before photolithography

Surface cleaning experiments were performed on
InP/InGaAs photocathodes, as well as on silicon wafers
with a diameter of 3 inches.

A number of experiments were carried out in the
technological process of surface preparation, in order to
reduce contamination on the photocathode surface:

1) etching of InGaAs surface with H,O, + HCI + ADS
solution with 0.001 M hydrogen peroxide,
0.05 M hydrochloric acid and 0.05 mM ADS;

2) automated cutting of photocathode into samples of
20 x 22 mm;

3) coating the photocathode with protective layer of
photoresist before cutting;

4) removal of photoresist in dimethylformamide
followed by plasma treatment to remove photoresist
residues;

5) surface cleaning process: mechanical washing of
the surface in deionized water, then cleaning in an
ultrasonic bath for 5 min, mechanical washing in
deionized water.

1.2. Photolithography process

The following experiments were performed, in order
to improve the lift-off photolithography process:

1. Change of the photoresist drying modes:

Infrared drying, drying on hot plate at 7= 105°C
for 1 min, drying in the air forced convection
oven at 7 = 115°C and different exposure times:
3, 5, 10, and 20 s. For certain photocathodes,
a method of creation of an undercut border profile
was tested. After exposure, the plate was additionally
dried: for 1 min on the hot plate for one and for 5 min
in the air forced convection oven for another.

2. Change of exposure modes (different exposure
duration, different power) and, accordingly, of the
development (different developer concentration and
development time).

3. Reduction of the time, spent by the sample between
the processes of exposure, development, metal
deposition and lift-off.

4. Usage of the different positive photoresist with
a smaller film thickness: FP-9120-0.4 (NIOPIK,
Russia) with thickness of 0.4 pm instead of
FP-9120-1.0 with thickness of 1 um.

1.3. Visualization of experiments

Images of the samples were obtained with MBS-1
(Lytkarinsky Optical Glass Factory, USSR) and

NORGAU NVM-2010 (NORGAU, Russia) optical
microscopes.

A test bench was used to obtain the image from the
device at uniform illumination. The block diagram is
shown in Fig. 4.

v PD

& —> USB
PS PD —>| HPD K—=> ECU <—=> PC
—>
A
27V1A
PS
ECU

Fig. 4. Block diagram of the test bench for getting
an image from the hybrid photodetector, where:
PS—Power Supply, PD—Photodiode with a center
wavelength sensitivity at 1.55 um, HPD—Hybrid
Photodetector, ECU—Electronic Control Unit,
USB—Universal Serial Bus, PC—Personal Computer
for image display and control

2. RESULTS

Etching of the InP/InGaAs photocathode (manually
cut) surface in the solution of H,0, + HCI + ADS in
an ultrasonic unit for 5 min did not show any particular
result. The surface was not successfully cleaned from
small and large particles. As can be seen in Fig. 5, only
certain large particles were removed. It is possible that
some may have changed their position on the surface.

(a) (b)

Fig. 5. InP/InGaAs photocathode surface:
(a) before etching in H,0, + HCI + ADS solution,
(b) after etching. Field of view area 20 x 22 mm?

A positive result was obtained when manual cutting
was replaced by automated cutting. Automated cutting
resulted in a significant reduction in the number of large
particles adsorbed on the sample surface. Automated
cutting led to a significant reduction in the number of
large particles adsorbed on the sample surface (Fig. 6).

However, the surface still contains a large number
of small particles of approximately 10 £ 5 um in
size (Fig. 7a). The number of such particles can be
reduced by coating the sample surface with a photoresist
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before the cutting process (Fig. 7b). The number of
small particles adsorbed on the surface during cutting
is reduced. However, an oval shaped pattern appeared
on the surface of the sample after coating with the
photoresist and after its removal in dimethyl formamide.
This pattern consists of small particles with a size
of 10 = 3 um. These particles were not removed after
the cleaning. These particles may not completely be
removed with dimethylformamide.

(a) (b)

Fig. 6. Si surface after (a) manual cutting,
(b) automated cutting. Image taken at 0.7 magnification,
field of view area 6.311 x 6.312 pm?

(a) (b)

Fig. 7. Si surface after automated cutting:
(a) without photoresist,
(b) with photoresist. Image at magnification 2.0,
field of view area 2.21 x 2.21 um?2

These patterns do not appear when oxygen plasma
is used to remove the photoresist [22]. However, as
a result, the surface is insufficiently clean (Fig. 8).

(a) (b)

Fig. 8. Si surface after plasma-chemical etching: (a) not
cleaned, (b) after cleaning. Image at magnification 2.0,
field of view area 2.21 x 2.21 ym?2

Therefore, the following surface preparation method
is used:
1) the initial two-inch wafer is covered with a layer of
photoresist FP-9120-1.0;

2) then it is automatically cut into samples of the
required size;

3) the protective layer of the photoresist FP-9120-1.0
is removed in dimethylformamide, then the
photoresist residues are additionally removed in the
oxygen plasma;

4) final cleaning of samples mechanically under the
flow of deionized water after 5 min of the ultrasonic
cleaning.

Changes in the photolithographic process (drying,
exposure, development) did not affect the lift-off process.
Excessive metallization was not removed. However,
change in the photoresist thickness led to positive results.

Repeatability of the photolithography process
can be achieved with the use of the new photoresist
FP-9120-0.4 with a reduced level of thickness, and by
means of the lift-off photolithography process (exposure
and developing the pattern, metal deposition, removing
excess metal) during one day. This could not have
been achieved earlier. When using the previous thicker
photoresist FP-9120-1.0, it was not always possible to
remove metal completely, and thus create the necessary
pattern on the photocathode surface.

The reduction in photoresist thickness is assumed
to make its walls steeper. Therefore, the removal of
metal (lift-off) occurs more successfully. It is reproduced
at the moment of creating of a photosensitive region on
each photocathode. This trend can also be observed
in [23], where the photoresist walls became flatter as its
thickness increased.

The photolithographic pattern obtained with use of
the new technological approach is more uniform. It has
fewer defects, compared to samples obtained with the
use of the old technology.

Data analysis on the area and percentage of
defects was carried out (Table), in order to quantify the
effectiveness of the new technological approach. A sample
of 12 photocathodes based on the new technological
approach shows a low percentage of the number of
defects from the area of the working area. N1-N12 are
samples made with the use of the new technology, O1-0O3
are samples made with the use of the old technology.

The average defect percentage using the modified
technology for samples from the NI1-N8 group
was 0.086%, and for the N9—N12 group was 0.035%.
This is 9 times lower compared to the indicator for the
old technology group O1-03 (0.317%). The standard
deviation for the new technology is also significantly
lower (0.039% and 0.019% vs 0.127%), which indicates
a high reproducibility of the process.

Figure 9 shows that the working area of samples
N9-N12 has the lowest percentage of defects. When
preparing for photolithography, these samples were
additionally mechanically cleaned after 5 min in an
ultrasonic bath.
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Table. Area and percentage of defects in the working area on the photocathode

Sample number Total defect area, mm? Percentage of defects from the working area 130 mm?, %
N1 0.059 0.05
N2 0.107 0.01
N3 0.073 0.06
N4 0.102 0.08
N5 0.080 0.06
N6 0.102 0.08
N7 0.031 0.02
N8 0.395 0.04
N9 0.020 0.02

N10 0.076 0.06
N11 0.020 0.02
N12 0.076 0.06
Ol 0.349 0.27
02 0.600 0.46
03 0.288 0.22

0.46% W Old technology

u Mechanical cleaning before
ultrasonic cleaning

' Mechanical cleaning before
and after ultrasonic cleaning

0.27%

0.22%
0.17%
0.11%
0.08% 0.08%  0.08%
0.05% 0.06% 0.06% 004%  0.06%

I I I 0.02% 0.02%'
l | -

01 02 O3 N1 N2 N3 N4 N5 N6 N7 N8 N9 N1ON11N12

Fig. 9. Distribution of the defect fraction
from the total area of the samples

Thus, the improved technological process not only Fig. 10. Image of the device with a photocathode
reduces defects, but also provides more stable results in obtained using advanced technology
mass production.

Compared to Fig. 2, the quality of the image from The results show that the reduction of the photoresist
the new device (Fig. 10) is significantly improved. The  thickness and elimination of long-term interoperative
image has become more uniform, black dots from dirt ~ sample storage significantly reduces the number of
are almost absent, and dark rectangles are completely  defects. The greatest contribution to quality improvement
absent. is made by a complex of measures: protection of
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the surface with a photoresist before cutting, the use of
plasma cleaning; sequential execution of the stages of
exposure; deposition and removal of the excess metal;
as well as reduction of the used photoresist thickness.

The achieved level of the defect rate according to
the photocathode measurements corresponds to the best
world samples of the solid-state SWIR photodetectors
IMX991 from SONY?.

CONCLUSIONS

An improved technology of the surface preparation
and photolithography processes for the hybrid SWIR
photodetectors has been developed.

The average defect percentage was reduced by more
than 9 times, from 0.317% to 0.035%. This corresponds
to the best currently available world samples of solid-
state SWIR photodetectors.

The image quality from the hybrid photodetector
device is improved as a result, The image is more
uniform, with fewer defects such as black dots, lines,
and streaks.

A high level of reproducibility of the process is
provided (reduction of the standard deviation by more

than 6 times), enabling the proposed technology for
mass production of the hybrid SWIR photodetectors to
be scaled.
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Abstract

Objectives. Modules that implement physically unclonable functions (PUFs) within a digital chip facilitate the direct
use of challenge-response pairs by device applications that can query and read the PUF without external tools
or exposing data outside the chip. A PUF can be implemented using technological processes and components already
applied in device fabrication. The first of two reviews on PUFs as elements of hardware security infrastructure, the
present paper focuses on the formal description of PUFs and designs based on memory modules and timing analysis.
Methods. The following quantitative indicators were applied to formally describe PUFs: computability, uniqueness,
feasibility, cloning resistance, and protection against unauthorized access.

Results. PUFs are considered as physical devices with unique signatures. A classification into three PUF groups
is proposed: delay-based, memory-based, and analog. Typical examples of the first two groups are outlined.
While delay-based solutions provide a large challenge-response space, they require symmetry and/or calibration.
In contrast, memory-based PUFs are easier to implement in integrated circuits. With suitable post-processing, they
can achieve high reproducibility, making them practical for many applications. Approaches to mitigating voltage and
temperature variations are described along with examples of strong memory-oriented PUFs and circuit techniques
that enhance resistance to attacks.

Conclusions. PUF-based security technologies demonstrate significant potential, particularly for the Internet
of Things. When combined with post-processing and compensation methods, PUFs constitute a mature and effective
tool for hardware security.
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Pesiome

Llenu. MNpenmyLLecTtBoM MOAyNEN, peannaylowmx GUandeckm HeknoHmpyembole GyHkumm (PHD) n BCTPOEHHbIX
B UMPPOBON YN, SBASETCA TO, YTO OTK/IMKM Ha 3anpoChbl MOTyT ObiTb HANPSMYIO MCMOb30BaHbI APYrMMU NPUNO-
XEHUAMU YyCTPOKMCTBA. YCTPOMCTBO CMOCOOHO 3anpalumBaTb U cuntbiBaTb PHD 6e3 npuBneyeHns BHELUHUX WH-
CTPYMEHTOB 1 BbIBOZA 3anpoca 1 oTeeTa 3a npeagessl yuna. PHD moxeT 6biTb peann3oBaHa ¢ UCMNOSb30BaAHUEM
TEXHONIOMMYECKNX ONepPaLmin 1 KOMMOHEHTOB, MPUMEHSIEMbIX NPU N3rOTOBIEHUN CaMOro ycTporcTea. CTtaTbs SBNS-
eTCs NepBoi N3 AByX 0630pHbIX Ny6mKaumii, nocBsLeHHbIX PHD kak KOMNOHEHTaM NHDPACTPYKTYPbI annapaTHo
6e3onacHocTu. [laHHas cTaTtba dpokycupyeTcs Ha dopmanibHOM onucaHm GHD 1 nx KOHCTPYKLUMSIX, OCHOBaHHbIX
Ha MOAYNSX NAMSATU U aHANN3e BPEMEHHbIX XapakTePUCTUK CUTHAMOB.

MeToabl. VIcnonb3oBaHbl METOObI ONMPeaeneHns KOMYECTBEHHbIX NnokasaTesnien U nNpu3Hakos ang GopmMasibHOro
onucaHns @HD: BbIMNCIMMOCTb, YHUKANIbHOCTb, BO3MOXHOCTb peanuaaLmmn, CI0XHOCTb KJIOHMPOBaHUS, 3alumta
OT HECAHKLUMOHNPOBAHHOIO 40CTyna.

PesynbTaTtbl. PaccMoTpeHbl peanudauun GHD kak Gpursnyeckmx ycTpoicTs, 06nafalolmx yHUKaNbHOM CUrHaTy-
poii. MpepnoxeHa mx knaccuounkaums: PHO Ha 0CHOBE BPEMEHHbIX XapakTepucTuk curHanos, ®HP Ha ocHose
cxem namsaTtn 1 aHanorosble @H. MprBeaeHbl Hanbonee TUNNYHbBIE MPUMEPbLI peann3auunii NepBbIX ABYX TUMOB.
MNMokazaHo, 4YTO PELLEHNS HA OCHOBE 33a[1EPXEK CUIHaNoB o6ecneymBatoT LWMPOKOE NPOCTPAHCTBO NMap «3anpoc —
OTBET», HO TPEOYIOT CUMMETPUN U/Unn KanmbposkK, Toraa kak PHO Ha 6ase namAT NpoLLe Peann3yroTcs B UH-
TerpasnbHbIX CXeEMax U Npu KOPPEKTHOM NOCTOOpaboTKe AOCTUraldT BbICOKOW BOCMPOM3BOAMMOCTU, HYTO AenaeT
VX MPaKTUYHBIM BbIGOPOM A1 MHOTUX NPuiioxeHuii. OnmMcaHbl NOAX0Abl K KOMMEHCaLLMW BANSHUS BapyaLumii Hanps-
XeHUs 1 TeMnepatypsbl. [prBeaeHbl NpUMepbl «CUIbHbBIX» NaMATb-0PUEHTUPOBaHHLIX PHD 1 cxemoTexHnyeckme
NpPVEeMbI MOBbLILLEHNS X CTONKOCTU K aTakam.

BbiBoabl. TexHonorns obecneyeHns 6esonacHocTn Ha ocHoe PHD o6napaeT 3HaUNTENbHLIM MOTEHLMANOM, OCO-
6eHHO AN NPUMEHEHUS B YCTPOICTBAxX MHTEepHeTa Bellei. MpoBeaeHHbI aHan13 nokasbiBaeT, YTO B COYETaHUM
C MeToZamMu NocTobpaboTKM N KOMMNEHCALMN SKCMyaTaunoHHbIX pakTopoB PHD aBnseTcs 3pesnbiM MHCTPYMEH-
ToM obecneyeHus annapaTHoi 6e30nacHOCTH.

KniouyeBble cnoBa: ¢ouanyeckn HekoHmpyemas dyHkumsa, PHD, nHTerpanbHble cxemMbl, annapaTHas 6esonac-
HOCTb, PHD TMNa «apbutp», PHD Ha ocHoBe namsaTn, SRAM, DRAM, nHTepHET Bellen

Ana uuntmpoBaHusa: [esuoB E.®., [emenkoBa T.A., KopotaeB 0.A., Curoe A.C. ®Du3nyeckn HEKIOHUPY-
emble OGyHKUMM B UMODPOBBIX WHTErpasnbHbiX cxemax. Russian Technological Journal. 2026;14(2):80—-102.
https://doi.org/10.32362/2500-316X-2026-14-2-80-102, https://www.elibrary.ru/LLZOKJ

Mpo3spayHocTb hMHAHCOBOM AEATENbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aMHTEPECOBAHHOCTHY B NMPEACTaB/IEH-
HbIX MaTepuanax nnvu MeToaax.

ABTOpbI 3251BNSIIOT 06 OTCYTCTBUM KOHGMIMKTA UHTEPECOB.
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INTRODUCTION

The presence of sensitive intellectual data in
hardware devices designed to carry out specialized
artificial intelligence (AI) tasks makes them an
attractive target for cyberattacks. As well as
intercepting data for financial gain by compromising
the security of these devices, attackers can steal
intellectual property in order to reverse engineer
them and produce counterfeit versions. In addition
to producing counterfeit copies, refurbished or
re-manufactured devices may also be sold as new
products, resulting in lost revenue for original
manufacturers and security concerns due to reduced
product lifespan and reliability.

Equipment security can be ensured through the
physical implementation of secure -circuits. Such
circuits are used along with other increasingly complex
methods of protection against counterfeiting for device
authentication and random-access key generation.
Security circuits have a unique signature resembling that
of human retinal, fingerprint, and DNA patterns. Due to
the random nature of such signatures, they are difficult to
predict and clone, thus preventing unauthorized access
to data. In this context, the implementation of reliable
hardware platforms for secure communication, device
authentication, and protection against various software
and hardware risks and hacker attacks becomes a priority
research direction.

A physically unclonable function (PUF) is
a physical object whose functionality cannot be
duplicated (cloned) through physical means (e.g., by
creating another system based on the same
technology). Given set of input data and operating
conditions (i.e., challenge), a PUF provides a unique
output signal (i.e., response) that acts as a digital
fingerprint or unique identifier for a specific instance
of the device. This property makes PUFs useful
in applications that require high levels of security,
such as in cryptographic systems, Internet of
Things (IoT) devices, and other applications that
prioritize privacy protection.

By definition, a PUF performs a specific operation
when provided with certain input data to produce
an output that can be evaluated or measured. In
the engineering sense, a PUF should be considered
a function, i.e., a procedure performed by or affecting
a specific (physical) system. Typically, the input data for
a PUF is referred to as a challenge, to which a specific
response is generated at the output. The combination of
the challenge and response is commonly referred to as
a challenge-response pair (CRP). The CRP generation
process is defined by the relationship between
challenges and responses established using a specific
PUF implementation.

PUFs have been widely studied in the scientific
literature, particularly due to the importance of ensuring
the security of IoT devices [1]. The paper summarizes
the findings presented in recent publications regarding
modern PUFs and their implementations [2-4].

QUANTITATIVE PUF INDICATORS

A comprehensive explanation of the features that
can be utilized to evaluate various PUF implementations
is provided in [5-7]. Classification and identification
theories are applied within a single PUF type as well as
for comparing different types of PUFs.

The effects of a particular PUF design are measured
using two types of quantitative indicators:

e Inter-distance. This metric measures the difference
in responses obtained from a single challenge for
two instances of the same PUF. The corresponding
designation for this indicator is proposed in [7]
and represents a random variable that describes the
distance between the responses of two PUF instances
from the same call.

e Intra-distance. A quantitative measure that
describes the difference between two estimates of
asingle PUF instance. It represents the difference in
response values when the same challenge is applied
twice to the same physical implementation of
the PUF. Such an intra-distance metric is a random
variable that describes the distance between
response values from the same PUF instance using
the same challenge.

These indicators, which determine the reproducibility
and uniqueness of a PUF, use the same challenge for both
metrics. However, the specific value of the quantitative
characteristics of one or more instances of a PUF may
vary depending on the complexity and number of
tests. In other words, the quantitative estimates used to
measure these characteristics may vary depending on
the nature of the response. In cases where the response
is a bit string, the inter-Hamming distance (inter-HD) is
used as the criterion.

In order to summarize the inter- and intra-distance
characteristics of a specific type of PUF, histograms
are often used. Such histograms show the results of
running a number of challenges on one PUF device and
the results of running a series of different challenges on
several PUF devices of the same type. As stated in [6],
both histograms can be approximated by a Gaussian
distribution in many cases, with respective mean
values p ... and p, . and, if available, respective
standard deviations o, . and o, ..

From the definition it follows that . . represents
the average noise level of the responses to characterize
the reproducibility of the measured response compared
to other observations of the same response. Clearly,
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Fig. 1. Quantitative characteristics of a PUF [6].
Here, x is the challenge; y, and y, are the responses of a specific PUF instance to the challenge;
yg is the response of a different PUF instance to the same challenge

the smaller the p, . value, the more reliable the
responses implemented by a given PUF. Conversely,
Wiy €XPresses uniqueness; it measures the average
uniqueness of two systems based on their PUF responses.
If the responses are bit strings, the best uniqueness is
achieved when half of the bits differ on average. In
particular, if p,  is expressed as a relative value of the
Hamming distance, the optimal result is a value close
to 50%. In practice, implementing the minimum p,
alongside 50% p, ... strikes a balance between the
methods used to implement PUF. Figure 1 depicts the
practical application of these concepts on an example of
using a PUF for identification purposes [6].

Since an obtained PUF response is usually
associated with physical measurement, there are
a number of undesirable side effects that can affect the
result. These include random noise and measurement
errors. Consequently, the same challenge does not
necessarily elicit the same response, resulting in what
is known as intra-distance (see definition) between
PUF responses. External factors, such as temperature
or supply voltage when the PUF is implemented in an
integrated circuit (IC), also systematically influence
the response measurement. Therefore, in order to
correctly compare different results from the literature,
it is necessary to consider the conditions under which
the p,; .., values have been obtained. An example of
the influence of temperature on the reproducibility of
a PUF response is given in [8]. If the environmental
impact is systematic, methods can be employed
to minimize its effect on the PUF response. Other
options include the introduction of compensation
coefficients [9] and special PUF implementation
strategies that minimize dependence on the
environment [7, 10].

In terms of effectiveness, PUFs can be classified
as weak or strong. A PUF is considered weak if there
are only a few combinations of CRP with reactions
that are generally insensitive to changes in the
environment. Although weak PUFs have relatively
low resistance to hacker attacks, they can be used
to create secret keys due to their high stability. If
a PUF is strong, the number of CRPs in the device is
sufficiently large that an attacker cannot destroy the
identification system in real time. Therefore, when
physically implementing a PUF, special attention
should be paid to protection against attacks aimed at
cracking the PUF, particularly those using machine
learning methods.

The standard procedure for characterizing a PUF
involves running statistical tests to determine the
degree of randomness of binary sequences generated
by hardware or software random number generators.
These tests, which are developed by the Information
Technology Laboratory at the National Institute
of Standards and Technology (NIST)!, are based
on statistical properties that are unique to random
sequences.

FORMAL PUF DESCRIPTION

An attempt to formally describe the PUF based on
a description of the physical procedure for responding
to challenges was carried out in [7]. Rather than being
regarded as a purely abstract concept, the creation of
any PUF instance is always associated with a specific
physical object. PUF is defined as a procedure II
represented by some input-output functionality,

! https://www.nist.gov/. Accessed July 19, 2025.
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which can be formally expressed as the c-response

transformation of the PUF I1: X — Y: I1(x). A challenge-

response procedure can be formally classified as a PUF
if it exhibits the following properties:

1. Computability. Given procedures IT and arguments x
from set X, it is possible to compute Y = II(x) in
polynomial algorithmic time. When it is integrated
into a chip, it is therefore necessary for a PUF to
be created with minimal effort, for example, under
conditions of limited time, space, power, and energy
consumption. Clearly, if a PUF is computable, it
can be constructed. It is also clear that all versions
of PUF that provide experimental results can be
constructed and, at least in theory, evaluated.

2. Uniqueness. [1(x) contains certain information about
the identity of the physical object implementing IT.
If a set of PUF instances is clearly defined,
identification can be made from this set based on
the PUF Tl(x) response. Sequential responses enable
identification uncertainties to be reduced until
a single PUF instance is optimal for identification.
In this case, the challenge-response set under
consideration will uniquely identify the PUF in
the set of objects. Depending on the size of the
set and the characteristics of the PUF responses,
such an unique identification may or may not be
possible. One possible indicator of uniqueness is
the histogram of intermediate inter-distance metrics,
summed by their p, . mean value, as shown in most
experimental results.

3. Reproducibility. y = II(x) can be reproduced with
sufficient error for PUF identification. Responses to
different challenges x within the same PUF I1 should
be similar in terms of the response difference
metric under consideration. When interpreting
experimental results, these are primarily measured
using an intra-distance histogram and summed by
their mean value, ;. .. Reproducibility is a property
that differentiates PUFs from true random number
generators (TRNGS).

4. Unclonability. For a given procedure I1, there is no
other procedure I' that is not equivalent to IT and
such that Vx € X I'(x) ~ I1(x) with an accuracy of
implementation error. It should be noted that the
cloning procedure I' is not necessarily physically
implementable;  physical and mathematical
unclonability differ. If it is difficult to find a physical
object containing another PUF II. # II, so that
Vx € X II(x) # II(x), then it is claimed that
implementing the PUF is physically impossible.
Even the manufacturer of the original PUF would
find it difficult to create a physical clone. This
is referred to as “manufacturer resistance.” If an
abstract mathematical procedure f. cannot be
devised such that Vx € X fi(x) = TI(x), then it may

be claimed that IT is mathematically undecidable.
Physical and mathematical unclonability are
fundamentally different properties; i.e., a structure
may be able to be easily cloned physically but not
mathematically, or vice versa. For a PUF to be truly
unclonable, its implementation procedure IT must
be both physically and mathematically unclonable.
It should be noted that physical cloning can be
very difficult or even impossible, whereas proving
unclonability in theory is also very challenging. In
principle, systems based on quantum physics are
impossible to clone in practice.

5. Unpredictability. For a set of procedures
Q = {fix, ;) = ll(x;)} having an error margin, it is
impossible to determine y, ~ Il(x)) for a random
challenge x_ such that (x) ¢ Q. If the PUF response
to a random challenge could be accurately predicted
simply by observing the CRP set, it would be easy
to create a mathematical clone with access to the full
catalogue of PUF response options.

6. One-wayness. For any argument y and procedure I1
within an acceptable error margin, it is impossible to
find an x such that [1(x) =y. In some papers, PUFs are
simplistically described as physical versions of one-
way cryptographic functions [11].

7. Obvious interference. Modification of the physical
object described by procedure II during the
implementation of transforming IT — IT', such that
Vx € X II(x) # IT'(x) is true with high probability
even when considering the IT implementation error.
A distinction should be made between systems that
protect against unauthorized access (i.e., systems
where interference does not actually result in
the acquisition of any useful information) and
systems in which interference is obvious and
harmful (i.e., systems in which interference with
a physical object containing a PUF changes the
CRP behavior).

PUF IMPLEMENTATIONS BASED ON ANALYSIS
OF SIGNAL TIME CHARACTERISTICS

A major advantage of embedding a PUF in
a digital chip consists in the possibility for responses
to challenges to be used directly by other applications
running on the same device. Notably, the device can
query and read its own PUF without requiring external
tools such that the challenge and response never leave
the device. Furthermore, the PUF can be implemented
using only the technological operations and components
used to manufacture the device in which the PUF node is
located. This requires virtually no additional cost.

Several options for classifying PUFs are
provided in review publications [2, 3, 12—18]. These
include the time of the first developments, physical
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design properties (hybrid or fully electronic) and
implementation technologies (electronic, optical, radio
frequency, or magnetic), CRP pair sizes, and areas of
application. In summary, there are three main types of
PUF implementation in ICs: (1) based on signal timing
characteristics; (2) based on memory circuits; (3) analog
and passive.

Ring oscillator (RO) PUFs

These devices exploit the frequency mismatch
effect of ring oscillators based on inverters to create
the PUF [19]. Due to manufacturing variations, even
two nominally identical ring oscillators implemented on
a single chip will have a detectable frequency difference.
As shown in Fig. 2, an array of N oscillators is embedded
in RO-PUF.

Fig. 2. Example of RO-PUF implementation [3].
MUX is a multiplexer

By comparing the frequencies of two ring oscillators,
a response bit is produced. Since the challenge consists
of the number or location of ring oscillators, the
response is the result of the difference in their oscillation
frequencies. To reliably compare frequencies, counters
are used to count the number of pulses from each
oscillator over a specified time interval. An alternative
approach is to connect the outputs of the two oscillators
to the inputs of a SR-latch.

RO-PUF implementations demonstrate moderate
complexity involving a circuit that consists of
repeating blocks of oscillators and simple digital
counters/comparators. Since each bit requires a unique
RO pair, at least 2/ oscillators are required to obtain
N bits. More economical circuits are often used; for
example, frequencies can be sorted within a set of ROs
and a set of bits can be generated by comparing different
pairs in an ordered list. Although this approach allows
several bits to be obtained from N oscillators, it can
complicate analysis. According to [3], the uniqueness
of a well-designed RO-PUF is close to 50% due to
random frequency spreads giving equal probability of
one oscillator being superior to another. Repeatability
can also be high; if the frequency difference between

the selected pairs is large enough, the order of their
comparison is preserved even when temperature
and voltage change. Under experimental conditions,
95-99% reliability is achieved. However, under
unfavorable conditions (for example, when frequencies
converge due to temperature drift), some response bits
may be inverted. Therefore, a frequency margin should
be introduced—or response encoding should be used—
to increase reliability.

In modern technical processes, the scaling
of RO-PUF to higher frequencies requires consideration
of'increased period fluctuations due to errors comparable
to the frequency difference between ring oscillators
arising as a result of noise at the nanometer scale.

Studies have demonstrated successful RO-PUF
implementation in field-programmable gate
arrays (FPGAs) [20, 21]. Several proposed developments
for improving RO-PUF characteristics are aimed at
bringing them into the category of strong PUF [22].
Other works have described the architecture of
a configurable RO-PUF (CRO-PUF) which uses
frequency and phase shift changes [23, 24]. Each delay
block, S, ..., S,, is made of logic elements formed by
pairs of the n- and p-MOS (metal-oxide—semiconductor)
transistors such that the total delay time increases
in accordance with the tightening of technological
tolerances for their manufacture. Figure 3a depicts an
example in which each delay block S is configured
to form a 4-bit challenge. Figure 3b shows N delay
cascades connected in series where the output data
from each cascade is used to switch the counter start
signals. The values of these signals are then compared
by a comparator to generate a response signal.

As well as eliminating the duplication of ring
oscillators, the proposed design reduces switching
activity and introduces inter-stage delay as an additional
source of randomness. The PUF is implemented in
22 nm mode using fully depleted silicon-on-insulator
technology and Synopsys® tools. Tests carried out on
eight chips successfully passed NIST tests, achieving
intra-HD and inter-HD values of 9.95% and 45.5%,
respectively.

The CRO-PUF proposed in [25] is implemented as
a modification of the basic circuit, which consists of
XOR2 elements acting as controlled delay elements.
A complete set of challenges can be applied to this
circuit. It is shown that the delay depends not only on
the challenge value but also on the configuration of
the interconnections of the circuit structural elements
with the configurable ring oscillator. A proposed
temporal model of the modified CRO PUF allows
the influence of interconnections on the frequency

2 Synopsis Electronic Design Automation Solutions. https://
www.synopsys.com/silicon-design.html. Accessed July 19, 2025.
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Fig. 3. RO-PUF microarchitecture:
(a) delay generation module; (b) response bit generation device for a configurable 4-bit challenge [24].
Here, C, ..., C,,5 are the challenges; E is the enable signal; nx1 is the multiplexer with n inputs and 1 output;

and R is the

of the generated signal to be proven analytically as
confirmed by experiment using the Xilinx Zynq-7000
series FPGA (Xilinx, USA).

The problem of compensating for the influence of
temperature on PUF is discussed in [26, 27]. The authors
analyze the impact of metal-oxide-semiconductor
field-effect transistor temperature characteristics
on RO-PUF properties without altering the original
circuit structure. Simulations of the 55-nm process
performed using Cadence Virtuoso® tools and the
Monte Carlo method show that temperature changes
having the least effect on generation frequency occur
when using an N-type high voltage nMOS transistor
in the generation block. In this case, the frequency of
the ring oscillator changes by 7.83% over an operating
temperature range of 50 to 200°C, which is less than the
14.35% change observed in a classic RO-PUF. When
several ring oscillators are implemented in parallel and
the frequency is measured by counting the rising edges,
the measurement remains the same. However, when
a challenge is applied to the PUF, an arbitrary pair of
oscillators is selected to form a response as a logical
function of the comparison of the two obtained counter
values (Fig. 3).

The successful implementation of RO-PUF
in FPGA 1is demonstrated in [28, 29] through
experiments conducted on 15 programmable

3 https://cadence-ds.ru/virtuoso/. Accessed July 19, 2025.

response

logic ICs (FPGAs) comprising 1024 circuits that yield
values of p, .. =46.15% and p, . = 0.48%. The authors
apply a method for eliminating metastable states that
takes into account only the most stable response bit from
eight pairs of oscillator cycles. The source of variation
is a random difference in signal propagation delay along
nominally identical paths. In [29], the authors propose
a pseudo linear feedback shift register (LFSR) PUF
architecture in which the LFSR structure is implemented
as a closed chain of inverters and XOR elements. This
forms a single circuit that allows the reliable extraction
of signal propagation delay variations that are unique to
each chip.

In a transient effect ring oscillator (TERO) PUF,
changes in the frequency and duration of signals in
signal lines and logic elements are analyzed depending
on the type of their manufacture [30]. As shown in Fig. 4,
a transient effect ring oscillator consists of two series-
connected bistable ring oscillator circuits.

Output

PR

—
Initialization

n =3 (odd) for both circuits

and even in total

Fig. 4. Transient effect ring oscillator [30]
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The ring oscillator formed with an even number of
inverters results in a transient effect. This causes the
output signal of the cell to transition to a stable state,
which is similar to the behavior of a bistable ring or
a bus keeper memory cell. However, prior to this
transition, certain temporary oscillations of the circuit
must stabilize. After counting the number of oscillations
that occur in each TERO cell before it transitions to
a stable state, the values for several cells are combined
to form a characteristic response for the TERO-PUF.
In this case, the challenge is the number or location
of the TERO cell (if there is more than one), while the
response is the transient oscillations that occur when the
system stops.

TERO cells should be designed with
a symmetrical structure, requiring the careful
selection of control elements and connection delays.
Since the FPGA structure prevents developers
from automatically selecting connections between
elements, implementing such components in FPGAs
is a specific task. However, the required symmetry
can be achieved by setting constraints manually and
using specific features of the target FPGA family.
Study [30] describes the TERO-PUF design for two
different FPGA technologies: 45 nm Xilinx Spartan 6*
and 28 nm Altera Cyclone V. Statistical processing
of the TERO-PUF using these two target FPGAs
produced uniqueness results of 48.46% and 47.62%,
and stability results of 2.63% and 1.8%, respectively.
These results are close to those obtained in several
studies using the RO-PUF ring oscillator, which
is considered the best candidate for implementing
a PUF on FPGA. It should be noted that TERO-PUF is
less susceptible to side-channel attacks than RO-PUF.
Additionally, unlike RO-PUF, TERO-PUF can
generate multiple bits (from one to three) for each
challenge. The authors demonstrate that TERO-PUF
provides between 0.85 and 1 bit of entropy per

CSO

response bit. This study shows that TERO-PUF is
a promising alternative to RO-PUF for implementing
a PUF on FPGA.

Although the design of a bistable ring (BR) PUF [22]
is similar to that of a ring PUF, it can maintain
a stable state for a certain period of time. Like
a ring oscillator-based PUF, it consists of a chain of
NOT gates (or inverters); however, in this case an even
number of gates form a bistable system instead of an
oscillatory one (see Fig. 5).

When restarted, such a system transitions to one of
several stable states. This occurs after a period of time
determined by the unique technological variationsinring
manufacture. There are many possible configurations
of the ring, each of which strives independently for
a preferred state. The preferred state is the response;
the configuration—particularly that of the bistable
ring—is determined by the PUF challenge (in this case,
the reset signal).

As first demonstrated in the original work [22], in
which the BR-PUF architecture is proposed, the number
of topologically distinct rings is 2". This enables this
primitive to be categorized as a strong PUF, while
the natural variation in technological parameters
ensures good inter-chip uniqueness and a broadly
distributed spectrum of ring convergence times.
In FPGA experiments, the BR-PUF demonstrates near-
ideal uniqueness (around 50%) and a reliability of
approximately 97%. The long “tails” of the stabilization
time distribution form a basis for the rejection of slow
or unstable CRPs, thereby increasing repeatability.
Conversely, it has been found that a single ring can be
modelled using a machine learning algorithm trained on
a million challenge-response pairs, which can predict
the responses of 64-, 128-, and 256-stage instances with
an error rate of less than 5%. Resilience can be increased
by simply XOR-combining more than four independent
rings in parallel [31].

CS1

o =
\EiT:V
(@ =\

Response

0 0

0 0] [0 0
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C63
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Fig. 5. Bistable ring PUF. C, C;, Cg, C3¢, Cgg, Cgo, Cg3, Cs, are challenges

4 Spartan 6 FPGAs. https://www.amd.com/en/products/adaptive-socs-and-fpgas/fpga/spartan-6.html. Accessed July 19, 2025.
3 Cyclone V FPGA and SoC FPGA. https://www.altera.com/products/fpga/cyclone/v. Accessed July 19, 2025.
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Fig. 6. Example of an arbiter PUF implementation. D is input; Q is output; Dff is a D flip-flop

The chaotic-BR-PUF hybrid scheme further
strengthens this architecture by obfuscating the output of
the basic BR ring through a nonlinear logistic mapping.
This reduces the effectiveness of attacks to the level of
random guessing (50-60%), while using comparable
FPGA resources [32].

As evidenced by the use of ternary BR-PUF on
carbon nanotube field-effect transistors (CNTFETs),
which generates ternary responses, the current trend
is towards multi-valued logic. This expands the
CRP space to increase entropy without significantly
raising hardware costs. Modeling on a 32-nm
library of standard elements shows that it is more
unpredictable and resistant to machine learning-based
attacks than the binary prototype. Furthermore, the
high-temperature stability of CNTFET transistors
makes this approach particularly promising for
10T devices [33].

Arbiter PUFs (A-PUFs)

This type of PUF operates by comparing the transit
times of two signals propagating along theoretically
symmetrical paths. As shown in Fig. 6, the A-PUF module
consists of several cells that connect the signal source to
the arbiter component.

Each cell contains a switch that can route signals
through other signal lines. The arbiter component
outputs a binary signal whose value depends on which
of the two input signals, which are separated from
the signal source, reaches the component first. Due
to random variations in the conductors and switching
elements through which the signals pass, their
speeds will vary relative to each other. Therefore,
the challenge is based on the on/off switching nature

of the routing switches (and the multiplicity of the
number/position of the arbiter in these systems),
while the response depends on the faster path after
switching.

If the setup/hold time is violated, the arbitrator may
enter a metastable state, which can affect its operation.
This state is not determined by the comparison of signal
propagation times, but rather by random noise in the
responses (see [8] for more details).

This type of PUF has the advantage of being simple
to implement and having a small footprint, with one
n-stage A-PUF consisting of 2n multiplexers and one
arbiter implemented as a D flip-flop. With n = 64,
the circuit occupies only a few hundred gates. Since
the spread of delays sufficient to generate random
differences is preserved as process technology norms
decrease, the corresponding device can be easily
scaled up on silicon. Practical implementations
of A-PUFs, particularly in more complex design
modifications, demonstrate a level of uniqueness
close to the theoretically optimal value of 50%. An
analysis of publications on A-PUFs reveals a variety
of implementation methods. In addition to the basic
A-PUF structure, the review [3] provides brief
descriptions of modifications to this architecture,
including two-channel and multi-channel variants
with XOR elements, multiplexer-based circuits
and combinations with RO-PUF. However, the
vulnerability of conventional A-PUF functions to
machine learning-based attacks significantly limits
their applicability in secure environments with
limited resources.

The architecture of the arbiter-type improved PUF is
presented in [34—37]. Figure 7 [28] shows an example of
an implementation where several independent modules
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Fig. 7. A-PUF modification with response combination using the XOR function.

Here, cis challenge, A, ...,

A, represent A-PUF instances; ry, ..., r,_4 are responses from A-PUF instances;

and ris the XOR response from the A-PUF

are combined by the XOR function to form a single
response.

Another architecture® involves a feed-forward
memory-based arbiter (FF-MB-A) PUF module
which combines weak PUF modules based on volatile
memory with nonlinear feedback logic in order to
increase entropy and enhance resistance to simulation
attacks. A comprehensive experimental system
was developed to evaluate the proposed solution,
using up to 50 min call-response pairs (CRPs). The
results showed that the number and exact location of
feedback cycles critically affect simulation resistance.
To enable comparison with similar implementations,
this work implemented and tuned the most advanced
modeling strategies, including deep neural networks
and the covariance matrix adaptation evolution
strategy. The optimized FF-MB-A-PUF configuration,
which incorporated 63 feedback cycles, exhibited
robust resistance to simulation-based attacks,
enhanced randomness (49.23%), and improved
uniqueness between devices (49.20%), leading to
balanced output distribution and high entropy. These
results suggest that the FF-MB-A-PUF is a scalable,
hardware-efficient, and secure primitive ideally suited
to next-generation embedded systems and low-power
IoT systems.

Typical methods for stabilizing A-PUF against noise,
aging, and voltage and temperature fluctuations are
described in [37], in particular averaging and masking
unstable bits.

PUFs based on clock
signal delays (clock PUF)

In synchronous circuits, clock PUF [38] analyzes
changes in the speed of signal propagation from the
clock generator to various parts of the circuit itself on

the basis of differences in manufacturing during its
physical implementation. While modern IC designs aim
to eliminate these parasitic phase shift effects, variations
and distortions still occur. In this PUF variant, the
delays of paired signals in presumably similar circuits
are compared to uniquely characterize the circuit in
a manner similar to an A-PUF. In this case, the challenge
is the clock signal lines, and the response is the delay in
each corresponding line.

In [39], a lightweight, symmetric version of
the PUF based on a three-phase D flip-flop with
increased uniqueness is proposed and implemented
in an IC using standard 40-nm complementary
MOS (CMOS) technology. Following the chip layout,
simulation results predict the device’s uniqueness
to be 0.4994, the highest among all the considered
architectures. Compared to an A-PUF, this device
consumes 73.3% less power, occupies 93.6% less area,
and uses 95.7% less energy per bit. The corresponding
figures for RO-PUF are 98.3%, 96.9%, and 99.9%,
respectively. Additionally, unlike other flip-flop-
based PUFs, the proposed variant does not require
a post-processing block to eliminate bias voltage, thus
contributing to savings in the overall implementation
area and system power. To demonstrate the concept,
the device was implemented on a FPGA. As a means
of comparing the performance of the considered
architectures, a proposed figure of merit (FOM)
considers power, reliability, delay, silicon area, and
uniqueness. It should be noted that the proposed
architecture provides the highest FOM of all the
considered PUF architectures.

In [38], new PUF technologies are presented that
extract bits from pairwise distortions between IC clock
network domains. An algorithm was implemented to
select equidistant receivers, route the reverse network and

¢ Mishra A. Enhancing the security scalability of Arbiter PUFs using memory-based weak PUFs. Thesis. West Lafayette (IN): Purdue
University; 2025. https://hammer.purdue.edu/articles/thesis/enhancing _the security scalability of arbiter pufs using memory-based

weak pufs/28899152. Accessed July 19, 2025.
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Fig. 8. Example of a device with glitch PUF [41].
Here, Xis input data fed to the glitch generator; SEL . is the glitch generator output selection signal;
g is the selected glitch generator output bit; s, is the initial Glitch-signal;

Sy, -

., S, are signals after the delay circuit (sampling points); h is the calibration pulse;

hy is the calibration pulse after the delay circuit; sel, is the input selection signal; p is the trigger signal;
Dis the time delay control code; CLK, is the clock signal after variable delay;

by, ..

., b, are values read by the selection registers and representing the form of glitches;

G2R is Glitch-to-Response (glitch-to-response conversion device); F/W is firmware; H/W is hardware; and r is response

then extract random bits for a specific chip. Evaluation
of clock pulses based on a SPICE’ simulation of 45 nm
CMOS technology confirms the feasibility, stability,
uniqueness, randomness, and low overhead of this
implementation.

The analysis of clock signal phase shifting is
also considered as an option in [40]. The proposed
software-based PUF (S-PUF) option causes the
video encoding circuit to malfunction using a clock
signal. The response key with circuit characteristics
is generated using the dependence of the response on
the synchronization path. The video encoding circuit,
which forms part of the IP core® of an open-source video
encoding microcircuit, serves as the carrier circuit for
the PUF. Based on an analysis of the timing path of the
encoding circuit, a trigger signal is selected to place
the circuit into abnormal operation mode. Random
data is generated and subjected to video encoding
and compression operations, which are then masked
using Gray code and false bit exclusion operations.
Test results show that this implementation of the

7 Simulation program with IC emphasis is an open-source
simulator of general-purpose electronic circuits.

8 IP cores (intellectual property) are ready-made blocks for
designing microchips.

proposed S-PUF variant passes the NIST test with
48.87% uniqueness and an autocorrelation coefficient
0f 0.0204 at 95% confidence.

PUFs based on transient
processes (glitch PUFs)

These PUFs are more complex than RO-PUF
and A-PUF schemes due to their analyzing the transient
characteristics of signals that cause device malfunctions.
In this PUF concept, the circuit itself is the challenge,
while the response is the specific implementation of the
glitches that occur and how they evolve over time (see
the example in Fig. 8 [41, 42]).

In the glitch PUF architecture described in [41],
glitches arising from changes in the delay between
transistor gates in the circuit, which affect the pulse
propagation characteristics from each gate, are used
to form the PUF. The paper describes a procedure for
simulating a simple implementation of such a circuit at
the design stage. The results coincide well with the data
obtained during the hardware implementation of such
a PUF in real microcircuits.

As noted in [43], susceptibility to noise is an
inherent issue in the hardware implementation of
glitch PUF. To address this, the paper proposes a fault
control module with a multi-level, parallel architecture
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for generating multi-bit stable information entropy.
A noise reduction circuit has also been developed
which uses a hysteresis effect, a feedback mechanism
with Schmitt triggers and a pulse width detection circuit
to filter out noise and extract output data from glitch
signals during transient processes. A 128-bit glitch PUF
circuit has been implemented using the TSMC®
65 nm CMOS technology. Experimental results
demonstrate that the randomness (intra-distance =
=0.01) is 99.9%, while the uniqueness (inter-distance)
is 50.03%. These results suggest that the proposed
design could be widely adopted to enhance the security
of [oT devices.

As stated in [44], the performance of such PUFs
varies slightly due to environmental changes,
necessitating error correction methods to eliminate these
variations. One option for such a method is proposed.
To demonstrate the effectiveness of this method
quantitatively, evaluation experiments are conducted
using an FPGA.

IMPLEMENTATION OF PUF
BASED ON STATIC RANDOM-ACCESS
MEMORY (SRAM)

SRAM-based PUFs

The implementation of PUFs based on static
SRAM memory [45, 46] is rooted in the random
distribution of the 6T memory cell states (Fig. 9),
which determine their behavior when activated. This
distribution is directly related to the manufacturing
conditions and tolerances of the technological
processes involved in forming the cells. The
random initial state of the SRAM cells, which acts

as a “fingerprint” of the chip, can be used either
directly as a key or as a basis for generating responses
to challenges. Therefore, compared to a standard
SRAM array, only a controlled reset or power-up of
the memory is required, and no additional energy is
consumed in idle mode.

Studies have demonstrated that SRAM-PUFs
have the capacity to provide near-perfect uniqueness.
However, their reliability, which is limited by noise and
environmental influences, is approximately 88-90%
without correction [16]. To enhance the reliability of the
output, averaging circuits (multiple reads at power-up)
and error correction algorithms (e.g., Reed—Solomon
code or fuzzy extractor) are employed [17].

Scaling of SRAM-PUF can be achieved as
demonstrated by implementations in processes down
to 7 nm, which show continued operability [18, 47].
However, reducing the size of transistor leads to
a decrease in the absolute values of mismatches.
This may necessitate more sophisticated bit
processing (e.g., discarding unstable cells) to ensure
reliability. Data from SRAM-based PUF experiments
involving the inclusion of 8190 bytes of SRAM from
various memory blocks on different FPGAs show
that the average difference between two different
blocks under fixed environmental conditions is
Winter 49.97%, while the average difference
between multiple measurements in a single block is
Wina = 3-37%. However, p, . increases to 12% for
large temperature variations. The authors estimate
the entropy content of SRAM turn-on states is to be
0.76 bits per SRAM cell.

Similar results are presented in [46, 48], which
examine the behavior of SRAM when enabled on two
different platforms. For 5120 blocks of 64 SRAM cells

WL
VDD
wl A oHE L
TT_ _TT
Q
I S
BL M, M, BL

i

Fig. 9. 6T SRAM cell.
Here, WL is the word line, which controls two access transistors; V is the power supply;
M, ..., Mg are MOS transistors; Q, Q are complementary data storage nodes;

and BL,BL are complementary bit lines, which are used for writing and reading data

9 The Taiwan Semiconductor Manufacturing Company (TSMC) is a manufacturer of ICs and semiconductor wafers.
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measured on eight commercial SRAM chips,
Wineer @nd py . values 0f43.16% and 3.8%, respectively,
are obtained. For 15 blocks of 64 SRAM cells
from the built-in memory of three microcontroller
chips, p;., and p; . values of 49.34% and 6.5%,
respectively, are obtained.

One disadvantage of implementing a PUF
on a FPGA in this way is due to the fact that, in the
most common type of FPGA, all SRAM cells are reset
to zero immediately after powering up, resulting in
a loss of randomness. To address this issue, butterfly-
type circuits and latch circuits have been proposed for
use with PUFs. The butterfly circuit proposed in [49]
consists of two cross-linked latches with a clock signal
set to one, thereby simulating a combinational bistable
element (Fig. 10).

3 CLR
out
«— D Q —
CLK, [Latch 1
L ot PRE v
— T~
excite _— -
,,/ 0} CLR Ta
X » D Q »
Cl‘ﬁr Latch 2
L *PRE

Fig. 10. Butterfly-type PUF [49].

Here, Latch 1/2 is a latch; excite is an initialization
signal; CLR (clear) is an asynchronous latch reset input;
PRE (preset) is an asynchronous latch preset input;
CLK (clock) is a clock signal input; D is a latch data input;
Qs a latch output; and out is a circuit output

The excite signal produces different levels (0/1) at the
outputs of both elements, placing the cell in a metastable
state. When the signal is removed, the circuit transitions
to a random stable state. The specific value of this state
is determined by the physical implementation of the
latches and cross-connections forming the response bit.
The measurement results presented in [50] are obtained
using 64 circuits with a butterfly-type PUF on 36 PLDs.
The values p, ... = 50% and p, . < 5% are obtained
at significant temperature fluctuations. As with other
PUFs, error correction methods are employed in this
type of PUF.

Another option for identifying the IC is proposed
in [51]. Here, rather than cross-connecting two inverters
or two latches, two NOR gates are cross-connected to
formaNOR latch. When areset signal is applied, the latch
enters an unstable state and returns to one of two stable
states depending on the mismatch between the internal

electronic components. Tests involving 128 NOR latches
are carried out on 19 ultra-large ICs produced using
CMOS technology with 0.130 um technology, resulting
in values of p .. = 50.55% and . = 3.04%.

PUFs based on dynamic random-access
memory (DRAM)

DRAM-PUF, another type of PUF based on volatile
memory, is present in almost all modern computing
devices, including resource-constrained embedded
systems and IoT platforms. This makes it an attractive
basis for embedded hardware security primitives.
The large number of cells provides a significant
pool of entropy and a potentially wide range of
challenge-response pairs; moreover, DRAM can be
accessed both during boot-up and while the system is
running. These properties are particularly important
in cases where classic discrete security modules
are impossible or expensive to use. Additionally,
DRAM typically consumes less power than SRAM for
comparable capacity.

A typical 1T1C!" DRAM cell comprises a transistor
and a capacitor (see Fig. 11), and requires periodic
refreshing due to charge leakage.!!

The unique signature of a cell is created by
differences that occur during manufacturing due
to variations in capacitance, leakage currents, and
threshold voltages. Leakage can occur within a row and
between adjacent rows/lines. Active interaction between
neighboring rows enhances charge flow, leading to bit
inversions that increase entropy. The phenomenon of
variable retention time is also observed, whereby the
same cell switching unpredictably between states with
high and low retention capacity. Finally, shortened
read/write delays (e.g., tRCD!2 and tRP'3) can cause
cells to fail to settle correctly, forming a characteristic
error pattern. These mechanisms of varying stability
enable the creation of both reproducible PUFs (where
unstable bits are discarded and/or errors are corrected)
and high-entropy random number generators (TRNGs),
which operate in modes where the result is as unstable
as possible.

The DRAM-PUF studies are traditionally grouped
according to the physical effect used, with start-up values
when power is turned on, retention/decay when refresh
is stopped or power is turned off (start-up DRAM-PUF,

10 One-transistor, one-capacitor is a RAM cell consisting of
one field-effect transistor and one capacitor.

Il DRAM Scaling Challenges Grow. https://semiengineering.
com/dram-scaling-challenges-grow/. Accessed July 19, 2025.

12 Time row address to column address delay is row
activation delay.

13 Row precharge time is row refresh time.
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Fig. 11. DRAM memory and 1T1C cell

retention-based DRAM-PUF), and timing
violations (latency-based DRAM-PUF). Solutions
involving more specific effects are also being studied,
including Rowhammer PUF and combined solutions.

The operation of the start-up DRAM-PUF is based
on the initial distribution of cell charges after power is
applied. In [52], the PUF’s stability is examined in terms
of temperature (0-80°C), power supply (4.5-5.5 V),
and accelerated aging. The PUF, which is shown
to be capable of forming 2048-bit responses
(16 x 128-bit keys), features increased reliability
through an algorithm for selecting cells with stable
neighbors. Subsequent analysis shows that reducing
the temperature and the supply voltage has a greater
impact on stability than increasing them; the aging
effect (negative bias temperature instability, NBTI) is
moderate

Similar works have utilized the entire DRAM array
as an “image” (converted to grayscale), with subsequent
feature extraction by an artificial neural network for
identification. A classification accuracy of ~98.8% was
achieved, albeit in the absence of a detailed evaluation
of classical PUF stability metrics [53]. The paper also
discusses an attempt to improve randomness by post-
processing LFSR.

Retention-based DRAM-PUF uses variations in
charge retention time when auto-refresh (or power)
is disabled and the array is read at specified intervals.
The resulting pattern of bit inversions is unique
to the memory segment. In [54], the possibility of
reducing PUF waiting time to 20-60 s is demonstrated
if the response is formed as a map of bit inversion
locations. Uniqueness is demonstrated not only at
the microcircuit level, but also between memory
blocks within a single DRAM module. Reliability is

maintained when the temperature changes within the
range of 20—40°C £ 10°C; the effect of aging at 85°C
for 48 h is additionally studied.

In latency-based DRAM-PUF, entropy is extracted
from differences in cell access speeds. Implementing
a PUF involves the controller deliberately
underestimating the timings (tRCD, tRP, etc.),
causing individual cells to produce read/write errors
in characteristic positions. This architecture greatly
speeds up the operation of the PUF, with a reported time
0of~0.875 ms, which is more than 10000 times faster than
typical retention DRAM-PUFs (approximately 10 s).
The implementation example [54] uses tRP/tRCD
variation to write a known pattern, reading with
disrupted timings, and constructing entropy maps.
Subsequently, XNOR filtering is employed to eliminate
unstable bits.

The Rowhammer effect involves repeatedly
accessing specific DRAM rows over a short period of
time, causing accelerated charge leakage in neighboring
rows and deterministic bit inversions. In [28], this
phenomenon was first used to implement a PUF. The
Rowhammer PUF method involves selecting two
PUF memory rows from the DRAM array that are
pre-filled with opposite patterns: 0x55 and OxAA. At
a certain point, the refresh of these rows is disabled,
and they begin to discharge rapidly under the influence
of two actively working (activation + precharge)
neighboring Rowhammer rows to form a unique
pattern.

Combined solutions, such as the combination of
SRAM-PUF and DRAM-PUF, allow the advantages
of different memory types to be combined and the
disadvantages of each to be partially compensated.
Implementations with high entropy, numerous CRPs,
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and stable authentication over a wide temperature
range (20-60°C) have been demonstrated.

A comparison of DRAM-PUF types reveals that,
while most studies achieve an inter-HD value close
to the ideal 50%, reliability varies depending on the
class. Retention-based DRAM-PUFs are more sensitive
to temperature and voltage, while latency-based
DRAM-PUFs are usually more reproducible when the
timing thresholds are selected correctly, and start-up
DRAM-PUFs occupy an intermediate position, requiring
algorithms to select stable cells [55].

Although a wide CRP space can be provided in
principle by a large amount of DRAM, the number of
stable bits suitable for use is sharply reduced in practice
after reliability and randomness filtering. In application
systems, most DRAM PUFs are therefore classified as
weak PUFs (with a limited number of stable CRPs),
which are primarily suitable for key generation and
episodic authentication.

NVM-PUFs

NVM-PUFs use random variations in memory
cell characteristics to create unique fingerprints of
microcircuits. The key physical effects determining the
uniqueness and stability of such PUFs are variations
in materials and leakage currents, as well as stochastic
switching processes.

In resistive random-access memory (ReRAM)
PUF [56], the randomness comes from the stochastic
process of formation of conductive sections in
a dielectric; the switching thresholds and resistance of
the high/low state vary slightly from cell to cell due to
technological tolerances. In other ReRAM-PUF designs,
the resistance spread in a pre-formed array is measured
without overwriting it [57].

Similarly, the unique differences in magnetoresistive
random-access memory (MRAM) are due to variations
in the resistance of magnetic tunnel junctions (MTJs)
that occur during production [58]. In MRAM, variability
is influenced by the thickness of the barrier and the
magnetic anisotropy of the MTJ; small variations
result in differences in cell resistance within the same
state. The reproducibility of the response is improved
due to the significant stability of these technological
variations over time.

In phase-change memory (PCM), in which each
cell has a slightly different level of conductivity due
to fluctuations in the structure during manufacturing
or after switching to an amorphous state, the basis
is taken from the differences in the material’s states.
This makes it possible to read the memory state as
a random pattern [59]. To ensure reproducibility, the
resistance drift of the amorphous state over time must
be considered. Studies have shown that selection of

the appropriate reading mode (e.g., differential) and
calibration can minimize the impact of drift and generate
stable bits [60].

The physical processes that generate randomness,
such as the random formation of conducting channels,
variations in tunnel resistance, and the dispersion
of phase states, generate high entropy. Engineering
solutions aim to minimize the instability of these
effects to ensure reproducibility. Thus, ReRAM-,
MRAM-, and PCM-PUF form the response bit either
by directly reading the uncontrolled initial state of
the cells or by using a special read/write mode that
highlights the spread of cell characteristics. Recently,
many PUF architectures based on these types of NVM
have been proposed to improve their characteristics.
The basic scheme is a weak PUF based on a memory
array, where the response is formed from the state
of numerous cells (for example, an N-bit starting
vector is read from uninitialized memory). Although
this approach is simple and economical, it provides
a limited number of challenge-response pairs (a fixed
fingerprint) [61].

The challenge-response space is expanded by
using modified architectures to transfer them to the
strong PUF class. ReRAM, for example, uses 2T2R
and 1T4R cells to enable different methods of
reading and comparing resistances. This results in
a vast number of possible responses [59]. The paper
proposes an approach in which the ReRAM array
operates in the in-memory calculation mode. This
is achieved by combining several cells via XOR
or by reading using a special template to create an
output that is insensitive to modeling and resistant to
machine learning attacks.

In terms of circuit design, emphasis is also placed
on the suppression of side channels. In particular,
symmetrical structures (such as mirror-switched
differential pairs of cells) eliminate systematic bias
to increase the difficulty for an attacker to predict the
outcome [57]. Modern implementations also include
a self-destruct mode, whereby an increased voltage is
provided to the ReRAM-PUF, irreversibly destroying
part of the cells if an attacker attempts to access them,
thus destroying the key [56].

NVM-PUFs can be found in a range of architectures,
from compact embedded memory cells that produce
a single hardcoded key to large-scale tunable arrays
capable of generating multiple responses and resisting
simulation attacks. NVM-PUFs are capable of
providing near-ideal performance. In experiments
with ReRAM, MRAM and PCM, uniqueness is usually
around 50%, while the difference between repeated
reads is less than 1-2%. Several papers report bit error
rates of 0.01-0.1% without correction. For example,
values 0f~49.96% and ~0.98%, respectively, are obtained
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for inter-HD and intra-HD in an MRAM-PUF based on
an MTJ array. The entropy of the generated responses
approaches the maximum value; the 0/1 distribution is
typically around 50% (uniformity ~50%), as confirmed
by NIST statistical randomness tests for PUF bit
sequences. It is noted in reviews that, after unstable
bits have been rejected, information saturation of
approximately 1 bit of entropy per cell is provided by
modern ReRAM-PUFs.

The reliability of NVM-PUFs is characterized by
their ability to maintain a stable response to various
disturbances, such as temperature changes, supply
voltage, and component aging. Since the state of NVM
is physically fixed (e.g., conducting regions in ReRAM,
magnetic vectors in MRAM, and phase structures in PCM),
such PUFs are less sensitive to external influences.
For example, an MRAM-PUF demonstrates stability
from —40 to 150°C [59]. ReRAM-PUF shows only a slight
increase in resistance spread during temperature cycling (for
example, from 25 to 125°C). It has been experimentally
confirmed that >91% of bits remain error-free at 125°C [56].
The issue of aging has also been investigated. While slow
degradation of the oxide conductive sections or tunnel
barriers during the device’s service life can increase bit
errors, built-in threshold margins and correction algorithms
can ensure long-term stability.

Table. Summary results for the reviewed PUFs

Although post-processing in memory-based schemes
can reduce bias and improve statistical performance, it
adds overhead and introduces potential vulnerabilities if
applied incorrectly [55].

SUMMARY RESULTS
FOR THE REVIEWED PUFs

The following table summarizes the characteristics
of some of the key PUF options discussed in this series
of reviewed papers. It reflects studies that produced
original results following the implementation of one or
more PUFs, where inter-distance and intra-distance were
selected as key metrics. In a number of publications, these
are referred to as uniqueness and reliability, respectively.

Sensitivity to external conditions indicates
the voltage/temperature variations at which the
characteristics are measured and how much they change.
If such data is provided, the intra-distance changes are
indicated in parentheses.

The “Estimated implementation complexity”
column (high, medium, or low) is intended to demonstrate
the relative hardware costs of implementing a particular
type of a PUF, as well as the technical complexity
involved, such as balancing paths, selecting element
parameters, and changing technical processes.

PUF characteristics
PUF type/operation Publication Inter- Intra- Inter-distance Estimated
yeay di di Platform implementation
15tance 1stance Temperature Voltage complexity
15 x Xilinx
RO [7] 2007 46.15% 0.48% Virtex-4 —20-120°C 1.2V +10% medium
LX25 FPGA
. ASIC TSMC | 20-70°C (+4.8%), | £2% (+3.7%), .
0, 0,
Arbiter [7] 2007 23% 0.7% 180-nm 20-120°C (+9%) | £33% (+9%) medium
0.2-1.0V
RO [10] 2009 47.8% ~0% SPICE model ~15-65°C (+7% at medium
90-nm CMOS
0.5V)
SRAM PUF NVIDIA
(FinFET'* 16-nm) 2022 - 14% Jetson, 16-nm 0-85°C - low
[17] LP FinFET
SRAM PUF
. NXP LPC, 14-nm
. _ 0 > _85° _
(FlnFIZE"lf7;4 nm) 2022 10% LP FinFET 0-85°C low
Xilinx Versal,
(Fini%?l\;[ II:IH)F [17] 2022 - 11% 7-nm 0-85°C - low
) HP FinFET

14 Fin field-effect transistor is a 3D-structured transistor.
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Table. Continued
PUF characteristics
PUF type/operation Publication Inter- Infra- Inter-distance Estimated
Y & & Platform implementation
WIRIED | GLSEIEE Temperature Voltage complexity
TERO [19] 2014 43.07% | 1.73% | FPOA(Altera - - medium
Cyclone II)
FPGA (Xilinx +10% .
0 0, o, 0,
BR [22] 2011 49.8% 0.7% Virtex 11 Proy | S45°CG27%) | o0 medium
CRO[23] 2024 455% | 995y | ASIC22nm ~40-70°C 0.72-0.88 V medium
FDSOI
SPICE-model ~50-200°C .
_ 0, _

RO [26] 2025 038% | os noS (+9.38%) medium
Rowhammer [27] 2017 - <5% DDR3/4 DRAM —40-60°C - low
XOR Atbiter [28] 2022 43.69% | 0.59% | TPOAXilinx 0-85°C 0.95-1.05V |  medium

Artix 7)
Pseudo-LFSR [29] 2011 65.6% 1.8% | FPOA(Xilinx - v medium
Virtex 5)
TERO [30] 2016 4720% | 236% | TPOAXilinx ~15-65°C 1.1-13V medium
Spartan 6)
TERO [30] 2016 4358% | 2.66% | [POA(Altera ~15-65°C 1.05-1.15V | medium
Cyclone V)
XOR BR [31] 2015 14.8% 08% | FPGAXilinx 27-75°C - medium
Spartan 6)
FPGA (Xilinx .
0 _ _ _
BR [32] 2021 48.0% Artix 7) medium
SPICE-model
BR [33] 2024 66.26% | 1.58% | CNTFET 32-nm 0-100°C 0.8-1.0V medium
CMOS
Eye-Opening o o FPGA (Xilinx A0 17<0 - .
Asbitor!3 [37) 2025 44.99% | 3.49% Zyng-7010) 40-125°C | 0.81-0.99V |  medium
SPICE-model .
0, 0, _ —
Clock [38] 2013 S0.1% | 119% | o S TN medium
Tri-state o o FPGA
Flip-Flop'¢ [39] 2020 49% 2% | (Altera Cyclone) - - low
Overclocking clock SPICE model
- ftware”g[ 40] 2025 48.87% - TSMC 65-nm ~25-125°C 1.0-14V low
CMOS
FPGA Xilinx
. XC3S400A— .
200 o, o 0 _
Glitch [41] 2010 32% 1.3% AFTO256C 100°C (+5.3%) medium
(16 boards)
Glitch PUF
with a Schmitt 2021 50.03% - ASICTSMC —25-125°C 0814V medium
) 65-nm CMOS
Trigger [43]
SRAM [45] 2007 49.97% | 3.57% FPGA ~20-80°C - low

15 Arbiter PUF with a phase window.
16 PUF based on high-impedance flip-flops.
17 S-PUF based on overclocking.
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Table. Continued
PUF characteristics
. Publication : :
Inter-distance Estimated
PUF type/operation year d.Inter- d_Intra- Platform T
LI s Temperature Voltage complexity
FPGA (Xilinx .
500, 100, _70_%0N° _
Butterfly [49] 2007 50% 10% Virtex-5) 20-80°C medium
MRAM
MRAM [58] 2024 49.96% 0.98% | (STT'®-MRAM —25-100°C 0.65-0.85V medium
array)
ReRAM (8-layer 1.65-2.2V .
0 0 " Q()° 0,
3D ReRAM [60] 2022 49.4% 0.014% 3D array) 0-80°C (+1.93%) (+1.93%) high
Dual-Mode'? ) . ReRAM (ITIR .
ReRAM [61] 2023 ~50% 1% cells + logic) B B high
CONCLUSIONS modules are important for both classes. The selection

Aclass of devices known as PUFs is based on the time
characteristics of signals. These devices use frequency,
phase, and transient analysis to generate responses due
to manufacturing variations. Such solutions typically
necessitate a carefully balanced combination of layout,
calibration, and post-processing modules to ensure
a consistent response. The advantage of these functions
is that they offer virtually unlimited space for challenge-
response pairs, making them ideal for authentication
protocols. However, they are vulnerable to simulation-
based attacks.

Memory-based PUFs create a “fingerprint” of the
initial states and/or characteristics of SRAM/DRAM/NVM
arrays. These functions can be easily integrated into
existing on-chip blocks and are highly reproducible at
moderate overhead costs. However, the space of the
challenge-response pairs is typically limited, restricting
their use to tasks such as key generation and device
identification.

Stabilization measures for operating conditions
(temperature, supply voltage, and aging) and the use
of auxiliary data, error correction, and/or analysis

18 Spin-torque-transfer.
19 Dual-channel RAM mode.

of a particular PUF should be predicated on the
requirements of the application and the target platform.
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Abstract

Objectives. The search for a fundamentally new, fast, and least dissipative method for controlling the ferroic order
parameter is a pressing and ambitious task of basic and applied research on the development of low-dissipation and
high-speed functional elements of information systems operating at terahertz (THz) frequencies for 6G' network
technologies. The aim of the work is to study the conditions for modulating ferroelectric polarization using a short
THz pulse. This will also include the influence of additional factors on the efficiency of the THz-induced dynamics
of the ferroic order parameter, such as stationary heating and the application of an additional electric field to the
ferroelectric.

Methods. The numerical simulation of resonant excitation of the lattice subsystem by THz radiation was
performed for a Baj 4Sr, ,TiO4 ferroelectric film using the Landau-Khalatnikov equation system, and the
equation of phonon mode oscillations with the phonon-phonon interaction as a driving force. The novelty of the
proposed approach lies in the interaction of the THz pulse with a previously coherently excited phonon mode with
a significant amplitude.

Results. The time dependencies were presented for the polarization and the effective amplitude of infrared-
active mode oscillations with varying THz field parameters. The results also included constants of expansion of the
thermodynamic potential of the nonequilibrium state in powers of order parameter in various exposure modes,
including temperature changes and the application of an additional external electric field.

Conclusions. The approach proposed herein describes polarization switching under the action of a THz pulse with
preliminary excitation of a coherent phonon by a femtosecond optical pulse. The most important parameter when
determining the threshold effect of a THz pulse on phonon excitation is pulse energy (amplitude). In the region of
small amplitudes, an increase in temperature does not exacerbate switching conditions.

Keywords: terahertz radiation, ferroelectrics, polarization, resonant excitation, phonon modes

1 Sixth generation of mobile communications technology.
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Pesiome

Llenu. Movck npuHUMnNuanbHO HOBOro Hambonee ObICTPOro 1 HAaMMEHee AMCCUNATMBHOIO crnocoba ynpaBieHus
depponaHbIM NapameTpoM nopsiaka BAsSeTcs akTyaslbHOM U BeCbMa aMOMLUMO3HON 3adader dyHaamMmeHTanbHbIX
N NPUKNAZHbIX UCCnenoBaHnii B 06nactn paspaboTkv ManogucCcunaTuBHbIX U ObICTPOAENCTBYIOLLMX (PYHKLMO-
HaNbHbIX 3IEMEHTOB NHGMOPMALIMOHHBIX CUCTEM, ONepupylowmx Ha Teparepuesblx (TIy) yactoTax, Ans CeTeBbIX
TexHonoruih 6G2. Llenbio paboThl SBASETCS UCCef0BaHNe YCI0BUIA MOAYASLMN NOASPU3ALMN CErHEeTOaNeKTpUKa
NPy NOMOLLM KOPOTKOro Tl y-nmMmnynbca, B T.4. U3y4eHNE BANSHUS A0NOAHUTENbHbBIX HaKkTOPOB Ha 9P DEKTMBHOCTb
Tl y-nHAYLMPOBaAHHOM ANHAMUKN HeppomagHOro napameTpa nopsagka.

MeToabl. HY1cneHHoe MoaenMpoBaHme pe3oHaHCHOro BO30yaeHNs Tl L-n3ny4yeHnem peLeTo4HoM NoacucTeMbI Npo-
BOAMJIOCH [1 CErHETOBIEKTPUYECKON MIIEHKM TuTaHata Gapma-cTpoHuma Ba ¢Sr, ,TiO5 Ha OCHOBE CUCTEMbI ypaB-
HEHWIN, COCTOSLLEN N3 ypaBHeHMS JlaHaay — XanaTHUKOBA 1 ypaBHEHMS kofleGaHnin GOHOHHOM Moapl, rOe B KayecTBe
BbIHY>XXOAtoLLEen cuiibl BbICTyNnaeT GOHOH-GOHOHHOE B3anMogencTame. HoBnaHa noaxoaa 3ako4aeTcs BO B3aMMOaen-
ctBum Tl U-MMnyfbca ¢ paHee KorepeHTHO BO30Y>KAeHHOM POHOHHOM MOAON, UMEIOLLEN 3HAUNTESIbHYIO aMIIUTYAY.
PeaynbTaTthl. [lpegcraBneHbl BDEMEHHbIE 3aBMCUMOCTI NoNspm3aumn, a Takke apdekTMBHON aMNanTyabl Kose-
6aHuin MHDpPaKpacHO-akTMBHOM MOAbI NPWY BapblpoBaHuM napameTpoB TILU-Nons 1 KOHCTaHT Pa3noXeHns TepMo-
JMNHaMNYECKOro NoTeHumMana HepaBHOBECHOIO COCTOSIHMSA B BUAE PSAA MO CTENEHSIM napameTpa nopsigka B pasHbix
pexumMax Bo30eNCcTBUS, BKIoYas UBMEHEHME TEMMNEPATYPbI U AOMNONHUTENbHOE BO34ENCTBUE BHELLIHEIO 3N1EKTPU-
4yeckoro noss.

BbiBogbl. [MpennoxeHHbld Noaxo4 OMUCBIBAET MNepektoveHne nonspusaumn nog gencremem Tl u-mumnynbsca
npw NpeaBapuTeNbHOM BO3OYXAEHUN KOrEPEHTHOrO GOHOHA (PEMTOCEKYHAHBIM ONTUYECKMM MMMYbCOM. Hau-
6osiee BaXHbIM NapamMeTpoM, onpenensoLwmMM noporosoe Bo3aenctene Tl u-nmnynbca Ha Bo30yxaeHne doHoHa,
ABNSIETCS 3Heprus (amnantyga) umnynsca. B obnacty manbix amnantyn, yBenmyeHme TeMmnepaTypbl HE NPUBOAUT
K YXYZLLEHWNIO YCII0BUIA NEPEKITIOYEHMS.

KnioueBble cnoBa: TeparepLeBoe U3nyYeHne, CErHeTONEKTPUKM, NMONapm3aumst, pe3oHaHCHoe BO36yxXAeHue,

HOHOHHbIE MOAbI

2 Sixth generation — WwecToe nokoneHve MobuUnLHOM cBAau. [Sixth generation of mobile communications technology].
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INTRODUCTION

The development of terahertz (THz) devices is
one of the most pressing areas in modern micro- and
nanoelectronics and photonics. In addition to the
methods of THz spectroscopy and visualization for
diagnostics of materials already widely used, THz-range
systems and functional devices designed to monitor and
control THz signals are currently attracting increasing
attention [1, 2]. The use of the THz range (0.1-10 THz)
for data transmission has been shown to provide
high throughput and data density, and is considered
to be the most promising approach for 6G3 network
technologies [3, 4].

One of the key challenges in this area is the search
for new materials to ensure efficient optical and/or
electrical control of the generation, detection, and
propagation of THz radiation. Ferroelectric materials
play an important role in the study of functional devices
operating in the THz range. This is due to their response
time, low dielectric loss, and tunability. As demonstrated
in a number of studies, the ability to manipulate optically
the permittivity of thin ferroelectric films allows for
significant modulation depth in the THz range. This is of
great importance for the development of all-optical and
hybrid chips.

It is important therefore to excite the soft mode
of a ferroelectric and use this excitation to switch the
polarization of the ferroelectric by a short THz pulse.
The first works on THz excitation by relatively low
fields (to 100 kV/cm) reported on coherent excitation
of small-amplitude polar modes in strontium
titanate (SrTiO;) crystals [5], relaxor ferroelectrics [6],
and an organic ferroelectric [7]. The progress achieved
in recent years in the development of THz sources
capable of generating pulses (including single ones)
of high power has made it possible to observe not only
the excitation of coherent phonons, but also ultrafast
(subpicosecond) polarization switching. Such switching
was recorded either directly by X-ray diffraction
methods [8—11] or by optical methods [12—14]. Recent
studies have also discussed the effect of an ultrashort
electromagnetic pulse leading to two types of polarization
switching: permanent switching, such that the switching

3 Sixth generation of mobile communications technology.

to the opposite polarization state under an external
action persists after the end of the action; and dynamic
switching, such that, after exposure to a THz pulse, the
polarization state can switch to the opposite state and
back several times. Then eventually the system relaxes
to the initial state.

While the problem of the direct influence on the soft
mode has been resolved in a certain sense, the influence
of phonon—phonon interaction on the processes is still
actively debated. A number of studies have proposed
an approach based on the Landau—Khalatnikov
equation [15]. In such studies the influence on the soft
mode is considered within the framework of a model
for coupling between the Raman and infrared-active
(IR-active) modes [16, 17]. Mankowsky et al. [13] and
Subedi [18] proposed describing ultrafast polarization
switching processes using an approach based on
a nonlinear coupling between the low-frequency, fully
symmetric phonon mode A4,. This involves the motion
of cations and anions of the material in such a way the
electric polarization is changed, as well as the highest-
frequency, and IR-active phonon mode. In this case, the
switching processes are characterized in terms of the
displacements of ions in the crystal lattice, described by
the generalized coordinates O, and Q;z. The coupling
between the modes is proportional to the product of
the generalized coordinate of the polar mode and the
square of the generalized coordinate of the IR-active
mode. This allows different switching conditions
to be assumed for polarization vectors directed in
opposite directions before the start of the action.
However, Mertelj and Kabanov [19] indicated that such
a representation is erroneousness due to the symmetry
of the transformation. They proposed to consider the
product of the squares of the generalized coordinates
of the polar and IR-active modes as the main term. It
was also noted that the products of the first powers of
the generalized coordinates of the polar and IR-active
modes also satisfy the symmetry conditions. However,
when considered without the quadratic term, they do
not explain the experimental dependencies presented by
Mankowsky et al. [13].

The aforementioned models describing the
modulation of polarization and its permanent switching
yield unstable solutions. Small changes in any parameter
cause an abrupt change in the properties of the system, as
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described by the Landau—Khalatnikov equation, taking
into account the strong nonlinearity of polarization near
resonance [20]. Therefore, it is important to consider
possible additional influences on the ferroelectric such
as: heating, electric field, and optical illumination.
A comprehensive solution to this problem will only be
possible with the identification of physical mechanisms
capable of achieving practical polarization switching
using an electromagnetic pulse.

In this paper, we considered the processes of
modulation of the polarization of a ferroelectric by
a short THz pulse using barium strontium titanate
Ba, ¢S, ,TiO; (BST) as an example. An extension of the
theoretical model [19] was presented using two terms in
the expansion of the phonon—phonon interaction energy:
the sum of the linear and quadratic terms over the product
of the generalized coordinates of the polar and IR-active
modes. The simulation took into account the conditions
of experimental observation of the THz-induced
modulation of the ferroelectric polarization in the optical
pumping—THz probing geometry.

CALCULATION METHOD

Polarization switching under the action
of a THz pulse with preliminary excitation
of a coherent phonon by a femtosecond
optical pulse

Let us consider a system consisting of unexcited
ferroelectric cells with a two-minimum potential and
an optically excited phonon in the field of a THz pulse.
In this case, excitation of the soft mode via phonon—
phonon interaction is energetically more favorable.
Since the polarization of a ferroelectric is determined
by the asymmetric displacement of cations and anions
in the crystal structure, excitation of a coherent optical
phonon increases the effective vibration amplitude of
the corresponding group of atoms. This amplitude,
which increases with increasing optical pulse intensity,
will serve as the initial condition in the problem under
consideration.

Let us also assume that a THz pulse, resonant
with the ferroelectric’s soft mode, is incident on the
ferroelectric after some delay. Thus, the soft mode will
be excited both directly by the THz pulse and through
phonon—phonon interaction by an optical phonon. This
in turn, was excited by femtosecond optical pumping.
The question to be addressed is as follows: will this
interaction be more effective than direct interaction with
a single THz pulse, and will it lead to a higher probability
of polarization switching in the ferroelectric?

Since BST is a multiaxial ferroelectric, its order
parameter is multicomponent. In accordance with the ap
proach published [13, 18, 19], we will restrict ourselves
to considering the change in the polarization state

under the action of the selective excitation of lattice
vibrations by the electric field of a short THz pulse
along the direction specified by the polarization plane
of the THz radiation. In the initial state, we assume that
the polarization caused by the total dipole moment of
the set of cells considered in the region of action of the
THz pulse is zero.

Taking into account Mertelj and Kabanov’s
comment [19], we can write the interaction energy of
the polar and IR-active modes per unit volume in the
following form:

W(Ep,Er) = JEpER + h&%‘:%R >

wherein &, and &, are the effective coordinates of the
polar and high-frequency phonon (IR-active) modes,
respectively; and j and 4 are the expansion coefficients
of W(&p, ) in powers of coordinates.

In accordance with Mertelj and Kabanov [19], since
the coupling coefficient between the polar and IR-active
modes depends significantly on the effective coordinate
of the polar mode, the potential energy describing
the phonon—phonon interaction must be physically
significant, if the displacement of the polar ion relative to
the equilibrium position is small. Within the framework
of this model, the modulation of the effective coordinates
does not exceed 5% of the lattice parameter. However,
for the case of dynamic polarization switching, i.e., the
hopping of a polar ion from one well to another, this
restriction is imposed on the modulation of the effective
coordinate & after such a hop.

Considering the definition of dielectric polarization

_ 4pSp
Vv

P (where ¢, is the effective charge, the
displacement of which determines the excitation of the
polar mode, and ¥ is the cell volume), expressing the
polar coordinate &, through polarization, and introducing

2
. 14 14
the notations C;=j— and C, =h| —| , we can
qp qp

write the interaction energy in the following form:

W(P,&R)=C PEg +C,P2ER. (1)

The equation of oscillations of the effective
coordinate of the IR-active phonon mode is the equation
of an anharmonic oscillator:

. . v
&R = 2YRER T ORER = —— Fr> (2)
MR

where 7y, is the attenuation coefficient, and the right-
hand side is determined by the derivative of free
energy (1) with respect to the corresponding coordinate:

W (i)
IR aE_vIR .
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In accordance with the Landau—Khalatnikov
equation, the equation describing the dynamics of the
order parameter under damping conditions takes the
following form [20]:

. .1
P+yP+—(a,P+a;, P +a, | P° +a;,,,PT)=
n

3
: : 3)
=—Fp +—E(2).
n n
oW (&p, 14
Here, F, =- Cp alR), usz , and E(¢) =
P 9p

= E (O + E\(?) is the electric field acting on the
ferroelectric, equal to the sum of the external field £, (7)
and the depolarizing field £ ().

The external field is a time-dependent

electrical component of a picosecond THz pulse:

42
——5 sinz _
E ()= Epy,e © — where z = oy, 1 and oy,

and t are the central frequency and the inverse attenuation
of the THz field, respectively. These parameters were
chosen to match the temporal shape of the calculated
pulse with the experimental pulse, and are equal to
d .
Opyy, =270 1.5 T and 1 =05 ps. The depolarizing
s
field is directly proportional to the polarization:
P(t . .
El(t):EO,dep#, wherein Pg is the spontaneous

.. S . " .
polarization corresponding to the position in one of
- . F

the minima [21], and depolarizing field EO, dep = -
€8
Finally, using the introduced notations, we obtain
a system of equations

. .1
P+yPP+E(2alP+4a“P3 +6ay,,P° +8ay,,,P7) =
{ ! 4)
= _;(CIE-\IR +C2PE_»12R)+;EU):

R =2VRER + ORER = _mL(Cler CP2ER)- (5)
IR

The experiment for which the simulation was
performed can be carried out by means of the
THz pumping—probing method in transmission
geometry. Under THz pumping, several scenarios
are possible (Fig. 1): (1) the THz field amplitude is
insufficient for the effective charge to overcome the
potential barrier, and the system oscillates around the
initial minimum and returns to its initial state; (2) the
effective charge overcomes the potential barrier but
then returns to the initial minimum; and (3) the effective
charge overcomes the potential barrier and remains at
the opposite minimum of the double-well potential for

a long time. The first two scenarios describe dynamic
polarization switching, while the last describes
a permanent one.

In the simulation using the system of equations (4)~(5),
the time dependencies were calculated for the
polarization and the effective amplitude of the IR-active
mode oscillations parallel to the crystallographic axis c.
The following parameters were varied: the THz field
amplitude Evp;,; the values of the phonon-phonon
interaction constants C; and C,; and the attenuation
coefficient y,, of the IR-active mode.

The most important varying parameter was also the
initial condition. This was determined by the intensity
of optical radiation for the IR-active mode amplitude.
The simulation used the parameters of the expansion
of the thermodynamic potential in a series in powers
of the order parameter (hereinafter referred to as the
Landau expansion) for a Ba¢Sr,,TiO; film [22]:
a, = —0.13 - 10% Jm/C?, a;; = —-1.33 - 108 J'm%C*,
a;; = 1.03-10° J'm?/C8, and a;;;; = 3.09 - 1010 Jm!3/C3.

(1 (2
=\

Fig. 1. Schematic diagram of the experiment
for which the simulation is performed
and a schematic representation of the THz-induced
processes of the polarization switching scenarios
under consideration

Oy, =2n-1.5rad/s Bag gSrg ,TiO5
t=0.5ps $333

Ery,

THz pulse

The frequency wp/2m = 7.55 THz was chosen as
the resonant frequency of the IR-active phonon. This
corresponds to the frequency of the A4, (transverse
optical) mode [23]. Figure 2 presents the simulation
results.

The first calculation was made with varying initial
conditions for the IR-active mode (4, = 0.1-0.23 A),
while the amplitude of the THz field was
insignificant  (incapable of causing polarization
switching, see the lowermost curve in Fig. 2b). In the
calculations, it was assumed that at the initial moment,
the total polarization of the cell array under consideration
is zero. The other parameters were chosen as follows:
YR =05ps L yp=2ps!, C; =5 107 J/(C'm?), and
C,=5+10% J/(C?>m).

The corresponding time dependencies of the
amplitude of the IR-active mode itself and the
ferroelectric polarization are shown in Figs. 2a and 2b,
respectively. The bottom graph in Fig. 2b presents the
time dependence of the THz field (thin maroon line).
The insets of Figs. 2b and 2c show the polarization
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spectra at A = 0.23 A and Egy, = 0.8 MV/cm,
respectively. The graphs are shifted along the vertical
axis for clarity. Dynamic polarization switching
occurs already at the initial IR-active mode oscillation
amplitude 4,z = 0.13 A. With increasing A, dynamic
polarization switching is observed in all curves.
However, due to the stochastic nature of the solution to
the Landau—Khalatnikov equation, given small changes
in the variable parameters, permanent switching (i.e.,
a transition from one of the minima of the potential well
to another without a reverse transition at large times) is
not possible at all values of the parameters. For example,
in Fig. 2, there is no permanent transition at 4, =0.17 A.

The polarization spectrum (Fig. 2b, inset) exhibits
frequencies of both modes: the polar mode in the 1-2 THz
range; and the IR-active mode in the 7.55 THz range.
Since no features are observed in the time dependencies
of polarization at the time delay corresponding to the
THz pulse (2 ps), the conclusion can be drawn that the
effects observed are associated solely with the action of
a coherent optical phonon.

Let us now consider the case of a weak initial
IR oscillation (4 0.125 A), incapable of
causing dynamic polarization switching, but with
an increase in the THz field. Switching appears
at By, = 0.8 MV/em. The IR-active mode is weakly

manifested in the polarization spectra (Fig. 2¢, inset). By
increasing the THz field amplitude, stable polarization
switching is achieved.

Overall, the system of equations considered here
does indeed describe polarization switching under the
influence of a THz pulse with preliminary excitation
of a coherent phonon by a femtosecond optical pulse.
The critical effect of the THz pulse, leading to phonon
excitation, occurs when the THz pulse has an energy
slightly lower (in our calculations, by a maximum
of 20%) than the energy required for switching without
optical stimulation. Then, the combined effect of these
two excitations leads to polarization switching.

Influence of an additional
external electric field

Let us consider the influence of an additional applied
electric field £, directed parallel to the field £y, of the
THz pulse in the plane of the surface of the material. In
both cases, the field strengths are chosen in such a way
that one field in the absence of the other does not cause
polarization switching. In the first case, this condition
corresponds to Epy, = 0.7 MV/em (E, = 0), while in the
second, it corresponds to £, = 0.5 MV/cm (Epy, = 0).
Figure 3 shows the simulation results. The graphs are
shifted along the vertical axis for clarity.

Yir=0.5ps ! yp=2ps! | 1th Ar=0.125A
Eqy, = 0.7 MV/cm ) TR Eo,gep =1 MV/cm
Ep,gep=1MV/cm | ‘ L |
0O 2 4 6 8 0 2 4 6 8
Frequency, THz Frequency, THz
Ag=0.23A |
)Uuwu“\mﬁWWMWWMMWMWWWWMww,wmmmvww Ap=0.23A \/M Eqy, = 3.0 MV/cm
° Yl 1 Y] W
0.20 A £ c
3 i O 2.0 MV/cm
= - 0.20A = . C
<t S IS
= 017A @ ® "
1 Il N ] N v
S ﬂm‘{wH\G‘WJWUwWfUWW[”N‘JW\M‘\"’l‘v""ﬂ”h‘WAW“"'“’“‘”"’“‘“"““"‘""““"""""‘"’""""“”"”"‘ 3 w 0.17A 3 ><m 1.4 MV/cm
g | o \
0.13A
0.5 A 0.13A
i ,H.\w " 0.5 . 054 0.8 MV/cm
0 - T K 0 oV 0.5 MV/cm
4 A
o 2 4 6 8 10 0O 2 4 6 8 10 o 2 4 6 8 10
Time, ps Time, ps Time, ps
(a) (b) (c)

Fig. 2. (a) Time dependencies of the effective coordinate u(t) of the IR-active mode, calculated with varying initial
effective amplitude A of the IR-active mode at a low field of the THz pulse (the values of the phonon—phonon
interaction constants are taken to be equal to C,; =5 10'" J/(C-m?) and C, = 5 - 102° J/(C2-m)). Time dependencies
of the polarization in cells with the opposite initial positions of the effective charge, calculated within the framework
of the considered model with varying (b) Az and (c) the THz pulse field at a small initial amplitude of the IR-active mode
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Fig. 3. Time dependencies of polarization upon application of an additional constant electric field
(a) with increasing strength of the constant field while maintaining the THz pulse amplitude
and (b) with increasing THz pulse amplitude while maintaining the strength of the constant field

At the same THz pulse field (Fig. 3a), the constant
field with £, > 0.1 MV/cm (Ey/Ey, = 0.14) leads to
switching of polarization. In this case, also at certain
strengths of the constant field (£, = 1 MV/cm), both ions
return to their original state. At fields £, > 0.1 MV/cm,
oscillations caused by the constant field alone are observed
during the time preceding the THz pulse. The combined
action of the constant and THz fields leads to dynamic
polarization switching in both cells up to £,= 1.5 MV/cm
(Ey/Eqy,=2.14). Further, the THz pulse has practically no
effect, and the entire system switches under the influence
of a constant field, leading to uniform polarization in the
direction of the constant field.

With an increase in the amplitude of the
THz field and maintaining the strength of the constant
field (Fig. 3b), dynamic switching is observed from
Ery, = 0.5 mV/em (Ey/Epy, = 1). At some THz field
strengths, permanent switching is absent in both
branches (0.9 MV/ecm < Eq, < 1.2 MV/cm), while
the behavior of the system at positive values of the
constant field (codirectional with the THz pulse field at
the point of its maximum amplitude) and its negative
values is different. Figure 3b shows the dependencies
at £, = —1 MV/cm, in which even dynamic switching
is absent (polarization does not intersect the coordinate
axis). A further increase in the THz pulse field leads to the
predominance of the response to this pulse, although the
constant field has a slight effect on the time dependence
of polarization.

All the dependencies presented here are illustrative.
The temporal behavior of polarization depends on

many parameters (Landau expansion constants and
the associated frequency, as well as the soft-mode
coefficient).

Nevertheless, animportantresult ofthese calculations
is the establishment of the fact that even a weak constant
field can effectively facilitate polarization switching.
This result is extremely important for the experimental
observation of polarization switching. Strong THz fields,
firstly, are not always achievable and, secondly, can lead
to irreversible changes in the physical properties of
ferroelectrics [24]. We also noted that the enhancement
of the effect of a THz field was previously observed
in magnetic materials during studies of magnetization
switching in a constant magnetic field.

CONCLUSIONS

This paper proposes a new approach to describing
a system with polarization as an order parameter pre-
exposed to a femtosecond optical pulse. A phonon mode
was excited which subsequently interacted with a high-
power THz pulse. The approach is based on a system
of the Landau—Khalatnikov equation (where the electric
field of the THz pulse and the phonon—phonon interaction
act as the driving force) and the phonon mode oscillation
equation (where the phonon—phonon interaction acts as
the driving force). The novelty of this approach lies in the
interaction of the THz pulse with a previously coherently
excited phonon mode of significant amplitude.

It was shown that switching occurs at the moment
of arrival of a THz pulse, within the time interval of
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high-amplitude phonon oscillations (determined by
the damping constant of this mode). Phonon excitation
exerts a critical effect when the THz pulse has an energy
slightly lower (in our calculations, by a maximum
of 20%) than the energy required for switching without
optical stimulation. Then, the combined effect of these
two excitations leads to polarization switching. If the
field is strong (when polarization can be switched solely
by a THz pulse), an increase in the phonon oscillation
amplitude does not affect the switching process. Thus,
preliminary optical stimulation can induce polarization
switching at THz fields lower than the switching
threshold. This is crucial for applications, since it allows
the use of lower-power THz sources.

The same model considered an additional driving
force in the Landau—Khalatnikov equation. It was shown

that only low, far-from-saturating, constant fields can
effectively promote switching. This result is important
for its use in experiments. A negative experimental result
had previously been obtained in which the application of
a significant field had no effect on polarization switching.
The model presented here may explain this result.
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Abstract

Objectives. The study investigates the influence of inhomogeneities of laser flux intensity and piston (mylar
film) thickness in a laser shock tube by comparing the conditions for the formation and dynamics of shock wave
propagation in a laser shock tube in the case of an open and closed plasma corona.

Methods. Along with mathematical modeling methods, analysis of the results of computational experiments was
carried out using the two-dimensional Lagrangian program Atlant _C in cylindrical coordinates were used.

Results. The results of four series of calculations of the dynamics of hypersonic shock waves in a laser shock tube
are presented: (1) formation and propagation of a shock wave in a profiled target; (2) formation and propagation
of a shock wave with strong inhomogeneity of the incident laser flux; (3) comparison of the dynamics of shock waves
for different values of the absorbed laser pulse energy and target (piston) thicknesses; (4) comparison of shock wave
dynamics in the cases of open and closed plasma coronas.

Conclusions. Based on the results of the computational experiments, the following conclusions can be drawn:
(1) as a strong shock wave propagates in the profiled piston, the pressure and density equalize in the transverse
direction. If the duration of the laser pulse is noticeably longer than the transit time of the transverse shock waves
in the target (piston), the shock wave front flattens out in the gas inside the LUT cell; (2) in cases when the incident
laser pulse contains significant emission intensities or speckles (more than 10% of the pulse energy), jets are formed
in the accelerated piston, which can overtake the shock wave front in the gas; (3) during laser heating of the target
in the closed corona mode, the propagation velocity of the shock wave front increases by ~40%; (4) when the piston
is destroyed due to strong nonuniformity of irradiation or development of hydrodynamic instability and fragmentation
of the polymer CH film, a dense turbulent layer can form, which will also create a shock wave in the gas. This case
requires separate consideration.

Keywords: mathematical modeling, computational experiment, laser shock tube, two-dimensional Lagrangian
code Atlant_C
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HAYYHAA CTATbA

BiusiHue HEOAHOPOXHOCTEH MOPIIHA U 00JYYeHU
Ha opMHUpOBaAHUE T'HIIEP3BYKOBOM YIAPHOUW BOJIHBI
B JIA3€PHOHM yIaApHOU TPYOe

WU.lr. Jle6o @, B.A. Komaposa, M.A. PbikKoB

MUP3A — Poccuiickuii TexHosiorndeckuii yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp AN nepenvcku, e-mail: lebo@mirea.ru

e Moctynuna: 12.09.2025 » fopa6oTaHa: 24.11.2025 ¢ MpuHaTa k ony6nukoeaHuto: 05.02.2026

Pesiome

Llenu. Llenb nccnepoBanns — naydyeHne BAMSHUSA HEOOHOPOAHOCTEN MHTEHCMBHOCTM 1a3€PHOI0 U3Ty4EHUs U TOJI-
LLMHbI MOPLLHS (JaBCAHOBOW MieHKM) Ha GOopMUpPOBaHME rmnep3BYKOBbIX MOTOKOB B Jla3epHOM yaapHon Tpybe (J1YT),
CpaBHeHMe ycnoBmin GopMnUPOBaHNS N ANHAMWKM pacnpoCcTpaHeHus yaapHbix BosiH (YB) B JIYT B cnydasx «OTKpbl-
TOW» N «3aKPbITON» Na3MEHHOMN KOPOHbI.

MeToabl. MeToabl MaTeMaTMYECKOro MOAENMPOBAHUSA, aHann3 pPe3ynbTaTOB BblIHUCIUTENbHbBIX 9KCMEPUMEHTOB,
BbIMOJIHEHHbIX C MOMOLLIbIO IBYMEPHO NlarpaHxeBo nporpamMmbl Atlant_C B LMAVHAPUYECKMX KOOPAMHATAX.
PeaynbTaTthl. [peacraBneHbl pedynbTaThl YHETLIPEX CEPUM PacyYeTOB AUHaMUKKN rmnep3BykoBbix YB B JIYT: 1) dop-
MUpOBaHMe 1 pacnpocTpaHeHue YB B npodunmpoBaHHO MuLleHu; 2) GopMUpoBaHMe 1 pacnpoctpaHeHne YB
npwv CUIbHOM HEOAHOPOAHOCTM NafAloLLLEro 1a3epPHOro NoToka; 3) cpaBHeHVE AMHaMuKK YB npu pasnmyHbIxX 3Ha-
YEHUSIX MOrJIOLLEHHOM 9HEPTNK TA3EPHOIr0 UMMYSbCa U TONILMHAX MULLEHN (NOPLUHS); 4) CpaBHEHWE AVHAMUKN M-
nep3BYKOBbIX YB C AaHHbIMW 9KCMEPUMEHTOB B C/Ty4asiX «OTKPbITOM» N «3aKPbITOM» MNNa3MEHHON KOPOHbI.

BeiBoabl. Ha OCHOBaHWM [OaHHbIX BbIMUCIUTENBHBIX 3KCMEPUMEHTOB MOXHO CAenaTb Cleaylowme BbIBOObI:
1) no mepe pacnpocTpaHeHus cuibHOM YB B NpodunmMpoBaHHOM MOPLUHE NMPOUCXOAMUT BbipaBHMBAHME OAB/EHMS
W NIOTHOCTW B MOMNEPEYHOM HanpaBneHun. Ecnv onMtenbHOCTb 1a3epHOro nMnynbca 3ameTHO 60/bLLEe, YHEM BPEMS
NPOXOXAEHNS nonepeyHbix YB B MuweHn (NopLuHe), To B rase BHyTPU a4erikn JIYT npoucxogmT BbinonaxmeaHne
dpoHTa YB; 2) B TOM cny4yae, koraa B nagalowemM na3epHoOM UMMYSbCe MMEKOTCS 3HAYUTENbHbIE BIOPOCHI MHTEH-
CUBHOCTEN nanyydeHns — cnekibl (~10% OT aHeprum nmnynbca), B yCKOPEHHOM NopLUHe GopMUpyoTCs CTPyM, KOTO-
pble B rade MoryT 06roHsite GpoHT YB; 3) npu nazepHOM HarpeBe MULLEHN B PEXUME «3aKPbITON» KOPOHbI CKOPOCTb
nopwHs B JIYT Bo3pacTtaeT npumepHo Ha 40%; 4) npu paspyLleHnn NopLUHS 1n3-3a CUSIbHOM HEOAHOPOAHOCTU 00-
JYYEHUS U PA3BUTUS TMAPOANHAMNYECKOWN HEYCTONYMBOCTU U pparmeHTaumm nonumepHol CH-nneHkn, MoxeT
dopMmnpoBaTbCs NIOTHbIV TYPOYNEHTHbIN CNOM, KOTOPbIN ByaeT Takke co3aaraTth YB B rase.

KnioueBble cnioBa: MaTtemMaTU4eckoe MOAEeNMPOBaHME, BbIYMCIUTENbHBIN 9KCNEPUMEHT, Nna3epHas yaapHasa Tpyoa,

LByMepHas narpaHxesas nporpamMmma Atlant_C

114

Russian Technological Journal. 2026;14(2):113-123


https://doi.org/10.32362/2500-316X-2026-14-2-113-123
https://www.elibrary.ru/CZALAC
mailto:lebo@mirea.ru

Influence of piston nonuniformity and illumination on the formation

of a hypersonic shock wave in a laser-driven shock wave

Ivan G. Lebo,
Victoria A. Komarova, Maxim A. Ryzhkov

Ansa umtupoBaHua: Jlebo N.I'., KomapoBa B.A., PbixkoB M.A. BivsHne HEOOHOPOAHOCTEN MOPLUHA U 06nyYeHus
Ha ¢dopMMpOBaHME TMMEP3BYKOBOW YyOApPHOW BOJIHbI B fladepHoi ypapHoi Tpybe. Russian Technological Journal.
2026;14(2):113-123. https://doi.org/10.32362/2500-316X-2026-14-2-113-123, https://www.elibrary.ru/CZALAC

Mpo3payHocTb hUHAHCOBOM AeATENbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aMHTEPECOBAHHOCTN B MPEACTaB/IEH-

HbIX MaTepuanax nam MetToaax.

ABTOpPbI 3a9BASIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

One of the most important and yet unsolved
problems in laser thermonuclear fusion is associated
with the development of hydrodynamic instability during
the acceleration and compression of thermonuclear
targets. Similar problems arise in astrophysics and in
a number of applied problems involving high-energy
concentrations [1, 2]. In modern theoretical physics, the
construction of a physical and mathematical model of the
transition from the evolutionary stage of hydrodynamic
instability to a turbulent state is of fundamental
importance.

Gas dynamics involving the development of
hydrodynamic instability are described by equations
of nonlinear partial differential equations (PDEs) in
two-dimensional and three-dimensional geometries.
Since such equations generally do not have analytical
solutions, the use of mathematical modeling methods is
required for analyzing the development of the associated
processes. Complex software packages developed for
these purposes must be tested on simplified problems
(in particular, on car model solutions [3] and linearized
equations describing the behavior of small perturbations
of gas-dynamic quantities [4]), comparison with data
from full-scale experiments [2, 5-8].

In order to achieve a numerical solution of the PDE
system, various algorithms and mathematical codes are
being developed [2, 5]. As a rule, the finite difference
method is used [9-12]. Since the objects under study
have a complex configuration that requires the use of
difference grids having a large number of nodes along
with corresponding random-access memory and high
computer performance requirements, it is often necessary
to resort to the development of parallel algorithms and
calculations carried out on multiprocessor complexes to
simulate physical processes [13].!

In the present work, mathematical modeling
methods are used to investigate the acceleration of thin
films in a laser shock tube (LST) [14]. The advantages
of such a device are:

1) the formation of hypersonic shock waves (SW) with

Mach numbers M, =V /V > 10 (where V is the

propagation velocity of the SW front, V is the speed

'In [13], there is a typo in formula (2) on p. 10: the operator
div should be preceded by a “+” sign.

of sound in the gas in front of the SW front) and gas
flow velocities behind the SW front of the order of
the first cosmic velocity;

2) miniaturization of the LST cell and the possibility of
its quick replacement;

3) the ability to create complex configurations of
obstacles for gas flow;

4) relatively low consumption of materials (e.g., inert
gases or expensive mixtures).

1. PHYSICAL AND MATHEMATICAL
FORMULATION OF THE PROBLEM

The calculations were performed using the two-
dimensional Lagrangian program A¢lant C in cylindrical
geometry (r—radius; z—coordinate along the axis; t—
time) [5]. This program was developed by a team of
authors to enable the solving nonlinear equations of
plasma dynamics in Lagrangian coordinates in two-
dimensional geometry numerically [5]. The advantage
of Lagrangian coordinates is that they are “frozen” in
matter. Therefore, during sublimation and compression
of this substance (i.e., when the volume changes by
several orders of magnitude), it is possible to maintain
satisfactory approximation accuracy?. Below are the
basic equations of plasma dynamics in a two-temperature
approximation, which are solved in the Atlant C.

aPp _ vy,
a P
&
P =-V(ZP,+P)

dE R -
Zp =t ==L R VT + V(K T,) = O = Rg (9.T,) + Vi,

dEl N

g o= .
(@’qu = K(paTe)Q:

P.=P,(p,T,), P =E(p,T,),
E, =E.(p.T;), E; = E;(p,T}),

— T Te _Ti 2
(5]

2 Lebo I.G., Lebo A.1. Contemporary Issues in Mathematical
Modeling. M.: RTU MIREA; 2025, 208 p. (In Russ.).
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Here, p, P, P;, T,, T}, E,, E; are the density, pressure,
temperature, and specific internal energy of the
electron (index e) and ion (index i) components,
respectively; O, is the heat power exchange between the
components; K, and «, are the electron and ion thermal
conductivity coefficients, respectively; ¢ is the intensity
of laser radiation; V is the velocity vector; Z, is the
average charge of plasma ions per Lagrangian cell;
R 4p, T,) is the power of re-radiation from plasma;
0, is the scale factor.

The laser beam hits the outside of the film, at which
boundary the following conditions are set: the pressure is
equal to the pressure in the extreme Lagrangian cell at the
moment ¢ = 0, while the heat conduction flows are zero.
The normal velocity component and heat flows are also set
to zero on the axis of symmetry and on the side surface, as
well as on the opposite side of the cylindrical region.

Studies of the formation and propagation of SW in
the LST cell were based on the analysis of computational
experiment data [15]. The size of the cylindrical
region is defined as follows: 0 < z < (1 + d,;) cm;
0 <r<R_, = 0282 cm; d, is the film thickness.
The presented calculations assumed 100% energy
absorption at a laser pulse having a trapezoidal time
profile at energy E, . with vertices: ¢, = 0 ns; 7, = 30 ns;
t3 = 60 ns; 7, = 100 ns. The parameters of the KrF laser
pulse (wavelength in the ultraviolet range A = 0.248 pum)
correspond to the GARPUN installation (Lebedev
Physical Institute of the Russian Academy of
Sciences (LPIRAS)3, Moscow, Russia[16]). The LST cell

was filled with an initial density of p=1.29 - 1073 g/cm?3
and a pressure P =1 atm.

2. TWO-DIMENSIONAL NUMERICAL
MODELING OF LASER ACCELERATION
OF A NONUNIFORMITY PISTON
AND FORMATION OF SW IN GAS

Calculations were performed for the formation and
propagation of SW radiation in the air inside the LST.
The target (piston) consisted of a polymer film (CH)
located at the upper end of a cylindrical LST cell filled
with air. The dimensions of the LST cell corresponded to
the dimensions of the calculation area. The shape of the
film varied in terms of its thickness d,,, the energy of the
laser pulse £, and the distribution of radiation intensity
along the radius 7.

In the first series of calculations, the formation of SW
in the air was modeled in the case where the piston had
a stepped or profiled shape (Fig. 1a). Two calculations
were made: (1) sole d; = 1.5 pm, step d = 1.5 pm,
dy=d, +d=3.0 um (variant Zvor6); (2) sole d; =2.0 um,
stepd = 3.0 um, d, = d; +d = 5.0 um (variant Zvor8).

With laser radiation falling on the upper surface
of the CH layer, the sublimated corona part of the film
scatters towards the laser beam, while SW radiation
propagates along the unevaporated substance to reach
the rear surface of the sole, where the substance is
discharged and scattered in the direction of the laser
beam (Fig. la). At the same time, transverse waves

1.0000
0.1000
c 7
S 0.0100 6
N 5
4
0.0010
3
2
1
0.0001
0 0.05 0.10 0.15 0.20 0.25
r,cm
(a) (b)

Fig. 1. (a) Setup of the computational experiment:
(7) laser beam; (2) plasma corona; (3) polymer sole of the profiled target with a thickness of d,, and radius R,;
(4) step with a thickness of d and radius Ry; (5) direction of the 0z axis. (6) walls of the LST cell.
(b) Evolution of the layer thickness dy(r) = Z, (r) = Z,(r) attimes t,ns: (1) 0, (2) 1, (3) 2, (4) 5, (5) 8, (6) 10, (V) 14,
Z,,(r) and Z,(r) are contact boundaries ‘vacuum-film’ and ‘film-internal gas (air)’

3 https://lebedev.ru/. Accessed September 12, 2025. (In Russ.).
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propagate along the CH layer, tending to equalize the
pressure and boundaries of the layer (Fig. 1b). The laser
pulse ends at the moment # = 100 ns. While at the initial
stage the thickness of the piston is greater at the axis,
by the moment ¢ = 14 ns the dense layer has equalized
its internal Z,(r) and external Z_ () boundaries; the
thickness of the CH layer does not significantly depend
on the radius (Fig. 1b and Table).

The fourth column of'the table shows the dependence
of the relative deviation of the layer thickness from the

(d(R ) —dp(0))-100%
dy(R ) +dg(0)

average value P =
max

Table. Values of piston thickness on the axis,
dy(0) near the channel wall dy(R and B at different
pointsin time t

max)

1, ns d,(0), cm dp(R,0)> €M B, %
0 5.04- 107 2.11-107% 41.0
1 592107 299107 32.8
2 8.83-1074 592-1074 19.8
5 2.69-1073 297-1073 5.1
8 6.67-1073 6.40-1073 2.1
10 9.83-1073 9.57-1073 1.34
14 1741072 1731072 0.32

A dense layer of unevaporated film (piston) with
variable density p = 0.05-1 g/cm® moves inside the
LST at supersonic speed to form an SW in the air with
a practically flat front, although small-scale density
and pressure disturbances inside this layer, as well
as fragments of film particles, may persist for a long
time. Moreover, due to the development of Richtmyer—

Meshkov instability [17, 18] near the contact
1.0000 57
E
S 0.0100
a ]
\
0.0001 \
0 0.2 0.4 0.6 0.8 1.0

t, us
(a)

boundary Z these small-scale disturbances can develop
to form a turbulent layer [19]. Modeling these processes
requires different approaches and is not considered in
this work.

By the end of the laser pulse # = 100 ns, the contact
boundary velocity has reached V, = 4 km/s. Figure 2
shows the propagation of the SW front Z_ () at different
points in time.

The next series of calculations modeled
the heterogeneous irradiation of a flat target from
CH (piston) and the formation of SW in LST. The
intensity of the laser flux had the following form:
q(t, r) = 1,(O1,(r) + Ly (DI 5(7).

Here, the functions /,(?), 1,(¢) are trapezoidal, while

t4
I ,(r) and I ,(r) are normalized to 1: Io I, (0)dt =Ey,,

Ry t4 R,
[y 1 @yrdr =1, "1, 0dt =Epyy. [ 01,5 (ryrdr =1,

while R is the transverse boundary of the counting
region.
If the front of the first pulse is flat, then the second

pulse has a Gaussian shape: /,,(r) =2 C, is the

er/Rf
normalization constant, R, is the radius of the focal
spot. In this way, the effect of the superposition of
a homogeneous pulse and a speckle with an effective
radius R; < R, was modeled.

A series of five calculations was performed to
simulate the heterogeneity of irradiation of a flat
target (Zvor9 variants): in all variants /,,(r) = const
at values 0 < r < R, while the time form in four
variants is a trapezoid with values 7, = 0, #, = 30 ns,
t3 = 60 ns, 7, = 100 ns at the vertices of the trapezoid.
E\ 15 Ejas variedas follows: (1) £, =9.9J, £, ,=0.1J;
QE,,=97),E,,=031,03)E,=9.5),E,,=0.5J;
4) E =901, E,, = 1.0]. In variant 5, the values
E, =9.0Jand E,, = 1.0 J, but the time shape of the
pulse was changed: the duration of the second pulse
was reduced by a factor of 2: ¢, = 15 ns, £; = 30 ns,
t, = 50 ns, which led to a twofold increase in the peak
intensity of the speckle. The total absorbed laser energy

1-10°

1.108

P, dyn/cm?

1.107

1108

0 0.2 0.4 0.6 0.8 1.0

Fig. 2. Distributions: (a) density p(z), (b) pressure P(z) at r = 0 and times t, ps:
(71)0.2,(2)0.5,(3)1.0,(4) 1.6, (5) 2.0, (6) 2.4
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in all five variants was 10 J at R, = R, = 0.282 cm
and R, = 0.0705 cm. The calculations were made
on differential grids (22 x 212), where 22 nodes are
located along the Or axis and 212 nodes are located
along the 0z axis.

Along with the general acceleration of the film,
its deformation is observed due to the heterogeneity
of irradiation. Since there was increased radiation
intensity near the axis, the target’s flight speed in this
subarea is higher. As in the first series of calculations,
the transverse SW partially aligns the boundary of
the Z,(r) layer. Therefore, the SW front in the gas
has a more gradual shape than the piston. In the case
where the energy of the second pulse was 10% of

the total (i.e., variants 4 and 5), the Lagrangian grid
broke by the end of the laser pulse (# > 90 ns) and
the count was stopped. This fact can be interpreted
as a piston rupture. Figures 3 and 4 show two-
dimensional distributions of density (p) and
pressure (P) at the moments of time #= 100 ns (end of
the laser pulse) and # = 1500 ns for variant 3. By the
moment ¢ = 1500 ns, the piston is severely deformed.
A jet forms near the axis (r < 0.02 cm) to create
a second SW diverging from the axis. Towards the
periphery of the calculation area, the overall SW front
partially flattens out, and most of the surface, except
for the vicinity of the 0z axis, acquires an almost
flat shape.
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1.02 0.26402800 1.02 = 3.56955 108
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Fig. 3. Density (a) and pressure (b) fields att = 100 ns
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Fig. 4. Density (a) and pressure (b) fields at t = 1500 ns
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3. DYNAMICS OF SW AT DIFFERENT MODES
OF FORMATION OF THE PLASMA CORONA AND
ENERGY VALUES IN A LASER PULSE

A series of quasi-one-dimensional calculations was
performed for films with constant thickness and uniform
laser flux intensity. In this case, finite difference grids
with a significantly smaller number of nodes in the
transverse direction (only 5—7 nodes) were used. This
made it possible to significantly reduce the processing
time for calculations. Two types of tasks were considered:
1. In the Zvorl variants, the dispersion of the

evaporated polymer film substance was not limited

(open corona). At the vacuum-—piston boundary,
there is a condition P, = P, where P, is the initial

pressure in the piston and gas inside the LST. In this
case, when the laser flux is absorbed, the pressure
increases sharply to sublimate the outer layers of
the piston and scatter them at supersonic speed. The
calculations took into account the reflection of laser
beams from the critical surface. Thus, each laser
beam propagating strictly along the 0z axis passed
through the plasma corona twice.

2. In the Zvor7 variants, the spread of the substance
was limited by a transparent plate located on the
upper side of the LST where the laser beam falls. The
laser ray passes through the transparent layer and is
absorbed in the outer layers of the polymer film. In
this case, the pulse transmitted to the unevaporated
layers of the target is greater than in the first case.
We will refer to this irradiation mode as a closed
corona.

Figure S5a shows the propagation of the SW
front Z (¢) for a film d, = 5 um and three values of
absorbed laser energy £, =5 J (Zvorla), 10 J (Zvorlb)
and 17.5 (Zvorlc)J. Figure 5b shows the movement of the
air-CH contact boundary Z,(¢) for the same conditions.
If the curve Z (¢) at the time interval 0.2 < ¢ < 0.2
reaches a practically constant slope (i.e., the velocity

0.6
0.5 -
£ 0.4
s 03
N 0.2
0.1
0~
0 0.2 1.0 1.5 2.0

t, us
—-Zvoric

* Experiment

—=Zvorilb
== Zvorla

(a)

Veo(t) = const), then the curve Z,(¢) asymptotically
tends to a constant value, i.e., the velocity V,(¢) — 0.
The values of the SW traveled from Z (#), which were
obtained in experiments on the LST, are marked with
crosses.

Remark 1. Figure 5 shows the values of Z_ (?),
obtained in calculations and experiments at the LST
at LPI RAS (marked with crosses on the graph, see [20]
for details). In the experiments, the energy of the laser
beam entering the target chamber was measured. The
fraction of energy reflected and scattered in the plasma
was not measured. The calculations assumed that the
energy of the laser pulse propagated in the plasma and
was reflected strictly backward from the critical surface
(refraction of the rays was not taken into account).
The fraction of reflected laser energy that exited the
plasma (in percent) €= (£, /E, ) - 100%, was 50.7% (for
variant Zvorla), &€ = 43.8 (for variant Zvorlb),
€ = 33% (for variant Zvorlc).

With a laser radiation energy density of ~10° W/cm?
and a focus area of ~0.5 cm?, a relatively short plasma
jet is formed (i.e., its length is less than the transverse
size of the focal spot). The less energy absorbed, the
shorter the length of the plasma corona and the greater
the proportion of reflected laser energy.

Remark 2. The physical and mathematical model
of the Atlant C program does not take into account
molecular diffusion and turbulent mixing. Physical and
mathematical models of turbulent mixing and numerical
codes are described in [2]. Taking these processes into
account could lead to a blurring of the contact boundary
and an increase in the proportion of scattered laser flux.

Figure 6 shows the results of comparisons of
calculations of the path traveled by SW Z_ (¢) (Fig. 6a)
along with the film-air contact boundary Z (¢) (Fig. 6b)
in the case of a closed corona for films (piston) with an
initial thickness of d,= 5 um. The data from experiments
in [20] are marked with crosses. In this series of
calculations (closed corona), all the laser energy that

0.6
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£

S 0.3
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0.1
Q="
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- Zvorib
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Fig. 5. Dependence of the path traveled by the SW on time Z, (1):
(a) dependence of the path traveled by the contact boundary on time Z(t);

(b) variant Zvoria: E . = 5 J, variant Zvor1b: £, = 10 J, variant Zvor1c: E,

=17.5J

as

Russian Technological Journal. 2026;14(2):113-123

119



Influence of piston nonuniformity and illumination on the formation

of a hypersonic shock wave in a laser-driven shock wave

Ivan G. Lebo,
Victoria A. Komarova, Maxim A. Ryzhkov

1.0
0.9
0.8
e 0.7
0.6 =
S 05
N> 0.4 =
0.3
0.2 x
0.1
0
0 0.2 1.0 1.5 2.0
t, us
= 2Zvor7j —=2ZvorTi
-+ Zvor7d x Experiment

(a)

Z. ,cm
COO0000000~
O=NWHhUIONOOO

0 0.2 0.6 1.0 1.4 1.8
t, us
AL ZvorTi
—=Zvor7d

(b)

Fig. 6. Comparisons of distances passed by SW, Z (1) (a) and contact boundary Z,(t) (b)
in the case of a closed corona for different values of absorbed laser energy: variant Zvor7i:

E s = 5 J, variant Zvor7d: E,

as

passed through the transparent plate was assumed to
have been absorbed near the boundary between the outer
transparent layer and the CH film (piston).

Remark 3. In the fourth series of calculations,
the physical and mathematical formulations of the
problem do not take into account the reflection of laser
radiation from plasma since the mass and thickness
of the transparent layer are large compared to these
parameters in the film. For this reason, a new physical
and mathematical model should be developed that takes
into account the passage of a powerful laser beam, the
dissociation and ionization of atoms, as well as the
scattering of radiation on defects and cracks that could
have arisen during the passage of the SW through the
plexiglass. In fact, the calculations used a delta-shaped
absorption mechanism near the film-plexiglass contact
surface. Therefore, the experimental points lie below the
calculated ones.

The size of the calculation area is 0 <z <1 cm. In the
time interval 0 <7< 0.2 ps, an SW is formed in the gas
near the contact boundary (z = 1 cm), while in the case
of a closed corona, the acceleration and velocity of the
piston after the end of the laser pulse are significantly
greater than in the case of an open corona. When the SW
reaches the lower end of the calculation area (z = 0), it
is reflected. The air flow behind the SW front is slowed
down at the lower end. The calculations were made up to
this point; thus, in the case of a closed corona, the time
interval ¢ € [0, 2.0] ps.

4. DISCUSSION ON THE COMPUTATION
RESULTS

The article presents the results of four series
of calculations modeling the propagation of
SW radiation in LST, where the driver is a powerful
KrF laser with an energy of up to 100 J and a pulse
duration of 100 ns.

=10 J, variant Zvor7j: E,

=17.5J

las

In the first series of calculations, the SW propagation in
a profiled (step-shaped) target was modeled. It was shown
that SW propagating in a dense layer during the laser pulse
leads to the flattening of the contact boundary of the piston
and the formation of a flat SW front in the gas.

The second series of calculations examined the effect
of target irradiation heterogeneity on SW formation. In
the presence of a laser pulse having an intensity several
times higher than the average radiation density incident
on the target and an energy of ~5-10% of the main pulse,
a jet forms with the capability of overtaking the average
SW front in the gas across the focal spot and form
transverse SWs.

The third and fourth series of calculations studied the
dynamics of SW radiation in gas under open and closed
corona conditions (Figs. 5 and 6). The obtained results
were compared with data from experiments on the LST.
Calculations were performed for the propagation of
SW radiation in the LUT at absorbed laser pulse energies
of 5, 10, and 17.5 J and piston thicknesses of 5 um. The
UV velocity in gas is consistent with the data from
full-scale experiments on LST [18] in the open plasma
corona mode. In order to compare the data with that
obtained from experiments with a closed corona, further
development of the physical and mathematical model is
required.

Based on the results presented, the following
conclusions can be drawn:

1. The propagation of hypersonic SW with Mach
numbers >10 and gas flow velocities of the order
of the first (and, in the future, possibly the second
and third) cosmic velocities can be studied under
laboratory conditions using LST.

2. According to the results of computational
experiments, the contact surface between the piston
and gas becomes flattened when using a step-
shaped piston target, while the SW propagates with
an almost flat front. This situation occurs when the
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10.

first longitudinal wave passes through the target in
a time much shorter than the duration of the laser
pulse.

In the case of nonuniform heating of the target by
a laser pulse, the CH film accelerates as a whole to
form an almost flat SW front in the gas when the
energy of the speckles is small compared to the
energy of the main pulse (~1%).

When the energy of the speckle is >5-10% of the
energy of the laser pulse and its intensity significantly
exceeds the average value of the flux density in the
spot, destruction of the layer and the formation of
jets may occur.

When the target is heated by laser in the closed
corona mode, the propagation speed of the SW front
increases by approximately 40-50% (in the case
under consideration).

When the film breaks down and fragments,
a turbulent layer forms (with a density 1-2 orders
of magnitude greater than the density of the gas
in the LST). This piston forms the SW in the
gas. Modeling the absorption of laser radiation
and the development of a turbulent layer
during acceleration requires the development
of new physical and mathematical models and
programs.

CONCLUSIONS

Studying the characteristics of hydrodynamic
instabilities is an important and relevant task in
fundamental physics, as well as in research on laser
thermonuclear fusion and astrophysics. Along with
costly measurements that are unique in their accuracy,
this research requires the development of complex
physical and mathematical models and programs in
order to compare data from field and computational
experiments. For the purposes of such research, the
described LST tool is a promising resource. The results
of computational experiments carried out on the LST
along are presented along with a comparison of published
experimental data and prospects for further research.
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Abstract

Objectives. The aim of the study was to develop mathematical tools to assess the performance and probabilistic-
temporal characteristics of packet transmission processes in industrial networks employing random multiple access.
Our study specifically examined strict packet delivery time constraints and the impact of collisions.

Methods. The research applies methods from the theory of random processes. We used the Laplace-Stieltjes
transform to derive key relationships analytically and prove the main theorem.

Results. We formulated and proved a theorem which defines the Laplace-Stieltjes transform for the packet
transmission time distribution function. The result incorporates packet retransmissions caused by conflicts in the
multiple access environment. We analyzed information transmission processes in industrial networks with random
multiple access, considering variations in the number of workstations and packet flow intensities at network nodes.
Our evaluation included throughput, node and transmission medium utilization, and packet transmission times under
collision conditions. The results reveal significant differences in the temporal characteristics of packet transmission
between central and edge nodes. We developed and implemented a software package, in order to automate the
study and evaluate various network operating modes during scaling and under increased nodal load.

Conclusions. The study of industrial networks with random multiple access established that while network throughput
increases with the number of nodes during scaling, it degrades under significantly high node and transmission
medium utilization. The utilization of edge nodes and their packet delivery times increase markedly faster than those
of central nodes. This is due to a higher collision rate. As the network size increases, the performance and temporal
characteristics exhibit only marginal dependence on the node distribution type: random or deterministic equidistant.
In order to ensure balanced operation in an industrial network with random multiple access, we propose reducing the
load on edge nodes by 10—15%. This strategy can maintain approximately uniform utilization of both the transmission
medium and the nodes as their number increases.

Keywords: industrial network, performance, temporal characteristics, Laplace—Stieltjes transform, multiple access,

scalability
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HAYYHAA CTATbA

AHAJIU3 NPON3BOAUTEIBLHOCTH U BpeMEHHbIX
XapaKTePUCTUK NMPOMBIIILIEHHBIX ceTeil co CayYailHbIM
U 1eTEPMUHHPOBAHHBIM 3KBUAMCTAHTHBIM
pacnpenejieHueM y3J10B

A.C. JleoHuTbeB, [1.B. XXmaToB @

MWP3A — Poccuiicknii TexHosIorm4eckuii yamsepcutet, Mockea, 119454 Poccus
@ AsTOp AN nepenvicku, e-mail: zhmatov@mirea.ru

* Moctynuna: 21.10.2025 » flopa6oTaHa: 20.11.2025 ¢ MpuHaTa k ony6nukosaHuio: 05.02.2026

Peslome

Llenu. Llenb paboTbl — pa3paboTka MaTeMaTM4ecKkoro annapara AJis OLLeHKN NPON3BOANTENBHOCTU M BEPOSITHOCTHO-
BPEMEHHbIX XapakKTEPUCTUK MPOLLECCOB Nepefayyn NakeToB B MPOMBbILLIIEHHbIX CETSX, MCMOMb3YIOLMX METOL, CNy-
YaliHOro MHOXEeCTBEHHOro goctyna. Ocob6eHHOCTbIO MCCNef0BaHUA SIBNSIETCS Y4ET CTPOrMX OrPaHNYEeHN Ha BpeEMSI
[OCTaBKM NAKETOB U BANSHUE KOJIIN3UIA.

MeTopbl. B 0CHOBe vccnenoBaHms nexxar MeTobl TEOPUM CTyHaliHbIX MPOLLECCOoB. [119 aHanIMTUYeCKoro BbiBoAa KIove-
BbIX COOTHOLLIEHWI 1 JOKA3aTENbCTBA OCHOBHOW TEOPEMbI NMPYMEHSIETCA annapat npeobpasoBaHus Jlannaca — Ctunrbeca.
PesynbTaTtbl. ChopmynmpoBaHa 1 JokasaHa TeopemMa, onpeaenstoLlas dopmMy npeobpasosaHuns Jlannaca — Ctuntbeca
ons GyHKUMK pacnpeneneHnst BpeMeHW nepeaadn naketa. 10T pesynbTaT YYUTbIBAET NOBTOPHLIE Nepeaaqn NakeTos,
BbI3BaHHbIE KOHMIVMKTaMK B CPeSE C MHOXECTBEHHBIM IOCTYNOM. [NpoBeieH aHann3 NpoLeccoB nepeaadn nHdopmaumm
B MPOMBILLIEHHBIX CETSIX CO CITy4aiHbIM MHOXECTBEHHbIM JOCTYMNOM, BKOYasA USMEHEHWE KOIMYECTBA Paboymx CTaHLMIA
M MHTEHCUBHOCTM NMOTOKOB MakeToB. AHaIM3NPOBASIMCh NMaKeTbl, MOCTyMNAoLLME B Y3/bl CETW, OLEHNBAINCH NPON3BOAN-
TENbHOCTb CUCTEMbI, CTEMEHBb 3arpy3Kku y3/10B 1 KaHana nepeaayun, a Takke Bpemsi OCTaBKU NakeToB C y4ETOM BO3HMKA-
IOLLIMX KOHDNKTOB. BbISIBNEHO 3HAYMTENBHOE Pa3NINYME BO BPEMEHHbIX XapakTepUCTMKax Nepeaaqm Mexay LLeHTpasbHbI-
MU 1 nepudepuiiHbIMK y3namu ceTu. g asToMaTmsaumm UCCNeAoBaHUN 1 OLEHKM Pa3/IMYHbIX PEXMMOB paboThl CETH
npv ee MacLUTabnpoBaHMM 1 YBENIMHEHUN HArpy3kn Ha y3/bl pa3paboTaH 1 pean3oBaH NporpamMMHbIii KOMMIEKC.
BeiBopbl. [py npoBeaeHUM NccnefoBaHns NMPOMBbILLIEHHbIX CETEN CO CllydYaliHbIM MHOXECTBEHHbLIM JOCTYMNOM BhbISiB-
NIEHO, YTO NPU MacLUTabUpPoBaHUM CETU C yBENTMYEHNEM KONIMHYECTBA Y3/10B BO3PACTaET NPON3BOAMNTENBHOCTL CETU, Of-
HaKo NPV 3HAYUTESNIBHOM YBEJIMYEHUW 3arpy3KK Y30B 1 NepenatoLLeil cpeabl NPOM3BOAUTENBLHOCTL NagaeT. 3arpyska
KpalriH1X y3110B 1 BpeMsi nepenaym nakeToB 1n3-3a NoBbILLIEHHOrO BO3pacTaHUs KOHMINKTOB BO3PACTalOT 3HAYUTENTbHO
ObICTPEE N0 CPABHEHMIO C LIEHTPasIbHbIMUK Y3n1aMu. [porM3BOANTENBHOCTb U BPEMEHHbIE XapaKTEPUCTUKM NPW yBENNYe-
HUW KONTIMYECTBA Y3/10B HECYLLECTBEHHO 3aBUCAT OT TUMa pacrnpeaeneHns y3nos — Cy4aiHoro Mnn AeTepMMHUPOBaH-
HOro aKBUAMCTaHTHOro. Jns obecnedveHns c6anaHCMpPOBaHHOCTM PEXMMOB PaboTbl MPOMBILLIIEHHOW CETU CO Cryyai-
HbIM MHOXECTBEHHbIM JocTyrnom npeanaraetcs Ha 10—15% yMeHbLUMTb Harpy3Ky Ha KparHue y3nbl. [Npu 9ToOM MOXHO
obecneynTb NPMMEPHO OAMHAKOBYIO 3arpy3Ky nepenatoLleil cpeabl U y3noB Npu YBENYEHUN UX KONIMYECTBA.

KniouyeBble crioBa: npoMbILLSIEHHAs CETb, MPOU3BOANTENIbHOCTb, BPEMEHHbIE XapaKTepUCTUKK, Npeobpas3oBaHne
JNannaca — CTuntbeca, MHOXECTBEHHbIV JOCTYM, MacluTabnpoBaHmne
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Mpo3spavyHocTb pUHAHCOBOW AeATENIbHOCTU: ABTOPbI HE UMEIOT PMHAHCOBOW 3aMHTEPECOBAHHOCTY B NPeACTaB/IEH-

HbIX MaTepunanax nin MmetTogax.

ABTOPbI 3a5BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

When analyzing the effectiveness of industrial
communication networks, the characteristics of data
transmission processes occurring at the first three
levels of the open systems interconnection (OSI)
reference model need to be taken into account. These
levels determine the correctness of frame formation,
addressing, error control, and physical channel security.

One of the key requirements for industrial networks
integrated into automated control systems for various
purposes is the limitation on data delivery time.
Compliance with this parameter is crucial for maintaining
the required time indicators of technological processes
and ensuring the stable operation of distributed control
systems.

In order to evaluate the performance and
probabilistic-temporal ~ characteristics  of  data
transmission processes, an industrial network was
studied in which the Carrier Sense Multiple Access
with Collision Detection (CSMA/CD) method was
implemented. This method provides shared access for
multiple nodes to a common transmission medium by
preemptively monitoring the channel status and stopping
transmission when a signal conflict is detected. The data
transmission channel bandwidth in the simulation was
assumed to be equal to C = 1 Gbit/s, which corresponds
to the characteristics of typical wired industrial Ethernet
networks.

During the analysis, the dependencies of the study
parameters on the number of network nodes were
examined for both peripheral and central elements. The
differences between random distribution of nodes along
the communication line and their uniform (equidistant)
placement were also considered.

1. LAPLACE-STIELTJES TRANSFORMATION
THEOREM FOR PACKET TRANSMISSION TIME

As an integral indicator of industrial network
efficiency, similar to the approach proposed in [1], the
total intensity of data flow processed in a timely manner
by all system nodes was used:

N
Aot =ZMQ,» (1)
i=1

wherein O, is the probability of timely delivery of
packets arriving from the ith node; A, is the intensity of
packets arriving at the ith node.

As shown in [1], the probability that no conflicts
will arise when servicing a packet which has arrived at
the kth node, no conflicts will arise, is estimated using
the following formula:

N —xnzL"k
g =[]e " 'mdk=LN. ()
n=l1

n#k

wherein N is the number of nodes in the network,
L, is the distance between the kth and nth nodes in the
network, and, V__, is the signal propagation speed in the
transmission medium.

The probability P, that a packet arriving
at the kth node will be transmitted after
exactly n attempts (i.e., » — 1 collisions will occur
during transmission) is equal to:

P, =(1 _qk)n_lqk- (€))

Based on the original results obtained earlier
by A.S. Leontiev and published for the first time
in 2001 on the development of mathematical methods
for studying local networks [1], the following theorem
can be formulated:

Theorem. The Laplace—Stieltjes transform Zk*(s) of
the distribution function of the packet transmission time
from the kth node is estimated using the formula:

1
I=(=g)X ()W, (s)

Zi(5)= T (s) “4)

o0

where V,: (5)= I e Std V. (¢) is the distribution function
0

of the packet resolution time coming from the kth node;

o0

X*(s)= j e™'dX (t); X(f) is the distribution function of
0

the delay time before packet retransmission in case of

o0
a conflict; T™(s) = J e 3dT(¢); T(¢) is the distribution
0
function of the packet transmission time without
conflict.
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Proof. Derivation of the Laplace—Stieltjes
transform formula for the packet transmission time
distribution function, taking into account possible
conflicts.

The Laplace—Stieltjes transform for a function F(¢)
which derivative is equal to F’(f) = f{t) is defined as
follows:

F*(s)= [ f(t)dt.
0

The Laplace—Stieltjes transform is characterized by
the multiplicative property [2—6]:

if random variables & = &, + &, +... + &, are
independent and have distribution functions F(#), then
the Laplace—Stieltjes transform for the cumulative
distribution function is defined as the product of the
transforms of the individual functions:

F5(s) = F; (5)- Fy (5) ... Fy (s).

Let us apply this data to derive functional
relationships for packet transmission times in industrial
networks. Let P, denote the probability that a packet will
be successfully transmitted exactly on the nth attempt. In
this case, the packet transmission time for n attempts can
be expressed as follows:

gmms(n) =&+ +.+E, NN, ot
n—1 n—1
+ My + Ttrans = Z &i + zni + Ttrans’
i=l1 i=1

wherein &; is the resolution time of the ith conflict;

n-1

Z‘ii is the total resolution time of n — 1 conflicts;

i=l1

n, is the delay time before retransmitting the packet
n—1

when the ith conflict occurs; Zni is the total delay
i=1

time when n — 1 conflicts occur; T,

transmission time (nth attempt).

If all & have the same distribution function V(z), and
all n have the same distribution function X(#), then the
Laplace—Stieltjes transform of the distribution function
of the packet transmission time exactly after n attempts
will take the form:

is the packet

B, (s) = ()" (X7 ()" 1T ().

The Laplace—Stieltjes transform of the packet
transmission  time  distribution  function  from
the kth node, taking into account the conflicts that arise,
will be determined by the expression:

Zi(s)= 2 F,B,(5)=

" )
=Y [BX ) @ T () ],
n=l1
ZZ (s)=

=2 (=g )" g (X)) 1 ()T (s) = (6)
n=1

1
1-(1-g )X ()W, (s)

= qkT*(S)

wherein qka (S) is the first term, and (1—¢;)X *(s) Vk* (s)
is the denominator of an infinitely decreasing geometric
progression. Expression (6) coincides with formula (4),
which proves the theorem.

Differentiating the resulting expression with respect
to s, we obtain expressions for Z,ED and Z}gz) of the
distribution function, Z(1), B;’, B}gz)‘ They can be
used to derive functional relationships for the packet
transmission times in networks [1, 2, 7].

During modeling, the network length was assumed
to be 500 and 1000 m, respectively. The distribution of
nodes in the network can be deterministic with equal
intervals or random. In the case of random distribution,
the positions of the nodes were set arbitrarily [8—16].

2. RESULTS OF THE ANALYSIS OF INDUSTRIAL
NETWORK CHARACTERISTICS

The communication channel bandwidth was
assumed to be C = 1 Gbit/s during modeling, and the
speed of electromagnetic signal propagation along the
line was V=29 108 m/s. The maximum retransmission
delay upon collision detection (overlap of packets
transmitted simultaneously) was t = 0.0005 s. A packet
with a length of L; . = 36 bits was used, in order to
simulate interference. The directive transmission time of

one packet was taken to be equal to T, d(‘l) =0.001s, and

1
the length of the transmitted packet is Lopk = 4096 bits.
The intensity of data arrival at the nodes of the simulated
network (2,) varied from 1200 to 1800 pack/s with an
interframe interval of A7z =0.0005 s.

The results of the numerical experiment are shown
in Figs. 1-7. Analysis of the dependencies (Fig. 1) shows
that with an increase in the number of network nodes
and their random placement along the length of the
communication line L . . = 500 m, as well as with
a traffic intensity of A, = 1800 pack/s, N =1110,
auniform load p is achieved in the central sections of the
network and the transmission channel. At the same time,

the border nodes demonstrate a higher load level,
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exceeding the average value by approximately 10—15%.
This is due to an increase in the probability of packet
conflicts at the network boundaries where mutual
interference is more frequently observed. The results
confirm the influence of the geometric location of nodes
and the topological features of the network on the
efficiency of the data transmission channel. This leads to
a significant increase in the transmission time of packets
from edge nodes when scaling the network due to the
high load on edge nodes. The load remains virtually the
same even with a deterministic equidistant distribution
of nodes along the network length.

1.0

Rl bmedilum ' ‘ ! | l | | ! b
0.9} Pavg —'
0.8 [~ Pext ]

0.7+
0.67
0.57
0.4}
0.37
0.2
0.1F

Load p

E) 10 20 30 40 50 60 70 80 90 100 110
Number of nodes N

Fig. 1. Loads of the transmission medium (P, qium)»
extreme (p,,;), and average (pavg) nodes with random
distribution of nodes in the network

Figure 2 shows the dependence of packet
transmission time on the number of network nodes N at
a packet arrival rate A, = 1800 pack/s, where the delivery
time from the average and extreme nodes is compared for
two node distribution schemes: random and deterministic
equidistant. The influence of network topology and node
location on delivery characteristics is also shown.
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Fig. 2. Delivery time for packets arriving from
the average (Tavg) and extreme (T ,) nodes with random

ext
and deterministic equidistant distribution

The average delivery time for packets coming from
extreme nodes given a large number of nodes (and
accordingly when heavily loaded), can exceed the average
delivery time for packets coming from middle nodes by
several times. This was observed both in the case of
random and deterministic equidistant node distribution.
The time characteristics of packet transmission with
random and deterministic equidistant placement differ
insignificantly when scaling the network.

Figure 3 shows how the probability of timely delivery
of O packets depends on the total number of nodes N in
the network. The analysis was performed separately for
packets arriving from average and extreme nodes with
a traffic generation intensity of A, = 1800 pack/s at each
node. The graph allows us to compare how different
node distribution schemes—random and deterministic
equidistant—affect the guarantee of timely delivery for
different categories of nodes when scaling the network.
When scaling the network (increasing the number of
nodes), the probability of timely packet delivery drops
sharply. This drop is more pronounced for the edge
nodes of the network. The nature of the network node
distribution (random or deterministic equidistant) has
less of an impact on the probability of timely packet
delivery.
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Fig. 3. Probability of timely delivery of packets
coming from the middle (Qavg) and extreme (Q.,,)
nodes with random and deterministic equidistant

distribution of nodes

Figure 4 shows the dependence of network
performance A, on the total number of nodes N. The
study was conducted for a constant packet generation
rate by each node, equal to A, = 1800 pack/s, N =1,110.
The graph allows us to compare the effect of network
topology (random and deterministic equidistant
distribution of nodes) on throughput. Analysis of the
curves shows how network scaling affects its overall
performance under different organizational principles.

As can be seen in Fig. 4, the type of node
distribution (random or deterministic) has no significant
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effect on performance. When scaling the network by
increasing the number of nodes, performance first
increases, then reaches a maximum and drops sharply.
This is due to the fact that as the number of nodes
increases, the load on the nodes and the transmission
medium increases, the packet transmission time
increases sharply, and, accordingly, the probability
of processing packets within a time not exceeding
the directive decreases. This leads to a decrease in
performance.

80 000

70 000}
60 000}

[é)]
o
o
o
o

40 0001

Intensity A,

30 000}

20 000} == Ao Fandom

10 000+ —=— A, determined

0 10 20 30 40 50 60 70 80 90 100 110
Number of network nodes N

Fig. 4. Network performance with random and
deterministic equidistant distribution of network nodes

Figures 5—7 demonstrate how the main characteristics
of an industrial network with random multiple access
change when scaled down when the intensity of packets
arriving at network nodes decreases to A, = 1200 pack/s,
N =1,110.

Figure 5 shows how the number of nodes N in
a network affects the load on its key elements: the
transmission medium, as well as the edge and middle
nodes. The data was obtained for two topology scenarios:
with deterministic and random node placement at an
incoming traffic intensity of A, = 1200 pack/s at each
node. The graphs show that the load on the nodes
and the transmission medium does not significantly
depend on the type of node distribution, but depends
significantly on the length of the network. As can be
seen from the graphs, the load on the transmission
medium increases much faster than the load on the
nodes. At the same time, with a reduced intensity of the
incoming packet flow, the growth in the load on both
the nodes and the transmission medium occurs much
more slowly as the network scales up. This indicates
more stable system operation under moderate loads.
The maximum values of the transmission channel and
network node load, taking into account the influence
of collisions, are achieved only with a larger total
number of active network elements. This confirms the
dependence of the system’s efficiency on the density
of its topological structure and traffic intensity. In

this case in particular, the critical number of nodes N
is equal to 190, while at A, = 1800 pack/s the critical
value is N= 110 (Fig. 1).
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Fig. 5. Dependence of the transmission medium
load (P egium)» €Xtreme (p;), and average (pavg)
network nodes under deterministic and random node
distribution with different network lengths

Figure 6 shows the effect of the total number of
network nodes N on the packet delivery time T.
The dependence was analyzed separately for packets
generated by nodes located at the network boundary and
nodes located at its center. In all experiments, the load
intensity generated by each node was fixed and equal
to A, = 1200 pack/s. The graph allows us to estimate
how the choice of network topology—deterministic or
random node distribution—affects data transmission
delays when the system scale changes.

As can be seen from the graphs, the type of node
distribution (random or deterministic) does not
significantly affect the temporal characteristics when
scaling the network. In the critical operating
area (N = 190) the packet transmission time is
significantly less than in the critical operating area at
a packet arrival rate of A, = 1800 pack/s, n=1,N. It was
established that the critical value of the number of
network nodes is N = 110. When this threshold is
reached, the system transitions to saturation mode, as
characterized by a change in the ratio between the load
on the nodes and the data transmission channel. Analysis
of the dependencies obtained (Figs. 2 and 6) showed that
when the transmission medium is overloaded, the
difference in the time characteristics of packet
transmission between peripheral and central nodes is
significantly less than in the case of overload of the
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extreme nodes of the network. This indicates that under
high loads, the data transmission channel becomes the
determining factor in equalizing delays across the entire
length of the network. Hence, it follows that when
scaling an industrial network, the principle of balance
should be observed, i.e., the load on the transmission
medium and the load on the nodes should change
approximately equally, taking into account the conflicts
which may arise. To achieve this, not only must the
intensity of the flows entering the nodes be selected in
such a way that the load on the central nodes corresponds
to the load on the transmission medium, but also the
intensity of the packet flows coming for processing from
the extreme nodes be reduced by 10-15% compared to
the central nodes.
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Fig. 6. Delivery time of packets arriving from

the average (Tavg) and extreme (T,;) nodes with random

and deterministic node distribution for different network
lengths

According to the data in Fig. 7, the performance A,
of an industrial network demonstrates the expected
dependence on scale: it decreases with an increase in
the number of the nodes N. However, the key result is
that the type of topology (both random and deterministic
equidistant distribution of nodes) does not have
a significant effect on performance. This conclusion
is confirmed by the graphs constructed for incoming
traffic intensity A, = 1200 pack/s. They also indicate
the dominant role of the total number of nodes, rather
than their spatial distribution, in determining network
throughput.

The drop in performance in the critical area of
operation caused by heavy transmission medium load
at N =160-190 (Fig. 7) is significantly weaker than in
the critical area caused by heavy load on the extreme
nodes at N = 90-110 (Fig. 4). This is caused by the
fact that the time characteristics of packet transmission
increase more sharply with a high load on the extreme
nodes, taking into account potential conflicts, (Fig. 2)
when compared to a high load on the transmission
medium (Fig. 6).
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Fig. 7. Network performance A, with a random
and deterministic equidistant distribution of network
nodes at different network lengths and packet arrival
rates at network nodes A, = 1200 pack/s, i= 1N

CONCLUSIONS

The performance and probabilistic-temporal
characteristics of industrial networks with random
multiple access were evaluated, taking into account
restrictions on packet transmission time. The study
formulated and then proved a theorem on the Laplace—
Stieltjes transform of the packet transmission time
distribution function, taking into account emerging
conflicts.

The study also conducted an analysis of information
transfer processes in industrial networks with random
multiple access. It included changes in the number of
workstations and the intensity of packet flows arriving
at network nodes. A set of programs was developed and
implemented, in order to automate research and evaluate
various network operating modes during scaling and
increased load on nodes.

The simulation showed that in the initial stages of
network scaling, accompanied by an increase in the
number of active nodes, there is an increase in its overall
performance due to the more efficient use of available
channel bandwidth. However, with a further increase
in traffic intensity and load on both nodes and the
transmission medium, the system’s performance begins
to decline. At the same time, there is a sharp increase
in packet transmission delays, indicating a decrease in
the efficiency of data exchange at high network traffic
density. In addition, the study established that nodes
located at the periphery of the network are characterized
by a faster increase in packet transmission time and
load level when compared to the central elements of
the topology. This is due to the increased likelihood
of collisions and signal interference arising from
simultaneous attempts to transmit data at the edge of the
network.
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Taking into account potential conflicts when
the number of nodes increases, studies have shown
that performance and timing characteristics do not
significantly depend on the type of node distribution:
random or deterministic equidistant. However, they
do depend significantly on the length of the network.
The study also showed that the timing characteristics
of packet transmission, taking into account emerging
conflicts, increase more sharply with high load on the
extreme nodes when compared to high load on the
transmission medium.

It can be thus concluded that when scaling an
industrial network, the principle of balance should be

observed. The load on the transmission medium and
the load on the nodes should change approximately
equally, taking into account emerging conflicts. In order
to achieve this, not only must the intensity of the flows
entering the nodes be selected in such a way that the
load on the central nodes corresponds to the load on
the transmission medium, but also the intensity of the
packet flows coming for processing from the extreme
nodes be reduced by 10-15% when compared to the
central nodes.

Authors’ contribution. All authors contributed
equally to the research work.
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Abstract

Objectives. The work sets out to develop a comprehensive approach to grounding decisions aimed at advancing the
scientific and educational infrastructure of an engineering university. This includes selecting modernization policies
for the scientific and educational infrastructure, substantiating the format of scientific and educational infrastructure
objects in light of the diversity of current tasks, involving industry partners in implementing infrastructure policies,
as well as addressing resource support issues using mathematical formalization and analytical evaluation tools.
Methods. Methods of systems and strategic analysis, comparison and formalization, modeling and statistical
indicators, as well as change management, risk assessment, and strategy actualization approaches, were used.
Results. Ensuring the contribution of modern engineering universities to technological leadership is an ambitious
task that requires a focused approach to the development of scientific and educational infrastructure. One
effective solution consists in the creation of specialized laboratories, or mega-laboratories, which are considered
as an optimal format for the scientific and educational infrastructure. Such laboratories combine educational,
research, and communication zones, along with their respective advantages and typologies. The importance
of collaboration with industry partners in driving innovation, helping to ensure that educational programs, research,
and development align with market needs, is demonstrated. A mathematical model is developed for evaluating
projects associated with the establishment of a mega-laboratory based on a comprehensive system of indicators.
This model was used to formalize the procedure for selecting and financing of newly created scientific and
educational infrastructure.

Conclusions. Infrastructure constraints defined at the state level in the context of technological development and
the need to ensure technological independence are becoming a key challenge for engineering universities. This
necessitates the development of tools for seeking, justifying, and making managerial decisions. The described
comprehensive approach takes into account current requirements for scientific and educational infrastructure
facilities, including a high degree of integration between education and science, and the involvement of industry
partners in the development process in order to bridge the gap between education, science, and the demands
of the real economy. The formulated recommendations and proposed solutions effectively address the issues faced
by modern engineering universities within development programs.
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COBPEMEHHOI'0 MH/KEHEPHOI'0 YHUBEPCHUTETA
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* Moctynuna: 05.12.2025 » flopa6oTaHa: 15.12.2025 ¢ MpuHgaTa k ony6nukosaHuio: 18.02.2026

Pe3iome

Llenu. Lenblo ctatbn aBRsgeTca pa3paboTka KOMMIEKCHOro noaxoaa K 060CHOBAHMIO pPeLUeHni, HanpaBieHHbIX
Ha pa3BUTNE HAy4HO-06pPa30BaTENbHOM MHDPACTPYKTYPbI MHXEHEPHOIO YHUBEPCUTETA, BKITIOYAIOLLLErO BbIOOP MNO-
JNTUKN MOAEpPHU3aLMM Hay4YHO-006pa3oBaTenbHOW MHPPACTPYKTYPbl, 060CHOBaHME dopmaTa 0ObEKTOB Hay4YHO-
o6pazoBaTesibHON MHPPACTPYKTYPbl C YHETOM MHOroobpasns akTyasbHbIX 3a4ay, BOBIEYEHNE MHAOYCTPUASIbHbIX
napTHEPOB B peann3aLmio MHGPACTPYKTYPHOW NOINTUKK, @ Tak)Ke BOMPOChl PECYPCHOr0 obecneyeHmns, peannaye-
MOrO C MPUMEHEHMEM MHCTPYMEHTOB MatemMaTmn4eckon GopmManmn3danmm n aHaanmTU4eCckom OLEHKN.

MeToabl. B nccnenoBaHnm Cnosib30BaHbl METOAbI CUCTEMHOIO M CTPATErMYeCcKOro aHanmsa, MeToabl CPaBHEHMUS
1 dopmManmnzaumm, MeToabl MOAENNPOBAHNSA U CTATUCTUYECKNX NMOKa3aTeNnen, MeToapl ynpasneHns N3MeHEHNIMN
1 pyCkaMu, a TaKkxke MeTo, akTyanmsaumm ctpaTermm.

PesynbtaTtbl. MaclutabHble 3aaa4m No o6ecrneyeHnio BK1aaa COBPEMEHHbIX MHXEHEPHbLIX YHUBEPCUTETOB B [0-
CTUXKEHME TEXHOJIOMMYEeCKoro nuaepcTea TpebyioT 0coboro BHMMaHUS K BOMPOCaM pa3BUTUS Hay4yHO-06paso-
BaTeNIbHOM MHPPACTPYKTYpbl. DDPEKTUBHBIM PELLUEHNEM SABNSIETCH co3gaHne nabopatopuini ocoboro Tuna —
MeranabopaTopuii, KOTOpble paccMaTpMBalOTCa Kak ONTMMasbHbI dopmaT 06bekTa Hay4HO-0OpasoBaTeNbHOM
MHOPACTPYKTYpbl, COYeTaloWmii y4ebHble, NCCNef0BaTENbCKME N KOMMYHUKALMOHHbIE 30HbI C UX MPEUMYLLE-
ctBamMu 1 Tunonorveii. O60CHOBaHa 3HAYMMOCTb MAPTHEPCTBA C MHAYCTPUAbHBIMU NAapTHEPAMU Kak KJTIOYEBOrO
npariBepa pa3BuTtusg, 00ecrneynBaroLLLEro COOTBETCTBME 06Pa30BaTENbHbLIX MPOrpaMM, UccnenoBaHuii n paspabo-
TOK MOTPeBHOCTAM pbiHKA. PazpaboTaHa maTemMaTuyeckas MoAesb OLLEHKN MpoekTa co3aaHns Meranaboparopum,
OCHOBaHHas Ha KOMIJIEKCHOW CUCTEME nokasaTtesnei, No3BossioLwas GopmManrsoBaTb NpoLenypy Bbibopa 1 npu-
HATUA peLleHns 0 GUHAHCUPOBAHMM BHOBb CO34aBaeMblX 0ObEKTOB Hay4YHO-00pa3oBaTelbHOM MHPPACTPYKTYPHI.
BbiBogbl. OnpeaeneHHble Ha rOCY0apPCTBEHHOM YPOBHE MHPPACTPYKTYPHbIE OrPaHNYEHUs B YCIIOBUSX TEXHOO-
rMYecKoro pas3BuUTUS U HEOOBXOOMMOCTU AOCTUXEHUS TEXHONOIMYECKOro MAEPCTBA CTAHOBATCS OJ19 UHXEHep-
HbIX YHUBEPCUTETOB KJTI0YEBLIM BbISOBOM, TPEOYIOLLMM POPMUPOBAHUS NHCTPYMEHTaApPUSA Noncka, 000CHOBaHUS
M NPUHATUS YNPaBAEHYECKMX PELLUEHU NO PasBUTUID 0OBLEKTOB Hay4YHO-00pa30oBaTENIbHON MHPPACTPYKTYPbI.
Micnonb3oBaHMe KOMMIEKCHOMO Noaxo4a No3BONIIET MakCUMasbHO Y4eCTb akTyasbHble TPeOOBaHMS K 00bekTaMm

Russian Technological Journal. 2026;14(2):134-145
135


https://doi.org/10.32362/2500-316X-2026-14-2-134-145
https://www.elibrary.ru/BYDBUX
mailto:golovanova@mirea.ru

Formation of a comprehensive approach to developing the scientific
and educational infrastructure of a modern engineering university

Stanislav A. Kudzh,
Natalia B. Golovanova, Yuri G. Grafov

Hay4yHO-006pasoBaTebHON MHGPACTPYKTYPbI, BK/OYAS BbICOKUA YPOBEHb MHTErpauum obpasoBaHus N Hayku,
HeoOX0AUMOCTb y4eTa U BKJIIOYEHUS B MPOLECC PasBUTUSA MHAYCTPUASIbHLIX MAapPTHEPOB Kak 3anor cOnmxeHus
obpazoBaHns, Haykn 1 NoTpebHoCTeN peanbHONn 3KOHOMUKN. CHOPMYNMpPOBaHHbIE pEKOMEHAALMN U NPeaso-
XEHHble peLleHns No3BoNsAT 3DdEKTMBHO pellaTb 3a4a4m, CTOsILLME Nepes COBPEMEHHBIMU UHXEHEPHLIMU

YHUBEPCUTETAMU B paMkax NporpamMmm pasBuTuS.

KnioueBble cnoea: nHxeHepHbIi YHUBEPCUTET, Hay4HO-o6pasoBaTenbHas MHhPaCcTPyKTypa, Meranaboparopuu,
NHAYCTPUanbHOE MapTHEPCTBO, OLeHKa MHMPACTPYKTYPHbLIX NMPOEKTOB, CTPaTernyeckoe niaHupoBaHme, MexancLm-
NANHaPHbIE NCCIeA0BaHNs, TEXHONOMMYeckoe pasBmTne, MaTeMaTmyeckas Mofesb, cucTema nokasaresen apdekTune-

HOCTU

Onsa uutuposanus: Kyox C.A., NonosaHoBa H.B., Mpados 0.I. dopmupoBaHne KOMMIEKCHOrO Noaxoaa K passuTuio
Hay4HO-006pa3oBaTeNibHOM MHMPACTPYKTYPbl COBPEMEHHOIO MHXEHEPHOro yHueepcuteta. Russian Technological Journal.
2026;14(2):134-145. https://doi.org/10.32362/2500-316X-2026-14-2-134-145, https://www.elibrary.ru/BYDBUX

Mpo3payHocTb GMHAHCOBOI AEeATesSIbHOCTU: ABTOPbI HE UMEKOT GUHAHCOBOM 3aUHTEPECOBAHHOCTM B NPeACTaB/IEH-

HbIX MaTepunanax nin metogax.

ABTOPbI 329BNSIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

During a strategic session on education development
in autumn 2024, which was chaired by the Prime
Minister of the Russian Federation, M.V. Mishustin!,
and also attended by the Minister of Science and Higher
Education of the Russian Federation, V.N. Falkov,
infrastructure limitations were highlighted as one of the
current challenges faced by the higher education system
and engineering universities?. Therefore, university
management focuses on developing the required material
and technical basis, which largely determines the ability
to train qualified engineering personnel for the Russian
high-tech economy, conducting scientific research and
development (R&D) to achieve technological leadership,
and thus ensuring technological independence.

In today’s socioeconomic climate, the development
of the material and technical infrastructure of an
engineering university presents a complex challenge.
While the search for funding is undoubtedly an
important aspect, universities also need to adapt to the
rapidly evolving technological landscape and respond
to ongoing changes. The “Concept of Technological
Development of the Russian Federation until 2030,”
approved by Directive No. 1315-r of the Government
of the Russian Federation on May 20, 20233, identifies
the rapid acceleration in the creation and diffusion
of novel technologies, including digital technologies
that are radically changing markets and production
systems, as one of the main threats to technological

I http://government.ru/news/53144/. Accessed February 04,
2026. (In Russ.).

2 https://www.minobrnauki.gov.ru/press-center/news/novosti-
ministerstva/90823/. Accessed February 04, 2026. (In Russ.).

3 The Concept of Technological Development of the Russian
Federation until 2030. Directive of the Government of the
Russian Federation of May 20, 2023 . No. 1315-r. http://government.
ru/docs/48570/. Accessed February 04, 2026. (In Russ.).

advancement. If an engineering university fails to
address this issue effectively, it may be forced to adopt
a “catch-up” development model, resulting in a lag
in training engineering personnel and a decline in
innovative R&D efforts.

The main task of any university administration is to
create favorable conditions for learning. This includes
maintaining buildings, structures, and land plots in
a state that is conducive to education and scientific
research, e.g., carrying out preventive maintenance
on air conditioning and ventilation systems, etc. It
is also necessary to provide constant support for
developing the interest of students in mastering modern,
innovative solutions, software and hardware complexes,
conducting advanced scientific research, as well as
organizing closer cooperation with leading companies
in the Russian Federation, including in the production
of goods and the introduction of new product quality
control methods. The key to effective learning consists
in motivating the desire of students for continuous
improvement and the acquisition of new knowledge. In
this regard, the students’ conviction that their practical
skills are being developed using the latest equipment
and modern instruments becomes a crucial element.

STRATEGIC DEVELOPMENT DIRECTION
OF SCIENTIFIC AND EDUCATIONAL
INFRASTRUCTURE

One of the key areas of development for
a modern engineering university, since underpinning
its educational and scientific activities, is widely
considered to lie in the modernization of material and
technical resources, primarily laboratories. However,
despite the importance of considering approaches to
infrastructure policy implementation, issues related to
laboratory facility development strategy and proposed
project evaluation have not received adequate attention.
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Research into engineering university development,
particularly in terms of the training of engineering
personnel, is attracting increased interest* [1-4]. With
regard to scientific and educational infrastructure,
only isolated statements acknowledge the role and
importance of laboratories without revealing the full
depth and complexity of the issue of creating and
developing such infrastructure. For example, it is stated
in the study by L.B. Sobolev that “only strong (and
wealthy) scientific laboratories at universities are
capable of creating a basis for the transition to a digital
economy” [5]. According to F.F. Sharipov, educational
and scientific laboratories at universities are one of the
key elements in tackling the tasks set out in the Strategy
for Scientific and Technological Development [6].
Nevertheless, the study fails to adequately address the
question of how to create laboratories that will actively
contribute to scientific and technological development
or how to solve the problems that inevitably arise as
part this process.

Clearly, infrastructure policy can be implemented
in a variety of ways, with the specific approach taken
depending on the particular strategy adopted for
developing scientific and educational infrastructure.
However, it is clear that the development of a university’s
material and technical base is will require active
management. Otherwise, “the lack of proper attention to
this issue... has a negative impact on the quality of the
educational process as a whole” [7].

RTU MIREA’s strategy involves the creation of
mega-laboratories (mega-labs) as unique scientific
and educational complexes. At present, mega-
labs form the core of RTU MIREA’s scientific and
educational infrastructure. Boasting the most advanced
technological solutions, these facilities offer a wide
range of possibilities for use in both educational and
research activities.

In addition to identifying a location for laboratory
work or a researcher’s workspace, the establishment
of a mega-lab involves also entails organizing the
procurement and installation of equipment, along with its
appropriate placement in a designated space. A mega-lab
is a specialized type of educational and research facility,
encompassing a scientific and academic complex that
includes classrooms, areas for collaborative research,
offices, communications spaces, and informal areas. It is
designed to be a comfortable working environment with
various infrastructure components for all concerned
parties.

4 Analytical report of the HSE Labor Market Research
Laboratory: “Graduates of Engineering Specialties: Resistance
of Materials in the Russian Labor Market.” https://www.hse.ru/
data/2025/04/15/1951597714/Report _20250415.pdf.  Accessed
February 04, 2026. (In Russ.).

Several compelling reasons can be adduced to justify
the emphasis on establishing mega-labs.

Firstly, the mega-lab concept structures the
development of large, well-equipped facilities focused
on executing significant educational and research
initiatives, which are capable of addressing their own
resource requirements.

Secondly, it provides an opportunity for the
implementation of interdisciplinary projects that are
strategically significant for the overall development
of the university, the realization of its development
program, and the enhancement of the volume and
quality of work and services provided for the benefit of
all concerned parties.

Thirdly, mega-labs provide a convenient means
of attracting industrial partners and leveraging co-
financing mechanisms for projects that utilize the mega-
lab concept for educational and research activities.

Fourthly, economies of scale are achieved through
the introduction of the most advanced equipment,
sophisticated systems, technologies, software, and
hardware solutions, which are utilized by wvarious
departments of institutes for education and research.
This serves to reduce unit costs and operating expenses.

Fifthly, there is an opportunity to apply for state
support in relation to the implementation of regional
and national projects, as well as securing co-funding
for basic or applied scientific research in areas where
RTU MIREA has achieved significant progress. This is of
particular relevance when participating in competitions
organized by the Russian Ministry of Education and
Science (Minobrnauka)’, Ministry of Industry and
Trade (Minpromtorg)®, etc., for the implementation
of which projects the university is required to attract
external funding.

Sixthly, the concept structures the upgrading of
material and technical infrastructure of previously
established mega-labs that have proven their efficacy
in terms of providing an excellent basis for developing
professional expertise.

Finally, the establishment of mega-labs develops
model solutions for scientific and educational
infrastructure that can be scaled and replicated
to further enhance engineering education and
improve the effectiveness of scientific R&D in
line with the national scientific and technological
development agenda. For this reason, all mega-lab
projects are equipped with a comprehensive range

5 The Ministry of Science and Higher Education of the
Russian Federation (Minobrnauka). https://minobrnauki.gov.ru/.
Accessed February 04, 2026. (In Russ.).

¢ The Ministry of Industry and Trade of the Russian
Federation (Minpromtorg). https://minpromtorg.gov.ru/. Accessed
February 04, 2026. (In Russ.).
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of methodological, educational aids, and materials,
including video lectures for conducting classes at
universities at which programs and projects are
carried out in collaboration with strategic partners of
RTU MIREA. This is certainly beneficial for partner
organizations that need to select a site for testing
technological and organizational solutions as model
solutions for future implementation.

When developing the university’s scientific and
educational infrastructure through the establishment
of mega-labs, the decision regarding the feasibility of
a given project should be informed by its typological
differentiation. This is important since each identified
type of mega-lab is characterized not only by its specific
functional purpose and objectives, but also by its
financial model.

One typological approach includes projects
for developing mega-labs focused on fundamental
disciplines. While the primary purpose of such
mega-labs consists in the provision of support for
educational activities, they may also serve as platforms
for conducting fundamental research. Funding for
these projects is provided through the RTU MIREA
centralized fund.

The second type of mega-lab is associated with
projects that are developing future technologies. These
are research and development platforms where work is
carried out on tasks that may not have an identified end
user at the current stage, but whose results are likely
to be in high demand in the near future. These labs can
be “seen as a testing ground for promising ideas and
for identifying potential leaders who will organize new
areas of research.”” Financial support for these projects
is provided through the RTU MIREA centralized fund,
taking into account the obligations of the educational
and research departments to explore new areas of
activity.

The third—most prevalent—type of mega-lab
focuses on addressing urgent practical issues, such
as the training of engineering personnel, as well as
the conduct of scientific research and development
that is in high demand. These laboratories primarily
concentrate on interdisciplinary and multidisciplinary
projects within educational and research activities,
as well as the creation of experimental production
facilities. There is “increasing demand for technical
universities to act as production laboratories for
promising innovations.”® The establishment of such
mega-labs necessitates active collaboration with
industrial partners.

7 https://www.rbc.ru/society/14/11/2022/63720d159a79476
7085e7261. Accessed February 04, 2026. (In Russ.).

8 https://rectorspeaking.ru/tekhnicheskie-vuzy-dolzhny-stat.
Accessed February 04, 2026. (In Russ.).

PARTNERSHIP AS A DRIVER
OF SUSTAINABLE DEVELOPMENT
OF THE ENGINEERING UNIVERSITY

The interaction between universities, organizations,
and businesses is a rapidly evolving trend in modern
higher education [8]. Such interaction, which allows
engineers to be trained to meet specific employer needs,
involves research and development carried out on products
and technological solutions that align with a company’s
current technical capabilities and future goals.

The issue of collaboration between universities and
industry partners is not new [9]. However, as noted in
one publication, “domestic universities often implement
traditional and conventional technologies and methods
for working with companies,” and “the scope and
effectiveness of such collaboration is often constrained
by a lack of a systematic approach” [10].

Active collaboration can clearly emerge where the
interests and expertise of universities and businesses
intersect, creating a continuous scientific and industrial
chain “from concept to implementation” for specific
products. Therefore, partnerships between engineering
institutions and business entities, which should be long-
term rather than one-time events or initiatives, must
be aimed at promoting university growth. However,
such expansion and development will only occur if the
collaboration satisfies the interests of both parties, with
mutual benefit acting as a sort of “strategic screening
mechanism” that allows for informed management
decisions and guarantees advantages for each participant.

The interaction between universities and industry
partners is developing especially dynamically among
those participating in the Priority 2030 program. As
noted by D.N. Chernyshenko, Deputy Prime Minister
of the Russian Federation, universities are “building
and strengthening partnerships with companies in the
real economy. Over the past two and a half years, more
than 420 consortia have been formed as part of the
program, uniting universities, research organizations, and
businesses. Over 6000 agreements have been concluded
with industrial partners totaling more than RUR 62 bn.™

In light of the ongoing collaborative efforts between
universities and industry partners, a strategic approach
should set out to involve industry representatives in the
development the university’s academic and research
infrastructure. Partner involvement is essential for
several reasons. Firstly, it involves the formulation
of a comprehensive schedule for establishing a new
academic and research environment that addresses current
challenges. Such an environment should provide physical
and technical facilities that take into account the interests

9 https://www.minobrnauki.gov.ru/press-center/news/novosti-
ministerstva/90675/. Accessed February 04, 2026. (In Russ.).
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ofall concerned parties. Secondly, establishing each mega-
lab at a major engineering institution like RTU MIREA
is a costly undertaking that requires significant financial
resources. Through partnership with industry, universities
can share costs and leverage expertise and resources to
ensure the success of the associated projects.

The financial strategy of a modern university
necessarily involves the development of initiatives
to diversify the sources of funding for its operations,
including attracting investments from employers and
other concerned parties [11]. This diversification process
is based on the engagement of various parties in innovative
activities such as the implementation of R&D results in the
operations of existing enterprises and the establishment
of new ones. Additionally, it involves collaboration with
partners in research and design activities, which enhances
the potential for scientific research and innovation.

In most cases, opportunities for collaboration and
engagement with an industrial partner are realized in mega-
lab projects of the third type, which are the most ambitious
and focus on interdisciplinary and multidisciplinary
development. The financial model for these projects
involves co-funding from an industrial partner who
acquires the status of strategic partner to the university.
This includes the replication of proposed solutions
across universities throughout the country, as well as the
implementation of research and project activities through
network interaction and networked educational projects
and programs (including continuing education programs).

The development of these processes is facilitated
by a number of developments in higher education.
These include the transition of educational
organizations to autonomous status, the establishment
of a financing system that is aligned with modern
economic conditions, and the development of
an endowment fund system. Such developments
should contribute to enhancing the independence
of educational institutions. However, in order to
attract such funding, a well-established system of
collaboration, cooperation, and partnership with
businesses and organizations becomes essential.

EVALUATION OF MEGA-LAB DEVELOPMENT
PROJECTS FUNDED BY THE CENTRALIZED FUND

Although the mega-lab development projects at
RTU MIREA receive funding from a centralized fund,
a substantial portion of this funding comes from revenue-
generating activities. This constitutes an important
financial asset for the university today, enabling it to pursue
its development objectives, including those pertaining to
its scientific and educational infrastructure [12].

In light of the increasing need to modernize the
material and technical infrastructure, as well as the
development of new areas of scientific and academic

activity, it is essential that the decision regarding
funding be justified based on established criteria. Since
the choice regarding which project to pursue for the
development of the scientific and academic infrastructure
is a managerial decision, the selected criteria must be
clearly related to the institution’s operations and aimed at
achieving strategic goals [13]. Given limited resources,
the primary criterion for making such a decision should
be to maximize the project’s benefit to the institution.
Simultaneously, it is critical to ensure transparency
in competitive processes, which enhances employee
confidence in management decisions and, ultimately,
improves the efficiency and efficacy of operations.

Given the limited financial resources available
to educational institutions, a transparent process is
necessary for the selection of laboratory development
projects. This process serves as a reliable and efficient
tool for university administration in the development
of scientific and educational infrastructure [14].

The creation of a system to select mega-lab projects
supported by the university has resulted in the following
research goals being identified: the development of a set
of indicators to provide a comprehensive evaluation of the
proposed projects; the selection and validation of an approach
for integrating project evaluation; and the creation of a rating
system to inform decisions regarding project support.

The primary consideration for selecting a project is
the expected value and potential benefits of the mega-
lab in addressing challenges in critical areas of activity.
Based on this criterion, a framework of indicators has
been established to describe the key aspects of the
proposed mega-lab. This framework consists of five
groups of indicators, which are further divided into
specific sub-indicators (Table 1):

These include:

educational activities;

research and development;

collaboration with industry partners;

relevance and significance of the project;
uniqueness of the project.

The list of indicators above shows how each project
is evaluated. The evaluation is based on two main types
of activity: education and research. The involvement of
industrial partners is also evaluated as an indicator of the
project’s value to the real economy. In addition to the
aforementioned three components, the proposed system
of indicators incorporates image characteristics that take
improved perceptions of the project into account.

Except for those in the fifth group, each indicator’s
logical formula is based on the principle of relative
value in the form of an index (Table 2). This ensures
the comparability of all heterogeneous indicators
and results, and enables them to be aggregated into
a summary indicator despite the multidimensionality of
the source information [15].
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Table 1. Comprehensive system of indicators for evaluating the mega-lab project

No. Group of Indicators Sub-indicator

1.1. Expected workload of the mega-lab with training sessions

1.2. Expected coverage of students in classes at the mega-lab

1.3. Expected involvement of educational and research departments in using the mega-lab
for educational purposes

1 Educational activities

2.1. Profitability of research projects conducted at the mega-lab

2.2. Publication activity aligned with the focus of the mega-lab

Research and 2.3. Contribution of R&D outcomes generated at the mega-lab to the university’s overall
development (R&D) research efforts

2.4. Efficiency in human resource utilization

2.5. Engagement of young researchers in R&D

. 3.1. Participation of an industry partner in co-funding the establishment of a mega-lab
Collaboration . .
3 o 3.2. Use by the industry partner of a targeted training program for personnel development
with industry partners T . . N . .
3.3 Employment of university graduates in enterprises and organizations of an industrial partner

Relevance 4.1 Correspondence of the topics of scientific and educational projects and mega-lab activities
4 and significance with the national technological leadership project (NTLP) directions.
of the project 4.2 Integration of mega-lab’s core activities into RTU MIREA strategic goals
. 5.1 Absence of analogues: A fundamentally new mega-lab
Uniqueness

5.2 Uniqueness of individual mega-lab components

of the project 5.3 Modernization of existing mega-lab

Table 2. Index system for evaluating projects for the development of scientific and educational infrastructure

Educational activities

11+1cov+1con . . 9 g ..
Igp = -, & the index of the mega-lab workload in educational activities

I, is the index of the mega-lab expected load.

TCH
1.1 I =——, where TCH is total volume of classroom hours scheduled (prescribed) for laboratory work and practical
7 ML

exercises in mega-lab for the academic year, in hours; ML is the maximum possible workload of mega-lab, in hours

I, is the index of the expected coverage of students.
C+Cy+..+C; . S . S
1.2 | Loy = . where C, is the expected number of students (or individuals) from academic departments participating
total

in the mega-lab activities, persons; C, ., is the total number of students at the university at the time of applying, persons

L, is the index of expected involvement of academic and research departments.
N .

1.3 I;,, =—, where N is the number of academic and research departments whose students plan to participate in mega-lab
M

activities; M is the total number of academic and research departments at the university

Research and development

I +I +I _+I _+1
2 Iy = profit ' “hr 5yr P2 s the index of mega-lab utilization for R&D
Lorofit is the profitability index of research projects carried out at mega-lab.

7 _ (Pexp + Pspec + Pexist) - (Eexp + Espec + Eexist)
profit P. +P__ +P

2.1 exp | Tspec ' T exist

to be carried out at the mega-lab, RUR mln; PSpe . is the profit gained by the university from completed research projects under

existing contracts (stages) in the relevant field of specialization over the past three years, RUR mln; P_; . is the expected profit

from research projects under existing contracts (stages) within the relevant field of specialization, RUR mln;

, where: P exp is the expected profit for research projects scheduled
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Table 2. Continued

E,,, is estimated expenses (excluding contributions to the centralized fund of the university) for research projects
scheduled to be conducted at the mega-lab, RUR mln; ESpec is expenses (excluding contributions to the centralized fund
2.1 | of'the university) for completed contracts (stages) for research projects within the relevant field of specialization over

the past 3 years, RUR mln; B is expected expenses (excluding contributions to the centralized fund of the university)

for research projects (stages) with the relevant field of specialization, RUR miln

I, is the human resource utilization index.

2.2 I, = P where Cj 1s the number of full-time equivalents allocated for carrying out R&D projects; Cemp is the number

fte
of full-time employees in R&D projects, person

1, is the recruitment index for young researchers to carry out R&D.

23 ]yr = Piyr, where Pyr is the number of young researchers involved in the R&D implementation: up to 35 years old without
. emp
an academic degree, up to 35 years old with the Candidate of Science degree or up to 40 years old with the Doctor

of Sciences degree, persons; Pemp is the number of employees actually involved in the R&D implementation, persons

1., is the contribution index of the R&D performed at the mega-lab to the results of the university’s research activities.

C

f: . . . .
24 I, = —L where Cfsp is the cost of field-specific projects performed over the past 3 years (certificates of acceptance

total
of works), RUR mln; C,_, is the total cost of completed R&D projects at the university over the past 3 years (certificates
of acceptance of works), RUR min

Ipa is the publication activity index related to the mega-lab specific field.

PUB
’s Ipa = PUTSf’ where PUB; is the number of publications related to the specific field of the mega-lab in the year
: total

preceding the project application; PUB, ., is the total number of university publications in the year preceding the project
application

Collaboration with industrial partners

3 oo + Ligt + Lempl . : : . .
cncl w is the industrial partner engagement index into the mega-lab project

I+ 1s the index of industrial partner’s participation in co-funding the establishment of a mega-lab.
F
3.1 I ¢ = —<cof " \where F cof 18 the amount of funding that the industrial partner plans to allocate to the implementation

total
of the project, RUR mln; F,_ , is the total project cost, in million rubles

tota!

1, is the index of industrial partner’s use of target training mechanisms for personnel training.

S
tet . . .
32 | 1 ot = £, where Stgt is the number of target students from an industrial partner, persons; S
Stgt total
of students enrolled in target training, persons

g

ot total 15 total number

1 mpl is the employment index for the university graduates in the entities affiliated with the industrial partners.

€
Gempl Gempl
ly=———"—=———, where G
oG 28 emp
33 o empl tgt ) ) .
organization over the past 4 years, persons; Gempl ot 18 the number of graduates employed by an industrial partner’s
organization over the past 4 years, persons. This is based on an annual target of recruiting at least 70% of the current year’s

graduates, in the interests of the industrial partner

| is the number of university graduates employed in the industrial partner

Relevance and significance of the project in relation to the strategic objectives of university development

4 I Iyrep +1g

el = is the index of the project’s relevance and significance for the university development

Ly p is the correspondence index between the topics of educational projects along with mega-lab specialization

and NTLP specialization.

4.1 I — NTLPsched
NTLP NTLP

at the mega-lab; and NTLP is the total number of ongoing NTLPs

,» where NTLP_, . is the number of NTLP whose tasks will involve work scheduled to be done
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Table 2. Continued

ISg is the index of integration of the main fields of the mega-lab specialization in achieving the strategic goals
of RTU MIREA, as set out in the Priority 2030 program.

4.2 ST
g = —sched "\ here SI}eq is the number of strategic initiatives under the Priority 2030 that will involve work
at the mega-lab; SI is the total number of strategic initiatives specified in the Priority 2030
Uniqueness of the mega-lab project
5 A/C/U | . . .
uniq — is the project uniqueness index
51 A is the absence of analogs in the Russian Federation, meaning the establishing of a fundamentally new

laboratory (5 points)

5.2 | Cis the presence of separate laboratory components in other organizations (2 points)

5.3 | U is the upgrade of existing mega-lab complexes (1 point)

As a result, the overall assessment index for the
project to establish a mega-lab includes five sub-indices:

o [, is the index of the mega-lab utilization for
educational activities;

e [ is the index of the mega-lab utilization for R&D;

* Lo is the engagement index of an industry partner
into a mega-lab project;

e [, is the index of the project relevance and
significance for the university advancement;

® liniq is the project uniqueness index.

Each/;index canrange from0to 1, with 1 representing
the maximum possible score and therefore the highest
potential value and usefulness of the mega-lab.

To ensure the ability to defend the submitted
project and address any issues that may arise during the
review process, a project presentation assessment (PP)
is incorporated as a separate component of the overall
estimation. In order to make it comparable with other
estimations presented in a similar format, PP assessment
is binary, meaning it can only take one of two possible
values: 0 or 1.

Therefore, the integral estimation of the submitted
project (IEP) is as follows:

IEP = Flg s T Iongs Traps Luniqr PP)-

The following mathematical formulation is derived
from the current practice of obtaining a comprehensive
assessment in the form of a composite index:

IEP =K1 [EA +I:}: +Ieng +K2 Irel +Iuniq

+ K4PP,

where K, represents the weighting coefficient of
each IEP component.

Since K, is a weighting factor for indicators that are
directly linked to and represent strategically significant
areas of activity, the first three indicators are included

in the comprehensive assessment with a relative
importance of 3. The remaining two components of the
comprehensive assessment are included with an equal
weighting of 1. Accordingly, the following integrated
estimation model is derived:

Igp +1x +1eng

I +1 .
n rel 2umq +PP.

The maximum possible score for the integral
estimation of the mega-lab project is 5 points. To assess
the level of the project presented, the actual estimation
value must be compared to the maximum possible value:

IEP

actual

5

This demonstrates how close the actual project
estimation value is to the maximum possible value of 5.
As a result, the decision is based on the following ratios:

e 0.7 < vy < 1.0: the project is accepted for
implementation;

e 0.4 <vy<0.7: “grey area,” meaning that the project
is proposed for revision, primarily by strengthening
its integration into the solution of tasks that are
strategically important for the university;

e 0 <vy<0.4: the project is rejected.

The primary benefit of the proposed methodology
is its comprehensive and objective nature. This ensures
that the resulting integrated estimation of the project
provides a robust basis for appropriate decision-making.

IEP=3.

'Y:

CONCLUSIONS

The dynamic, sustainable, and socially-beneficial
development of engineering universities greatly
depends on the effective modernization of their
material and technical infrastructure. Experience
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shows that, in addition to financial investment, this
process requires well-planned infrastructure policies
and strategic planning for the development of scientific
and educational facilities. These measures enable
decisions that ensure the long-term sustainability and
development of educational organizations, as well as
the achievement of goals set out in their development
programs.

The diverse range of activities currently undertaken
by engineering universities, coupled with the significant
cost of establishing and maintaining scientific and
academic infrastructure, necessitates a structured and
formal approach to the selection of projects aimed

at enhancing the material and technological base of
these institutions. Such an approach, as proposed by
educational, research, and academic units, ensures
maximum objectivity in the evaluation process. The
implementation of the systematic and comprehensive
project selection methodology proposed in this paper will
facilitate the identification and development of effective
solutions within the core areas of university operations,
particularly in the context of interdisciplinary initiatives
in innovation, education, and research.
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