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• �Information systems. Computer 
sciences. Issues of information  
security

• �Multiple robots (robotic centers)  
and systems. Remote sensing  
and nondestructive testing 

• �Modern radio engineering  
and telecommunication systems 

• �Micro- and nanoelectronics. Condensed 
matter physics

• �Analytical instrument engineering  
and technology

• �Mathematical modeling 
• �Economics of knowledge-intensive  

and high-tech enterprises and industries. 
Management in organizational systems

• �Product quality management. 
Standardization

• �Philosophical foundations of technology 
and society
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• �Информационные системы. 
Информатика. Проблемы 
информационной безопасности

• �Роботизированные комплексы и системы.  
Технологии дистанционного зондирова-
ния и неразрушающего контроля

• �Современные радиотехнические 
и телекоммуникационные системы

• �Микро- и наноэлектроника. Физика 
конденсированного состояния

• �Аналитическое приборостроение  
и технологии

• �Математическое моделирование
• �Экономика наукоемких и высокотехно

логичных предприятий и производств. 
Управление в организационных системах

• �Управление качеством продукции. 
Стандартизация

• �Мировоззренческие основы  
технологии и общества

РОССИЙСКИЙ 
ТЕХНОЛОГИЧЕСКИЙ 
ЖУРНАЛ
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Objectives. The aim of  information support for management decision-making is  to find the most optimal option. 
Cluster analysis of multivariate data characterizing socioeconomic systems is widely used. In this work, the author 
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Secondly, identifying the abnormal functioning of the regions of the Russian Federation using the example of decision-
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НАУЧНАЯ СТАТЬЯ

Кластеризация многомерных временных данных 
в рамках информационной поддержки принимаемых 

управленческих решений

М.А. Анфёров @

МИРЭА – Российский технологический университет, Москва, 119454 Россия
@ Автор для переписки, e-mail: anfyorov@inbox.ru 

• Поступила: 02.02.2025 • Доработана: 20.11.2025 • Принята к опубликованию: 09.02.2026

Резюме
Цели. Информационная поддержка принятия управленческих решений в различных предметных областях 
направлена на поиск оптимального варианта из множества альтернативных. Что касается принимаемых ре-
шений в части функционирования социально-экономических систем, то здесь широко используется кластер-
ный анализ на многомерных данных, характеризующих эти системы, Цель работы – синтез и исследование 
методики анализа функционирования социально-экономических систем, построенного на  кластеризации 
характеризующих их  временных многомерных данных, с  целью повышения эффективности принимаемых 
решений в управлении такими системами.
Методы. Использованы методы кластерного анализа, а также положения теории систем и математической 
статистики.
Результаты. Разработана методика анализа функционирования социально-экономических систем, исполь-
зующая кластеризацию ее структурных элементов в пространстве временных многомерных данных. Анализ 
реализуется в три этапа. Во-первых, производится замена значений признаков на значения их дисперсий 
в рамках исследуемого временного интервала. Кластеризация с учетом новых значений признаков позволя-
ет выявить объекты кластеризации с высокой неустойчивостью значений признаков во времени. Во-вторых, 
реализуется кластеризация во всех дискретных точках временной координаты с дальнейшим расчетом уда-
ленностей объектов до центра своего кластера и их дисперсии. Анализ этих дисперсий также позволяет вы-
явить объекты с высокой неустойчивостью данных. В-третьих, отслеживается изменение принадлежности 
определенному кластеру объектов, попавших ранее в поле зрения. Выявленные неустойчивости в данных 
позволяют косвенно судить о нестабильном функционировании анализируемой системы или умышленном 
искажении представленной информации.
Выводы. В рамках обоснования эффективности разработанной методики рассмотрено два случая: выявле-
ние умышленного искажения информации на примере налогового администрирования и случай выявления 
аномального функционирования регионов Российской Федерации на примере принятия решений в рамках 
управления их социально-экономическим развитием. Поведенный анализ показал хорошие результаты и по-
зволяет рекомендовать предлагаемую методику к практическому использованию в информационных систе-
мах поддержки управленческих решений.

Ключевые слова: информационная поддержка, принятие решений, кластерный анализ, многомерные вре-
менные данные
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INTRODUCTION

Cluster analysis  [1], as an effective mechanism of 
intelligent information technologies, is used in resolving 
a  wide range of tasks related to decision-making in 
various subject areas. In the public administration, for 
example, it can be applied in developing socioeconomic 
policy at the regional level [2, 3], in tax regulation [4, 5], 
in the fields of education  [6] and medicine  [7,  8], 
computer science [9, 10] and information security [11], 
and in the field of mechanical engineering  [12,  13]. 
A  wide range of studies have addressed management 
processes in the economic sphere when solving 
decision-making problems. Examples of these are 
investment processes  [14], assessing the financial 
stability of information technology (IT) companies [15], 
and others. In addition to management decision-making, 
cluster analysis is also used to support project decision-
making [16, 17].

However, all of the examples given above apply 
static (spatial) data obtained at a specific point in time. 
On the other hand, analysis which takes into account 
the dynamics of the properties of objects reflected in 
the data enables the capabilities of cluster analysis to be 
expanded in support of management decision-making.

It is worth noting the research being implemented in 
this area. Firstly, there have been studies of the clustering 
of one-dimensional [18, 19] and multidimensional [20] 
time series which increases the efficiency of clustering, 
but not decision-making. The same goal is being pursued 
by the transition from the time domain of data to a two-
dimensional discrete function  [21] using continuous 
wavelet transformation [22]. The inclusion of the time 
parameter in the feature space during clustering  [23] 
enables the dynamics of the state of the analyzed objects 
to be expressed. The clustering of objects as dynamic 
systems has also been studied in [24, 25].

More in-depth analytics are based on identifying 
patterns in the dynamics of clustered objects through 
the dynamics of time series data. Thus, the expansion 
of analytics is based on an approach which involves 
clustering objects based on the proximity of the dynamics 
of time series of a  set of indicators characterizing 
them [26]. In this case, a range of metrics and methods 
for assessing such proximity are analyzed and 
compared, including the dynamic time warping (DTW) 
algorithm  [27]. The study of the dynamics of cluster 
structures in network models of stock markets has made 
it possible to identify an indicator of an impending 
crisis in the form of an increase in the stability of these 
structures [28].

In this study, information support for management 
decisions is based on an analysis of the hidden 
influence of factors on the behavior  (function) of 
the system  (Fig.  1). If the explicit influence directly 

determines the decision being made, then the hidden 
influence requires identification using modern analytical 
tools and information technologies, as well as an 
adequate interpretation of the results obtained.

FA
C

TO
R

S

Hidden 
exposure

 
 

Obvious 
exposure 

Impact on 
the system

 

 

Indirect 
assessment

 
 

Direct 
assessment

 
 

Decision-
making

Fig. 1. Consideration of the impact of factors  
on the system when making decisions

At the same time, the hidden impact of factors on the 
system being analyzed is revealed through the variable 
behavior of the objects under study in relation to the 
clusters being formed. This variability may signal either 
deliberate distortion of the data provided  (e.g., in tax 
returns) or unstable functioning of the system requiring 
managerial intervention.

METHODOLOGY

The temporal data analysis used is based 
on their clustering using the self-organizing 
map (SOM) method [29]. This is within the framework 
of the previously proposed approach and covers various 
levels of depth of research into system behavior  [30]. 
Kohonen SOM enable the qualitative component of 
the analysis to be enhanced by visualizing the clusters 
formed using map data. In the proposed methodology, 
three data analysis tools are implemented to improve the 
adequacy of the decision made.

The first tool is a  filter to limit the power of the 
analyzed set of features  1 2( , ,... , ),t t t t

k k k knp p p=p  which 
depend discretely on the time parameter  t  (k  is the 
number of objects in the clustered set, m is the number 
of features). The values of the features are replaced 
with the values of their dispersions within the time 
interval under study  (w  is the number of fixed time 
coordinates):

	 2

1 1

1 1( ) ,   .
1

w w
i i

kj kj kj kj kj
i i

D p p p p
w w= =

= − =
− ∑ ∑ � (1)

Further, clustering is performed in the space 
of new features with the identification of objects 
belonging to clusters with high dispersion values 
associated with  high instability of the values of the 
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analyzed features. The objects identified are recorded 
for further analysis as systems with unstable time data. 
Objects with a high feature dispersion possibly caused 
by a  trend in their values, characterizing a  positive 
or negative trend, may also be noted. Additional 
regression analysis is required for clarification  (see 
example below).

The second analysis tool is designed to identify 
instability in the images of the clustered objects within 
clusters and involves a series of steps.

In the first stage, clustering is implemented at all 
discrete points of the time coordinate (r is the number of 
the time coordinate). Next, the distance  r

kd  of the 
kth object to the center of its cluster is calculated.

In the second stage, at each moment in time r, the 
variance of the values found in the first stage is calculated 
as  r

kd  in the interval covering the current and previous 
time coordinates:

   2

1 1

1 1( ) ,   ,   2, .
1

r r
r t r r t
k k k k k

t t
D d d d d r w

r r= =
= − = =

− ∑ ∑ �(2)

In the third stage, the temporal dependencies of the 
dispersions  (2) are displayed in the form of a diagram 
which includes all clustered objects. The diagram enables 
objects with unstable temporal data to be identified at 
a new level.

The application of the third tool involves tracking 
possible changes in the affiliation of a  specific cluster 
of objects previously in the field of view (Fig. 2). Such 
changes allow us to indirectly assess (Fig. 1) the unstable 
functioning of the system or deliberate distortion of 
information. They also allow us to refine previously 
obtained conclusions about objects which have fallen 
into the risk group. For this purpose, diagrams are the 
best way to express these objects.

t
1   

t t
2   

2

2

tp

2

1

tp

Fig. 2. Clustering results dynamics

The second and the third tools can be applied in 
different sequences, as well as in parallel.

The interrelationship between the stages implemented 
within the analysis methodology is presented in a block 
diagram of the corresponding algorithm (Fig. 3).

Temporal  
multidimensional data

Clustering  
on converted data

Dynamic clustering  
with identification of the objects 

with internal instability

Regression analysis 
with identification of trends 

in unstable objects and fixation 
of problematic ones

Comparative analysis of recorded objects and development 
of recommendations for decision-making

Regression analysis  
with identification of trends 

in migratory objects, highlighting 
problematic ones

Dynamic clustering  
with detection of the objects 
migrating between clusters

Fixing objects  
that have gotten 

into a cluster 
with unstable data

Is clarification 
required?

Is clarification 
required?

No

Yes Yes

No

Fig. 3. Method implementation algorithm
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DETECTION OF INTENTIONAL 
DISTORTION OF INFORMATION

The application of the proposed analysis in 
identifying the deliberate distortion of information is 
demonstrated using the example of tax administration. 
Here decisions need to be made about planning field 
tax audits at taxpayer enterprises. It is initially assumed 
that the aforementioned distortion allows with a certain 
degree of probability  (Fig.  1) the dishonesty of the 
management of such enterprises to be assessed. The 
selection of parameters  (features) for clustering was 
based on a number of preferences:

•	 availability of their calculation in financial 
statements;

•	 their correlation with bankruptcy risk  (indicators 
are reflected in the relevant methodology of 
the Federal Insolvency Service under the State 
Committee of the Russian Federation for State 
Property Management);

•	 inclusion in Altman’s model [31].
As a  result, sixteen financial indicators were 

selected for the twenty companies analyzed. They 
enabled an assessment of their solvency to be made 
as well as the financial stability of their economic 
systems, the profitability of their production, and their 
business activity in terms of inventory turnover and 
accounts receivable and payable. The dynamics of 
these indicators were tracked over a  period of eight 
quarters.

Clustering in the space of new features  (1), 
according to the proposed methodology, allowed 
for enterprises with high instability of initial data 
values to be identified  (enterprises with conditional 
numbers 4 and 12). According to the clustering results, 
they were isolated in their clusters.

The analysis of intra-cluster instability based 
on the value of the variances  (2) resulted in the 
construction of a  diagram  (Fig.  4). The pattern of the 
graphs in the diagram identified critical enterprises 
with data instability, leading to abnormal behavior of 

the graphs corresponding to these enterprises. At this 
stage, the group of enterprises under review included 
the previously noted enterprises  4  and  12, as well as 
enterprises 2 and 13.

Migrations between clusters  (the third tool of 
the analysis methodology) were found to affect 
enterprises  2,  4,  and  12, as already been noted in 
previous stages of the analysis. A graphical illustration 
for enterprise 4 is shown in Fig. 5.

Thus, based on the results of the analysis, field tax 
audits were recommended for enterprises 2, 4, and 12, 
and, if possible, for enterprise 13.

IDENTIFYING SYSTEM 
FUNCTIONING INSTABILITY

The application of the proposed analysis in 
identifying abnormal systems functioning can be 
demonstrated using the example of decision-making 
in the context of socioeconomic development 
management of the regions in the Russian Federation. 
The analysis used key indicators characterizing the state 
of the regional socioeconomic system1 for the period 
from  2014  to  2020  (a period of steady progressive 
development). The volume indicators were converted 
to relative values by dividing them by the number 
of employed people in the region. The Republic of 
Crimea and the city of Sevastopol were excluded from 
the analysis, since during this transitional period their 
socioeconomic systems were on the path to stabilization. 
Moscow, the Moscow oblast, and St. Petersburg, as well 
as regional structures which are part of regions (e.g., the 
Yamalo-Nenets Autonomous Okrug within the Tyumen 
oblast), were not considered.

Unlike the case discussed above, where deliberate 
data distortion was identified during dynamic cluster 
analysis of system functioning, dispersion estimates 
must take into account the possible trend of the relevant 
indicators  (system characteristics) which cause high 
dispersion values.

In the example under consideration, when 
clustering in the space of feature variances  (1), 
region  69  (Tver  oblast) fell into the cluster of system 

1  Rossiya v tsifrakh: kratkii statisticheskii sbornik (Russia in 
numbers: a short statistical collection). Moscow: Rosstat; 2020, 
550 p. (In Russ.). ISBN 978-5-89476-488-7
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instability  (high variance values). In order to identify 
the presence of a  trend, a  regression analysis was 
performed to identify the empirical dependence on time 
of the indicator v = v(t), as determined by the ratio of 
the gross regional product (billion rubles) to the average 
annual number of employed population  (thousand 
people)  (Fig.  6). The high value of the coefficient of 
determination R2 indicates a stable positive trend for this 
characteristic. This allows us to exclude this region from 
the cluster of unstable regions. As for other indicators, 
checking for trends in this region yielded positive 
results. Thus, for the relative volume of goods shipped 
from own manufacturing, a  stable trend  s  =  s(t) with 
a coefficient of determination R2 = 0.77 was confirmed.
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Fig. 6. Trend of indicator v for region 69

In the case of a specific clustering object, there may 
be cases where some indicators have a  stable trend, 
while others have a stochastic spread of values. In this 
case, a  heuristic assessment will be required to make 
a decision.

Other regions classified as unstable  (46  in Kursk 
oblast, 23 in Krasnoyarsk krai, 51 in Murmansk oblast, and 
76 in Yaroslavl oblast) are characterized by a high level 
of stochasticity, making them candidates for increased 
attention in terms of state socioeconomic regulation.

The diagram illustrating intracluster instability by 
dispersion  (2)  (Fig.  7) showed abnormal behavior of 
the graphs for the regions already mentioned above. 
Regions 2 (Republic of Bashkortostan) and 11 (Republic 
of Komi) were added.

At the stage of identifying migration between 
clusters  (Fig.  8), regions 65  (Sakhalin oblast) and 
68 (Tambov oblast) were included in the analysis.
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Fig. 7. Dynamics of dispersions (2) in regional analysis
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The absence of migration between clusters in 
region  69  once again confirmed its high level of 
socioeconomic development.

Regression analysis of the regions added showed that 
the increase in dispersion (2) for regions 2 and 11 can 
be largely explained by the positive dynamics of their 
indicators (see the example for region 2 in Fig. 9 with an 
acceptable R2 value). In the case of regions 65 and 68, 
their migration between clusters is determined by the 
high level of stochasticity of economic indicators  (see 
the example for region 65 in Fig. 9 with a low R2 value), 
requiring measures to be taken within the framework of 
state regulation.
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Thus, based on the results of the analysis, 
recommendations can be given on the development 
of measures within the framework of state regulation, 
aimed at improving and stabilizing the functioning of 
the socioeconomic system in regions 46, 23, 51, 76, 65, 
and 68.

CONCLUSIONS

The article presents an approach to information 
support for management decisions in conditions of 
uncertainty. This is achieved by means of an indirect 
assessment of the impact of factors on the controlled 
system using a  method based on cluster analysis of 
time series data. The proposed technology is focused 
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on two classes of tasks: decision-making in conditions 
of possible deliberate data distortion; and when 
detecting unstable functioning of the system being 
analyzed.

The proposed theoretical provisions have been 
tested in practice using real data to resolve matters of 
concern to the tax administration and state regulation of 
the functioning of regional socioeconomic systems.
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Abstract
Objectives. The paper sets out to develop an architecture for a distributed testing system for Internet of Things (IoT) 
devices to ensure secure transmission and the isolated execution of test scenarios on dedicated execution modules. 
The study takes account of  the rapid growth in  the number of  IoT  devices operating in  untrusted computing 
environments, in which the testing process can pose a risk of confidential data leakage or unauthorized interference 
with software components.
Methods. A  comparative analysis of  existing solutions such as  NI  TestStand, MagicDAQ, PHiLIP, and 
KEOLABS  ContactLAB was conducted. Architectural components and test scenario life-cycle processes were 
examined and compared.
Results. The analysis identified the main stages of the test scenario life cycle, including preparation and storage 
of scripts, transmission and interpretation, interaction with the device under test, as well as registration and analysis 
of  results. In  addition, existing and proposed architectural solutions were compared according to  the following 
key characteristics: application domain; type of  architecture  (distributed or  centralized); test scenario execution 
environment; system scalability; level of  execution isolation; availability of  protection mechanisms; capability for 
remote management. The results of the study are presented in the form of a proposed architecture that includes 
a control module and autonomous execution modules with an isolated virtual MicroPython environment. To ensure 
security, test scenarios are transmitted over an encrypted communication channel using constrained application 
protocol and datagram transport layer security (protocol, while the execution of test code takes place in a restricted 
environment isolated from the main operating system.
Conclusions. The comparative analysis confirmed that the proposed solution eliminates the key limitations of existing 
solutions, namely the lack of  encryption mechanisms and isolation of  execution. The developed architecture 
enhances the security and reliability of the IoT device testing process, offering protection for intellectual property 
and test scenario logic in untrusted computing environments.
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Резюме
Цели. Цель работы заключается в разработке архитектуры распределенной системы тестирования устройств 
интернета вещей (Internet of Things, IoT), обеспечивающей защищенную передачу тестовых сценариев и их 
изолированное исполнение на исполнительных модулях. Актуальность исследования обусловлена стреми-
тельным ростом числа IoT-устройств, функционирующих в недоверенных вычислительных средах, где про-
цесс тестирования может создавать риски утечки конфиденциальных данных или несанкционированного 
вмешательства в программное обеспечение.
Методы. Проведен сравнительный анализ существующих решений, таких как NI TestStand, MagicDAQ, PHiLIP 
и KEOLABS ContactLAB. Выполнено сопоставление их архитектурных компонентов и процессов жизненного 
цикла тестовых сценариев. 
Результаты. На основании анализа выделены основные этапы жизненного цикла, на которых применя-
ются рассмотренные инструменты: подготовка и хранение, передача и интерпретация, взаимодействие 
с тестируемым устройством, регистрация и анализ результатов. Кроме того, проведено сравнение суще-
ствующих и предложенного архитектурных решений по ключевым характеристикам: предметная область 
применения, тип архитектуры (распределенная или централизованная), среда исполнения тестовых сце-
нариев, масштабируемость системы, уровень изоляции среды исполнения, наличие механизмов защиты 
и возможность удаленного управления. Результаты работы представлены в виде предложенной архитек-
туры, включающей управляющий модуль и автономные исполнительные модули с изолированной вирту-
альной средой исполнения MicroPython. Для обеспечения безопасности предусмотрена передача тесто-
вых сценариев по зашифрованному каналу связи с использованием протоколов CoAP1 и DTLS2 , а также 
выполнение кода тестовых сценариев в ограниченной среде, изолированной от основной операционной 
системы.

1  Constrained application protocol – облегченный протокол интернета вещей.
2  Datagram transport layer security – протокол передачи данных, обеспечивающий защищенность соединений для протоко-

лов, использующих датаграммы.
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INTRODUCTION

The widespread use of Internet of Things  (IoT) 
devices requires compliance with high quality, safety, 
and reliability standards. In these circumstances, testing 
is crucial for the identification and elimination of 
potential malfunctions to ensure that the devices meet 
the specified technical requirements and can function 
stably in real operating conditions [1, 2].

Unlike traditional software, testing IoT devices 
presents a  number of specific challenges. Since 
encompassing both hardware and software components, 
such testing involves the consideration of various 
communication protocols, limited computing resources, 
and the characteristics of low-level interfaces. An 
additional complication arises due to testing often 
being outsourced to third-party organizations that may 
not be trustworthy, which creates risks of unauthorized 
interference and compromised results [3].

In this regard, the paper aims to analyze existing 
solutions for testing IoT devices and to develop a new 
distributed testing system architecture that addresses the 
identified shortcomings.

1. THEORETICAL BASIS OF TESTING

Based on the specific characteristics of IoT devices, 
testing can be divided into three main levels  [4–6]: 
device, network, and system testing.

Device testing involves checking the device 
itself as a  separate unit. This covers both the 
hardware components  (e.g., the microcontroller, 
sensors and actuators) and the embedded software. 
The first stage involves verifying the correct 
operation of the peripheral interfaces  (serial 
peripheral interface  (SPI), universal asynchronous 
receiver-transmitter  (UART),  etc.) that facilitate 
communication between the microcontroller and 
external modules. Next, the device’s firmware 

logic, data processing algorithms, performance, and 
reliability under load or interference are evaluated.

Network testing focuses on the communication 
infrastructure. The measured parameters include the 
bandwidth, latency, reliability, and scalability of the 
communication channels used  (e.g., Wi-Fi, cellular 
networks, low-power wide-area network,  etc.). This 
ensures the required quality of service for IoT devices [7].

On the other hand, system testing covers the entire 
range of devices and infrastructure, carrying out checks 
into how several devices interact with each other, as 
well as with gateways and the cloud platform. Here it is 
also necessary to ascertain the correctness of end-to-end 
data processing and user scenarios. This comprehensive 
integration testing involves working through scenarios 
from an event on a device to the receipt of data in the 
cloud and the return response.

Therefore, to comprehensively assess the functioning 
of IoT systems, thorough testing must be conducted at 
each level to cover various aspects of their operation, 
ranging from hardware components to device interaction 
within a distributed environment.

2. ARCHITECTURAL ANALYSIS  
OF EXISTING SOLUTIONS

Testing tools are software or hardware solutions 
designed to automate and streamline the testing of IoT 
devices. They support specialists in evaluating various 
characteristics, including functionality, performance, 
stability and security. These tools are used to to simulate 
a wide range of operating scenarios and environmental 
conditions, thereby ensuring more reliable testing of 
device behavior in various conditions.

The majority of contemporary research and 
development in the realm of IoT testing revolves 
around system- or network-level testing. The most 
common solutions are those that verify the correct 
implementation of protocols  (constrained application 

Выводы. Проведенный сравнительный анализ продемонстрировал, что предлагаемое решение устраняет 
ключевые ограничения аналогов, связанные с отсутствием механизмов шифрования и изоляции исполнения. 
Разработанная архитектура повышает безопасность и  надежность процесса тестирования IoT-устройств 
и может использоваться в недоверенных вычислительных средах для защиты интеллектуальной собственно-
сти и логики тестовых сценариев.
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protocol, MQTT3, 6LoWPAN4, etc.), node compatibility, 
performance, and network connection reliability. 
Platforms such as PatrIoT [8], Hector [9], F-Interop [10], 
MATTER [11], and Eclipse IoT-Testware [12] typically 
use virtualization mechanisms to facilitate scalable 
testing of architectural scenarios without the involvement 
of real physical equipment.

Checks implemented at the physical device level are 
usually limited to highly specialized solutions and are less 
formalized. Therefore, it seems appropriate to consider 
system architectures specifically oriented towards the 
device level and compare them. The basic architecture of 
the testing system shown in Fig. 1 includes the following 
components:

•	 The control module coordinates the launch of tests 
and distributes tasks among the execution modules.

•	 Executive modules are one or more devices that 
interact directly with the device under test through 
physical interfaces.

•	 The device under test is the object being tested.

Control  
module

Executive  
module

Device  
under test

Fig. 1. Typical architecture of a testing system

Subject analysis is carried out to identify the tools 
used at the device testing level.

NI TestStand5 is a  commercial test management 
system that integrates with the NI LabVIEW measurement 
programming environment. The corresponding system 
architecture is depicted in Fig. 2.

The control module, which is installed on a PC, is 
designed for centralized control of automated execution 
modules. It also records test results to ensure their 
collection and visualization.

Executive modules are data collection systems 
connected to the control module that interact directly 
with the device under test via physical interfaces to 
execute test commands.

The script execution environment is located directly 
within the operating system (OS) on the control module. 
Built-in OS  functions provide system security by 
controlling resources and test results.

The NI TestStand functional capabilities include 
creating test scenarios that can be executed for a single 

3  Message queuing telemetry transport is a  lightweight, 
publish–subscribe, machine-to-machine network protocol for 
message queue/message queuing service.

4  IPv6 over Low-Power Wireless Personal Area Networks, 
based on the IEEE 802.15.4 standard.

5  TestStand Release Notes. https://www.ni.com/en/support/
documentation/release-notes/product.teststand.html. Accessed 
July 07, 2025.

device or multiple devices simultaneously. Testing is 
coordinated through parallel interaction between several 
control modules via a  local network. However, this 
interaction is currently limited to internal enterprise or 
laboratory networks, as the system does not initially 
support full remote control via an internet connection. 
Nevertheless, NI  TestStand provides a  command 
interface for initiating testing from external continuous 
integration (CI) systems.

Thus, NI TestStand is a  local, centralized testing 
system offering a  sophisticated user interface and 
support for continuous integration processes. However, 
it lacks built-in mechanisms for distributed processing 
or the isolated operation of test modules.

Control module (TestStand, LabView)

.seq  
script file

Control  
commands 
(PCI/USB)

Response data, 
status  

(PCI/USB)

Test report

Test script  
repository

Script execution 
environment

Test result  
analysis module

Executive module 
(DAQ, PXI)

Test result  
storage

Commands, signals  
(SPI, I2C, UART, GPIO, 
analog, digital signals)

Responses, signals 
(SPI, I2C, UART, GPIO, 
analog, digital signals)

Device under test

Fig. 2. NI TestStand testing architecture for a single 
device. PCI (Peripheral Component Interconnect) 

is an input/output bus for connecting peripheral devices 
to a computer motherboard; USB (Universal Serial Bus)  

is a universal serial bus; I2C (Inter-Integrated Circuit)  
is a serial asymmetric bus; GPIO (General Purpose  

Input/Output) is a general purpose input/output 
interface; DAQ (Data Acquisition) is software 

and hardware for collecting data;  
and PXI (PCI eXtensions for Instrumentation) is a PCI 

extension for measurement systems

MagicDAQ6 is an executive module that connects 
to the control module (PC) via a USB interface (Fig. 3). 
All testing logic is implemented on the control 
module by executing test scripts in  Python, which 
then send commands to the executive module via the 
USB connection. It should be noted that MagicDAQ is 
not a  completely distributed system or cloud service; 

6  MagicDAQ Docs. https://magicdaq.github.io/magicdaq_
docs/. Accessed July 07, 2025.

https://www.ni.com/en/support/documentation/release-notes/product.teststand.html
https://www.ni.com/en/support/documentation/release-notes/product.teststand.html
https://magicdaq.github.io/magicdaq_docs/
https://magicdaq.github.io/magicdaq_docs/
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rather, it is a peripheral module for a  local PC, whose 
scalability is determined by the number of available USB 
ports. As test scripts are written in Python and transmitted 
via a  local connection, security is implemented using 
built-in operating system tools.

Thus, MagicDAQ is characterized as a  specialized 
solution for local use in measurement systems with 
limited scalability and no distributed data processing 
mechanisms.

Control module 
(Python + MagicDAQ API)

Script execution 
environment  

(Python)

Commands 
(USB)

Command 
execution 

result 
(USB)

Commands, signals  
(SPI, I2C, UART, GPIO)

Responses, signals 
(SPI, I2C, UART, GPIO)

Executive  
module 

(MagicDAQ)

Device  
under test

Fig. 3. MagicDAQ testing architecture.  
API is Application Programming Interface

A software and hardware platform known 
as  PHiLIP  [8] has been developed for the automated 
testing of microcontroller peripheral interfaces in 
embedded systems, including IoT devices.

The PHiLIP testing system architecture is based 
on a  distributed model, which provides a  central 
control module in the form of a continuous integration 
server (such as Jenkins) integrated with the Git version 
control system for storing and updating test scripts. As 
illustrated in  Fig.  4, the control module coordinates 
test runs, stores, and distributes test cases, as well 
as transferring firmware to the devices under test and 
collecting test result data for further analysis.

Each executive module, which is based on 
a Raspberry Pi single-board computer (manufactured by 
Raspberry Pi Holdings plc, United Kingdom), functions 
as an intermediary between the CI  server and the 
PHiLIP  hardware interface module. The module runs 
test scenarios in the Robot Framework environment7 
and uses  serial wire debug or  joint test action group 
interfaces to flash the tested devices and download new 
software versions. The PHiLIP interface module is 
connected to via the UART interface.

7  Robot Framework. https://robotframework.org/. Accessed 
July 07, 2025.

In turn, the PHiLIP interface module is responsible 
for generating and registering signals on the device 
under test’s physical interfaces including SPI, I2C, 
UART, and GPIO. This module emulates the behavior 
of the device’s external environment and records its 
responses, which are then returned to the execution 
module and subsequently to the control module for test 
result analysis.

As shown in Fig. 5, the system architecture allows 
for scaling: several executive modules can be connected 
to one control module, each executive module 
controlling its own instance of the interface module and 
the device under test. This structure enables parallel 
testing of different devices while providing centralized 
control and collection of results. However,  [8] does 
not describe the mechanisms for ensuring information 
security, nor does it specify how test case execution is 
isolated, how protection against unauthorized access is 
ensured, or how integrity control is maintained during 
the transmission of test scenarios.
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Interface module 
(bluepill)

Results, signals, and counters
(UART, SPI, I2C, GPIO)

Fig. 4. PHiLIP testing architecture  
for a single device under test

KEOLABS ContactLAB8 is a  commercial 
software and hardware platform designed for 
functional testing of smart cards, microcontrollers 

8  Contact Tester. https://www.keolabs.com/products/platforms/
contact-tester. Accessed July 07, 2025.

https://robotframework.org/
https://www.keolabs.com/products/platforms/contact-tester
https://www.keolabs.com/products/platforms/contact-tester
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with security modules  (Secure  Element), as well as 
devices supporting NFC9 and  ISO 781610 contactless 
interfaces. It is widely used for certification testing and 
the development of authentication and identification 
tools.

The architecture of the solution  (Fig.  6) is 
based on the use of two modules: the  SCRIPTIS11 
software control module, which is installed on 
a  PC, and the ContactLAB  HW hardware execution 
module. The latter generates commands, measures 
time characteristics, and records signals from the 
device under test. The control and execution modules 
interact via a  USB or Ethernet interface. Testing is 
performed entirely at a  single workstation with no 
option for distributed testing or remote access. With 
this solution, the only way to achieve scalability is 
by increasing the number of stands and manually 
coordinating their operation. The architecture does 
not allow for a  centralized control module or the 
parallel execution of scenarios on multiple devices. 
Security of the testing logic is ensured within the 
closed SCRIPTIS environment and its built-in access 
mechanisms. Test scenarios are executed in a standard 
user OS environment.

Therefore, KEOLABS is a platform for the low-level 
testing of secure devices in a  laboratory environment. 
Its architecture is designed for centralized operation and 
lacks mechanisms for remote access or secure distributed 
test execution.

9  Near Field Communication (NFC) is a  technology for 
transmitting data wirelessly over short distances.

10  ISO/IEC 7816-1  Identification cards—Integrated circuit 
cards. https://www.iso.org/standard/54089.html. Accessed 
July 07, 2025.

11  SCRIPTIS: an intuitive testing environment. https://www.
keolabs.com/products/solutions/emvco-l1-payment-testing#. 
Accessed July 07, 2025.

Control module (SCRIPTIS, RGPA)

Test script repository

Script execution 
environment

Executive module 
(ContactLAB HW)

Script file Test report

Test result  
analysis module

Test result  
storage

Device under test

Control  
commands 

(USB/Ethernet)

Responses, 
signals 

(USB/Ethernet)

Commands, signals 
(ISO 7816-1, SWP)

Response frames 
(ISO 7816-1, SWP)

Fig. 6. KEOLABS ContactLAB testing architecture. 
RGPA (Real-Time General-Purpose Analyzer); 

SWP (Single Wire Protocol)

3. ANALYSIS OF TESTING PROCESSES

A number of typical processes can be identified based 
on the review of existing testing system architectures. 
As shown in Fig. 7, these processes provide a general 
overview of how such systems function, regardless of the 
specific implementation. These processes can be defined 
as a sequence of stages in the test scenario lifecycle:
1)	 preparation and storage of test scenarios;
2)	 planning and launching of test scenarios;
3)	 transfer of test scenarios to the execution module;
4)	 interpretation of test scenarios;
5)	 interaction with the object under test;
6)	 recording of test results;
7)	 analysis and generation of reports.

Control module 

Executive module 1 Executive module 2 Executive module n

Device  
under test 1

Interface  
module 1

Interface  
module 2

Interface  
module n

Device  
under test 2

Device  
under test n

Fig. 5. PHiLIP test architecture for multiple devices under test

https://www.iso.org/standard/54089.html
https://www.keolabs.com/products/solutions/emvco-l1-payment-testing#
https://www.keolabs.com/products/solutions/emvco-l1-payment-testing#
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During the preparation and storage of test 
scenarios, the appropriate sequence of actions, 
execution conditions and criteria for successful test 
completion are developed and described. These 
are created by specialists using scripting languages 
such as Python  (e.g., in  MagicDAQ) and Robot 
Framework (in PHiLIP), as well as other tools. Once 
developed, the scenarios are stored in a  database or 
repository for subsequent use by the control module or 
continuous integration systems (e.g., Jenkins).

Test scenario planning and execution involves 
selecting the necessary tests and determining their 
execution sequence, as well as synchronizing and 
initiating the testing process. This can be performed 
either by an operator through the control module 
interface or automatically from an external continuous 
integration system, as with PHiLIP and Jenkins.

Test scripts are transferred to the execution 
module of the systems under review via a  local 
network  (e.g.,  PHiLIP) or physical interfaces, 
such as USB  (e.g.  NI  TestStand, MagicDAQ, and 
KEOLABS  ContactLAB) and Ethernet  (KEOLABS 
ContactLAB). However, the analyzed solutions do not 
specify whether any encryption mechanisms or other 
measures are employed to safeguard the transmitted 
data.

During the test scenario interpretation stage, the 
scenario is processed in the execution environment, 
where the test logic is converted into specific commands 
for controlling the physical interfaces. Depending 
on the system, this may be the TestStand engine, 
a Python interpreter (MagicDAQ), a Robot Framework 
environment  (PHiLIP), or a  built-in SCRIPTIS 
environment  (KEOLABS ContactLAB). This approach 
enables the test logic to be abstracted from the hardware 
implementation.

The test object is interacted with by an executive 
module that controls physical interfaces  (SPI, I2C, 
UART, ISO 7816,  etc.), ensuring the transmission of 
signals and commands directly to the device under test. 
For example, PHiLIP uses a separate interface module 
for this purpose which interacts with and depends on the 
Raspberry Pi as a control module.

Test result recording involves capturing data 
obtained during the test, such as device responses, 
signals, timestamps, statuses, and measured values. 
This data can be stored locally on the execution module 
or transferred immediately to the control module for 
further analysis.

In the final stage, the recorded data is processed and 
the criteria for successfully completing the test case are 
calculated. Reports are then generated for operators, 
or the results are automatically transferred to external 
analysis and quality management systems.

The analysis of existing IoT device testing 
platforms and selected typical processes revealed 
several limitations. All of the considered solutions 
have one key limitation in common: a  lack of 
a  mechanism for the secure execution of test 
scenarios. Test scenarios are either executed locally, 
delivered manually, or via a  continuous integration 
infrastructure, with no explicit use of cryptographic 
protection. Additionally, many tools are local and 
do not support remote execution modules. In today’s 
environment, where testing is often performed in an 
untrusted environment that requires the autonomous 
operation of execution modules, it is essential to 
ensure that tests can be carried out without risking 
interference or conflict.

Therefore, it is necessary to develop a new testing 
architecture for eliminating the identified shortcomings 
and ensuring the necessary level of security and 
scalability when testing IoT devices.

4. PROPOSED TESTING  
SYSTEM ARCHITECTURE

The proposed architecture comprises a  distributed 
network for testing Internet of Things devices. In this 
network, several executive modules interact with the 
control module to exchange encrypted test scenarios. 
This architecture  (Fig. 8) comprises the following key 
components:

•	 Control module. This is responsible for coordinating 
distributed execution modules and storing test 
scenarios.

Fig. 7. Test scenario life cycle
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•	 Execution modules. These are autonomous nodes 
that are physically connected to the devices under 
test. The modules execute test scenarios received 
from the control module, record the results, and 
interact with the object under test via connected 
interfaces. Each execution station contains 
a built-in, isolated execution environment in which 
the received test scenarios are interpreted.

•	 Tested devices. These are real IoT devices connected 
to the execution modules and tested via physical 
interfaces. Each test station connects to the device 
under test via one of the interfaces  (SPI, I2C, 
UART,  etc.). In the proposed architecture, these 
connections are referred to as channels, each of 
which comprises a  logically independent unit for 
controlling input and output signals. Each channel 
corresponds to a specific interface type or interaction 
protocol.

The testing process begins when the operator uses 
the control module to initiate execution of the script. The 
script is then transmitted to the execution module via 
a secure channel and executed in an isolated environment, 
generating commands to interact with the device under 
test’s interfaces. The test results are then sent back to the 
control module in an encrypted format for analysis.

When designing the architecture, special attention 
should be paid to protecting the testing logic and 
mitigating risks arising from operation in a potentially 
untrusted environment. Studies  [13,  14] have shown 
that the various stages of the device life cycle are 
accompanied by threats of unauthorized access to 
software and leakage of test scenarios. Furthermore, the 
microcontrollers themselves can act as both a source and 
a target of attacks. In light of these threats, the system 
architecture incorporates a set of protective measures to 
be applied at various stages of the test scenario life cycle.
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The DTLS protocol ensures the confidentiality and 
integrity of test scripts and results during transmission 
and reception. The protection of data when working in 
untrusted networks is particularly important for devices 
with limited computing resources [15].

Test scripts are executed in an isolated MicroPython12 
environment. This isolation ensures the secure execution 
of test scripts through compartmentalization and 
restricted access to resources [16].

The scalable system supports the connection 
of new execution modules, each of which operates 
autonomously. This enables parallel test execution and 
eliminates a single point of failure.

The table below shows the characteristics of 
existing and proposed architectural solutions. As can 
be seen, most existing systems are characterized by 
a  centralized architecture, limited scalability, and 
a  lack of protection mechanisms. In contrast, the 
proposed solution features a  distributed network 
architecture of execution modules, an isolated execution 
environment, as well as encryption and authentication 
mechanisms. This approach ensures effective system 
scalability and significantly increases the protection  
of the test logic.

The proposed solution enhances and streamlines the 
processes involved in the test scenario lifecycle. Let us 
consider its key features and how it differs from other 
solutions:

12  Micropython. https://micropython.org/. Accessed July 07, 
2025.

Table. Comparison of characteristics of existing and proposed solutions

Characteristic NI TestStand MagicDAQ PHiLIP KEOLABS Proposed solution

Architecture type Centralized Centralized Distributed Centralized Distributed

Execution 
environment PC PC Executive module PC Executive module

Scalability
Local network 
(remote launch 

via CI)

Limited by the 
number of USB 

ports

High (adding 
Raspberry Pi 

nodes)

Limited by manual 
deployment

High (adding 
execution 
modules)

Execution isolation OS OS (Python) Robot Framework SCRIPTIS MicroPython

Protection 
mechanisms – – Not specified – DTLS

Remote control Yes (CI) No Yes (CI) No Yes (control 
module)

Scope of 
application

General tests 
of electronic 

devices

General tests 
of electronic 

devices
Built-in OS APIs Smart-cards, NFC

IoT devices, 
microcontroller 

interfaces

•	 Transfer of test scenarios to the execution module. 
Unlike similar solutions, which transfer data via 
USB/Ethernet  (e.g., NI TestStand, MagicDAQ, and 
KEOLABS ContactLAB) or a  local network  (e.g., 
PHiLIP), without using data transfer protection 
mechanisms, the proposed solution encrypts 
scenarios before transferring them from the control 
module to the execution module using the DTLS 
protocol. This ensures the confidentiality and 
integrity of test scenarios, even when operating in 
a potentially untrusted network.

•	 Interpretation of test scenarios. Scenarios are 
described as Python scripts and executed on 
a  MicroPython virtual machine on an execution 
module that is isolated from the main OS. This 
isolation is not provided in previously discussed 
solutions (e.g., NI TestStand and MagicDAQ), where 
execution takes place in a shared user environment, 
creating the risk of interference with the testing 
logic.

•	 Test result recording. In many current solutions, 
test results either remain local  (e.g., KEOLABS 
ContactLAB) or are processed manually  (e.g., 
MagicDAQ), with no centralized analysis. The 
proposed architecture involves sending encrypted 
reports from modules to the control server.
The efficiency and performance of the proposed 

architecture are confirmed during the integration 
testing of the developed device. The tests are carried 
out on an experimental bench made up of a  control 
module, several executive modules, and the device 

https://micropython.org/
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under test. The control module is implemented on 
a PC, while the executive modules are implemented 
on SE-Discovery-GD32F427  boards  (GigaDevice 
Semiconductor  Inc., China), which have built-in 
software and the MicroPython environment. 
Interaction between the components takes place via 
secure network channels within a local area network. 
The architecture allows for remote interaction between 
the modules when they are connected to the internet. 
During testing, the following key system functions 
are verified: secure transmission of test scenarios 
and execution results and correct operation of the 
executive module’s virtual machine. All test scenarios 
have been completed successfully, which confirms 
the operability and effectiveness of the proposed 
architecture.

The developed solution is used to test smart cards 
and hardware tokens, including verifying the correct 
execution of applets. During testing, power failures and 
unstable communication interfaces were simulated. One 
executive module controls the power supply to the device 
under test, while another ensures communication with it 

to reproduce real operating conditions and confirm the 
resistance of the system to abnormal situations.

CONCLUSIONS

The paper proposes a  new architecture for 
a  distributed testing system for IoT devices. This 
system was developed with consideration for the threats 
posed by operating in an untrusted environment. The 
analysis confirms that existing device testing systems 
are limited in terms of scalability and fail to ensure the 
secure transmission or execution of test scenarios. The 
proposed testing architecture solves these problems 
by implementing security measures. The use of 
isolated virtual execution environments and encrypted 
transmission channels protects test scenarios from 
unauthorized access or substitution.

The key advantages of the proposed architecture are 
therefore security  (encryption and logic isolation) and 
scalability  (the ability to add nodes without changing 
the architecture), making it a suitable solution for testing 
IoT devices in a potentially untrusted environment.
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Abstract
Objectives. The growing demand for higher computational performance and energy efficiency has motivated 
the increasing adoption of  specialized heterogeneous computing systems incorporating hardware accelerators 
with massive parallelism. This paper aims to  develop a  methodology for the analysis and evaluation of  hardware 
accelerator implementation strategies for large-scale parallel stream data processing which systematically captures 
all major directions of performance improvement.
Methods. The study employs established techniques of digital system design and modeling.
Results. A  comparative evaluation method is  introduced to  assess the efficiency of  heterogeneous computing 
architectures based on massively parallel hardware accelerators composed of independently programmable nodes. 
A computational acceleration ratio is defined which consolidates three key dimensions of accelerator improvement: 
algorithmic support and microarchitecture; design automation tools; and fabrication technologies  (lithography). 
Furthermore, the study proposes an  optimization-based methodology for the systematic analysis and evaluation 
of the alternatives for hardware accelerator implementation.
Conclusions. The expressions derived herein for calculating the computational acceleration ratio and the aggregate 
throughput of hardware accelerators account for both multichannel and block-based massively parallel data stream 
processing. In  contrast to  conventional architectural exploration approaches, the evaluation method proposed 
herein enables hardware accelerator design alternatives to be assessed at the earliest stages of the design cycle. 
This incorporates variations in  algorithmic versions and implementation strategies which influence hardware 
architecture optimization. The proposed methodology for analyzing and evaluating implementation options for 
hardware accelerators can be used to develop technical specifications for their manufacture, design them according 
to  specified requirements, and justify configuration decisions. It  can also support research and development 
assignments to achieve target characteristics for certain domain-specific tasks of massively parallel stream data 
processing and CAD capabilities.
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НАУЧНАЯ СТАТЬЯ

О проектировании гетерогенных 
вычислительных систем с аппаратным ускорением 

массово-параллельной потоковой обработки данных

А.С. Зуев @, П.Н. Советов, И.Е. Тарасов

МИРЭА – Российский технологический университет, Москва, 119454 Россия 
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• Поступила: 09.06.2025 • Доработана: 23.09.2025 • Принята к опубликованию: 05.02.2026

Резюме
Цели. Необходимость ускорения вычислений и  достижения высоких показателей энергоэффективности 
приводит к расширению сфер использования специализированных гетерогенных вычислительных систем, 
имеющих в своем составе аппаратные ускорители с массовым параллелизмом вычислений. Целью настоя-
щей работы является создание методики анализа и оценки вариантов реализации аппаратных ускорителей 
для задач массово-параллельной потоковой обработки данных, отражающей все направления совершен-
ствования характеристик применяемых аппаратных ускорителей.
Методы. Использованы методы проектирования и моделирования цифровых систем.
Результаты. Предложен метод сравнительной оценки эффективности архитектуры гетерогенной вычисли-
тельной системы на основе аппаратных ускорителей с массовым параллелизмом вычислений, выполняемых 
независимо программируемыми узлами. Введен коэффициент ускорения вычислений, объединяющий три 
направления совершенствования характеристик применяемых аппаратных ускорителей – математическое 
обеспечение и микроархитектура, инструментарий проектирования, технологии изготовления (литография). 
Предложена основанная на решении оптимизационной задачи методика анализа и оценки вариантов реали-
зации применяемых аппаратных ускорителей.
Выводы. Полученные авторами формулы расчета коэффициента ускорения вычислений и пропускной спо-
собности совокупности аппаратных ускорителей учитывают многоканальную и поблочную массово-парал-
лельную обработку потоков данных. В  отличие от  известных подходов к  поиску архитектурных решений, 
предлагаемая оценка вариантов реализации аппаратных ускорителей может быть проведена на самых ран-
них этапах проектирования с учетом версий алгоритма и альтернатив их реализации, влияющих на оптимиза-
цию аппаратной архитектуры. Предложенная методика анализа и оценки вариантов реализации аппаратных 
ускорителей может применяться при разработке технических заданий на их изготовление, при их проекти-
ровании в соответствии с заданными требованиями, для обоснования решений относительно их конфигура-
ции, а также при составлении заданий на научно-исследовательские и опытно-конструкторские работы с це-
лью достижения целевых значений характеристик для конкретных задач массово-параллельной потоковой 
обработки данных и функциональных возможностей систем автоматизированного проектирования.

Ключевые слова: процессор, аппаратный ускоритель, сопроцессор, спецпроцессор, архитектура, компилятор
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INTRODUCTION

The design of HPC systems is currently based on 
two key areas: parallel architectures and specializations 
of individual computing nodes. One common example 
is the combination of general-purpose processors and 
graphics accelerators. Graphics accelerators are chips 
comprising a  large number of specialized computing 
nodes which perform the transformations characteristic 
of 3D imaging. Similar architectural solutions combining 
universal and specialized computing subsystems can 
also be applied to tasks in artificial intelligence, network 
security, and big data analysis.

A set of interconnected problems must be 
resolved when developing computing systems with 
a heterogeneous architecture. These include:

•	 developing a  program model and prototypes of 
specialized compilers for the selected domain-
specific task;

•	 developing the architecture and basic components of 
computing devices at the register transfer level;

•	 integrating hardware components within the 
chosen technological framework. This includes 
both programmable logic devices  (PLDs) and 
the more recently developed very-large-scale 
integration (VLSI) circuits.
A key objective is complex optimization based 

on established criteria. This determines the quality 
indicators of the computing system. Depending on the 
purpose of the system, optimization can be carried out 
in absolute terms  (e.g., power consumption, cost, and 
performance) or in terms of derived indicators  (e.g., 
specific power consumption or cost per performance 
unit). Due to the wide range of characteristics 
determined by the technological processes in the 
microelectronics industry, both the program model and 
the architectural solutions need to be optimized. Circuit 
engineering approaches also need to be aligned with 
the technological capabilities. Therefore, the hardware 
and software co-design approach can be extended to 
encompass joint optimization at the device component 
design technology level.

Currently, there are a  number of general 
provisions which describe the situation and trends in 
microelectronics. Moore’s law indicates the techno-
economic side of the process of increasing computing 

performance. However, the law of scaling transistor 
sizes formulated by Dennard  [1] in the early stages of 
microelectronics development explained this growth 
as an extensive process of increasing the density 
of components on a  chip and reducing the signal 
propagation delay. Between 1980 and 2000, the factors 
led to a significant increase in processor clock speeds. 
During this period the transition from 4  MHz in the 
early 1980s to 4 GHz in the Intel Pentium 4 was observed 
for mainstream desktop processors.

At the same time, as new generations of 
technological processes were introduced in production, 
the effect of saturation was observed for many 
technical characteristics of digital chips. Table 1 shows 
a  comparative analysis of some technological process 
generation parameters.

Table 1. Comparative characteristics of some 
technological process parameters

Year 2013 2015 2017 2019 2021

Notation 16/14 10 7 5 3

Half pitch, nm 40 32 25 20 16

FinFET1 transistor 
width, nm 7.6 7.2 6.8 6.4 6.1

Number of 4I logic 
valves per square mm, 
million

4 6.4 10.1 16.1 25.5

Transistor gate length, 
nm 20 17 14 12 10

As can be seen from the above, transistor size 
reduction has stopped. Instead, an increase in the density 
of components per unit area of the semiconductor chip 
is the main factor in improving the characteristics of the 
chips produced. Consequently, transistor enhancement 
may progress beyond the constraints of Dennard’s 
scaling law. This may be driven by the adoption of 
novel materials or modifications to the gate design, 

1  A FinFET (fin field-effect transistor) is a type of MOSFET 
(metal–oxide–semiconductor field-effect transistor) with 
a three-dimensional structure.
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such as FinFET [2], GAAFET2 [3], and MBCFET3 [4]. 
In this respect, the development of computing devices 
has undergone a  number of changes which reflect the 
characteristics of new generations of technologies for 
producing integrated circuits.

The study by Patterson and Hennessy [5] provides 
an overview of the main historical trends in processor 
design. Notably, the transition to highly integrated chips 
occurred during the period between  1980  and  1990. 
Pipeline depth increased from simple processor 
cores to pipelined architectures such as RISC4 and 
up to technological standards of 90–65  nm. The end 
of Dennard scaling, coupled with an increase in the 
number of components on a  single chip, enabled the 
shift towards multi-core processor devices. This allowed 
for an increase in overall processor performance, not 
through an increase in clock frequency, but through the 
parallel operation of multiple cores.

At the same time, Amdahl’s law  [6] limits the 
increase in computing performance in parallel 
architecture by taking into account the dependence on 
data in the executed algorithm. At the present time, the 
constraints imposed by Amdahl’s law on numerous 
applications (especially desktops and servers) are not of 
great importance. This is because the tasks performed 
independently are not dependent on data, meaning they 
can make the most of the available processor cores.

The need to speed up calculations within a  single 
task requires the use of appropriate architectural 
solutions, not only to increase the number of parallel 
computing nodes. A  key element in enhancing the 
performance of computing nodes is the specialization 
of these nodes. This can be broken down into two main 
aspects: the specialization of their data path and memory 
subsystem; and the use of a system with a heterogeneous 
architecture. This system comprises a  combination of 
general-purpose processors and specialized nodes which 
accelerate the calculation of specific algorithms or 
subclasses of algorithms for common, frequently solved 
domain-specific tasks.

The technique outlined in the paper enables the 
design of specialized computing devices for use as 
part of software and hardware complexes for a  range 
of purposes. A  key feature of this technique is its 
comprehensive consideration of design levels: from 
the system model to the topological implementation, 
using feedback from lower-level designs. This allows 
the characteristics of the computing device to be 

2  A  GAAFET (gate-all-around field-effect transistor) is 
a  type of transistor where the channels are surrounded by gates 
on all four sides.

3  MBCFET is a multi-bridge channel field-effect transistor.
4  RISC (reduced instruction set computer) is a  computer 

architecture that has a reduced instruction set.

optimized according to established criteria. This paper 
also introduces mathematical criteria for accelerator 
efficiency based on a  newly defined calculation 
acceleration ratio compared to a  general-purpose 
processor. The problem of optimizing the architecture of 
a hardware accelerator is formulated as a research task 
within the set of architectural options.

The formulae for calculating the acceleration factor 
and throughput introduced in this paper differ from the 
analytical models commonly used, such as Roofline [7] 
and LogCA [8]. This is because they take into account 
the massively parallel processing of multichannel and 
block-by-block data streams.

Unlike existing methods of searching for architectural 
solutions  [9], the proposed evaluation of options for 
implementing hardware accelerators can be performed 
at the initial design stage. This approach considers 
both the specifics of massively parallel data stream 
processing and the ability to select various options for 
the accelerated algorithm and its implementations, with 
the optimized hardware architecture.

Heterogeneous computing systems based on 
specialized hardware accelerators with massively 

parallel computing capabilities

Figure 1  shows the authors’ interpretation of the 
study by Patterson and Hennessy [5] in terms of trends 
in processor system architecture.

This illustration offers an architectural solution for 
the domain-specific architecture direction proposed 
by Patterson and Hennessy. The specialization of 
a computing system can formally be achieved in a variety 
of ways. This paper proposes and considers a  solution 
which preserves a general-purpose processor (including 
a multi-core version) and adds specialized accelerators 
working either independently or in parallel with the 
system.

The diagram in Fig. 2 illustrates the roles of general-
purpose processors and accelerators. The axes represent 
the complexity of one iteration of calculations in a cyclic 
algorithm and the number of iterations required to solve 
the problem.

As shown in Fig. 2, there are four primary zones, 
each involving a blend of basic and advanced iterations. 
These iterations are characterized by data dependencies 
which complicate the parallelization of calculations. 
The figure also provides a visual representation of the 
numbers involved, highlighting their small and large 
values. It is not difficult to implement a simple case in 
the form of a simple algorithm with a small number of 
iterations (a special case is a linear algorithm with a single 
iteration) on a  general-purpose processor. Therefore, 
creating a  specialized accelerator for such a  case is 
impractical. As the algorithm becomes more complex, 
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the device implementing it must have a well-developed 
set of functional nodes and enough memory to handle 
a  long sequence of instructions. The implementation 
of a  key computing subsystem such as an accelerator 
in this case can be a difficult task. Complex algorithms 
often require correction during system operation  (e.g., 
updating the device’s operating protocols). Conversely, 
a  small number of iterations of such an algorithm do 
not create a significant computing load on the general-
purpose processor.

An important issue is how to integrate the 
accelerator into the computing system. The increased 
integration of digital chips has led to the emergence of 
the interface wall effect [10], whereby there is an initial 
increase in computing performance compared to that 
of external interfaces  (input/output (I/O) subsystems). 
In practice, placing in the accelerator numerous simple 
computing nodes which require intensive data exchange 
with a  general-purpose processor will overload the 
interfaces used for data exchange. They will also reduce 
the accelerator’s final computing performance due to 

an inability to provide the necessary input data stream. 
One example is the evolution of PLD  characteristics 
with common architectures, such as  FPGA5, APSoC6, 
and ACAP7. These are currently representative of highly 
integrated digital systems which combine subsystems 
for various purposes. Table  2  shows the comparative 
performance characteristics of the computing and 
interface subsystems of some PLD families manufactured 
by AMD/Xilinx (USA).

Table 2. Comparative performance characteristics  
of the computing and interface subsystems  
of certain AMD PLD families

PLD series Series 7 UltraScale+ Versal

Process standard, nm 28 16 7

Logical cells, thou. 2000 8900 7350

Digital signal processing 
blocks 3600 12288 14352

Total computation 
performance, trln ops/s  
with int8 data

15 38.3 100

Total data transfer 
performance, Tb/s 2 4.1 17.6

Ratio of computation to data 
transfer performance 60 74 45

5  A  field-programmable gate array is a  user-programmable 
gate array.

6  All programmable system-on-chip is a type of programmable 
integrated circuit.

7  Adaptive compute acceleration platform.
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As shown in Table 2, the ratio of computation 
to data transfer performance generally remains 
between 50  and 70. This means that, for an effective 
computing load, at least 50–70 processing operations 
are performed on the data transmitted. This range of 
values is conditional and does not take into account 
the practical aspects of implementing operations. 
However, it should be noted that an excessively 
simple accelerator will reduce system efficiency, since 
each operation will require intensive data exchange 
with other system components. Figure  3  illustrates 
a  negative use case for a  compute accelerator with 
limited interface throughput.

Thus, in terms of architecture, it is important to 
ensure an appropriate level of computing performance. 
This guarantees the efficient use of accelerator resources 
at a given throughput level for its interfaces. The options 
for such scenarios are shown in Fig. 4.

The options provided ensure that the accelerator 
performs multiple operations on the transmitted data. 
Option 1 is used when implementing a relatively complex 
stand-alone algorithm which iterates calculations without 
the need to transmit a constant stream of data. Option 2 is 
used in parallel data processing where numerous 
operations are implemented in series-connected stages 
of the pipeline computer. The paper focuses on Option 2, 

Fig. 3. Negative use case for a compute accelerator with limited I/O subsystem (interface) throughput
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that uses limited interface throughput effectively (the compute pipeline is used)
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shown in  Fig.  4, which is a  heterogeneous computing 
system with hardware acceleration of massively parallel 
data streaming.

Tasks and algorithms for massively parallel 
streaming data processing

Streaming tasks arise in a  variety of fields, 
including digital signal processing, data compression, 
cryptography, real-time analytics, and network traffic 
analysis.

A streaming process involves processing each 
element of a potentially endless stream of data, denoted 
as x1,  x2,  …,  xt,  …, where xt  represents the element 
available at time t for processing. The elements are all of 
the same data type and may be individual bits, bytes, or 
more complex structures.

Streaming algorithms are characterized by their 
single-pass execution. They cannot revisit elements 
which have already been viewed or processed. 
Processing takes place within a  limited local memory 
environment with a space complexity of O(1), regardless 
of the number of streaming elements.

Key features of streaming processing systems 
include a data throughput of R = N/tN, where N represents 
the number of elements and tN  represents the total 
processing time. Here, R  ≤  Rmax, where Rmax  is the 
maximum permissible throughput which may be limited 
by the capabilities of the I/O  subsystem. During real-
time operations, the delay per element should also be 
limited to L ≤ Lmax.

Hardware acceleration enables the use of parallelism 
at different levels in data processing. Specifically, 
instruction-level parallelism depends primarily on the 
computational intensity of an element in a stream, i.e., 
the dominance of computational operations over memory 
operations. Task parallelism, also known as channel 
parallelism, involves the simultaneous processing of 
multiple channels.

Often, the streaming algorithm must be adapted to 
accommodate the specific hardware architecture. For 
example, if the tables used by the algorithm exceed 
the accelerator’s local memory capacity, additional 
calculations may be required.

The literature describes hardware accelerators for 
processing stream-based data in various fields and for 
specific tasks within domains. Specifically, accelerators 
have been developed which can efficiently determine 
whether an item belongs to a  set, such as Bloom 
filters  [11], as well as accelerators which can estimate 
the number of distinct items in a  multiset, such as 
HyperLogLog  [12]. Hardware accelerators have also 
been developed to optimize the performance of various 
string-processing algorithms, such as calculating the edit 
distance  [13], searching for regular expressions  [14], 

and JSON8  parsing  [15]. Topics of data compression 
acceleration and decompression processes are discussed 
in [16], while [17] describes a hardware accelerator that 
combines data decompression and JSON parsing.

A variety of database algorithms represent 
a  significant area for the implementation of hardware 
accelerators. The acceleration of relational database 
operations through hardware is discussed in [18]. These 
operations include sampling, mapping, joining, collating, 
and various aggregate functions. The implementation 
of hardware acceleration for graph database pattern 
matching is proposed in  [19]. As outlined in  [20], 
streaming analytics is a  promising area for hardware 
acceleration. The study describes the main algorithms 
in this field which can be executed on hardware. 
Furthermore, approaches to streaming processing have 
been developed for various machine learning algorithms, 
leading to the creation of hardware accelerators for 
gradient boosting [21] and clustering tasks [22].

Comparative assessment of the efficiency  
of data streaming processing computing systems 

using a general-purpose processor  
or hardware acceleration

The effectiveness of the accelerator can be 
quantitatively assessed by comparing  Tsoft  (task 
execution time using only a general-purpose processor) 
and Thard (task execution time using the accelerator), i.e.,

soft

hard
.

T
K

T
=

When estimating program execution time, the 
following formula, detailed in [23], may be useful:

periodinstructions cyclestime .
program instruction cycle

= ⋅ ⋅
T

In this equation, the terms represented as fractions 
correspond to the characteristics of the compiler, 
microarchitecture, and workflow:
1.	 The number of instructions executed per iteration 

of the program is dependent on the ability of the 
compiler to generate machine code that is optimized 
for improved performance.

2.	 The number of cycles required to execute an 
instruction is determined by the processor’s 
microarchitecture.

3.	 The duration of one clock period, Tperiod, is primarily 
affected by the method used to manufacture the 
processor.

8  JavaScript object notation is a  text-based data exchange 
format based on JavaScript syntax.
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Thus, the overall program execution time can 
be improved through various methods which can be 
combined to design specialized accelerator systems.

When designing an accelerator connected to 
a  processor using one of several interfaces, the 
configuration time, Tconf, for sending input problem 
parameters and receiving solution results must also be 
considered.

Assuming that the same task requires b  iterations, 
the ratio of the execution time of a  general-purpose 
processor to that of an accelerator can be expressed as 
follows:

soft

conf hard
.

bT
K

T bT
=

+

In this form, the equation does not account for 
several computing nodes in the accelerator working in 
parallel. The number of instances of the data processing 
algorithm performed simultaneously in the accelerator 
will be referred to as “stream processing nodes.” For 
example, when processing a  data stream to search 
for regular expressions, the number of data stream 
processing nodes corresponds to the number of regular 
expressions for which analysis of each data block is 
performed simultaneously and in parallel.

Let thard be the execution time of the algorithm 
using a  single hardware accelerator node. If p denotes 
the number of parallel nodes involved in solving this 
problem, then the formula takes the following form:

soft

conf hard
.

bT
K

T bt p
=

+

Due to stream processing, the accelerator is 
configured for long periods of operation during which 
a  large  (potentially infinite) number of data blocks of 
the same type are processed, so the Tconf value can be 
disregarded. The calculation acceleration tends towards:

	 soft soft hard

hard hard soft
,

pT pn f
K

t n f
= =  � (1)

wherein nhard and nsoft are the number of clock cycles 
required by the accelerator and processor, respectively, 
to solve the problem, and fhard  and  fsoft  are their 
corresponding clock frequencies.

Equation (1) shows that the hardware acceleration 
of the entire computing system is based on the following 
two factors:

•	 an increase in the number of parallel nodes;
•	 improving the efficiency of a  single node by 

increasing its clock frequency and reducing the 
number of cycles required to perform a task.
The methodology for developing specialized 

processor cores has been previously discussed 

in  [24]. When developing specialized electronic 
component bases (ECBs), a lack of access to advanced 
technological processes and the need to rapidly adapt 
newly developed designs to existing technology can 
make achieving a  high operating frequency for the 
accelerator challenging. Therefore, it may be difficult 
to achieve a high ratio between the operating frequency 
of the hardware accelerator and that of commercially 
available general-purpose processors  (in practice, this 
ratio may be less than  1). It is thus essential to focus 
on reducing the number of clock cycles required for 
the hardware accelerator to process a single data block. 
This is equivalent to reducing the nhard parameter while 
maintaining the operating frequency fhard rather high (in 
general, without considering power consumption 
factors). This can be accomplished using specialized 
parallel algorithms and stages of the optimizing compiler 
while taking into account the hardware specifications of 
the accelerator.

The proposed calculation acceleration ratio  (1) 
combines three areas for improving the characteristics of 
the hardware accelerators of heterogeneous, massively 
parallel data processing systems: mathematical software 
and accelerator microarchitecture  (p  and  nhard); design 
tools, such as computer-aided design systems (CAD); and 
ECB manufacturing technologies (lithography) (p and fhard).

Taking into account (1), for an accelerator with 
p  parallel stream processing nodes, the processing 
time Thard(n) of n data blocks can be defined as follows:

	 ( ) soft
hard conf blockmax , ,

T
T n T n T

K
 

= + ⋅  
 

� (2)

wherein Tblock is the round-trip time of the next data 
block and is determined by the capabilities of the 
I/O  subsystem, so cannot be reduced. Then p  is the 
number of algorithm instances processing the next data 
block in parallel.

Integrating the parallel accelerators discussed above 
into a single chip would enable C streams of data blocks 
to be processed in parallel. This combination could be 
considered the final version of the accelerator. In this 
scenario, the throughput  Rhard of the combination of 
C  parallel accelerators  (with the Thard(n) characteristic 
of formula  (2)) would be determined by the following 
equation:

( )hard
hard

conf soft soft
block block

.
max , max ,

CnR
T n

C C
T T T

T T
n K K

= =

= ≈
   

+    
   

The C value is limited by the number of physically 
available interfaces in the implemented I/O subsystem 
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and the application task specification. Thus, when 
designing a  hardware accelerator, decisions should be 
made not only about the technological processes of its 
manufacture and technical characteristics but also about 
the simultaneous development of tools. In particular this 
requires a  specialized compiler to be used to optimize 
both the software and the hardware.

Analysis and evaluation of the implementation 
of hardware accelerators in heterogeneous 

computing systems for massively parallel 
stream processing

The previous section sets out a method for assessing the 
effectiveness of a general-purpose processor for massively 
parallel stream processing, compared to a  specialized 
accelerator with the following characteristics:

•	 Tblock is the time taken to receive and transmit a data 
block, as determined by the I/O  subsystem  (i.e., 
the implementation options for interfacing the 
accelerator with the computing system);

•	 fhard is the clock frequency which depends on the 
purchasing or manufacturing options available for an 
accelerator. It is also determined by the capabilities 
of its design tools  (CAD) and manufacturing 
technologies (PLD or custom chip);

•	 nhard is the number of cycles required by the 
accelerator  (stream processing node) to resolve 
a  problem, depending on the composition of 
specialized parallel algorithms used and the 
phases of optimizing the compiler. This number is 
determined by the options available for providing 
a  mathematical solution to a  problem using an 
accelerator and its microarchitecture, considering 
the hardware features of the accelerator;

•	 p is the number of parallel data processing nodes 
within the accelerator involved in solving a problem.
The available options for fhard values are determined 

by the characteristics of the  PLDs and VLSI  chips 
available for use when purchasing a ready-made ECB, as 
well as by their production options i.e., those available 
for the production of  ECBs through technological 
processes and standard cell libraries.

When designing an accelerator, it is advisable 
to add the following parameters to the above-listed 
characteristics:

•	 Ttask is the processing time of one data block by the 
accelerator, determined by the technical assignment 
requirements;

•	 Cmax is the maximum number of available 
I/O subsystem channels;

•	 C (C ≤ Cmax) is the number of accelerator instances 
placed on the chip;

•	 S (S ≤ Smax) is the area of the chip limited in its 
particular embodiment.

Some of the specific values of the above parameters 
depend on the implementation of the problem solution 
on the accelerator and the variant of the corresponding 
data processing algorithm used. Let ,  1,=ia i n  be a set  
of alternative algorithms, i.e., implementation options  
for resolving the problem on an accelerator. Each 
algorithm is characterized by the following set of 
parameters:

•	 hard
in  is the number of clock cycles required by one 

computing node of the accelerator to resolve the 
problem;

•	 Pi is the maximum possible number of parallel 
instances of the algorithm running as part of the 
accelerator;

•	 locali is the area of the chip occupied by the amount 
of local memory mi required by the accelerator to 
execute the ai algorithm;

•	 alui is the chip area occupied by one data streaming 
node;

•	 globi is the portion of the chip dedicated to storing 
data utilized by all instances of the ai  algorithm. 
This allocation may remain the same for regular 
expressions, for instance, or it may change 
depending on the throughput of the I/O subsystem, 
the workload requirements of the general-purpose 
processor and other factors.
Then Si  =  (locali  +  alui) is the chip area allocated 

for one accelerator stream processing node, i.e., for 
the functioning of one instance of the ai  algorithm. 
For an accelerator with pi  stream processing nodes, 
each implementing an instance of the ai algorithm, the 
required chip area can be calculated using the following 
equation:

Ui = Sipi = (locali + alui)pi, pi ≤ Pi.

When placing accelerator instances on the 
Ci  chip, each of which implements pi  instances of the  
ai algorithm, the required chip area Si can be determined 
in the following way:

Si = globi + UiCi = globi + SipiCi = 
= globi + (locali + alui)piCi, pi ≤ Pi, Si ≤ S.

Equation (2) allows not only the time  Thard(n) 
required for processing n data blocks by an accelerator 
with p nodes to be defined, but also its implementation 
options to be analyzed and evaluated on the basis of 
existing  (available) technological capabilities. We 
define a limit for the available values of the performance 
characteristic of the accelerator, i.e., the time Tfix it takes 
to process one data block, as follows:

Tfix = min(Tblock, Ttask).

The Tfix time, determined either by the capabilities 
of the  I/O  subsystem or by the terms of reference for 
the accelerator development, can be considered to be 
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unambiguously deterministic. This imposes natural 
limitations on the combinations of characteristics 
that can be reasonably considered:

	 soft
fix .

T
T

K
≈ � (3)

Implementations of the accelerator which meet 
condition (3) using the ‘<’ operator would be impractical, 
since their excessive efficiency would be limited by 
the capabilities of the I/O subsystem. Implementations 
which satisfy condition (3) with the ‘>’ operator would 
not achieve maximum performance.

As a criterion for the optimal implementation of the 
accelerator, considering the specific implementation of 
the I/O subsystem and based on available technological 
capabilities, we can express the following:

soft
fix min.− →

T
T

K

Taking into account (1) and the potential for 
implementing multiple alternative algorithms , 1,=ia i n  
on the accelerator, this expression can be written as 
follows:

	 hard
fix

hard
min.

i

i

n
T

p f
− → � (4)

Given that the fhard parameter can take different 
values (described by a vector of values), the following 
optimization accelerator design problem can be 
formulated: for each version of the problem-solving 
algorithm ,, 1,=ia i n  the combinations of  pi,  Ci, and 

hard
if  values should be determined so that:

Si = globi + (locali + alui)piCi,

pi ≤ Pi,

Si ≤ S,

hard
fix

hard
,

i

i
i

n
T

p f
≤

	 hard
fix

hard
min.

i

i
i

n
T

p f
− → � (5)

As a  result, corresponding sets |Ai|  =  ri of 
combinations of the values for the considered parameters 

,
hard( , , ),i kk k

i ip C f  ,1,= ik r  which are alternative versions 
of accelerator manufacture, can be determined for the 
algorithms , 1,=ia i n. The accelerator design option(s) 
can then be selected based on the simulation results 
obtained using CAD tools, taking into account additional 
criteria such as power consumption, cost, and probability 
of failure.

It would also be advisable to automate the solution 
to the above problem of determining the accelerator 
characteristics in accordance with the implemented 

algorithm would be advisable. The authors will conduct 
further research in this area. However, a general approach 
to solving the problem is presented below.

Universal sets of various P, C and F values can be 
composed for the above parameters pi, Ci, and  hard

if  of 
each of the ,  1,=ia i n  alternative algorithms. Together 
with the set  )A ( A,  1,∈ =ia i n , these form a  four-
dimensional array W of the original data for the problem 
under consideration. If a  specific variant of the four 
parameters or the value of the expression  (5) is 
incompatible, then the elements of the corresponding 
array contain the “0”  value. However, if their joint 
implementation is acceptable, the value of the 
expression (5) is used. The hard ,in  locali, alui, and globi 
parameters of the corresponding algorithm ,  1, .=ia i n  
are used to calculate it.

The P, C, and F  sets are generally deterministic 
and there are usually only a  few algorithmic variants 
available for solving a  specific problem. Therefore, in 
the context of sets P, C, and F, array W is universal and, 
as a rule, does not have a large dimension when applied 
to a specific data processing task. Consequently, it does 
do not require a high level of computational complexity 
to calculate and enumerate the values of its elements, 
or to analyze the implementation of heterogeneous 
computing systems with hardware acceleration of 
massively parallel data streaming.

The problem statement and procedure for 
determining the initial data enable the development 
of a  methodology for analyzing and evaluating 
the implementation of hardware accelerators in 
heterogeneous computer systems for massively parallel 
stream data processing. If further developed, the 
proposed methodology has the potential to become 
universal and could be used to develop technical 
specifications for hardware accelerators, when designed 
according to specified requirements. It can also be used 
to justify the decisions made regarding the configuration 
of a  hardware accelerator. Furthermore, it can be 
used to set research and development goals aimed at 
achieving the target values of fhard, nhard, Cmax, and Smax 
for domain-specific massively parallel data processing 
tasks and CAD functionality.

In future works, the authors will describe the 
development of the methodology, including its 
application to working with the W  array using online 
analytical processing technologies.

Considering heterogeneous systems of massively 
parallel data processing as a separate promising direction 
could advance the development of computer technology. 
The methodology proposed here is based on requirements 
for resolving popular object-oriented problems. It can be 
used as a tool for scientific and technical policy, enabling 
the determination and justification of the need to achieve 
target values. These include:
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•	 characteristics of system buses and interfaces of 
accelerators with computing systems (Tblock);

•	 circuit engineering solutions and lithography 
technologies (fhard);

•	 integrated circuit packaging technologies (p);
•	 algorithms for solving problems and the 

mathematical support of compilers (nhard);
•	 high-level design systems and software modeling.

CONCLUSIONS

In order to improve the efficiency with which 
massively parallel accelerators resolve tasks and 
expand their range, an architecture and methodology for 
designing heterogeneous computing systems is proposed. 
These systems use specialized hardware accelerators with 
massive parallelism of calculations and independently 
programmable specialized processor cores. This 
solution complements general-purpose processor-
based computing systems. Due to its ability to program 
individual nodes independently, its architecture differs 
from that of graphics processing unit devices. Increasing 
the number of parallel nodes and their specialization is 
shown to increase productivity. This is established by 
analysis of the computation graph formed by a specially 
developed compiler focused on a  subclass of domain-
specific tasks. The proposed calculation acceleration ratio 

demonstrates the feasibility of complex optimization 
during the accelerator development. This takes into 
account three levels of project presentation: a program 
model, a  schematic description, and a  topological 
representation based on the selected technology. The 
methodology proposed for analyzing and evaluating the 
implementation options for hardware accelerators of 
heterogeneous computing systems for massively parallel 
stream processing allows the technical characteristics of 
the required accelerator to be determined. The resulting 
methodology for designing computing systems of this 
class provides an adjustable process for optimizing 
performance according to the required criteria.
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Abstract
Objectives. The purpose of  this study is  to identify methods and approaches to developing a software package 
which can automate the processing, analysis, and visualization of curricula in educational programs.
Methods. We provide an overview of relevant scholarly literature and research results. The software package applies 
regular expressions for data processing, comparative analysis, and descriptive statistics to  identify differences. 
It also uses a graph-based model for visualization.
Results. We designed the architecture of a software package for preprocessing, analyzing, and visualizing curricula 
following the SOLID1  principles of  object-oriented programming. We  implemented the package in  C++, in  order 
to  calculate curriculum characteristics and build a  graph representation. This formed the basis of  our proposed 
visualization method. We demonstrate the functionality of the package through a comparative analysis of curricula, 
identification of distinctive features, and detection of design shortcomings.
Conclusions. Our software package helps identify specific features, reveal possible weaknesses, and support 
the comparative analysis of different curricula. Using it  improves the quality of educational process management, 
addresses gaps in educational data analysis, and contributes to the creation of a university digital ecosystem. The 
results of our study are useful for faculty members designing and developing curricula, as well as administrative and 
managerial staff (including those in academic affairs) and other higher education stakeholders.

Keywords: curriculum, educational program, method, software, graph model, competency-based approach, 
interdisciplinary links

1  S  is the single responsibility principle; O  is an  open-closed principle; L  is the Liskov substitution principle; I  is the interface 
segregation principle; D is the dependence inversion principle.
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и визуализации учебных планов
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Резюме
Цели. Цель работы – поиск методов и подходов разработки программного комплекса для обработки, анали-
за и визуализации данных учебных планов образовательных программ в автоматизированном режиме.
Методы. Проведен теоретический анализ научных работ и  результатов в  области исследования. В  про-
граммном комплексе используются следующие методы: для обработки данных  – регулярные выражения, 
для анализа посредством выявления различий – метод сравнительного анализа и методы описательной ма-
тематической статистики, для визуализации результатов – графовая модель представления данных. 
Результаты. Разработана архитектура программного комплекса для обработки (с предобработкой), анализа 
и визуализации учебных планов с использованием принципов объектно-ориентированного программирования 
SOLID2. Программная реализация на языке программирования С++ использована для подсчета характеристик 
учебных планов и создания графового представления, на основе которого предложен собственный способ ви-
зуализации учебных планов. Продемонстрированы возможности программного комплекса: проведен сравни-
тельный анализ учебных планов, выявлены их особенности, обнаружены недочеты при их проектировании.
Выводы. Использование программного комплекса обработки, анализа и визуализации учебных планов может 
помочь выявить особенности учебного плана, указать на  возможные недоработки и  слабые места, провести 
сравнительный анализ разных учебных планов. Его применение позволит повысить качество управления образо-
вательным процессом, заполнить пробелы в области анализа образовательных данных и будет способствовать 
созданию цифровой экосистемы вуза. Результаты работы могут быть полезны преподавателям, проектирующим 
и разрабатывающим учебные планы, представителям административно-управленческого персонала, в т.ч. ра-
ботникам учебно-организационных отделов, а также другим участникам образовательного процесса вуза.

Ключевые слова: учебный план, образовательная программа, методы, программная обработка, графовая 
модель, компетентностный подход, междисциплинарные связи

2  S (single responsibility principle) – принцип единственной ответственности; O (open-closed principle) – принцип открытости-
закрытости; L (Liskov substitution principle) – принцип подстановки Барбары Лисков; I (interface segregation principle) – принцип раз-
деления интерфейса; D (dependence inversion principle) – принцип инверсии зависимостей. [S is the single responsibility principle; O is 
an open-closed principle; L is the Liskov substitution principle; I is the interface segregation principle; D is the dependence inversion principle.]
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INTRODUCTION

At the present time, the management of the 
educational process at universities is based on the use 
of a  large amount of diverse data about students and 
their learning process, as well as information about 
educational programs  (EPs), and teaching staff who 
provide their implementation, inter alia. At the same 
time, the available data is used only partially, as a rule, 
to provide administrative support for the educational 
process. For example, a higher education institution has 
data on the competencies which need to be developed 
as a result of completing a specific EP and statistics on 
the employment of graduates who have completed this 
program. However, the interrelationships between such 
data are not always analyzed in order to make changes to 
the EP or the educational process to ensure better results.

There are many such examples, all related to the 
fact that education management is currently based on the 
classical approach to educational analytics  [1]. However, 
data collection, processing, and analysis technologies are 
rapidly evolving. This in turn is leading to the development 
of new approaches  [2]. New software tools are needed 
for the successful implementation of such approaches in 
everyday practice. They must enable real-time access to 
the data on the educational process needed for analysis 
and adjustments. A large number of works are devoted to 
the creation and description of the features of information 
systems  (IS) which use these tools and the creation of 
intelligent systems based on them (see, for example, [3–6]).

One of the main objects of analyzing the educational 
process is the EP which can be viewed as a  plan for 
achieving the stated educational outcomes. In particular, 
the EP  describes the features of the learning process 
and presents a  set of competencies to be developed in 
the learner upon completion of the course. Therefore, 
the demand for the EP largely depends on how well 
it meets the expectations of its main consumers  [7]: 
students; student representatives; faculty; administrative 
and management staff; external experts; including 
representatives of potential employers, etc. The quality 
of EPs  plays a  significant role in the reputation of 
a higher education institution.

A key component of the EP is its curriculum, 
describing the scheme for its implementation. The 
curriculum contains information about competencies, 

achievement indicators, and educational units  (EUs). 
These also include disciplines, practices, state final 
examination, their sequence, and workload. The 
curriculum is a  valuable source of information for 
managing the educational process. Analysis allows for 
the implementation of the  EP to be assessed and its 
characteristic features identified.

Most research studies devoted to the processing 
of curriculum demonstrate a  manual processing 
method, i.e., without the use of software tools for 
process automation. This work demonstrates the 
development and application of software methods for 
processing  (including preprocessing), analysis, and 
visualization of the curriculum. Their implementation is 
presented in the developed software. This package enables 
the curriculum to be converted into a single format, their 
characteristics to be identified, a  comparative analysis 
performed. It also allows them to be presented in a graph 
model for subsequent visualization.

The current task of the study is to assess the 
effectiveness of the formation of the competencies 
stated in the  EP. This can be resolved by analyzing 
the interrelationships between the planned learning 
outcomes and a  wide range of learning indicators, 
such as the percentage of students transferring to other 
programs. This article takes a step towards automating 
the processes of analyzing the curriculum structure and 
calculating their characteristics which can subsequently 
be linked to the quality of competence development.

1. RESEARCH METHODS

We analyzed a  number of studies in order to create 
a software tool which identifies the optimum non-obvious 
features of the curriculum which corresponds to modern 
approaches to intelligent data analysis [8], and which can 
be integrated into the digital ecosystem of a university. 
They can be classified into five thematic areas  (from 
general to specific):
1)	 Digital transformation: the impact of digital 

transformation in universities at different levels of 
data management.

2)	 Intelligent data-driven decision-making systems: 
challenges and opportunities for IS as a whole, as 
a  modern approach to synthesizing new data and 
identifying patterns in existing data.

Для цитирования: Халтурин E.A., Кытманов А.A., Вайнштейн Ю.В., Зыкова Т.В. Программные мето-
ды обработки, анализа и  визуализации учебных планов. Russian Technological Journal. 2026;14(2):42−56.  
https://doi.org/10.32362/2500-316X-2026-14-2-42-56, https://www.elibrary.ru/XNQJRO

Прозрачность финансовой деятельности: Авторы не имеют финансовой заинтересованности в представлен-
ных материалах или методах.
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3)	 EP  assessment: assessment of their quality and 
potential for improvement.

4)	 Competency component: methods for assessing the 
competency component of the EP.

5)	 Curriculum data analysis: capabilities for analyzing 
the curriculum data to obtain a general understanding 
of the EP design.
Our research has led to the development of 

automated methods and approaches for creating 
the SPA-SFU23 software complex (from System-Plans-
Analyze of Siberian Federal University). The source 
data for  SPA-SFU2  is the data from the  Plans  IS, 
developed by the MMIS4 Laboratory. This IS is widely 
used among Russian universities for the purposes 
of working with the curriculum. Although it meets 
their needs, a  level of redundancy was found (Fig. 1) 
when comparing the research objectives and the 

3  https://github.com/ekhalturin-ki15/SPA-SFU2. Accessed 
September 28, 2025. (In Russ.).

4  https://www.mmis.ru. Accessed September 28, 2025. 
(In Russ.).

Plans  IS  database. Figure  1  shows a  fragment of the 
input data for  SPA-SFU2, where the colors indicate: 
red—empty curriculum fields; yellow—duplicate 
fields; green—fields with data relevant to the study. Note 
that column “C” lists the names of EUs—disciplines, 
practices, and state final examination (SFE)—to which 
credit units (CU) are assigned and which are the main 
structural elements of the curriculum.

The data formats vary significantly, since higher 
education institutions work with the curricula of a broad 
range of federal state higher education standards created 
over different years and by different designers. All 
comply with federal legislation and local regulatory 
documents, but their diversity complicates the 
development of software methods for preprocessing of 
the curriculum. For this reason, algorithms have been 
developed to bring them to a single standard in order to 
eliminate differences. These differences are expressed in 
the deviation of the format for filling in curriculum data 
from the most common among the curricula used in the 
study (Table 1, the standard data format is indicated in 
row 1). Examples of differences include: different data 
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Course 1

S1

IW

S2 S3 S4 S5 S6 S7 S8

Course 1 Course 2 Course 3 Course 4 Practices

Course 2 Course 3 Course 4

Block 1. Disciplines (modules)
Required part

The part formed by participants in educational relations

PhilosophyB1.O.01

B1.O.02

B1.O.03

B1.V.01

B1.V.02

B1.V.03

B1.V.04

B1.O.02.01

B1.O.02.02

History

Optimization methods

History of Russia

Number theory

Universal history

Integral transformations

Foreign language

Theoretical mechanics
Title Plan Competencies Competencies (2) Competencies (3) Competencies (4)Schedule PlanSummary

Fig. 1. A fragment of a Microsoft Excel table exported from the Plans IS.  
CP—course project, CW—course work, RCW—remote course work , IW—independent work, S1–S8—semesters 1–8

Table 1. Formats for completing curricula, differences are indicated by underlining

No. Curricula Data from the page “Competencies (2)” 
The “Competencies being developed” column

1 01.04.02.07 “Applied Computing in Science and Engineering”  
(reference version)

UC-1, UC-2, UC-3, UC-4, UC-6, 
GPC-1, GPC-3, GPC-4

2 09.04.01.06 “Microprocessor Systems” (incorrect option) ID-1UC-6, ID-2UC-6, ID-3UC-6, ID-1GPC-1, 
ID-2GPC-1, ID-3GPC-1, ID-1GPC-3

3 10.03.01.31 “Computer System Security” (dual indicators) UC-1, GPC-7, GPC-8, GPC-1.1,
GPC-1.3, GPC-1.4

4 09.03.03.32 “Applied Informatics in Social Communications”  
(indicators are specified instead of competencies)

UC-1.1, UC-1.2, UC-1.3, GPC-1.1, GPC-1.2, 
GPC-1.3, GPC-4.1, GPC-4.2, GPC-4.3

Note: UC are universal competencies, GPC are general professional competencies, ID are identifiers.

https://github.com/ekhalturin-ki15/SPA-SFU2
https://www.mmis.ru
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entry format; the use of different names for EUs and 
their corresponding competencies; a different method of 
indicating EU indicators  (Table  1, nonstandard format 
is underlined); and others. When designing software 
methods, eliminating differences was the most labor-
intensive task, since it required predicting situations 
which could potentially arise when working with all 
possible curricula.

An example of a  discrepancy detected in the 
format of the research curricula: Table  1  shows 
that curriculum 09.04.01.06  “Microprocessor 
Systems” includes a  list of indicators rather than 
competencies (row 2), complicating the programmatic 
analysis of data. In order to resolve this problem, 
we suggest using a backup regular expression which 
can extract the indicator, including from a  different 
curriculum format. If this difference in the format of 
form filling is ignored, a  situation will arise where 
a group of competencies with the name “ID-1UC” is 
defined instead of “UC” (universal competency). This 
will subsequently introduce an error in the calculations 
of the percentage distribution by groups of labor 
intensity competencies. 

Another example is the discrepancy arising 
in the curriculum 10.03.01.31  “Computer System 
Security”  (line  3). It contains competencies identical 
in appearance to the indicators of competency 
achievement  (a situation of duplicate indicators). 
There are curricula which list not competencies, but 
a  list of indicators to be formed, as presented in the 
curriculum 09.03.03.32 “Applied Informatics in Social 
Communications”  (line  4). This requires additional 
analysis of the situation by the  SPA-SFU2  user, in 
order to determine what exactly is presented in the EU: 
competencies or indicators of their achievement. 

From the point of view of software processing 
methods, some of the curricula data is statistical noise. 
For example, the list of competencies formed by the 
EU “Defense of the final qualification work” includes all 
possible curriculum competencies, negatively affecting 
the objectivity of the graph model obtained. The most 
common outliers are EUs  related to practices and the 
state final examination, since they have a complete list 
of competencies formed by the entire set of EUs. They 
are much more labor-intensive  (measured in CU) than 
other EUs. The presence of outliers reduces the clarity 
of the aggregated data obtained. For example, the metric 
“number of connectivity components” will be equal to 
one, which is not informative.

As a  result, after eliminating the differences, 
SPA-SFU2 operates only with the data on the curriculum 
necessary and sufficient for comprehensive analysis. 
This can be found in Excel tables on pages:
1)	 on the “Title” page, general information about the 

curriculum is specified;

2)	 the “Competencies (2)” page contains a  complete 
EUs list;

3)	 on the “Competencies” page, indicators of 
competency achievement are compared. In addition, 
the nesting of EUs by modules is determined;

4)	 on the “PlanSummary” page shown in  Fig.  1, the 
number of CUs allocated to the study of the course 
unit for each semester of study is determined, and it is 
also clarified whether the course unit is compulsory 
for completion.
The above data enables ambiguities in the 

data  (differences in the names of identical entities and 
different formats for filling in the data) to be eliminated, 
and the final data in various categories to be determined: 
1)	 integral characteristics for each individual semester 

of the curriculum, for all semesters of the curriculum, 
for the entire curriculum as a whole;

2)	 characteristics that determine the strength of 
interdisciplinary links;

3)	 data on graph models of the curriculum;
4)	 percentage distribution of the labor intensity of 

competence formation and indicators of their 
achievement.
The final result of SPA-SFU2 can be used for such 

purposes as: pairwise comparison of the curricula, in 
order to identify the most successful moments  (the 
order of  EU, defined for EU formed competencies, 
distribution of load on  EU); identifying a  typical 
curriculum for different universities for the same EP; 
as well as determining specific situations which arise 
in the event of a  large deviation from the average 
value of some of the curriculum characteristics. These 
can include, for example, situations where a  large 
percentage of the total workload is allocated to the 
formation of general professional competencies. 
This can lead to a reduction in the workload on other 
competencies, since their total number is strictly 
regulated in the Federal State Educational Standards of 
Higher Education.5

An analysis was conducted of 49  curricula at 
the Institute of Space and Information Technologies 
of Siberian Federal University. The analysis of the 
curricula does not differ in terms of education levels (for 
bachelors, specialists, and master students), fields of 
study, and university affiliation, since their source is 
the Plans IS. This enables the study to be scaled up and 
replicated in any institution which uses the Plans IS to 
work with the curricula.

Let us note its key features of SPA-SFU2, in order 
to understand the effectiveness in resolving the task 
of the curriculum data analysis. The software package 
was developed in  C++ using a  minimum number of 

5  https://www.fgosvo.ru. Accessed September 28, 2025. 
(In Russ.).

https://www.fgosvo.ru
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third-party libraries  (only the  OpenXLSX6 library is 
used to work with Excel tables), enabling the entire 
data set of 10  curricula to be processed in less than 
a  second  (one curriculum has more than 2000  cells 
to analyze, and together with the data calculated by  
SPA-SFU2 upon completion of the program, there are 
more than 10000 cells).

The study uses graph representations of the 
curriculum as a  standard approach in the curriculum 
analysis, used in many studies  [9,  10]. Graph 
representation allows metrics to be obtained for 
determining hypotheses regarding the correctness 
of the curriculum structure. SPA-SFU2  calculates 
curriculum data about the corresponding graph model. 
There are many ways in which the curriculum can be 
represented as a  graph, but in this study, four main 
ones were selected. In each of these methods, the edges 
between the vertices are calculated using the formula 
specified in the configuration file (Fig. 2, line 18). The 
formula used takes into account the number of matching 
competencies (the more matches, the greater the weight 
of the edge) and the labor intensity measured in CU.

Let us list the methods for constructing a  graph 
model of the curriculum:
1)	 A standard graph model where a  set of vertices 

corresponds to  EUs. The edges between vertices 

6  https://github.com/troldal/OpenXLSX. Accessed September 28, 
2025.

indicate interdisciplinary connections at the 
intersection of the list of competencies being formed. 
The weight of a vertex corresponds to the labor intensity 
of the EU (how much CU is allocated for successful 
learning). The weight of an edge corresponds to the 
number of overlapping competencies (this model is 
described in more detail in [11]).

2)	 An extended graph model where a  set of vertices 
corresponds to EUs graded by semester. One EU may 
belong to several vertices, if studied over several 
semesters. In [12], a similar graph representation is 
used to analyze the curricula.

3)	 A reverse graph model where a  set of vertices 
corresponds to competencies. For this model, an 
additional formula is provided in the program 
configuration file (Fig. 2, line 19). A similar model 
is used in [13].
This study uses mathematical statistics. Measures of 

central tendency are determined on the basis of curriculum 
data, and the quartile distribution is thus calculated. Data 
on graph models is stored as an adjacency list which 
enables the best asymptotic performance of algorithms. 
For example, the calculation of the global clustering 
coefficient  (the purpose of which is specified in  [14]) 
has an asymptotic value of O(|V| ×  |E|), in which |V| is 
the number of vertices and |E|  is the number of edges. 
Figure  3  presents a  description of this algorithm. 
The  use of binary search is made possible by storing 
vertex numbers in the adjacency list in ascending order. 

(5 * (L + R) / (A)) * K
(5 * (L + R) / (A)) * D

Parameter name Parameter value
Curricula data catalogs
Result output catalogs
Divide credits by number of competencies
Divide credits of the competence by number of competencies
Undirected graph
Use multi-level indicators
Max. length of discipline names
Regular expression for indicator splitting  
Regular expression for indicator splitting (Additional)
Regular expression for competence splitting
How many semesters are there in one course
Number of quartiles
There are a lot of competencies if their number is greater than X =
Truncation of the mean for quartiles
Create an edge if its weight is greater than X =

plans\grad
result\grad
yes
yes
yes
no
15
(\w{1,}).{0,}-(.{1,})\.(.{0,})
\w{1,}.{0,}-(\d{1,})(\w{1,}).{0,}-(.{1,})
(\w{1,})\W{0,}-(.{1,})
2
4
6
0.05
0.001

L – Credits of the left vertex
R – Credits of the right vertex
A – total number of credits
N – total number of disciplines 
K – power of intersection by competencies
D – power of intersection by disciplines 
Supported operators +, −, *, /, ^ (degree), mod, abs, 
sin, cos, log

One can use any formulas, for example:
1) From SPA-SFU version No. 1: ((L + R) / (2 * A)) * K
2) Average: ((L + R) / 2) * K
3) Geometric mean: ((L * R) ^ (1 / 2)) * K

The weight of the graph edge where the vertex is a discipline
The weight of the graph edge, where the vertex is competence

Fig. 2. Fragment of the application configuration file

https://github.com/troldal/OpenXLSX
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The OpenTriag variable is used to count and store the 
number of “open triangles,” i.e., states in which only two 
of the three possible connections are formed for three 
points. The variable ClosedTriag has a similar purpose, 
but only for the state when all three connections are 
formed for three points. The clustering coefficient is 
equal to the ratio of ClosedTriag to OpenTriag. As you 
can see, its value does not exceed one.

2. RESULTS

The SPA-SFU2  software package is presented as 
a console application which accepts Excel  tables from 
the Plans  IS as input and, upon completion, creates 
catalogs with Excel and cvs  tables. The choice of the 
Excel format for the curricula is due to its clarity for 
the user, as well as the ease of editing and restructuring 
for other educational analytics tasks. For example, the 
user can specify EU teachers instead of competencies, 
in order to determine the distribution of the final 
workload. SPA-SFU2  was developed using a  modular 
architecture which enables new functionality to be 
added to the software complex without changing the 
existing one. For example, this allows for a curriculum 
processing module, including the xml format, to be 
added if necessary.

The program is controlled by configuring its 
parameters in the configuration file  (Fig.  2, the left 
column lists the parameter names, and the right column 
lists their values). Several independent curricula 
samples can be specified  (Fig.  2, line  2, the specified 
curriculum data directory contains several subdirectories 
with Excel tables). These include how to perform 
calculations (Fig. 2, lines 4–7), regular expressions for 
obtaining data from Excel table cells (Fig. 2, lines 9–11), 
threshold values (Fig. 2, lines 12–16), and formulas used 
for calculations (Fig. 2, lines 17–19).

Figure 4 shows an entity-relationship diagram in Martin’s 
notation [15], corresponding to the database of the developed 
software (S). For convenience, the prefix before the field name 
indicates its data type. For example, the string data type of the 
sName field from the DTCurricula table stores the name of 
the curriculum. The colors of the tables, like their prefixes in 
the name, indicate their purpose: DT denotes a data storage 
table; R denotes a linking table; and Matrix denotes a two-
dimensional data array storage table.

The architecture of the software complex is based 
on SOLID7  design principles  [16]. The RGlobal 

7  S is the single responsibility principle; O is the open-closed 
principle; L is thet Liskov substitution principle; I is the interface 
segregation principle; D is the dependence inversion principle.

Start

End

Start of cycle F1, 
traversing the vertices 

of the graph 
with iterator M

Pos :=Binary search for R  
in L’s adjacency list

A

A

B

B

OpenTriag := 0
ClosedTriag := 0

OpenTriag :=
ClosedTriag + 1

End of cycle F1

End of cycle F2

End of cycle F3

ClosedTriag :=
ClosedTriag + 1

Pos found

Yes

No

Start of cycle F2, 
traversing vertices 

adjacent to M 
with the iterator L

Start of cycle F3, 
traversal of vertices 

adjacent to M  
using iterator R, starting  

from position L + 1

Fig. 3. Flowchart of the algorithm for calculating the global clustering coefficient of a graph
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table  (item  1  in  Fig.  4) combines various methods: 
a)  data input from DTSolve  (item  2  in Fig.  4) which 
enables software parameters to be entered not only 
through the configuration file; b)  aggregation from 
DTAdapter (item 3  in Fig. 4) which allows you to use 
your own methods for building a  graph model of the 
curriculum; c) output from DTOutData (item 4 in Fig. 4) 
which allows you to vary the ways of displaying data, 
for example, to export it directly to business analytics 
systems, and not only to tabular files. The main table 
of the software is DTCurricula (item 5 in Fig. 4) which 
stores the input data on the curriculum. All other tables 
store data calculated using the software.

In order to calculate the clustering coefficient 
described in the research methods, an adjacency list is 
used, in order to improve the final asymptotics of the 
algorithm to the minimum possible. This is designated 
in the diagram as MatrixAdjacencyList  (item 6  in 
Fig. 4). Thanks to the graph clustering coefficient, 
conclusions can be drawn about how strongly the EUs 
are interconnected.

Table 2 shows how the graph characteristics of two 
curricula with the maximum  (curriculum  09.03.02.30)  
and minimum  (curriclulum  09.03.03.33) clustering 
coefficients differ across the entire sample of bachelor’s 
degree curricula. The characteristic is highlighted in 

Fig. 4. Entity-relationship diagram for the application database
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bold, and this graph model is designated as “standard” in 
the methods section of this study. Figure 5 demonstrates 
a possible option for their visualization using the Gephi8 
software package.

Figure 5  shows the graph model of the 
curriculum  09.03.02.39  on the left, and 
curriculum 09.03.03.33 on the right. Each node represents 
a course unit, the name of which is given in abbreviated 
form. The larger the node, the greater its weight, expressed 
in terms of the CU allocated to the EU. The nodes are 
arranged from bottom to top according to the semester in 
which they are taught. The higher the node, the higher the 
semester number. For example, “Business Processes in 
the Media Industry,” abbreviated as “BizMedia,” is taught 
in the 8th semester of the bachelor’s program. EUs taught 
in the same semester are highlighted in one color e.g. all 
red nodes are taught in semester 1. The edges between 
the nodes indicate interdisciplinary connections and are 
calculated using the formula shown in Fig. 2 in line 18. 
The user can change the formula to any desired one. The 
more teaching hours are allocated to the study of a course 
unit and the more competencies the education units have 
in common, the greater the weight of the edge between 
them. If there are no matching competencies, the weight 
is zero and there is no edge.

Table 2 shows that the calculated summary characteristics 
are sufficient to make preliminary conclusions. For example: 
in the curriculum 09.03.02.30 “Information Systems and 
Technologies” there are a  large number of connectivity 
components  (areas in which there is a path between any 
two vertices). The higher the value, the more heterogeneous 
the EUs are in terms of their list of competencies. 
Table 2 also shows other graph characteristics which can 
help determine the quality of a curriculum during its expert 
evaluation  [17]. The diameter of the graph indicates the 
dispersion of competencies. The density of the graph and 
the weight of the skeleton tree indicate the total strength 
of interdisciplinary connections  [11], while the number 
of unconnected disciplines indicates the dispersion of 
disciplines in terms of the competencies formed.

8  https://gephi.org. Accessed September 28, 2025.

A high clustering coefficient indicates that most EUs 
corresponds to an identical list of competencies. This 
suggests that the authors of the curriculum did not pay 
sufficient attention to establishing the correspondence of 
EUs to the list of competencies they were developing. 
They may have copied the same data into different cells. 
In the curriculum 09.03.03.33  “Applied Informatics: 
Digital Economy,” on the contrary, each EU has its own 
unique list of competencies. 

In addition to graphical representation, SPA-SFU2 
calculates data on the number of EUs depending 
on their type  (compulsory, elective, optional) and 
category  (humanities, technical, and natural sciences), 
as well as how many  CU are allocated to their study. 
The data obtained clearly indicates the specifics of the 
curriculum depending on the predominance of a certain 
type of discipline. For example, there may be different 
ratios of humanities EUs in different curricula in related 
fields of study, which demonstrates their specificity.

Other data calculated by SPA-SFU2  includes the 
percentage distributions of CU allocated to the formation 
of competency groups  (the Federal State Educational 
Standards for Higher Education9 define three 
competency groups: universal, general professional, and 
professional). They can be used to understand which 
group of competencies is given priority, as well as how 
specialized the training program is.

Measures of central tendency are calculated, in order 
to identify deviations in the curriculum from their average 
value across the entire curriculum sample for each metric. 
For each curriculum parameter, SPA-SFU2  calculates 
the maximum and minimum values, mode, median, 
and mean. This enables the most distinctive curriculum 
to be identified against the background of the others. 
Table  3  shows the metrics of the graph model of the 
2021 bachelor’s degree curriculum at the beginning of 
training, taking into account only the first year of study. 
As can be seen, only two curricula have elective courses 
in the first year of study. 

9  https://www.fgosvo.ru/news/view/5720. Accessed September 28, 
2025. (In Russ.).

Table 2. Metrics of a graph model of two bachelor’s curricula

Curriculum designation 09.03.02.30 09.03.03.33 Curriculum designation 09.03.02.30 09.03.03.33

Clustering coefficient 0.92 0.43 Graph density 0.14 0.12

Maximum number of CUs in EU 10 CU 15 CU Minimum number of CUs in EU 2 CU 2 CU

Graph diameter by weight 1.01 1.36 Graph diameter by vertices 5 vertices 4 vertices

Number of linkage components 10 3 Pairs of unconnected vertices 895 pairs 89 pairs

Weight of the maximum skeleton 
tree 10.86 16.34 Weight of the minimum skeleton 

tree 7.21 8.04

https://gephi.org
https://www.fgosvo.ru/news/view/5720
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Curriculum  09.03.02.30 Curriculum  09.03.03.33

Fig. 5. Visualization of the graph model of the curriculum for all semesters of study.
IntrPrac—Introductory practice;
R&D—Research and development;
IT—Information technologies;
ArchIS—Architecture of IS;
TheorAlg—Theory of algorithms;
DatMan—Data management;
TheorIPS—Theory of information processes and systems;
ClSerProg—Client-server programming;
DBDes—Database design;
EngProf—English for professional purposes;
InfProcTech—Information processing technologies;
CorpIS—Corporate IS;
IntelSyst—Intelligent systems and technologies;
SWImpTech—Software implementation technologies;
SWTest—Software testing and quality control;
GISWDev—Geoinformation systems software development;
ITProjMan—Information technology project management;
BDAnalysis—Big data analysis;
MobSWDev—Mobile software development;
MethInfDisp—Methods and facilities of information display;
InfCompNet—Information and computing networks;
ModelSyst—Process and systems modeling;
TollUtIS—IS tools and utilities;
EconCul—Economic culture and financial competence;
FundCorrPrev—Fundamentals of corruption prevention;
3DModel—3D modeling and animation;
WebAppDev—Web application development;
BusMedia—Business processes in the media industry;
MediaProc1—Media content processing, part 1;
MediaProc2—Media content processing, part 2;
PrintProc—Printing process;
SWTMedia—Media industry software tools;
GraphDesign—Graphic design of the interface;
Phil—Philosophy;
HistRuss—History of Russia;
WorldHist—World history;
ForLang—Foreign language;
LS—Life safety;
Phys—Physics;
CS—Computer science;
FundProg—Fundamentals of programming;
IntrProf—Introduction to professional activity;
AlgGeom—Algebra and geometry;
MathAn—Mathematical analysis;
DiscrMath—Discrete mathematics;

ProbTheor—Probability theory and mathematical statistics;
TPEVC—Theory and practice of effective verbal communication;
ProgTech—Programming technologies;
MethDesIST—Methods and tools for designing ISs and technologies;
OS—Operational systems;
PhysCult—Physical culture and sport;
RESS—Remote Earth sensing systems;
DistIS—Distributed ISs;
SportProg—Sports programming;
EntEcon—Enterprise economics;
DigEcon—Digital economy;
DigBusMod—Digital business models;
BusProcMod—Business process modeling;
DigCont—Digital control;
DigMarkAnalTech—Digital market analysis technologies;
DigEntArch—Digital enterprise architecture;
DynModProdProc—Dynamic modeling of production processes;
DigProd—Digital production;
BusFL—Business foreign language;
DistDBBlockchain—Distributed databases and blockchain technologies;
PractModelOptimBP—�Practicum: modeling and optimization 

of business processes;
DigAssetMan—Digital asset management;
CyberSecur—Cybersecurity;
WebProgDes—Web programming and computer design;
PracDigProdDev—Practicum: digital product development;
BusApp—Business applications;
NetTechInternetThing—Network technologies and the Internet of Things;
TrainingEffComm—Training course: effective communication;
ITSysMonitor—IT systems for monitoring socioeconomic development;
CompSysNetTelecom—�Computing systems, networks, 

and telecommunications;
SysAnalysis—System analysis;
Prog—Programming;
IS&Tech—Information systems and technologies;
AdvMath—Advanced mathematics;
EffComm—Effective communication;
IS&P—Information security and protection;
Law—Law;
ISDes—IS design;
FundProjMan—Fundamentals of project management;
DB—Databases;
MacrEcon—Macroeconomics;
Econometr—Econometrics;
SWDevTech—Software development technology

PractModelOptimBPPractModelOptimBP
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It can also be noted that for the curriculum 
09.03.03.31  “Internet technologies and mobile 
applications” has a  global clustering coefficient of 
zero (Table 3, column 6 “Clustering coefficient”). This 
means that no three EUs form the same competence 
in the first year of study. Columns  8–11  show the 
quartile distribution of the minimum distances 
between all pairs of vertices. In fact, all study curricula 
distances  (10  bachelor’s curricula) are combined into 
a single array. They are sorted, and each value is assigned 
to one of the four quartiles. The first quartile includes 
pairs of vertices between which there is a relatively small 
distance in the graph model. The fourth quartile includes 
pairs of vertices between which there is a relatively large 
distance. The situation where there is no route between 
vertices belongs to the “Unconnected vertices” group.

As can be seen in Table 3, minimum and maximum 
values are determined for each calculated measure, as 
well as other central trend measures. The percentage of 
truncation of the mean value is specified in the program 
configuration file (Fig. 2, line 15). If a dash is indicated 
in a cell, it means that the value is not informative (for 
example, if all values are the same or all values are 
different, the mode value is not indicated). Unique 
maximum values are highlighted with underlining, 
minimum values are highlighted in italics. Also, the 
number of decimal places for all values has been reduced 
for greater clarity. Table  3  also shows that curriculum 

15.03.04.32  “Automation of Technological Processes 
and Production” (gray row) stands out from the rest, as its 
metrics most often contain the minimum and maximum 
values relative to all the bachelor’s degree curricula 
which have been analyzed. Thus, this curriculum does 
indeed have its own characteristics. For example, it is 
the only curriculum which teaches “Chemistry” and 
“Ecology” curricula within all areas of the institute’s 
training in the field of information technology.

A log file is generated (Fig. 6), in order to assist 
SPA-SFU2  users in identifying controversial issues in 
the curriculum filling format. It indicates the elements 
of curriculum processing and the shortcomings which 
may arise in the process. For example, by analyzing 
the errors generated by the log file, curriculum 
27.03.04  “Management in Technical Systems” GPC-7  
was found to have been formed only on the basis 
of practices  (number  1). These were excluded from 
the analysis, since the entire set of the curriculum 
competencies is defined as formed for them.

3. DISCUSSION

Assessing the quality of EPs  (for more details on 
quality, see  [18]) in the context of the effectiveness 
of achieving educational outcomes is a  complex, 
multifaceted task which attracts the attention of both 
academic researchers and developers of commercial 

Table 3. A software-generated table of aggregated data from the 1st year undergraduate curricula

Designation Quantity of 
your choice

Maximum 
rib weight

Minimum  
rib weight

Graph 
diameter

Clustering 
coefficient

1st 
quartile

2nd 
quartile

3rd 
quartile

4th 
quartile

Unconnected 
vertices

01.03.04.30 0 0.371 0.087 0.371 1.000 9 9 5 1 67

09.03.01.30 0 0.341 0.091 0.614 0.805 3 6 7 7 55

09.03.02.30 0 0.338 0.090 0.338 1.000 2 3 3 0 70

09.03.03.32 0 0.461 0.092 0.461 0.000 3 2 0 2 71

09.03.03.31 0 0.459 0.092 0.459 0.000 3 2 0 2 71

09.03.03.33 0 0.446 0.089 0.692 0.333 4 2 4 7 61

09.03.03.35 0 0.439 0.088 0.439 0.000 3 2 0 2 71

09.03.04.30 0 0.369 0.099 0.591 0.800 2 4 1 5 66

10.03.01.31 0 0.376 0.111 0.376 1.000 1 4 2 1 70

15.03.04.32 27 0.766 0.106 0.468 0.917 10 4 13 12 39

27.03.03.30 11 0.670 0.089 0.580 0.882 3 3 4 8 60

27.03.04.30 3 0.332 0.088 0.331 1.000 2 4 4 0 68

Median 11 0.439 0.091 0.461 0.882 3 4 4 2 68

Mode 0 – 0.089 – 1.000 3 3 2 2 71

Truncated 
mean 13.667 0.447 0.094 0.477 0.645 3 3 3 3 64
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Fig. 6. Fragment of a log file generated by the application

educational platforms  [19]. For example, difficulties 
may be associated with the ambiguity of EP assessment 
criteria, in particular, the high variability in the 
percentage distribution of the labor intensity of forming 
different groups of competencies at different stages of 
training.

As an initial stage of EP quality assessment, we 
propose that the task of studying the curriculum be 
considered from the point of view of analyzing the 
composition and structure of the EP. At the same time, 
traditional methods of curricula evaluating  (expert 
assessments, tabular comparisons) are not as effective 
as software methods. This is due to the following 
factors: subjectivity of opinions [20]; the impossibility 
of analyzing a large number of curricula within a limited 
time frame; as well as errors in performing the analysis, 
inter alia. In this regard, the development of software 
tools to support the analysis of the curriculum, as the 
first step in assessing the quality of the EP, is a matter 
of urgency.

We recommended using the software methods 
presented in this work. They can be expressed in the 
following actions, for making decisions on curriculum 
modernization and applying the experience gained in 
creating new curricula and EPs:
1)	 preprocessing: converting data into a uniform format 

for ease of further use and expansion of processing 
capabilities;

2)	 processing: extraction from the entire set of data 
obtained from the Excel  table Plans  IS of the data 
necessary for further analysis of the characteristics 
of interest to the researcher;

3)	 analysis: calculation of aggregated data based on data 
obtained during processing, e.g., data that clearly 
indicates the characteristics of the curriculum;

4)	 visualization: displaying data obtained during 
analysis in a  form that is convenient for the 
researcher to use for quick and accurate decision-
making based on that data [21].
Let us consider the problems of implementing such 

software tools, related to refining the characteristics of the 
curricula, calibrating them based on expert opinion, and 
determining their relationship with other characteristics 
of the EP training. This includes such factors as student 
retention, and graduate employment rates, among others. 

Competencies (2) [line 61]: In the curriculum
R:/grad_sfu/2703040030_op-21.plm.plx.xlsx No competencies are specified for the elective 
discipline with the index B2.E.
The R:/grad_sfu/2703040030_op-21.plm.plx.xlsx curriculum has been processed with errors.

– No course with the index GPC-7 was found in the R:/grad_sfu/2703040030_op-21.plm.
plx.xlsx curriculum 

The software methods proposed in this work are useful 
for solving the above-described problems and contribute 
to the development of automated tools for data-driven 
decision-making.

CONCLUSIONS

The study proposes software methods for 
processing, analyzing, and visualization of the curricula, 
implemented in the  SPA-SFU2  software package. The 
package helps curricula to be compared with minimal 
effort. It helps their characteristics to be determined based 
on numerical indicators, and the reasons for significant 
deviations of these indicators from the average value 
to be established. SPA-SFU2 clearly indicates problem 
areas in the curriculum for decision-making on their 
correction. It helps to identify possible shortcomings 
in the curriculum, understand the resulting competence 
component, and determine the implicit patterns in the 
data contained therein.

Visualization of the curriculum using SPA-SFU2 
enables a  faster and more accurate understanding 
of the internal structure of the curriculum and its 
characteristic differences. SPA-SFU2 can be useful when 
demonstrating the characteristics of the curriculum to 
applicants, students, and teachers. For example, it can 
be used to demonstrate the percentage distribution into 
competency groups or to visualize the interrelationships 
of the EU through graph representation. 

SPA-SFU2 can be used to create new curricula which 
optimize the planned educational process, the formation 
of which is based on a  comparative analysis with the 
other educational curricula in related areas of training, 
thus ensuring their uniqueness and effectiveness.

The  SPA-SFU2  software package for curricula 
analyzing is a  necessary link for developing 
a comprehensive educational analytics IS and can serve 
as an element of the university’s digital ecosystem.

At the present time, the SPA-SFU2  software 
package presented in this study is not fully automated. 
It requires expert opinion to make decisions based 
on the characteristics it obtains. This problem could 
be addressed by incorporating artificial intelligence 
modeling approaches into  SPA-SFU2. This could be 
achieved by using neural networks or simulating artificial 
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intelligence by accumulating behavioral scenarios in 
predefined situations.

In the future, the following tasks in this specified 
order need to be addressed, in order to fully automate 
the processing, analysis and visualization of the 
curricula, as well as to better cover their useful 
characteristics: 
1)	 to obtain and compare information external to the 

EP (for example, data on student performance, survey 
results, and information on graduate employment) 
with the characteristics of the curricula obtained and 
calculated by SPA-SFU2;

2)	 to introduce the complex digital solutions based on 
the principles of artificial intelligence and big data 
processing;

3)	 to find other ways to visualize the curriculum 
characteristics, in order to demonstrate their features 
not presented in the study.
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Abstract
Objectives. The paper aims to investigate the mechanisms of the nonlinear formation of a wideband pulse spectrum 
under overload conditions in  ultra-wideband  (UWB) amplifier circuits in  resolving problems related to  radiovision 
gesture recognition. The relevance of the study stems from the need to enhance the accuracy and noise immunity 
of modern radiovision UWB systems for gestural control interfaces.
Methods. The study used statistical radiophysics, time-frequency methods of  wavelet transformation of  radio 
images, the theory of S-parametric vector analysis of circuits, and software-numerical modeling.
Results. The method for generating UWB signals in  the microwave range based on  controlled nonlinear signal 
distortion is presented. When the amplifier is switched to the saturation mode, a signal with sharp fronts is formed with 
a wide energy spectrum. A laboratory setup of a cyber-physical system for gesture recognition using radio sensing 
was developed, and its characteristics were investigated. The properties of  the pulses generated in  radiovision 
control systems were also studied. The effectiveness of the proposed approach for the tasks of radiovision gesture 
recognition was experimentally demonstrated.
Conclusions. A  method of  nonlinear saturation-synthesis of  the spectrum of  radiovision signals based on  transient 
distortion phenomena in UWB amplifiers is proposed. It was shown that, when the initial frequency band is expanded up to 
900 MHz, the interference mode can provide phase image repeatability of at least 0.94. It was also established that in the 
input overloaded mode of  the SBB5089Z1 type amplifier with low-mode harmonic excitation at a transition frequency 
of 47 MHz in a cascade amplification scheme, a signal with a modified spectrum can be obtained at the output of the radio 
antenna. In this case, the controlled formation of the antenna excitation spectrum for each amplifier module is determined 
by means of the unique impulse characteristic of the integrated UWB-amplifier. This allows for the successful application 
such amplifiers in resolving problems related to radiovision gesture recognition. The methodology proposed allows the 
use of standard UWB amplifiers to create compact sources of UWB signals without the complication of circuitry.

Keywords: radiovision signal, spectrum saturation, transient distortion, ultra-wideband amplifier, gesture 
recognition, cyber-physical stand

1  High-linearity wideband, monolithic microwave integrated circuit (MMIC) amplifier was developed by Qorvo, USA.
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Резюме
Цели. Цель работы – исследование механизмов нелинейного формирования широкополосного импульсно-
го спектра в  условиях перегрузки в  сверхширокополосных  (СШП) усилительных цепях для решения задач 
радиовизионного распознавания жестов. Актуальность исследования обусловлена необходимостью повы-
шения точности и помехоустойчивости современных радиовизионных СШП-систем для жестикулярных ин-
терфейсов управления.
Методы. Использованы методы статистической радиофизики, частотно-временные методы вейвлет-
преобразования радиоизображений, методы теории S-параметрического векторного анализа схем, методы 
программно-численного моделирования.
Результаты. Представлен метод генерации СШП-сигналов в сверхвысокочастотном диапазоне, основан-
ный на управляемых нелинейных искажениях сигнала. Показано, что при переводе усилителя в режим насы-
щения формируется сигнал с резкими фронтами, обладающий широким энергетическим спектром. Постро-
ен лабораторный стенд киберфизической интерференционной радиосенсорной системы распознавания 
жестов и исследованы его характеристики. Исследованы свойства полученных импульсов в задачах радио-
визионного управления. Экспериментально показана эффективность предложенного метода для задач ра-
диовизионного распознавания жестов. 
Выводы. Предложен метод нелинейной сатурации – синтеза спектра радиовизионных сигналов, основанный 
на явлениях переходных искажений в СШП-усилителях. Показано, что интерференционный режим при расши-
рении исходной полосы частот до 900 МГц способен обеспечить повторяемость фазовых изображений не ме-
нее 0.94. Установлено, что в перегруженном по входу режиме усилителя типа SBB5089Z2 при задающем низко-
модовом гармоническом возбуждении на переходной частоте 47 МГц в каскадной схеме усиления на выходе 
радиовизионной антенны удается получить сигнал с измененным спектром. При этом управляемое формирова-
ние спектра возбуждения антенны для каждого из усилительных модулей определяется уникальной импульсной 

2  Высоколинейный широкополосный монолитный (monolithic microwave integrated circuit – монолитная микроволновая ин-
тегральная схема) усилитель, разработанный компанией Qorvo, США. [High-linearity wideband, monolithic microwave integrated 
circuit (MMIC) amplifier was developed by Qorvo, USA.]
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INTRODUCTION

Radio sensor systems for close-range cyber-physical 
monitoring are used to dynamically identify human 
gestures in areas such as smart medicine, industrial 
automation and virtual/augmented reality. The high level 
of reliability and resolution requirements necessitate new 
methods of forming and processing radio signals [1, 2], 
making this research highly relevant.

The paper offers a  novel approach to the spectral 
synthesis of such systems. Rather than using 
traditional high-voltage shapers, it employs an ultra-
wideband (UWB) amplifier which operates in deliberate 
overload mode. In this mode, the amplifier acts as 
a  nonlinear synthesizer, using transient nonlinear 
distortions  (usually considered an undesirable effect) 
to expand the signal spectrum (spectral saturation). The 
novelty of this research lies in the deliberate use of these 
nonlinear effects for controlled spectrum expansion.

The saturation mechanism is due to the amplifier 
output transistors operating in saturation mode. In 
this case, the input signal is converted into an almost 
rectangular pulse shape with very sharp edges. This 
ensures the synthesis of a wideband spectrum, used in 
UWB systems [3, 4]. Spectrum expansion increases the 
resolution of the radio sensor system and improves its 
resistance to narrowband interference and the accuracy 
of temporal and spatial gesture localization.

This paper presents theoretical, modeling, and 
experimental studies of this method of nonlinear spectrum 
transformation for gesture recognition using radiovision 
techniques.

2. MODEL OF WIDEBAND SPECTRUM 
SYNTHESIS OF RADIOVISION SIGNALS BASED 

ON THE OCCURRENCE OF TRANSITIONAL 
DISTORTIONS IN UWB AMPLIFIER

The nonlinear formation of the radiovision signal 
spectrum occurs when UWB  amplifier stages operate 
in overload mode due to transient distortions. These 

distortions are analytically described in  [5] when the 
equivalent circuit of an UWB  stage with inductive 
correction is analyzed (Fig. 1).

3  High-linearity wideband, monolithic microwave integrated 
circuit (MMIC) amplifier was developed by Qorvo, USA.

4  GOST  2.710-81.  Interstate Standard. Unified system for 
design documentation. Alpha-numerical designations in electrical 
diagrams. Moscow: Izd. Standartov; 1985 (in Russ.).

5  InGaP is indium gallium phosphide and HBT is 
a heterojunction bipolar transistor.

(а) (b)
Fig. 1. SBB5089Z UWB amplifier3 with inductive 
correction: (a) schematic diagram; (b) external 

appearance. The symbols used to denote the circuit 
elements correspond to those used in GOST 2.710-814

The paper describes the use of a  monolithic 
SBB5089Z-type UWB amplifier, based on InGaP HBT5 
transistors. It uses a  Darlington configuration with an 
active bias circuit.

When the input low-mode signal is formed, the 
UWB  amplifier operates in deliberate overload mode. 
The L1  inductor with inductance  L in the output 
circuit prevents a rapid increase in current through the 
load resistor R, equivalent to the input resistance R of 
the subsequent cascade. This results in a  temporary 
accumulation of energy in the parasitic capacitances 
of the cascade  (the equivalent capacitance C), and the 
capacitance of the printed circuit board. This slows down 
transient processes in the initial phase of the signal. As 
energy accumulates in the L1  inductor, the equivalent 
capacitance C charges to a voltage level which exceeds 

характеристикой интегрального СШП-усилителя. Это позволило успешно применить такие усилители при ре-
шении задач радиовизионного распознавания жестов. Предложенная методика позволяет использовать стан-
дартные СШП-усилители для создания компактных источников СШП-сигналов без усложнения схемотехники.

Ключевые слова: радиовизионный сигнал, сатурация спектра, переходные искажения, сверхширокополос-
ный усилитель, идентификация жестов, киберфизический стенд

Для цитирования: Латышев К.В., Костин М.С., Бойков К.А. Формирование радиовизионных сигна-
лов спектральной сатурацией в  режиме переходных искажений интегральных сверхвысокочастот-
ных усилителей для систем распознавания жестов. Russian Technological Journal. 2026;14(2):57−68.  
https://doi.org/10.32362/2500-316X-2026-14-2-57-68, https://www.elibrary.ru/XPSWYV

Прозрачность финансовой деятельности: Авторы не имеют финансовой заинтересованности в представлен-
ных материалах или методах.
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the opening threshold of the VT1–VT2  composite 
transistor cascade. Consequently, the transistors abruptly 
switch to saturation mode, forming a pulse with steep 
fronts and a wide spectrum. This is a necessary condition 
for generating UWB signals.

The signal gain coefficient can be represented in 
operator form as follows [5]:

2

1( )
( ) ,1 1

pL R
pL RpCK p S S

pRC p LCpL R
pC

+
+

= =
+ ++ +

wherein p is the Laplace operator and S is the steepness 
of the composite Darlington transistor cascade.

Let K0  =  SR be the gain at low frequencies. The 
time constant of the equivalent circuit is τbas = RC, and  
m = L/CR2 = (L/R)/CR is the correction parameter. Then,
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2 2
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Therefore, the operational signal at the output of 
the UWB  cascade with inductive correction in input 
overload mode can be represented as follows [5]:

bas

0 bas 2
2

bas bas

1
( ) 1 .

1 1
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+
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The behavior of the transient process is determined 
by the roots of the characteristic equation of the system, 
which are calculated using the following formula [5]:

1,2
bas bas

1 1 4 1.
2 2

p m
m m

= − ± −
t t

When m  > 0.25, corresponding to the condition 
for transient oscillations forming with discharge in 
the transition frequency range when the VT1–VT2  
composite cascade is opened instantly, as shown 
in  Fig.  2a, the normalized transfer function of the 
UWB amplifier is as follows [5]:

bas2

0 bas

( ) 2 4 11 e sin ,
24 1

t
mh t m m t

K mm

−
t  −

= − + θ  t−  

wherein 
4 1arcsin ,
2
m
m
−

θ = π −  and t is time.

In this case, the transition process represents damped 
oscillations with an emission the magnitude of which 
depends on the correction coefficient m.

When m  =  1  (Fig.  2b), which is the condition of 
free oscillations at the output of the UWB amplifier, the 
expression for the transfer function is as follows [5]: 

2
0

( ) 3 1 31 e cos sin .
2 23

t
RCh t t t

K RC RC
−     

= − +            

Thus, a  transition process corresponding to free 
oscillations is formed within the transition frequency 
range of the UWB  amplifier’s transfer characteristic, 
which can be modeled as a second-order active bandpass 
filter.

During time ζ, when f1 >  f2, the system completes 
a  cycle of free oscillations  (Fig.  2a), resulting in the 
formation of a  damped radio pulse at the output of 
the UWB amplifier. This pulse is then amplified by an 
identical cascade. In this case, the radio pulse exhibits 
exponential attenuation and is formed in accordance 
with the system’s impulse response. The selection of the 
low-mode excitation frequency  f1, which corresponds 
to the transition frequency range, is determined by 
the conditions necessary to achieve the correction 
parameter m = 1. The frequency f2 corresponds to linear 
signal amplification.

It should be noted that overload of the UWB 
amplifier input at a  certain frequency may satisfy the 
Barkhausen self-excitation condition [6]:

	 |Aβ| ≥ 1 and ∠Aβ = 2πn, n ∈ ℤ,� (1)

wherein A  is the gain coefficient, β  is the feedback 
transfer coefficient, ∠Aβ is the phase shift between the 
input and output through the feedback circuit, and ℤ is 
a set of integers.

Thus, for self-oscillation to occur, the gain must 
compensate for losses in the feedback circuit and the total 
phase shift in the circuit must be a multiple of 2π [6].

Let the UWB amplifier have a  complex transfer 
function f, defined as

	 0

c

( ) ,
1

A
A f fj

f

=
+

� (2)

wherein A0  is the gain at low frequencies, (f  ≪  fc),  
fc is the amplifier cutoff bandwidth, and the following 
complex feedback function:
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1

B f fj
f

=
+
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wherein fband is the feedback circuit band [7].
Taking into account (2) and (3), the loop gain is then:
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In nonlinear systems, the gain of an amplifier 
operating in limiting mode is a  function of the input 
signal amplitude V:

	
lin sat

sat
sat

, ,
( )

, ,

A V V
A V V

V V
V

<
= 

≥

� (5)

wherein Alin is the linear value of the gain coefficient and 
Vsat is the amplifier’s saturation voltage [8, 9].

The gain declines as 
1 ,
V  when V > Vsat. If the feedback 

circuit transfer coefficient is frequency-dependent, then 
considering (1) and (3) gives us:

	 |T(f, V)| = |A(f, V)| ∙ B(f) ≥ 1.� (6)

According to Barkhausen’s criterion (6), the condition 
for amplifier self-excitation can only be fulfilled at 
certain frequencies where the feedback circuit transfer 
coefficient B(f) reaches significant values. This is possible 
in the presence of frequency resonance, caused by the 
corrective (parasitic) inductances and capacitances of the 
circuit. The physical principle behind this phenomenon 
is as follows: when an UWB  amplifier is operating in 
a nonlinear signal-limiting (saturation) mode, the output 
voltage waveform is significantly distorted. It is thus 
converted from a  sinusoidal signal to a  signal which 
is close to a  rectangular pulse with sharp fronts and 
tails. These time variations carry a wide range of high-
frequency harmonics, as follows from Fourier transform 
theory. If these harmonics coincide with the resonant 
frequencies of the corrective (parasitic) LC6 chains, the 
corresponding harmonics are amplified due to an increase 
in the transmission coefficient  B(f). Consequently, the 
system switches to wideband signal generation mode. 
In the time domain, this is a  damped oscillatory pulse 

6  An electrical circuit consisting of an inductor  (L) and 
a capacitor (C) connected together.

close in shape to a Gaussian monocycle. In the frequency 
domain, it has a wide energy spectrum band which covers 
a range of up to hundreds of megahertz [8, 10–12].

Let us consider the process of exciting a radiovision 
antenna with a  synthesized radio pulse. The electric 
component of the radiovision signal field  (E(t))  at the 
output of the UWB antenna is known to be proportional 
to the derivative of the excitation signal current function:

( )
( ) ( ),A

dI t
E t h t

dt
≈ âûõ

wherein Iout(t) is the excitation radio pulse current 
formed at the output of the UWB  amplifier cascades 
with a certain pulse characteristic, hA(t) [13].

In order to create a  numerical model of the 
synthesis of radiovision signals based on cascades 
of UWB  amplifiers, experimental measurements of 
S-parameters were performed on a  sample of three 
randomly selected SBB5089Z UWB  amplifiers. The 
S-parameters of the UWB amplifier line were recorded 
using an R&S  ZNLE7 vector network analyzer in the 
0.01–5 GHz frequency band (Table 1).

Table 1. Radio technical characteristics of UWB amplifiers

Parameter SBB5089Z TQP7M91038 WYDZ9

Gain, dB 20–30 30 60
Passband, MHz 50–6000 10–3000 1–2000
Noise level, dB 3.5 4 6–8
Maximum output 
power, dBm 23 20 15
Maximum input 
power, dBm 15 10 5

7  R&S ZNLE is a  vector  network analyzer manufactured by 
Rohde & Schwarz, Germany. It is designed for testing high-frequency 
electronic components such as filters, amplifiers, cables, and antennas.

8  TQP7M9103 is a high-power signal amplifier manufactured 
by Qorvo, USA.

9  WYDZ is a low-noise amplifier manufactured by TZT, China.

U
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m = 0

m = 1

m = ∞

m = 0.25

(a) (b)

Fig. 2. Transient distortions at the output of the UWB amplifier:  
(a) signal distortions in overload mode within the transition frequency range (normalized values on the X and Y axes); 

(b) transfer function of the UWB amplifier for various correction parameter values, m
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Based on the vector measurement results shown 
in  Fig.  3, the S21  transfer characteristics were 
converted into vector arrays for the interpretation 
of UWB  amplifiers during the software-numerical 
simulation of a  radiovision signal generator in the 
MATLAB Simulink10 environment (Fig. 4).

The synthesized excitation spectrum generator circuit 
of the UWB antenna consists of the following functional 
blocks: 1 is a low-mode signal generator with frequency 
selection corresponding to  m  =  1; 2  is a  radio system 
input parameters block specified by a special Simscape 
library which determines the main characteristics of the 
signal transmitted to the UWB amplification path; 3  is 
UWB amplifier for forming transient distortions; 4 is an 
amplifier for further signal transmission (the S21 transfer 
characteristics are loaded from the arrays obtained 
from the vector measurements); 5  is a  radio system 
output parameters block; 6  is an oscilloscope which 
records the UWB  antenna excitation signal; and 7  is 
a  radio system properties block which defines global 
simulation parameters such as frequency range, noise, 
impedance, etc.
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f, GHz
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S
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m
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Fig. 3. Transfer characteristics of S21 UWB amplifiers:  
SBB5089Z (1), TQP7M9103 (2), and WYDZ (3)

SL RF 1 12 2 +
V BB

RF

1
2 5

6

7
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+–

Fig. 4. A model of a nonlinear synthesizer for the 
radiovision excitation signal spectrum of a UWB antenna. 

RF stands for radio frequency, SL for Simulink, 
which receives a signal from a standard Simulink block, 

and BB for baseband

10  https://www.mathworks.com/products/simulink.html. 
Accessed February 06, 2026.

The equivalent circuit of a  second-order 
RLC11 filter (Fig. 5) can be used to represent an amplifying 
UWB cascade with inductive correction (Fig. 1). When 
a step input is applied to the circuit (which is equivalent 
to the sudden opening of a  transistor in saturation 
mode), the transient process is governed entirely by 
the correction parameter  m. Therefore, the objective 
is to select operating conditions for the amplifier such 
that m = 1.

Fig. 5. Equivalent circuit of a second-order RLC filter

The parameters R1, L1,  and C1  in the equivalent 
circuit are not constant values. Rather, they represent 
the effective parameters of the amplifier which depend 
on the frequency of the input signal. Consequently, the 
correction parameter m itself is a  frequency-dependent 
function, m(f). The objective is to determine the optimal 
excitation frequency, fopt, at which m(fopt) = 1 is satisfied.

Analysis of the parameters (Fig. 3) of the SBB5089Z 
amplifier reveals a  40–50  MHz range where the 
amplitude-frequency characteristic exhibits an anomaly, 
indicating complex interactions between internal 
reactive elements. This region corresponds to the zone 
in which the amplifier is susceptible to oscillatory 
transient processes. Modeling in Simulink  (Fig.  4) has 
shown that excitation at a  frequency of 47  MHz and 
input overload  (amplitude  400  mV) results in a  mode 
corresponding to m = 1. The simulated pulse signal of 
the excitation function, characterized by low-mode 
oscillation, is shown in Fig. 6.

After passing through the amplification path, 
overload at the input of the first UWB amplifier in transient 
mode results in a  synthesized signal with an extended 
spectrum at the output of the second UWB amplification 
cascade. This exhibits nonlinear spectral saturation in 
the 0–900 MHz band. Considering the impulse response 
of the Vivaldi-type strip slot UWB antenna used in this 
study, the E radiovision signal spectrum at its output is 
shown in Fig. 7.

Signal spectrum conversion analysis was performed 
during simulation in the MATLAB Simulink environment. 
The original harmonic signal with a frequency of 47 MHz 
has a  narrowband spectrum. The effective spectrum 
width of the initial signal, calculated at −10  dB from 

11  An electrical circuit consisting of a  resistor  (R), an 
inductor (L) and a capacitor (C).

https://www.mathworks.com/products/simulink.html
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peak power, is ~42.25 MHz. After passing through the 
proposed amplification system operating in intentional 
overload and controlled transient distortion mode, the 
signal undergoes nonlinear spectral transformation. 
A  short radio pulse with steep fronts, characteristic of 
UWB signals, is formed at the system output. Analysis 
of the output signal shows that its effective spectral 
width has expanded to ~900  MHz  (also at −10  dB), 
corresponding to a  spectral expansion factor of more 
than 20.

2. RECOGNITION OF RADIOVISION IMAGES 
OF GESTURES FORMED IN RESPONSE 

TO A SYNTHESIZED RADIOVISION SIGNAL

The experimental part of the study aimed to 
verify the effectiveness of nonlinear formation of the 
radiovision signal spectrum and to confirm the results of 
numerical modeling. The effectiveness of identification 

systems is largely determined by the characteristics of 
the probing signal, so this approach was chosen. The 
width of the spectrum and the pulse shape directly affect 
the resolution, noise immunity, and reliability of feature 
extraction. The aim of the experiment was to identify 
four different hand gestures and evaluate the accuracy, 
stability, and reliability of the recognition system.

In order to conduct experiments based on the model 
of a  nonlinear synthesizer of the radiovision signal 
excitation spectrum of an SSP antenna (Fig. 4), a cyber-
physical stand for identifying hand gestures (Fig. 8) was 
created. This stand consists of the following blocks:

•	 R&S SMBV100B12 vector pulse generator designed 
to generate the initial harmonic signal. Using the 
data obtained in the first part of the article, the signal 
is generated at a frequency of 47 MHz;

•	 an UWB signal generation block consisting of two 
low-noise SBB5089Z UWB amplifiers operating in 
a deliberately overloaded mode (Fig. 3);

•	 an antenna system comprising a  pair of 
Deepace  R101C13 Vivaldi-type UWB transceiver 
antennas which emit a probing signal  (Fig. 7) and 
receive the reflected response from the object (hand);

•	 a received signal amplification unit consisting of 
two UWB signal amplifiers;

12  SMBV100B is a high-performance vector signal generator 
manufactured by Rehde & Schwarz, Germany. It is designed to 
generate complex and modulated radio frequency (RF) signals for 
testing and measuring purposes.

13  Deepace R101C is an ultra-wideband, directional antenna 
manufactured by Deepace,  China. It is used for  the reception 
and transmission of high-frequency signals over a wide range of 
frequencies.
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Fig. 6. Pulse excitation signal synthesized by a low-mode oscillation UWB antenna in the overloaded dynamic mode 
of the SBB5089Z UWB amplifier (normalized values on the vertical axes):  

(a) time representation of the radio pulse U;  
(b) spectrum E synthesized from the transient distortions of the radio pulse

0	 0.3	 0.6	 0.9	 1.2	 1.5	 1.8
f, GHz

E

1.0

0.5

Fig. 7. Spectrum of the radiovision signal at the output of 
the Vivaldi UWB antenna (normalized values on the E axis)
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•	 data acquisition system consisting of an R&S RTO203214 
digital oscilloscope to digitize and record the received 
signals;

•	 a processing unit consisting of a personal computer 
with specialized software for processing, analyzing, 
and visualizing the data received.

Software

MATLAB

Pulse 
generator

Oscilloscope

UWB 
amplifiers

UWB 
amplifiers 

Antenna

Antenna

Fig. 8. Cyber-physical stand for identifying 
hand gestures

The experiment involves the following gestures: 
rotating the wrist (rotation), pushing the wrist away from 
the chest (pushing), swiping from right to left (swiping), 
and clenching the fist  (clenching), as shown in Fig. 9. 
These movements cover a wide range of characteristics 
of gesture kinematics, providing variety in terms of 
direction and type of movement [14–16]. They are simple 
and easy for humans to understand, and are widely used 
in everyday life for controlling digital devices [17]. The 
choice of gestures is also dictated by their functional 
significance in interfaces (Table 2).

Each gesture is represented by a set of ten control 
frames, combined into a  single final radio image or 
“reference radio portrait” which uniquely identifies 

14  R&S RTO2032  is a digital oscilloscope designed for analyzing complex signals in a variety of fields. It is manufactured by 
Rehde & Schwarz, Germany.

the gesture in question (Fig. 10). During the experiment, 
correlation coefficients are calculated to analyze the linear 
relationship between the selected gestures. The results of 
the experiment demonstrate the high level of accuracy 
of the identification system in recognizing repeated 
gestures, as indicated by intra-group correlation values 
close to 1. The coefficients are 0.95  for hand rotation, 
0.99 for repulsion, 0.96 for fist clenching, and 0.97 for 
swiping (Table 3). These results confirm the stability of 
the system in recognizing the same movements.

(а)

(c)

(b)

(d)

Fig. 9. Gestures used in the experiment: (a) rotation; 
(b) pushing; (c) swiping; (d) clenching

Table 2. Gesture characteristics

Characteristics

Gesture
Type of movement Amplitude, cm Gesture 

duration, s
Kinematic 

characteristics
Functionality  

in the interface

Rotation Continuous and 
periodic <15 0.4

Changing the angle 
of the hand in 

relation to the signal 
direction

Managing settings, 
scrolling settings

Pushing Forward >30 0.8 Movement from the 
center of the body Cancel/Dismiss

Swiping Horizontal 15–30 0.6 Clearly defined 
direction Navigating the interface

Clenching Static <5 0.3

Altering  
the hand shape 

without significantly 
moving it

Confirming or activating 
commands
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Fig. 10. Representation of reference radio gesture 
images (normalized values along the vertical axis): 

(a) rotation, (b) pushing,  
(c) clenching, and (d) swiping

Certain pairs of gestures exhibit a strong correlation, 
for instance, clenching a fist and swiping, with a value 
of 0.84. This suggests a similarity in the signs utilized 
by the system for their recognition. Conversely, rotation 
and swiping exhibit an average correlation of 0.62 which 
could be attributed to the shared elements of hand 
movement. Furthermore, a moderate relationship exists 
between pushing and swiping, with a score of 0.65. This 
can be explained by the directional aspect inherent to 
both motions.

A low correlation is observed between rotation 
and pushing  (0.30), as well as between pushing and 
clenching  (0.48). These motions have significantly 
different kinetic characteristics, indicating that they can 
be easily distinguished by the system.

Based on the findings, it can be inferred that the 
system successfully recognizes the selected gestures 
with a  high level of accuracy and reliability. This is 
attributed to the consistent and reproducible UWB pulse 
waveform obtained when the SBB5089Z  amplifier is 
activated.

The experiment also studied the response of the 
gesture recognition system to erroneous or missing 
control frames of a  gesture. In order to evaluate the 
system’s tolerance for error, the number of distorted or 
skipped frames was consistently increased from one to 
nine. The findings indicate that different gestures exhibit 
varying degrees of resilience to incorrect  (missing) 
frames  (Fig.  11). Specifically, the push-off gesture 
demonstrated the greatest stability, whereas the swipe 
gesture exhibited the least. These results suggest that 
successful gesture recognition necessitates a  different 
number of control frames for each gesture.
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Fig. 11. Impact of the number N of incorrect gesture 
frames on the correlation coefficient r with the reference 

image: 1 is pushing; 2 is clenching, 3 is rotation;  
and 4 is swiping

The experiment demonstrates that the recognition 
system achieves a correlation coefficient of over 0.95 for 
gesture recognition. However, its resistance to false 
negatives  (missed frames) varies depending on the 
specific gesture. Repulsion and compression gestures 

Table 3. Average correlation coefficient between reference radio portraits and performed gestures

Reference
radio portrait

Gesture

Rotation Pushing Clenching Swiping

Rotation 0.95 0.30 0.82 0.62

Pushing 0.30 0.99 0.48 0.65

Clenching 0.82 0.48 0.96 0.84

Swiping 0.62 0.65 0.84 0.97
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are more robust, achieving a  correlation coefficient of 
over 0.90 with up to four missed frames. These gestures 
are therefore suitable for use in challenging conditions 
where data may be incomplete or distorted due to 
interference or reduced recording quality. In contrast, 
swiping with a  brush requires more stringent quality 
control, since it relies on the accuracy of the entire image 
sequence.

The results highlight the need to analyze each gesture 
in detail when developing recognition systems. Gestures 
which are highly sensitive to distortion, such as swiping, 
may require additional optimization of data processing 
algorithms or the incorporation of error compensation 
mechanisms. This would improve the reliability of the 
system in real-world environments, where data loss or 
partial corruption is inevitable.

An experiment was also conducted to assess the 
repeatability of gesture identification. Each gesture was 
repeated 100  times and the identification results were 
analyzed (Table 4).

Based on the results, it can be inferred that the 
recognition accuracy has consistently exceeded  0.94. 
Considering this level, the experiment can be regarded 
as reliable. The impact of random factors is negligible 
and the findings can be confidently applied in practice. 

CONCLUSIONS

1.	 The S-parameters of three UWB  radio-frequency 
amplifiers were determined and analyzed. As 
a result, it was found that the SBB5089Z UWB has 

the ability to control signal distortion within the 
range of 40–50 MHz, in order to expand the output 
spectrum. The correction parameter was determined 
to be 1 at 47 MHz.

2.	 A method for the nonlinear synthesis of a  radio 
imaging signal spectrum was proposed, enabling 
a spectrum expansion coefficient value of over 20 to 
be achieved.

3.	 The proposed gesture recognition system based on 
the proposed method demonstrated a high level of 
accuracy. The correlation coefficients between the 
recognized gestures and their corresponding fiducial 
gestures are 0.99 for the repulsive gesture, 0.95 for 
the rotation gesture, 0.96  for the scrolling gesture, 
and 0.96 for the compression gesture.

4.	 Particular attention was paid to system resilience 
to erroneous or missing frames influencing the 
gesture recognition process. System response 
to partial data loss within each gesture was also 
investigated. The findings show that all gestures 
can be recognized with a correlation coefficient of 
over 0.9.

5.	 The repeatability of gesture recognition is at 
least 0.94.
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Table 4. Evaluation of experiment repeatability

Gesture Number of gestures performed Number of correctly 
recognized gestures Repeatability

Rotation

100

95 0.95

Pushing 98 0.98

Swiping 96 0.96

Clenching 94 0.94
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Abstract
Objectives. The primary aim of this study is to minimize image defects in a hybrid photodetector with a sensitivity 
range of 0.95–1.65 μm, based on an InP/InGaAs photocathode. In order to achieve this, the surface quality of the 
photocathode must be improved prior to lift-off photolithography. In addition, the photolithographic process must 
be made highly reproducible.
Methods. In order to achieve this goal, a series of experiments on surface cleaning and improvement of the lift-off 
photolithography process were conducted. The following surface preparation methods were tested: chemical 
etching of the InGaAs surface; coating the photocathode surface with a protective photoresist layer before cutting 
the plate; using various photoresist removal methods (in dimethylformamide and plasma); and mechanical surface 
cleaning. In  order to  improve photolithography, experiments were conducted on  drying times and photoresist 
methods, exposure and development modes were varied, and photoresist was replaced.
Results. Samples manufactured using the improved technology demonstrate a more than ninefold reduction in the 
average percentage of defects on the photocathode surface from 0.317% to 0.035%. Thanks to the improved quality 
of  the photocathode surface, the image in  the finished device is more uniform and the number of  image defects 
significantly decreased. The process is highly reproducible.
Conclusions. Improvements in surface preparation technology, coupled with a  reduction in  the thickness of  the 
photoresist used in lift-off photolithography lead to greater uniformity of images in hybrid devices and fewer defects. 
The proposed approach can be used for the mass production of high-sensitivity near-infrared hybrid photodetectors, 
making them competitive with those produced elsewhere.
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НАУЧНАЯ СТАТЬЯ

Поиск технологических решений, 
направленных на снижение количества дефектов 

изображения в гибридном приборе ближнего 
инфракрасного диапазона

А.А. Егоренков @, И.В. Данилова, М.И. Бибинова,  
С.Н. Челышков, А.Н. Вязников, К.С. Баталов
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Резюме
Цели. Основная цель работы  –  уменьшение дефектов изображения, получаемого в  гибридном фотопри-
емнике с диапазоном чувствительности 0.95–1.65 мкм на основе фотокатода из фосфида индия/арсенида 
галлия-индия (InP/InGaAs). Для этого необходимо улучшить качество поверхности фотокатода перед взрыв-
ной фотолитографией, а также обеспечить высокую воспроизводимость фотолитографического процесса.
Методы. Для достижения поставленной цели проведена серия экспериментов по очистке поверхности и по 
усовершенствованию технологического процесса взрывной фотолитографии. Для подготовки поверхности 
опробованы следующие методы: химическое травление поверхности InGaAs, покрытие поверхности фотока-
тода защитным слоем фоторезиста перед резкой пластины, использование различных способов удаления 
фоторезиста (в диметилформамиде и плазме), внедрение механической очистки поверхности. Для усовер-
шенствования фотолитографии проведены эксперименты со  временем и  способами сушки фоторезиста, 
проведено варьирование режимов экспонирования и проявления, заменен фоторезист.
Результаты. Изготовленные по усовершенствованной технологии образцы демонстрируют более чем де-
вятикратное снижение среднего процента дефектов от общей площади поверхности фотокатода по сравне-
нию со старыми образцами: с 0.317% до 0.035%. Благодаря улучшению качества поверхности фотокатода 
изображение в готовом приборе стало более однородным, количество дефектов изображения значительно 
уменьшилось. Обеспечена высокая воспроизводимость процесса.
Выводы. Усовершенствованная технология подготовки поверхности, а также уменьшение толщины фото-
резиста, используемого во взрывной фотолитографии, привело к увеличению однородности изображения 
в гибридном приборе, а также к уменьшению дефектов. Предлагаемый подход может быть применен при 
серийном производстве гибридных высокочувствительных фотоприемников ближнего инфракрасного (ИК) 
диапазона и позволяет им быть конкурентоспособными с мировыми аналогами.

Ключевые слова: фотоприемники ближнего ИК-диапазона, InP/InGaAs-фотокатод, очистка поверхности InGaAs, 
взрывная фотолитография
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INTRODUCTION

One of the popular imaging ranges is the short-
wave infrared  (SWIR) spectral diapason. Its radiation 
has properties similar to the radiation of visible range. 
SWIR is also promising in a variety of applications due 
to its unique features:

•	 transparency of some materials in the 
SWIR diapason1;

•	 use of invisible radiation as illumination (nightglow, 
laser radiation with a wavelength of 1.55 μm, which 
is safe for human eye) [1];

•	 ability to distinguish objects with the same color in 
the visible range [2];

•	 compared to the visible range, the ability to observe 
at longer distances and in poor visibility (smog, rain, 
fog) [3].
Cameras operating in the near-infrared diapason have 

a wide range of applications both in scientific research, 
as well as in the civil and military-defense industries. For 
example, in the electronics industry, they are used for 
defect identification in printed circuit boards and solar 
panels2. In the food industry, they are used to inspect the 
quality of products [4]. In the military-defense industry, 
they are used for reconnaissance and tactical operations 
to detect camouflaged objects and track them  [5]. In 
medicine, they are used for non-invasive tissue analysis 
and visualization of subcutaneous tissues [6].

Hybrid photodetectors operating in the SWIR 
are promising photosensitive devices. They consist 
of a  photocathode and a  solid-state electron-sensitive 
element  (anode) in a  single vacuum volume  (Fig.  1). 
The photocathode operating in the pass-through mode 
absorbs photons. Thus electron-hole pairs are generated 
inside its volume. The electrons then move to the surface, 
then emit into the vacuum where they are accelerated by 
the electric field. The electron sensitive anode registers 
the electron flux, the intensity of which is directly 
proportional to the intensity of radiation absorbed by the 
photocathode.

This type of a  device operates on the basis of an 
external photoelectric effect, so there is a need to locate 
such a system in vacuum conditions. Signal amplification 
is an advantage over solid-state analogs due to the 
generation of a  large number of electron-hole pairs in 
the anode volume by accelerated electrons. It is also 
worth noting that the hybrid devices have a high level of 

1  Edmund Optics. What is SWIR? https://www.
edmundoptics.com/knowledge-center/application-notes/
imaging/what-is-swir/?srsltid=AfmBOopNG8OgK_q1N35-
W5tpY9aS7jqGYNeYN3mLq96-xOienoMu9u2T. Accessed 
June 04, 2025.

2  HWYL En-Vision Technology. SWIR Cameras: What 
Are They? [Imaging & Application Guide] https://hwyl.in/swir-
cameras/. Accessed June 10, 2025.

variability in the types of possible photocathodes [8–10] 
and anodes within a single structure.

In this work, InP/InGaAs heterostructure (wavelength 
range of 0.95–1.65 μm) is used as a photocathode. Aa 
metal layer (electrode) is deposited on its surface to form 
a Schottky barrier, in order to transfer the photocharge 
from the active layer of the photocathode to the emitter 
layer with a larger band gap. When an external voltage is 
applied, the barrier between the active and emitter layers 
decreases, and photoelectrons are able to travel into the 
emitter and then into vacuum  [11,  12]. The surface is 
activated with a Cs/O layer [13, 14], in order to reduce 
the work function of electron from the photocathode 
surface into the vacuum gap.

Lift-off photolithography is used to create a  metal 
electrode. However, the contamination of the surface of 
the photocathode with small and large particles causes 
complications during the photolithography process. 
Large and small particles prevent the creation of 
a  uniform electrode during photolithography. This can 
lead to image defects in the hybrid photodetector device. 
These particles are also visible in the final image from 
the device (Fig. 2).

Fig. 2. Image defects caused by surface contamination 
and inhomogeneity of the electrode

Defects can be observed in the area marked with 
a  red rectangle  (Fig.  2) showing the non-uniformity 
of the electrode. The black rectangular areas are metal 
residues not removed during lift-off photolithography. 

Optical 
window

Photocathode Electron-sensitive anode

Fig. 1. Diagram of the hybrid photodetector device [7]

https://www.edmundoptics.com/knowledge-center/application-notes/imaging/what-is-swir/?srsltid=AfmBOopNG8OgK_q1N35-W5tpY9aS7jqGYNeYN3mLq96-xOienoMu9u2T
https://www.edmundoptics.com/knowledge-center/application-notes/imaging/what-is-swir/?srsltid=AfmBOopNG8OgK_q1N35-W5tpY9aS7jqGYNeYN3mLq96-xOienoMu9u2T
https://www.edmundoptics.com/knowledge-center/application-notes/imaging/what-is-swir/?srsltid=AfmBOopNG8OgK_q1N35-W5tpY9aS7jqGYNeYN3mLq96-xOienoMu9u2T
https://www.edmundoptics.com/knowledge-center/application-notes/imaging/what-is-swir/?srsltid=AfmBOopNG8OgK_q1N35-W5tpY9aS7jqGYNeYN3mLq96-xOienoMu9u2T
https://hwyl.in/swir-cameras/
https://hwyl.in/swir-cameras/
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Dark lines are visible in the area bounded by the blue 
rectangle. These are assumed to be traces of a brush used 
to remove metal residues after photolithography. In [15], 
the presence of dark dots and lines in images from 
image intensifier tubes in visible and infrared ranges is 
associated with the photocathode surface contamination.

NRI “Electron”3 uses substrates with an InP/InGaAs 
heterostructure in the production technology of a hybrid 
SWIR-range photodetector. A single wafer can be used 
to create photosensitive areas for up to four devices. 
Due to the fragility of the wafer, it must be cut before 
the photolithography process. Various small and large 
particles are adsorbed on the surface during cutting. 
These particles must be removed because they prevent 
contact during exposure and therefore increase the 
percentage of image defects. In addition, for the best 
operability of photocathodes with negative electron 
affinity, an atomically clean surface is required [16]. This 
will ensure the uniformity of Cs/O layer deposition for 
surface activation [17]. Moreover, the atomically clean 
surface increases the lifetime of the photocathodes [18].

A suitable cleaning technique must be found 
to remove contaminations from the surface of the 
photocathodes, in order to improve the image quality 
from the hybrid photodetector device. Several cleaning 
methods are available: chemical cleaning, plasma 
cleaning, and ion cleaning. Chemical cleaning is the 
most attractive method due to the low cost and ease 
of the process. Acidic solutions are widely used for 
etching of III–V group semiconductors. Among acidic 
etchants, the hydrochloric acid  (HCl) and hydrogen 
peroxide  (H2O2) solution  (HCl/H2O2) is considered 
one of the most suitable, since it provides the lowest 
degree of anisotropy during etching  [19,  20]. An 
increase in the H2O2 concentration in etchant solutions 
leads to a  significant growth in the etching rate  [21]. 
This is not desirable for our applications, since it can 
change the thickness of the outer epitaxial layer of 
the heterostructure. Therefore, low concentrations of 
H2O2 must be used, in order to ensure low etching rates. 
In  [20] a  solution of HCl + H2O2 + ADS (ammonium 
dodecyl sulfate) was proposed for the purposes of the 
more efficient purification of nanoparticles from the 
InGaAs surface. The addition of ADS reduces the zeta 
potential of the surface, leading to a  decrease in the 
particle’s adsorption [20].

In addition to surface contamination, lift-off 
lithography was not successful in every experiment (it 
is not always possible to remove the excess metal layer 
completely to form the desired pattern). Possible reasons 
for this may be the use of a positive photoresist which 
creates an overcut border profile  (Fig.  3a). The metal 

3  https://www.niielectron.ru/ (in  Russ.). Accessed 
September 25, 2025.

layer deposited on the walls of the photoresist prevents 
the penetration of the solvent used to remove the 
photoresist and the metal film. This makes the process 
of lift-off difficult or impossible. In general, negative 
photoresists are used in lift-off photolithography which 
create an undercut border profile  (Fig.  3b). They help 
remove excessive metallization.4

1

1

3

1

1

3

2

2

2

2

4  Image reversal (lift-off) photoresist  FPN-20-ISO.  
https://www.frast.ru/obrashchennaya-vzryvnaya (in Russ.). Accessed 
September 25, 2025. (In Russ.).

(a) (b)

Fig. 3. Schematic diagram of the photoresist walls: 
(a) overcut border profile, 

(b) undercut border profile, where 1 is the substrate,  
2 is the photoresist, and 3 is the metal

In order to use negative photoresists, the photomask 
must be modified and the solvents replaced. This requires 
additional technological development. The study of such 
technological changes is the subject of future research.

This article presents the results of experiments 
on surface cleaning after cutting, and selection of the 
optimal sequence of actions for getting the best cleaning 
of the photocathode surface. The results of experiments 
aimed at improving the reproducibility of lift-off 
photolithography process are also presented. A  new 
photoresist was selected and by means of its use, lift-off 
occurs on each sample.

1. MATERIALS AND METHODS

Previously, the photocathode surface preparation 
and subsequent photolithography were performed as 
follows:

•	 manual cutting of a  two-inch InP/InGaAs 
photocathode plate into 20 × 22-mm samples;

•	 cleaning plates in deionized water in the 
ultrasonic unit UZU-0.25  (Ulyanovsk Instrument 
Manufacturing Association, USSR) for 5 min;

•	 during the photolithography process, a  positive 
photoresist  FP-9120-1.0  (NIOPIK, Russia) with 
1.1–1.3 μm thickness was used;

https://www.niielectron.ru/
https://www.frast.ru/obrashchennaya-vzryvnaya
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•	 photolithographic operations  (exposure and 
development) and deposition of the metal layer 
with subsequent lift-off were carried out on 
different days.

1.1. Surface preparation  
before photolithography

Surface cleaning experiments were performed on 
InP/InGaAs photocathodes, as well as on silicon wafers 
with a diameter of 3 inches.

A number of experiments were carried out in the 
technological process of surface preparation, in order to 
reduce contamination on the photocathode surface:
1)	 etching of InGaAs surface with H2O2 + HCl + ADS 

solution with 0.001  M  hydrogen peroxide, 
0.05 M hydrochloric acid and 0.05 mM ADS;

2)	 automated cutting of photocathode into samples of 
20 × 22 mm;

3)	 coating the photocathode with protective layer of 
photoresist before cutting;

4)	 removal of photoresist in dimethylformamide 
followed by plasma treatment to remove photoresist 
residues;

5)	 surface cleaning process: mechanical washing of 
the surface in deionized water, then cleaning in an 
ultrasonic bath for 5  min, mechanical washing in 
deionized water.

1.2. Photolithography process

The following experiments were performed, in order 
to improve the lift-off photolithography process:
1.	 Change of the photoresist drying modes:

Infrared drying, drying on hot plate at T  =  105°C 
for  1  min, drying in the air forced convection 
oven at T  =  115°C and different exposure times: 
3,  5,  10,  and  20  s. For certain photocathodes, 
a method of creation of an undercut border profile 
was tested. After exposure, the plate was additionally 
dried: for 1 min on the hot plate for one and for 5 min 
in the air forced convection oven for another.

2.	 Changе of exposure modes  (different exposure 
duration, different power) and, accordingly, of the 
development (different developer concentration and 
development time).

3.	 Reduction of the time, spent by the sample between 
the processes of exposure, development, metal 
deposition and lift-off.

4.	 Usage of the different positive photoresist with 
a  smaller film thickness: FP-9120-0.4  (NIOPIK, 
Russia) with thickness of 0.4  μm instead of  
FP-9120-1.0 with thickness of 1 μm.

1.3. Visualization of experiments

Images of the samples were obtained with MBS-1  
(Lytkarinsky Optical Glass Factory, USSR) and 

NORGAU  NVM-2010  (NORGAU, Russia) optical 
microscopes.

A test bench was used to obtain the image from the 
device at uniform illumination. The block diagram is 
shown in Fig. 4.

PS PD

PD

HPD ECU PC

27 V 1 А

USB

PS
ECU

Fig. 4. Block diagram of the test bench for getting 
an image from the hybrid photodetector, where:  

PS—Power Supply, PD—Photodiode with a center 
wavelength sensitivity at 1.55 µm, HPD—Hybrid 
Photodetector, ECU—Electronic Control Unit,  

USB—Universal Serial Bus, PC—Personal Computer 
for image display and control

2. RESULTS

Etching of the InP/InGaAs photocathode (manually 
cut) surface in the solution of H2O2  +  HCl  + ADS in 
an ultrasonic unit for 5 min did not show any particular 
result. The surface was not successfully cleaned from 
small and large particles. As can be seen in Fig. 5, only 
certain large particles were removed. It is possible that 
some may have changed their position on the surface.

(a) (b)

Fig. 5. InP/InGaAs photocathode surface:  
(a) before etching in H2O2 + HCl + ADS solution,  
(b) after etching. Field of view area 20 × 22 mm2

A positive result was obtained when manual cutting 
was replaced by automated cutting. Automated cutting 
resulted in a significant reduction in the number of large 
particles adsorbed on the sample surface. Automated 
cutting led to a  significant reduction in the number of 
large particles adsorbed on the sample surface (Fig. 6).

However, the surface still contains a  large number 
of small particles of approximately 10  ±  5  μm in 
size  (Fig.  7a). The number of such particles can be 
reduced by coating the sample surface with a photoresist 
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before the cutting process  (Fig.  7b). The number of 
small particles adsorbed on the surface during cutting 
is reduced. However, an oval shaped pattern appeared 
on the surface of the sample after coating with the 
photoresist and after its removal in dimethyl formamide. 
This pattern consists of small particles with a  size 
of 10 ± 3 μm. These particles were not removed after 
the cleaning. These particles may not completely be 
removed with dimethylformamide.

(a) (b)

Fig. 6. Si surface after (a) manual cutting,  
(b) automated cutting. Image taken at 0.7 magnification, 

field of view area 6.311 × 6.312 μm2

(a) (b)

Fig. 7. Si surface after automated cutting:  
(a) without photoresist,  

(b) with photoresist. Image at magnification 2.0,  
field of view area 2.21 × 2.21 μm2

These patterns do not appear when oxygen plasma 
is used to remove the photoresist  [22]. However, as 
a result, the surface is insufficiently clean (Fig. 8).

(a) (b)
Fig. 8. Si surface after plasma-chemical etching: (a) not 
cleaned, (b) after cleaning. Image at magnification 2.0, 

field of view area 2.21 × 2.21 μm2

Therefore, the following surface preparation method 
is used:
1)	 the initial two-inch wafer is covered with a layer of 

photoresist FP-9120-1.0;

2)	 then it is automatically cut into samples of the 
required size;

3)	 the protective layer of the photoresist FP-9120-1.0  
is removed in dimethylformamide, then the 
photoresist residues are additionally removed in the 
oxygen plasma;

4)	 final cleaning of samples mechanically under the 
flow of deionized water after 5 min of the ultrasonic 
cleaning.
Changes in the photolithographic process  (drying, 

exposure, development) did not affect the lift-off process. 
Excessive metallization was not removed. However, 
change in the photoresist thickness led to positive results.

Repeatability of the photolithography process 
can be achieved with the use of the new photoresist  
FP-9120-0.4 with a reduced level of thickness, and by 
means of the lift-off photolithography process (exposure 
and developing the pattern, metal deposition, removing 
excess metal) during one day. This could not have 
been achieved earlier. When using the previous thicker 
photoresist FP-9120-1.0, it was not always possible to 
remove metal completely, and thus create the necessary 
pattern on the photocathode surface.

The reduction in photoresist thickness is assumed 
to make its walls steeper. Therefore, the removal of 
metal (lift-off) occurs more successfully. It is reproduced 
at the moment of creating of a photosensitive region on 
each photocathode. This trend can also be observed 
in [23], where the photoresist walls became flatter as its 
thickness increased.

The photolithographic pattern obtained with use of 
the new technological approach is more uniform. It has 
fewer defects, compared to samples obtained with the 
use of the old technology.

Data analysis on the area and percentage of 
defects was carried out (Table), in order to quantify the 
effectiveness of the new technological approach. A sample 
of 12  photocathodes based on the new technological 
approach shows a  low percentage of the number of 
defects from the area of the working area. N1–N12 are 
samples made with the use of the new technology, O1–O3 
are samples made with the use of the old technology.

The average defect percentage using the modified 
technology for samples from the N1–N8  group 
was  0.086%, and for the N9–N12  group was  0.035%. 
This is 9 times lower compared to the indicator for the 
old technology group  O1–O3  (0.317%). The standard 
deviation for the new technology is also significantly 
lower (0.039% and 0.019% vs 0.127%), which indicates 
a high reproducibility of the process.

Figure 9  shows that the working area of samples 
N9–N12 has the lowest percentage of defects. When 
preparing for photolithography, these samples were 
additionally mechanically cleaned after 5  min in an 
ultrasonic bath.



75

Russian Technological Journal. 2026;14(2):69–79

Artyom A. Egorenkov 
et al.

Search of technological solutions aimed at reducing the number of image defects  
in a hybrid SWIR device

0.27%

0.46%

0.22%

0.05%
0.08%

0.06% 0.06% 0.06%
0.02%

0.04%
0.02%

0.11%

0.17%

0.08% 0.08%

O1 O2 O3 N1 N2 N3 N4 N5 N6 N7 N8 N9 N10 N11 N12

Old technology
Mechanical cleaning before 
ultrasonic cleaning
Mechanical cleaning before 
and after ultrasonic cleaning

Fig. 9. Distribution of the defect fraction  
from the total area of the samples

Thus, the improved technological process not only 
reduces defects, but also provides more stable results in 
mass production.

Compared to Fig. 2, the quality of the image from 
the new device (Fig. 10) is significantly improved. The 
image has become more uniform, black dots from dirt 
are almost absent, and dark rectangles are completely 
absent.

Table. Area and percentage of defects in the working area on the photocathode

Sample number Total defect area, mm2 Percentage of defects from the working area 130 mm2, %

N1 0.059 0.05

N2 0.107 0.01

N3 0.073 0.06

N4 0.102 0.08

N5 0.080 0.06

N6 0.102 0.08

N7 0.031 0.02

N8 0.395 0.04

N9 0.020 0.02

N10 0.076 0.06

N11 0.020 0.02

N12 0.076 0.06

O1 0.349 0.27

O2 0.600 0.46

O3 0.288 0.22

Fig. 10. Image of the device with a photocathode 
obtained using advanced technology

The results show that the reduction of the photoresist 
thickness and elimination of long-term interoperative 
sample storage significantly reduces the number of 
defects. The greatest contribution to quality improvement 
is made by a  complex of measures: protection of 
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the surface with a photoresist before cutting, the use of 
plasma cleaning; sequential execution of the stages of 
exposure; deposition and removal of the excess metal; 
as well as reduction of the used photoresist thickness.

The achieved level of the defect rate according to 
the photocathode measurements corresponds to the best 
world samples of the solid-state SWIR  photodetectors 
IMX991 from SONY5.

CONCLUSIONS

An improved technology of the surface preparation 
and photolithography processes for the hybrid SWIR 
photodetectors has been developed.

The average defect percentage was reduced by more 
than 9 times, from 0.317% to 0.035%. This corresponds 
to the best currently available world samples of solid-
state SWIR photodetectors.

The image quality from the hybrid photodetector 
device is improved as a  result, The image is more 
uniform, with fewer defects such as black dots, lines, 
and streaks.

A high level of reproducibility of the process is 
provided  (reduction of the standard deviation by more

5  NPK Photonica. IMX991-AABA-C. https://www.npk-photonica.ru/product/21366/. Accessed August 09, 2025. (In Russ.).

than 6  times), enabling the proposed technology for 
mass production of the hybrid SWIR photodetectors to 
be scaled.
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present paper focuses on the formal description of PUFs and designs based on memory modules and timing analysis.
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feasibility, cloning resistance, and protection against unauthorized access.
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Резюме
Цели. Преимуществом модулей, реализующих физически неклонируемые функции  (ФНФ) и  встроенных 
в цифровой чип, является то, что отклики на запросы могут быть напрямую использованы другими прило-
жениями устройства. Устройство способно запрашивать и  считывать  ФНФ без привлечения внешних ин-
струментов и вывода запроса и ответа за пределы чипа. ФНФ может быть реализована с использованием 
технологических операций и компонентов, применяемых при изготовлении самого устройства. Статья явля-
ется первой из двух обзорных публикаций, посвященных ФНФ как компонентам инфраструктуры аппаратной 
безопасности. Данная статья фокусируется на формальном описании ФНФ и их конструкциях, основанных 
на модулях памяти и анализе временных характеристик сигналов.
Методы. Использованы методы определения количественных показателей и признаков для формального 
описания  ФНФ: вычислимость, уникальность, возможность реализации, сложность клонирования, защита 
от несанкционированного доступа.
Результаты. Рассмотрены реализации ФНФ как физических устройств, обладающих уникальной сигнату-
рой. Предложена их  классификация: ФНФ  на основе временных характеристик сигналов, ФНФ  на основе 
схем памяти и аналоговые ФНФ. Приведены наиболее типичные примеры реализаций первых двух типов. 
Показано, что решения на основе задержек сигналов обеспечивают широкое пространство пар «запрос – 
ответ», но требуют симметрии и/или калибровки, тогда как ФНФ на базе памяти проще реализуются в ин-
тегральных схемах и  при корректной постобработке достигают высокой воспроизводимости, что делает 
их практичным выбором для многих приложений. Описаны подходы к компенсации влияния вариаций напря-
жения и температуры. Приведены примеры «сильных» память-ориентированных ФНФ и схемотехнические 
приемы повышения их стойкости к атакам.
Выводы. Технология обеспечения безопасности на основе ФНФ обладает значительным потенциалом, осо-
бенно для применения в устройствах интернета вещей. Проведенный анализ показывает, что в сочетании 
с методами постобработки и компенсации эксплуатационных факторов ФНФ является зрелым инструмен-
том обеспечения аппаратной безопасности.

Ключевые слова: физически неклонируемая функция, ФНФ, интегральные схемы, аппаратная безопас-
ность, ФНФ типа «арбитр», ФНФ на основе памяти, SRAM, DRAM, интернет вещей
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INTRODUCTION

The presence of sensitive intellectual data in 
hardware devices designed to carry out specialized 
artificial intelligence  (AI) tasks makes them an 
attractive target for cyberattacks. As well as 
intercepting data for financial gain by compromising 
the security of these devices, attackers can steal 
intellectual property in order to reverse engineer 
them and produce counterfeit versions. In addition 
to producing counterfeit copies, refurbished or 
re-manufactured devices may also be sold as new 
products, resulting in lost revenue for original 
manufacturers and security concerns due to reduced 
product lifespan and reliability.

Equipment security can be ensured through the 
physical implementation of secure circuits. Such 
circuits are used along with other increasingly complex 
methods of protection against counterfeiting for device 
authentication and random-access key generation. 
Security circuits have a unique signature resembling that 
of human retinal, fingerprint, and DNA patterns. Due to 
the random nature of such signatures, they are difficult to 
predict and clone, thus preventing unauthorized access 
to data. In this context, the implementation of reliable 
hardware platforms for secure communication, device 
authentication, and protection against various software 
and hardware risks and hacker attacks becomes a priority 
research direction.

A physically unclonable function  (PUF) is 
a  physical object whose functionality cannot be 
duplicated  (cloned) through physical means  (e.g.,  by 
creating another system based on the same 
technology). Given set of input data and operating 
conditions  (i.e., challenge), a PUF provides a unique 
output signal  (i.e.,  response) that acts as a  digital 
fingerprint or unique identifier for a specific instance 
of the device. This property makes PUFs useful 
in applications that require high levels of security, 
such as in cryptographic systems, Internet of 
Things  (IoT)  devices, and other applications that 
prioritize privacy protection.

By definition, a PUF performs a specific operation 
when provided with certain input data to produce 
an output that can be evaluated or measured. In 
the engineering sense, a  PUF should be considered 
a  function, i.e., a  procedure performed by or affecting 
a specific (physical) system. Typically, the input data for 
a PUF is referred to as a challenge, to which a specific 
response is generated at the output. The combination of 
the challenge and response is commonly referred to as 
a  challenge-response pair  (CRP). The CRP  generation 
process is defined by the relationship between 
challenges and responses established using a  specific 
PUF implementation.

PUFs have been widely studied in the scientific 
literature, particularly due to the importance of ensuring 
the security of IoT devices  [1]. The paper summarizes 
the findings presented in recent publications regarding 
modern PUFs and their implementations [2-4].

QUANTITATIVE PUF INDICATORS

A comprehensive explanation of the features that 
can be utilized to evaluate various PUF implementations 
is provided in  [5–7]. Classification and identification 
theories are applied within a single PUF type as well as 
for comparing different types of PUFs.

The effects of a particular PUF design are measured 
using two types of quantitative indicators:

•	 Inter-distance. This metric measures the difference 
in responses obtained from a  single challenge for 
two instances of the same PUF. The corresponding 
designation for this indicator is proposed in  [7] 
and represents a random variable that describes the 
distance between the responses of two PUF instances 
from the same call.

•	 Intra-distance. A  quantitative measure that 
describes the difference between two estimates of 
a single PUF instance. It represents the difference in 
response values when the same challenge is applied 
twice to the same physical implementation of 
the PUF. Such an intra-distance metric is a random 
variable that describes the distance between 
response values from the same PUF instance using 
the same challenge.
These indicators, which determine the reproducibility 

and uniqueness of a PUF, use the same challenge for both 
metrics. However, the specific value of the quantitative 
characteristics of one or more instances of a PUF may 
vary depending on the complexity and number of 
tests. In other words, the quantitative estimates used to 
measure these characteristics may vary depending on 
the nature of the response. In cases where the response 
is a bit string, the inter-Hamming distance (inter-HD) is 
used as the criterion.

In order to summarize the inter- and intra-distance 
characteristics of a  specific type of  PUF, histograms 
are often used. Such histograms show the results of 
running a number of challenges on one PUF device and 
the results of running a series of different challenges on 
several PUF devices of the same type. As stated in [6], 
both histograms can be approximated by a  Gaussian 
distribution in many cases, with respective mean 
values  µinter and  µintra and, if available, respective 
standard deviations σinter and σintra.

From the definition it follows that µintra  represents 
the average noise level of the responses to characterize 
the reproducibility of the measured response compared 
to other observations of the same response. Clearly, 
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the smaller the  µintra  value, the more reliable the 
responses implemented by a  given  PUF. Conversely, 
µinter  expresses uniqueness; it measures the average 
uniqueness of two systems based on their PUF responses. 
If the responses are bit strings, the best uniqueness is 
achieved when half of the bits differ on average. In 
particular, if µinter is expressed as a relative value of the 
Hamming distance, the optimal result is a  value close 
to  50%. In practice, implementing the minimum  µintra 
alongside 50%  µinter strikes a  balance between the 
methods used to implement PUF. Figure 1 depicts the 
practical application of these concepts on an example of 
using a PUF for identification purposes [6].

Since an obtained PUF  response is usually 
associated with physical measurement, there are 
a number of undesirable side effects that can affect the 
result. These include random noise and measurement 
errors. Consequently, the same challenge does not 
necessarily elicit the same response, resulting in what 
is known as intra-distance  (see definition) between 
PUF responses. External factors, such as temperature 
or supply voltage when the PUF is implemented in an 
integrated circuit  (IC), also systematically influence 
the response measurement. Therefore, in order to 
correctly compare different results from the literature, 
it is necessary to consider the conditions under which 
the µintra values have been obtained. An example of 
the influence of temperature on the reproducibility of 
a PUF response is given in [8]. If the environmental 
impact is systematic, methods can be employed 
to minimize its effect on the PUF  response. Other 
options include the introduction of compensation 
coefficients  [9] and special PUF  implementation 
strategies that minimize dependence on the 
environment [7, 10].

In terms of effectiveness, PUFs can be classified 
as weak or strong. A PUF is considered weak if there 
are only a  few combinations of CRP  with reactions 
that are generally insensitive to changes in the 
environment. Although weak  PUFs have relatively 
low resistance to hacker attacks, they can be used 
to create secret keys due to their high stability. If 
a PUF is strong, the number of CRPs in the device is 
sufficiently large that an attacker cannot destroy the 
identification system in real time. Therefore, when 
physically implementing a  PUF, special attention 
should be paid to protection against attacks aimed at 
cracking the  PUF, particularly those using machine 
learning methods.

The standard procedure for characterizing a PUF 
involves running statistical tests to determine the 
degree of randomness of binary sequences generated 
by hardware or software random number generators. 
These tests, which are developed by the Information 
Technology Laboratory at the National Institute 
of Standards and Technology  (NIST)1, are based 
on statistical properties that are unique to random 
sequences.

FORMAL PUF DESCRIPTION

An attempt to formally describe the PUF based on 
a description of the physical procedure for responding 
to challenges was carried out in [7]. Rather than being 
regarded as a  purely abstract concept, the creation of 
any PUF  instance is always associated with a  specific 
physical object. PUF  is defined as a  procedure  Π 
represented by some input-output functionality, 

1  https://www.nist.gov/. Accessed July 19, 2025.

PUF A

PUF A

x

x

x

yA

yB

y′A

yA ≠ y′A

yA ≠ yB

Frequency of implementations

PUF measured quantitatively

False rejection False acceptance
Optimal 

identification  
area

intra-distance inter-distance

PUF B

Fig. 1. Quantitative characteristics of a PUF [6].  
Here, x is the challenge; yA and y′A are the responses of a specific PUF instance to the challenge;  

yB is the response of a different PUF instance to the same challenge
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which can be formally expressed as the c-response 
transformation of the PUF Π: X → Y: Π(x). A challenge-
response procedure can be formally classified as a PUF 
if it exhibits the following properties:
1.	 Computability. Given procedures Π and arguments x 

from set  X, it is possible to compute Y  =  Π(x) in 
polynomial algorithmic time. When it is integrated 
into a  chip, it is therefore necessary for a  PUF to 
be created with minimal effort, for example, under 
conditions of limited time, space, power, and energy 
consumption. Clearly, if a  PUF is computable, it 
can be constructed. It is also clear that all versions 
of  PUF that provide experimental results can be 
constructed and, at least in theory, evaluated.

2.	 Uniqueness. Π(x) contains certain information about 
the identity of the physical object implementing Π. 
If a  set of  PUF instances is clearly defined, 
identification can be made from this set based on 
the PUF Π(x) response. Sequential responses enable 
identification uncertainties to be reduced until 
a single PUF instance is optimal for identification. 
In this case, the challenge-response set under 
consideration will uniquely identify the  PUF in 
the set of objects. Depending on the size of the 
set and the characteristics of the  PUF responses, 
such an unique identification may or may not be 
possible. One possible indicator of uniqueness is 
the histogram of intermediate inter-distance metrics, 
summed by their µinter mean value, as shown in most 
experimental results.

3.	 Reproducibility. y  =  Π(x) can be reproduced with 
sufficient error for PUF identification. Responses to 
different challenges x within the same PUF Π should 
be similar in terms of the response difference 
metric under consideration. When interpreting 
experimental results, these are primarily measured 
using an intra-distance histogram and summed by 
their mean value, µintra. Reproducibility is a property 
that differentiates PUFs from true random number 
generators (TRNGs).

4.	 Unclonability. For a given procedure Π, there is no 
other procedure  Γ that is not equivalent to  Π and 
such that ∀x ∈ C Γ(x) ≈ Π(x) with an accuracy of 
implementation error. It should be noted that the 
cloning procedure  Γ is not necessarily physically 
implementable; physical and mathematical 
unclonability differ. If it is difficult to find a physical 
object containing another  PUF  ΠΓ  ≠  Π, so that 
∀x  ∈  C  ΠΓ(х)  ≠  Π(x), then it is claimed that 
implementing the PUF  is physically impossible. 
Even the manufacturer of the original  PUF would 
find it difficult to create a  physical clone. This 
is referred to as “manufacturer resistance.” If an 
abstract mathematical procedure  fΓ cannot be 
devised such that ∀x ∈ C fΓ(x) ≈ Π(x), then it may 

be claimed that Π  is mathematically undecidable. 
Physical and mathematical unclonability are 
fundamentally different properties; i.e., a  structure 
may be able to be easily cloned physically but not 
mathematically, or vice versa. For a PUF to be truly 
unclonable, its implementation procedure  Π must 
be both physically and mathematically unclonable. 
It should be noted that physical cloning can be 
very difficult or even impossible, whereas proving 
unclonability in theory is also very challenging. In 
principle, systems based on quantum physics are 
impossible to clone in practice.

5.	 Unpredictability. For a  set of procedures 
Q = {f(xi, yi) = Π(xi)} having an error margin, it is 
impossible to determine  yc  ≈  Π(xc) for a  random 
challenge xc such that (xc) ∉ Q. If the PUF response 
to a random challenge could be accurately predicted 
simply by observing the CRP set, it would be easy 
to create a mathematical clone with access to the full 
catalogue of PUF response options.

6.	 One-wayness. For any argument y and procedure Π 
within an acceptable error margin, it is impossible to 
find an x such that Π(x) = y. In some papers, PUFs are 
simplistically described as physical versions of one-
way cryptographic functions [11].

7.	 Obvious interference. Modification of the physical 
object described by procedure  Π during the 
implementation of transforming Π → Π′, such that 
∀x ∈ C Π(x) ≠ Π′(х) is true with high probability 
even when considering the Π implementation error. 
A distinction should be made between systems that 
protect against unauthorized access  (i.e.,  systems 
where interference does not actually result in 
the acquisition of any useful information) and 
systems in which interference is obvious and 
harmful  (i.e.,  systems in which interference with 
a  physical object containing a  PUF changes the 
CRP behavior).

PUF IMPLEMENTATIONS BASED ON ANALYSIS 
OF SIGNAL TIME CHARACTERISTICS

A major advantage of embedding a  PUF in 
a  digital chip consists in the possibility for responses 
to challenges to be used directly by other applications 
running on the same device. Notably, the device can 
query and read its own PUF without requiring external 
tools such that the challenge and response never leave 
the device. Furthermore, the PUF can be implemented 
using only the technological operations and components 
used to manufacture the device in which the PUF node is 
located. This requires virtually no additional cost.

Several options for classifying  PUFs are 
provided in review publications  [2,  3,  12–18]. These 
include the time of the first developments, physical 
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design properties  (hybrid or fully electronic) and 
implementation technologies  (electronic, optical, radio 
frequency, or magnetic), CRP  pair sizes, and areas of 
application. In summary, there are three main types of 
PUF implementation in ICs: (1) based on signal timing 
characteristics; (2) based on memory circuits; (3) analog 
and passive.

Ring oscillator (RO) PUFs

These devices exploit the frequency mismatch 
effect of ring oscillators based on inverters to create 
the  PUF  [19]. Due to manufacturing variations, even 
two nominally identical ring oscillators implemented on 
a single chip will have a detectable frequency difference. 
As shown in Fig. 2, an array of N oscillators is embedded 
in RO-PUF.

N oscillators

N

2

1
MUX

Input

Counter

Counter

Output
0/1

>?

Fig. 2. Example of RO-PUF implementation [3]. 
MUX is a multiplexer

By comparing the frequencies of two ring oscillators, 
a response bit is produced. Since the challenge consists 
of the number or location of ring oscillators, the 
response is the result of the difference in their oscillation 
frequencies. To reliably compare frequencies, counters 
are used to count the number of pulses from each 
oscillator over a specified time interval. An alternative 
approach is to connect the outputs of the two oscillators 
to the inputs of a SR-latch.

RO-PUF implementations demonstrate moderate 
complexity involving a  circuit that consists of 
repeating blocks of oscillators and simple digital 
counters/comparators. Since each bit requires a unique 
RO pair, at least 2N  oscillators are required to obtain 
N  bits. More economical circuits are often used; for 
example, frequencies can be sorted within a set of ROs 
and a set of bits can be generated by comparing different 
pairs in an ordered list. Although this approach allows 
several bits to be obtained from N  oscillators, it can 
complicate analysis. According to  [3], the uniqueness 
of a  well-designed  RO-PUF is close to  50% due to 
random frequency spreads giving equal probability of 
one oscillator being superior to another. Repeatability 
can also be high; if the frequency difference between 

the selected pairs is large enough, the order of their 
comparison is preserved even when temperature 
and voltage change. Under experimental conditions, 
95–99%  reliability is achieved. However, under 
unfavorable conditions (for example, when frequencies 
converge due to temperature drift), some response bits 
may be inverted. Therefore, a frequency margin should 
be introduced—or response encoding should be used—
to increase reliability.

In modern technical processes, the scaling 
of RO-PUF to higher frequencies requires consideration 
of increased period fluctuations due to errors comparable 
to the frequency difference between ring oscillators 
arising as a result of noise at the nanometer scale.

Studies have demonstrated successful RO-PUF  
implementation in field-programmable gate 
arrays (FPGAs) [20, 21]. Several proposed developments 
for improving RO-PUF  characteristics are aimed at 
bringing them into the category of strong  PUF  [22]. 
Other works have described the architecture of 
a  configurable  RO-PUF  (CRO-PUF) which uses 
frequency and phase shift changes [23, 24]. Each delay 
block, S0, …, Sn, is made of logic elements formed by 
pairs of the n- and p-MOS (metal–oxide–semiconductor) 
transistors such that the total delay time increases 
in accordance with the tightening of technological 
tolerances for their manufacture. Figure  3a depicts an 
example in which each delay block  S is configured 
to form a  4-bit  challenge. Figure  3b shows N  delay 
cascades connected in series where the output data 
from each cascade is used to switch the counter start 
signals. The values of these signals are then compared 
by a comparator to generate a response signal.

As well as eliminating the duplication of ring 
oscillators, the proposed design reduces switching 
activity and introduces inter-stage delay as an additional 
source of randomness. The PUF  is implemented in 
22  nm  mode using fully depleted silicon-on-insulator 
technology and  Synopsys2 tools. Tests carried out on 
eight chips successfully passed NIST  tests, achieving 
intra-HD and inter-HD  values of  9.95%  and  45.5%, 
respectively.

The CRO-PUF proposed in [25] is implemented as 
a  modification of the basic circuit, which consists of 
XOR2  elements acting as controlled delay elements. 
A  complete set of challenges can be applied to this 
circuit. It is shown that the delay depends not only on 
the challenge value but also on the configuration of 
the interconnections of the circuit structural elements 
with the configurable ring oscillator. A  proposed 
temporal model of the modified CRO  PUF allows 
the influence of interconnections on the frequency 

2  Synopsis Electronic Design Automation Solutions. https://
www.synopsys.com/silicon-design.html. Accessed July 19, 2025.

https://www.synopsys.com/silicon-design.html
https://www.synopsys.com/silicon-design.html
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of the generated signal to be proven analytically as 
confirmed by experiment using the Xilinx Zynq-7000 
series FPGA (Xilinx, USA).

The problem of compensating for the influence of 
temperature on PUF is discussed in [26, 27]. The authors 
analyze the impact of metal-oxide-semiconductor 
field-effect transistor temperature characteristics 
on RO-PUF properties without altering the original 
circuit structure. Simulations of the 55-nm  process 
performed using Cadence  Virtuoso3  tools and the 
Monte  Carlo  method show that temperature changes 
having the least effect on generation frequency occur 
when using an N-type high voltage nMOS  transistor 
in the generation block. In this case, the frequency of 
the ring oscillator changes by 7.83% over an operating 
temperature range of 50 to 200°C, which is less than the 
14.35%  change observed in a  classic  RO-PUF. When 
several ring oscillators are implemented in parallel and 
the frequency is measured by counting the rising edges, 
the measurement remains the same. However, when 
a  challenge is applied to the PUF, an arbitrary pair of 
oscillators is selected to form a  response as a  logical 
function of the comparison of the two obtained counter 
values (Fig. 3).

The successful implementation of  RO-PUF 
in  FPGA is demonstrated in  [28,  29] through 
experiments conducted on 15  programmable 

3  https://cadence-ds.ru/virtuoso/. Accessed July 19, 2025.

Input Output

Сi Сi + 1 Сi + 2 Сi + 3

4n-bit challenge

nx1 Multiplexer nx1 Multiplexer
log(n) log(n)-bit challenge

Counter АCounter В

Comparator

R

E
4 4 4 4 4 4 4 4

ES0S0 S1S1 S2S2 SnSn

0 1 2 2 1 0n n

(а)

(b)

Fig. 3. RO-PUF microarchitecture:  
(a) delay generation module; (b) response bit generation device for a configurable 4-bit challenge [24].  

Here, Ci, …, Ci+3 are the challenges; E is the enable signal; nx1 is the multiplexer with n inputs and 1 output;  
and R is the response

logic  ICs  (FPGAs) comprising 1024 circuits that yield 
values of minter = 46.15% and mintra = 0.48%. The authors 
apply a  method for eliminating metastable states that 
takes into account only the most stable response bit from 
eight pairs of oscillator cycles. The source of variation 
is a random difference in signal propagation delay along 
nominally identical paths. In  [29], the authors propose 
a  pseudo linear feedback shift register  (LFSR)  PUF 
architecture in which the LFSR structure is implemented 
as a closed chain of inverters and XOR elements. This 
forms a single circuit that allows the reliable extraction 
of signal propagation delay variations that are unique to 
each chip.

In a  transient effect ring oscillator  (TERO)  PUF, 
changes in the frequency and duration of signals in 
signal lines and logic elements are analyzed depending 
on the type of their manufacture [30]. As shown in Fig. 4, 
a  transient effect ring oscillator consists of two series-
connected bistable ring oscillator circuits.

Output 

Initialization
n = 3 (odd) for both circuits 
and even in total

Fig. 4. Transient effect ring oscillator [30]

https://cadence-ds.ru/virtuoso/
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The ring oscillator formed with an even number of 
inverters results in a  transient effect. This causes the 
output signal of the cell to transition to a stable state, 
which is similar to the behavior of a  bistable ring or 
a  bus keeper memory cell. However, prior to this 
transition, certain temporary oscillations of the circuit 
must stabilize. After counting the number of oscillations 
that occur in each TERO  cell before it transitions to 
a stable state, the values for several cells are combined 
to form a  characteristic response for the  TERO-PUF. 
In this case, the challenge is the number or location 
of the TERO cell (if there is more than one), while the 
response is the transient oscillations that occur when the 
system stops.

TERO cells should be designed with 
a  symmetrical structure, requiring the careful 
selection of control elements and connection delays. 
Since the FPGA  structure prevents developers 
from automatically selecting connections between 
elements, implementing such components in  FPGAs 
is a  specific task. However, the required symmetry 
can be achieved by setting constraints manually and 
using specific features of the target FPGA  family. 
Study  [30] describes the TERO-PUF  design for two 
different FPGA technologies: 45 nm Xilinx Spartan 64 
and 28  nm Altera  Cyclone V5. Statistical processing 
of the TERO-PUF  using these two target  FPGAs 
produced uniqueness results of  48.46%  and  47.62%, 
and stability results of 2.63% and 1.8%, respectively. 
These results are close to those obtained in several 
studies using the RO-PUF  ring oscillator, which 
is considered the best candidate for implementing 
a PUF on FPGA. It should be noted that TERO-PUF is 
less susceptible to side-channel attacks than RO-PUF. 
Additionally, unlike  RO-PUF, TERO-PUF  can 
generate multiple bits  (from one to three) for each 
challenge. The authors demonstrate that TERO-PUF 
provides between  0.85  and 1  bit of entropy per 

4  Spartan 6 FPGAs. https://www.amd.com/en/products/adaptive-socs-and-fpgas/fpga/spartan-6.html. Accessed July 19, 2025.
5  Cyclone V FPGA and SoC FPGA. https://www.altera.com/products/fpga/cyclone/v. Accessed July 19, 2025.

response bit. This study shows that TERO-PUF  is 
a promising alternative to RO-PUF for implementing 
a PUF on FPGA.

Although the design of a bistable ring (BR) PUF [22] 
is similar to that of a  ring  PUF, it can maintain 
a  stable state for a  certain period of time. Like 
a  ring oscillator-based  PUF, it consists of a  chain of 
NOT gates (or inverters); however, in this case an even 
number of gates form a  bistable system instead of an 
oscillatory one (see Fig. 5).

When restarted, such a system transitions to one of 
several stable states. This occurs after a period of time 
determined by the unique technological variations in ring 
manufacture. There are many possible configurations 
of the ring, each of which strives independently for 
a  preferred state. The preferred state is the response; 
the configuration—particularly that of the bistable 
ring—is determined by the PUF challenge (in this case, 
the reset signal).

As first demonstrated in the original work  [22], in 
which the BR-PUF architecture is proposed, the number 
of topologically distinct rings is  2n. This enables this 
primitive to be categorized as a  strong  PUF, while 
the natural variation in technological parameters 
ensures good inter-chip uniqueness and a  broadly 
distributed spectrum of ring convergence times. 
In FPGA experiments, the BR-PUF demonstrates near-
ideal uniqueness  (around  50%) and a  reliability of 
approximately 97%. The long “tails” of the stabilization 
time distribution form a basis for the rejection of slow 
or unstable  CRPs, thereby increasing repeatability. 
Conversely, it has been found that a single ring can be 
modelled using a machine learning algorithm trained on 
a  million challenge-response pairs, which can predict 
the responses of 64-, 128-, and 256-stage instances with 
an error rate of less than 5%. Resilience can be increased 
by simply XOR-combining more than four independent 
rings in parallel [31].
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Fig. 5. Bistable ring PUF. C0, C1, C30, C31, C63, C62, C33, C32 are challenges
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The chaotic-BR-PUF hybrid scheme further 
strengthens this architecture by obfuscating the output of 
the basic BR ring through a nonlinear logistic mapping. 
This reduces the effectiveness of attacks to the level of 
random guessing  (50–60%), while using comparable 
FPGA resources [32].

As evidenced by the use of ternary  BR-PUF on 
carbon nanotube field-effect transistors  (CNTFETs), 
which generates ternary responses, the current trend 
is towards multi-valued logic. This expands the 
CRP  space to increase entropy without significantly 
raising hardware costs. Modeling on a  32-nm 
library of standard elements shows that it is more 
unpredictable and resistant to machine learning-based 
attacks than the binary prototype. Furthermore, the 
high-temperature stability of CNTFET  transistors 
makes this approach particularly promising for 
IoT devices [33].

Arbiter PUFs (A-PUFs)

This type of PUF operates by comparing the transit 
times of two signals propagating along theoretically 
symmetrical paths. As shown in Fig. 6, the A-PUF module 
consists of several cells that connect the signal source to 
the arbiter component.

Each cell contains a switch that can route signals 
through other signal lines. The arbiter component 
outputs a binary signal whose value depends on which 
of the two input signals, which are separated from 
the signal source, reaches the component first. Due 
to random variations in the conductors and switching 
elements through which the signals pass, their 
speeds will vary relative to each other. Therefore, 
the challenge is based on the on/off switching nature 
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Fig. 6. Example of an arbiter PUF implementation. D is input; Q is output; Dff is a D flip-flop

of the routing switches  (and the multiplicity of the 
number/position of the arbiter in these systems), 
while the response depends on the faster path after 
switching.

If the setup/hold time is violated, the arbitrator may 
enter a metastable state, which can affect its operation. 
This state is not determined by the comparison of signal 
propagation times, but rather by random noise in the 
responses (see [8] for more details).

This type of PUF has the advantage of being simple 
to implement and having a small footprint, with one 
n-stage A-PUF consisting of 2n multiplexers and one 
arbiter implemented as a  D  flip-flop. With n  =  64, 
the circuit occupies only a few hundred gates. Since 
the spread of delays sufficient to generate random 
differences is preserved as process technology norms 
decrease, the corresponding device can be easily 
scaled up on silicon. Practical implementations 
of A-PUFs, particularly in more complex design 
modifications, demonstrate a  level of uniqueness 
close to the theoretically optimal value of  50%. An 
analysis of publications on A-PUFs reveals a variety 
of implementation methods. In addition to the basic 
A-PUF  structure, the review  [3] provides brief 
descriptions of modifications to this architecture, 
including two-channel and multi-channel variants 
with XOR  elements, multiplexer-based circuits 
and combinations with  RO-PUF. However, the 
vulnerability of conventional A-PUF  functions to 
machine learning-based attacks significantly limits 
their applicability in secure environments with 
limited resources.

The architecture of the arbiter-type improved PUF is 
presented in [34–37]. Figure 7 [28] shows an example of 
an implementation where several independent modules 
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are combined by the XOR  function to form a  single 
response.

Another architecture6 involves a  feed-forward 
memory-based arbiter  (FF-MB-A)  PUF  module 
which combines weak PUF modules based on volatile 
memory with nonlinear feedback logic in order to 
increase entropy and enhance resistance to simulation 
attacks. A  comprehensive experimental system 
was developed to evaluate the proposed solution, 
using up to 50  mln call-response pairs  (CRPs). The 
results showed that the number and exact location of 
feedback cycles critically affect simulation resistance. 
To enable comparison with similar implementations, 
this work implemented and tuned the most advanced 
modeling strategies, including deep neural networks 
and the covariance matrix adaptation evolution 
strategy. The optimized FF-MB-A-PUF configuration, 
which incorporated 63  feedback cycles, exhibited 
robust resistance to simulation-based attacks, 
enhanced randomness  (49.23%), and improved 
uniqueness between devices  (49.20%), leading to 
balanced output distribution and high entropy. These 
results suggest that the FF-MB-A-PUF is a scalable, 
hardware-efficient, and secure primitive ideally suited 
to next-generation embedded systems and low-power 
IoT systems.

Typical methods for stabilizing A-PUF against noise, 
aging, and voltage and temperature fluctuations are 
described in  [37], in particular averaging and masking 
unstable bits.

PUFs based on clock  
signal delays (clock PUF)

In synchronous circuits, clock PUF  [38] analyzes 
changes in the speed of signal propagation from the 
clock generator to various parts of the circuit itself on 

6  Mishra A. Enhancing the security scalability of Arbiter PUFs using memory-based weak PUFs. Thesis. West Lafayette (IN): Purdue 
University; 2025. https://hammer.purdue.edu/articles/thesis/enhancing_the_security_scalability_of_arbiter_pufs_using_memory-based_
weak_pufs/28899152. Accessed July 19, 2025. 

the basis of differences in manufacturing during its 
physical implementation. While modern IC designs aim 
to eliminate these parasitic phase shift effects, variations 
and distortions still occur. In this PUF  variant, the 
delays of paired signals in presumably similar circuits 
are compared to uniquely characterize the circuit in 
a manner similar to an A-PUF. In this case, the challenge 
is the clock signal lines, and the response is the delay in 
each corresponding line.

In [39], a  lightweight, symmetric version of 
the  PUF based on a  three-phase D  flip-flop with 
increased uniqueness is proposed and implemented 
in an  IC using standard 40-nm  complementary 
MOS (CMOS) technology. Following the chip layout, 
simulation results predict the device’s uniqueness 
to be  0.4994, the highest among all the considered 
architectures. Compared to an  A-PUF, this device 
consumes 73.3% less power, occupies 93.6% less area, 
and uses 95.7% less energy per bit. The corresponding 
figures for RO-PUF are  98.3%,  96.9%, and  99.9%, 
respectively. Additionally, unlike other flip-flop-
based PUFs, the proposed variant does not require 
a post-processing block to eliminate bias voltage, thus 
contributing to savings in the overall implementation 
area and system power. To demonstrate the concept, 
the device was implemented on a FPGA. As a means 
of comparing the performance of the considered 
architectures, a  proposed figure of merit  (FOM) 
considers power, reliability, delay, silicon area, and 
uniqueness. It should be noted that the proposed 
architecture provides the highest FOM of all the 
considered PUF architectures.

In [38], new PUF technologies are presented that 
extract bits from pairwise distortions between IC clock 
network domains. An algorithm was implemented to 
select equidistant receivers, route the reverse network and 

с rr1

rx–1
Ax–1

A1

A0

r0

Fig. 7. A-PUF modification with response combination using the XOR function.  
Here, c is challenge, A0, …, Ax−1 represent A-PUF instances; r0, …, rx−1 are responses from A-PUF instances;  

and r is the XOR response from the A-PUF

https://hammer.purdue.edu/articles/thesis/enhancing_the_security_scalability_of_arbiter_pufs_using_memory-based_weak_pufs/28899152
https://hammer.purdue.edu/articles/thesis/enhancing_the_security_scalability_of_arbiter_pufs_using_memory-based_weak_pufs/28899152
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then extract random bits for a specific chip. Evaluation 
of clock pulses based on a SPICE7 simulation of 45 nm 
CMOS  technology confirms the feasibility, stability, 
uniqueness, randomness, and low overhead of this 
implementation.

The analysis of clock signal phase shifting is 
also considered as an option in  [40]. The proposed 
software-based  PUF  (S-PUF) option causes the 
video encoding circuit to malfunction using a  clock 
signal. The response key with circuit characteristics 
is generated using the dependence of the response on 
the synchronization path. The video encoding circuit, 
which forms part of the IP core8 of an open-source video 
encoding microcircuit, serves as the carrier circuit for 
the PUF. Based on an analysis of the timing path of the 
encoding circuit, a  trigger signal is selected to place 
the circuit into abnormal operation mode. Random 
data is generated and subjected to video encoding 
and compression operations, which are then masked 
using Gray code and false bit exclusion operations. 
Test results show that this implementation of the 

7  Simulation program with IC  emphasis is an open-source 
simulator of general-purpose electronic circuits.

8  IP cores (intellectual property) are ready-made blocks for 
designing microchips.

proposed S-PUF  variant passes the NIST  test with 
48.87% uniqueness and an autocorrelation coefficient 
of 0.0204 at 95% confidence.

PUFs based on transient  
processes (glitch PUFs)

These PUFs are more complex than RO-PUF 
and A-PUF schemes due to their analyzing the transient 
characteristics of signals that cause device malfunctions. 
In this PUF concept, the circuit itself is the challenge, 
while the response is the specific implementation of the 
glitches that occur and how they evolve over time (see 
the example in Fig. 8 [41, 42]).

In the glitch PUF architecture described in  [41], 
glitches arising from changes in the delay between 
transistor gates in the circuit, which affect the pulse 
propagation characteristics from each gate, are used 
to form the PUF. The paper describes a  procedure for 
simulating a simple implementation of such a circuit at 
the design stage. The results coincide well with the data 
obtained during the hardware implementation of such 
a PUF in real microcircuits.

As noted in [43], susceptibility to noise is an 
inherent issue in the hardware implementation of 
glitch PUF. To address this, the paper proposes a fault 
control module with a multi-level, parallel architecture 
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Fig. 8. Example of a device with glitch PUF [41].  
Here, X is input data fed to the glitch generator; SELge is the glitch generator output selection signal;  

g is the selected glitch generator output bit; s0 is the initial Glitch-signal;  
s1, …, sn are signals after the delay circuit (sampling points); h is the calibration pulse;  

hd is the calibration pulse after the delay circuit; sels is the input selection signal; p is the trigger signal;  
D is the time delay control code; CLKv is the clock signal after variable delay;  

b1, …, bn are values read by the selection registers and representing the form of glitches;  
G2R is Glitch-to-Response (glitch-to-response conversion device); F/W is firmware; H/W is hardware; and r is response
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for generating multi-bit stable information entropy. 
A  noise reduction circuit has also been developed 
which uses a hysteresis effect, a feedback mechanism 
with Schmitt triggers and a pulse width detection circuit 
to filter out noise and extract output data from glitch 
signals during transient processes. A 128-bit glitch PUF 
circuit has been implemented using the  TSMC9 
65  nm  CMOS  technology. Experimental results 
demonstrate that the randomness  (intra-distance  =  
= 0.01) is 99.9%, while the uniqueness (inter-distance) 
is  50.03%. These results suggest that the proposed 
design could be widely adopted to enhance the security 
of IoT devices.

As stated in [44], the performance of such  PUFs 
varies slightly due to environmental changes, 
necessitating error correction methods to eliminate these 
variations. One option for such a method is proposed. 
To demonstrate the effectiveness of this method 
quantitatively, evaluation experiments are conducted 
using an FPGA.

IMPLEMENTATION OF PUF  
BASED ON STATIC RANDOM-ACCESS 

MEMORY (SRAM)

SRAM-based PUFs

The implementation of PUFs based on static 
SRAM  memory  [45,  46] is rooted in the random 
distribution of the 6T  memory cell states  (Fig.  9), 
which determine their behavior when activated. This 
distribution is directly related to the manufacturing 
conditions and tolerances of the technological 
processes involved in forming the cells. The 
random initial state of the SRAM  cells, which acts 

9  The Taiwan Semiconductor Manufacturing Company (TSMC) is a manufacturer of ICs and semiconductor wafers.

as a  “fingerprint” of the chip, can be used either 
directly as a key or as a basis for generating responses 
to challenges. Therefore, compared to a  standard 
SRAM array, only a controlled reset or power-up of 
the memory is required, and no additional energy is 
consumed in idle mode.

Studies have demonstrated that SRAM-PUFs 
have the capacity to provide near-perfect uniqueness. 
However, their reliability, which is limited by noise and 
environmental influences, is approximately  88–90% 
without correction [16]. To enhance the reliability of the 
output, averaging circuits (multiple reads at power-up) 
and error correction algorithms  (e.g.,  Reed–Solomon 
code or fuzzy extractor) are employed [17].

Scaling of SRAM-PUF can be achieved as 
demonstrated by implementations in processes down 
to 7 nm, which show continued operability  [18,  47]. 
However, reducing the size of transistor leads to 
a  decrease in the absolute values of mismatches. 
This may necessitate more sophisticated bit 
processing  (e.g., discarding unstable cells) to ensure 
reliability. Data from SRAM-based PUF experiments 
involving the inclusion of 8190 bytes of SRAM from 
various memory blocks on different  FPGAs show 
that the average difference between two different 
blocks under fixed environmental conditions is 
µinter  =  49.97%, while the average difference 
between multiple measurements in a  single block is 
µintra  =  3.57%. However, µintra  increases to  12% for 
large temperature variations. The authors estimate 
the entropy content of SRAM turn-on states is to be 
0.76 bits per SRAM cell.

Similar results are presented in  [46,  48], which 
examine the behavior of SRAM when enabled on two 
different platforms. For 5120 blocks of 64 SRAM cells 

WL

VDD

M1

M5

M2 M4

M6

QQ

M3 BLBL

Fig. 9. 6T SRAM cell.  
Here, WL is the word line, which controls two access transistors; VDD is the power supply;  

M1, …, M6 are MOS transistors; Q, Q‾ are complementary data storage nodes;  
and ,BL BL  are complementary bit lines, which are used for writing and reading data
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measured on eight commercial SRAM  chips, 
µinter and µintra values of 43.16% and 3.8%, respectively, 
are obtained. For 15  blocks of 64  SRAM  cells 
from the built-in memory of three microcontroller 
chips, µinter  and  µintra  values of 49.34% and  6.5%, 
respectively, are obtained.

One disadvantage of implementing a  PUF 
on  a  FPGA in this way is due to the fact that, in the 
most common type of FPGA, all SRAM cells are reset 
to zero immediately after powering up, resulting in 
a  loss of randomness. To address this issue, butterfly-
type circuits and latch circuits have been proposed for 
use with  PUFs. The butterfly circuit proposed in  [49] 
consists of two cross-linked latches with a clock signal 
set to one, thereby simulating a combinational bistable 
element (Fig. 10).

out

excite

CLR

CLK

D

D

Q

Q

CLK

CLR

PRE

Latch 1

Latch 2

0

0

PRE

Fig. 10. Butterfly-type PUF [49].  
Here, Latch 1/2 is a latch; excite is an initialization 

signal; CLR (clear) is an asynchronous latch reset input; 
PRE (preset) is an asynchronous latch preset input; 

CLK (clock) is a clock signal input; D is a latch data input; 
Q is a latch output; and out is a circuit output

The excite signal produces different levels (0/1) at the 
outputs of both elements, placing the cell in a metastable 
state. When the signal is removed, the circuit transitions 
to a random stable state. The specific value of this state 
is determined by the physical implementation of the 
latches and cross-connections forming the response bit. 
The measurement results presented in [50] are obtained 
using 64 circuits with a butterfly-type PUF on 36 PLDs. 
The values µinter  =  50% and  µintra  <  5% are obtained 
at significant temperature fluctuations. As with other 
PUFs, error correction methods are employed in this 
type of PUF.

Another option for identifying the IC  is proposed 
in [51]. Here, rather than cross-connecting two inverters 
or two latches, two NOR gates are cross-connected to 
form a NOR latch. When a reset signal is applied, the latch 
enters an unstable state and returns to one of two stable 
states depending on the mismatch between the internal 

electronic components. Tests involving 128 NOR latches 
are carried out on 19  ultra-large  ICs produced using 
CMOS technology with 0.130 μm technology, resulting 
in values of µinter = 50.55% and µintra = 3.04%.

PUFs based on dynamic random-access 
memory (DRAM)

DRAM-PUF, another type of PUF based on volatile 
memory, is present in almost all modern computing 
devices, including resource-constrained embedded 
systems and IoT platforms. This makes it an attractive 
basis for embedded hardware security primitives. 
The large number of cells provides a  significant 
pool of entropy and a  potentially wide range of 
challenge-response pairs; moreover, DRAM  can be 
accessed both during boot-up and while the system is 
running. These properties are particularly important 
in cases where classic discrete security modules 
are impossible or expensive to use. Additionally, 
DRAM typically consumes less power than SRAM for 
comparable capacity.

A typical 1T1C10 DRAM cell comprises a transistor 
and a  capacitor  (see  Fig.  11), and requires periodic 
refreshing due to charge leakage.11

The unique signature of a  cell is created by 
differences that occur during manufacturing due 
to variations in capacitance, leakage currents, and 
threshold voltages. Leakage can occur within a row and 
between adjacent rows/lines. Active interaction between 
neighboring rows enhances charge flow, leading to bit 
inversions that increase entropy. The phenomenon of 
variable retention time is also observed, whereby the 
same cell switching unpredictably between states with 
high and low retention capacity. Finally, shortened 
read/write delays  (e.g., tRCD12  and  tRP13) can cause 
cells to fail to settle correctly, forming a characteristic 
error pattern. These mechanisms of varying stability 
enable the creation of both reproducible PUFs (where 
unstable bits are discarded and/or errors are corrected) 
and high-entropy random number generators (TRNGs), 
which operate in modes where the result is as unstable 
as possible.

The DRAM-PUF studies are traditionally grouped 
according to the physical effect used, with start-up values 
when power is turned on, retention/decay when refresh 
is stopped or power is turned off (start-up DRAM-PUF, 

10  One-transistor, one-capacitor is a RAM cell consisting of 
one field-effect transistor and one capacitor.

11  DRAM Scaling Challenges Grow. https://semiengineering.
com/dram-scaling-challenges-grow/. Accessed July 19, 2025.

12  Time row address to column address delay is row 
activation delay.

13  Row precharge time is row refresh time.

https://semiengineering.com/dram-scaling-challenges-grow/
https://semiengineering.com/dram-scaling-challenges-grow/
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retention-based  DRAM-PUF), and timing 
violations  (latency-based  DRAM-PUF). Solutions 
involving more specific effects are also being studied, 
including Rowhammer PUF and combined solutions.

The operation of the start-up DRAM-PUF is based 
on the initial distribution of cell charges after power is 
applied. In [52], the PUF’s stability is examined in terms 
of temperature  (0–80°C), power supply  (4.5–5.5  V), 
and accelerated aging. The  PUF, which is shown 
to be capable of forming 2048-bit  responses  
(16  ×  128-bit  keys), features increased reliability 
through an algorithm for selecting cells with stable 
neighbors. Subsequent analysis shows that reducing 
the temperature and the supply voltage has a  greater 
impact on stability than increasing them; the aging 
effect  (negative bias temperature instability, NBTI) is 
moderate

Similar works have utilized the entire DRAM array 
as an “image” (converted to grayscale), with subsequent 
feature extraction by an artificial neural network for 
identification. A classification accuracy of ~98.8% was 
achieved, albeit in the absence of a detailed evaluation 
of classical PUF stability metrics  [53]. The paper also 
discusses an attempt to improve randomness by post-
processing LFSR.

Retention-based DRAM-PUF uses variations in 
charge retention time when auto-refresh  (or power) 
is disabled and the array is read at specified intervals. 
The resulting pattern of bit inversions is unique 
to the memory segment. In  [54], the possibility of 
reducing PUF waiting time to 20–60 s is demonstrated 
if the response is formed as a  map of bit inversion 
locations. Uniqueness is demonstrated not only at 
the microcircuit level, but also between memory 
blocks within a  single DRAM  module. Reliability is 

maintained when the temperature changes within the 
range of 20–40°C ± 10°C; the effect of aging at 85°C 
for 48 h is additionally studied.

In latency-based DRAM-PUF, entropy is extracted 
from differences in cell access speeds. Implementing 
a  PUF involves the controller deliberately 
underestimating the timings  (tRCD,  tRP,  etc.), 
causing individual cells to produce read/write errors 
in characteristic positions. This architecture greatly 
speeds up the operation of the PUF, with a reported time 
of ~0.875 ms, which is more than 10000 times faster than 
typical retention  DRAM-PUFs  (approximately  10  s). 
The implementation example  [54] uses tRP/tRCD 
variation to write a  known pattern, reading with 
disrupted timings, and constructing entropy maps. 
Subsequently, XNOR filtering is employed to eliminate 
unstable bits.

The Rowhammer effect involves repeatedly 
accessing specific DRAM rows over a short period of 
time, causing accelerated charge leakage in neighboring 
rows and deterministic bit inversions. In  [28], this 
phenomenon was first used to implement a PUF. The 
Rowhammer  PUF method involves selecting two 
PUF  memory rows from the DRAM  array that are 
pre-filled with opposite patterns:  0x55  and 0xAA. At 
a  certain point, the refresh of these rows is disabled, 
and they begin to discharge rapidly under the influence 
of two actively working  (activation  +  precharge)  
neighboring Rowhammer  rows to form a  unique 
pattern.

Combined solutions, such as the combination of 
SRAM-PUF  and  DRAM-PUF, allow the advantages 
of different memory types to be combined and the 
disadvantages of each to be partially compensated. 
Implementations with high entropy, numerous  CRPs, 

Write-read line
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Row address
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Fig. 11. DRAM memory and 1T1C cell
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and stable authentication over a  wide temperature 
range (20–60°C) have been demonstrated.

A comparison of DRAM-PUF  types reveals that, 
while most studies achieve an inter-HD  value close 
to the ideal  50%, reliability varies depending on the 
class. Retention-based DRAM-PUFs are more sensitive 
to temperature and voltage, while latency-based  
DRAM-PUFs are usually more reproducible when the 
timing thresholds are selected correctly, and start-up 
DRAM-PUFs occupy an intermediate position, requiring 
algorithms to select stable cells [55].

Although a  wide CRP  space can be provided in 
principle by a  large amount of DRAM, the number of 
stable bits suitable for use is sharply reduced in practice 
after reliability and randomness filtering. In application 
systems, most DRAM PUFs are therefore classified as 
weak  PUFs  (with a  limited number of stable  CRPs), 
which are primarily suitable for key generation and 
episodic authentication.

NVM-PUFs

NVM-PUFs use random variations in memory 
cell characteristics to create unique fingerprints of 
microcircuits. The key physical effects determining the 
uniqueness and stability of such  PUFs are variations 
in materials and leakage currents, as well as stochastic 
switching processes.

In resistive random-access memory  (ReRAM) 
PUF  [56], the randomness comes from the stochastic 
process of formation of conductive sections in 
a dielectric; the switching thresholds and resistance of 
the high/low state vary slightly from cell to cell due to 
technological tolerances. In other ReRAM-PUF designs, 
the resistance spread in a pre-formed array is measured 
without overwriting it [57].

Similarly, the unique differences in magnetoresistive 
random-access memory (MRAM) are due to variations 
in the resistance of magnetic tunnel junctions (MTJs) 
that occur during production [58]. In MRAM, variability 
is influenced by the thickness of the barrier and the 
magnetic anisotropy of the  MTJ; small variations 
result in differences in cell resistance within the same 
state. The reproducibility of the response is improved 
due to the significant stability of these technological 
variations over time.

In phase-change memory  (PCM), in which each 
cell has a  slightly different level of conductivity due 
to fluctuations in the structure during manufacturing 
or after switching to an amorphous state, the basis 
is taken from the differences in the material’s states. 
This makes it possible to read the memory state as 
a  random pattern  [59]. To ensure reproducibility, the 
resistance drift of the amorphous state over time must 
be considered. Studies have shown that selection of 

the appropriate reading mode  (e.g.,  differential) and 
calibration can minimize the impact of drift and generate 
stable bits [60].

The physical processes that generate randomness, 
such as the random formation of conducting channels, 
variations in tunnel resistance, and the dispersion 
of phase states, generate high entropy. Engineering 
solutions aim to minimize the instability of these 
effects to ensure reproducibility. Thus, ReRAM-, 
MRAM-, and PCM-PUF form the response bit either 
by directly reading the uncontrolled initial state of 
the cells or by using a  special read/write mode that 
highlights the spread of cell characteristics. Recently, 
many PUF architectures based on these types of NVM 
have been proposed to improve their characteristics. 
The basic scheme is a weak PUF based on a memory 
array, where the response is formed from the state 
of numerous cells  (for example, an N-bit starting 
vector is read from uninitialized memory). Although 
this approach is simple and economical, it provides 
a limited number of challenge-response pairs (a fixed 
fingerprint) [61].

The challenge-response space is expanded by 
using modified architectures to transfer them to the 
strong PUF class. ReRAM, for example, uses 2T2R 
and  1T4R cells to enable different methods of 
reading and comparing resistances. This results in 
a vast number of possible responses [59]. The paper 
proposes an approach in which the ReRAM array 
operates in the in-memory calculation mode. This 
is achieved by combining several cells via XOR 
or by reading using a  special template to create an 
output that is insensitive to modeling and resistant to 
machine learning attacks.

In terms of circuit design, emphasis is also placed 
on the suppression of side channels. In particular, 
symmetrical structures  (such as mirror-switched 
differential pairs of cells) eliminate systematic bias 
to increase the difficulty for an attacker to predict the 
outcome  [57]. Modern implementations also include 
a  self-destruct mode, whereby an increased voltage is 
provided to the  ReRAM-PUF, irreversibly destroying 
part of the cells if an attacker attempts to access them, 
thus destroying the key [56].

NVM-PUFs can be found in a range of architectures, 
from compact embedded memory cells that produce 
a  single hardcoded key to large-scale tunable arrays 
capable of generating multiple responses and resisting 
simulation attacks. NVM-PUFs  are capable of 
providing near-ideal performance. In experiments 
with ReRAM, MRAM and PCM, uniqueness is usually 
around  50%, while the difference between repeated 
reads is less than 1–2%. Several papers report bit error 
rates of  0.01–0.1% without correction. For example, 
values of ~49.96% and ~0.98%, respectively, are obtained 
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for inter-HD and intra-HD in an MRAM-PUF based on 
an MTJ array. The entropy of the generated responses 
approaches the maximum value; the 0/1 distribution is 
typically around 50% (uniformity ~50%), as confirmed 
by NIST  statistical randomness tests for PUF  bit 
sequences. It is noted in reviews that, after unstable 
bits have been rejected, information saturation of 
approximately 1 bit of entropy per cell is provided by 
modern ReRAM-PUFs.

The reliability of NVM-PUFs is characterized by 
their ability to maintain a  stable response to various 
disturbances, such as temperature changes, supply 
voltage, and component aging. Since the state of NVM 
is physically fixed  (e.g.,  conducting regions in  ReRAM, 
magnetic vectors in MRAM, and phase structures in PCM), 
such  PUFs are less sensitive to external influences. 
For example, an MRAM-PUF demonstrates stability 
from −40 to 150°C [59]. ReRAM-PUF shows only a slight 
increase in resistance spread during temperature cycling (for 
example, from  25  to  125°C). It has been experimentally 
confirmed that >91% of bits remain error-free at 125°C [56]. 
The issue of aging has also been investigated. While slow 
degradation of the oxide conductive sections or tunnel 
barriers during the device’s service life can increase bit 
errors, built-in threshold margins and correction algorithms 
can ensure long-term stability.

Although post-processing in memory-based schemes 
can reduce bias and improve statistical performance, it 
adds overhead and introduces potential vulnerabilities if 
applied incorrectly [55].

SUMMARY RESULTS  
FOR THE REVIEWED PUFs

The following table summarizes the characteristics 
of some of the key PUF options discussed in this series 
of reviewed papers. It reflects studies that produced 
original results following the implementation of one or 
more PUFs, where inter-distance and intra-distance were 
selected as key metrics. In a number of publications, these 
are referred to as uniqueness and reliability, respectively.

Sensitivity to external conditions indicates 
the voltage/temperature variations at which the 
characteristics are measured and how much they change. 
If such data is provided, the intra-distance changes are 
indicated in parentheses.

The “Estimated implementation complexity” 
column (high, medium, or low) is intended to demonstrate 
the relative hardware costs of implementing a particular 
type of a  PUF, as well as the technical complexity 
involved, such as balancing paths, selecting element 
parameters, and changing technical processes.

Table. Summary results for the reviewed PUFs

PUF type/operation Publication 
year

PUF characteristics

Inter-
distance

Intra-
distance Platform

Inter-distance Estimated 
implementation 

complexityTemperature Voltage

RO [7] 2007 46.15% 0.48%
15 × Xilinx 

Virtex-4 
LX25 FPGA

−20–120°C 1.2 V ± 10% medium

Arbiter [7] 2007 23% 0.7% ASIC TSMC 
180-nm

20–70°C (+4.8%), 
20–120°C (+9%)

±2% (+3.7%), 
±33% (+9%) medium

RO [10] 2009 47.8% ~0% SPICE model  
90-nm CMOS −15–65°C 

0.2–1.0 V 
(+7% at 
0.5 V)

medium

SRAM PUF 
(FinFET14 16-nm) 

[17]
2022 – 14%

NVIDIA 
Jetson, 16-nm 

LP FinFET
0–85°C – low

SRAM PUF 
(FinFET 14-nm) 

[17]
2022 – 10% NXP LPC, 14-nm 

LP FinFET 0–85°C – low

SRAM PUF 
(FinFET 7-nm) [17] 2022 – 11%

Xilinx Versal, 
7-nm  

HP FinFET
0–85°C – low

14  Fin field-effect transistor is a 3D-structured transistor.
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PUF type/operation Publication 
year

PUF characteristics

Inter-
distance

Intra-
distance Platform

Inter-distance Estimated 
implementation 

complexityTemperature Voltage

TERO [19] 2014 48.07% 1.73% FPGA (Altera 
Cyclone II) – – medium

BR [22] 2011 49.8% 0.7% FPGA (Xilinx 
Virtex-II Pro) 5–45°C (+2.7%) ±10% 

(+2.2%) medium

CRO[23] 2024 45.5% 9.95% ASIC 22-nm 
FDSOI −40–70°C 0.72–0.88 V medium

RO [26] 2025 – 0.38% SPICE-model  
55-nm CMOS

−50–200°C 
(+9.38%) – medium

Rowhammer [27] 2017 – <5% DDR3/4 DRAM −40–60°C – low

XOR Arbiter [28] 2022 48.69% 0.59% FPGA (Xilinx 
Artix 7) 0–85°C 0.95–1.05 V medium

Pseudo-LFSR [29] 2011 65.6% 1.8% FPGA (Xilinx 
Virtex 5) – 1 V medium

TERO [30] 2016 47.22% 2.36% FPGA (Xilinx 
Spartan 6) −15–65°C 1.1–1.3 V medium

TERO [30] 2016 48.58% 2.66% FPGA (Altera 
Cyclone V) −15–65°C 1.05–1.15 V medium

XOR BR [31] 2015 14.8% 0.8% FPGA (Xilinx 
Spartan 6) 27–75°C – medium

BR [32] 2021 48.0% – FPGA (Xilinx 
Artix 7) – – medium

BR [33] 2024 66.26% 1.58%
SPICE-model 

CNTFET 32-nm 
CMOS

0–100°C 0.8–1.0 V medium

Eye-Opening 
Arbiter15 [37] 2025 44.99% 3.49% FPGA (Xilinx 

Zynq-7010) −40–125°C 0.81–0.99 V medium

Clock [38] 2013 50.11% 1.19% SPICE-model 
45-nm CMOS – – medium

Tri-state  
Flip-Flop16 [39] 2020 ~49% ~2% FPGA 

(Altera Cyclone) – – low

Overclocking clock 
software17 [40] 2025 48.87% –

SPICE model 
TSMC 65-nm 

CMOS
−25–125°C 1.0–1.4 V low

Glitch [41] 2010 ~32% 1.3%

FPGA Xilinx 
XC3S400A–
4FTG256C 
(16 boards)

100°C (+5.3%) – medium

Glitch PUF  
with a Schmitt 
Trigger [43]

2021 50.03% – ASIC TSMC 
65-nm CMOS −25–125°C 0.8–1.4 V medium

SRAM [45] 2007 49.97% 3.57% FPGA −20–80°C – low

15  Arbiter PUF with a phase window.
16  PUF based on high-impedance flip-flops.
17  S-PUF based on overclocking.

Table. Сontinued
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PUF type/operation Publication 
year

PUF characteristics

Inter-
distance

Intra-
distance Platform

Inter-distance Estimated 
implementation 

complexityTemperature Voltage

Butterfly [49] 2007 ~50% ~10% FPGA (Xilinx 
Virtex-5) −20–80°C – medium

MRAM [58] 2024 49.96% 0.98%
MRAM 

(STT18-MRAM 
array)

−25–100°C 0.65–0.85 V medium

3D ReRAM [60] 2022 49.4% 0.014% ReRAM (8-layer 
3D array) 0–80°C (+1.93%) 1.65–2.2 V 

(+1.93%) high

Dual-Mode19 
ReRAM [61] 2025 ~50% ~1% ReRAM (1T1R 

cells + logic) – – high

18  Spin-torque-transfer.
19  Dual-channel RAM mode.

CONCLUSIONS

A class of devices known as PUFs is based on the time 
characteristics of signals. These devices use frequency, 
phase, and transient analysis to generate responses due 
to manufacturing variations. Such solutions typically 
necessitate a carefully balanced combination of layout, 
calibration, and post-processing modules to ensure 
a consistent response. The advantage of these functions 
is that they offer virtually unlimited space for challenge-
response pairs, making them ideal for authentication 
protocols. However, they are vulnerable to simulation-
based attacks.

Memory-based PUFs create a  “fingerprint” of the 
initial states and/or characteristics of SRAM/DRAM/NVM  
arrays. These functions can be easily integrated into 
existing on-chip blocks and are highly reproducible at 
moderate overhead costs. However, the space of the 
challenge-response pairs is typically limited, restricting 
their use to tasks such as key generation and device 
identification.

Stabilization measures for operating conditions 
(temperature, supply voltage, and aging) and the use 
of auxiliary data, error correction, and/or analysis 

modules are important for both classes. The selection 
of a  particular  PUF should be predicated on the 
requirements of the application and the target platform.
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Abstract
Objectives. The search for a fundamentally new, fast, and least dissipative method for controlling the ferroic order 
parameter is a pressing and ambitious task of basic and applied research on the development of low-dissipation and 
high-speed functional elements of information systems operating at terahertz  (THz) frequencies for 6G1 network 
technologies. The aim of the work is to study the conditions for modulating ferroelectric polarization using a short 
THz pulse. This will also include the influence of additional factors on the efficiency of the THz-induced dynamics 
of the ferroic order parameter, such as stationary heating and the application of an additional electric field to the 
ferroelectric.
Methods. The numerical simulation of resonant excitation of the lattice subsystem by THz  radiation was 
performed for a Ba0.8Sr0.2TiO3 ferroelectric film using the Landau–Khalatnikov equation system, and the 
equation of phonon mode oscillations with the phonon–phonon interaction as a driving force. The novelty of the 
proposed approach lies in the interaction of the THz pulse with a previously coherently excited phonon mode with 
a significant amplitude.
Results. The time dependencies were presented for the polarization and the effective amplitude of infrared-
active mode oscillations with varying THz field parameters. The results also included constants of expansion of the 
thermodynamic potential of the nonequilibrium state in powers of order parameter in various exposure modes, 
including temperature changes and the application of an additional external electric field.
Conclusions. The approach proposed herein describes polarization switching under the action of a THz pulse with 
preliminary excitation of a coherent phonon by a femtosecond optical pulse. The most important parameter when 
determining the threshold effect of a THz pulse on phonon excitation is pulse energy (amplitude). In the region of 
small amplitudes, an increase in temperature does not exacerbate switching conditions.

Keywords: terahertz radiation, ferroelectrics, polarization, resonant excitation, phonon modes

1  Sixth generation of mobile communications technology.
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Моделирование резонансного возбуждения 
терагерцевым излучением 

решеточной подсистемы сегнетоэлектрика  
в условиях неравновесного состояния
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Резюме
Цели. Поиск принципиально нового наиболее быстрого и наименее диссипативного способа управления 
ферроидным параметром порядка является актуальной и весьма амбициозной задачей фундаментальных 
и прикладных исследований в  области разработки малодиссипативных и быстродействующих функцио-
нальных элементов информационных систем, оперирующих на  терагерцевых  (ТГц) частотах, для сетевых 
технологий 6G2. Целью работы является исследование условий модуляции поляризации сегнетоэлектрика 
при помощи короткого ТГц-импульса, в т.ч. изучение влияния дополнительных факторов на эффективность 
ТГц-индуцированной динамики ферроидного параметра порядка.
Методы. Численное моделирование резонансного возбуждения ТГц-излучением решеточной подсистемы про-
водилось для сегнетоэлектрической пленки титаната бария-стронция Ba0.8Sr0.2TiO3 на основе системы урав-
нений, состоящей из уравнения Ландау – Халатникова и уравнения колебаний фононной моды, где в качестве 
вынуждающей силы выступает фонон-фононное взаимодействие. Новизна подхода заключается во взаимодей-
ствии ТГц-импульса с ранее когерентно возбужденной фононной модой, имеющей значительную амплитуду. 
Результаты. Представлены временные зависимости поляризации, а также эффективной амплитуды коле-
баний инфракрасно-активной моды при варьировании параметров ТГц-поля и констант разложения термо-
динамического потенциала неравновесного состояния в виде ряда по степеням параметра порядка в разных 
режимах воздействия, включая изменение температуры и дополнительное воздействие внешнего электри-
ческого поля.
Выводы. Предложенный подход описывает переключение поляризации под действием ТГц-импульса 
при  предварительном возбуждении когерентного фонона фемтосекундным оптическим импульсом. Наи-
более важным параметром, определяющим пороговое воздействие ТГц-импульса на возбуждение фонона, 
является энергия (амплитуда) импульса. В области малых амплитуд увеличение температуры не приводит 
к ухудшению условий переключения. 

Ключевые слова: терагерцевое излучение, сегнетоэлектрики, поляризация, резонансное возбуждение, 
фононные моды

2  Sixth generation – шестое поколение мобильной связи. [Sixth generation of mobile communications technology].



105

Russian Technological Journal. 2026;14(2):103–112

Natalia E. Sherstyuk,  
Kirill А. Brekhov, Elena D. Mishina

Modeling of resonant excitation of ferroelectric lattice subsystem  
by terahertz radiation under nonequilibrium conditions

INTRODUCTION

The development of terahertz  (THz) devices is 
one of the most pressing areas in modern micro- and 
nanoelectronics and photonics. In addition to the 
methods of THz  spectroscopy and visualization for 
diagnostics of materials already widely used, THz-range 
systems and functional devices designed to monitor and 
control THz  signals are currently attracting increasing 
attention [1, 2]. The use of the THz range (0.1–10 THz) 
for data transmission has been shown to provide 
high throughput and data density, and is considered 
to be the most promising approach for  6G3  network 
technologies [3, 4].

One of the key challenges in this area is the search 
for new materials to ensure efficient optical and/or 
electrical control of the generation, detection, and 
propagation of THz  radiation. Ferroelectric materials 
play an important role in the study of functional devices 
operating in the THz range. This is due to their response 
time, low dielectric loss, and tunability. As demonstrated 
in a number of studies, the ability to manipulate optically 
the permittivity of thin ferroelectric films allows for 
significant modulation depth in the THz range. This is of 
great importance for the development of all-optical and 
hybrid chips.

It is important therefore to excite the soft mode 
of a  ferroelectric and use this excitation to switch the 
polarization of the ferroelectric by a  short THz  pulse. 
The first works on THz  excitation by relatively low 
fields  (to  100  kV/cm) reported on coherent excitation 
of small-amplitude polar modes in strontium 
titanate (SrTiO3) crystals [5], relaxor ferroelectrics [6], 
and an organic ferroelectric [7]. The progress achieved 
in recent years in the development of THz  sources 
capable of generating pulses  (including single ones) 
of high power has made it possible to observe not only 
the excitation of coherent phonons, but also ultrafast 
(subpicosecond) polarization switching. Such switching 
was recorded either directly by X-ray diffraction 
methods [8–11] or by optical methods [12–14]. Recent 
studies have also discussed the effect of an ultrashort 
electromagnetic pulse leading to two types of polarization 
switching: permanent switching, such that the switching 

3  Sixth generation of mobile communications technology.

to the opposite polarization state under an external 
action persists after the end of the action; and dynamic 
switching, such that, after exposure to a THz pulse, the 
polarization state can switch to the opposite state and 
back several times. Then eventually the system relaxes 
to the initial state.

While the problem of the direct influence on the soft 
mode has been resolved in a certain sense, the influence 
of phonon–phonon interaction on the processes is still 
actively debated. A  number of studies have proposed 
an approach based on the Landau–Khalatnikov 
equation [15]. In such studies the influence on the soft 
mode is considered within the framework of a  model 
for coupling between the Raman and infrared-active 
(IR-active) modes [16, 17]. Mankowsky et al. [13] and 
Subedi  [18] proposed describing ultrafast polarization 
switching processes using an approach based on 
a nonlinear coupling between the low-frequency, fully 
symmetric phonon mode A1. This involves the motion 
of cations and anions of the material in such a way the 
electric polarization is changed, as well as the highest-
frequency, and IR-active phonon mode. In this case, the 
switching processes are characterized in terms of the 
displacements of ions in the crystal lattice, described by 
the generalized coordinates  QP and  QIR. The coupling 
between the modes is proportional to the product of 
the generalized coordinate of the polar mode and the 
square of the generalized coordinate of the IR-active 
mode. This allows different switching conditions 
to be assumed for polarization vectors directed in 
opposite directions before the start of the action. 
However, Mertelj and Kabanov [19] indicated that such 
a  representation is erroneousness due to the symmetry 
of the transformation. They proposed to consider the 
product of the squares of the generalized coordinates 
of the polar and IR-active modes as the main term. It 
was also noted that the products of the first powers of 
the generalized coordinates of the polar and IR-active 
modes also satisfy the symmetry conditions. However, 
when considered without the quadratic term, they do 
not explain the experimental dependencies presented by 
Mankowsky et al. [13].

The aforementioned models describing the 
modulation of polarization and its permanent switching 
yield unstable solutions. Small changes in any parameter 
cause an abrupt change in the properties of the system, as 

Для цитирования: Шерстюк Н.Э., Брехов К.А., Мишина Е.Д. Моделирование резонансного возбуждения тера
герцевым излучением решеточной подсистемы сегнетоэлектрика в условиях неравновесного состояния. 
Russian Technological Journal. 2026;14(2):103−112. https://doi.org/10.32362/2500-316X-2026-14-2-103-112,  
https://www.elibrary.ru/OEWULY
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described by the Landau–Khalatnikov equation, taking 
into account the strong nonlinearity of polarization near 
resonance  [20]. Therefore, it is important to consider 
possible additional influences on the ferroelectric such 
as: heating, electric field, and optical illumination. 
A comprehensive solution to this problem will only be 
possible with the identification of physical mechanisms 
capable of achieving practical polarization switching 
using an electromagnetic pulse.

In this paper, we considered the processes of 
modulation of the polarization of a  ferroelectric by 
a  short THz  pulse using barium strontium titanate 
Ba0.8Sr0.2TiO3 (BST) as an example. An extension of the 
theoretical model [19] was presented using two terms in 
the expansion of the phonon–phonon interaction energy: 
the sum of the linear and quadratic terms over the product 
of the generalized coordinates of the polar and IR-active 
modes. The simulation took into account the conditions 
of experimental observation of the THz-induced 
modulation of the ferroelectric polarization in the optical 
pumping–THz probing geometry.

CALCULATION METHOD

Polarization switching under the action 
of a THz pulse with preliminary excitation 
of a coherent phonon by a femtosecond 

optical pulse

Let us consider a  system consisting of unexcited 
ferroelectric cells with a  two-minimum potential and 
an optically excited phonon in the field of a THz pulse. 
In this case, excitation of the soft mode via phonon–
phonon interaction is energetically more favorable. 
Since the polarization of a  ferroelectric is determined 
by the asymmetric displacement of cations and anions 
in the crystal structure, excitation of a coherent optical 
phonon increases the effective vibration amplitude of 
the corresponding group of atoms. This amplitude, 
which increases with increasing optical pulse intensity, 
will serve as the initial condition in the problem under 
consideration.

Let us also assume that a  THz  pulse, resonant 
with the ferroelectric’s soft mode, is incident on the 
ferroelectric after some delay. Thus, the soft mode will 
be excited both directly by the THz pulse and through 
phonon–phonon interaction by an optical phonon. This 
in turn, was excited by femtosecond optical pumping. 
The question to be addressed is as follows: will this 
interaction be more effective than direct interaction with 
a single THz pulse, and will it lead to a higher probability 
of polarization switching in the ferroelectric?

Since BST is a  multiaxial ferroelectric, its order 
parameter is multicomponent. In accordance with the ap
proach published [13, 18, 19], we will restrict ourselves 
to considering the change in the polarization state 

under the action of the selective excitation of lattice 
vibrations by the electric field of a  short THz  pulse 
along the direction specified by the polarization plane 
of the THz radiation. In the initial state, we assume that 
the polarization caused by the total dipole moment of 
the set of cells considered in the region of action of the 
THz pulse is zero.

Taking into account Mertelj and Kabanov’s 
comment  [19], we can write the interaction energy of 
the polar and IR-active modes per unit volume in the 
following form:

2 2
P IR P IR P IR( , ) ,W j hξ ξ = ξ ξ + ξ ξ

wherein ξP and ξIR are the effective coordinates of the 
polar and high-frequency phonon  (IR-active) modes, 
respectively; and j and h are the expansion coefficients 
of W(ξP, ξIR) in powers of coordinates.

In accordance with Mertelj and Kabanov [19], since 
the coupling coefficient between the polar and IR-active 
modes depends significantly on the effective coordinate 
of the polar mode, the potential energy describing 
the phonon–phonon interaction must be physically 
significant, if the displacement of the polar ion relative to 
the equilibrium position is small. Within the framework 
of this model, the modulation of the effective coordinates 
does not exceed 5% of the lattice parameter. However, 
for the case of dynamic polarization switching, i.e., the 
hopping of a  polar ion from one well to another, this 
restriction is imposed on the modulation of the effective 
coordinate ξP after such a hop.

Considering the definition of dielectric polarization 

P Pq
P

V
ξ

=   (where  qP  is the effective charge, the 
 
displacement of which determines the excitation of the 
polar mode, and V  is the cell volume), expressing the 
polar coordinate ξP through polarization, and introducing 

the notations 
2

1 2
P P

 and ,V VC j C h
q q

 
= =   

 
 we can  

write the interaction energy in the following form:

	 2 2
IR 1 IR 2 IR( , ) .W P C P C Pξ = ξ + ξ � (1)

The equation of oscillations of the effective 
coordinate of the IR-active phonon mode is the equation 
of an anharmonic oscillator:

	 2
IR IR IR IR IR IR

IR
2 ,V F

m
ξ = g ξ + ω ξ = −  � (2)

where γIR is the attenuation coefficient, and the right-
hand side is determined by the derivative of free 
energy (1) with respect to the corresponding coordinate:

P IR
IR

IR

( , )
.

W
F

∂ ξ ξ
= −
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In accordance with the Landau–Khalatnikov 
equation, the equation describing the dynamics of the 
order parameter under damping conditions takes the 
following form [20]:

	

3 5 7
1 11 111 1111

P

1 ( )

1 1 ( ).

+ g + + + + =
m

= +
m m

 P P a P a P a P a P

F E t
� (3)

Here, P IR P
P 2

P P

( , )
, ,

W m V
F

q
∂ ξ ξ

= − m =
∂ξ

 and E(t)  =  
 
=  Eext(t)  +  E1(t) is the electric field acting on the 
ferroelectric, equal to the sum of the external field Eext(t) 
and the depolarizing field E1(t).

The external field is a  time-dependent 
electrical component of a  picosecond THz  pulse: 

2

2
4

ext THz THz
sin( ) e , where ;

t
zE t E z t

z
−
t= = ω  and ωTHz  

 
and τ are the central frequency and the inverse attenuation 
of the THz  field, respectively. These parameters were 
chosen to match the temporal shape of the calculated 
pulse with the experimental pulse, and are equal to 

THz
rad2 1.5  and
s

ω = π ⋅   τ  =  0.5  ps. The depolarizing

field is directly proportional to the polarization: 

1 0,dep
S

( )( ) ,P tE t E
P

=  wherein PS  is the spontaneous 

polarization corresponding to the position in one of 

the minima [21], and depolarizing field  S
0,dep

0
.

P
E =

εε

Finally, using the introduced notations, we obtain 
a system of equations

3 5 7
P 1 11 111 1111

2
1 IR 2 IR

1 (2 4 6 8 )

1 1( ) ( ),

+ g + + + + =
m

= − ξ + ξ +
m m

 P P a P a P a P a P

C C P E t
� (4)

2 2
IR IR IR IR IR 1 2 IR

IR
2 ( ).V C P C P

m
ξ = g ξ + ω ξ = − + ξ  � (5)

The experiment for which the simulation was 
performed can be carried out by means of the 
THz pumping–probing method in transmission 
geometry. Under THz  pumping, several scenarios 
are possible  (Fig.  1): (1)  the THz  field amplitude is 
insufficient for the effective charge to overcome the 
potential barrier, and the system oscillates around the 
initial minimum and returns to its initial state; (2)  the 
effective charge overcomes the potential barrier but 
then returns to the initial minimum; and (3) the effective 
charge overcomes the potential barrier and remains at 
the opposite minimum of the double-well potential for 

a  long time. The first two scenarios describe dynamic 
polarization switching, while the last describes 
a permanent one.

In the simulation using the system of equations (4)–(5),  
the time dependencies were calculated for the 
polarization and the effective amplitude of the IR-active 
mode oscillations parallel to the crystallographic axis c. 
The following parameters were varied: the THz field 
amplitude  ETHz; the values of the phonon–phonon 
interaction constants  C1  and  C2; and the attenuation 
coefficient gIR of the IR-active mode.

The most important varying parameter was also the 
initial condition. This was determined by the intensity 
of optical radiation for the IR-active mode amplitude. 
The simulation used the parameters of the expansion 
of the thermodynamic potential in a  series in powers 
of the order parameter (hereinafter referred to as the 
Landau expansion) for a  Ba0.8Sr0.2TiO3  film  [22]: 
a1  =  −0.13  ∙  108  J∙m/C2, a11  =  −1.33  ∙  108  J∙m5/C4, 
a111 = 1.03 ∙ 109 J∙m9/C6, and a1111 = 3.09 ∙ 1010 J∙m13/C8.

ωTHz = 2π ∙ 1.5 rad/s
τ = 0.5 ps

Ba0.8Sr0.2TiO3

ETHz

THz pulse
с

(1)

(3)

(2)

Fig. 1. Schematic diagram of the experiment 
for which the simulation is performed 

and a schematic representation of the THz-induced 
processes of the polarization switching scenarios 

under consideration

The frequency ωIR/2π  =  7.55  THz was chosen as 
the resonant frequency of the IR-active phonon. This 
corresponds to the frequency of the  A1  (transverse 
optical)  mode  [23]. Figure  2  presents the simulation 
results.

The first calculation was made with varying initial 
conditions for the IR-active mode  (AIR = 0.1–0.23 Å), 
while the amplitude of the THz  field was 
insignificant  (incapable of causing polarization 
switching, see the lowermost curve in Fig.  2b). In the 
calculations, it was assumed that at the initial moment, 
the total polarization of the cell array under consideration 
is zero. The other parameters were chosen as follows: 
γIR = 0.5 ps−1, γP = 2 ps−1, C1 = 5 · 1017 J/(C·m2), and 
C2 = 5 · 1029 J/(C2·m).

The corresponding time dependencies of the 
amplitude of the IR-active mode itself and the 
ferroelectric polarization are shown in Figs. 2a and 2b, 
respectively. The bottom graph in Fig. 2b presents the 
time dependence of the THz  field  (thin maroon line). 
The insets of  Figs.  2b  and  2c show the polarization 
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spectra at  AIR  =  0.23  Å and ETHz  =  0.8  MV/cm, 
respectively. The graphs are shifted along the vertical 
axis for clarity. Dynamic polarization switching 
occurs already at the initial IR-active mode oscillation 
amplitude AIR = 0.13 Å. With increasing AIR, dynamic 
polarization switching is observed in all curves. 
However, due to the stochastic nature of the solution to 
the Landau–Khalatnikov equation, given small changes 
in the variable parameters, permanent switching  (i.e., 
a transition from one of the minima of the potential well 
to another without a reverse transition at large times) is 
not possible at all values of the parameters. For example, 
in Fig. 2, there is no permanent transition at AIR = 0.17 Å.

The polarization spectrum (Fig. 2b, inset) exhibits 
frequencies of both modes: the polar mode in the 1–2 THz 
range; and the IR-active mode in the 7.55 THz range. 
Since no features are observed in the time dependencies 
of polarization at the time delay corresponding to the 
THz pulse (2 ps), the conclusion can be drawn that the 
effects observed are associated solely with the action of 
a coherent optical phonon.

Let us now consider the case of a  weak initial 
IR  oscillation  (AIR  =  0.125  Å), incapable of 
causing dynamic polarization switching, but with 
an increase in the THz  field. Switching appears 
at ETHz ≥ 0.8 MV/cm. The IR-active mode is weakly 

manifested in the polarization spectra (Fig. 2c, inset). By 
increasing the THz field amplitude, stable polarization 
switching is achieved.

Overall, the system of equations considered here 
does indeed describe polarization switching under the 
influence of a  THz  pulse with preliminary excitation 
of a  coherent phonon by a  femtosecond optical pulse. 
The critical effect of the THz pulse, leading to phonon 
excitation, occurs when the THz  pulse has an energy 
slightly lower  (in our calculations, by a  maximum 
of 20%) than the energy required for switching without 
optical stimulation. Then, the combined effect of these 
two excitations leads to polarization switching.

Influence of an additional  
external electric field

Let us consider the influence of an additional applied 
electric field E0 directed parallel to the field ETHz of the 
THz pulse in the plane of the surface of the material. In 
both cases, the field strengths are chosen in such a way 
that one field in the absence of the other does not cause 
polarization switching. In the first case, this condition 
corresponds to ETHz = 0.7 MV/cm (E0 = 0), while in the 
second, it corresponds to E0 = 0.5 MV/cm (ETHz = 0). 
Figure  3  shows the simulation results. The graphs are 
shifted along the vertical axis for clarity.
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Fig. 2. (a) Time dependencies of the effective coordinate u(t) of the IR-active mode, calculated with varying initial 
effective amplitude AIR of the IR-active mode at a low field of the THz pulse (the values of the phonon–phonon 

interaction constants are taken to be equal to C1 = 5 · 1017 J/(C · m2) and C2 = 5 · 1029 J/(C2 · m)). Time dependencies 
of the polarization in cells with the opposite initial positions of the effective charge, calculated within the framework 

of the considered model with varying (b) AIR and (c) the THz pulse field at a small initial amplitude of the IR-active mode
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At the same THz pulse field (Fig. 3a), the constant 
field with  E0  ≥  0.1  MV/cm  (Е0/ETHz  =  0.14) leads to 
switching of polarization. In this case, also at certain 
strengths of the constant field (E0 = 1 MV/cm), both ions 
return to their original state. At fields E0 ≥ 0.1 MV/cm, 
oscillations caused by the constant field alone are observed 
during the time preceding the THz pulse. The combined 
action of the constant and THz fields leads to dynamic 
polarization switching in both cells up to E0 = 1.5 MV/cm 
(Е0/ETHz = 2.14). Further, the THz pulse has practically no 
effect, and the entire system switches under the influence 
of a constant field, leading to uniform polarization in the 
direction of the constant field.

With an increase in the amplitude of the 
THz field and maintaining the strength of the constant 
field  (Fig.  3b), dynamic switching is observed from 
ETHz  =  0.5  mV/cm  (Е0/ETHz  =  1). At some THz  field 
strengths, permanent switching is absent in both 
branches  (0.9  MV/cm  <  ETHz  <  1.2  MV/cm), while 
the behavior of the system at positive values of the 
constant field (codirectional with the THz pulse field at 
the point of its maximum amplitude) and its negative 
values is different. Figure  3b shows the dependencies 
at E0 = −1 MV/cm, in which even dynamic switching 
is absent (polarization does not intersect the coordinate 
axis). A further increase in the THz pulse field leads to the 
predominance of the response to this pulse, although the 
constant field has a slight effect on the time dependence 
of polarization.

All the dependencies presented here are illustrative. 
The temporal behavior of polarization depends on 

many parameters (Landau expansion constants and 
the associated frequency, as well as the soft-mode 
coefficient).

Nevertheless, an important result of these calculations 
is the establishment of the fact that even a weak constant 
field can effectively facilitate polarization switching. 
This result is extremely important for the experimental 
observation of polarization switching. Strong THz fields, 
firstly, are not always achievable and, secondly, can lead 
to irreversible changes in the physical properties of 
ferroelectrics [24]. We also noted that the enhancement 
of the effect of a  THz  field was previously observed 
in magnetic materials during studies of magnetization 
switching in a constant magnetic field.

CONCLUSIONS

This paper proposes a new approach to describing 
a  system with polarization as an order parameter pre-
exposed to a femtosecond optical pulse. A phonon mode 
was excited which subsequently interacted with a high-
power THz  pulse. The approach is based on a  system 
of the Landau–Khalatnikov equation (where the electric 
field of the THz pulse and the phonon–phonon interaction 
act as the driving force) and the phonon mode oscillation 
equation (where the phonon–phonon interaction acts as 
the driving force). The novelty of this approach lies in the 
interaction of the THz pulse with a previously coherently 
excited phonon mode of significant amplitude.

It was shown that switching occurs at the moment 
of arrival of a  THz  pulse, within the time interval of 
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high-amplitude phonon oscillations  (determined by 
the damping constant of this mode). Phonon excitation 
exerts a critical effect when the THz pulse has an energy 
slightly lower  (in our calculations, by a  maximum 
of 20%) than the energy required for switching without 
optical stimulation. Then, the combined effect of these 
two excitations leads to polarization switching. If the 
field is strong (when polarization can be switched solely 
by a THz pulse), an increase in the phonon oscillation 
amplitude does not affect the switching process. Thus, 
preliminary optical stimulation can induce polarization 
switching at THz  fields lower than the switching 
threshold. This is crucial for applications, since it allows 
the use of lower-power THz sources.

The same model considered an additional driving 
force in the Landau–Khalatnikov equation. It was shown 

that only low, far-from-saturating, constant fields can 
effectively promote switching. This result is important 
for its use in experiments. A negative experimental result 
had previously been obtained in which the application of 
a significant field had no effect on polarization switching. 
The model presented here may explain this result.
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Abstract
Objectives. The study investigates the influence of  inhomogeneities of  laser flux intensity and piston (mylar 
film) thickness in a  laser shock tube by comparing the conditions for the formation and dynamics of shock wave 
propagation in a laser shock tube in the case of an open and closed plasma corona.
Methods. Along with mathematical modeling methods, analysis of  the results of computational experiments was 
carried out using the two-dimensional Lagrangian program Atlant_C in cylindrical coordinates were used.
Results. The results of four series of calculations of the dynamics of hypersonic shock waves in a laser shock tube 
are presented: (1) formation and propagation of a shock wave in a profiled target; (2) formation and propagation 
of a shock wave with strong inhomogeneity of the incident laser flux; (3) comparison of the dynamics of shock waves 
for different values of the absorbed laser pulse energy and target (piston) thicknesses; (4) comparison of shock wave 
dynamics in the cases of open and closed plasma coronas.
Conclusions. Based on  the results of  the computational experiments, the following conclusions can be  drawn: 
(1) as a strong shock wave propagates in the profiled piston, the pressure and density equalize in the transverse 
direction. If the duration of the laser pulse is noticeably longer than the transit time of the transverse shock waves 
in the target (piston), the shock wave front flattens out in the gas inside the LUT cell; (2) in cases when the incident 
laser pulse contains significant emission intensities or speckles (more than 10% of the pulse energy), jets are formed 
in the accelerated piston, which can overtake the shock wave front in the gas; (3) during laser heating of the target 
in the closed corona mode, the propagation velocity of the shock wave front increases by ~40%; (4) when the piston 
is destroyed due to strong nonuniformity of irradiation or development of hydrodynamic instability and fragmentation 
of the polymer CH film, a dense turbulent layer can form, which will also create a shock wave in the gas. This case 
requires separate consideration.

Keywords: mathematical modeling, computational experiment, laser shock tube, two-dimensional Lagrangian 
code Atlant_C
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Влияние неоднородностей поршня и облучения 
на формирование гиперзвуковой ударной волны 

в лазерной ударной трубе
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• Поступила: 12.09.2025 • Доработана: 24.11.2025 • Принята к опубликованию: 05.02.2026

Резюме
Цели. Цель исследования – изучение влияния неоднородностей интенсивности лазерного излучения и тол-
щины поршня (лавсановой пленки) на формирование гиперзвуковых потоков в лазерной ударной трубе (ЛУТ), 
сравнение условий формирования и динамики распространения ударных волн (УВ) в ЛУТ в случаях «откры-
той» и «закрытой» плазменной короны. 
Методы. Методы математического моделирования, анализ результатов вычислительных экспериментов, 
выполненных с помощью двумерной лагранжевой программы Atlant_C в цилиндрических координатах.
Результаты. Представлены результаты четырех серий расчетов динамики гиперзвуковых УВ в ЛУТ: 1) фор-
мирование и  распространение  УВ в  профилированной мишени; 2)  формирование и  распространение  УВ 
при сильной неоднородности падающего лазерного потока; 3) сравнение динамики УВ при различных зна-
чениях поглощенной энергии лазерного импульса и толщинах мишени (поршня); 4) сравнение динамики ги-
перзвуковых УВ с данными экспериментов в случаях «открытой» и «закрытой» плазменной короны. 
Выводы. На  основании данных вычислительных экспериментов можно сделать следующие выводы: 
1) по мере распространения сильной УВ в профилированном поршне происходит выравнивание давления 
и плотности в поперечном направлении. Если длительность лазерного импульса заметно больше, чем время 
прохождения поперечных УВ в мишени (поршне), то в газе внутри ячейки ЛУТ происходит выполаживание 
фронта УВ; 2) в том случае, когда в падающем лазерном импульсе имеются значительные выбросы интен-
сивностей излучения – спеклы (~10% от энергии импульса), в ускоренном поршне формируются струи, кото-
рые в газе могут обгонять фронт УВ; 3) при лазерном нагреве мишени в режиме «закрытой» короны скорость 
поршня в ЛУТ возрастает примерно на 40%; 4) при разрушении поршня из-за сильной неоднородности об-
лучения или развития гидродинамической неустойчивости и фрагментации полимерной СН-пленки, может 
формироваться плотный турбулентный слой, который будет также создавать УВ в газе. 

Ключевые слова: математическое моделирование, вычислительный эксперимент, лазерная ударная труба, 
двумерная лагранжевая программа Atlant_C
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INTRODUCTION

One of the most important and yet unsolved 
problems in laser thermonuclear fusion is associated 
with the development of hydrodynamic instability during 
the acceleration and compression of thermonuclear 
targets. Similar problems arise in astrophysics and in 
a  number of applied problems involving high-energy 
concentrations [1, 2]. In modern theoretical physics, the 
construction of a physical and mathematical model of the 
transition from the evolutionary stage of hydrodynamic 
instability to a  turbulent state is of fundamental 
importance.

Gas dynamics involving the development of 
hydrodynamic instability are described by equations 
of nonlinear partial differential equations  (PDEs) in 
two-dimensional and three-dimensional geometries. 
Since such equations generally do not have analytical 
solutions, the use of mathematical modeling methods is 
required for analyzing the development of the associated 
processes. Complex software packages developed for 
these purposes must be tested on simplified problems 
(in particular, on car model solutions [3] and linearized 
equations describing the behavior of small perturbations 
of gas-dynamic quantities  [4]), comparison with data 
from full-scale experiments [2, 5–8].

In order to achieve a numerical solution of the PDE 
system, various algorithms and mathematical codes are 
being developed  [2,  5]. As a  rule, the finite difference 
method is used  [9–12]. Since the objects under study 
have a  complex configuration that requires the use of 
difference grids having a  large number of nodes along 
with corresponding random-access memory and high 
computer performance requirements, it is often necessary 
to resort to the development of parallel algorithms and 
calculations carried out on multiprocessor complexes to 
simulate physical processes [13].1

In the present work, mathematical modeling 
methods are used to investigate the acceleration of thin 
films in a laser shock tube (LST) [14]. The advantages 
of such a device are:
1)	 the formation of hypersonic shock waves (SW) with 

Mach numbers Мх = Vsw/Vs ≥ 10 (where Vsw is the 
propagation velocity of the SW front, Vs is the speed 

1  In [13], there is a typo in formula (2) on p. 10: the operator 
div should be preceded by a “+” sign.

of sound in the gas in front of the SW front) and gas 
flow velocities behind the SW front of the order of 
the first cosmic velocity; 

2)	 miniaturization of the LST cell and the possibility of 
its quick replacement; 

3)	 the ability to create complex configurations of 
obstacles for gas flow; 

4)	 relatively low consumption of materials (e.g., inert 
gases or expensive mixtures).

1. PHYSICAL AND MATHEMATICAL 
FORMULATION OF THE PROBLEM

The calculations were performed using the two-
dimensional Lagrangian program Atlant_C in cylindrical 
geometry  (r—radius; z—coordinate along the axis; t—
time)  [5]. This program was developed by a  team of 
authors to enable the solving nonlinear equations of 
plasma dynamics in Lagrangian coordinates in two-
dimensional geometry numerically  [5]. The advantage 
of Lagrangian coordinates is that they are “frozen” in 
matter. Therefore, during sublimation and compression 
of this substance  (i.e., when the volume changes by 
several orders of magnitude), it is possible to maintain 
satisfactory approximation accuracy2. Below are the 
basic equations of plasma dynamics in a two-temperature 
approximation, which are solved in the Atlant_C. 
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2  Lebo I.G., Lebo A.I. Contemporary Issues in Mathematical 
Modeling. М.: RTU MIREA; 2025, 208 p. (In Russ.).
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Here, ρ, Pe, Pi, Te, Ti, Ee, Ei are the density, pressure, 
temperature, and specific internal energy of the 
electron  (index  e) and ion  (index  i) components, 
respectively; Qei is the heat power exchange between the 
components; κe and κe are the electron and ion thermal 
conductivity coefficients, respectively; 

q  is the intensity 
of laser radiation; 

v   is the velocity vector; Zi  is the 
average charge of plasma ions per Lagrangian cell; 
Rrad(ρ,  Te)  is the power of re-radiation from plasma; 
Q0 is the scale factor. 

The laser beam hits the outside of the film, at which 
boundary the following conditions are set: the pressure is 
equal to the pressure in the extreme Lagrangian cell at the 
moment t = 0, while the heat conduction flows are zero. 
The normal velocity component and heat flows are also set 
to zero on the axis of symmetry and on the side surface, as 
well as on the opposite side of the cylindrical region.

Studies of the formation and propagation of SW in 
the LST cell were based on the analysis of computational 
experiment data  [15]. The size of the cylindrical 
region is defined as follows: 0  <  z  <  (1  +  d0)  cm; 
0  <  r  <  Rmax  =  0.282  cm; d0  is the film thickness. 
The presented calculations assumed 100%  energy 
absorption at a  laser pulse having a  trapezoidal time 
profile at energy Elas with vertices: t1 = 0 ns; t2 = 30 ns; 
t3 = 60 ns; t4 = 100 ns. The parameters of the KrF laser 
pulse (wavelength in the ultraviolet range λ = 0.248 μm) 
correspond to the GARPUN  installation  (Lebedev 
Physical Institute of the Russian Academy of 
Sciences (LPI RAS)3, Moscow, Russia [16]). The LST cell  

3  https://lebedev.ru/. Accessed September 12, 2025. (In Russ.).

was filled with an initial density of ρ = 1.29 · 10−3 g/cm3 
and a pressure P = 1 atm.

2. TWO-DIMENSIONAL NUMERICAL 
MODELING OF LASER ACCELERATION 

OF A NONUNIFORMITY PISTON 
AND FORMATION OF SW IN GAS

Calculations were performed for the formation and 
propagation of SW radiation in the air inside the LST. 
The target  (piston) consisted of a  polymer film  (CH) 
located at the upper end of a cylindrical LST cell filled 
with air. The dimensions of the LST cell corresponded to 
the dimensions of the calculation area. The shape of the 
film varied in terms of its thickness d0, the energy of the 
laser pulse Elas, and the distribution of radiation intensity 
along the radius r.

In the first series of calculations, the formation of SW 
in the air was modeled in the case where the piston had 
a stepped or profiled shape (Fig. 1a). Two calculations 
were made: (1)  sole d1  =  1.5  μm, step d  =  1.5  μm,  
d0 = d1 + d = 3.0 μm (variant Zvor6); (2) sole d1 = 2.0 μm, 
step d = 3.0 μm, d0 = d1 + d = 5.0 μm (variant Zvor8).

With laser radiation falling on the upper surface 
of the CH layer, the sublimated corona part of the film 
scatters towards the laser beam, while SW radiation 
propagates along the unevaporated substance to reach 
the rear surface of the sole, where the substance is 
discharged and scattered in the direction of the laser 
beam  (Fig.  1a). At the same time, transverse waves 

Fig. 1. (a) Setup of the computational experiment:  
(1) laser beam; (2) plasma corona; (3) polymer sole of the profiled target with a thickness of d2 and radius R2;  

(4) step with a thickness of d and radius R1; (5) direction of the 0z axis. (6) walls of the LST cell.  
(b) Evolution of the layer thickness d0(r) = Zout(r) − Zb(r) at times t, ns: (1) 0, (2) 1, (3) 2, (4) 5, (5) 8, (6) 10, (7) 14;  

Zout(r) and Zb(r) are contact boundaries ‘vacuum–film’ and ‘film–internal gas (air)’
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propagate along the CH  layer, tending to equalize the 
pressure and boundaries of the layer (Fig. 1b). The laser 
pulse ends at the moment t = 100 ns. While at the initial 
stage the thickness of the piston is greater at the axis, 
by the moment t = 14 ns the dense layer has equalized 
its internal  Zb(r) and external Zout(r)  boundaries; the 
thickness of the CH layer does not significantly depend 
on the radius (Fig. 1b and Table).

The fourth column of the table shows the dependence 
of the relative deviation of the layer thickness from the 

average value 0 max 0

0 max 0

( ( ) (0)) 100%
.

( ) (0)
− ⋅

β =
+

d R d
d R d

Table. Values of piston thickness on the axis,  
d0(0) near the channel wall d0(Rmax) and β at different 
points in time t

t, ns d0(0), cm d0(Rmax), cm β, %

0 5.04 ∙ 10−4 2.11 ∙ 10−4 41.0

1 5.92 ∙ 10−4 2.99 ∙ 10−4 32.8

2 8.83 ∙ 10−4 5.92 ∙ 10−4 19.8

5 2.69 ∙ 10−3 2.97 ∙ 10−3 5.1

8 6.67 ∙ 10−3 6.40 ∙ 10−3 2.1

10 9.83 ∙ 10−3 9.57 ∙ 10−3 1.34

14 1.74 ∙ 10−2 1.73 ∙ 10−2 0.32

A dense layer of unevaporated film (piston) with 
variable density ρ  ≈  0.05–1  g/cm3 moves inside the 
LST at supersonic speed to form an SW in the air with 
a  practically flat front, although small-scale density 
and pressure disturbances inside this layer, as well 
as fragments of film particles, may persist for a  long 
time. Moreover, due to the development of Richtmyer–
Meshkov instability  [17,  18] near the contact 

boundary Z, these small-scale disturbances can develop 
to form a turbulent layer [19]. Modeling these processes 
requires different approaches and is not considered in 
this work.

By the end of the laser pulse t = 100 ns, the contact 
boundary velocity has reached  Vb  ≈  4  km/s. Figure  2 
shows the propagation of the SW front Zsw(t) at different 
points in time.

The next series of calculations modeled 
the heterogeneous irradiation of a  flat target from 
CH  (piston) and the formation of  SW  in  LST. The 
intensity of the laser flux had the following form:  
q(t, r) = It1(t)Ir1(r) + It2(t)Ir2(r).

Here, the functions It1(t),  It2(t) are trapezoidal, while 

Ir1(r) and Ir2(r) are normalized to 1:  
4

1 las10
( ) ,=∫

t
tI t dt E

0
10
( ) 1,=∫

R
rI r rdr

4
2 las20

( ) ,=∫
t

tI t dt E 0
20

( ) 1,=∫
R

rI r rdr  

while R0  is the transverse boundary  of the counting
region.

If the front of the first pulse is flat, then the second 

pulse has a Gaussian shape: 
f

2
2

C
( ) ,

e
=r r RI r  C2  is the 

normalization constant, Rf  is the radius of the focal 
spot. In this way, the effect of the superposition of 
a  homogeneous pulse and a  speckle with an effective 
radius Rf < R0 was modeled.

A series of five calculations was performed to 
simulate the heterogeneity of irradiation of a  flat 
target  (Zvor9 variants): in all variants  Ir1(r)  =  const 
at values 0  ≤  r  ≤  R0, while the time form in four 
variants is a  trapezoid with values t1 = 0, t2 = 30 ns, 
t3 = 60 ns, t4 = 100 ns at the vertices of the trapezoid. 
Elas1, Elas2 varied as follows: (1) Elas1 = 9.9 J, Elas2 = 0.1 J; 
(2) Elas1 = 9.7 J, Elas2 = 0.3 J; (3) Elas1 = 9.5 J, Elas2 = 0.5 J; 
(4) Elas1 = 9.0 J, Elas2 = 1.0 J. In variant 5, the values 
Elas1 = 9.0 J and Elas2 = 1.0 J, but the time shape of the 
pulse was changed: the duration of the second pulse 
was reduced by a  factor of  2: t2 = 15 ns, t3 = 30 ns, 
t4 = 50 ns, which led to a twofold increase in the peak 
intensity of the speckle. The total absorbed laser energy 
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in all five variants was 10 J at R0 = Rmax = 0.282 cm 
and Rf  =  0.0705  cm. The calculations were made 
on differential grids  (22  ×  212), where 22  nodes are 
located along the  0r axis and 212  nodes are located 
along the 0z axis.

Along with the general acceleration of the film, 
its deformation is observed due to the heterogeneity 
of irradiation. Since there was increased radiation 
intensity near the axis, the target’s flight speed in this 
subarea is higher. As in the first series of calculations, 
the transverse SW partially aligns the boundary of 
the  Zb(r)  layer. Therefore, the SW  front in the gas 
has a more gradual shape than the piston. In the case 
where the energy of the second pulse was 10% of 

the total (i.e., variants 4 and 5), the Lagrangian grid 
broke by the end of the laser pulse  (t ≥  90  ns) and 
the count was stopped. This fact can be interpreted 
as a  piston rupture. Figures 3 and 4 show two-
dimensional distributions of density  (ρ) and 
pressure (P) at the moments of time t = 100 ns (end of 
the laser pulse) and t = 1500 ns for variant 3. By the 
moment t = 1500 ns, the piston is severely deformed. 
A  jet forms near the axis  (r  <  0.02  cm) to create 
a  second SW diverging from the axis. Towards the 
periphery of the calculation area, the overall SW front 
partially flattens out, and most of the surface, except 
for the vicinity of the  0z axis, acquires an almost  
flat shape.
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Fig. 4. Density (a) and pressure (b) fields at t = 1500 ns
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3. DYNAMICS OF SW AT DIFFERENT MODES 
OF FORMATION OF THE PLASMA CORONA AND 

ENERGY VALUES IN A LASER PULSE

A series of quasi-one-dimensional calculations was 
performed for films with constant thickness and uniform 
laser flux intensity. In this case, finite difference grids 
with a  significantly smaller number of nodes in the 
transverse direction  (only 5–7  nodes) were used. This 
made it possible to significantly reduce the processing 
time for calculations. Two types of tasks were considered:
1.	 In the Zvor1 variants, the dispersion of the 

evaporated polymer film substance was not limited 
(open corona). At the vacuum–piston boundary, 
there is a condition Рout = P0, where P0 is the initial 
pressure in the piston and gas inside the LST. In this 
case, when the laser flux is absorbed, the pressure 
increases sharply to sublimate the outer layers of 
the piston and scatter them at supersonic speed. The 
calculations took into account the reflection of laser 
beams from the critical surface. Thus, each laser 
beam propagating strictly along the 0z axis passed 
through the plasma corona twice.

2.	 In the Zvor7 variants, the spread of the substance 
was limited by a  transparent plate located on the 
upper side of the LST where the laser beam falls. The 
laser ray passes through the transparent layer and is 
absorbed in the outer layers of the polymer film. In 
this case, the pulse transmitted to the unevaporated 
layers of the target is greater than in the first case. 
We will refer to this irradiation mode as a  closed 
corona.
Figure 5a shows the propagation of the SW 

front  Zsw(t) for a  film d0  =  5  μm and three values of 
absorbed laser energy Elas = 5 J (Zvor1a), 10 J (Zvor1b) 
and 17.5 (Zvor1c) J. Figure 5b shows the movement of the 
air–CH contact boundary Zb(t) for the same conditions. 
If the curve  Zsw(t) at the time interval 0.2  <  t  <  0.2 
reaches a  practically constant slope  (i.e., the velocity 

Vsw(t)  =  const), then the curve Zb(t) asymptotically 
tends to a  constant value, i.e., the velocity Vb(t) →  0. 
The values of the SW traveled from Zsw(t), which were 
obtained in experiments on the LST, are marked with 
crosses.

Remark 1. Figure 5 shows the values of  Zsw(t), 
obtained in calculations and experiments at the  LST 
at LPI RAS (marked with crosses on the graph, see [20] 
for details). In the experiments, the energy of the laser 
beam entering the target chamber was measured. The 
fraction of energy reflected and scattered in the plasma 
was not measured. The calculations assumed that the 
energy of the laser pulse propagated in the plasma and 
was reflected strictly backward from the critical surface 
(refraction of the rays was not taken into account). 
The fraction of reflected laser energy that exited the 
plasma (in percent) ℇ = (Eref/Elas) ∙ 100%, was 50.7% (for 
variant  Zvor1a), ℇ  =  43.8  (for variant  Zvor1b), 
ℇ = 33% (for variant Zvor1с).

With a laser radiation energy density of ~109 W/cm2 
and a focus area of ~0.5 cm2, a relatively short plasma 
jet is formed (i.e., its length is less than the transverse 
size of the focal spot). The less energy absorbed, the 
shorter the length of the plasma corona and the greater 
the proportion of reflected laser energy.

Remark 2. The physical and mathematical model 
of the  Atlant_C program does not take into account 
molecular diffusion and turbulent mixing. Physical and 
mathematical models of turbulent mixing and numerical 
codes are described in [2]. Taking these processes into 
account could lead to a blurring of the contact boundary 
and an increase in the proportion of scattered laser flux.

Figure 6 shows the results of comparisons of 
calculations of the path traveled by SW Zsw(t) (Fig. 6a) 
along with the film-air contact boundary Zb(t) (Fig. 6b) 
in the case of a closed corona for films (piston) with an 
initial thickness of d0 = 5 μm. The data from experiments 
in  [20] are marked with crosses. In this series of 
calculations  (closed corona), all the laser energy that 
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Zvor1b	 Zvor1c
Zvor1a	 Experiment

Zvor1b	 Zvor1c

Zvor1a	



120

Russian Technological Journal. 2026;14(2):113–123

Ivan G. Lebo,  
Victoria A. Komarova, Maxim A. Ryzhkov

Influence of piston nonuniformity and illumination on the formation  
of a hypersonic shock wave in a laser-driven shock wave

passed through the transparent plate was assumed to 
have been absorbed near the boundary between the outer 
transparent layer and the CH film (piston).

Remark 3. In the fourth series of calculations, 
the physical and mathematical formulations of the 
problem do not take into account the reflection of laser 
radiation from plasma since the mass and thickness 
of the transparent layer are large compared to these 
parameters in the film. For this reason, a new physical 
and mathematical model should be developed that takes 
into account the passage of a powerful laser beam, the 
dissociation and ionization of atoms, as well as the 
scattering of radiation on defects and cracks that could 
have arisen during the passage of the SW through the 
plexiglass. In fact, the calculations used a delta-shaped 
absorption mechanism near the film-plexiglass contact 
surface. Therefore, the experimental points lie below the 
calculated ones.

The size of the calculation area is 0 < z < 1 cm. In the 
time interval 0 < t < 0.2 μs, an SW is formed in the gas 
near the contact boundary (z ≈ 1 cm), while in the case 
of a closed corona, the acceleration and velocity of the 
piston after the end of the laser pulse are significantly 
greater than in the case of an open corona. When the SW 
reaches the lower end of the calculation area (z = 0), it 
is reflected. The air flow behind the SW front is slowed 
down at the lower end. The calculations were made up to 
this point; thus, in the case of a closed corona, the time 
interval t ∈ [0, 2.0] μs.

4. DISCUSSION ON THE COMPUTATION 
RESULTS

The article presents the results of four series 
of calculations modeling the propagation of 
SW radiation in LST, where the driver is a powerful 
KrF laser with an energy of up to 100 J and a pulse 
duration of 100 ns.
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Fig. 6. Comparisons of distances passed by SW, Zsw(t) (a) and contact boundary Zb(t) (b)  
in the case of a closed corona for different values of absorbed laser energy: variant Zvor7i:  

Elas = 5 J, variant Zvor7d: Elas = 10 J, variant Zvor7j: Elas = 17.5 J
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In the first series of calculations, the SW propagation in 
a profiled (step-shaped) target was modeled. It was shown 
that SW propagating in a dense layer during the laser pulse 
leads to the flattening of the contact boundary of the piston 
and the formation of a flat SW front in the gas.

The second series of calculations examined the effect 
of target irradiation heterogeneity on SW formation. In 
the presence of a laser pulse having an intensity several 
times higher than the average radiation density incident 
on the target and an energy of ~5–10% of the main pulse, 
a jet forms with the capability of overtaking the average 
SW front in the gas across the focal spot and form 
transverse SWs.

The third and fourth series of calculations studied the 
dynamics of SW radiation in gas under open and closed 
corona conditions (Figs. 5 and 6). The obtained results 
were compared with data from experiments on the LST. 
Calculations were performed for the propagation of 
SW radiation in the LUT at absorbed laser pulse energies 
of 5, 10, and 17.5 J and piston thicknesses of 5 μm. The 
UV velocity in gas is consistent with the data from 
full-scale experiments on LST [18] in the open plasma 
corona mode. In order to compare the data with that 
obtained from experiments with a closed corona, further 
development of the physical and mathematical model is 
required.

Based on the results presented, the following 
conclusions can be drawn:
1.	 The propagation of hypersonic SW with Mach 

numbers ≥10 and gas flow velocities of the order 
of the first  (and, in the future, possibly the second 
and third) cosmic velocities can be studied under 
laboratory conditions using LST.

2.	 According to the results of computational 
experiments, the contact surface between the piston 
and gas becomes flattened when using a  step-
shaped piston target, while the SW propagates with 
an almost flat front. This situation occurs when the 
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first longitudinal wave passes through the target in 
a time much shorter than the duration of the laser 
pulse.

3.	 In the case of nonuniform heating of the target by 
a laser pulse, the CH film accelerates as a whole to 
form an almost flat SW front in the gas when the 
energy of the speckles is small compared to the 
energy of the main pulse (~1%).

4.	 When the energy of the speckle is ≥5–10% of the 
energy of the laser pulse and its intensity significantly 
exceeds the average value of the flux density in the 
spot, destruction of the layer and the formation of 
jets may occur.

5.	 When the target is heated by laser in the closed 
corona mode, the propagation speed of the SW front 
increases by approximately  40–50%  (in the case 
under consideration).

6.	 When the film breaks down and fragments, 
a turbulent layer forms (with a density 1–2 orders 
of magnitude greater than the density of the gas 
in the  LST). This piston forms the  SW in the 
gas. Modeling the absorption of laser radiation 
and the development of a  turbulent layer 
during acceleration requires the development 
of new physical and mathematical models and  
programs.

CONCLUSIONS

Studying the characteristics of hydrodynamic 
instabilities is an important and relevant task in 
fundamental physics, as well as in research on laser 
thermonuclear fusion and astrophysics. Along with 
costly measurements that are unique in their accuracy, 
this research requires the development of complex 
physical and mathematical models and programs in 
order to compare data from field and computational 
experiments. For the purposes of such research, the 
described LST tool is a promising resource. The results 
of computational experiments carried out on the  LST 
along are presented along with a comparison of published 
experimental data and prospects for further research.
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Abstract
Objectives. The aim of the study was to develop mathematical tools to assess the performance and probabilistic-
temporal characteristics of packet transmission processes in industrial networks employing random multiple access. 
Our study specifically examined strict packet delivery time constraints and the impact of collisions.
Methods. The research applies methods from the theory of  random processes. We  used the Laplace–Stieltjes 
transform to derive key relationships analytically and prove the main theorem.
Results. We  formulated and proved a  theorem which defines the Laplace–Stieltjes transform for the packet 
transmission time distribution function. The result incorporates packet retransmissions caused by conflicts in  the 
multiple access environment. We analyzed information transmission processes in industrial networks with random 
multiple access, considering variations in the number of workstations and packet flow intensities at network nodes. 
Our evaluation included throughput, node and transmission medium utilization, and packet transmission times under 
collision conditions. The results reveal significant differences in the temporal characteristics of packet transmission 
between central and edge nodes. We developed and implemented a software package, in order to automate the 
study and evaluate various network operating modes during scaling and under increased nodal load.
Conclusions. The study of industrial networks with random multiple access established that while network throughput 
increases with the number of  nodes during scaling, it  degrades under significantly high node and transmission 
medium utilization. The utilization of edge nodes and their packet delivery times increase markedly faster than those 
of central nodes. This is due to a higher collision rate. As the network size increases, the performance and temporal 
characteristics exhibit only marginal dependence on the node distribution type: random or deterministic equidistant. 
In order to ensure balanced operation in an industrial network with random multiple access, we propose reducing the 
load on edge nodes by 10–15%. This strategy can maintain approximately uniform utilization of both the transmission 
medium and the nodes as their number increases.

Keywords: industrial network, performance, temporal characteristics, Laplace–Stieltjes transform, multiple access, 
scalability
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Анализ производительности и временных 
характеристик промышленных сетей со случайным 

и детерминированным эквидистантным 
распределением узлов
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Резюме
Цели. Цель работы – разработка математического аппарата для оценки производительности и вероятностно-
временных характеристик процессов передачи пакетов в промышленных сетях, использующих метод слу-
чайного множественного доступа. Особенностью исследования является учет строгих ограничений на время 
доставки пакетов и влияние коллизий.
Методы. В основе исследования лежат методы теории случайных процессов. Для аналитического вывода ключе-
вых соотношений и доказательства основной теоремы применяется аппарат преобразования Лапласа – Стилтьеса.
Результаты. Сформулирована и доказана теорема, определяющая форму преобразования Лапласа – Стилтьеса 
для функции распределения времени передачи пакета. Этот результат учитывает повторные передачи пакетов, 
вызванные конфликтами в среде с множественным доступом. Проведен анализ процессов передачи информации 
в промышленных сетях со случайным множественным доступом, включая изменение количества рабочих станций 
и интенсивности потоков пакетов. Анализировались пакеты, поступающие в узлы сети, оценивались производи-
тельность системы, степень загрузки узлов и канала передачи, а также время доставки пакетов с учетом возника-
ющих конфликтов. Выявлено значительное различие во временных характеристиках передачи между центральны-
ми и периферийными узлами сети. Для автоматизации исследований и оценки различных режимов работы сети 
при ее масштабировании и увеличении нагрузки на узлы разработан и реализован программный комплекс.
Выводы. При проведении исследования промышленных сетей со случайным множественным доступом выяв-
лено, что при масштабировании сети с увеличением количества узлов возрастает производительность сети, од-
нако при значительном увеличении загрузки узлов и передающей среды производительность падает. Загрузка 
крайних узлов и время передачи пакетов из-за повышенного возрастания конфликтов возрастают значительно 
быстрее по сравнению с центральными узлами. Производительность и временные характеристики при увеличе-
нии количества узлов несущественно зависят от типа распределения узлов – случайного или детерминирован-
ного эквидистантного. Для обеспечения сбалансированности режимов работы промышленной сети со случай-
ным множественным доступом предлагается на 10–15% уменьшить нагрузку на крайние узлы. При этом можно 
обеспечить примерно одинаковую загрузку передающей среды и узлов при увеличении их количества.

Ключевые слова: промышленная сеть, производительность, временные характеристики, преобразование 
Лапласа – Стилтьеса, множественный доступ, масштабирование
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INTRODUCTION

When analyzing the effectiveness of industrial 
communication networks, the characteristics of data 
transmission processes occurring at the first three 
levels of the open systems interconnection  (OSI) 
reference model need to be taken into account. These 
levels determine the correctness of frame formation, 
addressing, error control, and physical channel security.

One of the key requirements for industrial networks 
integrated into automated control systems for various 
purposes is the limitation on data delivery time. 
Compliance with this parameter is crucial for maintaining 
the required time indicators of technological processes 
and ensuring the stable operation of distributed control 
systems.

In order to evaluate the performance and 
probabilistic-temporal characteristics of data 
transmission processes, an industrial network was 
studied in which the Carrier Sense Multiple Access 
with Collision Detection  (CSMA/CD) method was 
implemented. This method provides shared access for 
multiple nodes to a  common transmission medium by 
preemptively monitoring the channel status and stopping 
transmission when a signal conflict is detected. The data 
transmission channel bandwidth in the simulation was 
assumed to be equal to C = 1 Gbit/s, which corresponds 
to the characteristics of typical wired industrial Ethernet 
networks.

During the analysis, the dependencies of the study 
parameters on the number of network nodes were 
examined for both peripheral and central elements. The 
differences between random distribution of nodes along 
the communication line and their uniform (equidistant) 
placement were also considered.

1. LAPLACE-STIELTJES TRANSFORMATION 
THEOREM FOR PACKET TRANSMISSION TIME

As an integral indicator of industrial network 
efficiency, similar to the approach proposed in  [1], the 
total intensity of data flow processed in a timely manner 
by all system nodes was used:

	 tot
1

,
=

l = l∑
N

i i
i

Q � (1)

wherein Qi  is the probability of timely delivery of 
packets arriving from the ith node; li is the intensity of 
packets arriving at the ith node.

As shown in  [1], the probability that no conflicts 
will arise when servicing a packet which has arrived at 
the kth node, no conflicts will arise, is estimated using 
the following formula:

	 med
2

1
e , 1, ,
−l

=
≠

= =∏
nk

n
LN

V
k

n
n k

q k N 	 (2)

wherein N  is the number of nodes in the network, 
Lnk is the distance between the kth and nth nodes in the 
network, and, Vmed is the signal propagation speed in the 
transmission medium. 

The probability Pn that a  packet arriving 
at the  kth  node will be transmitted after 
exactly  n  attempts  (i.e., n  −  1 collisions will occur 
during transmission) is equal to:

	 Pn = (1 – qk)
n − 1qk. � (3)

Based on the original results obtained earlier 
by  A.S.  Leontiev and published for the first time 
in  2001  on the development of mathematical methods 
for studying local networks [1], the following theorem 
can be formulated: 

Theorem. The Laplace–Stieltjes transform Zk
*(s) of 

the distribution function of the packet transmission time 
from the kth node is estimated using the formula:

	 * *
* *

1( ) ( )
1 (1 ) ( ) ( )

=
− −k k

k k
Z s q T s

q X s V s
,� (4)

where *

0
( ) e ( )

∞
−= ∫ st

k kV s dV t  is the distribution function 

of the packet resolution time coming from the kth node; 

*

0
( ) e ( );

∞
−= ∫ stX s dX t  X(t) is the distribution function of 

the delay time before packet retransmission in case of 

a  conflict; *

0
( ) e ( );

∞
−= ∫ stT s dT t  T(t)  is the distribution 

function of the packet transmission time without  
conflict.
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Proof. Derivation of the Laplace–Stieltjes 
transform formula for the packet transmission time 
distribution function, taking into account possible  
conflicts.

The Laplace–Stieltjes transform for a function F(t) 
which derivative is equal to F’(t)  =  f(t) is defined as 
follows:

*

0
( ) e ( ) .

∞
−= ∫ stF s f t dt

The Laplace–Stieltjes transform is characterized by 
the multiplicative property [2–6]:

if random variables ξΣ  =  ξ1  +  ξ2  +…  +  ξN are 
independent and have distribution functions Fi(t), then 
the Laplace–Stieltjes transform for the cumulative 
distribution function is defined as the product of the 
transforms of the individual functions:

* * * *
1 2( ) ( ) ( ) ... ( ).∑ = ⋅ ⋅ ⋅ NF s F s F s F s

Let us apply this data to derive functional 
relationships for packet transmission times in industrial 
networks. Let Pn denote the probability that a packet will 
be successfully transmitted exactly on the nth attempt. In 
this case, the packet transmission time for n attempts can 
be expressed as follows:

trans( ) 1 2 1 1 2
1 1

1 trans trans
1 1

... ...

,

−

− −
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= =

ξ = ξ + ξ + + ξ + η + η + +
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n n
n n

n i i
i i

T T

wherein ξi  is the resolution time of the ith  conflict;  
1

1

−

=
ξ∑

n

i
i

 is the total resolution time of n  −  1  conflicts;  

ηi  is the delay time before retransmitting the packet 

when the ith  conflict occurs; 
1

1

−

=
η∑

n

i
i

 is the total delay 

time when n  –  1  conflicts occur; Ttrans  is the packet 
transmission time (nth attempt).

If all ξ have the same distribution function V(t), and 
all η have the same distribution function X(t), then the 
Laplace–Stieltjes transform of the distribution function 
of the packet transmission time exactly after n attempts 
will take the form:

* * 1 * 1 *( ) ( ( )) ( ( )) ( ).− −= n n
n kB s V s X s T s

The Laplace–Stieltjes transform of the packet 
transmission time distribution function from 
the kth node, taking into account the conflicts that arise, 
will be determined by the expression:
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wherein qkT
*(S) is the first term, and * *(1 ) ( ) ( )− k kq X s V s  

is the denominator of an infinitely decreasing geometric 
progression. Expression (6) coincides with formula (4), 
which proves the theorem.

Differentiating the resulting expression with respect 
to  s, we obtain expressions for  (1)

kZ   and  (2)
kZ  of the 

distribution function, Zk(t), 
(1) ,kB  (2) .kB  They can be 

used to derive functional relationships for the packet 
transmission times in networks [1, 2, 7].

During modeling, the network length was assumed 
to be 500 and 1000 m, respectively. The distribution of 
nodes in the network can be deterministic with equal 
intervals or random. In the case of random distribution, 
the positions of the nodes were set arbitrarily [8–16].

2. RESULTS OF THE ANALYSIS OF INDUSTRIAL 
NETWORK CHARACTERISTICS

The communication channel bandwidth was 
assumed to be  С  =  1  Gbit/s during modeling, and the 
speed of electromagnetic signal propagation along the 
line was Vc = 2.9 ∙ 108 m/s. The maximum retransmission 
delay upon collision detection  (overlap of packets 
transmitted simultaneously) was t = 0.0005 s. A packet 
with a  length of  Lint  =  36  bits was used, in order to 
simulate interference. The directive transmission time of 
one packet was taken to be equal to  (1)

dir 0.001s,=T  and 
the length of the transmitted packet is Lpack = 4096 bits. 
The intensity of data arrival at the nodes of the simulated 
network (ln) varied from 1200 to 1800 pack/s with an 
interframe interval of Dt = 0.0005 s.

The results of the numerical experiment are shown 
in Figs. 1–7. Analysis of the dependencies (Fig. 1) shows 
that with an increase in the number of network nodes 
and their random placement along the length of the 
communication line  Lnetwork  =  500  m, as well as with 
a  traffic intensity of  ln  =  1800  pack/s,  1,110,=N  
a uniform load ρ is achieved in the central sections of the 
network and the transmission channel. At the same time, 
the border nodes demonstrate a  higher load level, 
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exceeding the average value by approximately 10–15%. 
This is due to an increase in the probability of packet 
conflicts at the network boundaries where mutual 
interference is more frequently observed. The results 
confirm the influence of the geometric location of nodes 
and the topological features of the network on the 
efficiency of the data transmission channel. This leads to 
a significant increase in the transmission time of packets 
from edge nodes when scaling the network due to the 
high load on edge nodes. The load remains virtually the 
same even with a deterministic equidistant distribution 
of nodes along the network length.

0	 10	 20	 30	 40	 50	 60	 70	 80	 90	 100	 110
Number of nodes N

1.0

0.9

0.8

0.7

0.6

0.5

0.4

0.3

0.2

0.1

Lo
ad

 ρ

ρmedium
ρavg
ρext

Fig. 1. Loads of the transmission medium (ρmedium), 
extreme (ρext), and average (ρavg) nodes with random 

distribution of nodes in the network

Figure 2  shows the dependence of packet 
transmission time on the number of network nodes N at 
a packet arrival rate λₙ = 1800 pack/s, where the delivery 
time from the average and extreme nodes is compared for 
two node distribution schemes: random and deterministic 
equidistant. The influence of network topology and node 
location on delivery characteristics is also shown.
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Fig. 2. Delivery time for packets arriving from 
the average (Tavg) and extreme (Text) nodes with random 

and deterministic equidistant distribution

The average delivery time for packets coming from 
extreme nodes given a  large number of nodes  (and 
accordingly when heavily loaded), can exceed the average 
delivery time for packets coming from middle nodes by 
several times. This was observed both in the case of 
random and deterministic equidistant node distribution. 
The time characteristics of packet transmission with 
random and deterministic equidistant placement differ 
insignificantly when scaling the network.

Figure 3 shows how the probability of timely delivery 
of Q packets depends on the total number of nodes N in 
the network. The analysis was performed separately for 
packets arriving from average and extreme nodes with 
a traffic generation intensity of λₙ = 1800 pack/s at each 
node. The graph allows us to compare how different 
node distribution schemes—random and deterministic 
equidistant—affect the guarantee of timely delivery for 
different categories of nodes when scaling the network. 
When scaling the network  (increasing the number of 
nodes), the probability of timely packet delivery drops 
sharply. This drop is more pronounced for the edge 
nodes of the network. The nature of the network node 
distribution (random or deterministic equidistant) has 
less of an impact on the probability of timely packet 
delivery.
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Fig. 3. Probability of timely delivery of packets 
coming from the middle (Qavg) and extreme (Qext) 
nodes with random and deterministic equidistant 

distribution of nodes

Figure 4  shows the dependence of network 
performance  λtot on the total number of nodes  N. The 
study was conducted for a  constant packet generation 
rate by each node, equal to λₙ = 1800 pack/s,  1,110.=N  
The graph allows us to compare the effect of network 
topology  (random and deterministic equidistant 
distribution of nodes) on throughput. Analysis of the 
curves shows how network scaling affects its overall 
performance under different organizational principles.

As can be seen in  Fig.  4, the type of node 
distribution (random or deterministic) has no significant 
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effect on performance. When scaling the network by 
increasing the number of nodes, performance first 
increases, then reaches a maximum and drops sharply. 
This is due to the fact that as the number of nodes 
increases, the load on the nodes and the transmission 
medium increases, the packet transmission time 
increases sharply, and, accordingly, the probability 
of processing packets within a  time not exceeding 
the directive decreases. This leads to a  decrease in 
performance.
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Fig. 4. Network performance with random and 
deterministic equidistant distribution of network nodes

Figures 5–7 demonstrate how the main characteristics 
of an industrial network with random multiple access 
change when scaled down when the intensity of packets 
arriving at network nodes decreases to ln = 1200 pack/s, 

1,110.=N
Figure 5  shows how the number of nodes  N in 

a  network affects the load on its key elements: the 
transmission medium, as well as the edge and middle 
nodes. The data was obtained for two topology scenarios: 
with deterministic and random node placement at an 
incoming traffic intensity of λₙ = 1200 pack/s at each 
node. The graphs show that the load on the nodes 
and the transmission medium does not significantly 
depend on the type of node distribution, but depends 
significantly on the length of the network. As can be 
seen from the graphs, the load on the transmission 
medium increases much faster than the load on the 
nodes. At the same time, with a reduced intensity of the 
incoming packet flow, the growth in the load on both 
the nodes and the transmission medium occurs much 
more slowly as the network scales up. This indicates 
more stable system operation under moderate loads. 
The maximum values of the transmission channel and 
network node load, taking into account the influence 
of collisions, are achieved only with a  larger total 
number of active network elements. This confirms the 
dependence of the system’s efficiency on the density 
of its topological structure and traffic intensity. In 

this case in particular, the critical number of nodes N 
is equal to 190, while at ln = 1800 pack/s the critical 
value is N = 110 (Fig. 1). 
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Fig. 5. Dependence of the transmission medium 
load (ρmedium), extreme (ρext), and average (ρavg) 

network nodes under deterministic and random node 
distribution with different network lengths

Figure 6  shows the effect of the total number of 
network nodes  N on the packet delivery time  Tdel. 
The dependence was analyzed separately for packets 
generated by nodes located at the network boundary and 
nodes located at its center. In all experiments, the load 
intensity generated by each node was fixed and equal 
to  λi  =  1200  pack/s. The graph allows us to estimate 
how the choice of network topology—deterministic or 
random node distribution—affects data transmission 
delays when the system scale changes.

As can be seen from the graphs, the type of node 
distribution (random or deterministic) does not 
significantly affect the temporal characteristics when 
scaling the network. In the critical operating 
area  (N  =  190) the packet transmission time is 
significantly less than in the critical operating area at 
a packet arrival rate of ln = 1800 pack/s,  1, .=n N  It was 
established that the critical value of the number of 
network nodes is  N  =  110. When this threshold is 
reached, the system transitions to saturation mode, as 
characterized by a change in the ratio between the load 
on the nodes and the data transmission channel. Analysis 
of the dependencies obtained (Figs. 2 and 6) showed that 
when the transmission medium is overloaded, the 
difference in the time characteristics of packet 
transmission between peripheral and central nodes is 
significantly less than in the case of overload of the 
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extreme nodes of the network. This indicates that under 
high loads, the data transmission channel becomes the 
determining factor in equalizing delays across the entire 
length of the network. Hence, it follows that when 
scaling an industrial network, the principle of balance 
should be observed, i.e., the load on the transmission 
medium and the load on the nodes should change 
approximately equally, taking into account the conflicts 
which may arise. To achieve this, not only must the 
intensity of the flows entering the nodes be selected in 
such a way that the load on the central nodes corresponds 
to the load on the transmission medium, but also the 
intensity of the packet flows coming for processing from 
the extreme nodes be reduced by 10–15% compared to 
the central nodes.
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Fig. 6. Delivery time of packets arriving from 
the average (Tavg) and extreme (Text) nodes with random 
and deterministic node distribution for different network 

lengths

According to the data in Fig. 7, the performance λtot 
of an industrial network demonstrates the expected 
dependence on scale: it decreases with an increase in 
the number of the nodes N. However, the key result is 
that the type of topology (both random and deterministic 
equidistant distribution of nodes) does not have 
a  significant effect on performance. This conclusion 
is confirmed by the graphs constructed for incoming 
traffic intensity λₙ  =  1200  pack/s. They also indicate 
the dominant role of the total number of nodes, rather 
than their spatial distribution, in determining network 
throughput.

The drop in performance in the critical area of 
operation caused by heavy transmission medium load 
at N = 160–190 (Fig. 7) is significantly weaker than in 
the critical area caused by heavy load on the extreme 
nodes at  N  =  90–110  (Fig.  4). This is caused by the 
fact that the time characteristics of packet transmission 
increase more sharply with a high load on the extreme 
nodes, taking into account potential conflicts,  (Fig.  2) 
when compared to a  high load on the transmission 
medium (Fig. 6).
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Fig. 7. Network performance λtot with a random 
and deterministic equidistant distribution of network 
nodes at different network lengths and packet arrival 

rates at network nodes λi = 1200 pack/s,  1,i N=

CONCLUSIONS

The performance and probabilistic-temporal 
characteristics of industrial networks with random 
multiple access were evaluated, taking into account 
restrictions on packet transmission time. The study 
formulated and then proved a theorem on the Laplace–
Stieltjes transform of the packet transmission time 
distribution function, taking into account emerging 
conflicts. 

The study also conducted an analysis of information 
transfer processes in industrial networks with random 
multiple access. It included changes in the number of 
workstations and the intensity of packet flows arriving 
at network nodes. A set of programs was developed and 
implemented, in order to automate research and evaluate 
various network operating modes during scaling and 
increased load on nodes.

The simulation showed that in the initial stages of 
network scaling, accompanied by an increase in the 
number of active nodes, there is an increase in its overall 
performance due to the more efficient use of available 
channel bandwidth. However, with a  further increase 
in traffic intensity and load on both nodes and the 
transmission medium, the system’s performance begins 
to decline. At the same time, there is a  sharp increase 
in packet transmission delays, indicating a decrease in 
the efficiency of data exchange at high network traffic 
density. In addition, the study established that nodes 
located at the periphery of the network are characterized 
by a  faster increase in packet transmission time and 
load level when compared to the central elements of 
the topology. This is due to the increased likelihood 
of collisions and signal interference arising from 
simultaneous attempts to transmit data at the edge of the 
network.
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Taking into account potential conflicts when 
the number of nodes increases, studies have shown 
that performance and timing characteristics do not 
significantly depend on the type of node distribution: 
random or deterministic equidistant. However, they 
do depend significantly on the length of the network. 
The study also showed that the timing characteristics 
of packet transmission, taking into account emerging 
conflicts, increase more sharply with high load on the 
extreme nodes when compared to high load on the 
transmission medium.

It can be thus concluded that when scaling an 
industrial network, the principle of balance should be 

observed. The load on the transmission medium and 
the load on the nodes should change approximately 
equally, taking into account emerging conflicts. In order 
to achieve this, not only must the intensity of the flows 
entering the nodes be selected in such a way that the 
load on the central nodes corresponds to the load on 
the transmission medium, but also the intensity of the 
packet flows coming for processing from the extreme 
nodes be reduced by  10–15% when compared to the 
central nodes.

Authors’ contribution. All authors contributed 
equally to the research work.

REFERENCES

	 1.	 Zhmatov D.V., Leontyev A.S. Analysis of information transmission processes in multimode fiber-
optic networks with a  token-based access method. Russian Technological Journal. 2025;13(5):41–50.  
https://doi.org/10.32362/2500-316X-2025-13-5-41-50

	 2.	 Leontyev A.S. Development of Analytical Methods, Models, and Techniques for Local Area Networks Analysis. In: 
Theoretical Issues of Software Engineering: Interuniversity Collection of Scientific Papers. Moscow: MIREA; 2001.  
Р. 70–94 (in Russ.).

	 3.	 Leontyev A.S., Zhmatov D.V. Study of the probabilistic and temporal characteristics of wireless networks using the CSMA/CA 
access method. Russian Technological Journal. 2024;12(2):67–76. https://doi.org/10.32362/2500-316X-2024-12-2-67-76

	 4.	 Ferguson С., Kleinrock L. Optimal Update Times for Stale Information Metrics Including the Age of Information. IEEE 
Journal on Selected Areas in Information Theory. 2023;4:734–746. https://doi.org/10.1109/JSAIT.2023.3344760 

	 5.	 He Z., Kleinrock L. Optimization of Assisted Search Over Server-Mediated Peer-to-peer Networks. In: 
GLOBECOM  2022  –  2022 IEEE Global Communications Conference. Rio  de  Janeiro, Brazil. 2022. Р.  4928–4934.  
https://doi.org/10.1109/GLOBECOM48099.2022.10000846 

	 6.	 Sapna, Sharma M. Performance evaluation of a  wired network with  &  without Load Balancer and Firewall.  In: 2010 
International Conference on Electronics and Information Engineering. Kyoto, Japan. 2010. Р.  V2-515–V2-519.  
https://doi.org/10.1109/ICEIE.2010.5559755 

	 7.	 Smirnova E.V. Tekhnologii sovremennykh setei Ethernet. Metody kommutatsii i upravleniya potokami dannykh (Technologies of 
Modern Ethernet Networks. Methods of Switching and Data Flow Control). Moscow: BHV-Peterburg; 2017, 480 p. (in Russ.).

	 8.	 Ivanichkina L.V., Neporada A.L. The reliability model of a distributed data storage in case of explicit and latent disk faults. 
Trudy Instituta sistemnogo programmirovaniya RAN = Proceedings of the Institute for System Programming of the RAS. 
2015;27(6):253–274 (in Russ.). https://doi.org/10.15514/ISPRAS-2015-27(6)-16

	 9.	 Wei M., Chen Z. Study of LANs access technologies in wind power system. In: IEEE PES General Meeting. Minneapolis, 
MN, USA. 2010. https://doi.org/10.1109/PES.2010.5590088

10.	 Alshaev I.A., Lavrukhin V.A. Wi-Fi networks designand optimization.  Informatsionnye tekhnologii 
i telekommunikatsii = Telecom IT. 2016;4(1):87–95 (in Russ.). https://www.elibrary.ru/wbdxbt 

11.	 Zvonareva G.A., Buzunov D.S. Using Simulation Modeling to Estimate Time Characteristics of a Distributed Computing System. 
Otkrytoe obrazovanie = Open Education. 2022;26(5):32–39 (in Russ.). https://doi.org/10.21686/1818-4243-2022-5-32-39

12.	 Talalaev A.A., Frolenko V.P. Fault-tolerant system for organizing high-performance computing for solving data stream 
processing problems. Programmnye sistemy: Teoriya i prilozheniya = Program Systems: Theory and Applications. 2018;9(1-36): 
85–108 (in Russ.). https://doi.org/10.25209/2079-3316-2018-9-1-85-108

13.	 Pavsky V.A., Pavsky K.V. Mathematical Model for Calculating Reliability Indicators of Scalable Computer Systems Considering 
Switching Time. Izvestiya  YuFU. Tekhnicheskie nauki  =  Izvestiya  SFedU. Engineering Sciences. 2020;2(212):134–145  
(in Russ.). https://doi.org/10.18522/2311-3103-2020-2-134-145

14.	 Ahmed W., Wu Y.W. A  survey on reliability in distributed systems. J.  Comput. System Sci. 2013;79(8):1243–1255.  
https://doi.org/10.1016/j.jcss.2013.02.006

15.	 Bakhareva N.F. Performance analysis of network structures by methods of queuing theory. Informatika, telekommunikatsii 
i upravlenie = Computing, Telecommunication and Control. 2009;3(80):25–34 (in Russ.). https://www.elibrary.ru/kxxbqv 

16.	 Sharafullina A.Yu., Galyamov R.R., Zaripova R.S. Technical principles for creating a wireless local network Wi-Fi. T-Comm: 
Telekommunikatsiya i transport = T-Comm. 2021;15(7):28–33 (in Russ.). https://doi.org/10.36724/2072-8735-2021-15-7-28-33



132

Russian Technological Journal. 2026;14(2):124–133

Alexander S. Leontyev,  
Dmitry V. Zhmatov

Performance analysis and timing characteristics in industrial networks  
with random and deterministic node distributions

СПИСОК ЛИТЕРАТУРЫ

	 1.	 Жматов Д.В., Леонтьев А.С. Анализ процессов передачи информации в  многомодовых оптово-
локонных сетях с  маркерным методом доступа. Russian Technological Journal. 2025;13(5):41–50.  
https://doi.org/10.32362/2500-316X-2025-13-5-41-50

	 2.	 Леонтьев А.С. Разработка аналитических методов, моделей и методик анализа локальных вычислительных сетей. 
Теоретические вопросы программного обеспечения: Межвузовский сборник научных трудов. М.: МИРЭА; 2001. 
С. 70–94.

	 3.	 Леонтьев А.С., Жматов Д.В. Исследование вероятностно-временных характеристик беспроводных сетей с методом до-
ступа CSMA/CA. Russian Technological Journal. 2024;12(2):67–76. https://doi.org/10.32362/2500-316X-2024-12-2-67-76

	 4.	 Ferguson С., Kleinrock L. Optimal Update Times for Stale Information Metrics Including the Age of Information. IEEE 
Journal on Selected Areas in Information Theory. 2023;4:734–746. https://doi.org/10.1109/JSAIT.2023.3344760 

	 5.	 He Z., Kleinrock L. Optimization of Assisted Search Over Server-Mediated Peer-to-peer Networks. In: 
GLOBECOM  2022  –  2022 IEEE Global Communications Conference. Rio  de  Janeiro, Brazil. 2022. Р.  4928–4934.  
https://doi.org/10.1109/GLOBECOM48099.2022.10000846 

	 6.	 Sapna, Sharma M. Performance evaluation of a  wired network with  &  without Load Balancer and Firewall.  In: 2010 
International Conference on Electronics and Information Engineering. Kyoto, Japan. 2010. Р.  V2-515–V2-519.  
https://doi.org/10.1109/ICEIE.2010.5559755 

	 7.	 Смирнова Е.В. Технологии современных сетей Ethernet. Методы коммутации и управления потоками данных. М.: 
БХВ-Петербург; 2017, 480 с.

	 8.	 Иваничкина Л.В., Непорада А.Л. Модель надежности распределенной системы хранения данных в  условиях яв-
ных и  скрытых дисковых сбоев. Труды Института системного программирования  РАН. 2015;27(6):253–274.  
https://doi.org/10.15514/ISPRAS-2015-27(6)-16

	 9.	 Wei M., Chen Z. Study of LANs access technologies in wind power system. In: IEEE PES General Meeting. Minneapolis, 
MN, USA. 2010. https://doi.org/10.1109/PES.2010.5590088

10.	 Альшаев И.А., Лаврухин В.А. О проектировании и оптимизации сетей Wi-Fi. Информационные технологии и теле-
коммуникации. 2016;4(1):87–95. https://www.elibrary.ru/wbdxbt 

11.	 Звонарева Г.А., Бузунов Д.С. Использование имитационного моделирования для оценки временных ха-
рактеристик распределенной вычислительной системы. Открытое образование. 2022;26(5):32–39.  
https://doi.org/10.21686/1818-4243-2022-5-32-39 

12.	 Талалаев А.А., Фроленко В.П. Отказоустойчивая система организации высокопроизводительных вычислений для 
решения задач обработки потоков данных. Программные системы: Теория и  приложения. 2018;9(1-36):85–108.  
https://doi.org/10.25209/2079-3316-2018-9-1-85-108

13.	 Павский В.А., Павский К.В. Математическая модель для расчета показателей надежности масштабируемых вы-
числительных систем с учетом времени переключения. Известия ЮФУ. Технические науки. 2020;2(212):134–145.  
https://doi.org/10.18522/2311-3103-2020-2-134-145

14.	 Ahmed W., Wu Y.W. A  survey on reliability in distributed systems. J.  Comput. System Sci. 2013;79(8):1243–1255.  
https://doi.org/10.1016/j.jcss.2013.02.006

15.	 Бахарева Н.Ф. Анализ производительности сетевых структур методами теории массового обслуживания. Информа-
тика, телекоммуникации и управление. 2009;3(80):25–34. https://www.elibrary.ru/kxxbqv 

16.	 Шарафуллина А.Ю., Галямов Р.Р., Зарипова Р.С. Технические принципы создания беспроводной локальной сети Wi-Fi. 
T-Comm: Телекоммуникация и транспорт. 2021;15(7):28–33. https://doi.org/10.36724/2072-8735-2021-15-7-28-33 

About the Authors

Alexander S. Leontyev, Cand. Sci. (Eng.), Senior Researcher, Associate Professor, Department of 
Mathematical Support and Standardization, Institute of Information Technologies MIREA  –  Russian Technological 
University (78, Vernadskogo pr., Moscow, 119454 Russia). E-mail: leontev@mirea.ru. RSCI SPIN-code 5798-9721,  
https://orcid.org/0000-0003-3673-2468 

Dmitry V. Zhmatov, Cand. Sci. (Eng.), Associate Professor, Department of Mathematical Support and 
Standardization, Institute of Information Technologies MIREA – Russian Technological University (78, Vernadskogo pr., 
Moscow, 119454 Russia). E-mail: zhmatov@mirea.ru. Scopus Author ID 56825948100, RSCI SPIN-code 2641-6783, 
https://orcid.org/0000-0002-7192-2446



133

Russian Technological Journal. 2026;14(2):124–133

Alexander S. Leontyev,  
Dmitry V. Zhmatov

Performance analysis and timing characteristics in industrial networks  
with random and deterministic node distributions

Об авторах

Леонтьев Александр Савельевич, к.т.н., старший научный сотрудник, доцент, кафедра математиче-
ского обеспечения и стандартизации информационных технологий, Институт информационных технологий, 
ФГБОУ ВО «МИРЭА – Российский технологический университет» (119454, Россия, Москва, пр-т Вернадского, 
д. 78). E-mail: leontev@mirea.ru. SPIN-код РИНЦ 5798-9721, https://orcid.org/0000-0003-3673-2468

Жматов Дмитрий Владимирович, к.т.н., доцент, кафедра математического обеспечения и стандартиза-
ции информационных технологий, Институт информационных технологий, ФГБОУ ВО «МИРЭА – Российский 
технологический университет» (119454, Россия, Москва, пр-т Вернадского, д. 78). E-mail: zhmatov@mirea.ru. 
Scopus Author ID 56825948100, SPIN-код РИНЦ 2641-6783, https://orcid.org/0000-0002-7192-2446

Translated from Russian into English by Lyudmila O. Bychkova
Edited for English language and spelling by Dr. David Mossop



134

Russian Technological Journal. 2026;14(2):134–145

© S.A. Kudzh, N.B. Golovanova, Yu.G. Grafov, 2026

ISSN 2500-316X (Online)

UDC 378.1
https://doi.org/10.32362/2500-316X-2026-14-2-134-145
EDN BYDBUX

Philosophical foundations of technology and society

Мировоззренческие основы технологии и общества

RESEARCH ARTICLE

Formation of a comprehensive approach 
to developing the scientific and educational 

infrastructure of a modern engineering university

Stanislav A. Kudzh, Natalia B. Golovanova @, Yuri G. Grafov

MIREA – Russian Technological University, Moscow, 119454 Russia
@ Corresponding author, e-mail: golovanova@mirea.ru 

• Submitted: 05.12.2025 • Revised: 15.12.2025 • Accepted: 18.02.2026

Abstract
Objectives. The work sets out to develop a comprehensive approach to grounding decisions aimed at advancing the 
scientific and educational infrastructure of an engineering university. This includes selecting modernization policies 
for the scientific and educational infrastructure, substantiating the format of scientific and educational infrastructure 
objects in light of the diversity of current tasks, involving industry partners in implementing infrastructure policies, 
as well as addressing resource support issues using mathematical formalization and analytical evaluation tools.
Methods. Methods of  systems and strategic analysis, comparison and formalization, modeling and statistical 
indicators, as well as change management, risk assessment, and strategy actualization approaches, were used.
Results. Ensuring the contribution of modern engineering universities to technological leadership is an ambitious 
task that requires a  focused approach to  the development of  scientific and educational infrastructure. One 
effective solution consists in the creation of specialized laboratories, or mega-laboratories, which are considered 
as  an optimal format for the scientific and educational infrastructure. Such laboratories combine educational, 
research, and communication zones, along with their respective advantages and typologies. The importance 
of collaboration with industry partners in driving innovation, helping to ensure that educational programs, research, 
and development align with market needs, is demonstrated. A mathematical model is developed for evaluating 
projects associated with the establishment of a mega-laboratory based on a comprehensive system of indicators. 
This model was used to  formalize the procedure for selecting and financing of  newly created scientific and 
educational infrastructure.
Conclusions. Infrastructure constraints defined at the state level in the context of technological development and 
the need to  ensure technological independence are becoming a  key challenge for engineering universities. This 
necessitates the development of  tools for seeking, justifying, and making managerial decisions. The described 
comprehensive approach takes into account current requirements for scientific and educational infrastructure 
facilities, including a high degree of  integration between education and science, and the involvement of  industry 
partners in  the development process in  order to  bridge the gap between education, science, and the demands 
of the real economy. The formulated recommendations and proposed solutions effectively address the issues faced 
by modern engineering universities within development programs.
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Резюме
Цели. Целью статьи является разработка комплексного подхода к  обоснованию решений, направленных 
на развитие научно-образовательной инфраструктуры инженерного университета, включающего выбор по-
литики модернизации научно-образовательной инфраструктуры, обоснование формата объектов научно-
образовательной инфраструктуры с  учетом многообразия актуальных задач, вовлечение индустриальных 
партнеров в реализацию инфраструктурной политики, а также вопросы ресурсного обеспечения, реализуе-
мого с применением инструментов математической формализации и аналитической оценки. 
Методы. В исследовании использованы методы системного и стратегического анализа, методы сравнения 
и формализации, методы моделирования и статистических показателей, методы управления изменениями 
и рисками, а также метод актуализации стратегии. 
Результаты. Масштабные задачи по обеспечению вклада современных инженерных университетов в до-
стижение технологического лидерства требуют особого внимания к  вопросам развития научно-образо-
вательной инфраструктуры. Эффективным решением является создание лабораторий особого типа  – 
мегалабораторий, которые рассматриваются как оптимальный формат объекта научно-образовательной 
инфраструктуры, сочетающий учебные, исследовательские и  коммуникационные зоны с  их преимуще-
ствами и типологией. Обоснована значимость партнерства с индустриальными партнерами как ключевого 
драйвера развития, обеспечивающего соответствие образовательных программ, исследований и разрабо-
ток потребностям рынка. Разработана математическая модель оценки проекта создания мегалаборатории, 
основанная на комплексной системе показателей, позволяющая формализовать процедуру выбора и при-
нятия решения о финансировании вновь создаваемых объектов научно-образовательной инфраструктуры. 
Выводы. Определенные на государственном уровне инфраструктурные ограничения в условиях техноло-
гического развития и необходимости достижения технологического лидерства становятся для инженер-
ных университетов ключевым вызовом, требующим формирования инструментария поиска, обоснования 
и  принятия управленческих решений по  развитию объектов научно-образовательной инфраструктуры. 
Использование комплексного подхода позволяет максимально учесть актуальные требования к объектам 
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INTRODUCTION

During a strategic session on education development 
in autumn  2024, which was chaired by the Prime 
Minister of the Russian  Federation, M.V.  Mishustin1, 
and also attended by the Minister of Science and Higher 
Education of the Russian  Federation, V.N.  Falkov, 
infrastructure limitations were highlighted as one of the 
current challenges faced by the higher education system 
and engineering universities2. Therefore, university 
management focuses on developing the required material 
and technical basis, which largely determines the ability 
to train qualified engineering personnel for the Russian 
high-tech economy, conducting scientific research and 
development (R&D) to achieve technological leadership, 
and thus ensuring technological independence.

In today’s socioeconomic climate, the development 
of the material and technical infrastructure of an 
engineering university presents a  complex challenge. 
While the search for funding is undoubtedly an 
important aspect, universities also need to adapt to the 
rapidly evolving technological landscape and respond 
to ongoing changes. The “Concept of Technological 
Development of the Russian  Federation until  2030,” 
approved by Directive  No.  1315-r of the Government 
of the Russian Federation on May 20, 20233, identifies 
the rapid acceleration in the creation and diffusion 
of novel technologies, including digital technologies 
that are radically changing markets and production 
systems, as one of the main threats to technological 

1  http://government.ru/news/53144/. Accessed February 04, 
2026. (In Russ.).

2  https://www.minobrnauki.gov.ru/press-center/news/novosti-
ministerstva/90823/. Accessed February 04, 2026. (In Russ.).

3  The Concept of Technological Development of the Russian 
Federation until 2030. Directive of the Government of the 
Russian Federation of May 20, 2023 г. No. 1315-r. http://government.
ru/docs/48570/. Accessed February 04, 2026. (In Russ.).

advancement. If an engineering university fails to 
address this issue effectively, it may be forced to adopt 
a  “catch-up” development model, resulting in a  lag 
in training engineering personnel and a  decline in 
innovative R&D efforts.

The main task of any university administration is to 
create favorable conditions for learning. This includes 
maintaining buildings, structures, and land plots in 
a  state that is conducive to education and scientific 
research, e.g., carrying out preventive maintenance 
on air conditioning and ventilation systems, etc. It 
is also necessary to provide constant support for 
developing the interest of students in mastering modern, 
innovative solutions, software and hardware complexes, 
conducting advanced scientific research, as well as 
organizing closer cooperation with leading companies 
in the Russian Federation, including in the production 
of goods and the introduction of new product quality 
control methods. The key to effective learning consists 
in motivating the desire of students for continuous 
improvement and the acquisition of new knowledge. In 
this regard, the students’ conviction that their practical 
skills are being developed using the latest equipment 
and modern instruments becomes a crucial element.

STRATEGIC DEVELOPMENT DIRECTION 
OF SCIENTIFIC AND EDUCATIONAL 

INFRASTRUCTURE

One of the key areas of development for 
a  modern engineering university, since underpinning 
its educational and scientific activities, is widely 
considered to lie in the modernization of material and 
technical resources, primarily laboratories. However, 
despite the importance of considering approaches to 
infrastructure policy implementation, issues related to 
laboratory facility development strategy and proposed 
project evaluation have not received adequate attention. 

научно-образовательной инфраструктуры, включая высокий уровень интеграции образования и  науки, 
необходимость учета и  включения в  процесс развития индустриальных партнеров как залог сближения 
образования, науки и потребностей реальной экономики. Сформулированные рекомендации и предло-
женные решения позволяют эффективно решать задачи, стоящие перед современными инженерными 
университетами в рамках программ развития.

Ключевые слова: инженерный университет, научно-образовательная инфраструктура, мегалаборатории, 
индустриальное партнерство, оценка инфраструктурных проектов, стратегическое планирование, междисци-
плинарные исследования, технологическое развитие, математическая модель, система показателей эффектив-
ности
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Research into engineering university development, 
particularly in terms of the training of engineering 
personnel, is attracting increased interest4 [1–4]. With 
regard to scientific and educational infrastructure, 
only isolated statements acknowledge the role and 
importance of laboratories without revealing the full 
depth and complexity of the issue of creating and 
developing such infrastructure. For example, it is stated 
in the study by L.B.  Sobolev that “only strong  (and 
wealthy) scientific laboratories at universities are 
capable of creating a basis for the transition to a digital 
economy” [5]. According to F.F. Sharipov, educational 
and scientific laboratories at universities are one of the 
key elements in tackling the tasks set out in the Strategy 
for Scientific and Technological Development  [6]. 
Nevertheless, the study fails to adequately address the 
question of how to create laboratories that will actively 
contribute to scientific and technological development 
or how to solve the problems that inevitably arise as 
part this process.

Clearly, infrastructure policy can be implemented 
in a  variety of ways, with the specific approach taken 
depending on the particular strategy adopted for 
developing scientific and educational infrastructure. 
However, it is clear that the development of a university’s 
material and technical base is will require active 
management. Otherwise, “the lack of proper attention to 
this issue... has a negative impact on the quality of the 
educational process as a whole” [7].

RTU MIREA’s strategy involves the creation of 
mega-laboratories (mega-labs) as unique scientific 
and educational complexes. At present, mega-
labs form the core of RTU  MIREA’s scientific and 
educational infrastructure. Boasting the most advanced 
technological solutions, these facilities offer a  wide 
range of possibilities for use in both educational and 
research activities.

In addition to identifying a  location for laboratory 
work or a  researcher’s workspace, the establishment 
of a  mega-lab involves also entails organizing the 
procurement and installation of equipment, along with its 
appropriate placement in a designated space. A mega-lab 
is a specialized type of educational and research facility, 
encompassing a  scientific and academic complex that 
includes classrooms, areas for collaborative research, 
offices, communications spaces, and informal areas. It is 
designed to be a comfortable working environment with 
various infrastructure components for all concerned 
parties.

4  Analytical report of the HSE Labor Market Research 
Laboratory: “Graduates of Engineering Specialties: Resistance 
of Materials in the Russian Labor Market.” https://www.hse.ru/
data/2025/04/15/1951597714/Report_20250415.pdf. Accessed 
February 04, 2026. (In Russ.).

Several compelling reasons can be adduced to justify 
the emphasis on establishing mega-labs.

Firstly, the mega-lab concept structures the 
development of large, well-equipped facilities focused 
on executing significant educational and research 
initiatives, which are capable of addressing their own 
resource requirements.

Secondly, it provides an opportunity for the 
implementation of interdisciplinary projects that are 
strategically significant for the overall development 
of the university, the realization of its development 
program, and the enhancement of the volume and 
quality of work and services provided for the benefit of 
all concerned parties.

Thirdly, mega-labs provide a  convenient means 
of attracting industrial partners and leveraging co-
financing mechanisms for projects that utilize the mega-
lab concept for educational and research activities.

Fourthly, economies of scale are achieved through 
the introduction of the most advanced equipment, 
sophisticated systems, technologies, software, and 
hardware solutions, which are utilized by various 
departments of institutes for education and research. 
This serves to reduce unit costs and operating expenses.

Fifthly, there is an opportunity to apply for state 
support in relation to the implementation of regional 
and national projects, as well as securing co-funding 
for basic or applied scientific research in areas where 
RTU MIREA has achieved significant progress. This is of 
particular relevance when participating in competitions 
organized by the Russian Ministry of Education and 
Science  (Minobrnauka)5, Ministry of Industry and 
Trade  (Minpromtorg)6,  etc., for the implementation 
of which projects the university is required to attract 
external funding.

Sixthly, the concept structures the upgrading of 
material and technical infrastructure of previously 
established mega-labs that have proven their efficacy 
in terms of providing an excellent basis for developing 
professional expertise.

Finally, the establishment of mega-labs develops 
model solutions for scientific and educational 
infrastructure that can be scaled and replicated 
to further enhance engineering education and 
improve the effectiveness of scientific  R&D in 
line with the national scientific and technological 
development agenda. For this reason, all mega-lab 
projects are equipped with a  comprehensive range 

5  The Ministry of Science and Higher Education of the 
Russian Federation  (Minobrnauka). https://minobrnauki.gov.ru/. 
Accessed February 04, 2026. (In Russ.).

6  The Ministry of Industry and Trade of the Russian 
Federation (Minpromtorg). https://minpromtorg.gov.ru/. Accessed 
February 04, 2026. (In Russ.).

https://www.hse.ru/data/2025/04/15/1951597714/Report_20250415.pdf
https://www.hse.ru/data/2025/04/15/1951597714/Report_20250415.pdf
https://minobrnauki.gov.ru/
https://minpromtorg.gov.ru/
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of methodological, educational aids, and materials, 
including video lectures for conducting classes at 
universities at which programs and projects are 
carried out in collaboration with strategic partners of 
RTU MIREA. This is certainly beneficial for partner 
organizations that need to select a  site for testing 
technological and organizational solutions as model 
solutions for future implementation.

When developing the university’s scientific and 
educational infrastructure through the establishment 
of mega-labs, the decision regarding the feasibility of 
a  given project should be informed by its typological 
differentiation. This is important since each identified 
type of mega-lab is characterized not only by its specific 
functional purpose and objectives, but also by its 
financial model.

One typological approach includes projects 
for developing mega-labs focused on fundamental 
disciplines. While the primary purpose of such 
mega-labs consists in the provision of support for 
educational activities, they may also serve as platforms 
for conducting fundamental research. Funding for 
these projects is provided through the RTU  MIREA 
centralized fund.

The second type of mega-lab is associated with 
projects that are developing future technologies. These 
are research and development platforms where work is 
carried out on tasks that may not have an identified end 
user at the current stage, but whose results are likely 
to be in high demand in the near future. These labs can 
be “seen as a  testing ground for promising ideas and 
for identifying potential leaders who will organize new 
areas of research.”7 Financial support for these projects 
is provided through the RTU MIREA centralized fund, 
taking into account the obligations of the educational 
and research departments to explore new areas of 
activity.

The third—most prevalent—type of mega-lab 
focuses on addressing urgent practical issues, such 
as the training of engineering personnel, as well as 
the conduct of scientific research and development 
that is in high demand. These laboratories primarily 
concentrate on interdisciplinary and multidisciplinary 
projects within educational and research activities, 
as well as the creation of experimental production 
facilities. There is “increasing demand for technical 
universities to act as production laboratories for 
promising innovations.”8 The establishment of such 
mega-labs necessitates active collaboration with 
industrial partners.

7  https://www.rbc.ru/society/14/11/2022/63720d159a79476
7085e7261. Accessed February 04, 2026. (In Russ.). 

8  https://rectorspeaking.ru/tekhnicheskie-vuzy-dolzhny-stat. 
Accessed February 04, 2026. (In Russ.).

PARTNERSHIP AS A DRIVER  
OF SUSTAINABLE DEVELOPMENT  

OF THE ENGINEERING UNIVERSITY

The interaction between universities, organizations, 
and businesses is a  rapidly evolving trend in modern 
higher education  [8]. Such interaction, which allows 
engineers to be trained to meet specific employer needs, 
involves research and development carried out on products 
and technological solutions that align with a company’s 
current technical capabilities and future goals.

The issue of collaboration between universities and 
industry partners is not new [9]. However, as noted in 
one publication, “domestic universities often implement 
traditional and conventional technologies and methods 
for working with companies,” and “the scope and 
effectiveness of such collaboration is often constrained 
by a lack of a systematic approach” [10].

Active collaboration can clearly emerge where the 
interests and expertise of universities and businesses 
intersect, creating a continuous scientific and industrial 
chain “from concept to implementation” for specific 
products. Therefore, partnerships between engineering 
institutions and business entities, which should be long-
term rather than one-time events or initiatives, must 
be aimed at promoting university growth. However, 
such expansion and development will only occur if the 
collaboration satisfies the interests of both parties, with 
mutual benefit acting as a  sort of “strategic screening 
mechanism” that allows for informed management 
decisions and guarantees advantages for each participant.

The interaction between universities and industry 
partners is developing especially dynamically among 
those participating in the Priority  2030  program. As 
noted by D.N.  Chernyshenko, Deputy Prime Minister 
of the Russian Federation, universities are “building 
and strengthening partnerships with companies in the 
real economy. Over the past two and a half years, more 
than  420 consortia have been formed as part of the 
program, uniting universities, research organizations, and 
businesses. Over 6000 agreements have been concluded 
with industrial partners totaling more than RUR 62 bn.”9

In light of the ongoing collaborative efforts between 
universities and industry partners, a  strategic approach 
should set out to involve industry representatives in the 
development the university’s academic and research 
infrastructure. Partner involvement is essential for 
several reasons. Firstly, it involves the formulation 
of a  comprehensive schedule for establishing a  new 
academic and research environment that addresses current 
challenges. Such an environment should provide physical 
and technical facilities that take into account the interests 

9  https://www.minobrnauki.gov.ru/press-center/news/novosti-
ministerstva/90675/. Accessed February 04, 2026. (In Russ.).

https://www.rbc.ru/society/14/11/2022/63720d159a794767085e7261
https://www.rbc.ru/society/14/11/2022/63720d159a794767085e7261
https://rectorspeaking.ru/tekhnicheskie-vuzy-dolzhny-stat
https://www.minobrnauki.gov.ru/press-center/news/novosti-ministerstva/90675/
https://www.minobrnauki.gov.ru/press-center/news/novosti-ministerstva/90675/
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of all concerned parties. Secondly, establishing each mega-
lab at a major engineering institution like RTU MIREA 
is a costly undertaking that requires significant financial 
resources. Through partnership with industry, universities 
can share costs and leverage expertise and resources to 
ensure the success of the associated projects.

The financial strategy of a  modern university 
necessarily involves the development of initiatives 
to diversify the sources of funding for its operations, 
including attracting investments from employers and 
other concerned parties [11]. This diversification process 
is based on the engagement of various parties in innovative 
activities such as the implementation of R&D results in the 
operations of existing enterprises and the establishment 
of new ones. Additionally, it involves collaboration with 
partners in research and design activities, which enhances 
the potential for scientific research and innovation.

In most cases, opportunities for collaboration and 
engagement with an industrial partner are realized in mega-
lab projects of the third type, which are the most ambitious 
and focus on interdisciplinary and multidisciplinary 
development. The financial model for these projects 
involves co-funding from an industrial partner who 
acquires the status of strategic partner to the university. 
This includes the replication of proposed solutions 
across universities throughout the country, as well as the 
implementation of research and project activities through 
network interaction and networked educational projects 
and programs (including continuing education programs).

The development of these processes is facilitated 
by a  number of developments in higher education. 
These include the transition of educational 
organizations to autonomous status, the establishment 
of a  financing system that is aligned with modern 
economic conditions, and the development of 
an endowment fund system. Such developments 
should contribute to enhancing the independence 
of educational institutions. However, in order to 
attract such funding, a  well-established system of 
collaboration, cooperation, and partnership with 
businesses and organizations becomes essential.

EVALUATION OF MEGA-LAB DEVELOPMENT 
PROJECTS FUNDED BY THE CENTRALIZED FUND

Although the mega-lab development projects at 
RTU  MIREA receive funding from a  centralized fund, 
a substantial portion of this funding comes from revenue-
generating activities. This constitutes an important 
financial asset for the university today, enabling it to pursue 
its development objectives, including those pertaining to 
its scientific and educational infrastructure [12].

In light of the increasing need to modernize the 
material and technical infrastructure, as well as the 
development of new areas of scientific and academic 

activity, it is essential that the decision regarding 
funding be justified based on established criteria. Since 
the choice regarding which project to pursue for the 
development of the scientific and academic infrastructure 
is a  managerial decision, the selected criteria must be 
clearly related to the institution’s operations and aimed at 
achieving strategic goals [13]. Given limited resources, 
the primary criterion for making such a decision should 
be to maximize the project’s benefit to the institution. 
Simultaneously, it is critical to ensure transparency 
in competitive processes, which enhances employee 
confidence in management decisions and, ultimately, 
improves the efficiency and efficacy of operations.

Given the limited financial resources available 
to educational institutions, a  transparent process is 
necessary for the selection of laboratory development 
projects. This process serves as a reliable and efficient 
tool for university administration in the development 
of scientific and educational infrastructure [14].

The creation of a  system to select mega-lab projects 
supported by the university has resulted in the following 
research goals being identified: the development of a  set 
of indicators to provide a comprehensive evaluation of the 
proposed projects; the selection and validation of an approach 
for integrating project evaluation; and the creation of a rating 
system to inform decisions regarding project support.

The primary consideration for selecting a project is 
the expected value and potential benefits of the mega-
lab in addressing challenges in critical areas of activity. 
Based on this criterion, a  framework of indicators has 
been established to describe the key aspects of the 
proposed mega-lab. This framework consists of five 
groups of indicators, which are further divided into 
specific sub-indicators (Table 1):

These include:
•	 educational activities;
•	 research and development; 
•	 collaboration with industry partners; 
•	 relevance and significance of the project;
•	 uniqueness of the project.

The list of indicators above shows how each project 
is evaluated. The evaluation is based on two main types 
of activity: education and research. The involvement of 
industrial partners is also evaluated as an indicator of the 
project’s value to the real economy. In addition to the 
aforementioned three components, the proposed system 
of indicators incorporates image characteristics that take 
improved perceptions of the project into account.

Except for those in the fifth group, each indicator’s 
logical formula is based on the principle of relative 
value in the form of an index  (Table 2). This ensures 
the comparability of all heterogeneous indicators 
and results, and enables them to be aggregated into 
a summary indicator despite the multidimensionality of 
the source information [15].



140

Russian Technological Journal. 2026;14(2):134–145

Stanislav A. Kudzh,  
Natalia B. Golovanova, Yuri G. Grafov

Formation of a comprehensive approach to developing the scientific  
and educational infrastructure of a modern engineering university

Table 2. Index system for evaluating projects for the development of scientific and educational infrastructure

1
Educational activities

l cov con
EA 3

+ +
=

I I I
I  is the index of the mega-lab workload in educational activities

1.1

Il is the index of the mega-lab expected load.

l
TCH ,
ML

=I  where TCH is total volume of classroom hours scheduled (prescribed) for laboratory work and practical 

exercises in mega-lab for the academic year, in hours; ML is the maximum possible workload of mega-lab, in hours

1.2

Icov is the index of the expected coverage of students.
1 2

cov
total

C +C +...+C
,

C
= iI  where Сi is the expected number of students (or individuals) from academic departments participating 

in the mega-lab activities, persons; Сtotal is the total number of students at the university at the time of applying, persons

1.3

Iinv is the index of expected involvement of academic and research departments.

inv ,=
NI
M

 where N is the number of academic and research departments whose students plan to participate in mega-lab 

activities; M is the total number of academic and research departments at the university

2
Research and development

profit hr yr inv pa
R 5

+ + + +
=

I I I I I
I  is the index of mega-lab utilization for R&D

2.1

Iprofit is the profitability index of research projects carried out at mega-lab.
exp spec exist exp spec exist

profit
exp spec exist

(P P P ) (E E E )
,

P P P

+ + − + +
=

+ +
I  where: Pexp is the expected profit for research projects scheduled 

to be carried out at the mega-lab, RUR mln; Pspec is the profit gained by the university from completed research projects under 
existing contracts (stages) in the relevant field of specialization over the past three years, RUR mln; Pexist is the expected profit 
from research projects under existing contracts (stages) within the relevant field of specialization, RUR mln; 

Table 1. Comprehensive system of indicators for evaluating the mega-lab project

No. Group of Indicators Sub-indicator

1 Educational activities

1.1. Expected workload of the mega-lab with training sessions
1.2. Expected coverage of students in classes at the mega-lab
1.3. �Expected involvement of educational and research departments in using the mega-lab 

for educational purposes

2 Research and 
development (R&D)

2.1. Profitability of research projects conducted at the mega-lab
2.2. Publication activity aligned with the focus of the mega-lab
2.3. �Contribution of R&D outcomes generated at the mega-lab to the university’s overall 

research efforts
2.4. Efficiency in human resource utilization
2.5. Engagement of young researchers in R&D

3 Collaboration 
with industry partners

3.1. Participation of an industry partner in co-funding the establishment of a mega-lab
3.2. Use by the industry partner of a targeted training program for personnel development
3.3 Employment of university graduates in enterprises and organizations of an industrial partner

4
Relevance 
and significance 
of the project

4.1 �Correspondence of the topics of scientific and educational projects and mega-lab activities 
with the national technological leadership project (NTLP) directions.

4.2 Integration of mega-lab’s core activities into RTU MIREA strategic goals

5 Uniqueness 
of the project

5.1 Absence of analogues: A fundamentally new mega-lab
5.2 Uniqueness of individual mega-lab components
5.3 Modernization of existing mega-lab
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2.1

Eexp is estimated expenses (excluding contributions to the centralized fund of the university) for research projects 
scheduled to be conducted at the mega-lab, RUR mln; Espec is expenses (excluding contributions to the centralized fund 
of the university) for completed contracts (stages) for research projects within the relevant field of specialization over 
the past 3 years, RUR mln; Eexist is expected expenses (excluding contributions to the centralized fund of the university) 
for research projects (stages) with the relevant field of specialization, RUR mln

2.2

Ihr is the human resource utilization index. 
emp

hr
fte

C
,

C
=I  where Сfte is the number of full-time equivalents allocated for carrying out R&D projects; Сemp is the number 

of full-time employees in R&D projects, person

2.3

Iyr is the recruitment index for young researchers to carry out R&D.
yr

yr
emp

P
,

P
=I  where Pyr is the number of young researchers involved in the R&D implementation: up to 35 years old without 

an academic degree, up to 35 years old with the Candidate of Science degree or up to 40 years old with the Doctor 
of Sciences degree, persons; Pemp is the number of employees actually involved in the R&D implementation, persons

2.4

Icon is the contribution index of the R&D performed at the mega-lab to the results of the university’s research activities.
fsp

con
total

C
,

C
=I  where Cfsp is the cost of field-specific projects performed over the past 3 years (certificates of acceptance 

of works), RUR mln; Ctotal is the total cost of completed R&D projects at the university over the past 3 years (certificates 
of acceptance of works), RUR mln

2.5

Ipa is the publication activity index related to the mega-lab specific field.
sf

pa
total

PUB
,

PUB
=I  where PUBsf is the number of publications related to the specific field of the mega-lab in the year 

preceding the project application; PUBtotal is the total number of university publications in the year preceding the project 
application

3
Collaboration with industrial partners

cof tgt empl
eng 3

+ +
=

I I I
I  is the industrial partner engagement index into the mega-lab project

3.1

Icof is the index of industrial partner’s participation in co-funding the establishment of a mega-lab.
cof

cof
total

F
,

F
=I  where Fcof is the amount of funding that the industrial partner plans to allocate to the implementation 

of the project, RUR mln; Ftotal is the total project cost, in million rubles

3.2

Itgt is the index of industrial partner’s use of target training mechanisms for personnel training.
tgt

tgt
tgt total

S
,

S
=I  where Stgt is the number of target students from an industrial partner, persons; Stgt total is total number 

of students enrolled in target training, persons

3.3

Iempl is the employment index for the university graduates in the entities affiliated with the industrial partners.
empl empl

empl
empl tgt

G G
,

G 28
= =I  where Gempl is the number of university graduates employed in the industrial partner 

organization over the past 4 years, persons; Gempl tgt is the number of graduates employed by an industrial partner’s 
organization over the past 4 years, persons. This is based on an annual target of recruiting at least 70% of the current year’s 
graduates, in the interests of the industrial partner

4

Relevance and significance of the project in relation to the strategic objectives of university development
NTLP

rel 2
+

=
I I

I sg  is the index of the project’s relevance and significance for the university development

4.1

INTLP is the correspondence index between the topics of educational projects along with mega-lab specialization 
and NTLP specialization.

sched
NTLP

NTLP
,

NTLP
=I  where NTLPsched is the number of NTLP whose tasks will involve work scheduled to be done 

at the mega-lab; and NTLP is the total number of ongoing NTLPs

Table 2. Сontinued
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4.2

Isg is the index of integration of the main fields of the mega-lab specialization in achieving the strategic goals 
of RTU MIREA, as set out in the Priority 2030 program.

sched
sg

SI
,

SI
=I  where SIsched is the number of strategic initiatives under the Priority 2030 that will involve work 

at the mega-lab; SI is the total number of strategic initiatives specified in the Priority 2030

5
Uniqueness of the mega-lab project

uniq
A/C/U

5
=I  is the project uniqueness index

5.1 A is the absence of analogs in the Russian Federation, meaning the establishing of a fundamentally new 
laboratory (5 points)

5.2 C is the presence of separate laboratory components in other organizations (2 points)

5.3 U is the upgrade of existing mega-lab complexes (1 point)

Table 2. Сontinued

As a  result, the overall assessment index for the 
project to establish a mega-lab includes five sub-indices:

•	 IEA is the index of the mega-lab utilization for 
educational activities;

•	 IR is the index of the mega-lab utilization for R&D;
•	 Ieng is the engagement index of an industry partner 

into a mega-lab project;
•	 Irel is the index of the project relevance and 

significance for the university advancement;
•	 Iuniq is the project uniqueness index.

Each Ii index can range from 0 to 1, with 1 representing 
the maximum possible score and therefore the highest 
potential value and usefulness of the mega-lab.

To ensure the ability to defend the submitted 
project and address any issues that may arise during the 
review process, a project presentation assessment  (PP) 
is incorporated as a  separate component of the overall 
estimation. In order to make it comparable with other 
estimations presented in a similar format, PP assessment 
is binary, meaning it can only take one of two possible 
values: 0 or 1.

Therefore, the integral estimation of the submitted 
project (IEP) is as follows:

IEP = F(IEA, IR, Ieng, Irel, Iuniq, PP).

The following mathematical formulation is derived 
from the current practice of obtaining a comprehensive 
assessment in the form of a composite index:

EA R eng rel uniq
1 2 3IEP PP,

3 2

+ + +
= + +

I I I I I
K K K

where Ki represents the weighting coefficient of 
each IEP component.

Since K1 is a weighting factor for indicators that are 
directly linked to and represent strategically significant 
areas of activity, the first three indicators are included 

in the comprehensive assessment with a  relative 
importance of 3. The remaining two components of the 
comprehensive assessment are included with an equal 
weighting  of  1. Accordingly, the following integrated 
estimation model is derived:

EA R eng rel uniqIEP 3 PP.
3 2

+ + +
= ⋅ + +

I I I I I

The maximum possible score for the integral 
estimation of the mega-lab project is 5 points. To assess 
the level of the project presented, the actual estimation 
value must be compared to the maximum possible value:

actualIEP
.

5
g =

This demonstrates how close the actual project 
estimation value is to the maximum possible value of 5. 
As a result, the decision is based on the following ratios:

•	 0.7  ≤  γ  ≤  1.0: the project is accepted for 
implementation;

•	 0.4 ≤ γ < 0.7: “grey area,” meaning that the project 
is proposed for revision, primarily by strengthening 
its integration into the solution of tasks that are 
strategically important for the university;

•	 0 ≤ γ < 0.4: the project is rejected.
The primary benefit of the proposed methodology 

is its comprehensive and objective nature. This ensures 
that the resulting integrated estimation of the project 
provides a robust basis for appropriate decision-making.

CONCLUSIONS

The dynamic, sustainable, and socially-beneficial 
development of engineering universities greatly 
depends on the effective modernization of their 
material and technical infrastructure. Experience 
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shows that, in addition to financial investment, this 
process requires well-planned infrastructure policies 
and strategic planning for the development of scientific 
and educational facilities. These measures enable 
decisions that ensure the long-term sustainability and 
development of educational organizations, as well as 
the achievement of goals set out in their development 
programs.

The diverse range of activities currently undertaken 
by engineering universities, coupled with the significant 
cost of establishing and maintaining scientific and 
academic infrastructure, necessitates a  structured and 
formal approach to the selection of projects aimed 

at enhancing the material and technological base of 
these institutions. Such an approach, as proposed by 
educational, research, and academic units, ensures 
maximum objectivity in the evaluation process. The 
implementation of the systematic and comprehensive 
project selection methodology proposed in this paper will 
facilitate the identification and development of effective 
solutions within the core areas of university operations, 
particularly in the context of interdisciplinary initiatives 
in innovation, education, and research.
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