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Abstract

Objectives. This review article sets out to evaluate the use of Generative Adversarial Networks (GANs) to
revolutionize cybersecurity and anomaly detection process. The research focuses in particular on the capabilities
of GANs to produce synthetic data and simulate adversarial attacks, as well as identifying outliers and resolving
training, instability, and ethical issues.

Methods. A systematic review of relevant peer-reviewed articles spanning 2014 through 2024 was undertaken.
Results. The discussion concentrated on two main areas of GAN application: (1) cybersecurity through intrusion
detection and adversarial testing; (2) anomaly detection for medical diagnostics and surveillance purposes. The
research studied two essential GAN variants named Wasserstein GANs and Conditional GANs for their performance
in addressing technical challenges. The assessment of synthetic data quality used the Fréchet Inception Distance
and Structural Similarity Index Measure as evaluation metrics.

Conclusions. GANs enhance security measures through their production of caused datasets resulting in
a 25% improvement of detection systems accuracy. The technique allows strong adversarial assessment to reveal
system weaknesses while helping detect irregularities in data-poor areas for medical diagnostics. High-dimensional
tasks demonstrate 40% training instability and lead to 30% output diversity loss. The need for regulatory frameworks
becomes essential due to ethical issues, which include the use of deepfakes that result in 25% success rates of
biometric system evasion. Given ethical rules regulating their proper use, GANs advance cybersecurity by providing
anomaly detection simultaneously with improved training stability and lower operating expenses. Prior versions of
GAN-reinforcement learning and additional transparent systems require focused development as part of responsible
innovation efforts.

Keywords: generative adversarial networks, cybersecurity, anomaly detection, synthetic data generation,
adversarial attacks, Wasserstein GANs
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Pe3iome

Llenu. OCHOBHOW Lenbio 0630pa ABNSETCS OueHKa U3MEHEHUN kKnbepObe3onacHOCTM U METOO0B OOHapyXeHUs
aHoManuii B pesynbTate AeNCTBUSA reHepaTnBHO-cocTa3aTeNbHbIx ceTen (FCC). B nccnegoBaHum aHann3npyoTcs
BO3MOXHOCTU TCC npu reHepaumm CUHTETUHECKUX AAHHbIX, MOAENMPOBAHNN COCTA3AaTENbHbIX aTak, BbISBIEHUN
BbIOPOCOB, a TakxXe peLleHnn NpobaemM HeCcTabubHOCTY 00YHEHUS 1 STUHECKUX BOMPOCOB.

MeTopgbl. [NpoBeaeHO CUCTEMATMYECKOE UCCNEeOOBaHME HA OCHOBE Hay4yHbIX CTATelN, OXBaTbliBAKOLLMX MEPUOL,
c 2014 no 2024 rr.

PeaynbTaTtbl. OOCYXAEHNE COCPENOTOYEHO Ha ABYX OCHOBHbIX 00/1acTax npumMmeHeHus TCC: ob6ecneveHnmn knbep-
06e30nacHOCTM NOCPEACTBOM OOHAPYXEHN BTOPXEHUI U NPOBEAEHNS COCTA3aTENbHOrO TECTUPOBAHUS, a TAKXKe
0BOHapy>XeHU aHOManuin B LENsX MeAULMHCKON ANArHOCTUKM U MOHUTOPUHra. MiccnenoBaHbl ABa KIHOYEBbIX Ba-
puaHTa 'CC — BaccepwTtenHoBckmne 'CC n ycnosHblie [CC — ¢ TOYKM 3peHunst UX 9PPEKTUBHOCTU B PELLEHNN TEXHU-
yeckux 3agad. Mpu oueHKke Ka4ecTBa CUHTETUYECKUX OAHHbIX UCMOJIb30BaHbI BE METPUKMK: paccTosiHne dpelue 1
nokasaTesib CTPYKTYPHOro CX0ACTBa.

BbiBogbl. [CC yny4ywiailoT 6€30MaCHOCTb 3@ CYET reHepaumm Cneumanm3rvpoBaHHbIX HAOOPOB AAHHbIX, YTO MPU-
BOOWT K MOBBILLIEHMNIO TOYHOCTU CUCTEM OBHapyxeHnsa Ha 25%. MeTon no3BONSET NPOBOAUTL YryONEeHHYO CO-
CTA3aTeNbHYIO OLLEHKY OJ19 BbISIBNIEHUSA CnabblX MECT CUCTEM, a Takke CnocOOCTBYET OOHAPYXEHUIO HaPYLUEHWN
B 005acTax ¢ AedULMTOM OaHHbIX A9 MEOULIMHCKOW ANArHOCTUKM. BbiCOKOpa3mepHble 3a4a4n AEMOHCTPUPYIOT
40%-t0 HecTabunnbHOCTbL 00y4eHusa 1 npueoaaT K 30%-1 noTepe pa3HooOpasuns BbIxOAHbIX AaHHbIX. FTCC cnocob-
CTBYIOT Pa3BuTUIO Knb6epbe30onacHOCTU U CUCTEM OOHAPYXXEHUsS aHOMaNnii, 04HAKO OCTAIOTCS Bbl30OBbI, CBA3AHHbIE
c obecneyeHrneM CTabubHOCTN 0OY4EHMUS, CHUXXEHNEM SKCMTyaTaLMOHHbIX PACXOA0B U COOMIOAEHNEM STUYECKUX
HOPM, PEryMpYOLLMX NX UCNONb30BaHME. Pa3Bntne metonos obyyeHus ¢ npumeHeHvem ans FCC n paspaboTka
NPO3paYvHbIX CUCTEM TPEBYIOT AaNbHENLLNX YCUNNIA B paMKax OTBETCTBEHHbIX MHHOBALMOHHbIX MHULMATUB.

KnioueBble cnoBa: reHepaTuBHbIE COCTS3aTe/lbHble CeTu, Knbepbe3onacHOCTb, 0OHApPYXXeHe aHOMasuin, CUHTE-
TUYeckne gaHHble, CoCTA3aTesbHble aTakn, BacCepLUTEeMHOBCKME reHepaTuUBHbIE COCTA3aTeslbHble CeTU
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HbIX MaTepunasiax nin Mmetogax.

ABTOpbI 3a9BASAIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

In 2014 the researcher lan Goodfellow proposed the
concept of Generative Adversarial Networks (GANs),
which entail a new way of creating Machine Learning
algorithms. Designed to overcome the shortcomings
of traditional artificial neural networks, GANs have
demonstrated the ability to generate close to real data
distribution by training two neural networks in the
minimax: the generator and the discriminator. Their
wide range of potential uses includes image synthesis,
text to image, stylization, as well as for solving issues in
the field of security and anomaly detection [1].

The role of GANs has grown in parallel to other
advances in deep learning and artificial intelligence (Al)
systems to present reasonable solutions to problems
occurring in many areas. Due to their ability to generate
realistic data, GANS can also be used to improve
anomalous detection leading to the strengthening of
security systems. This is underlined by the general need
for Al systems to be based on more resilient, elastic
components, which GANs have the potential to achieve
in task domains such as synthetic data generation,
adversarial defense, and more.

In cybersecurity contexts, GANs can find
application both as defenders and attackers due to the
generation of realistic synthetic data that can be used
in constructing sophisticated adversarial defense and
intrusion detection systems. Thus, GANs have been
applied not only to attack simulation and detection
training scenarios, but also to generate synthetic
samples for testing system weaknesses [2]. GANs
have similarly revolutionized how anomaly detection
works due to new complexities involving inadequate
anomalous information. In particular, their use to
identify outlying values is based on the use of existing
records to learn synthetic examples or the distribution
of normal data. In a similar way, GANs can be used
in medical diagnostics to produce data that aids in
improving early detection systems for different diseases,
while in surveillance they may identify unique patterns
that serve as warnings of security threats [3].

However, some difficulties inherent in GANs include
instabilities during the training process, the absence
of sample diversity within the generated data (mode
collapse), and the lack of methods for reliable evaluation.

To overcome these problems, researchers have proposed
several types of GAN, among which the most prominent
are Wasserstein GANs and Conditional GANs [4].
Such enhancements have catalyzed developments in
GAN applications such as image quality improvement
in computer vision and adversarial attack detection in
Al security systems.

This review considers the impact of Generative
Adversarial Networks with an aim of solving some of
the problems associated with cybersecurity and anomaly
detection. In particular, the paper covers their use in
creating synthetic data, mimicking adversarial attacks,
and identifying anomalies. Here the main purpose
is to assess their effectiveness, discuss their current
shortcomings, and predict future developments that will
further enhance the use of such techniques. Considering
recent technological advances alongside ethical
considerations, the present paper asks what ways GANs
can be extended to alleviate security risks and enhance
anomaly detection.

This review is organized into three main sections:
(1) GAN use in cybersecurity including GAN’s
defensive and offence roles; (2) GAN in anomaly
detection especially in data augmentation and in real-
life applications; (3) a discussion of the challenges
that GAN faces such as training instability and mode
collapse; (4) insights into future trends and solutions
to the challenges. Figure 1 shows a classification of
GAN models.

1. BACKGROUND
1.1. Overview of GANs

GANSs as introduced by Goodfellow et al. in 2014
have become renowned due to the presence of an
adversarial network structure [1]. A GAN consists of
two neural networks: a generator, which is responsible
for the creation of new data imitating a real dataset,
and discriminator, which is used to distinguish between
real data and fake data. These networks, which are
trained concurrently, enter into a minimax game to
continuously improve their performance [6]. Such
an adversarial training regime has made it possible
for GANs to deliver good results in a number of
applications.
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Fig. 1. Classification of GAN models [5]

1.1.1. Foundational concepts

A generator employs a receiver operating

characteristic as input to generate data samples, while
a discriminator estimates an input’s likelihood to be
real entries. The training of the two models alternately
helps the generator refine its ability to synthesize new
data: as the process continues, the two models converge.
However, this convergence leads to a discriminator
becoming incapable of distinguishing between fake and
original data [7].

1.1.2. Other GAN variants

G (Generator): In the original GAN framework,
G is a neural network that takes some random
noise vector z ~ p(z) and maps it to a synthetic
sample G(z) that was supposed to model the real
data distribution p data(x).
D (Discriminator): A neural network which is given
either a real data sample x or a made-up sample G(z)
and produces D(:) [0, 1), its estimate of how
real the sample is. It is conditioned to maximize
logD(x) + log(1 — D(G(2))).
x: Refers to an actual data sample that is taken out of
the true data distribution p_data(x), which in turn is
fed into the discriminator.
— SNGAN (Spectral Normalization GAN): This

normalizes the weight matrices ofthe discriminator

using spectral normalization, which imposes
a 1-Lipschitz constraint to significantly increase
the stability of training at little computation cost.
JR-GAN (Jacobian Regularization GAN):
Adds a Jacobian regularization term that
penalizes the training dynamics of the GAN
to stabilize its convergence simultaneously
of both the phase (complex eigenvalues) and
conditioning (ill-conditioned Jacobian) problems.
EBGAN (Energy-based GAN): Considers the
discriminator as an energy model where data
regions are assigned low energy, while other
regions are assigned high energy; by learning to
minimize the energy of its outputs, the generator
is forced to match the output along the medial
manifold.

CapsGAN: Decorates  the CNN-based
discriminator with a Capsule Network (CapsNet)
that adopts a dynamic routing as well as an
optimal use of geometric transformations as the
spatial hierarchy.

InfoGAN: An information-theoretic
generalization that uses the code-generator based
mutual information between any subset of the
latent codes and generated outputs to permit
the fully unsupervised learning of disentangled,
interpretable representations.

10
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— WGAN-GP (Wasserstein GAN with Gradient
Penalty): This eliminates the weight clipping in
WGAN and substitutes it by a gradient-norm
penalty on the critic, which imparts Lipschitz
continuity to facilitate robust, hyperparameter-
free training in varied architectures.

— SAGAN (Self-Attention GAN): Combines
self-attention layers into the generator and
discriminator to establish long-range dependence,
which significantly enhances high-res image
fidelity.

— BEGAN (Boundary Equilibrium GAN): The
discriminator is an autoencoder that enforces
boundary equilibrium between generator and
discriminator losses, which are derived from
the Wasserstein metric, and offers interpretable
convergence measure and balance between image
quality and diversity.

- ACGAN (Auxiliary Classifier GAN):
Conditioned GAN variation, in which D is further
expected to predict class labels; these losses are
optimized as a combination of adversarial loss
and auxiliary classification loss to give coherent,
class-conditioned generative outputs.

— Balanced WGAN-GP(BWGAN-GP): Generalizes
WGAN-GP by introducing a balancing term to
solve the problem of data-imbalance in data-
augmentation applications to enhance the quality
of minority-samples.

— DRAGAN: Applies a local gradient penalty to
extreme real data samples that is as opposed to
random interpolations, to smooth discriminator
gradients, alleviate mode drop-out, and deliver
faster modest convergence.

— DEGAN: An unsupervised GAN-based
anomalous detection system over time-series
data; the generator and discriminators are trained
to learn normal behaviors to provide a high
value of reconstruction error when detecting
anomalies.

1.1.3. Variants and enhancements

Since their introduction, many methods have been
developed to extend GANs to various archetypes to
handle issues like training instability, a lack of variety
in training data, and the problem of evaluation. Figure 2
describes the performance of several GAN architectures
and highlights those improvements such as Deep
Convolutional GAN (DCGANSs) that are enabling of
higher image quality and better training convergence.

By applying convolutional layers and pooling layers,
DCGANSs make training more stable and produce higher
image quality [8, 9].

Wasserstein GANs (WGANSs) involve the use of
Wasserstein distance metric in order to fix the mode

Model
Convergence

Adversarial
Training

Generator
Creates Data

Real Data
Input

Hight-Quality
Data Generation

|

New element

!

Discriminator
Evaluates Data

Fig. 2. GAN training process

collapse problem and enhance gradient flow during the
training process resulting in more stability [10].

Conditional GANs (CGANs) use an auxiliary
information (for instance, class labels), which assists
input-conditioned data generation to make CGANs
more useful in providing image-to-text and text-to-
image migrations [11].

CycleGANSs are built to be used in an unsupervised
mode. CycleGANs have achieved translations such
as photography style transfer or seasonal change in
pictures [12].

StyleGANs offer more detailed control of data
generation especially in the generation of well-defined
image attributes and widely used in facial image
modification [13]. Table 1 depicts characteristics of
GAN variants.

Table 1. GAN variants and their characteristics

Variant Key features Applications
DCGANs Stabl.hty and b roved Image synthesis
image quality
Wasserstein Reduces mode Diverse data
collapse, smoother .
GANs - generation
training
Conditional Conditional Malware detection,
GANs generation based on targeted data
input labels generation
Unpaired Artistic style
CycleGANs image-to-image transfer, medical
translation imaging
Fine-grained control High-quality facial
StyleGANs in image synthesis editing

Due to the flexibility of GANs and the applicability
of this method, GANs have become the key component
in the fields as computational vision and anomaly
detection, leading to advancements in synthesis of data,
entertainment and Al solutions [14].
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Table 2. Categorization of GAN research directions and applications

Type of GAN research

Description

Examples/Applications

Synthetic data generation

Using GANs to generate realistic
synthetic datasets for training and testing
models

e Intrusion detection system training

Simulation of rare attack scenarios

Adversarial example generation

Crafting inputs to evaluate and improve
the robustness of machine learning
models

o Testing security system vulnerabilities

Creating adversarial inputs for
resilience testing

Anomaly detection

Identifying deviations from normal data
distributions

Detecting unusual patterns in network
traffic
Financial fraud detection

Domain-specific applications

Applying GANS to specific fields for
targeted solutions

Biometric authentication

e Image steganography

GAN variants for stability

Enhancing the training stability and
reducing mode collapse of GANs

e Wasserstein GANs

Conditional GANs

Offensive cybersecurity

Utilizing GANs to simulate advanced
cyber-attacks for testing system resilience

Adversarial attack simulations

e Malware generation

Defensive cybersecurity

Developing robust anomaly and intrusion
detection mechanisms

e Real-time anomaly detection systems

Synthetic data for detection model
training

Using GANSs for generating scenarios to

Compliance testing with regulations

Policy development support

guide policy creation and testing

like General Data Protection
Regulation (GDPR)

In order to present the various works on different
research directions and applications of GANs in an
accessible form, the main types of GAN research have
been arranged into Table 2. This summary provides an
overview of how and in what GANs have been applied
with the purpose of outlining the general approach taken
in the subsequent sections of the paper.

1.2. Cybersecurity landscape

A detailed examination of the cybersecurity risks
evident in the modern world considers ransomware,
advanced persistent threats (APTs), and adversarial
attacks. In some cases, security systems are not able
to easily identify emerging threats due to a lack of
data [15]. Solutions these challenges include the use of
GANSs to synthesize photorealistic data duplicates and
model the detection of anomalies.

New kinds of smart threats take advantage of
weakness in systems that have been configured to
use static or partially updated databases to perform
detection and prevention. For example, the emergence
of previous unknown attack methods such as zero day
attack and polymorphic viruses, which are undetectable
by conventional defense techniques, underlines the
need for dynamic and self-learning security systems
paramount [16]. Furthermore, anomaly detection is
complicated by the scarcity of labeled anomalous

data, which is critical for training machine learning
models [17].

Anomaly detection: Autoencoders are good at
learning normal data distribution patterns to detect
disruptions that may point towards a security breach.
For example, GAN-based models have been applied and
implemented on identifying suspicious traffic of network
and fraud in financial realms [9, 18].

Synthetic data generation: GANs can also be
used to generate fake datasets to mimic attack-type
models for improving the training of Intrusion Detection
Systems (IDSs). Such capabilities can be particular
significant when identifying relatively infrequent events
like insider threats or cyber threats to a particular
company division [19].

Adversarial defense and testing: These methods,
which apply GANSs in stimulating adversarial attacks,
offer a reliable environment that can be used to
better evaluate the performances of machine learning
security systems. For instance, GAN-based adversarial
examples have proved essential in estimating and
enhancing the defenses of Al models against evasion
strategies [20].

Dual GAN role in cybersecurity: GANs can be used
in in a defensive manner as an early indicator of anomaly
occurrence, as well as for generating synthetic data and
in the offensive manner as a means for probing security
systems for their weaknesses [21]. Improved GAN-based
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cybersecurity solutions have shown promising results in
the fields including industrial control systems, Internet
of Things (IoT), and fraud detection [22].

Table 3 describes the applications of GANs in
cybersecurity.

Table 3. Applications of GANs in cybersecurity

Application Description Example References
Generating [oTGAN
. realistic reduced
Synthetic data datasets fingerprinting [23]
for IDS by 20%
Deepfake Ident1fy{n & 90% true
. synthetic .. [24]
detection . positive rate
media
Malware C.oan.:rtlng Gr.ayscale
. .o binaries to image [19]
visualization . . .
images classification
Compliance Simulating | 25% improved
P! GDPR breach [12]
testing . . .
violations detection

2. METHODOLOGIES IN PRECEDENT
GENERATION

2.1. Synthetic data generation

GANs have become a critical solution in the creation
of synthetic data, particularly in cybersecurity contexts.
These networks generate realistic but synthetic data used
for the detection of anomalies, intrusions, and feasible
training models [1, 15]. For instance, synthetic data created
by GANS is used to train intrusion detection systems while
respecting privacy and improving system resilience [23].

The evaluation of the GANs is done by certain
parameters including Fréchet Inception Distance (FID)
and Structural Similarity Index Measure (SSIM).
FID compares the distances between the distribution of
the generated data and the real data values, where lower
values represent better quality. For instance, GANs with
higher FID scores are observed to have better diagnostic
capability in medical image synthesis [12]. Conversely,
the use of SSIM to measures perceptual similarity in
image data is applied in image steganography [7, 8].
Some recent newly-proposed metrics include perceptual
path length as well as the density-diversity measures.
Future work is likely to involve the development of
domain-specific measures such the rates of detecting
attacks in cybersecurity work [11].

2.2. Adversarial example generation

GANs are also used for adversarial functions
involving the provision of planned stimuli as inputs

to test the stability of an accrued machine learning
model [24]. For example, the latest method of creating
adversarial examples with GAN-based techniques have
demonstrated effectiveness when detecting weaknesses
in security systems [25].

Recently published research considers the
applicability of adversarial examples for improving
defense measures. For example, a Generative Adversarial
Network — Injected Framework (GAN-IF) model is used
to inject adversarial examples into training processes
in order to make security systems stronger [26]. Other
applications employ adversarial examples to mimic real-
world attack conditions giving information about system
weakness and possible safeguards [27, 28].

2.3. Domain-specific approaches

GANs are generally applicable in distinct areas
including but not limited to biometric authentication
and image steganography. In biometric systems,
DCGANSs have been used in reducing the level of risk
associated with some of image acquisition systems (IASs)
by generating a variety of samples of images that do not
have bias from the training dataset [29, 30]. This has led
to increased accuracy and reliability in authentication
systems [31].

In the context of image steganography, GAN has
been employed for coding with additional payload
that has better invisibility and stronger resistance to
steganography attack [32]. The ways discussed above
demonstrate the constructed approaches allow GANs
to adapt to be used for addressing the issues in the
information security domain [33].

3. APPLICATIONS IN INFORMATION SECURITY
3.1. Defensive applications

Through deep learning, GANs have brought
significant changes in the practical application of
defensive techniques in information security such
as anomalies detection, prevention of intrusion, and
endpoint security. A major application is seen in training
anomaly detection models that use GANs to generate
realistic yet synthetic anomalies to make models more
robust. Zhang et al. (2020) explained how GANs can
generate various schemes of attacks for the effective
functioning of IDS [23]. Dunmore et al. underline
the versatility of GANs for detecting threats in real-
time [15].

Hou et al. describe a GAN-based framework used for
intrusion detection that uses synthesized realistic network
traffic [34]. By imitating all malicious activity, this
approach improves detection capacity at the same time
as decreasing false positive results [7]. Sedjelmaci et al.
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Fig. 3. GANs in information security

describe the use of GANSs in endpoint security to emulate
malware behaviors as a means of assisting antivirus
software to identify threats [11]. Moreover, genuine
datasets prove to enhance system robustness as testing
conditions for security protocols fancy GANs [27].

Hou et al. deployed [oTGAN technology to produce
artificial network data which secured IoT device
anonymity from machine learning-based identification
systems through a 20% accuracy reduction [34]. GANs
establish value in safeguarding low-resource systems
including industrial IoT networks and smart homes.
GANSs have shown effectiveness in handling loT security
vulnerabilities while dealing with limitations inherent to
this domain through this particular implementation [34].

3.2. Offensive applications

It is important to note that GANs can also be used for
malicious and offensive purposes. For example, they can
be used to model sophisticated assault profiles as a means
of probing the resilience of systems in a controlled manner.
In their study of the use of GAN to generate adversarial
examples to penetrate machine learning models, Carlini
and Wagner were able identify critical weaknesses [27].

Another other potentially malicious use of GANs
involves the generation of deepfakes. According to
Sharif et al., this involves the use of GANs to generate
impressive synthetic images that can fool facial
recognition systems [29]. Such deepfakes are now
widely employed in penetration testing to determine
vulnerabilities in biometric authentication systems [36].
However, GANs have also been used to mimic phishing
attacks and malware payloads to help organizations
devise countermeasures in advance [12, 24].

Kurakin et al. (2017; 2018) extended the study of
GANSs for physical world for adversarial examples by

emphasizing the suitability of GANs for emulating actual
attack scenarios. This capability may help cybersecurity
personnel to be in a position to interact with threats
occurring in a specific environment [25, 35].

3.3. Precedent-based policy development

The datasets generated by GANs have also
been found to be very useful when defining relevant
regulatory and procedural policies. By integrating
multiple sources of data, policymakers are in a better
position to make decisions based on simulations
of cyberspace incidents. Thangam et al. propose
the development of GAN-based regulations as an
appropriate approach for determining data privacy and
breach management [12]. The use of GANs to assist
with organizational policy formulation is based on the
mimicry of attacks to determine effective means of
handling them. According to Goodfellow et al. (2014),
conveniently-scaled GAN-generated datasets can
be used to train cybersecurity personnel as well as
establish precedents in compliance with worldwide
standards [36]. Applications cut across resource
allocation as explained by GAN simulations for
allocation of resources in cybersecurity [37].

The advantages of GANs have also been put to use in
compliance testing. For instance, Arjovsky et al. (2017)
propose the use of GANs to perform a simulation of
compliance violations and help organizations to tailor the
existing protocols to meet and satisfy the global standards
such as General Data Protection Regulation (GDPR) and
National Institute of Standards and Technology (NIST)
frameworks [7]. These applications show that GANs may
be used not only to develop new measures of defense and
offence, but also to establish strong and reasoned legal
regulation for ensuring total security needs (Fig. 3).

Russian Technological Journal. 2025;13(5):7-24

14



Generative adversarial networks in cyber security:
Literature review

Zaid Arafat,
Olga V. Yudina, Zainab A. Abdulazeez

4. COMPARATIVE ANALYSIS

4.1. Architectural effectiveness

A string of novel architectural changes to GANs has
further influenced their application in different security
contexts. Three types of GAN model that emerged
from different characteristics and vulnerabilities while
dealing with security issues are DCGANs, CGANSs,
and WGAN:S.

4.1.1. DCGANs

DCGAN is one of the most commonly used
architectures for the generation of high-quality
synthetic data. Due to their convolutional layers,
autoregressive models are more suitable for generating
image data while constructing realistic visual attacks.
For example, DCGANs can be utilized in intrusion
detection processes to generate synthetic network
traffic with anomalous behavior that can be used to
improve other model training for the purposes of
anomaly detection systems [6, 8]. However, since such
GANSs often struggle to capture higher-order, class-
specific distributions of input data, they are not suitable
for fine-tuned tasks [38, 39].

The labels given in Fig. 4, which are CONV 1 to
CONYV 4 represent the four consecutive convolutional
layers in the DCGAN Discriminator. Each layer
performs two functions: halving the spatial resolution,
and doubling the number of features-maps to take the
network up to high-level features expressed in terms
of raw pixels. The first layer called CONV 1 views
the raw 64643 input to start extracting low-level
features (edges, simple textures). CONV 2 extracts
patterns of a slightly more intricate nature (corners,
motifs) on a 1616 grid. Both CONV 3 and
CONV 4 gradually accumulate toward higher level
abstractions (parts of objects, layout of the scene), but

100z |:>

Project and reshape

Stride 2

CONV 2

shrink spatially to a unit space-map (small size 4). The
steps in these design options (4 x 4 kernels, stride 2,
no pooling, doubling channels in each iteration)
are as described in the original DCGAN paper by
Radford et al. [6].

4.1.2. CGANs

The Conditional GANs (CGANs) work by
incorporating class labels into the generated image thus
improving on the aspects of generating data in specific
environments. This conditional approach has been
essential in malware detection where CGANS s synthesize
attack sample for improved classifier labeling [40, 41].
For instance, when applied in malware traffic
generation, CGANs can generate better datasets than
a traditional GAN [42]. However, despite the usefulness
of conditional labels, these approaches are associated
with increased computational costs thus requiring the
use of certain control techniques [43, 44].

4.1.3. WGANs

Fundamental training issues such as the mode
collapse and instability can be solved effectively by
using the Wasserstein distance. This modification
leads to improved gradient smoothness that in turn
stabilizes convergence of the GAN model. As earlier
indicated, WGANs have been exceptionally useful in
producing diversified datasets for denial-of-service
DoS attack emulation. Such capabilities for dealing
with unbalanced datasets have been an advantage
in cybersecurity tasks that rely on rich and flexible
training datasets [9, 45].

4.2. Algorithmic efficiency

Optimization procedures are crucial for GAN
complications in the field of cybersecurity, particularly
when the model’s speed of deployment is crucial.

3
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Fig. 4. Architecture of DCGAN [6]
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4.2.1. Stability and convergence

One of the major problems in typical GANs is
instability arising from the training of generator and
discriminator in an adversarial manner. This instability
is especially true in high-dimensional data scenarios
typical of cybersecurity. Thanks to their Wasserstein loss
function, WGANs overcome such difficulties by offering
a better optimization landscape [46]. Experiments have
shown that WGANSs offer faster convergence in terms of
the number of iterations like fraudulent email detection
or intruding simulations as compared with DCGANs
and CGANSs [47, 48].

4.2.2. Computational costs

Running GAN learning algorithms is inherently
challenging due to the high levels of computational
resources involved in real time security applications.
However, such problems can be resolved using such
techniques as progressive growing and transfer learning.
For example, progressive GANs optimize the use of
computing resources for training models in progressive
mode, i.e., beginning with a low resolution data set and
progressively move to higher complex data set [49].
Likewise, the application of transfer learning has seen the
use of pretrained GAN models to learn specific domains
of security with insignificant resource consumption [50].

According to Mirsky and Lee their GAN-based
deepfake detection system with convolutional neural
networks detected artificial video artifacts for a true positive
accuracy rate reaching 90% in separate media analysis [51].
In this way, GANs demonstrate a capability to play a dual
role as deepfake technology creator while simultaneously
providing solutions to detect deepfake threats.

4.3. Application-specific performance

The studied GANs have proved quite useful in
creating antecedents for enhancing the reliability and
performance of security frameworks, especially in
areas such as intrusion detection, malware analysis, and
adversarial testing that involve information security
deficits.

4.3.1. Intrusion detection systems
DCGANs and WGANSs are specifically beneficial
in extending datasets to intrusion detection systems.
Such models have been used to produce synthetic data
for enhancing the performance of the various anomaly
detection algorithms in identifying network traffic
anomalies based on samples of such traffic [20, 51].

4.3.2. Malware analysis
Specifically, CGANs have been used in malware
analysis since other methods generate specific class
sets. For instance, CGAN-produced datasets have been

applied for training of malware classifiers and enhanced
polymorphic as well as metamorphic malware detection
efficiencies [52, 53].

4.3.3. Adversarial Testing

Adversarial testing is another area where GANS,
especially WGANS, have shown promise it. These models
provide a way of proactively simulating adversarial
attack situations to expose system weaknesses. Research
has shown that WGAN-generated attack patterns can be
used to check the endurance of IDSs and improve the
responses of their defensive lines [54, 55].

The research conducted by Thangam et al. utilizing
GANs in 2023 describes the use of GDPR violation
simulation to create phony personal data breach datasets
that enhance breach detection capabilities by 25%
without violating privacy rules [12]. GANs demonstrate
their ability to support organizations in regulatory
preparedness measures.

Introduction
to GANs

!

Architectural

Effectiveness
v v v
DCGANs CGANs WGANSs
Y
Algorithmic
Effeciency
Stability and Computational
Convergence Costs

| |
v

Application-
Specific
Performance
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Intrusion Malware Adversarial
Detection Analvsis Testin
Systems Y °

Fig. 5. Balancing data quality and computational
efficiency in GANs

Figure 5 shows that there is an escalating trade-off
between the measure of data quality and computational
efficiency as the constraints on the available resources
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are tightened. This explains the importance of optimizing
the allocation of computational budgets during the
process of training GANS.

5. CHALLENGES AND LIMITATIONS
5.1. Technical challenges

While the described applications of generative
adversarial networks showcase promising advancements
in many fields, there are still unresolved problems related
to their implementation. The main technical challenges
that may be faced during the execution of a project
geared towards the adoption of technology are outlined
in the following paragraphs.

5.1.1. Training instability

During training, GANs are known to be problematic
for two reasons. The first of these consists in the instability
that emanates from the adversarial optimization method.
Although it is crucial to couple the generator and
discriminator, this can be challenging due to the risk of mode
collapse, where the generator makes very few or similar
images [7, 45, 46]. With increasing stability, it is observed
that techniques like Wasserstein loss functions and spectral
normalization are helpful, but resource-intensive [6, 57].

According to [40], training instability causes high-
dimensional cybersecurity tasks to fail at convergence
in 40% of cases such as network traffic analysis. In
simulations run by Alo et al. [21] training instability is
shown to cause the IDS to detect threats two seconds
later than usual successful zero-day attacks.

5.1.2. Mode collapse

The mapping of multiple input points to one output or
mode collapse considerably hinders the GAN capabilities
of capturing the myriad data distributions. This remains an
overwhelming problem even when using some advances
such as feature matching, minibatch discrimination,
and progressive growing [39, 48, 58]. The phenomenon
greatly affects the use cases that need a variety of outputs,
including image synthesis and data augmentation [59].

Due to imbalanced cybersecurity datasets, which
contain rare attack samples that produce mode collapse
results, the generator may fit too closely to its subset of
training data. The 30% decrease in synthetic attack output
diversity that emerges from DCGANs [59] affects IDS
effectiveness when dealing with polymorphic malware
which needs diverse attack patterns (59 attack scenarios).

5.2. Ethical concerns
The advanced development of GANs has produced

several essential ethical questions involving their use
to make deepfakes, carry out adversarial attacks, and

engage in privacy violations. Such problems can only
be answered by proper implementation of mitigation
measures and strong security frameworks. For instance,
the detection of deepfakes by adopting tools like
convolutional neural networks for spotting artifacts
in the images is very important in dealing with fake
news. Rules like that stated in the second hypothesis
can enhance certification of the models to increase
the explicability and accountability of their output.
Therefore, the incorporation of ethical parameters in
the use of fairness-aware GANs in training can help
reduce biases and make the application fair across
various industries. Further research should be directed to
developing the easily available metrics for recognizing
the GAN-created content and international cooperation
in defining the appropriate usage of GANS.

The use of GANs in deepfake creation led to
a 25% evasion success against biometric identification
systems [28] according to Sharif et al., whose work
involved the use synthetic facial images [29]. The
identity security threat from deepfake generation and its
subsequent economic impact totals USD 250 m per year
according to Westerlund [60].

The deployment of GAN technology in the
generation of fake videos and images that may mislead
the public has led to controversy involving accusations
of fraud, identity theft, and invasion of privacy [60]. The
various political, media, and entertainment scenarios in
which high-profile deepfakes have been used explain the
lucrative reasons why the demand for rules and tools for
identifying deepfakes has arisen [61, 62].

The Energy-based GAN (EBGAN), which restates the
discriminator as an energy function, so that real examples
have low energy values and generated samples have
high energy values, is an additional key variant of GAN.
Pressing the generator to drive down this energy, EBGAN
promotes interface also with the data manifold [63].

5.3. Resource constraints

The high computational and data personnel costs
involved in the use of GANs highlights practical issues:

5.3.1. Data requirements
Good quality training entails the use of multiple and
large datasets in training. Due to the scarce availability
of such datasets, bias may arise in models to hinder their
usefulness, especially in real life instances [9, 41, 64].
Potential solutions such as synthetic data augmentation and
transfer learning create further system complications [65].

5.3.2. Computational demands
The multiple iterations involved in the training of
GANSs for updating of the generator and discriminator
sections make this technology inherently resource
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intensive. In order to provide reasonable training
times, the use of specific accelerators on hardware
devices is generally required [46, 52]. These
computational constraints could be redefined through
new forms and types of emerging technologies such as
quantum GANSs [66].

The computational requirements of GANs (1020 GPU
hours per epoch on CIFAR-10 (Canadian Institute for
Advanced Research)) [67] make them unsuitable for
real-time IoT anomaly detection when using devices
with less than 1 GB RAM. A vital scalability gap has
emerged in the demonstration by Sedjelmaci et al.
of a 50% decrease in detection accuracy when
implementing GANSs in vehicular edge networks [11].

6. FUTURE DIRECTIONS
6.1. Research opportunities

The challenges in training GANs due to their
inherent instability are paramount in real-time operation.
Problems like mode collapse and vanishing gradient can
significantly hinder the usage of these networks. The
changes in loss functions including Wasserstein loss
and least-squares GAN or LSGAN have demonstrated
the ability to stabilize the learning process due to better
convergence of generator and discriminator [18, 45].
Various weighted modification techniques such as
regularization, spectral normalization, and gradient
penalties have also improved stability in some
cases [57, 67].

Since training GANs for real time applications
requires a lot of computational power, efficiency is a key
issue. Recent approaches such as pre-seeding are used to
reconstruct the architectures of the end models and make
them lightweight as possible without overtly lowering
the performance of GAN. Work is also ongoing in the
use of distributed training across the edge and the cloud
to support scalability and real-time responsivity [68, 69].

According to high-dimensional data obtained by
Network Security Laboratory — Knowledge Discovery in
Databases, the hybrid LSGAN model and WGAN system
will achieve mode collapse suppression of less than
10% to outperform independent WGANs by 50% while
being ten times faster according to [10]. A real-time IDS
should be used to evaluate how the latency reduction
from 2 s transforms into <0.5 s.

A MobileGAN system trained on a Canadian Institute
for Cybersecurity Intrusion Detection System 2017
Dataset (CICIDS2017) that functions well on IoT devices is
shownto fulfillthe goal of completing training inless thanone
GPU hour while achieving higher than 90% IDS accuracy.
A pilot study carried out by Sedjelmaci et al. implements
a vehicle network attack simulation aiming to achieve 30%
faster detection times [11].

6.1.1. Towards developing hybrids of GANs
with Reinforcement Learning

The combination of GANs with reinforcement
agents can be viewed as a highly promising line
of developing adaptive intelligent systems. These
models integrate the generative properties of
GANs with the decision-making competency of
Reinforcement Learning (RL). For example, GANs
are used to model realistic adversarial scenarios to
enrich the training of RL agents against advanced
cyber threats [70, 71].

Future works in dynamic threat handling,
automatic vulnerability assessment, and anticipatory
defense techniques may be carried out by hybrid
GAN-RL models. Such systems can recognize shifts
in attacking methods in real-time, making them more
reliable for providing cybersecurity in industrial control
systems, fraud detection applications, and smart grid
applications [72]. Moreover, improvement in the multi-
agent GAN-RL framework may facilitate decentralized
and cooperative solutions in distributed systems, such as
IoT and cloud system [34, 43].

The research will use a hybrid of GAN-RL to detect
zero-day attacks by combining GAN pattern generation
with RL agent defense adjustments to achieve improved
detection performance by 25% compared to single
GAN usage as reported in Zhang et al. (2024) [73]. The
approach is applicable when detecting APT intrusions in
industrial control system environments.

Table 4 presents challenges and solutions in GANs.

Table 4. Challenges and solutions in GANs

Challenge Description Propﬁ)sed
solutions
Training . Dlﬂicultly . Wasserstein loss,
. o in synchronizing . .
instability - gradient penalties
training phases
Generator ..
Mode collapse produces limited .Ml.m‘t?atcl}
. . discrimination
output diversity
Evaluation Lack of explicit Fréchet Inception
complexity metrics for quality Distance (FID)

6.2. Emerging applications

6.2.1. Use of GANs in loT security
and blockchain integration
The emergence of IoT creates new security problems
in terms of restricted processing power and exposure
to multiple threats. GANs have shown the potential to
improve loT security for instance by creating a synthetic
dataset for use in anomaly detection and IoT device
authentication [54, 74]. For example, GANs can generate
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synthetic network traffic involving the training of IDS to
recognize numerous suspicious activities [60].

Blockchain technology can be used alongside
GAN:Ss to strengthen loT security due to its transparent
and immutable character. Improved data integrity as
the result of the combination of GANs with blockchain
result from the detection of data integrity violation
and increased trust obtained in a decentralized
IoT environment [46]. Future work may involve the use
of GANSs to protect smart contracts that are built on the
blockchain technology by implementing self-protective
phenomena in [oT systems [75, 76].

6.2.2. Automated incident response systems

Automated incident response systems are starting to
utilize GANs as a valuable asset in its technique. Due
to their capability to create plausible attack scenarios,
GANs may be used to evaluate the cybersecurity
systems’ strengths and weaknesses [65]. Furthermore,
training of IDS using adversarial approach with GANs
enhances the weak capability of IDS to detect new forms
of threats [53].

Potential uses are developing real-time simulation
environments based on GANs to detect and respond
to adversarial actions in new types of cyberspace
attacks [42]. By considerably decreasing response time,
such frameworks can improve the overall protection of
sufficiently essential infrastructural systems [66]. The
use of GANSs is also a promising addition to machine
learning-driven decision systems having the potential to
revolutionize an automated system’s ability to learn and
adapt within an incident response model [15, 52].

6.3. Ethical frameworks

The development of the newer generations of GANs
has opened up such ethical issues as keeping with the use
of GANSs in cybersecurity. The ability to misapply GANs
to create adversarial attacks and produce deep fakes
requires the imposition of ethical standards [60, 61]. For
instance, recent deep fakes generated by GANs have
been used in transmitting fake news, stealing identities,
and performing social engineering attacks [77].

Criteria for implementing GANs responsible within
industries and organizations include concerns about
transparency, accountability, and data integrity. Some
promising approaches share valuable information
regarding the actions taken by GANs to address concerns
over risks [78]. Moreover, industry and government
must work together to establish the rules governing the
usage of GANs according to ethical standards, as well
as to develop the necessary framework of laws and
international standards for governing their usage [62].

Ethical frameworks also need to consider the
problem of dual use: while advanced and unique GANs

can be developed and applied for purely beneficial
purposes, such as ensuring cyber protection, negative
consequences may ensue if such technologies are used
for malign purposes [79]. Investigations on ethical Al and
integration of the fairness-aware training algorithm into
the system can help lengthen a pivotal role in maintaining
that invention and responsibility are in parallel [80].

The conducting of an investigative process with
multiple stakeholders to establish thresholds for GAN
misusage (less than 5% deepfake evasion) that satisfies
NIST and GDPR requirements while adopting fairness-
aware GANSs is described in Yan et al. (2019) [44] as
having the potential to enhance transparency by 20%.
Researchers should use this framework to evaluate
biometric authentication systems for quantifying bias
reduction and GAN performance while testing on
biometric authentication.

CONCLUSIONS

GANSs have now become one of the most disruptive
technologies across the Information Security space due
to unprecedented solutions offered for cybersecurity and
anomaly detection purposes. Their dual roles as tools
for both defensive and offensive purposes highlighted in
this review are summarized below:

e Defensive Contributions: GANs have further
developed anomaly detection through realistic
generation of datasets and learning of data
distributions to overcome difficulties such as
those arising from data deficiency that affect
intrusion detection systems. Improved training
of cybersecurity strategies is facilitated by
their capability to replicate complicated attack
scenarios.

e Offensive Insights: In other instances, GANs use
adversarial examples to assess the safety of security
systems and expose potential weaknesses while
motivating new effective defense strategies. It is with
these applications that Al models can be put through
their paces in terms of complex attack scenarios.

e Domain-Specific Applications: In areas such as
biometric authentication and image steganography,
GAN-based approaches have shown to be relatively
general, capable of enhancing system accuracy and
dealing with biases in the training data set.

e The innovative potential of GANs in information
security is counterbalanced by significant ethical
concerns:

— Misuse Potential: The adversarial examples and
deep fake images created by GANs are represent
dangers in the form of misinformation, identity
theft, and penetration of security layers.

— Opaque Decision-Making: The main drawback
of the GANs is their opaqueness, which can
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be disruptive especially in critical areas of

deployment such as self-driving cars and
biometric identification.
— Resource Constraints: Consequently, GAN

training requires large computational and data
power that makes them less accessible and less
scalable, particularly in today’s constrained
environments.

— Explicable GANs: Creating models to improve
the level of transparence and interpretation of
GAN based results.

— Ethical Guidelines: Setting up international
benchmarks to ensure that GAN use is compliant
with privacy and security laws.

e Efficiency Improvements: Developing new methods
for constructing GANs of low complexity and
simplified forms that allow their deployment.

Call to action for interdisciplinary research

To realize the full potential of GANs in information
security while mitigating associated risks, this review
underscores the need for collaborative, interdisciplinary
efforts:

e Bridging Al and Security: Strengthen the synergy
of Al-related research with the cybersecurity field
to architect highly flexible and real time threat
prevention systems.

e Policy and Ethical Development: Coordinate
with technical and policy stakeholders to develop

appropriate innovative control systems to encourage
or require proper regulatory measures of GAN to
address such duality.

e Exploring Emerging Applications: In order to
address new and developing cybersecurity threats, it
is necessary to investigate the potential use of GANs
within [oT protection, blockchain, and automated
incident response systems.

e Further academic work should focus on stabilizing
the training of GANs, enhancing computational cost
effectiveness, and improving model interpretation.
Such future developments will ensure that GANs are
associated with a revolutionary leap in the formation of
safe and ethically unambiguous cybersecurity systems.
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Abstract

Objectives. The study sets out to develop a scalable method for detecting multi-vector attacks on Internet
of Things (loT) devices. Given the growth of security threats in 10T networks, such a solution must provide high
accuracy in detecting attacks with minimal computing costs while taking into account the resource constraints
of loT devices.

Methods. The developed hybrid neural network architecture combines convolutional networks for spatial
dependence analysis and long short-term memory networks or gated recurrent units representing types of recurrent
neural networks for analyzing time dependencies in network traffic. Model parameters and computational costs are
reduced by pruning. A blockchain with a proof of voting' consensus mechanism provides secure data management
and decentralized verification.

Results. Experiments on the CIC IoT Dataset 20232 showed the effectiveness of the model: the accuracy and
F1 measure were 99.1%. This confirms the ability to detect known and new attacks in real time with high accuracy
and completeness. Processing time is reduced to 12 ms, while memory usage is reduced to 180 MB, which makes
the model suitable for devices with limited resources.

Conclusions. The developed model is superior to analogues in terms of accuracy, processing time, and memory
usage. Hybrid architecture, pruning, and decentralized verification provide effectiveness against multi-vector
loT threats.

Keywords: multi-vector attacks, Internet of Things, threat detection, neural networks, blockchain, neuronal pruning,
cybersecurity, node compromise, consensus, federated learning

T Proof of Voting is a consensus algorithm in blockchain networks, in which participants confirm transactions and ensure
network security by voting for blocks or transactions.
2 CIC loT Dataset 2023. http://cicresearch.ca/IOTDataset/CIC_|IOT_Dataset2023/Dataset/. Accessed June 30, 2025.
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HAYYHAA CTATb4A

NvmuranmoHHass MoJe/ib MACIITA0OUPYeMOIr0 MeTOAA
BbISIBJICHUSI MHOTOBEKTOPHBIX aTaK
C Y4€TOM OTrPAHUYCHUI BHIYUCIUTEIbHBIX
U uHpopManMOHHBIX pecypcoB loT-ycTpoiicTs

B.U. Netpenko, ®.B6. Tebyea, M.T. Oryp @, I'.U. Jluneu, B.IN. Moyanos

CeBepo-KaBka3sckuii peaepasnbHbii yHuBepcuteTt, CtaBporosb, 355017 Poccusi
@ AsTOp ANs nepenvcku, e-mail: ogur26@gmail.com

e Moctynuna: 14.10.2024 » fopa6oTaHa: 13.05.2025 ¢ MpuHaTa k ony6nukoeaHuto: 07.08.2025

Pe3iome

Llenu. OcHoBHas uenb paboTthl — pa3dpaboTka MaclwTabnpyeMoro MetToaa A5l BbiSIBIEHMS MHOTOBEKTOPHbIX aTak
Ha yCcTpolicTBa nHTepHeTa BeLlel (Internet of Things, 10T). YuuTbiBas pocT yrpo3 6e3onacHocTu B loT-ceTax, peLue-
HVe O0JKHO 00ecneymBaTh BbICOKYIO TOHHOCTb OOHAPYXXEHMS aTak NPy MUHUMalbHbIX BbIYUCUTENbHbBIX 3aTpaTax
M C y4eTOM OrpaHmnyeHunin pecypcos loT-yCTpOnCTB.

MeTopabl. [1ns 0OCTMXEHUS MOCTaBAEHHOM Lenn padpaboTaHa rmbpmnaHas apxmTekTypa HeMPOHHbIX CEeTen, co4ve-
Tallasa CBEPTOYHbIE CETU /1 aHANN3a NPOCTPAHCTBEHHbIX 3aBUCUMOCTEN U CeTU LOJIFON KPaTKOCPOYHOW NaMsATH
wnu Gated Recurrent Units (ynpaBnsiemble pekyppeHTHble 6/10K1) — OAMH U3 BUOOB PEKYPPEHTHBLIX HEMPOHHBIX Ce-
Tel ons aHanM3a BPEMEHHbIX 3aBUCUMOCTEN B ceTeBOM Tpaduke. TexHrka obpesku (pruning) cokpallaeTt napame-
TPbl MOOENN U BbIMUCIUTENbHbIE 3aTpaThl. BnokyeliH ¢ MexaHn3MoMm koHceHcyca Proof of Voting® o6ecneunBaeT
©6e3onacHoe ynpaBneHne AaHHbIMU U OELLEHTPaNIM30BaHHYO BEpPUPUKALNIO.

PesynbTaTtbl. OkcnepumeHTbl Ha gatacete CIC loT Dataset 2023* nokasanun apdpekTMBHOCTb MOAENIN: TOYHOCTb
n F1-mepa coctaBunm 99.1%, 4TO NOATBEPXAAET CMOCOOHOCTb BbIABNATL U3BBECTHLIE M HOBbIE aTakn B PEasIbHOM
BPEMEHU C BbICOKOI TOYHOCTbLIO 1 MOJSIHOTON. Bpemsa 06paboTku cokpalleHo Ao 12 Mc, UCnosib30BaHNEe NamMaTn —
0o 180 MB, uto menaeT MoZenb NPUrOAHOWN AN YCTPONCTB C OrPaHNYEHHbIMY PECYpPCaMU.

BbiBoabl. Pa3paboTaHHass Moaenb NPEBOCXOANUT aHANOMM MO TOYHOCTU, BPEMEHMN 06PabOTKM U UCMOJIb30BAHUIO
namaTn. MbpunaHas apxuTekTypa, odpeska 1 AeueHTpanM3oBaHHas Bepudukaumsa obecnedmpatot apPekTMBHOCTb
NPOTMB MHOTOBEKTOPHbIX Yrpo3 loT. PaboTa OTKpbIBAET NEPCNEKTUBLI A1 UCCefoBaHMn B knbepbe3onacHoCTH,
npegnaras peweHns anga 3awmtbl loT-ceTen OT CNOXHbIX aTak.

3 Proof of Voting (anroputm KOHCEHCYCa) — 3TO KOHCEHCYCHBbIN aNrOPUTM B BIIOKYEH-CETAX, MPU KOTOPOM Y4aCTHUKM NOJ-

TBEPXAAOT TpaH3akLmm 1 obecneunBatoT 6€30MacHOCTbL CETU NYTEM FrofI0COBaHMs 3a 6,10kM nnm TpaHsakummu. [Proof of Voting
is a consensus algorithm in blockchain networks, in which participants confirm transactions and ensure network security
by voting for blocks or transactions.]

4CIC loT Dataset 2023. http://cicresearch.ca/lIOTDataset/CIC_IOT Dataset2023/Dataset/. [data obpaLieHns

30.06.2025. / Accessed June 30, 2025.
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KnioueBble crioBa: MHOrOBEKTOPHbIE aTaku, UHTEPHET BELLIEN, BbIIBNIEHME YrPO3, HEMPOHHbIE CeTU, B/1I0K4YenH, 00-
peska HelpoHOoB, Knbep6e30nacHOCTb, KOMNPOMEeTauUus y3/10B, KOHCEHCYC, dpeaepaTnBHoe 0byyeHme

Ang uutupoBaHusa: MeTtpeHko B.U., Tebyesa ®.6., Oryp M.I'., Jluney '.U., Mouanoe B.I1. iM1TaunoHHas moaenb
MacLTabupyemoro MeToaa BbISIBIEHMS MHOTOBEKTOPHbIX aTak C Y4eTOM OFPaHUYEHUNM BbIYUCIUTENBbHbIX U MHDOPMa-
LIMOHHbIX pecypcoB loT-ycTpoinicTB. Russian Technological Journal. 2025;13(5):25-40. https://doi.org/10.32362/2500-
316X-2025-13-5-25-40, https://www.elibrary.ru/JKQMQM

MpospayHocTb hMHAHCOBOM AeATEeNbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aMHTEPECOBAHHOCTM B MPEACTaB/EH-

HbIX MaTepuanax niam MetToaax.

ABTOpbI 329BNASI0OT 06 OTCYTCTBUN KOHDINKTA MHTEPECOB.

INTRODUCTION

Due to the development of Internet of Things (IoT)
technologies networks of IoT devices have become an
integral part of modern informational infrastructure.
These devices ensure the interaction of numerous
systems and platforms in real time to increase the
effectiveness, convenience, and flexibility of various
sectors: from smart homes and cities to industrial and
medical systems. However, loT devices are often limited
in computational and energy resources, making them
sensitive for multi-vector cyberattacks. Thus, their wide
distribution is associated with an increase in the number
of potential threats to information security. Among the
most dangerous attacks are DDoS>, routing attacks,
SQLY injections, and other forms of multi-vector threats.

Modern methods of detecting attacks, which
typically require significant computational resources,
can prove inefficient under limited conditions of IoT.
This leads to the necessity to develop new approaches
that take into account the limitations of computational
and informational resources of IoT and simultaneously
ensure high security level.

In the present work, we propose a scalable model for
detecting multi-vector attacks, which represents a hybrid
architecture of Convolutional Neural Network (CNN) and
Long Short-Term Memory (LSTM) or Gated Recurrent
Unit (GRM) neural networks (CNN + LSTM/GRUY)
for analyzing spatiotemporal dependencies of network
traffic and decentralized data verification. In order to
reduce computational costs, the model incorporates the
use of blockchain technologies and neuron pruning.
The proposed model, which is oriented towards
working in real time given limited resources, is
applicable for modern IoT networks. The experimental
testing of the efficiency of the developed model using
the CIC IoT Dataset 2023 dataset demonstrated its
superiority over existing solutions.

3 Distributed Denial of Service is a form of cyberattack
on web systems in order to disable them or make it difficult for
ordinary users to access them.

6 Structured Query Language.

7 Gated Recurrent Unit.

1. ANALYSIS OF LITERATURE

Sen et al. [1] proposed a mathematical tool for
modeling cyberattacks on electric grids involving
game theory and the construction of attack graphs. The
model is underlaid by the concept of attacker—defender
dynamics, where the attacker tries to damage the
operation of an electric grid, while the defender tries to
prevent the damage using proactive and reactive defense
measures. The main advantage of the model is taking into
account the attacker—defender dynamics, which makes
the model more realistic for use in complex systems.
The model uses attack graphs to model multilayer and
multistep attacks, taking into account their complexity
and diversity. However, the drawbacks of the model
include the requirement of initial data on the system and
its vulnerabilities, as well as the requirement of the exact
evaluation of probabilities of a successful attack and
cyber-shutdown cost. This may complicate its practical
application for limited data systems.

Lysenko et al. [2] proposed a method for detecting
multi-vector cyberattacks on IoT infrastructure by
analyzing network traffic and machine learning.
Lysenko et al. distinguished four key types of signs
helping in accelerated detection of attacks based on
data flows, MQTT®, DNS°, and HTTP!. The method
helps increasing the efficiency of detecting attacks by
early diagnosis of harmful traffic by analyzing flows
and deep analyzing packets for exact detection of multi-
vector attacks. This makes this method available for [oT
networks with high data volume and complex attack
structure. However, the complexity of the method is due
to the necessity for an exact determination of a set of
signs and their processing, which requires much real-
time computational resources in large IoT networks.

Aguru and Erukala [3] proposed a methodology of
protecting decentralized IoT networks from multi-vector
DDoS attacks using blockchain technologies and deep
learning. A Prevent-then-Detect two-stage approach
was proposed, where, at the first stage, an intrusion

8 Message queuing telemetry transport.
9 Domain name system.
10 HyperText transfer protocol.
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prevention system (IPS) works through a blockchain
consortium of validators, while at the second stage, an
intrusion detection system (IDS) uses deep learning
models for analyzing network traffic and detecting
threats. The blockchain ensures security of data transfer
between network nodes and controls access to resources
of ToT network using intellectual contracts, which are
used to determine actions on attack detection and threat
prevention. The attack prevention system in a blockchain
consortium uses a consensus algorithm to test suspicious
traffic. However, the significant computational resources
required for the operation of blockchain system and deep
neural networks may limit its operability in devices with
limited computational possibilities in IoT networks.

Ipole-Adelaiye et al. [4] proposed a method for
detecting multi-vector attacks (MVA) using a multilayer
perceptron (MLP) approach to analyze network traffic
by means of machine learning for detecting various
attack vectors. In particular, network data from packet
capturing (PCAP) are analyzed to determine anomalous
patterns in the behavior of network compounds. The
method uses neural networks for data classification
and subsequent analysis to increase attack detection
accuracy. The MLP, which represents the main
component of the proposed system, consists of an
input layer, a hidden layer, and an output layer. While
the MLP method is suitable for the problems where
a high detection accuracy is important, faster models
can be used for networks with limited computational
resources.

Pakmehr et al. [5] analyze various methods for
detecting DDoS attacks on IoT networks with an
emphasis on features and challenges that emerge
when applying these methods to IoT networks.
The authors reviewed several categories of attack
detection methods, including signature, anomalous,
and hybrid approaches. The mathematical tool
includes algorithms based on machine learning, such
as Support Vector Machine (SVM), Decision Trees,
K-Nearest Neighbors (KNN), and Random Forest.
These algorithms are used to classify network traffic
and separate anomalous patterns characteristic of
DDoS attacks. Although the proposed approaches
more efficiently cope with high-volume and various
attacks on loT devices, their efficiency is limited by the
complexity of refining the models and the necessity of
large computational resources.

Alhakami [6] proposed a mathematical tool for
estimatinginvasiondetectionmethodsunder Gen V Multi-
Vector Attacks. The method is based on a combination
of two methods: Fuzzy Analytic Hierarchy Process
(Fuzzy AHP) and Technique for Order Preference by
Similarity to Ideal Solution (TOPSIS). These methods
allow the estimation of various criteria of efficiency of
attack detection systems: detection accuracy, adaptivity,

scaling, effect on resources, detection time, and
automation. A special attention is made to such aspects
as adaptation to new threats, the possibility of operating
in scaling networks, and the minimization of loading
resources at high automation and rapid response.

Saiyed and Al-Anbagi [7] propose an approach for
detecting multi-vector DDoS attacks on IoT networks
using deep ensemble learning with pruning. Saiyed
and Al-Anbagi presented the Deep Ensemble learning
with Pruning (DEEPShield) system, which combines
the CNN and LSTM networks for analyzing network
traffic and detecting both high-volume, and low-
volume DDoS attacks. The mathematical tool is based
on using an ensemble approach, where CNN extracts
spatial signs from network traffic, and LSTM is used
to analyze time dependencies. The DEEPShield
system demonstrates a high (>90%) accuracy of attack
detection and reduces prediction time in comparison
with similar models.

Doe et al. [8] describe a hybrid model for analyzing
threats and classifying attacks in IoT networks using
deep learning and adaptive optimization algorithm
Mayfly (LAMOA!'"). The model tends to the detection
of routing attacks on IoT networks (sinkhole, wormhole,
black hole, and Sybil), which significantly reduce
their productivity and security. The model is based
on recurrent neural network with long short-term
memory for processing time series of network traffic
and classification of attacks with the Mayfly adaptive
algorithm for optimizing of model hyperparameters.
The model, which demonstrates a high ability to exact
classification of various types of attacks, is an efficient
solution for ensuring security of IoT networks; however,
its complexity and computational costs may limit its
use in networks with limited sources, thus requiring its
further optimization.

Aguru and Erukala [9] propose a lightweight
framework for detecting multi-vector DDoS attacks
on mobile medicine networks based on IoT using deep
learning. Here, the focus on accuracy and efficiency
aligns with the purposes of the proposed model and
underscores the need for adaptation of detection methods
to the specificity of mobile IoT devices, which makes
their operation actual for further research in this area.

Petrenko et al. [10] present a method for detecting
and counteracting multi-vector threats on decentralized
IoT systems that emphasizes the necessity of complex
security strategies. The authors underline the importance
of integrating various protection methods, including
machine learning and blockchain technologies.

The works [11-15] compare approaches to
common mitigation of attacks on cloud and fuzzy

Il Learning-based Adaptive Mayfly Optimization
Algorithm.
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computations, which may improve the scalability of the
model developed in the work, Leng et al. [11] propose
methods for improving the scalability and efficiency of
protection of IoT networks, which is an important aspect
of ensuring security in conditions of growing number
of devices and traffic volume. Ali et al. [12] describe
a method for protecting decentralized IoT networks
from multi-vector DDoS attacks using blockchain
technologies and deep learning methods. The proposed
two-stage approach combines prevention and detection
of attacks, allowing for the efficient control of network
threats and an improved level of security. Dalal et al. [13]
propose a method for detecting multi-vector attacks
based on MLP. Attention is focused on the importance
of analysis of network traffic for identifying anomalous
patterns, which is a key moment for improving attack
detection accuracy. Zahid et al. [14] review various
methods for detecting DDoS attacks on IoT networks.
The authors discuss signature-, anomalous-, and
hybrid approaches in terms of their advantages and
disadvantages in the context of IoT. Lungu et al. [15]
describe a mathematical tool for estimating invasion
detection methods in conditions of fifth-generation
multi-vector attacks. By combining decision-making
methods, the efficiency of attack detection systems can
be estimated, including accuracy and adaptivity.

To construct a simulation model of a scalable
method of detection of multi-vector attacks taking into
account the limitations of computational and information
resources of IoT devices, the following three most
suitable models were chosen:

(1) Deep Ensemble Learning with Pruning method [7]
using a combination of CNN and LSTM for
analyzing network traffic and pruning to reduce
computational costs.

(2) Threat Analysis model [8] using LSTM for
analyzing routing attacks on IoT networks with
adaptive optimization of hyperparameters by the
Mayfly algorithm.

(3) Blockchain-based Threat Intelligence Framework
method [3] combining blockchain technology with
deep learning for protection of IoT networks from
multi-vector DDoS attacks.

2. SIMULATION MODEL OF SCALABLE METHOD
OF DETECTING MULTI-VECTOR ATTACKS
TAKING INTO ACCOUNT LIMITATIONS OF
COMPUTATIONAL AND INFORMATIONAL

RESOURCES OF loT DEVICES

The developed model, which should detect multi-
vector attacks with high accuracy while minimizing
computational costs and taking into account limitations
inherent in IoT devices, must be suitable for scaling in
large decentralized IoT networks.

The simulation model is built from the following
main components:
(1) CNN +LSTM/GRU network traffic analysis module.
(2) Mayfly algorithm for adaptive optimization of
hyperparameters.
(3) Proof of Voting (PoV) blockchain-oriented
consensus mechanism for decentralized verification.
(4) Neuron pruning for reducing computational costs.
Let us consider these components in more detail.

2.1. CNN + LSTM/GRU network traffic
analysis module

The module for network traffic analysis and detection
of anomalies in data sequence uses a hybrid architecture
of CNN and LSTM (or GRU to reduce computing costs),
where:

e The CNN processes spatial signs of network traffic.
Input data are represented as a multidimensional
tensor, where each element characterizes network
packets (e.g., time, size, protocol type). Convolutional
layers separate spatial patterns in traffic;

e The LSTM (or GRU) analyzes time dependencies.
This helps detect complex multi-vector attacks,
which manifests themselves on different time range.
Long Short-Term Memory shares information on the
previous states of traffic and helps predicting future
events, which is important for detecting long-term
attacks, such as DDoS.

The network traffic analysis module in the simulation
model is based on a hybrid architecture, which combines
convolutional neural networks for analysis of spatial
dependencies of network traffic and recurrent neuronal
networks (LSTM or GRU) for analysis of time dependencies.
Such a structure efficiently analyzes multi-vector attacks,
which may reveal themselves through complex anomalies
in spatial and time dependencies of network traffic.

The convolutional neural network is used to
separate spatial signs from network traffic represented
by multidimensional data (tensor). The input traffic,
including such parameters as time steps, packet size,
protocol type, IP addresses, and other metrics, is
transformed into a tensor of dimension X € R”"*¢, where
h is the tensor height (number of packets or time steps),
w is the tensor width (number of signs or characteristics
per packet), and ¢ is the number of channels (e.g., this
may be separation by protocols of data types).

The man convolutional equation is written as

hy Wy
Yi,j,k = Z ZXi+m,j+n,ch,n,k +bk’ (1)

m=1n=1

where X; e is the input tensor for position (i, j) in the
channel ¢, W, is the convolutional filter of sizes
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hy, % w for the channel k, b, is the bias for the channel £,

and \ € ik is the convolutlonal result in the channel £.
Convolutlon (1) is followed by applying an

activation function for increasing nonlinearity:

Zl.,L P ReLU(Y[’j’ o) = max(0, Yl.’j’ -

Here, ReLU (Rectified Linear Unit) is one of the
most popular activation functions, which retains only
positive values.

Convolution network separates spatial patterns
in network traffic data, such as packet frequency and
correlation of various traffic parameters. After spatial signs
are isolated using CNN, they are transferred to LSTM to
analyze time dependencies. Long Short-Term Memory
takes into account the time behavior of traffic and helps
isolating multi-vector attacks, which may show through
sequential changes in network behavior.

Let us consider the main components of LSTM,

(1) Input gates controls the choice of a new input state
to refresh state of memory. The input gates at time

t are activated as

it = G(Win ' [ht—l’ Xt] + bin)’ (2)
where X, is the input vector at time ¢ (spatial signs
isolated from CNN); 4, , is the hidden state at the
previous time step, W, is the weight matrix for the
input gate, b, is the bias vector for the input gate, and

o is a sigmoid normalizing values on the interval [0, 1].
(2) Forgetting gates determine the part of the previous

state that should be preserved. The function f, for

activation of forgetting gates can be written as

Ji= oW [, X + D), ©)

where W, is the weight matrix for the forgetting
gate; b, is the bias vector for the forgetting gate.

(3) State of memory C, is refreshed at each time step
taking into account new information as:

C,=f,C_, +itanh(W_-[h,_,,x]+b), 4)
where C,_, is the previous state of memory; C, is
the new state of memory; f, is the forgetting gates
i, is the input gates; tanh is the hyperbolic tangent,
which is a function of activation used for refreshing
state of memory; W_ is the weight matrix for state of
memory; [, |, X,] is the concatenation of the hidden
state at the previous step and the current input vector;
and b_ is the bias vector for refreshing state of memory;
the index ¢ indicates the collection of data to memory.

(4) Output gates control the part of state of memory that
should be used for refreshing the hidden state. The
output gates are activated as follows:

0,= (W, [h_p, x]+by), )
where o, is the activation function of the output gates, ¢ is
the activation sigmoid, W is the weight matrix for the
output gates, and b is the bias vector for the output gates.
The new hidden state 7, is calculated as

h, = o, tanh(C), ()

where £, is the hidden state at time 7, which is used

for final classification of network traffic; and C, is

the current state of memory.

Instead of LSTM, GRU can be used, which is
modification that uses less computational costs.
GRU combines forgotten and input gates into a single
refreshing gate, which reduces computational costs and
improves model operation under limited resources.

Let us consider the main components of GRU.

(1) Refreshing gates:
z,=0(W, [h . x]+b,). ()

Here, z, is the activation of the refreshing gates, which

controls how strongly the current state affects the

previous one; the index z shows a refreshing gate (zero).
(2) Removal gates:
ry=o(W, - [h 1. x] +b). ®)

Here, r, is the activation of the removal gates, which

controls how strongly the previous state should be

forgotten; the index r indicates the reset gate.
(3) Refreshing of the hidden state:
h,=(~-z)h,_, +ztanh(W,[rh, ,x]+b,), (9)

=1

where h, is the refreshed hidden state at time 7, and

W, is the weight matrix for refreshing the hidden

state; the index h displays the gate of hidden state.

Recurrent neural network GRU uses fewer
parameters than LSTM, which makes it more suitable for
problems requiring smaller computational costs, such as
operation under limited resources of IoT devices.

After processing of the CNN and LSTM/GRU
data, the model uses a fully connected layer for final
classification of traffic. This layer calculates the
probabilities that data belongs to one of the classes, e.g.,
normal traffic or attack:

P ek = Softmax(W_ A +b_ ), (10)
where P, is the probability that the input traffic is
attack, W_ , is the outer layer weights, /4 is the hidden

state at the last time step, b_ , is the outer layer bias, and
Softmax normalizes the outer probability values.

Russian Technological Journal. 2025;13(5):25-40

30



Simulation model of a scalable method for detecting multi-vector attacks taking
into account the limitations of computing and information resources of loT devices

Vyacheslav |. Petrenko

The main variables of the model are the input tensor

X € R of network traffic; the weight matrices W

of layers (CNN, LSTM/GRU); the bias vectors b of

layers (CNN, LSTM/GRU); the input (7,), forgotten (f,), and

output (0,) gates to LSTM, respectively; the refreshing (z,)

and removal (r,) gates to GRU, respectively; the hidden

state /1, at time £; the state of memory C, in LSTM; and the
probability P, . that the traffic is attacking.
The network traffic analysis module based on

a hybrid architecture of CNN + LSTM (or GRU)

combines spatial and time dependencies of network

data. Such architecture efficiently detects multi-vector
attacks on IoT networks, which is particularly important
for systems with limited computational resources.

The model operates as follows.

(1) The input traffic is transformed into
a  multidimensional  tensor, which enters
convolutional layers for isolating signs.

(2) The isolated signs enter the LSTM/GRU for
analyzing time dependencies.

(3) The model classifies the traffic as normal or attacking.

2.2. Adaptive optimization of hyperparameters
using the Mayfly adaptive algorithm

To improve the efficiency of the model and tune it to
specific network conditions (e.g., data volume or type of
attacks), we use the Mayfly adaptive algorithm [8]. The
Mayfly algorithm helps to automatically find the optimal
hyperparameters of the model, such as:

e number of layers in CNN and LSTM;
e number of filters and neurons in each layer;
e model learning rate.

The Mayfly adaptive algorithm accelerates
model tuning and ensures its optimal productivity
without necessity of manual tuning. The algorithm
uses evolutionary methods for searching for optimal
parameters and is adapted during model learning.

The main steps of the Mayfly adaptive algorithm are
the following:

1. Population initialization.

2. Males and females: separation into two groups with
different search strategies.

3. Global and local search: search for the best solutions
by males and females.

4. Evolution and refreshment of rates and positions.

5. Rendezvous and reproduction.

The main variables and parameters of the algorithm
are the following.

N—number of individuals in the population;

x"—position of male i in  solution
space (hyperparameter value);

xif —position of female /;

vi' —male velocity;

vl —female velocity;

etal.

o, P, y—male and female motion control

coefficients (inertia, acceleration, and interaction,
respectively);

Zpesr—global best solution found by all males and
females;

Ppesi—Personal best solution found by male or female;

A—attraction coefficient for rendezvous of males
and females;

e—random bias affecting mutation in search.

2.2.1. Population initialization
The Mayfly algorithm begins with random
initialization of the initial population of males and
females (hyperparameters) in search space. Each male
or female is a model hyperparameter vector
X; = [0 X oo Xyl
where d is the hyperparameter space dimensionality (e.g.,
number of layers or neurons, training rate, etc.).

The position x; of each male or female in
hyperparameter space is initialized randomly:

x(0), xf (0) ~ Uniform(x

min > Xmax )’

where x and x are the hyperparameter space

“min max . .
boundaries, aqd Umform(x.min, X, ., 18 the function of
random sampling from the interval [x_, , X . ].

2.2.2. Refreshment of male velocity and position
Males find solutions in global space, refreshing
their position based on personal best solution p, ., and
global best solution g, ... The male position refreshment
velocity is calculated as:

vit(E+ 1) =oavi () +Bin (pbest,i —x () +

+Bory (8pests — X" (1),

where o is the inertia coefficient (which controls
how strongly the velocity of the previous step affects
the current position); B, and B, are the acceleration
coefficients, which control the effect of the personal and
global bets solutions on the velocity refreshment; and
r; and r, ~ Uniform(0, 1) are random values, which
ensure random bias in search.

The position of each male is refreshed taking into
account its new velocity:

XM+ D) =x" )+ vt +1).

2.2.3. Refreshment of female
velocity and position
Females perform local search, refreshing their
positions based on the distance to males. The female
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position refreshment velocity is calculated taking into
account the interaction with males:

Vi@ +1) =0 () - xf )+ e,

where A is the attraction coefficient between males
and females, and € is a random deviation for ensuring
diversity of solutions.

The positions of females is refreshed as follows:

xf+D)=xl () +vi@E+1).

2.2.4. Evaluation of solutions
Each male or female is evaluated using
a fitness function, which may be related to model,
accuracy, learning time, model complexity, and other
parameters. The fitness function F(x,) for each male or
female is calculated as:

F(x;) = Evaluation Model(x,),

where x; are the hyperparameters represented by
male or female, and Evaluation Model is a function
estimating the model productivity at the given
hyperparameters.

2.2.5. Rendezvous and reproduction

After the velocities and positions are refreshed,
males and females make a rendezvous, which models
reproduction in the algorithm. When males and females
become close enough, there are crossing over and
mutation:

e crossing over transforms part of genetic
information (hyperparameters) from males to
females:

Xow = AX 4+ (1= k)xlf,

where x . 1s a new value (position) of male or
female as acquired by crossing over, X" is the

current position of male i, Xl-f is the current position
of female i, and A is a coefficient determining the
weight of influence of female in the new
state (A typically ranges from O to 1).

e mutation randomly changes some parameters with
probability p_ ..

2.2.6. Completion criterion

The Mayfly algorithm performs until one of
the following conditions is used: the maximum
number 7, of iterations has reached, or the fitting
function is not improved for several consecutive
operations.

2.3. Decentralized verification mechanism
based on blockchain technology

The security and reliability of the system
under decentralized IoT networks are ensured by
PoV blockchain-oriented consensus mechanism [3]. The
main functions of this component are the following:

e decentralized verification of attack data, by which
several network nodes analyze network traffic and send
information on possible attacks to distributed ledger;

e validation of blocks occurs through polling of
validating nodes: if more than 50% nodes support
attack, the information about it is written in the
distributed ledger, and dangerous IP addresses are
blocked through action modules.

The decentralized verification module uses
blockchain technologies for ensuring data security and
preventing attacks in IoT networks. This module operates
based on PoV consensus mechanism, which allows
network nodes (validators) to vote for data blocks on
traffic, attacks, or state of network. Blockchain ensures
protection from deception of data, decentralized storage,
and automatic performance of such actions as block of
harmful IP addresses through action modules.

The main elements and variables are the following.

B—data block containing information on network
traffic, detected attacks, or refreshing states of network;

N—number of nodes (validators) in blockchain network;

V—voice of validator i for acceptance or rejection
of block;

P, iq—probability that the block is valid,

T ,—block validation time;

AM—Action Module, which contains data on
attacks and blocks of IP addresses.

This subsection presents key steps of processing
network traffic and ensuring security in blockchain
system. These steps describe how network nodes interact
for detecting anomalies, data verification, and automatic
blocking of suspicious IP addresses. Every step plays an
important rope in creating a reliable and efficient system
of protecting from cyberattacks, ensuring data integrity
and rapid response to threats.

The steps of processing network traffic and ensuring
security in blockchain system are the following:

Step 1. Formation of data block.

Each blockchain network node processes the
entering network traffic and, if there is an anomaly or
suspicious activity (e.g., multi-vector attack), forms data
block B. This block includes the following elements:

B = {Block ID, Data, Previous Hash, Timestamp,
Signature},

where Block ID is the unique block identifier, Data
is the information on traffic and possible attacks
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(e.g., IP addresses, type of attack, and timestamps),
Previous Hash is the hash of the previous block in
blockchain for maintaining continuous chain, Timestamp
is the block formation time, and Signature is the digital
signature of the node that formed the block.

Step 2. PoV consensus mechanism.

After the block is formed, it is transferred to other
network nodes for verification using the PoV consensus
mechanism.

The block is validated by voting of network nodes in
the following order:

e cachnode analyzes the data block B, tests its integrity
and reliability, and then sends its voice V; (voting
may be binary: V; = 1 for acceptance of block and
V.= 0 for rejection of block);

o the probability that the block is valid is calculated
as

N
2V
=1
Poatig =* N

If P4 = 0.5 (most nodes support the block),
then the block is considered valid and is added to the
distributed ledger, and if P, < 0.5, then the block is
rejected.

Step 3. Refreshing of distributed ledger

After reaching consensus and supporting block B, it
is added to the distributed ledger. Each item in the
distributed ledger is related to the previous block through
the Previous Hash. Which ensures continuous and
invariable data chain. A new block is added to the
distributed ledger:

B, ., = {Hash(B

prev
Signature

), Data

ey Limestamp, .

new}’

where Hash(BpreV) is the hash of the previous block,
which guarantees the integrity of the entire chain.

Step 4. Using action modules for automatic blocking
of IP addresses.

Blockchain system uses action modules for automatic
actions when detecting attack. Action modules Action
modules automatically block IP addresses, send notice,
and refresh blacklists in network. The structure of action
module can have the following form:

AM = {Source IP (SIP), Destination IP (DIP),
Signature, Blacklisted IP, Attack Label},

where Source IP (SIP) is the IP address, from which
traffic enters; Destination IP (DIP) is the IP address of
target device; Signature is the digital signature of data for
information authentication; Blacklisted IP is the list of
IP addresses, which were blocked after detecting attack;

and Attack Label is the attack label, which contains type
of attack (e.g., DDoS, SQL injection, multi-vector attack).

Step 5. IP address blocking.

Once the data block on attack is confirmed and
added to blockchain, action module automatically blocks
harmful IP addresses in network. For example, if DDoS
traffic is detected, then the IP address of the SIP
attacking device is added to the Blacklisted IP blacklist
through action module

AM(SIP) = Blacklisted IP.

These data are refreshed at every network node
through distributed blockchain structure, which
guarantees the consistency of actions of all participants.

Step 6. Block validation time.

For each block B, the block validation time 7} is
calculated, which depends on the time 7, . of voting of all
nodes, thetimez . ofperformance ofall action modules,
and the time 7, . of block transmission between nodes:

Ty=1

vote

+t tt

contract transmit

The optimization of block validation time is critical
for IoT networks with limited resources and high data
exchange rate.

2.4. Pruning

Pruning is used to reduce computational costs and
optimize model operation at low-power IoT devices.
After model learning, minor neurons and their
connections are pruned to reduce model volume without
significant impairment of its accuracy.

Pruning is performed as follows:

e after learning of neural network, the weights of its
connections are analyzed. If the weights are below
a given level, then the connections are pruned;

e the model is restarted with a reduced number
of neurons and parameters, which reduces
its computational complexity and memory
requirements.

The main idea is to prune unnecessary or minor
neurons or change weights after model learning,
insignificantly reducing its productivity.

The main elements and variables are the following:

W—weight matrix of neural network;

b—Dbias vector of neurons;

AIW)—activation function for network weights;

6—threshold for weight pruning;

M-—masking matrix for weight pruning;

n . —total number of parameters (weights) in
neural network;

Morune g—humber of pruned weights;

p—fraction of pruned weights or neurons.
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2.4.1. Determination of significance
of weights and neurons

After the neural network is learned, it is necessary

to determine, which weights W in neural network affect
least on output values and can be pruned. This is done
by calculating the significance of each weight W, .. As
a measure of significance, the metric of absolute value of
weight can be used, in which the smaller the weight, the
less significant this weight for neuron activation:
Signiﬁcance(Wl.,j) = |le| (11)

If the weight is close to zero, then its influence on
network output is minimal, and such a weight can be pruned.

2.4.2. Pruning threshold
To determine, which weights should be pruned,
threshold 0 is introduced. The weights the absolute
value of which is smaller than 0 are considered minor
and removed (equated to zero 0):
W,-,j:()ilel-,j|<9. (12)
The threshold 0 is chosen empirically or optimized

during experiments. This threshold can be static or
dynamic, adapted by analyzing model structure.

2.4.3. Masking matrix
Lest weight pruning affect neurons that have
a significant effect on the output values of the model and
its productivity, masking matrix M is used, denoting which
weights should be retained, and which should be zeroed:

Lif |26,
= ’ (13)

M. .
0, |, | <6,

Pruned masking matrix:

Woruned = W OM, (14)
where © is the elementwise product of the weight
matrix W and the masking matrix M. This guarantees
that only significant weights participate in computations,

and minor weights are pruned.

2.4.4. Estimation of pruned weight fraction
The fraction of pruned weights or neurons is
calculated as

n
runed

= e (15)
Motal

where Moruned is the number of pruned weights, i.e.,

weights for which [V, j| < 0; and n,,,, is the total number
of weights in the model.

2.4.5. Iterative pruning

Simple pruning threshold may be insufficiently
efficient for all network layers, especially for deep
models with numerous layers. Therefore, iterative
pruning may be used: weights are pruned not at once but
stepwise, with a gradual increase in threshold 6.

At each iteration, the weights are recalculated using
the masking matrix:

wnew - Wold OM. (16)

Then the network is relearned on new data to restore
its accuracy after pruning. This process is repeated
several times until the pruned weight fraction reaches
the desired level p.

2.4.6. The main steps of the developed simulation
model and metric for estimating the model quality
after weight pruning

The main steps of the model operation are the following:
(1) traffic analysis using CNN + LSTM for detecting

spatiotemporal signs and identifying anomalies;

(2) model optimization: the Mayfly algorithm
automatically tunes model hyperparameters
depending on the conditions of network and data,
which ensures its adaptability;

(3) suspicious IP addresses and traffic are verified and
blocked through blockchain consortium. If the
attack on IP addresses is confirmed, they are blocked
through action modules;

(4) neuron pruning: after the initial learning and
verification of the model, neurons are pruned
to reduce computational complexity and model
adaptation to resources of IoT devices.

After pruning, it is important to estimate the changes
in model productivity and resource intensity. The main
metrics of model quality after weight pruning are the
following:

(1) the fraction of accurate predictions among the
total amount of predictions (accuracy of correct
predictions):

TP+TN

E, = Accuracy = ,
TP+TN+FP+FN

(17)

where TP is the number of true positive

predictions (correct predictions of attacks), TN is

the number of true negative predictions (correct

predictions of normal traffic), FP is the number of

false positive predictions (false alerts), and FN is the

number of false negative predictions (lost attacks);
(2) recall:

E, =Recall = L,

18
TP+ FN 18
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which determines the model ability to detect all
attacks in a sample;

(3) precision (fraction of true positive predictions
among all positive predictions (accuracy of true
positive predictions)):

TP

E; =Precision = ———,
TP+ FP

(19)
which determined how much model predictions of
positive classes are correct;

(4) F1 metric:

2 E2E3
Ey+Ey
which is a harmonic mean between recall and
precision;
(5) time of data processing and performing model
predictions:

E, (20)

E5 - Tpruned - Toriginal(1 -Dp)

2h

where T pruned is the computational time after
pruning, 7 original is the computational time by the
initial model, and p is the fraction of pruned neurons;

(6) memory usage—(reduction of memory usage after
weight pruning):

E() - Mpruned - ]Mmiginal(1 _p)a (22)

where M, ined is the memory required for storing
pruned model, and M_; ginal 1S the memory necessary
for storing the initial model.

3. IMPLEMENTATION AND EXPERIMENT
3.1. Design of experiment

In this section, we experimentally tested the developed
simulation model of detecting multi-vector attacks
taking into account the limitations of computational and
informational resources of loT devices.

The experiment uses CIC [oT Dataset 2023, which
contains data of network traffics, both normal, and
attacking, with various characteristics and signs, such as:

e [P addresses (Source/Destination);
ports (Source/Destination);
connection time;
packet size;
protocols (TCP'2, UDP!3, HTTP, DNS);
attack mark (e.g., DDoS, SQL injection, Brute
Force).

12 Transmission Control Protocol.
13 User Datagram Protocol.

The dataset is divided into several classes:
e normal traffic;
e attacking traffic (various types of attacks).

The experiment compares the results of the developed
simulation model with several similar methods used to
detect attacks on IoT networks.

The CIC IoT Dataset 2023 data were normalized
using Min-Max Scaling to reduce all signs to the
range [0, 1]. Outliers were removed by Interquartile
Range (IQR) method, and new signs were generated by
aggregation of time characteristics of traffic (e.g., mean
number of packets in 10 s).

The testing was performed on a workstation
based on Macbook Pro notebook (Apple Inc., USA)
with M2 Pro processor (includes 12 processor
cores (8 performance cores and 4 efficiency cores),
19 graphics engines, and 16-core neural coprocessor)
and16-GB random access memory with a throughput
efficiency of about 200 GB/s.

3.2. Structure of experiment

The experiment was performed in several steps:

(1) Data preparation, at which the CIC IoT Dataset 2023
data are divided into learning and testing samplings
in the ratio 70 : 30. Then, the data are preliminarily
processed: signs are normalized, outliers are
removed, and new signs are generated (if necessary).

(2) Model learning, at which the proposed model
is learned based on the hydride architecture
CNN + LSTM/GRU using neuron pruning to reduce
computational costs.

The model hyperparameters are optimized using the
Mayfly algorithm.

For comparison, other models are also learned, such
as Random Forest, SVM, Deep Learning (MLP).

The processing time of a single data packet is found as
the sum of convolution time (1), LSTM/GRU processing
time (2)—(9), and classification time (10). Owing to neuron
pruning (11)—(16), the model significantly reduces the
number of parameters, which decreases the computational
costs and improves productivity on devices with limited
resources. This makes it possible to efficiently use the
model under real conditions, such as real-time monitoring
systems, where fast response and minimum memory
consumption are important. The quality of the simulation
model is estimated using metrics (17)—(22).

3.3. Analysis of the obtained results

The efficiency of the proposed model was estimated in
experimental studies. Table estimates the efficiency using
evaluation metrics (17)—(22) of various models, including
the proposed model based on the CNN + LSTM/GRU
hybrid architecture using neuron pruning.
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Table. Experimental results
Evaluation metrics
Model
E,, % Ey, % E;, % E., % Es, ms Eg, MB
Random Forest 96.5 95.7 97.1 96.4 35 220
SVM 94.3 92.6 94.5 93.5 50 250
Deep Learning (MLP) 97.8 97.2 98.0 97.6 20 210
Simulation model CNN + LSTM/GRU 99.1 99.3 98.9 99.1 12 180

Figure 1 compares the results of operation of
the proposed simulation model and its analogs
in accordance with evaluation metrics (17)—(20).
Figure 1 shows that the CNN + LSTM/GRU model
significantly exceeds the other models in all presented
metrics, which confirms its high efficiency in detecting
multi-vector attacks.

Figure 2 compares the results of operation of the
proposed simulation model and its analogs in accordance
with evaluation metrics E5 (21). Figure 2 shows that
the model CNN + LSTM/GRU has the minimum
data processing time and the minimum prediction

%
100

98
96
94
92
90
88

performance time (12 ms), which makes it particularly
suitable for real-time use, whereas the other models
require much more time.

Figure 3 compares the results of operation of the
proposed simulation model and its analogs in accordance
with quality metric E, (22). Figure 5 shows that the
model CNN + LSTM/GRU requires the minimum
memory volume (180 MB) for processing the input data
of 1 million examples with 10 signs, which makes it more
efficient for using on devices with limited computational
resources in comparison with the other models, such as
Random Forest and SVM.

Evaluation metrics

Random Forest
o SVM

Deep Learning (MLP)
= CNN + LSTM/GRU

Fig. 1. Comparison of the results of operation of the developed simulation model CNN + LSTM/GRU

and its analogues in accordance with metrics E; (17)

I

£

= 20
. I 1 =
0

- E,(20)

Random SupportVector Deep Learning  Simulation
Forest Machine (SVM) (MLP) model
CNN +LSTM/GRU

Fig. 2. Comparison of the results of operation of the developed simulation model CNN + LSTM/GRU
and its analogues in accordance with metric E; (21)
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Fig. 3. Comparison of the results of operation of the developed simulation model CNN + LSTM/GRU
and its analogues in accordance with metric Eg (22)

The performed experiment confirms the following:
(1) The developed simulation model attained high
accuracy of detecting attacks at a level of 99.1%,
which suggests its ability to efficiently identify
both known and new types of attacks in real time.
Thus, the proposed architecture based on the
CNN+LSTM/GRU hybrid model can be successfully
applied in the context of analyzing network traffic.
(2) The F1 metric of the developed simulation model
is 99.1%, which indicates high balance between
precision (19) and recall (18). This means that the
model not only accurately identifies attacks, but also
minimizes the number of false alarms and miss.
(3) The request processing time in the proposed
simulation model at hardware resources stated in
3.1 of this work is reduced to 12 ms, making this
model particularly useful for systems requiring fast
response, such as real-time monitoring systems.
This represents a significant advantage over the
other models, which require more processing time.
(4) The developed simulation model uses only 180 MB
memory, making it suitable for implementing on
devices with limited computational resources. This
is particularly important for [oT devices, which are
often limited in memory and computational power.
(5) Neuron pruning significantly reduced the number of
model parameters from 1.5 million to 300 thousand,
which, in turn, decreased computational costs by 80%
and improved productivity. This confirms that model
optimization approaches contribute significantly to its
successful use under limited resources.

CONCLUSIONS

In this work, we have proposed a simulation model
of a scalable method for detecting multi-vector attacks
on IoT devices that takes into account the limitations of
computational and informational resources. The creation
of an efficient solution capable of detecting attacks with
high accuracy is a key objective given the growing
security threats in [oT.

The proposed model is based on a hybrid architecture
of neural networks that combines convolutional neural
networks CNN for analyzing spatial dependencies and
long short-term memory networks LSTM for analyzing
time dependencies of network traffic. An important aspect
is pruning, which significantly reduces the number of
model parameters to decrease computational costs. The
use of blockchain technologies with a PoV consensus
mechanism ensures data security and decentralized
verification, which is critically important for protecting
[oT networks from multi-vector attacks.

The experimental testingusingthe CICIoT Dataset 2023
dataset demonstrated the high efficiency of the proposed
model. The achieved attack detection accuracy 99.1%
confirms its ability to exactly identify both known and
new types of attacks in real time. The F1 metric of 99.1%
indicates a balance between precision and recall, which is
critically important for cybersecurity systems in which both
false alarms and unidentified attacks should be minimized.
In addition to high accuracy, the request processing time
was reduced to 12 ms. This allows the model to function
efficiently under rapid response conditions such as real-
time monitoring systems. Memory use was also optimized
to only 180 MB, which makes it suitable for devices with
limited computational resources.

Thus, the developed simulation model exceeds the
existing solutions in key metrics, such as precision,
processing time, and memory use. The high efficiency
of the model during multi-vector threats to IoT is
ensured by its hybrid architecture, neuron pruning, and
decentralized verification.

This work opens new horizons for further research
in cybersecurity that will lead to efficient solutions for
protecting IoT networks from complex cyberthreats.
Future studies should aim to integrate additional
machine learning and deep learning methods for
increasing the accuracy and stability of the model
to new types of attacks. It is also worth considering
the possibility of optimizing algorithms to reduce
computational costs and increase data processing rates.
Under current conditions of increased device numbers
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and traffic volumes, it becomes crucial to continue to
improve the scalability and stability of blockchain-
oriented solutions.
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Abstract

Objectives. The study sets out to develop and analyze a mathematical model for information transmission
in multimode fiber-optic ring networks using a token-based access method to ensure efficient interaction between
Internet of Things (I0oT) devices. The work aims to evaluate the probabilistic and time-related characteristics, as well
as the reliability and performance of the network infrastructure to optimize data transmission parameters, taking into
account the specifics of loT and the peculiarities of the fiber-optic medium.

Methods. Reliability theory methods are used to assess the network’s resilience to failures and increase its operational
efficiency, along with techniques from the theory of stochastic processes to model the dynamics of data transmission
undervarying loads and approaches from queueing theory to analyze traffic distribution and packet queue management.
The Laplace-Stieltjes transform is applied to derive functional equations that describe the probabilistic and time-related
data transmission characteristics, enabling precise mathematical modeling of network processes.

Results. The information transmission processes occurring in multimode fiber-optic networks with token access
in the context of loT systems were studied. The temporal characteristics of packet transmission for different classes,
including critical loT device data, were analyzed.

Conclusions. Theresults confirmthat multimode fiber-optic media provide an efficientfoundationforloTinfrastructure
that offers both high throughput and fault tolerance. By incorporating reliability characteristics into the model, it was
possible to account for the impact of fiber-optic medium and network node failures on performance. Optimizing the
parameters of the token-based access method, including time intervals and token transmission policies, significantly
improves overall network performance by reducing collision probability and increasing throughput. The developed
mathematical model provides an effective tool for analyzing and designing local networks based on multimode fiber-
optic technologies. This fact is especially important for networks serving critical infrastructure.
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B MHOI'OMO/I0OBBIX OIITOBOJIOKOHHBIX CETSAX
C MAPKEPHBIM METOIAOM I0CTYIIA
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e Moctynuna: 10.02.2025 ¢ flopa6oTaHa: 17.03.2025 ¢ MpuHaATa k ony6nukoBaHuio: 22.07.2025

Pesiome

Llenu. Llenbio paboThl siBASOTCA pa3pabdoTka 1 aHann3 matemMaTu4yeckoi Moaenm nepegadm nHidopmaumm B MHO-
rOMOJ0BbIX ONMTOBONIOKOHHBIX KOMbLIEBLIX CETSIX C MapPKEPHLIM METOA0M A0CTyNa Ans obecneyeHns ap@PekTUBHOro
B3aMMOAelCTBUS YCTPOMCTB UHTepHeTa Bellei (Internet of Things, l1oT). PaboTa HanpaBfieHa Ha OLLEHKY BEPOSAT-
HOCTHO-BPEMEHHbIX XapakTePUCTUK, HAOEXHOCTU N MPON3BOANTENBHOCTM CETEBON MHMPACTPYKTYPLI, @ TakXe Orl-
TUMM3aUMIO NapaMeTPOoB Nepenayn gaHHbIX ¢ ydeTom cneundurkm loT n ocobeHHOCTelr ONTOBOJIOKOHHOW cpeapl.
MeTopabl. B xoae nccnenoBaHns NnpyMeHeHbl METOAbI TEOPUM HAAEXHOCTU A5 OLEHKM YCTONYMBOCTM CETU K OT-
Ka3am 1 yBeNIM4eHust ee akcnayaTaumoHHOM apPEeKTUBHOCTUN, METObLI TEOPUN CllyYaliHbIX MPOLLECCOB AJ19 MOAENM-
pOBaHUS AMHAMUKN NePeaayn JaHHbIX B YCI0BUSX NM3MEHSIIOLLENCS HAarpy3Kku, a Takxke MeToasl TEOPUN MacCoBOro
obcnyXuBaHus Ans aHanmsa pacnpegeneHns Tpaduka u ynpasneHns oyepeasmMm naketos. JOnonHUTENbHO UC-
nosib3oBaHoO nNpeobpasoBaHue Jlannaca — CTunTbeca, NO3BONSIOLLEE BbIBECTU GYHKUMOHANBHBIE YPABHEHUS, OMK-
CblBalOLLME BEPOATHOCTHO-BPEMEHHbBIE XapPakTEPUCTUKM Nepeaadn AaHHbIX 1 o6ecneymBatoLLe ToOHHoe MaTemMaTu-
4yeckoe MOJENMPOBaHME CETEBBIX NMPOLECCOB.

PesynbTatbl. ViccnenoBaHbl npoLeccsl nepefaydn MHGopmMaLmm B MHOrOMOAOBbLIX OMNTOBOJIOKOHHbIX CETSX C Map-
KepHbIM JOCTYNOM B KOHTekcTe loT-cucTtem. MNpoBeaeH aHann3 BpeMEHHbIX XapakTePUCTUK Nepeaaym NakeToB pas-
JINYHBIX KNACCOB, BKOYAS KPUTUYECKN BaXKHbIE AaHHbIE |0T-yCTPONCTB.

BeiBoAbl. Pe3ynbTaThl MCCNEA0BaHMS NOATBEPXAAIOT, YTO MHOrOMO/0Basi ONTOBOJIOKOHHAs cpefa ABnsieTcs ad-
dekTnBHOM ocHoBOW aNs loT-uHdpacTpykTypbl, 06ecneymBast BbICOKYO NPOMYCKHY CNOCOOHOCTb 1 YCTONYMBOCTb
K OTkazam. BkroyeHne xapakTepucTuk HaJeXHOCTU B MOLESb NMO3BOSIUMAO YYECTb BIMSSHUE OTKA30B OMTOBOJIO-
KOHHOW cpefpl 1 y3/10B CETU Ha NMPON3BOAMTENBHOCTb. ONTUMM3aUMa NnapamMeTpoB MapkepHOro MeToga AOCTyna,
BKJI04As BDEMEHHbIE MHTEPBANbI Y NONUTKKY Nepefayy Mapkepos, CyLLECTBEHHO MOBbLILLAET 00LLYI0 NPOM3BOAM-
TENbHOCTb CETU, CHMXas BEPOSITHOCTb KOMUN3WUIA, U YBENNYMBAET NPOMYCKHYIO CNOCOOHOCTL. PaspaboTaHHas ma-
TemMaTuyeckas Mofenb npenocTaBnseT addEKTVBHbBIA MHCTPYMEHT OJ1S aHann3a 1 NpoekTUPOBaHUS JIOKabHbIX
ceTei Ha OCHOBE MHOMOMO/OBbIX ONTOBOJIOKOHHbIX TEXHOIOrNIA. 3TO 0COBEHHO BaXXHO A/151 CETE, 00CNYXMBAIOLLMX
KPUTUYECKN BaXHble NHDPACTPYKTYPbI.

Kniouesble cnoBa: FDDI-ceTn, mapkepHbIh MeTon, A0CTyNna, MOAENU, BDEMEHHbIE XapakTePUCTUKN, OTKa3bl, MPO-

Mn3BOAUNTENIbHOCTb

Ana uutmnpoBaHusa: XwmatoB [.B., JleoHTbeB A.C. AHanm3 npoueccoB nepegadn nHpopmaumm B MHOrOMOAO0-
BbIX OMTOBOJIOKOHHbLIX CETAX C MapKepHbIM MeTodoM pocTyna. Russian Technological Journal. 2025;13(5):41-50.
https://doi.org/10.32362/2500-316X-2025-13-5-41-50, https://www.elibrary.ru/KVUAJF

Mpo3payHocTb hpMHAHCOBON AEeATEeJSIbHOCTU: ABTOPbI HE UMEIOT GUHAHCOBOM 3aUHTEPECOBAHHOCTM B NPEACTaB/IEH-
HbIX MaTepuanax uam metTogax.

ABTOpr 3asBng10T 00 OTCYTCTBUA KOHCbJ'II/IKTa NHTEepPEeCOB.
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INTRODUCTION

Multimode access methods are a type of data
transmission technique in fiber optic systems that are
widely used to increase the capacity and efficiency of
information transmission. The basic principle consists in
the simultaneous transmission of light signals through
several independent modes representing different
trajectories of light propagation inside the fiber core.
Since each mode acts as an independent communication
channel, this enables parallel data transmission.

Especially in high-bandwidth systems, multimode
access methods enable efficient scaling of transmitted
data volumes. With an increase in the number of modes
or the bandwidth of each mode, such systems find
application in high-speed optical networks, including
backbone communication channels and local networks.

The characteristics of data processing and
transmission systems in network structures are largely
determined by the reliability of the transmission
medium, taking into account possible failures and
malfunctions [1-3]. However, in many studies, the
temporal parameters of transmission are considered in
isolation, without taking into account reliability factors,
while fault tolerance analysis often does not include the
influence of information processing and transmission
technologies. Therefore, when studying multimode fiber
optic transmission systems, mathematical methods that
consider possible failures of the transmission medium
are used to evaluate the temporal characteristics.
In [1, 2], the authors developed mathematical methods
for analyzing the probabilistic-temporal characteristics
of data transmission in networks with a token access
method, taking into account the impact of failures, as
well as methods for assessing the resource loading and
performance of such network structures. Due to their
versatility and potential, multimode access methods
are becoming an important tool for building high-speed
optical networks, including backbone communication
channels, data centers and local area networks [4-6].
These technologies provide flexibility of scaling by
increasing the number of modes, improving transmission
quality, and increasing the throughput of each modulation
trajectory.

1. MULTIMODE FIBER STRUCTURE

In a multimode fiber optic cable, the core diameter is
larger compared to single-mode fibers. This fact enables
light to propagate through different modes. Each mode
represents a specific path of light propagation within the
fiber, determined by physical laws (light entry angle,
core and cladding properties).

In multimode method, data is distributed among
the available modes. Each mode acts as a separate

communication channel, providing independent data
transmission [7, 8]. Such transmission methods utilize
channel sharing features including:
e wavelength-division multiplexing (WDM), where
each mode is allocated a specific wavelength;
e time division multiplexing (TDM), where each
mode transmits data in the allotted time slot;
e increase in throughput capacity without significant
increase in equipment cost;
e scalability of the system by increasing the number
of modes;
e parallel data processing, which is especially

important for highly loaded networks [9-11].

Since different modes pass through the fiber at
different speeds, temporal blurring of the signal can
occur. Multimode fibers are typically used over short
distances (e.g., in local area networks) due to high signal
loss and dispersion.

Increasing the complexity of signal processing
implies the need for specialized equipment for separating
modes, eliminating mutual interference between them,
and ensuring the stability of data transmission, which
requires additional tuning and calibration of the system
to achieve optimal signal quality.

In the context of the industrial internet, multimode
fiber optic systems are used to provide high-speed data
exchange in the presence of a large number of connected
devices! [12-17].

Multimode systems can be easily integrated with
a variety of transmission protocols including Ethernet
and Fiber Channel?. Increasing the number of modes or
upgrading the system can increase network performance
at no significant cost.

2. LIMITATIONS OF THE MULTIMODE METHOD

Data transmission in the network is carried out
considering packet length requirements, data flow
intensity from each node, and time constraints specified
by the customer.

To investigate the process of data transmission in the
network, the token access method was used. Modeled
network parameters were: number of nodes N

nodes’
intensity of packets arrival in the network nodes for each

mode A, k= N; bandwidth of the transmitting
medium C; failure rate of the transmitting medium A ;;
length of the transmitted packet Liaers limitation on the

I Kleinrock L. To Mario Gerla, the Maestro of Networks.
Ad Hoc Networks. 2019;88:178—179. https://www.lk.cs.ucla.
edu/data/files/Mario%20Gerla%20tribute%20by%20Len.pdf.
Accessed June 24, 2025.

2 Fiber Channel is a family of protocols for high-speed data
transmission. The protocols are standardized by the T11 Technical
Committee, part of the International Committee for Information
Technology Standards.

Russian Technological Journal. 2025;13(5):41-50

43


https://www.lk.cs.ucla.edu/data/files/Mario%20Gerla%20tribute%20by%20Len.pdf
https://www.lk.cs.ucla.edu/data/files/Mario%20Gerla%20tribute%20by%20Len.pdf

Analysis of information transmission processes

in multimode fiber-optic networks with a token-based access method

Dmitry V. Zhmatov,
Alexander S. Leontyev

time of packet transmission of each mode in the network

T d(l) (directive time). The following parameters were
determined for each mode: node polling cycle Z(; node

utilizationp,, k=1, N andtransmission mediumR g5

packet delivery time 7, (1); probability of timely packet
delivery taking into account the reliability of the
transmission k=1,N;  network
performance A, .

The total intensity of timely served flow for each

mode is chosen as an estimate of network performance:

medium O,

N
Mot = Zkak'
k=1

Let the bandwidth C, the network architecture
with N, nodes, N packet flows for each mode with

nodes _
intensities A, k=1LN,
constraints be given.

The packet flows A, for each mode and the
transmission medium failures A, are Poissonian in
nature; the buffer devices of the nodes have unlimited
capacity. The number of nodes in the network and
the number of packet flows are the same for each
mode.

and data transmission time

3. THEOREM ON THE EVALUATION
OF THE POLLING CYCLE
IN TOKEN NETWORKS

The polling cycle of network nodes for each mode is
directly proportional to the number of nodes, length of
a marker, and inversely proportional to the throughput
capacity of the transmitting medium and the probability
that the medium is free from packet transmission of this
mode.

If these conditions of the theorem are fulfilled, the
cycle of node polling in the reliable operation mode is
described by the following relation:

L

N node ?m

N L i
1— A pack
zh e

zM = (1)

where L is the length of the marker, and taking into
account failures of the transmitting medium—by the
formula:

zM

S0 _
1
1- A‘fallFfEn{

fail —

2

where ngu)l is the average time of medium performance
recovery after failure.

L
k
Proof. Let T Pee

transmission from one node to another. Obviously, the
polling cycle of the network nodes (the average interval
between two consecutive polls of a node) is equal to:

N L L L
70 — pack \ Tm |y (1—p,)m i
];{Pk[ C C ( Pk) C
=Z pack L
=

pack = is the time of the packet

3)

In the stationary mode, 1, Z() = p,. Multiplying

Eq. (3) by A,, n=1 N, we obtain a system of N linear
inhomogeneous equations relative to p,:

2 Z{ ["gkj Lg‘}=pn- )

Let us choose any two equations for p; and Py

pack

L
X Z{ = }=pi, (5)

pack

L
A Z{ én}zpj. (6)

Multiplying Eq. (5) by 7»} and Eq. (6) by A; and
subtracting one equation from the other, we obtain

P =P

A therefore: p; =

p j_i-
A ] o
Similarly, we can express all p;, k=1L N via
Ay
PP =P T N . Substituting these relations into the first

1
equation of the system of Eqgs. (4), we obtain:

N A, L L
k “pack 'm
k1§ {Plk_l C +_C}:P1,

k=1
(7
N L N,
pack m
Py {xk } A =Pps
k=1 C
N_ .. L
) Nnode 'm }“1’ ®)
pack
k=1
N, L
70 _ﬂ_ node™m ©)
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The loading of the transmission medium is equal to:
N Lpack
Riedium = 2 M :
k=1 c
In steady-state mode, the load of the medium is
equal to the probability that packets are transmitted in

N L
the medium. Accordingly, the value 1- ZK k péCk is
the probability that the medium is fre]é 1from packet
transmission.

As can be seen, Eq. (9) coincides completely
with Eq. (1), which proves the first part of the token
network polling cycle theorem.

Functional equations for determining the cycle
of local computing systems with token access method

taking into account emerging failures have the form [1]:

* * *
{Zfail(s )=Z" Mgy +5 = Mgt Uiy (5)),
* * *
Uit (8) = Fayit (hgig +5 = Mgt it (),

o0
Zg(s)= I e~ dZg; (1),
0

" (10)
IOE j e dl gy (0),
0

o0
Z" (hgyyy + 5 = Ay T (5)) = I e Chait ™=l it ) g7 (1),
0

0
Frait Orgyi 5 = hpn T () = _[ o G5l it S g (1),
0

where Z ., (¢) is the distribution function (DF) of the
local area network cycle taking into account failures;
Z(t) is the DF of the local area network cycle under
conditions of reliable operation; F;(¢) is the DF of
the transmission medium recovery time after failures;
['¢,i1(0) is the DF of the transmission medium occupancy
period after failures; s is the complex parameter of the
Laplace transform.

Let us differentiate the first functional Eq. (10) by s:

" A ~(Mfail +5— Mail Gpail (S
(Zfaﬂ(s)){je e dZ(r)}=

0

0
_ _J' o~ Mail 5= Mgyt Gait ()1 (1 ~Aguil (G;faﬂ(s)) de @),
0
0 (Zpi () |g=—2ZD
ats — ( fail (S)) |s:0 fail >

* * [ 1
Mgait +5 = Mgt Ui (8) 59 = 0, (D (5)) ()

s=0" " fail

0 *
(5 A T ()1 '
_I te{ (5+ M fait =M fait U it (5)) }(1 — kfail (Ffail (S) )dZ(t) |S:0:
0

|
=-zZW(1+ kfailrg‘azl )-

Therefore,

Zigh = ZO U+ Ay THL). (11)

Differentiating the second functional Eq. (10) by s
and finding the limit at s — 0, we obtain the following
relation for determining the average value of the
occupancy period of the transmission medium after
failure:

FO
1 _ fail
Tl RETCR (12)
fail” fail
Substituting Eq. (12) into Eq. (11), we obtain:
| z®
fon = (13)

B (ON
1= it Pl
Eq. (13) completely coincides with Eq. (2), which
proves the second part of the theorem on the cycle of
polling of marker networks with regard to failures.

4. PACKET SERVICE CYCLE DEPENDENCE
ON THE NUMBER OF NODES FOR DIFFERENT
TYPES OF TRANSMITTED PACKETS

The present work investigates information
transmission processes in multimode fiber optic
transmission media using mathematical methods for
calculating network structures with token access method
developed earlier by the authors [1]. In the calculations,
a four-mode fiber optic transmission medium with
a bandwidth of 280 Mbps for each mode was analyzed.
The length of the fiber channel can reach 100 km as well
as in Fiber Distributed Data Interface (FDDI) networks
with tokenized access. The modes were parameterized
as follows:

o Length of packets transmitted using the first mode

Lp ack 1 — 1024 bit; packet transmission time constraint

T4, 1 = 0.00025 s; intensity of packets arriving in the

network from each node A,;; = 2000 pack/s.

e Length of packets transmitted using the second mode

Loacka= 2048 bit; packet transmission time constraint

T4 » = 0.0005 s; intensity of packets arriving in the

network from each node },; = 1100 pack/s.

e Length of packets transmitted using the third mode

Lpa k3 = 4096 bit; packet transmission time constraint

T4, 5= 0.00075 s; intensity of packets arriving in the

network from each node A,; = 590 pack/s.

o Length of packets transmitted using the fourth mode

L ek a=8192 bit; packet transmission time constraint

T4, 4 = 0.001 s; intensity of packets arriving in the

network from each node ,; = 300 pack/s.
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Table. Dependence of packet service time in multimode ring network on failure rate

Mg 1074 1075 1076 107 Without failure
T (L, = 1024 bit), s 0.003408 0.0004444 0.0001485 0.0001189 0.0001156
T (L g, = 2048 bit), s 0.003765 0.000552 0.0002312 0.0001991 0.0001955
T (L g, = 4096 bit), s 0.004485 0.0008598 0.0004978 0.0004617 0.0004576
T (L ey, = 8192 bit), s 0.004669 0.001029 0.0006856 0.0006513 0.0006475

A token-based access method was used to control
the transmission of different classes of packets by
means of a four-mode fiber ring. The length of the token
L, = 96 bit; the bandwidth of each mode is 280 Mbit/s.
In the calculations, it was assumed that the MTBF of
the transmission medium can take values of 10* s, 10° s,
10%s, 107 s and oo; the failure recovery time is 7, = 60's.

In the calculations, the dependence of the packet
service cycle, node and transmission medium load, packet
service time, the probability of timely service of packets
transmitted using different modes, and the performance of
a multimode fiber optic network on the number of nodes
connected to the transmission medium was investigated.
The corresponding graphs are shown in Figs. 1-6.

The dependence of packet service time in
a multimode ring network in the critical area of
operation (at N, ;. = 110) on the intensity of failures is
presented in Table.

As can be seen from the graphs (Figs. 1-6), as
the number of nodes increases (with network scaling)
in a multimode fiber optic network using the token
access method, the load of the transmission medium
and network nodes, the node polling cycle, and the
transmission time of packets transmitted by different
modes also increase; after reaching its maximum value,
the network performance begins to drop sharply.

With increasing failure rates in the critical region
of operation, with high transmission medium and node
loads, all network characteristics change dramatically, in
particular, packet service time.

Note that the maximum performance for all four
types of transmitted packet is achieved when the number
of nodes N, 4. = 100. The amount of timely transmitted
information Voack is maximized when the packet
length Lopek = 8192:

Vpack - }‘totLpack'

The packet service time, which increases with
packet size, is the longest at a high failure rate of 1074,
For a packet of 1024 bits, the average service time is
0.003408 s, while for a packet of 8192 bits, it is already
0.004669 s.

When the failure rate is reduced to 107> the packet
service time is significantly reduced. For a 1024-bit
packet it decreases by almost 8 times (to 0.0004444 s),
while for an 8192-bit packet, it decreases more than
4 times (to 0.001029 s).

0.0012
—€— L1 = 1024 bit
—#— L.y o = 2048 bit
0.0010 [ |l L0, 5 = 4096 bit
—0— L0 = 8192 bit
0.0008 |
w
=" 0.0006 |
N
0.0004
0.0002 +
0 i i )
0 20 40 60 80 100 120
Nnode
Fig. 1. Dependence of the service cycle Z(")
on the number of network nodes N, .
1.0
| [=—e—L =1024 bit
0.9 | a—LPok,=2048 bit
|| el = 4096 bit
08[ | Zg—Lrrs=8192bit
0.7
£ 0.6
8 05
Q?
0.4
0.3
0.2
0.1
0 é L L L L L )
0 20 40 60 80 100 120
N

node

Fig. 2. Dependence of the transmission medium
load R, for each mode on the number
of nodes N,

medium
node
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Fig. 5. Dependence of the probability of timely packet
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Fig. 6. Dependence of the performance A,
for each mode on the number of network nodes N, .

At failure rates of 107 and 1077, the processing time
continues to decrease, but not as dramatically as when
going from 107 to 1073. For example, for a 1024-bit
packet, the time drops from 0.0001485 s to 0.0001189 s.
This is already a less pronounced decrease.

In the case of no failures, the service time is stable and
significantly lower than in the presence of failures. For
example, for all packets from 1024 to 8192 bits, service
time varies in the range of 0.0001156—0.0006475 s.

Failure intensity, which significantly affects the
packet processing time in a multimode ring network,
increases significantly at high intensities, especially for
large packets. However, when the failure rate decreases
to 107¢ and below, the processing time approaches the
values characteristic of a network without failures.

CONCLUSIONS

This study highlights the key role of development
and analysis of a mathematical model for optimization
of data transmission processes in ring networks based on
multimode fiber optic technology using the token access
method.

The use of reliability-theory-, random-process- and
mass-service methods, as well as the Laplace—Stieltjes
transform, provided a basis for accurate mathematical
equations that provide a deep analysis of the network
characteristics to identify the key regularities of its
operation.

The developed mathematical model takes into
account critical parameters of multimode fiber optic
medium including bandwidth, time delays, and data loss
rate.

In the study, a comprehensive analysis of the
operation of a multimode fiber optic network with token
access method was carried out, in which the probabilistic
and temporal characteristics of information transmission
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for different classes of packets were studied. In particular,
the dependencies of packet service time on the number
of nodes connected to the transmission medium, as
well as the influence of the bandwidth of each mode
and the intensity of packet arrival in the network were
considered. The analysis showed that as the number of
nodes in the network increases, the utilization of the
transmission medium and nodes increases, which, in turn,
increases the service cycle and packet transmission time,
and decreases the network performance. In addition,
increasing the intensity of failures in the critical area of
operation dramatically deteriorates the performance of
the network — in particular, in terms of increased service
time of packets and consequently reduced probability of
their timely transmission.

We pay special attention to the issues of network
reliability, namely the impact of failures of individual
elements on its performance. This aspect is of particular
importance for critical applications, where the reliability
of data transmission determines the success of the entire
system. By introducing reliability characteristics into
the model, we were able to develop mechanisms to
account for failures and propose ways to minimize them,
which increases the resilience of the network to external
influences and potential failures.

The results show that by properly tuning the
parameters it is possible to significantly improve the

overall network performance, reduce the probability
of collisions, and increase the throughput. These
conclusions confirm the high efficiency of the proposed
solutions and their importance for improving network
operation quality.

Based on the calculations and simulations,
multimode fiber optic medium is confirmed as
a promising solution for organizing high-performance
local area networks, especially under conditions of
increased reliability and information-loss minimization
requirements. The developed mathematical model can
serve as a universal tool for the analysis, construction
and optimization of networks, as well as providing
science-based recommendations for their effective use.
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framework for the study by proving a key theorem on polling
cycles in token-passing networks (Eqs. 1-13), calculated
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efficiency.
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Abstract

Objectives. The study sets out to parametrically investigate the impact of time delays within cyber-physical
emulation circuits for signal audio modules. Specifically, it examines how delays introduced by analog-to-digital
and digital-to-analog converters of the hardware/software interface, the central processor, and the visual
graphical emulation (VGE) software environment are influenced by factors like the selected data input-output
protocol and the VGE block preset configurations such as sampling rate, buffer size and time, and the number
of channels.

Methods. Used methods of architectural SPICE! modeling of electrical circuits on the VGE Simulink software
platforms leverage the resources of the Simscape library and LiveSPICE. Additional methods include those for
incorporating differential equations in the numerical analysis of SPICE models designed for analog circuits and
techniques for processing experimental data generated from cyber-physical emulation using the built-in Simulink
environment and associated laboratory radio measurement tools.

Results. The study introduces a novel approach to emulate analog audio devices using cyber-physical SPICE
modeling. Through the use of digital twins, the study investigates the impact of modifiable parameters on signal
delays within audio module circuits during cyber-physical emulation. Based on these findings, technical guidelines
are provided for selecting appropriate delay correction settings between 20 and 120 ms to ensure efficient high-
speed audio signal post-processing.

Conclusions. By configuring the VGE software block’s settings identically to the ASIO? data input/output protocol
prevalent in audio interface technology (44.1 kHz sampling frequency, 8 buffer size) substantially decreased
latency in typical audio module circuit nodes is achieved with cyber-physical emulation built into the VGE LiveSPICE
environment. The achieved time delays of 5 msdirecttransmission circuit contrast withthe 7 mslatency observedin the
cyber-physical emulation of the SPICE circuit when both are benchmarked within the VGE Simulink environment. The

T SPICE (Simulation Program with Integrated Circuit Emphasis) is an open-source simulator for general-purpose electronic
circuits.

2 Audio Stream Input/Output is a low-latency data transmission technology providing applications with a uniform interface
to hardware resources.

© N.R. Levchenko, M.S. Kostin, 2025
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successful implementation of cyber-physical emulation for SPICE models is achieved through the use of particular
settings, such as a 44.1 kHz sampling frequency, buffer sizes ranging from 512 to 1024 samples, and the use of the
ASIO data input/output protocol.

Keywords: time delay, correction, cyber-physical SPICE emulation, Simulink, LiveSPICE, Simscape, audio interface,
ASIO, signal audio module
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SPICE-amyasinmeit
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Pe3iome

Llenun. Uenb ctaTbn — NnapaMeTpryecknii aHanms BANSIHUS BDEMEHHbIX 3aZ1EePXEK B CXxeMax Knbepdunamyieckom amy-
JIAUMU CUMHAJbHBIX ayauoMoaynen, BHOCUMbIX aHanoro-un@poBbIMU 1 LMdPO-aHanoroBbiMy npeobpasoBaTensaMmm
NporpaMMHoO-anmnapaTHoro nHrepderica, LeHTpanabHbIM NPOLLECCOPOM U NPOrpaMMHON Cpeaon BU3yasbHO-rpadun-
yeckor amynsiumn (BIrd) B 3aBMCUMOCTM OT BbIGPAHHOIO MPOTOKOS1a «BBOAA-BbIBOAA» AAHHBLIX M YCTAHOBEHHbIX Npes-
HacTpoek nporpamMmMmHoro 65oka BIr9, Takmx kak 4yacToTa AMckpeTnsauuu, paamep 1 Bpems dydepa, YMCNo KaHaNoB.
MeToabl. [pUMeHsI0TCA MeToabl apxXuTekTypHoro SPICES-MoaenpoBaHns anekTPpUHECKMX CXeM Ha MporpamMm-
HbIX nnaTdopmax B3 Simulink, B T.4. C ncnonb3oBaHMeM pecypcoB 6ubnnotekn Simscape, 1 LiveSPICE; meTobl
VHTErpupoBanns auddepeHumanbHbiX YPaBHEHUI MpU YMcneHHoM aHann3e SPICE-mopener aHanoroBbIX CXEM;
MeToObl 06paboTKN SKCNEPUMEHTaNbHBIX OAaHHbIX KNO6epdU3nN4eckor aMmynsaumm ¢ MOMOLLbIO BCTPOEHHbIX CPeACTB
cpenbl Simulink v nabopaTopPHOro paanon3MepuUTeNbHOro 060pya0BaHUS.

PesynbTathkl. [pegnoxeH meton kmbepdpusnydeckort SPICE-amynsaiumm aHanoroBbix ayanoycTpoicTs. MNonyyeHsi
pesynbTaTbl aHanM3a GOopPMMPOBaAHMS BPEMEHHbIX 3aePXEK B CXeMax CUrHasIbHbIX ayauoMoayneit ¢ knbepdunau-
4Yeckor aMynsaumen npu sapmaumm npegHactTpanBaeMblX NnapaMmeTpoB, BAUSIIOLLMX HA 3a4ePXKN CUIMHAN0B, C Npu-
MeHeHMEM ABOHMKOB. Pa3paboTaHbl TEXHUYECKME peKkOMeHAaLMN BbiIbopa KOPPEKTUPYIOLLMX NapaMeTpoB Bpe-
MeHHbIX 3aaepxek oT 20 o 120 mc ana obecnevyeHns NocTobpaboTKn ayamocurHana.

BbiBogbl. [MokazaHo, 4TO Aa8 4acTO WCMOSb3YyEMOro B ayaAuouMHTEPdENCHOW TexHuKe MpPOoTokona «BBOOA-
BbIBOAA» AaHHbIX ASIO* Npu TOXAECTBEHHO YCTAHOBEHHLIX MPEaHaCcTPOoikax MporpaMmmHoro 6aoka Bro (vactoTta

3 SPICE (anrn. Simulation Program with Integrated Circuit Emphasis) — nporpamma-crvmynsaTop 31eKTPOHHbIX CXeM 06LLLEro
Ha3Ha4YeHUs C OTKPbITbIM UcxoaHbiM Kogom. [SPICE (Simulation Program with Integrated Circuit Emphasis) is an open source
simulator of general-purpose electronic circuits.]

4 Audio Stream Input/Output, «BBO/-BbIBOA, MOTOKOBbIX ayANOAaHHbIX» — MPOTOKON Nepefayn AaHHbIX C Manoi 3agepx-
KOW, NpefoCTaBASIOLNIA MPUIOXEHNAM YHNDULMPOBaHHLIM MHTepdEC K annapaTtHbiM pecypcam. [Audio Stream Input/Output
is a low-latency data transmission technology providing applications with a uniform interface to hardware resources.]
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nvckpetmnsaumn 44.1 k', paamep 6ydepa 8) Tunosble GyHKLIMOHANbHBIE Y3J1bl CXEM ayanomMoaynel ¢ knbepdunam-
4YecKom aMynsiLumMen, NoCTpoeHHble B cpeae BI'O LiveSPICE, nMetoT HauMEeHbLUNE BPEMEHHbIE 3a4EPXKN 5 MC — ans
CXeMbI MPSIMOro NPOXOXAEHUSI cUrHana u 7 Mc — B ciiydae ¢ kubepousundeckoin amynsaumernt SPICE-cxeMbl B OTHO-
LLeHMM K Ux peanusaumn B cpene BIr'D Simulink. YcTtaHOBNEHO, 4TO 060CHOBAHHO BbIOPaHHLIMK HACTPOKaMn nNpu
npakTUYeckoi peanmsaumm metona knbepousundeckoin amynsumm SPICE-mopenei SBNSIOTCS: YacToTa AUCKPETU-
3aunu 44.1 kl'u, pasmep 6ydepa ot 512 0o 1024 cemnnoB 1 NPOTOKOJ «BBOAA-BbIBOAA» AaHHbIX ASIO.

KnioueBble cnoBa: BpeMeHHble 3aaepxkun, knbepdusndeckas SPICE-amynaums, Simulink, LiveSPICE, Simscape,

ayamnounHtepdenc, ASIO, curHanbHbI ayanomonyib

Ana yutnpoBanusa: JlesyeHko H.P., KoctnH M.C. AHanm3 BpeMEHHbIX NPOrpaMMHO-annapaTHbiX 3a4ePXEK B CXe-
Max aygumomopynen ¢ knbepduamdeckon SPICE-amynaumeinn. Russian Technological Journal. 2025;13(5):51-62.
https://doi.org/10.32362/2500-316X-2025-13-5-51-62, https://www.elibrary.ru/NOGIBI

Mpo3payHocTb GUHAHCOBOW AeATEeNIbHOCTU: ABTOPbI HE UMEIOT (PUHAHCOBOM 3aMHTEPECOBAHHOCTM B NPeACTaB/IEH-

HbIX MaTepuanax Wi Mmetogax.

ABTOpbI 329BNSIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

A widely recognized classification for digital
representations of electrical circuits used in automated
circuit design and software-based numerical analysis
of functional units within radio-electronic equipment
includes code-based, visual-graphical, and hybrid
approaches [1]. For example, the use of program code to
interpret the hardware architecture of functional circuits
in signal radio modules necessitates the utilization of
specialized languages like SPICE®, VHDLS, or object-
oriented programming languages such as C/C++, Java,
Python, Ruby, etc. Visual-graphical descriptions offer
code-based interpretations of circuit and functional
architectures by employing functional blocks connected
in a directed graph. Mixed emulation involves a variable
combination of code, block, and specialized hardware
description languages to represent circuit elements
along with their corresponding electrical and logical
interconnections.

The SPICE emulator [2], representing a typical
means of interpreting analog circuit solutions, is based
on numerical methods for integrating differential
systems of equations in order to determine the currents
and voltages in a given electrical circuit.

Electronic component base (ECB) manufacturers,
including Texas Instruments’, Linear Technology?®,
KYOCERA AVX’, STMicroelectronics'®  and

5 SPICE (Simulation Program with Integrated Circuit
Emphasis) is an open source simulator for general-purpose
electronic circuits.

© VHDL is a Very High Speed Integrated Circuit (VHSIC)
Hardware Description Language.

7 Texas Instruments official website. https://www.ti.com/.
Accessed February 20, 2025.

8 https:/lineartech.com/. Accessed February 20, 2025.

? https://www.kyocera-avx.com/. Accessed February 20,
2025.

10 https://www.st.com/. Accessed February 20, 2025.

others, offer design engineers access to parametric
SPICE models and vector S-parameter models for
ECB libraries, which are all backed by experimentally
validated performance data. By leveraging original
ECB libraries with comprehensive parameterization
tailored to specific equivalent models, which are
constructed upon a popular SPICE emulator platform,
an electronic printed circuit board’s radio-technical
attributes can be closely aligned with the outcomes of its
circuit emulation within a condensed timeframe.
Examples of visual-graphical design tools include
SigmaStudio'', LTSPICE'?, QSPICE'3, Tina-TI'4,
and NI Multisim'>. These automated visual design
platforms, which operate with hidden code, facilitate the
creation of electronic product circuit architectures of any
configuration by utilizing library blocks and modules.
However, a drawback of these automated platforms
is their inability to enable real-time modifications to
block descriptions through user-defined program code.
Platforms like LabView'®, Simulink, Proteus Design
Suite!’, and some others circumvent this limitation with
visual graphical emulation (VGE). VGE platforms,
which may be categorized as mixed description, allow

T https://wiki.analog.com/resources/tools-software/
sigmastudio. Accessed February 20, 2025.

12 https://www.quadcept.com/en/service/simulation/Itspice/.
Accessed February 20, 2025.

13 https://www.qorvo.com/design-hub/design-tools/
interactive/gspice. Accessed February 20, 2025.

14 https://designsoftware.com/home/English/.
February 20, 2025.

15 https://www.ni.com/en/support/downloads/software-
products/download.multisim.html?srsltid=AfmBOopwVYxFcVb
XG5r0bM31m203f24w4RwAIITsF3NAp9On-4a8eb F#452133.
Accessed February 20, 2025.

16 https://www.ni.com/en/shop/labview.html?srsltid=AfmBO
00wwWPAjm-J6TthCp-LDLqR2ikpuOOWSeJHBp2ukBOE3Xe0
0cfO. Accessed February 20, 2025.

17 https://proteus.no/proteus.html. Accessed February 20,
2025.
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modifications to blocks through code written in high-
level or command-based programming languages.

The VGE LiveSPICE'® environment, a cyber-
physical platform developed by inventor Dillon Sharlet,
provides a unique solution for emulating audio modules
using SPICE. This software environment empowers
users to design, analyze, and debug electrical audio
circuits built on the ASIO!' protocol. It facilitates
this process by enabling real-time signal transmission
between the audio interface and the SPICE model of the
circuit.

Sharlet’s  cyber-physical ~SPICE  emulation
technique, which was initially applied within the
VGE LiveSPICE platform, holds significant value for
various research endeavors. By integrating physically
authentic signals from external circuit-hardware
solutions in real-time mode, its implementation
can empower the development, debugging, and
examination of analog low-frequency SPICE circuits.
Nevertheless, implementing this method in an
engineering setting necessitates a shift towards
multifunctional VGE platforms that incorporate diverse
circuit descriptions and a broader library selection.
Furthermore, open access to user-friendly software,
like Simulink, is crucial for this adaptation.

This technique substitutes the hardware module
or functional component within a real radio-electronic
device’s circuit design with a cyber-circuit constructed
using the VGE software platform, which is designed for
signal analysis and debugging.

1. ANALYSIS OF THE IMPACT
OF TEMPORARY DELAYS
IN AUDIO SIGNAL DEVICE CIRCUITS
WITH CYBER-PHYSICAL EMULATION

The functional circuit of the cyber-physical
SPICE emulation method (Fig. 1) demonstrates signal
transmission via the input-output (I/O) protocol
connecting the software/hardware interface (audio
interface) with the pre-installed VGE environment. The
audio signal is directed to the input channels of the analog-
to-digital converter (ADC) within the software/hardware
interface. This interface, which communicates with
a computer using a USB connection, sends signal data
to the VGE system via the audio signal transmission
protocol facilitated by a driver. The VGE system
manipulates the signal and sends the modified signal
back to the interface, which subsequently directs it to

18 The LiveSPICE developer official website. https://
www.livespice.org/. Accessed February 20, 2025.

19 Audio Stream Input/Output is a low-latency data
transmission technology providing applications with a uni-
form interface to hardware resources.

a digital-to-analog converter (DAC) through designated
output channels.

Beyond ADC/DAC performance and 1/O protocol
latencies, several key VGE software block parameters
influence the time delays encountered as an input signal
traverses the software/hardware interface, driver, and
VGE system. These parameters include sampling
frequency, buffer size and duration, the quantity of
hardware channels utilized, and others. The total

accumulated time delay, denoted as T ,..um» €an be
expressed using the following general formula:
Trp aceum = Tt * Trp vaes (M

where Ty, is hardware time delays and 7'y v 1S time
delays introduced by the VGE block.

The hardware time delays during audio interface
processing, T g are described by the following
equation:

Tintr = Toac t Tape T Tou T TRes. T Tspe (2)

where T, , - is the time delays introduced by DAC output
channels of the software/hardware interface; 7'y is the
time delays introduced by ADC input channels of the
software/hardware interface; Tp 4 is the time delays
introduced by the buffer of the software/hardware
interface; Ty . is the time delays defined by the
ADC/DAC resolution of the software/hardware interface
I/O channel; T is time delays defined by the sampling
frequency.

Audio equipment exhibits a noticeable time
lag when the delay exceeds 20 ms; delays shorter
than this threshold are generally inaudible. Within
circuit analysis, delays up to 130 ms?? are considered
acceptable.

Within the VGE Simulink platform, a plugin is
developed to simulate signal audio modules in a cyber-
physical context by analyzing time delays within these
emulated circuits. The replacement of actual audio
module with the digital SPICE twin facilitates real-time
development and debugging of audio modules using the
Simulink’s Simscape library. This approach is further
utilized to investigate key characteristics mentioned
in the introduction, such as buffer size and sampling
frequency?! [3, 4]. The functional circuit of the plugin
is shown in Fig. 2.

20 What is the latency in audio recording? https://taplic.
com/audio-tips/latency-in-audio/. Accessed February 20,
2025.

21 Levchenko N.R., Kostin M.S., Filatov S.V,
Pechenkin S.M. Audio Interface Switching Program with
SPICE Technology: Certtificate of State Registration of Computer
Program 2024685518 RF. Publ. 30.10.2024 (in Russ.).
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Fig. 1. Functional circuit for implementing the cyber-physical SPICE emulation method.
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Fig. 2. Functional circuit of the plugin for cyber-physical emulation of signal audio modules
in the VGE Simulink environment

This plugin comprises the following functional 6. “Delay” block used to counteract phase shift before
blocks: the signal is sent to the software/hardware interface
1. “Audio Device Reader” block designed to initialize output channels.

input channels for a software or hardware interface 7. “Audio Device Writer” block used for capturing

using a defined protocol.

. “Unbuffer” block for transforming incoming
frames from the software/hardware interface into
a continuous stream of samples.

. “MATLAB function” serving as a crucial block-level
function, serving to isolate the channels within the
software/hardware interface.

. “Matrix Concatenate” block used to construct an
M x N matrix, with M representing the number of
samples and N denoting the quantity of channels
utilized.

. “Buffer” block used to convert the resulting matrix
into frames, enabling subsequent transmission to the
software or hardware interface.

incoming audio frames and sending them to the
designated output channels of the software/hardware
interface.

. “Knob” block representing a digital potentiometer

for adjusting the phase shift within the “Delay”
block.

2. EXPERIMENTAL STUDY OF TIME DELAYS
IN AUDIO MODULE CIRCUITS WITH CYBER-
PHYSICAL SPICE EMULATION

The study evaluates the impact of hardware/software

interface elements, including buffer size, resolution,
sampling frequency, and audio data transmission
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protocol, on the time delays experienced during signal
transmission. Two distinct VGE platforms are evaluated:
LiveSPICE and Simulink, together with its specialized
plugin for cyber-physical SPICE emulation of signal
audio modules. The selected software/hardware interface
for this study is the UMC1820 audio interface (Behringer,
Germany). Users have the flexibility to select from
various parameters, including buffer size options ranging
from 8 to 2048 samples, sampling frequencies at 44.1,
48.0, 88.2, and 96.0 kHz, and support for data transfer
protocols like ASIO, WASAPI??, and DirectSound [5-7].

The scheme of cyber-physical emulation of signal
audio modules is shown in Fig. 3.

1 2 4

WASAPI protocols remain unpublished because the
VGE LiveSPICE environment is inherently designed to
operate exclusively with the ASIO protocol.

The time delays incurred by varying the buffer
size N are presented in Table 2. These measurements are
taken with a constant sampling frequency Fg = 44.1 kHz
via a single-channel direct streaming method between
the audio interface’s input and output, which utilizes
the ASIO, DirectSound, and WASAPI protocols.

Table 2. Outcomes of examining time delays that
occur when adjusting the buffer size while maintaining
a constant sampling frequency

VGE environment, data I/O protocol

- e T ——_ G

-

Fig. 3. Scheme of cyber-physical emulation used to
explore time delays: 1 is oscilloscope RTB2002
(Rohde & Schwarz, Germany); 2 is audio interface
UMC1820; 3is personal computer; 4 is signal generator
HMF2550 (Rohde & Schwarz, Germany)

The time delays 1y obtained from a cyber-
physical emulation setup are presented in Table 1. This
setup employs varying sampling frequencies Fg while
maintaining a constant buffer size of N = 2048 for
a straightforward, single-channel audio stream directly
from input to output of the audio interface.

Table 1. Outcomes of examining time delays that occur
when adjusting sampling frequency while maintaining
a constant buffer size

VGE environment, data I/O protocol

LiveSPICE, Simulink, Simulink, Simulink,
ASIO ASIO DirectSound WASAPI
Foo 1oy | Fs | oy | Fs | oy | Fs | Ty
kHz ms kHz ms kHz ms kHz ms
44.1 | 81.8 | 44.1 128 | 44.1 174 | 44.1 135
48 78.6 48 121 48 162 48 130
88.2 71 88.2 104 | 88.2 110 | 882 | 108
96 70 96 98.8 96 108 96 100

The findings from research on the VGE
LiveSPICE environment utilizing DirectSound and

22 Windows Audio Session API is a low-latency data
transfer protocol providing applications with a unified interface to
hardware resources, developed by Microsoft.

LiveSPICE, Simulink, Simulink, Simulink,
H B ASIO ASIO DirectSound WASAPI
N |y | n§ |Toy | n | oy | n | DLy
ms ms ms ms
8 5 8 81.8 8 - 8 90
16 5 16 82.4 16 - 16 92
32 6 32 82.4 32 - 32 92
64 6.6 64 82.4 64 - 64 92
128 8.6 128 | 854 128 - 128 95
256 13.8 | 256 | 88.4 | 256 103 256 99
512 | 232 | 512 | 93.8 | 512 109 512 100
1024 | 42.8 | 1024 | 105.8 | 1024 | 111 1024 | 107
2048 82 2048 | 129 | 2048 | 164 | 2048 | 135

It can be seen from Tables 1 and 2 that adjusting
the buffer size in the software/hardware interface for
both the direct signal transmission method and the
DirectSound audio protocol leads to longer transmission
delays. Notably, the Simulink environment’s direct
signal pathway, when coupled with the cyber-physical
emulation plugin and DirectSound transmission,
exhibits the most significant delay, reaching 174 ms.
Direct signal transmission within the LiveSPICE
platform demonstrated very short delays down to 5 ms.
Interestingly, buffer overflow leads to reduced time
delays when the sampling frequency is elevated [8—10].

For assessing time delays within VGE systems
using a digital SPICE twin, a standard low-frequency
amplifier (LFA) circuit is utilized. The LFA fundamental
circuit designs, which were developed on VGE Simulink
platforms leveraging the Simscape library and LiveSPICE,
are shown in Figs. 4 and 5. The use of a standard LFA
circuit for analyzing and adjusting time delay properties
in analog circuits with cyber-physical SPICE simulation
is justified by the common circuit solutions of audio mixer
consoles (such as active equalization lines, preamps,
summers, panoramic dividers, and others) based on
operational amplifiers (OAs) [11-13].
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Fig. 5. LFA model circuit in the VGE LiveSPICE environment for analyzing time delays.

The designations of the circuit elements correspond to those adopted in GOST 2.710-81 123

23 GOST 2.710-81. Interstate Standard. Unified system for design documentation. Alpha-numerical designations in electrical
diagrams. Moscow: Izd. Standartov; 1985 (in Russ.).
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The time delays resulting from varying the sampling
frequency, Fg, within a digital twin of the power amplifier
audio module are presented in Table 3, with a constant
buffer size of N =2048.

Table 3. Outcomes of examining time delays in a power
amplifier’s audio module by simulating various sampling
frequencies within a digital twin model while maintaining
a constant buffer size

VGE environment, data I/O protocol

LiveSPICE, Simulink, Simulink, Simulink,
ASIO ASIO DirectSound WASAPI
Fso |y | Fs | oy | Fs | oy | Fs | oy
kHz ms kHz ms kHz ms kHz ms
44.1 100 | 44.1 194 | 44.1 398 | 44.1 220

48 96 48 182 48 384 48 205

88.2 95 88.2 | 146 | 88.2 | 362 | 88.2 | 182

96 95 96 137 96 351 96 157

The time delays resulting from varying buffer size N
within the LFA audio module using a digital twin model
and maintaining a constant sampling frequency of
Fg=44.1 kHz are given in Table 4.

Table 4. The outcomes of examining time delays in

a power amplifier’s audio module by simulating various
buffer sizes while maintaining a constant sampling
frequency

VGE environment, data I/O protocol

LiveSPICE, Simulink, Simulink, Simulink,
ASIO ASIO DirectSound WASAPI
N |y | n |Toe | n | oy |y | DLy
ms ms ms ms
8 7 8 100 8 - 8 110
16 7.2 16 | 1004 | 16 - 16 | 110.2
32 7.4 32 | 101.2| 32 - 32 | 1115
64 8 64 | 102.8 | 64 - 64 | 1133
128 | 11.6 | 128 | 1052 | 128 - 128 | 116.5
256 | 17.8 | 256 | 111.2 | 256 | 262 | 256 | 118.6
512 | 294 | 512 124 512 297 512 130
1024 | 53.2 | 1024 | 147 | 1024 | 310 | 1024 | 150
2048 | 100 | 2048 | 194 | 2048 | 398 | 2048 | 210

The inclusion of the SPICE circuit results in
a doubling of the time delays in comparison to those
observed in a direct pass circuit of an operational
amplifier without a SPICE model. This increase is
attributed to the additional processing time required
by the VGE environment software block required to
handle the SPICE circuit [10, 14, 15]. Notably, the
VGE LiveSPICE system exhibits the shortest delay due
to the built-in algorithm for calculating the differential
equations of the SPICE model just once. Although
SPICE integrated algorithm simplifies integral-
differential calculations for circuits, its fixed nature
hinders its flexibility and restricts the use of pre-built
SPICE component libraries from manufacturers as
contrasted with the broader capabilities of the Simscape
library. Therefore, the formula (2) for hardware delays is
presented as follows:

T + T

T, pac T Tapc Ty

INTF — . Tres. ¥ Tsp = Tygps (3

Res.
where Ty, is the time delay introduced by the VGE
environment block.

Due to the absence of built-in time measurement tools
within the VGE LiveSPICE platform, further investigation
is conducted in the VGE Simulink environment. This
research utilizes a custom-developed cyber-physical
emulation plugin designed to interact with the Simscape
library. Given the ASIO protocol’s minimal latency
and its widespread use in audio technology [16-18],
subsequent research focuses solely on this protocol.

3. MEASURING TIME DELAYS INTRODUCED
BY THE SPICE EMULATION BLOCK WITHIN THE
SIMULINK ENVIRONMENT

For assessing the time delays introduced by the
SPICE emulation block in the VGE environment,
the built-in Simulink Profiler** is employed. This tool
initiates the simulation and generates a report that
may be used to analyze the time delays introduced by
the VGE block, which serves as the foundation for the
audio module circuit. The window for this tool is shown
in Fig. 6.

The time delays introduced by the SPICE emulation
block can be evaluated using the obtained parameters as
follows:

Self Time
Number of calls

“)

VGE —

where Self Time is the Simulink model operating time,
including time for generating the Simulink Profiler report,

24 Technical documentation of Simulink Profiler. https:/
www.mathworks.com/help/simulink/slref/simulinkprofiler.html.
Accessed February 20, 2025.
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Fig. 6. Window of the built-in Simulink Profiler tool with the plugin
for cyber-physical emulation of signal audio modules

while Number of Calls is the number of model calls
made during Self Time [19, 20].

Tables 5 and 6 present the results of analyzing the
time delays introduced by SPICE simulations conducted
within Simulink for both a direct signal transmission
circuit and a circuit utilizing an OA-based LFA.

Table 5. The outcomes of examining the time delays
introduced by the SPICE simulation within Simulink for
the direct signal transmission circuit

Simulink . . SPICE emulation time
SPICE simulation . .
Profiler . for VGE with electrical
: time for VGE, ms .. .
runtime, s schematic simulation, ms
1 1.2 1.8
2 1.2 1.8
3 1.2 1.8
4 1.2 1.8
5 1.3 1.95

The results presented in Table 5 show that the time
delays introduced by the emulation block, taking into
account the cyber-physical SPICE emulation of the signal
audio module, experience a 1.5-fold augmentation.

Since the VGE Simulink environment lacks tools
for assessing CPU cycle consumption, a thorough
examination of efficiency is impossible. The
reported research employed a 64-bit Intel® Core™
15-10500T (Intel, USA) processor functioning at
a frequency of 2.3 GHz.

CONCLUSIONS

The paper presents a novel approach for emulating
analog audio systems within a cyber-physical
SPICE environment. It proposes an “interface circuit”

that utilizes the UMCI1820 software/hardware audio
interface. The study delves into the time delays inherent
in the software/hardware interface of VGE hardware
and software systems. Results indicate that the VGE
LiveSPICE system exhibits the lowest latency (7 ms).
This can be attributed to its unique algorithm that
calculates SPICE model differential equations only
once. Nevertheless, this method lacks flexibility
and is incompatible with the utilization of existing
SPICE libraries.

Conversely, the VGE Simulink system, when
enhanced with a plugin for emulating cyber-physical
circuits, enables the incorporation of code description of
completed PCB models, albeit at the cost of extended
time delays (exceeding 100 ms). The Simulink Profiler
tool is employed to evaluate the computational time
delays within the VGE system.

For optimal performance when using the cyber-
physical emulation method for audio signal modules,
it is advisable to fine-tune the software/hardware
interface. This involves hardware calibration using
the analog potentiometers integrated into the ADC
and software calibration within the VGE system
by adjusting time delays through the “Delay”
block. Therefore, the optimal configuration for
using the cyber-physical emulation method with
SPICE models in real-world applications involves
a sampling frequency of 44.1 kHz, a buffer size
ranging from 512 to 1024 samples, and the ASIO data
I/O protocol.
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Abstract

Objectives. The rapid advancement of wireless technologies, including loT and 5G/6G, is accompanied by an
increase in the overall level of electromagnetic interference. This sets engineers the task of developing effective
methods to suppress such interference, including especially challenging non-fluctuating interference of various
kinds. The study aims to implement and analyze the effectiveness of a non-fluctuation interference rejection method
using an adaptive filter based on spectrum envelope analysis.

Methods. Mathematical modeling, spectral analysis, and adaptive filtering methods are used in the work. The
described approach is based on spectrum envelope extraction for identification and subsequent suppression of non-
fluctuation interference.

Results. The effectiveness of an adaptive algorithm for suppressing non-fluctuation interference based on the
analysis of the spectrum envelope has been demonstrate. This algorithm can be used as a means for isolating
the envelope of the interference spectrum to enable the formation of the amplitude-frequency response of the
notch filter in real time. Processing methods for three types of non-fluctuation interference were implemented and
tested: harmonic, frequency-shift keying (FSK), and phase-shift keying (PSK). A signal with quadrature amplitude
modulation forms a useful signal for the purposes of the study. The experimental results demonstrate the good
efficiency of the proposed method. The developed adaptive notch filter based on spectrum envelope analysis
is highly effective in combating harmonic interference to achieve energy gains of 8—9 dB depending on the relative
intensity of interference. Notably, even as interference intensifies, the filter effectiveness persists, albeit with a slight
reduction. The algorithm functions effectively under exposure to narrowband FSK and PSK interference.
Conclusions. The proposed adaptive algorithm for suppressing fluctuation interference based on spectrum
envelope analysis is optimally effective in the presence of harmonic interference within the communication channel,
but less effective in the presence of more broadband interference. The study is of practical importance for digital
communication systems, where high noise immunity is required in a complex electromagnetic environment.

Keywords: quadrature amplitude modulation, non-fluctuation interference, spectrum envelope, adaptive filtering,
rejection, bit error rate, noise immunity
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Pesiome

Llenu. AKTBHOE pa3BuTME BECNPOBOAHbLIX TEXHONOrMin, Bktoyas loT (Internet of Things, nHTepHeT Beweit) u5G/6G,
COMPOBOXJAETCS POCTOM YPOBHS! 3/1EKTPOMArHUTHbBIX MOMEX, YTO CTaBUT Nepen, MHxXeHepamMmu 3aga4vy paspaboTku
addeKkTUBHbLIX METOA0B UX NoaasneHns. Ocobylo CNOXHOCTb NPEACTaBASIOT HEDYKTYaALMOHHbIE MOMEXM Pa3HO-
ro popa. Lenb naHHOro nccnenoBaHus 3akniovaeTcsl B peann3aumm 1 aHanmse adbdeKTMBHOCTM METOAA PEXEK-
UMM HEDNYKTYALMOHHbIX MOMEX C MCMOJIb30BaHNEM aanTMBHOIO GunbTpa, OCHOBAaHHOIO Ha aHann3e orvbaloLueit
cnekTpa.

MeToabl. B paboTe mcnonb3oBaHbl METOAbl MaTeMaTU4eCKOro MOAENMPOBAHUS, CMEKTPasbHOro aHanmaa
1 apanTmuBHOM dunbTpaunn. MpeansioxkeH nNoaxond, OCHOBaHHbIN Ha BblAeNeHnn ormbatolelt cnekTpa ons MaeHTu-
dvkaumm n nocneayoLLero noaaBneHns HePnykTyaumoHHbIX MOMEX.

PesynbTatbl. [poBeaeHo nccnegoBanmne apheKTMBHOCTY 2A4aNTMBHOIO anropyTMa noaasneHns HenykTyauMOHHbIX
NMOMeX Ha OCHOBE aHanv3a ormbaloLLEein CcnekTpa, KOTOPbI NO3BONSIET BbIAENATL OrnMOAIOLLYIO CrEeKTpa NOMEXM, HTO
obecneynBaeT GOPMMPOBAHNE aMMINTYAHO-4YACTOTHON XapakTEPUCTUKN PEXEKTOPHOrO GpuUnbTpa B peasibHOM Bpe-
MeHW. B xoae nccnenoBaHns peannsoBaHbl U NPOTECTUPOBaHbI METOAbLI 06paboTky Ans 3 TUNOB HEPNYKTYALMOHHbIX
NMOMEeX: rapMOHMYECKON, YaCTOTHO-MaHunynMposaHHor (YM) n ¢paszomanunynuposaHHor (PM). B kavecTBe nones-
HOro CuUrHana MCMnoJib30BaH CUrHaN C KBaApaTypHOW amrniMTyaHOM Moaynsaumein. SKcnepuMeHTasbHble pesynbTaThl
[EeMOHCTPUPYIOT XOpoLUyto 3ddeKTUBHOCTb NpeasioXeHHoro Metoaa, Pa3paboTaHHbIl aganTUBHbBIA PeXeKTOPHbIN
GUnbLTP Ha OCHOBE aHanM3a ornbatoLlei cnekTpa obnagaeT BbICOKON 9DEDEKTMBHOCTbLIO Npu 6opbbe C rapMOHNYECKOoM
NMOMEXOI: SHEPreTUYECKUIA BbIMPLILL B 3aBUCUMOCTU OT OTHOCUTENBHOM MHTEHCMBHOCTM NMOMEXM MOXET COCTaBNATb
00 8-9 pb. Mpwu yBennyeHnn konmyectasa noMmex apdeKTUBHOCTb GUIbTPA COXPAHAETCH, XOTS U HECKOJIbKO CHMUXAETCS.
ANropuT™ Npu onpeaeneHHbIX yCnoBusix paboTocnocobeH B YCNOBMSIX BO3OENCTBUS Y3KOMONOCHbIX YM- n dM-nomex.
BbiBoabl. MpeanoxeHHbl aganTUBHBIA anropuTM NoaaBneHmns HedNyKTyauMOHHbIX MOMEX HA OCHOBE aHanm3a
ornbatouleii cnekTpa Hanbonee adpdeKTUBEH NPU HANMYNKN B KaHaNe CBA3M rapMOHUYECKMX MoMeX 1 MeHee addek-
TMBEH NP HanMynmn 60see LWMPOKOMONOCHbIX MOMeX. PaboTa MMeeT NpakTUYEeCKyo 3HAYMMOCTb AJ1 CUCTEM LUD-
POBOI4 CBSI3U, rae TpebyeTcs BbiICOKasi TIOMEX0YCTOMYMBOCTb B YCIOBUSIX CIOXKHOM 3/1€KTPOMarHUTHOM 0O6CTaHOBKM.

KnioueBble cnoBa: KBagpartypHasa aMmintygHasa Mmoaynauund, HerJ'IyKTyaLI,I/IOHHbIe rnomexm, ornbdatoLas CrnekTpa,

aganTuBHasa GUIbLTPaLUS, PeXeKkLms, BEPOATHOCTb OUTOBOI OLLNOKM, MOMEXOYCTOMYNBOCTb
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npO3pa‘-lHOCTb ¢ovu-|chosoﬁ neaTesibHOCTU: ABTOpr HEe NMMeloT q)l/lHaHCOBOI7I 3anHTEepPeCcoBaHHOCTW B npeacTaB/lieH-

HbIX MaTepunasiax nin MmetTogax.

ABTOpbI 3a9BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

The rapid advancement of wireless technologies,
such as the Internet of Things (IoT) and 5G/6G, is
accompanied by an increase in the overall level of
electromagnetic interference. This poses a challenge to
engineers in terms of developing effective methods for
their suppression. The suppression of non-fluctuating
interference turns out to be particularly challenging.
Such interference includes harmonic signals, as well as
frequency and phase modulation signals, which may be
caused by either accidental technical violations of radio
regulations or intentional actions. Such interference
significantly reduces signal-to-interference-plus-noise
ratio (SINR), hindering information decoding and
elevating the probability of errors within communication
systems [1-7].

Conventional suppression methods, including
adaptive filters utilizing LMS!/NLMS? algorithms
or fast Fourier transform (FFT) approaches, are
often ineffective [8—12]. This insufficiency stems
from their restricted capacity to adapt to transient
interference and high processing computational costs.
Furthermore, methods relying on initial spectrum
analysis necessitate precise knowledge of the
interference frequency response, which represents
a particular challenge when faced with dynamically
changing interference.

The present work introduces a novel method
for leveraging a priori information on the spectral
envelope of the useful signal. After extracting a spectral
interference mask, a notch filter for eliminating the
identified frequency components is synthesized [13].
A significant benefit of this algorithm is its adaptability,
which allows it to be operated in the absence of a priori
information on interference characteristics and in
real-time. To evaluate its versatility, the algorithm is

' The Least Mean Squares (LMS) algorithm is an adaptive
filtering technique used to adjust the filter coefficients so as to
minimize the mean square error between the filter output and the
desired signal.

2 The Normalized Least Mean Squares (NLMS) algorithm is
an adaptive filtering method used to optimize filter parameters in
real time. It extends the basic LMS algorithm by normalizing the
adaptation step, which increases its stability and efficiency when
working with time-varying signals.

subjected to tests involving three distinct categories
of non-fluctuation interference. The experimental
results demonstrate that the developed adaptive
filter effectively minimizes interference levels while
maintaining a minimal effect on the useful signal.

This study is relevant due to the growing
requirements for noise immunity of modern radio
systems, especially those arising in the context of the
rise of [oT technologies and autonomous devices, where
reliable communication is crucial for both safety and
proper function. The findings of this study can be applied
to improve the performance of telecommunications
equipment, military communication networks, and
industrial automation systems, enabling them to
operate effectively in challenging electromagnetic
environments.

INTERFERENCE REJECTION METHOD

The adaptive filter implemented during the study,
which is designed based on spectrum envelope analysis,
functions as follows:

1. Spectral processing. The received signal-interference
mixture is subjected to FFT spectral analysis. The
conversion of the signal from the time domain to
the frequency domain provides a basis for obtaining
a spectral picture for further analysis.

2. Spectrum envelope extraction. The spectrum
envelope of the received mixture is calculated by
extrapolating values of local maximums of the
spectrum over a given range of points. This enables
the clear identification and isolation of individual
frequency components within a mixture of signals
and interference.

3. Spectrum envelope analysis. To identify the
frequency components that require filtering,
the spectrum envelope of the received signal is
examined. For this, the a priori known (since the
receiving side knows the main parameters of the
signal — in particular, the modulation method and the
information transmission rate) spectrum reference
envelope of the useful signal is subtracted from
the spectrum envelope of the received mixture.
This allows extraction of the interference spectrum
envelope, whose parameters can then be utilized in
configuring the filtering system.
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4. Synthesis of the mnotch filter. The derived
interference spectrum envelope can be used for the
real-time generation of an amplitude-frequency
response for a customizable notch filter, which
filters the mixture of signal and interference. This
adaptable notch filter can be designed as a multi-
band system with customizable gain levels across
different frequency bands [13], or as a filter
utilizing a synthesized amplitude-frequency
response, the latter approach being implemented
in this study.

A functional diagram of the adaptive Afilter
implementing this algorithm is shown in Fig. 1.

Input

Lol

\d

|
+— N
+

W
\ i
IN

Output
—_—

o |—

[
|

Fig. 1. Functional diagram of the adaptive filter
based on the spectrum envelope analysis:
1 is a Fourier converter; 2 is a spectrum envelope
detector; 3 is a reference spectrum envelope
of the useful signal; 4 is an adder; and 5 is a notch filter
with synthesized amplitude-frequency response

ADAPTIVE FILTERING
COMPUTER SIMULATION

An adaptive filter based on spectrum envelope
analysis is simulated in MATLAB/Simulink (trial
version) and Scilab/Xcos for a 16-Quadrature Amplitude
Modulation (16-QAM) signal (Fig. 2). The results of
the study can be easily adapted to other signals with
stationary spectrum.

Within the “M QAM Modulation” section, a useful
signal of a given dimension is generated, after which
an additive white Gaussian noise is superimposed in
the channel and added to the selected type of non-
fluctuation interference generated in the “Generation
of wvarious types of non-fluctuation interference”
section. Then, if necessary, transfer to the carrier
frequency is performed, after which the resulting
mixture of signal and interference is branched into
2 sections of demodulation and BER calculation
for processing with and without an adaptive filter.
This also falls into the subsystem for isolating the
envelope of the interference spectrum detailed
in Fig. 3.

The spectrograms obtained as a result of the circuit
operation clearly reveal the principle of operation and
validate the functionality of the algorithm illustrated
in Fig. 4.

The three distinct interference  generators
created for research purposes encompass harmonic
interference (ranging from 1 to 4 harmonics), frequency-
shift keying (FSK), and phase-shift keying (PSK) types.
The diagram’s upper section illustrates an algorithm
designed to isolate the interference spectrum envelope
in adherence to the principles outlined in Fig. 1. Data
from the analyzed envelope of the interference spectrum
is processed with the Yule-Walker function® to create
IIR filters that possess a predetermined frequency
response. This design process, which relies on the
Yule—Walker equations [14—16], results in a filter with
a specific transfer function:

Bz M +byz7! ot b, 27

H(z)

Az) l+az'+..+a, z7"
a
where n, and n, are the degrees of the denominator and
numerator, respectively, while z is a complex variable of

the Z-transform (z=e¢/%) that bridges the filter’s
difference equation and its transfer function; ® = 2ﬂ
Through an iterative process, the interference
spectrum envelope algorithm aims to minimize the mean
square error between the desired and actual frequency
response.
The main stages of the algorithm are the following:

1. Defining the desired frequency response. The user
defines the vectors of frequency f'and corresponding
amplitudes m, specifying the desired characteristic.
Frequencies are normalized relative to the Nyquist
frequency (0 <f<1).

2. Calculating the autocorrelation function. The
autocorrelation function r(k) describes how the
signal correlates with itself at various time delays £.
The desired frequency response is transformed into
an autocorrelation function using the inverse Fourier
transform as expressed by:

N-1
)= X | Hy(elon) P er2min/,
n=0

where | H (ej @) |2 is the squared amplitude of the
desired characteristic, N is the number of sampling
points, and & is the delay index.

3 Signal Processing Toolbox User’s Guide. Copyright
1988-2002 by The MathWorks, Inc.
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Fig. 3. Subsystem for isolating the envelope of the interference spectrum
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Fig. 4. Spectrograms illustrating the principle of the algorithm:

(a) the spectrum of the received signal with interference; (b) envelope of spectrum of received signal with interference;
(c) signal envelope reference; (d) difference of envelopes of received signal with interference and reference envelope
of signal spectrum; (e) synthesized frequency response of the notch filter; and (f) a spectrum of the filtered signal.
The level in this case is the relative unit of signal power, expressed in decibels with respect to 1 mW
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3. Solving the Yule—Walker equations for the
denominator A(z) of the transfer function. The n X n
autocorrelation matrix R is formed, depending on
the required filter order. Given a filter order of n,
the denominator coefficients a = [a, a,, ..., an]T are
derived from the following system:

R-a=-r,
where Rl.j = i — Jj|) are elements of the
autocorrelation matrix; r = [r(1), (2), ..., H(n)]".

Next, the denominator is calculated in the form of
Aiz)=1+ a]z*1 toaz

4. Calculating the coefficients of the numerator B(z)
of the transfer function. After committing 4(z), the
coefficients of the numerator B(z) are determined by
the least-squares method, minimizing the error, as
follows:

2
B(e/®)

A(e®r)

b

Hy(e/®n) -

L-1
2
i=0

where A4(z) is the denominator already found and L
is the number of frequency points.

Then, for simplicity, a transition to a linear form
is performed when calculating the numerator B(z),
as follows:

B(z) ~ Hy(e/®) A(2).

5. Iterative refinement. At this point, the algorithm may
re-adjust A(z) and B(z) to enhance the alignment
with the desired frequency response.

SIMULATION RESULTS
Harmonic interference

For harmonic interference, rejection efficiency is
studied taking into account the amount of interference
simultaneously present in the communication channel,
the relative amplitude of p interference (interference
amplitude divided by the average amplitude of the
useful signal), and the signal-to-noise ratio (SNR). The
resulting BER is then employed to gauge the rejection
efficiency.

The results of the study into the impact of harmonic
interference levels on filter efficiency are presented
in Table.

The obtained values plotted in Fig. 5 illustrate the
filtering efficiency depending on the amount of harmonic
interference.

The graph demonstrates that the adaptive filtering
method, which is most efficient when dealing with
a small amount of harmonic interference, maintains its
effectiveness even as the interference increases.

The BER vs. SNR relationships at different relative
intensities of one harmonic interference p for two cases,
without filtering and using the developed adaptive notch
filter, are shown in Fig. 6.

Table. Study results depending on the amount of harmonic interference at SNR=13dB, u =1
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Table. Continued
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101l - o the developed filter is efficient at any relative amplitude
F of interference. For p = 0.9, the energy gain is on the
order of 8-9 dB at BER = 1072 and for u=0.5, it is 3 dB
at BER = 1073.
o
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Fig. 5. BER vs. the amount of interference

B At D I

102

—— With filtering, p=0.9

-+ Without filtering, n=0.9

-o- With filtering, p=0.7

-G Without filtering, p=0.7

—* With filtering, p=0.5

-* Without filtering, p=0.5
With filtering, p=0.3
Without filtering, p=0.3

— With filtering, p=0.1

-» Without filtering, p=0.1 1

— Without harmonicinterfqrence | ! | ‘

0 2 4 6 8 10 12 14

SNR, dB

ER

0104

106+

Fig. 6. BER vs. SNR using a notch filter based on the
spectrum envelope analysis and without a filter when
receiving 16-QAM signals against harmonic interference
with different relative intensity p

normalized relative to the channel signal rate V is
studied. The interference-to-signal transmission rate
ratio is selected from the condition V; . << V. In this
case, the interference effect is concentrated on the main
lobe of the QAM signal.

The BER vs. SNR relationships at different
deviation Fy_, ., of the FSK interference for two cases,
without filtering and using the developed adaptive notch
filter, are shown in Fig. 7.

The graph indicates that this adaptive filter is
more successful at mitigating harmonic interference as
compared to FSK interference. However, it can also be
used to partially reduce interference with a low frequency
deviation Fy_ ., < 0.01. For higher deviations, the filter
proves ineffective.

Thisstudy investigates the impact of FSK interference
with varying relative intensity p at Fy, ., = 0.01, both
in the absence of filtration and with the implementation
of a synthesized notch filter. The findings are illustrated

in Fig. 8.
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It can be concluded from the graphs that the use of
the developed filter is efficient at a relative interference
intensity of p > 0.9 only. In other cases, the useful signal
is rejected. However, under favorable conditions, the
energy gain is on the order of 2-4 dB at BER = 1072,

PSK interference

Since the width of the PSK interference spectrum
depends on its transmission rate (keying frequency) V..,
it is the BER dependence on different transmission
rate V, ... ., normalized to the channel signal rate V| that
is investigated.

The dependence of BER on SNR when receiving
a 16-QAM signal against PSK interference with
a relative amplitude of p = 1 and a different relative
transmission rate V.. ., for the case without filtering
and that using the developed adaptive notch filter is
shown in Fig. 9.

An examination of the generated graphs reveals that
the implemented filter is more successful in mitigating
harmonic interference as compared to PSK interference.

Nevertheless, it also demonstrates the ability to partially
suppress interference having a low relative transmission
rate V, ... <0.01. At higher relative transmission rates,
the filter is ineffective.

The simulation results of the investigation into
the effect of the PSK interference with varying
relative intensity p at V.. ., = 0.01 are shown
in Fig. 10.
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inter rel

It can be seen that the developed filter, as in the
case of FSK-interference, is efficient at high p = 1,
thus providing an energy gain of several decibels.
In addition, it provides a small energy gain at
average values of p = 0.5. However, the situation is
exacerbated at low p < 0.3. This is due to the fact that
the components of the useful signal are also rejected,
which is more noticeable in the latter case. However, for
pn> 0.5, there is an energy gain on the order of 2—4 dB
and BER = 1072
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CONCLUSIONS

Based on the study results, the following can be

concluded:

1.

11.

12.

The developed adaptive notch filter based on
spectrum envelope analysis is highly efficient in
combating harmonic interference. It can achieve an
energy gain of 8-9 dB depending on the interference
intensity. With an increase in the amount of
interference, the filter efficiency is maintained
although at a slightly reduced rate.

. Initially designed to address harmonic interference,

the rejection algorithm demonstrates effectiveness
in managing narrowband FSK and PSK interference
in specific scenarios.

low frequency deviation (Fy,, . = 0.01) and high
interference intensity (u > 0.5), employing the filter
can yield an energy gain of 2—4 dB.

. For PSK interference rejection, the effectiveness

of the notch filter is heavily influenced by both the
interference rate and its intensity, showing a decline
in efficiency as the interference rate rises. However,
employing the filter can still yield an energy gain
of 24 dB at p>0.5.

. The effectiveness of the developed notch filter

improves as the relative intensity of FSK and PSK
interference increases. However, when the relative
intensity is below 0.5, filtering is ineffective due to
significant rejection of the useful signal.

. The effectiveness of the filter hinges on the non-

. For the FSK interference rejection, the effectiveness

fluctuation interference maintaining a consistent
state, which is directly influenced by the iterative
synthesis algorithm speed for achieving the desired
frequency response.

of'the filter is highly influenced by both the deviation
of the interference frequency and its intensity. The
filter performs best when dealing with narrowband
FSK interference; however, its effectiveness

. C Authors’ contribution
diminishes as the frequency deviation increases. At

All authors equally contributed to the research work.
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Abstract

Objectives. One of the critical tasks of space monitoring is the planning of observations due to the quality and
amount of information obtained depending on how well the observation plan is developed. However, the selection
of a method for planning spacecraft observations is hampered by a lack of unified criteria for comparing different
planning algorithms. Therefore, the work sets out to develop planning quality criteria on the basis of physical
observation principles based on radar, radiotechnical, and optical monitoring approaches in order to analytically
determine their main parameters and check these parameters numerically.

Methods. The proposed quality criteria are deterministic, limited in energy by signal strength and observation time.
The limiting values of the quality criteria for fixed observation time are analytically determined. In order to obtain the
values of the quality criteria for four scheduling algorithms, a computational experiment is carried out.

Results. The proposed “weight—-observation time” quality criterion is used to compare different observation
planning algorithms that take into account spacecraft priority and total observation time. In order to account
for the structure of the total observation time, the “weight—observation structure” criterion is introduced. It is
analytically confirmed that the limited criteria values differ for different scheduling methods. The conducted
numerical experiment is used to confirm the nature of the change of criteria for different planning methods and
parameters included in the criteria.

Conclusions. The proposed observation planning quality criteria, which are based on the physical observation
principles by radiotechnical and optical means, are used to numerically compare the results of spacecraft
observation planning to take into account the priority of observation, as well as observation time and structure
(how many and how long are the intervals into which the total observation time is divided). The possibility of using
the proposed “weight-observation time” and “weight-observation structure” criteria to compare different
planning algorithms is confirmed by computational experiment. Therefore, it is reasonable to use the proposed
criteria for optimization of scheduling algorithms or their numerical comparison for different satellite observation
conditions.

Keywords: observation planning, quality criterion, spacecraft, spacecraft monitoring, conflict observation
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HAYYHAA CTATbA
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AJITOPUTMOB TUIAHUPOBAHUS HAOIIOAEHUH
3a KOCMUYEeCKUMH anmnaparamm
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¢ Moctynuna: 25.02.2025 » fopa6oTaHa: 31.03.2025 ¢ MpuHaTa k ony6nukoBaHuio: 25.07.2025

Pe3siome

Llenn. OnHa 13 BaxHenwmnx 3aaa4y MOHUTOPUHIA KOCMUYECKOro NPOCTPaHCTBa — 9TO NiaHMpoBaHue HabnaeHnn
3a KocMuyeckumm annapatamu. OT TOro, HaCKOJIbKO XOPOLLO COCTaBJIeH MjaH HabnioaeHuin, 3aBUCAT Ka4ecTBO
1 06bemM nonyyaemori nHdopmauuun. B HacTosiLee BPeMS CyLLLECTBYET MHOXECTBO pas/iMyHbiX MeTOA0B MiaHu-
poBaHUs HabNIOAEHUIN 3a KOCMUYECKUMK annapaTtamMn, 0HaKko eauHble KPUTEPUM, KOTOPbIE NO3BONSAIOT CPaBHUTb
pasnMyHble anropuTMbl NMIAHNPOBAHNUS, OTCYTCTBYIOT. Llenb paboTbl — HA OCHOBE PU3NYECKUX NPUHLMNOB HabI0-
OEeHUS PaANONOKALMOHHBIMA, PAANOTEXHUYECKMMN U ONTUYECKUMM CPeacTBaMM MOHUTOPUHIa paspaboTaTb Kpu-
Tepumn Ka4ecTsa NiaaHMPoOBaHUS, ONpPeaennTb X OCHOBHbIE NapaMeTpbl aHANIMTUYECKM U NPOBEPUTb YNCNEHHO.
MeToabl. MpeanoxeHHble KPUTEPUN KayecTBa — AeTEPMUHUPOBAHHbLIE, OrPaHUYEHHbIe MO SHEePrn MOLLHOCTbIO
curHana n BpeMeHeM HabntaeHns. AHaNnUTUYeCcKkn onpeaeneHbl NpeaesbHble 3Ha4YeHUS KpUTEePMEB KavyecTBa ans
PUKCMPOBAHHOIO BpeMEHU HabntoaeHns. B BbIMUCANTENBHOM 9KCNepuMeHTe a5 4 anropuTtMOB MiaHMPOBaHUS No-
Jly4eHbl 3Ha4YEHMS KPpUTEPMEB KayecTBa.

Pe3ynbTaTthl. N5 CpaBHEHUS PasfiNyHbIX arOPUTMOB MaHMPOBaHUS HaBMIOEHUN, YYNTbIBAIOLLMX MPUOPUTET
KOCMMYEecKOoro annapara n obuiee BpeMeHn ero HabnoaeHns, NpeasyioxXeH KPUTepuii kKayecTsa «BeC — BPEMS Ha-
onopeHns». [Ina yyeTta CTPYKTypbl 00LEero BpeMeHn HabntoaeHns BBEAEH KPUTEPUIA «BEC — CTPYKTypa Habnoae-
HUS». AHANIMTUYECKU NOKa3aHO, YTO 3HAYEHUSI KPUTEPUEB OrPaHUYeHbl, a TakKe pasinyatoTcs A pas3HbiX METO40B
NaaHMPOBaHUS. BbINONHEH YNCNEHHbI 3KCNEPUMEHT, KOTOPbLIN NOATBEPANN XapaKTep UBMEHEHUs KpUTepues ans
pPasnnYHbIX METOA0B NAHNPOBAHUS U MapaMeTPOB, BXOAALLMX B KOUTEPUN.

BbiBoAbl. [peanoxeHHble KpUTepUn Ka4ecTBa NnaHnpoBaHnsa HabNoaeHW 0CHOBaHbl HA GU3NYECKUX MPUHLIMNAX
HabnOeHMS PAANOTEXHNYECKVMMW U ONTUHECKUMIN CPeaCcTBaMM U MO3BONISIIOT YACIEHHO CPaBHUTL pe3ysbTaTthl nia-
HMPOBaHWSA HABNIAEHNI 32 KOCMUYECKMMU annapaTtamu ¢ yHeToM NPUoOpPUTETHOCTU HabNoaeHWs, BpeMeHM Habto-
[EHVS 1N ero CTPYKTYpbl. BbliMcnnTenbHbii 3KCNepUMEHT NOATBEPANST BO3MOXHOCTb NPUMEHEHUS NpeaioXeHHbIX
KpUTEPUEB «BEC — BPEMS HAONIOAEHNS» U «BEC — CTPYKTYpa HabnioaeHNs» ANl CPaBHEHUS Pa3/INYHbIX afifOPUTMOB
nnaHMpoBaHus. MpeanoxeHHble KPUTEPUM LenecoodbpasHo MCNOoNb30BaTh A/1S ONTUMN3aLUM anroPUTMOB NaHn-
POBAHUS UM UX YNCIIEHHOMO CPaBHEHUS OJ151 Pa3/IMYHbIX YCI0BUIA HabNoAEHMS 32 KOCMUYECKMMM annapaTtamu.

KnioueBble cnoBa: nnaHnpoBaHue HabnioaeHUA, KPUTEPUIA Ka4eCTBa, KOCMUYECKMIA annapaTt, MOHUTOPUHI KOCMU-

4yeckux annapaTtoB, KOHGNNKTHOe HaboaeHne
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Mpo3payHocTb hUHAHCOBOM AeATENbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aMHTEPECOBAHHOCTN B MPEACTaB/IEH-

HbIX MaTepuanax nam MetToaax.

ABTOpPbI 3a9BASIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

At present, a significant increase in the number
of spacecraft (SC) and quantity of space debris is
accompanied by a relatively slow growth in the
quantity and quality of optical, radar and radiotechnical
systems of monitoring near-Earth space! [1]. Under
these conditions, the task of planning observations
by monitoring means acquires special importance.
The relevance of this problem is confirmed by the
works [2-8], in which the authors propose various
algorithms for planning observations, including those of
astronomical objects [9, 10].

In orderto evaluate the effectiveness of the scheduling
algorithm, the influence of each factor (weather
conditions, particle dispersion level, etc.) on the final
result is distributed in a percentage based on the influence
of each factor on the quality of the problem solution [2].
In this work, each parameter is evaluated in the range
from 1 to 10 points, then the value of the parameter is
multiplied by its corresponding importance percentage,
and all weighted scores are summarized.

In [3], maps of SC detection efficiency are
constructed for observation planning purposes using
the resulting efficiency factor, which is calculated as
the product of criteria (extinction coefficient, angular
velocity, etc.) together with its weighting factor.

The use of a covariance matrix trace for describing
the average change in the contribution to the
measurements when selecting the SC to be monitored
is set out in [4]. Such a trace can be related to the
informativity parameters, for example, the change of
differential entropy.

In [5], the effectiveness of “greedy” optimization
methods that do not require significant computational
and mathematical resources is analyzed. As a criterion,
a cost function is used based on potential observations
and how well the observations fit the objective, while
numerical and analytical formulas for calculating “fit”
are not given.

In [6], optimization is performed on the object
observation time, taking into account the observation
switching time from the previous object. Although the
described global optimization approach can be used to

1 https://www.space-track.org/. Accessed January 20, 2025.

maximize the total SC observation time, the authors do
not take priority of SC observation into account.

The authors of [7] describe the use of average
satellite observation time minus the deviation of the
observation time of each satellite with respect to
the mean value multiplied by the Lagrange factor to
obtain an observation criterion. This criterion takes the
maximum value when all satellites are observed for the
same time.

Thus, despite the availability of a large number of
methods, algorithms, and scheduling software, there are
no generally accepted quality criteria that allow us to
compare these methods. Consequently, the development
of physically based criteria becomes an urgent task.

1. PLANNING TASK STATEMENT

When planning SC observations, one of the main
problems concerns how to resolve conflicts when the
number (bandwidth) of observation channels is less
than the number of simultaneously visible SC, i.e.,
the need to choose which SC should be observed [11].
SC visibility is understood as the possibility of its
observation in space (geometric visibility), in energy
parameters (radar and radiotechnical visibility) and in
the frequency domain (for radiotechnical systems, the
frequency of the SC signal must be within the range of
operating frequencies).

If there were no conflicts, the task of forming an
observation plan would be reduced to sequential tracking
of visible SCs and, if necessary to save the resource of
observation facilities, stopping observations when the
required amount of information has been obtained.

In realistic observing conditions involving a lack of
observational means, conflicts frequently arise in terms
of the simultaneous visibility of multiple satellites, for
each of which a decision must be made as to which of
the SCs to observe. Different conflict resolution methods
lead to the formation of different observation plans.

The initial data for planning are: the matrix of
SC visibility, SC priority and time sufficient for obtaining
information of the required quality. For the convenience
of planning, the time is assumed to be discrete.

In the visibility matrix V(i, ), the row i corresponds
to the SC number, while column ¢ corresponds to the
time, and each cell ¥, , shows the visibility of the SC

Russian Technological Journal. 2025;13(5):75-86
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by the monitoring tool. In the simplest case, the values
in the matrix take the values 0 and 1 (visibility based
on geometric relations). In a more complex variant, the
cells contain a value related to the quality of observation,
for example, the signal-to-noise ratio by power or the
probability of SC observation. The sum of the rows
within a column indicates how many SCs are visible (can
be observed) at the same time.

The vector of priority (weights) of the SC for each
SC defines a weight w; representing a positive integer
that indicates the importance of the SC observation (the
larger the value, the higher the priority and value of the
observation of this SC).

The vector of sufficient (continuous) observation
time for each ith SC determines the (continuous) time
interval 7, sufficient to obtain the required amount
of information/quality of parameter estimates. The
requirement of interval continuity is based on the
principles for estimating parameters constantly
over the observation interval. If this requirement is
optional, T, ., can be the full observation time. In
cases when the signal-to-noise power ratio is used
in the observation matrix, 7, defines the power
signal-to-noise ratio on which the quality of estimates
depends [12].

The result of planning is the observation
matrix O (i, 7), the dimensionality of which coincides
with the dimensionality of the visibility matrix. For
each ith row (SC number) at time 7 in the cell Oi, ,can
be the value 1 (ith SC at this time will be observed
by the monitoring instrument) or 0 (SC will not be
observed). At one moment of time ¢ (column of the
matrix), the number of SC being monitored shall be
equal to the number of channels of the monitoring
instrument.

An example showing the type of input data for
planning and the result of planning is shown in Fig. 1.

SC No.

i=1 ?
2
i TR w=[3]
\ o]
ha \ 2 ]

t=1 \ t Toan

time

i [efofefefof - Jrf1]
AN J
Y

24V = Tiisi

2. NUMERICAL OBSERVATION RATES

Numerical parameters used to calculate the quality
criterion and analyze the observation and visibility
matrices are described as follows:
t=1..T plan’ T plan is the planning interval (time
interval for which the observation plan is prepared,
usually a day).

i=1..1, is the number of visible SCs in the
planning interval T plan’

T, ; 1s the visibility time of the ith SC is the sum
of its free (conflict-free) T, 4. ; and conflict T
visibility time Tvis i Tvis.free i * Tvis.confi - Zt= L. TVi, r
The visibility time shows the potential observation
capability of the SC.

I < I,y 18 the number of observed SCs in the
planning interval T’ plan”

T, ; 18 the observation time for the ith SC is the
sum of the conflict-free 7, .. ; and conflict T oo
observation time. These values show the realization of
a particular observation plan, with 7, .. < T ..

w; is the priority (weight) of the SC, which
indicates the value (contribution) of its observation.
The priority is set by an integer number lying in a given
range {we N[ 1<w,<w__ 1}, the larger it is, the higher
the priority of the SC (in most real-world tasks, it is
sufficient to set w; values from 1 to 5; this range is used
in numerical calculations in this study).

T, ; is the sufficient (continuous) time of
SC observation. It is determined for each satellite
depending on the observation task (signal detection,
estimation of signal parameters, estimation
of parameters of the transmitted information
flow, etc.), known, predicted or calculated statistical
characteristics of the observation (signal-to-
noise ratio, probability of satellite observation).

Observation of the SC during the (continuous) time

is.conf i

SC No.
[10] i=1[1 1 1
5
Tw=[11] i [1] ¢ Jodly 1
B \
(3] foa |0 | |o 1
t=1 t Toan
time
i loJo] J4]1] J1]o]
2405, ¢= Topsi

Fig. 1. Type of basic matrices and vectors when planning observations
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interval T ., provides with the required probability
the necessary quality of its parameter estimation.
Observation for a shorter time interval does not
provide the required quality. Observation for a longer
interval is excessive.

T ;¢ 1s the total (sum) time of visibility (at least one

ofi=1...1, SCs can be observed), determined by the
visibility matrix V(i, ?):

Tvis.s: Z Tvis.st: Z sign

t=1..T t=1..T

> V|
"'Imax

i=1

N, is the number of simultaneously visible SCs at the
moment of time #:

N, = (2)
i=l1

2 Tl
el

T

obs.s
i=1..1 ..

matrix O(i, ?):

is the total observation time (at least one of
SCs), is determined by the observation

Tobs.s =

Z Tobs.st: Z Signl:ZOi,t:l' 3)

t=1..T t=1..T

Visibility matrix

r T T T
o) ]
B Free visibility time
o O Conflict visibility time
0
-
=)
0 o 3
=R — :
% —
2]
0
S
5 [————1
[0 ____l—
2 |
o
ES
z ]
]
0
@ T
[
g _-
e
o)
<
— ——1
o
rs)

5 10 15
SC observation time, s

20

Number of satellite

While the free and conflict observation time can
be integrally determined by analyzing the visibility
matrix V(i, f), the calculation of the redistribution of
this time between the satellites is based on an analysis
of the corresponding observation matrix O(Z, f) for
this planning method. As an example, Fig. 2 shows the
result of scheduling observations by a single-channel
SC constellation tool in the presence of free and conflict
observations.

The observation matrix depicted in Fig. 2 confirms
the conservation of free observation time for all SC. The
free observation time is preserved unless the resource
limitation of the observation time 7, = < T,
t=1..T plan is used to extend the lifetime of the
monitoring instruments or to use part of the time for other
purposes, e.g., to analyze the environment (interference
emissions are evaluated using radiotechnical and radar
instruments, while astroclimatic factors are examined
by means of optical monitoring instruments). In the
absence of such restrictions, one of the methods for
checking the correctness of the planning algorithm
Ticiee i = Topsfree ; 18 Preserving the time of free
(conflict-free) observation.

Conflict observation time is distributed among the
SCsaccording to the planning method used (including the
simplest method involving termination of observations
in case of conflict). In the example considered in Fig. 2,
the priority is given to the SCs at the beginning

Observation matrix

M Free observation time
O Conflict observation time

15

5 10
SC observation time, s

20

Fig. 2. Example of the visibility matrix (left) and observation plan (right)
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of the list (all possible conflict observation time is used),
while for the rest the time is redistributed.

Total observation time in the absence of resource
constraint should coincide with the total visibility
time 7. . =T which should be used to verify the

vis.s obs.s? . .
correctness of the scheduling algorithm.

3. QUALITY CRITERIA FOR OBSERVATIONS

To compare different planning methods, it is
necessary to introduce a numerical indicator based on
numerical, measurable parameters of the observation
plan [13]. Since in the considered case visibility
and planning result are deterministic functions, we
will determine the quality of planning without using
probabilistic indicators. However, it is not difficult to
take probabilistic parameters into account within the
framework of the proposed approach—it is enough to
put the probabilities of SC observation pre-calculated or
determined on the basis of statistical data as the values
of elements in the cells [14].

3.1. “Weight—observation time” criterion

The first planning quality criterion proposed in this
paper is introduced using the priority of the SC and the
total time of its observation (without taking into
account how many intervals it is divided into). This
variant can be used for the case when one discrete time
interval is sufficient to estimate the parameters of the
SC with the required quality. The criterion “weight—
observation time” is defined by the sum of the
contributions from the observation of the individual

SCs Q.
1 1
1 max 1 max Tb .
th :[_ Z QWti :[_ Z (ai)nln 7? 41 , 4
max j=l max =1 suf'i
where:

e a, = wjw,_is the relative priority of the ith SC,
taking values in the interval (0; 1];

e w; is the priority of the ith SC;

e w_ . is the maximum observation priority from the
set of visible SCs;

e n is the relative priority degree indicator, making it
possible to vary the contribution of w;: n = 1 is the
linear dependence on the priority of the SC, n =0 is
the priority of the SC is not taken into account;

e [/ 1is the amount of the visible SCs;

max

o Thei is the observation time of the ith SC obtained
as a result of planning;

o Toi is the time sufficient to obtain

information / estimates of parameters of the required
quality for the ith SC.

The proposed criterion “weight—observation time”
has the following properties:

1. If the ith SC is not observed (i.e., T, ;= 0) in the
planning interval T plan’ but is included in the set of
visible satellites 7, , the contribution from this SC
is equal to zero:

Ol =|—i| n(1)=0. 5)
Wi Tobsi=0 w

max

2. If the observation time of the ith SC is equal to
sufficient time (7, ; = T,,), the contribution from
its observation will depend on the SC priority:

Wmax

w; "
thi ~ 0.69 , (6)
while for the SC with the maximum priority, the
contribution will be equal to 0.69. The same value
of 0, will be for a satellite with any priority at n =0

and observation for sufficient time (7 ;= T ¢))-

3. The contribution from the observation of the ith SC
has a maximum (bounded from above) value when
the time of SC observation tends to the time of its

visibility 7, ., — T, » The limit for continuously

visible SCs is equal to the planning time 7, . —

obs i plan:

w; ! Tvisi
max(thi)z( ! ] In +1|. @)

Winax suf i
For the SC with the maximum priority (or for
any SC if the observation priority is not taken into

T...
visi 1l

account), n = 0) max(Q,, )=In
' suf’i

A diagram of the SC observation contribution O,

1

as a function of the observation time 7, ; versus the
sufficient ~ observation time T .. at different
priority (w; = 1 ... 5) and its degree of consideration
n=20,0.5,1, 2 is shown in Fig. 3.

Analyzing the results of numerical calculation of the
proposed “weight—observation time” criterion confirms
the above properties:

° monotonically increases with increasing

wi;
observation time;
e at small observation time relatively sufficient

T i / Ty¢ ; 0 the criterion “weight—observation

time” thi —0;

e for the SC with the maximum priority w; = 5 the
contribution, depending on the relative observation
time T ; / T,r; grows logarithmically, taking at
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1.5

0.693

Fig. 3. The value of the quality index OWti at satellite observation depending
on the parameters (n, w) and the value of thi (n;w=1)at T e ,-/Tsuf ;=1

the point where the observation time of the ith SC is
equal to a sufficient T ; =T, ,r ;> value of 0.69.

The value of n does not affect the position of this

n
w
graph, since (@;)" = (ﬂ] =1

o for the SC with minimuga;riority w,=1Lw_ =5),
the contribution for the same relative observation
time T ; / T, 1s less and is determined by the
degree n, which takes into account the weight of the
SC priority: the larger is 7, the less is the contribution
from the observation of SC with low priority. In the
considered example, at the point T, =T, ¢; for
n=1[0...2] thi =10.69 ... 0.028], the diagram is

shown in the inset of Fig. 3.
3.2. “Weight-observation structure” criterion

For SCs whose signal parameters may change over
time, continuous long observation intervals are of great
value (e.g., it is more accurate to determine a linearly
time-varying frequency from a single long-time interval
rather than from a set of short ones).

In order to take the structure of the observation time
into account, i.e., how many intervals of what duration into
which the total observation time of the SC T, is divided,
it is proposed to introduce the equivalent observation time
Tips.eq i» Which is calculated by the formula:

K; 2
Z(Tobs ik)
Tseqi = (®)
bs. ’
0bs.eq 1 Tobs ;

where K. is the number of noncontiguous observation
intervals of the ith SC during the period T plan’ k is the
number of the observation site of the ith SC; T, i, is
the observation time at the kth site.

Figure 4 shows the dependence of the equivalent
observation time 7T obs.eq of a SC on the continuous
interval 7., of its observation reduced to the total

observation time 7' obs of the SC.

1.0 0.50;
0.8
gl , 06
el : /
I~§ = : e
0.4
0.2 ;

0 0.2 0.4 0.6 0.8 1.0

Tobsk
Tobs
Fig. 4. Dependence of T eq values

on the observation interval T ., when normalized

by the total satellite observation time T, .

The properties of the equivalent observation time
following from expression (8) and confirmed by the
diagram in Fig. 5:

1. For one SC observation interval (K = 1), the
equivalent observation time is equal to the
observation time T, itself:
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2
(Tobs ik)
Tobs.eqi= T =T0bsi’ )
obs i
2. At a large number of observation time

intervals (K, > 1) and one “long” interval

Tobs i > To

the SC is determined by the maximum duration of
the site max(7} i ).

3. When the number of sites K, — o with the same

bsi. the equivalent observation time of
J

small observation time 7, i is large, the equivalent
observation time tends to zero:

K;—x

2
Z (Tobs i )
k=1
Tobs.eq i~ T —0. (10)
obs i

The second “weight—observation structure” planning
quality criterion proposed in this article uses in (4),
instead of the total observation time of the ith SC T
its equivalent observation time 7

obs.eq Iz
1 1
1 max 1 max TObS eql
Qws :]_ Z Qwsl- :I_ z (ai)nln —+1|=

max =l max i=] suf'i
K 2

I n Z(Tobs i )

Imax i=1 \ "max Tobs iTsuf i

where therelative priority ofthe ith SC a]' = (w; / w,. )"
and the ratio of the equivalent observation time of the
ith spacecraft Typoq; to the continuous interval T ¢,
sufficient for obtaining estimates of the required quality
are taken into account.

The “weight-observation structure” criterion Q,
has the same properties as the “weight—observation time”
criterion O, with the precision that the observation time
should be replaced by an equivalent one.

4. ASSESSMENT OF THE APPLICABILITY
OF THE PLANNING QUALITY CRITERIA

In order to evaluate the feasibility of the proposed
quality criteria, we use several different scheduling
algorithms for which the behavior of the proposed
criteria Q. (4) and O, (11) can be logically predicted.
For these scheduling algorithms, we use the same
visibility matrix for which we compute the observation
matrix and the proposed quality criteria. The results of

the behavior of the criteria, including their compliance
with the logical assumptions and sufficient numerical
spread for different planning algorithms, will confirm
the possibility of applying the proposed quality criteria.

Algorithm 1 (“first on the list”)

In case of a conflict observation, an unconditional
transition to the observation of the SC that is first in
the list is performed. Obviously, such an algorithm will
give low time (continuous) observation of the SC at the
end of the list. If the SCs with high priority are located
there, the quality of planning by the O, criterion will
be low. The value of the criterion will significantly
depend on which SC with what priority are located first
in the list.

In order for such a simple and computationally
undemanding scheduling algorithms to be practically
useful, it is necessary to compile a list of the SCs,
placing the highest-priority ones with the minimum total
observation time at the top of the list.

Algorithm 2 (“inertia-free transition to priority
satellite”)

In case of a conflicting observation (collision),
an unconditional switch to the observation of the
SC that has a higher priority regardless of the
time of its observation. In fact, this is a “greedy”
algorithm that maximizes the quality criterion at
each step [15]. Obviously, such an algorithm will
give a higher (compared to Algorithm 1) quality of
observation for criterion (4) O, , “weight-observation
time”; for the criterion Q, ., the contribution of lower-
priority SCs will be low, since high-priority SCs will
be observed in conflict observation. If the priority
of all SCs is equal, the criterion Q,  (11) “weight-
continuous observation time” will be the same as
for Algorithm 1.

Algorithm 3 (“inertial transition to a satellite with
higher weight”)

A modification of Algorithm 2 takes into account
the observation time of the ith SC by calculating
a coefficient equal to the ratio of the priority of the SC
to the time it has already been observed (w/T ). In
contrast to Algorithm 2, the transition to the observation
of a new, higher priority jth SC may not occur if the
time 7T obs j T, » That is, the formed “inertia” of the
SC observation decreases when its observation time
increases. Such a criterion should lead to a decrease
in short observation intervals due to inertia and to
an increase in the quality criterion (6) compared to
Algorithms 1 and 2.
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Algorithm 4 (“observation time equalization™)

In this case, tracking of a SC is stopped if its
observation time exceeds the same parameter of
another satellite. The algorithm tries to “equalize” the
observation time of all SCs.

To determine the maximum achievable indicators
on the visibility matrix, it is reasonable to use the
method of complete enumeration over all possible
variants of the planning problem solution. However,
for real conditions (plan for a day, more than 10000 SC
overflights) such a solution can be theoretically obtained
only with the use of quantum computing [16]. However,
such a solution can also be obtained by restricting the list
of satellites to those observed by radiotechnical systems
of RTU MIREA [17].

An illustration of the working principle
of Algorithms 1-4, for which the planning quality
criterion is calculated, is shown in Fig. 5.

SC No. / Priority

1/2 |

2/3 I:I
4/5 [rzz==mma]
5/1

— Algorithm No. 1
-=-- Algorithm No. 2

---- Algorithm No. 3
--=Algorithm No. 4

Fig. 5. Example of operation of Algorithms 1-4 on

planning interval Tplan for 5 SCs with given visibility time

and different observability priority a;

Table summarizes the results of the calculation
according to the proposed quality criteria. As input
data, a SC visibility matrix consisting of 50 SC for the
discrete planning interval T plan = 500 was generated. For
the table columns, the minimum values of the quality
criteria are italicized, while the maximum values are

given in bold.

Table. Results of numerical modeling

Algorithm o O,
designation = =1l =0 n=1
Algorithm 1 0.382 0.255 0.219 0.148
Algorithm 2 0.576 0.404 0.321 0.210
Algorithm 3 0.618 0.530 0.370 0.295
Algorithm 4 0.480 0.309 0.258 0.189

The numerical modeling results confirm the
analytical conclusions and logical assumptions as
follows:

e criteria Q,, and Q take maximum values for
Algorithm 3 both when taking into account n =1 and
without taking into account n = 0 priority of the SC,
because by its principle it has inertia, leading to
the formation of longer observation sites, which is
confirmed by Fig. 5;

e criteria O, and Q, take minimum values for
Algorithm 1 both when taking into account
n =1 and without taking into account n = 0 priority
of the SC by enabling the observation of satellites at
the beginning of the list without taking into account
their priority (in the considered case, it is low) as
confirmed by Fig. 5;

o the ratio of the minimum and maximum values of
the criteria Q, , is 2.078 when taking into account the
priority of SC n =1 and 1.617 without taking into
account the priority n=0, respectively. Consequently,
the difference between the maximum and minimum
values of the criterion “weight—observation time” is
increased by taking into account the priority;

o the ratio of the minimum and maximum values of
the criteria O, is 1.993 when taking into account
the priority of the SC and 1.689 without taking into
account the priority. Similarly to the Q, , criterion,
taking into account the priority increases the
difference between the maximum and minimum
values of the criterion “weight-structure of
observation”.

CONCLUSIONS

Under objective conditions of satellite orbital launch
dynamics in relation to the increase in the number and
capabilities of their monitoring means, the task of
observation planning is of particular importance. Two
quality criteria are proposed for comparing different
methods of SC observation planning: “weight—
observation time” and “weight—observation structure”.
The criteria are based on the formation of a value
associated with the energy signal-to-noise ratio, which
determines the quality of parameter estimates, as well
as taking into account the priority of satellites and
the structure of the total observation time (number of
intervals).

Four scheduling algorithms used for verification
give predictable results for the relative scheduling
quality according to the introduced criteria. Numerical
calculations of the quality criteria confirmed the
theoretical assumptions on which they are based. For the
same SC observation conditions, the quality criteria of
the plan obtained by four different scheduling algorithms
differ more than 1.5 times.
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Further development of criteria is envisaged in terms
of their specification, for example, for radiotechnical
systems of monitoring available in “Cosmocenter” at the
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Abstract

Objectives. In a measuring system based on the inductive transmission of information from a moving structure
to a stationary signal receiver, the signal carrying useful information about the parameters of the moving structure
is formed by a magnetic system containing a permanent magnet mounted on the stationary part of the measuring
system. The magnetic field of the permanent magnet (MFPM) determines the magnetic flux, and, consequently, the
induction current in a conducting coil located on the moving structure. In order to theoretically justify the parameters
of the measuring system including the optimization of its components, a simple and easy-to-use analytical model
of the useful signal for determining the requirements for the mathematical description of the MFPM is required. The
use of known solutions for developing an analytical model of the useful signal of the measuring system is complicated
by the need to use inverse trigonometric functions or the results of numerical calculations. The present work sets out
to obtain an exact solution to the problem of calculating the MFPM and on this basis to develop a simple, convenient
analytical model of the normal component of the magnetic induction vector (NCMIV) of a permanent magnet used
to develop an analytical model of the useful signal.

Methods. The equivalent solenoid method was used along with mathematical analysis approaches.

Results. Anexactsolutionfor calculating the normalcomponent ofthe magneticinductionvector ofthe parallelepiped-
shaped permanent magnet was obtained. Based on this, a straightforward and easy-to-use analytical model of the
NCMIV was developed, which closely approximates the formula derived for the exact solution.

Conclusions. The developed analytical model of the NCMIV can be used for theoretical development of an analytical
model of the useful signal of a measuring system with inductive transmission of information about the parameters
of a moving structure to a stationary signal receiver.
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Pe3iome

Lenu. B nameputenbHom cuctemMe ¢ MHAYKUMOHHOW nepegaden nHopmMmaumm ¢ nepemMeLlalolLencs KOHCTPYKUUN
Ha HEeNOABMXHbLIN NPUEMHUK MHPOPMALMOHHBIA CUrHAS, HECYLLUNI MHOPMALIMIO O NapamMeTpax nepemMeLLaloLLLencs
KOHCTPYKUMN, POPMUPYETCS MArHUTHOM CUCTEMOW, coaep Xallen NOCTOSAHHbIM MarHUT, YCTAHOBJIEHHbIN HA HEMNOA-
BUXKHOW HaCTN N3MEPUTENIbHOM cucTeMbl. MarHUTHOE nose NoCTOSAHHOro marHuta (MIMMNM) onpenenset MarHUTHbBIN
NoTOK, N, CNefoBaTesibHO, MHAYKLUMOHHLIV TOK B PYrOM 3/1IEMEHTE MarHUTHOW CUCTEMbI — NPOBOASILLIEM BUTKE, pac-
NMOJIOKEHHOM Ha NEePEMELLAIOLLENCS KOHCTPYKLMK. [1ns TeopeTnieckoro 060CHOBaHMS NapaMeTPOB U3MEPUTENbHOM
CUCTEMbI, B T.4. A4J19 ONTUMM3aLMKN ee COCTaBHbIX YacTel, Heobxoavma nNpocTas, yaobHas ans NPpUMEHEHUS aHan-
Tnyeckas moaenb MHPopmMaumMoHHoro curHana (AMUC), uto onpeaenseT TpeboBaHUsa K MatemMaTn4eckomy onmca-
Huto MIMMM. M3BecTHble pelleHus 3agad rno pacyety MMM conepxat obpaTHble TPUroHoMeTpuyeckne OyHKLUN
VNN NpeacTaBeHbl Pe3ybTaTaMm YACTIEHHbIX PACHETOB, YTO 3aTPYAHSET UX UCMONb30BaHNe Ans padpabotkn AMUC
M3MEPUTENBHON CUCTEMBI. Lienblo JaHHOM CTaTbu ABASETCH NOSyYeHne TOYHOro pelleHns 3agadu pacyderta MMM
1 pa3paboTka Ha OCHOBAHUM 3TOr0 TOYHOIO PELLEHMS aHANIUTUYECKOM MOAENN HOPMaJIbHOWM COCTaBNSIOLLEN BEKTOPA
MarHuTHom nHaykumm (HCBMIW) nocTosHHOrO MarHuTa, ucnosib3dyemom ans paspabotkn AMUC.

MeToabl. /Icnons3oBanncb MeToa4bl MAaTEMaTUYECKOrO aHanM3a 1 MeTo[, 3KBMBAJIEHTHOIO COJieHoMaa.
Pe3ynbTathl. [onyyeHo TO4HOE peLleHne 3agaydm pacdieta HCBMU MMM, nmetowero dopmy napannenenunena,
Ha OCHOBaHWM KOTOPOIro NOJIy4EHO BbIpaXXeHne, annpokcummpytowee Gopmysy TOYHOMO PELLEHUS, — aHannTuye-
ckasa mogens HCBMU.

BbiBogbl. [onyyeHHasa aHanutuyeckas moaens HCBMW moxeT ObITb MCMONb30BaHa AJ19 TEOPETMHEeCcKon paspa-
60Tkn AMUC namepuTtenbHOM CUCTEMbI C MHOYKLMOHHONM nepepayein nHgopmMaumm o napamMmeTpax nepemellan-
LEeNCs KOHCTPYKLMY Ha HENOLBWXKHBIV NPUEMHUK CUrHana.

KnioueBble cnoBa: NOCTOSHHbBIA MarHUT, MarHUTHas NHOYKUWNA, 3KBUWBAJIEHTHbIN CONIEHOMA, HOpMasibHaa CoCTaB-
nqarouwaa, adHanntnyeckasda Mmoaesib

Ana untupoBaHua: 3akaTtoB M.M. AHanuTuyeckas MOAOeslb HOPMasibHOM COCTaBASIOWLEN MarHUTHOMW WHAOYK-
UMM NOCTOSIHHOrO MarHuTa. Russian Technological Journal. 2025;13(5):87-94. https://doi.org/10.32362/2500-
316X-2025-13-5-87-94, https://www.elibrary.ru/SPEPVZ

Mpo3payHoCTb GUHAHCOBOI AeATeNbHOCTU: ABTOP HE NMEEeT PUHAHCOBOW 3aMHTEPECOBaHHOCTY B NPeacTaB/eH-
HbIX MaTepuanax uim metTonax.

ABTOp 3aaBnseT 06 OTCYTCTBUU KOHMIVKTA MUHTEPECOB.

INTRODUCTION defining its status into electrical impulses, which are

subsequently transmitted to a radio transmitter. A radio

Aradio channel is mostly used to convey information  signal receiver is mounted on the stationary part, such

about the parameters of a structure that changes position a5 the body of the vehicle, close to where the pneumatic
relative to a stationary signal receiver (consider, for  tire wheel changes position.

instance, relaying gas pressure readings within a vehicle’s Transmitting information via a radio channel often

tire). In this Situation, measurement transducers are encounters Challenges Stemming from limitations
mounted on the structure to transform characteristics  imposed on the use of electromagnetic radiation. In
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a measuring system with inductive transmission of
information about the state of a moving structure [1, 2],
the useful signal carrying information about the state
of the structure is formed by a magnetic system,
which is formalized as shown in Fig. 1. A rectangular
conducting coil (1) is positioned on the upper edge
of a permanent magnet (PM), which is configured
as a parallelepiped with a height of A and the base
having dimensions a and b. In a plane parallel to the
PM upper edge, a structure with a placed-in rectangular
coil 2 travels relative to the magnet at velocity V, with the
center of coil 2 (point O,) projected onto the Ox axis in
a manner that its projection (point A) traverses along the
Ox axis. The distance between the plane and the upper
edge of the magnet is equal to d. The electrical resistance
of coil 2 is dictated by the design specifications.

When coil 2 travels within the magnetic field of
a permanent magnet (MFPM), an induced electric current
arises within coil 2. The intensity of this current is influenced
by the velocity of coil 2, as well as its internal electrical
resistance and the normal component of the magnetic
induction vector (NCMIV) of MFPM perpendicular
to the plane of coil 2. This induced current in moving
coil 2 subsequently produces an alternating magnetic field
around coil 1. The electromotive force of coil 1 resulting from
the magnetic flux of the alternating magnetic field created
by the induced current in moving coil 2 acts as a signal for
carrying useful information about the system parameters.

>
xv

Permanent magnet

Fig. 1. Schematic of the magnetic system

Various analytical [3—11] and numerical [ 12-24] techniques
have been established for analyzing and calculating the
properties of magnetic fields within diverse magnetic
systems. The present study employs the equivalent solenoid
method to precisely calculate the NCMIV distribution
within the MFPM in the plane parallel to the PM upper edge.
These findings are then used to create the NCMIV analytical
model, which can be used to develop analytical models
for magnetic fluxes responsible for generating induced
electric currents in conducting coils 1 and 2. The findings
regarding the MFPM distribution, as detailed in [11], are
expanded upon by additional calculations focusing on the
MFPM distribution in the geometric area near permanent
magnet.

PROBLEM STATEMENT

Figure 2 depicts the magnetic field produced by a permanent magnet that is uniformly magnetized along the
Oz axis. The origin of the coordinate system Oxyz is placed at the magnet base center. Based on Fig. 2, we calculate
the normalized MFPM NCMIV, B_ (x, y, z), at point M(x, y, z) located in the specified plane z > H.

Permanent magnet

Ag )

Fig. 2. Geometric layout for calculating MFPM NCMIV

Utilizing the equivalent solenoid approach [3—6], we substitute the permanent magnet with a system of surface
electric currents, characterized by a linear density A, flowing in planes perpendicular to the Oz axis. Then, a surface
electric current of strength /= Adh flows along a strip spanning the PM side surface, with a width of d/ and situated at
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a height / above its base. The strip perimeter is defined by the segments AD, DC, CB, and BA, where |AD| = |CB|=b,
IDC| = |BA|=a.

The magnetic field strength, B, (x, y, 2), created by current / flowing through segment AD at point M(x, y, z) is
determined by the following equation [3]:

Ky  cosa—cosP
B,n(x,y,z2)=———— 1
AD (X5 Y5 2) i " O]
where 7, is the distance from point M(x, y, z) to segment AD.
The magnetic induction vector B, is directed at an angle vy to the Oz axis.
Based on Fig. 2, the following relationships are derived:

vl
—cosP = > 2 > , 2)
\/(x+621j +(y+§j +(z—h)?
é_y
— 2
cosa = > ) 5 (3)
J(H;) N —
x+2
2

cosy =

“)

+a2+( —hz.
X 5 z—h)

The NCMIV B, [, generated by the electric current flowing through segment AD is determined by the following
equation:
Bap,(x,¥,2) = Bsp(x,y, z)cosy. 5

The NCMIV arising from the electric currents within segments DC, CB, and BA are determined in the same way.
The NCMIV produced by the electric current / flowing through a strip of width dh at a height # above PM is the
sum of NCMIVs generated by the currents within segments AD, DC, CB, and BA:

th(-x:ya Z) = BADZ(xay, Z)+BDCZ(x>y: Z)+BCBZ(x>ya Z)+BBAz(x:y’ Z)' (6)

In the following, the AD, DC, CB, and BA symbols denote the PB side surfaces containing corresponding
segments.

Taking into account Egs. (1)—(6), the formula for calculating the normalized NCMIV of the electric current on the
side surface AD is derived as follows:

H
o [ Bap:(x, », 2)dh =| arcsin b — arcsin oz H) +
Ho* J@ BB 2) ok BB HP) .
+| arcsin C1o” —arcsin op(2— H) )
\/(Otfz +BE)BE +22) \/(ocfz +BHBE +(z— H)?)

here a b o b+ B x+ 2
w ===, = — . = —_.
=5 Vs Qo 5 Y, Pr 5

The normalized MFPM NCMLV, B, (x, , z), equals the sum of the normalized NCMIVs of all electric currents
on the PM side surfaces. Taking into account (7), we obtain the following:
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B, (x, y, 2) i arcsin din? arcsin o, (z—H)
zn\ X Vs Z)= _
N R N (R R0
(®)
+| arcsin %ia? — arcsin %ip (2 —H) sign(B;) |,
Jo +p2)B2 +22) Yoy +B2)B7 + (2= 1Y)

b b a a a b b
where 0, =§—y, o4y =E+y, B, =x+5 (for AD); a5 =x+5, Olyy =5—x, B, =y+§ (for DC); a5, =y+5,

b a a a b
Ay =2y, By=2—x (for CB); 0y =——x, ayp =2 +x By =_-y (for BA).
The NCMIV of the electric current on the CB side surface changes sign at x > %, similar to the NCMIV of the

b
electric current on the BA side surface at y > > The change of NCMIV signs is taken into account by the function.

Since the function B_ (x, y, z) is even with respect to both x and y coordinates, determining its distribution within
a specified plane only requires evaluating it in one quarter as limited by the inequalities 0 < x and 0 < y. To simplify
B, (x, y, z) for further investigations, formula (8) is decomposed into a Taylor series. The analysis indicates that
formula (8) can be replaced by the more concise and computationally efficient NCMIV analytical model as follows:

2 P 2 P
BZH(O,O,Z)( z ] -1 ( - ] -1 at |x|£xmax’ |y|gymax’

max xmax

an.anal(x’y’ Z):

)

0 at |x| > X ax

y|>ymax’

where x_ ., V.. are the “dimensions” of the magnetic field in the plane z = const, i.e., the coordinates x_, ., v, ..»
which depend on the coordinate z, are chosen so that the MFPM NCMIV becomes equal to zero in the region
|x| 2 X y| 2 Yax Of the plane z = const.

In Fig. 3, the graphs of the dependencies of the normalized MFPM NCMLV, B, (x, y, z), in the plane z = 13 mm
are presented as a function of the x-coordinate at various y-coordinate values, with the following PM parameters:
a=b=16mm, H=8 mm. The values of B, (x,y, z) are calculated using the exact formula (8) for graphs /, 2, and 3 and

formula (9) for graphs 4, 5, and 6.

2.5
=
s ]
520 A\\\
> N
E 1.5 -1
- \\ —
o —“—3
8 1.0 \ ed
T 5
€
505 —6
z

0

X, mm

Fig. 3. Graphs of the normalized MFPM NCMIV: 1 is B
3isB,(x,8,13),4is B x,0,13),5isB

.(x,0,13), 2is B, (x, 4, 13),
Xx,4,13),and 6is B (x, 8, 13)

zn.anal( zn.anal( zn.anal

The analysis reveals a significant difference between the calculation results using the exact formula (8) and those
using the approximation formula (9) for points in the plane with coordinates x > 6 mm, y > 6 mm. The relative error, 0,
of the MFPM NCMIV calculations based on the analytical model belongs to the segment 15% < & <33%.

For points on the plane with coordinates x < 6 mm, y < 6 mm, the relative error 6 is less than 15%. Moreover, for
points on the plane limited by the inequality » < 4 mm, where 7 is the distance between the coordinate system origin
and the point on the plane, the relative error is & < 3.8%; for points of the plane limited by the inequality » < 2 mm, the
relative error is 8 < 2.6%.
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The parameters of the useful signal of the measuring system, including its amplitude and time-dependent shape
over its duration, are determined by the rate of change of magnetic fluxes within coils 1 and 2 when the center of
coil 2 is above the center of PM cross-section. Since the magnetic fluxes and the rate of their changes are primarily
determined by the central part of the MFPM NCMIV as represented by the points in the plane with coordinates
limited by the inequalities x < 6 mm and y < 6 mm, the error in calculating the useful signal parameters in this case
is minimal.

At high values of the MFPM NCMIV coordinates, the MFPM peripheral part decreases rapidly, while the rate of change
of the magnetic fluxes determined by the MFPM peripheral part is less than that determined by the MFPM central part.

Error estimations derived from NCMIV calculations employing the approximation formula (9) reveal the potential
of the analytical NCMIV model for creating an analytical model for the useful signal of the measuring system. This
analytical model achieves a calculation error for useful signal values not exceeding 15%.

CONCLUSIONS
Based on the results of the research, the following 2. The obtained expression for the NCMIV analytical

can be deduced: model enables straightforward calculations of the
1. An analytical formula for calculating the NCMIV of magnetic fluxes within coils 1 and 2.
the parallelepiped-shaped MFPM, which is oriented 3. The feasibility of applying the NCMIV analytical
perpendicular to a specified plane aligned with the model to theoretically develop an analytical model
PM end face, has been derived by applying the for the useful signal of the measuring system with
equivalent solenoid technique. inductive signal transmission is confirmed.
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Abstract

Objectives. Triply periodic minimal surfaces are non-intersecting surfaces with zero mean curvature, consisting
of elements repeating in three directions of the Cartesian coordinate system. The use of structures based on minimal
surfaces in heat engineering equipment is associated with their advantages over classical lattice and honeycomb
structures, often used in practice. The aim of the work is to study heat transfer during filtration flow in a porous
medium of an incompressible fluid having an ordered macrostructure based on gyroid triply periodic minimal surface.
Methods. In order to solve the problem of heat transfer in a porous medium, the finite difference method is used.
As a means of implementing the finite difference method algorithm, the Heat Transfer Solver software was developed
in the Python programming language.

Results. The described software program was used to obtain a numerical solution of the heat transfer problem
in a porous medium with an ordered macrostructure using the finite difference method. The program functionality
enables the investigation of the heat transfer process dynamics and the influence of various parameters on the
temperature distribution. The program was used to study the heat transfer process in a porous medium based
on gyroid triply periodic minimal surface. Graphical dependencies of the solid framework and fluid temperatures,
as well as the heat flux on the coordinate at different time steps, were obtained. Characteristic time intervals with the
highest absolute temperature gradient values were identified.

Conclusions. The results of the work, including both the developed software and the obtained temperature
dependencies, can be used in a number of engineering problems where it is important to predict the temperature
distribution in porous materials under various operating conditions.
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HAYYHAA CTATb4A

HUccaenoBanue remjionepeHoca
B IIOPUCTOH cpeje
C YIOPSAA0YECHHOU MAKPOCTPYKTYPOit
HA OCHOBE TMPOHU/IA

A.WU. MNonos @,
A.B. EpeMuH

Camapckunvi rocyaapCTBEHHbIV TEXHUYECKu yHuBepcuTeT, Camapa, 443100 Poccus
@ AsTOp A1 Nnepenvicku, e-mail: popov.ai@samgtu.ru

e Moctynuna: 27.12.2024 » Oopa6oTaHa: 10.03.2025 ¢ MpuHaTa k ony6nukoBaHuio: 23.07.2025

Pe3iome

Uenun. Tpmxabl nepnoanyeckne MuHMMasbHble MOBEPXHOCTU — 3TO HenepecekaLmecsd NoBepxHOCTU C HYJIeBOM
CpenHen KPUBU3HOM, COCTOSLLME N3 MOBTOPSIOLLMXCA B TPEX HaMNpaBieHUsaX 4eKapTOBOM CUCTEMbI KOOPAMHAT 3e-
MeHTOB. Mlcnonb3oBaHne KOHCTPYKLMIA, OCHOBAHHbLIX H2 MUHUMaIIbHbIX MOBEPXHOCTSX, B TEMJIOTEXHNYECKOM 000-
PyLoOBaHMM CBA3AHO C MUX NPEeuMyLLEeCTBaMU MNepes, KlaCCUYeckMMmn peeTyaTtbiMy U COTOBbIMW KOHCTPYKLIMAMMN,
4acTo NPUMEHSIEMbIMU Ha NpakTuke. Llenbio paboThl ABNSETCS UccnenoBaHue TennonepeHoca npy GunbTpaumoH-
HOM TEYEHNN HECKMMAEMOW XMOKOCTU B MOPUCTON Cpese C YyNopsagoYeHHOM MakpOCTPYKTYPOW Ha OCHOBE TPWXKAbI
Nepnoanyeckor MMHMMasIbHOM MOBEPXHOCTU (rmponaa).

MeToabl. [Ing peweHns 3agadm TensonepeHoca B NOPUCTON Cpene NPUMEHSETCA MeTOA, KOHEYHbIX Pa3HOCTEN.
[na peanusaumm anroputMa MeToaa KOHe4YHbIX pa3HocTen pa3paboTaHo NnporpaMmmHoe obecnedeHne Heat Transfer
Solver Ha a3blke nporpammMmmnpoBaHuns Python.

PesynbTatbl. B pamMkax HacTosLLEro nccnenoBaHus pa3paboTtaHo nporpammMHoe obecrnedyeHre Ha A3blke Mpo-
rpammMmmpoBaHnsa Python ong YyncneHHoro peleHns MeTo40M KOHEYHbIX Pa3dHOCTEN 3a4a4dn TensonepeHoca B rno-
puCTOl cpeage C ynopsaoyeHHO MakpOCTPYKTYpoi. DyHKLUMOHAN NPorpaMmbl MO3BOJISIET UCCEA0BaTb ANHAMUKY
npouecca TernsonepeHoca 1 BAUSHUE Pas/iMyHbIX NapaMeTpoB Ha pacrnpenesneHne temnepartypbl. [Npn nomowm
[AHHOW NporpamMmbl M3y4eH NpoLLecc TensonepeHoca B NOPUCTON Ccpeae Ha OCHOoBE rupounaa. NonyyeHsl rpadpuye-
CKMe 3aBUCUMOCTM TeMepaTypbl TBEPAOTENLHOIO Kapkaca 1 XXMOKOCTU, a TakKe TernsioBOro notoka oT kKoopamHa-
Thbl B pa3/iniHble MOMEHTbI BpeMeHW. OnpeaeneHbl XxapakTepHbIE BDEMEHHbIE MHTEPBAJIbI, B KOTOPbLIX HabntoaaeTcs
HanbonbLLee abCosIIOTHOE 3HAaYeHMe rpagnueHTa TeMmneparyp.

BbiBoAbl. Pe3ynbTaThl paboThl, BKOYaOLLME Kak pa3paboTaHHoe NporpaMMHoe obecrnedyeHne, Tak 1 3aBUCUMO-
CTU TemMnepartyp, MOryT HANTW NPUMEHEHNE B PAAE MHXEHEPHbIX 3a4a4, r4e BaXHbIM SBNSETCH NPOrHo3vpoBaHue
TeMnepaTypHOro pacnpeneneHms B nopucTbiX Matepurasnax npu pasanyHbixX yCI0BUAX 3KCMyaTaumun.

KnioueBble cnoBa: nopuctas cpena, TedeHme XuaKocTu, TenI000MeH, TPUXabl nepuoguyeckas MUHUMasbHas
NOBEPXHOCTb, FTMPOnA, METOL KOHEYHbIX Pa3HOCTEN

Ana umtnpoBaHusa: [lonos A.W., EpemuH A.B. VccneposaHue TensonepeHoca B MOPUCTOM cpege C yno-
PSOOYEHHONM MaKpOCTPYKTYpOl Ha ocHoBe rupouga. Russian Technological Journal. 2025;13(5):95-103.
https://doi.org/10.32362/2500-316X-2025-13-5-95-103, https://www.elibrary.ru/YKAHQQ

Mpo3payHocTb hpMHAHCOBON AEeATEeJNIbHOCTU: ABTOPbI HE UMEIOT GUHAHCOBOM 3aUHTEPECOBAHHOCTM B NPEeACTaB/IEH-
HbIX MaTepuanax uam meTogax.

ABTOpbI 3a59BASAOT 06 OTCYTCTBUMN KOHDINKTA MHTEPECOB.
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INTRODUCTION

At present, an important task in theoretical and
applied heat engineering is associated with the need
to increase the energy efficiency of various heat
engineering equipment [1] used in a wide range of
industries. One of the methods for intensifying heat
exchange consists in the use of porous materials in the
design of heat exchange devices [2], catalysts [3], etc.
Such porous materials may be used for increasing the
heat exchange surface area and flow turbulization in
the heat exchanger paths.

Most porous materials used in practice have
a stochastic structure, i.e., the pores have a random
shape and size. However, there are whole classes
of porous materials having an ordered structure,
such as lattice and honeycomb structures [4, 5], as
well as structures based on thrice periodic minimal
surfaces (TPMS). Such surfaces have been the subject
of much research [6—11] due to their excellent strength
properties at high porosity values, which enables
the design of lightweight yet strong structures. One
of the main advantages of porous materials having
a TPMS structure consists in the possibility of varying
their properties (thermophysical, mechanical, etc.) by
changing the characteristic geometrical parameters of
the minimal surfaces [8].

Despite the above-mentioned advantages, a number
of difficulties can be encountered when using porous
TPMS-materials in the design of heat engineering
equipment due to the absence of mathematical models
for describing the transfer processes (heat, mass,
momentum). Thus, due to the large expenditures of time
and resources entailed in the manufacture of prototypes
and full-scale experiments to obtain the desired
information, the mathematical modeling of heat and
mass transfer in TPMS-based porous media becomes an
important task.

Both numerical and analytical methods can be
used to solve heat and mass transfer problems [12—14].
Analytical methods, such as the method of separation
of'variables and the method of integral transformations,
may be used to obtain exact solutions in particular
cases. However, such methods are applicable only to
solving a limited number of problems within certain
constraints and conditions. When solving complex
problems (with nonlinear properties or complex
geometry), numerical methods (finite difference
method, finite element method, etc.) are often used in
practice [15, 16] to find approximate solutions with
a given accuracy.

In the present work, a one-dimensional problem
of heat transfer of an incompressible fluid flowing in
a porous medium having a gyroid-type TPMS structure
is solved using the finite difference method.

TASK STATEMENT

The transfer of heat in a porous medium having
a gyroid-based structure at a low fluid velocity
characteristic of filtration flows is as described
in [17, 18]. The schematic of the problem is shown
in Fig. 1. Figure 1a shows a unit cell of the gyroid whose
characteristic geometric parameters are expressed in
terms of the wall thickness 6 and length of the cube
edge a in which the cell is inscribed. When varying these
parameters, the porosity of the material changes to affect
both the hydrodynamic characteristics of the flow and
the intensity of heat transfer.

The porous medium through which the fluid flows
is shown in Fig. 1b. The TPMS lattice is formed by
copying the unit cell (Fig. 1a) in orthogonal directions of
the Cartesian coordinate system with a period equal to a.

To describe the heat transfer in fluid flow through
a porous medium, we will use the two-temperature
model proposed by Wakao and Kagei [19]. The use of
separate energy equations to describe each component of
the porous medium (solid and fluid) for each phase two-
temperature model provides a basis for a more accurate
description of the heat transfer process, especially in the
absence of local equilibrium.
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Fig. 1. Task diagram:
(a) gyroid unit cell; (b) porous TPMS medium.
X is a coordinate, L is a porous material thickness

The mathematical formulation of the problem,
including basic differential equations, as well as initial
and boundary conditions, is as follows:

- 6Ts (x,1) 3

( ¢)(Pcp )s T =

0T, (x,)

= eff.s ax—z+ OLs,f (Tf (xat) - Ts(x:t)), (1)

O<x<L,t>0);
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OT:(x,t)  OT:(x,t)
(I)(Pcp )f{ fat tu fax }:
o°T, £ (x,0)

= hefrf a2 T o ¢ (1,060 =T (x,0)),  (2)
(O<x<L,t>0)

T,(x,0) =T¢ (x,0) =T}y; (3)
PN A T 4
STx:O_al(l L (0,0)); “4)
WD Ty 5
S x:L—Gz(z L(L,0); (5)
T:(0,0)=T; (6)
oT; (x,1) _0, ™

Ox L

where ¢ is the time; T (x, #) and T{(x, ) are temperature
functions of the solid frame and fluid, respectively; ¢ is
the porosity; u is the fluid flow velocity; (pcp)s and (pcp)f
are density and heat capacity of solid material and fluid,
respectively; Az, and A, are effective thermal
conductivity of solid frame and fluid; 7, is the initial
temperature; 7, and T, are temperatures of surrounding
media before and after porous zone; o, is the heat
transfer coefficient between the fluid and the solid frame;
a, is the heat transfer coefficient at the boundary between
the solid frame and the environment at the point x = 0;
@, is the heat transfer coefficient at the boundary between
the solid frame and the environment at the point x = L.

Since the heat transfer problem is considered
separately from the problem of mass transfer in a porous
medium (in some particular cases, the flow dynamics
may have little influence on the thermal effects), the
equations of conservation of mass and momentum are
not included in the system of equations. In addition, the
properties of fluid and solid will change insignificantly
in the range of considered temperatures. For this reason,
the functions to describe the temperature dependence of
the properties of the corresponding phases are also not
included in the problem formulation.

The same temperature 7|, is taken as the initial
condition for both solid and fluid. The boundary
condition of the 3" kind is set at the boundaries of the
solid frame (at the points x = 0 and x = L). The fluid
temperature at the point x = 0 has a constant value that
corresponds to the ambient temperature at the entrance
to the porous zone. Since there is no explicit data on the
fluid temperature at the point x = L, we assume that the
heat flux at the boundary is equal to zero.

NUMERICAL SOLUTION

The solution of the problem (1)—(7) is carried out
by the finite difference method. For this purpose, let us
introduce a spatiotemporal grid, where N is the number
of steps in coordinate, and M is the number of steps in
time:

xl =iAx, ie[0,N],

t" =nAt, ne[0,M],

where Ax, At are coordinate and time steps, respectively.

The finite-difference approximation of differential
equations (1), (2) and boundary conditions (3)—(7) is as
follows:

Tn+1,i _ Tn,i
1— c s s =
(1-0)(pey) | =—
. . . 3
Tsn,l—l _ 2Tsn,l + Tsn,z+1 iy .
= 7Leff,s Ax2 O f (Tf T Ts )
T}’H—l,i _ Tn,l Tn,i+1 _ Tn,l
f f f f
C. +u =
d(pc, ) { n -
. . . )
Tfn,l—l . 2Tfn,l + Tfn,l+1 .y .
= efrf 2 o p (T =T7);
. 0 _ o
T =T =T,; (10)
Tn,l _ Tn,O
e R X ()
Tn,N _Tn,N—l
hS a2
I =T (13)
Tn,N _ Tn,N—l
S S S (14)

Ax

The task is solved according to an explicit scheme to
obtain the values of temperatures 7;-and 7, at each grid node
at each time step. The explicit scheme was chosen due to
its simple implementation and sufficient accuracy for the
problem under consideration. At the same time, the stability
of the solution is ensured by selecting the time step At
depending on Ax in accordance with the Courant criterion.

To implement the algorithm for solving the problem
by the finite difference method, a software program has
been developed in the Python programming language.
The graphical interface of the program, which is based
on the Tkinter library is shown in Fig. 2.
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Fig. 2. Interface and algorithm of the developed program

for n in range(1l, M):
for 1 in range(1l, N - 1
T_s[n, 1] = ((1 / ((1 - phi) * p_s * co_s)) *
(((T_
h_sf

T _fln, 1] =

):

(
[n—1,1—1]—2*Ts[n—1,1]+T_s[n—1,i+1])/dx**2)*k_es+
* (T_f[n -1, 1] - T_s[n - 1, i])

) *x dt + T_s[n - 1, i])

(((k_ef * ((T_f[n -1, 1 -1] -2 *T_fln -1, 1] + T_f[n - 1, 1 + 1]) / dx ** 2) +
h_sf * (T_s[n - 1, 1] - T_f[n - 1, 1])) / (phi * p_f * co_f)) - u x (T_f[n - 1, 1] -
T_f

[n -1, 1 -1]) / dx) * dt + T_f[n - 1, 1]

T_s[n, 0] = (h_extl * dx * T_extl + k_s * T_s[n, 1])

/ (k_s + h_extl * dx)

T_s[n, -1] = (k_s * T_s[n, -2] + h_ext2 * dx * T_ext2) / (k_s + h_ext2 * dx)

T_fln, -1]

T_fln, -2]

Fig. 3. Finite-difference diagram in the Python programming language

The following stages can be distinguished in the
main cycle of the program:

1. Input of the main parameters of the problem through
special text fields. The program functionality allows
both the thermophysical properties of the studied
materials and the size of the spatiotemporal grid to
be set manually.

2. Reading of parameters, initialization of arrays
for T}, T, and execution of the main cycle of the finite

library was used to display an interactive diagram
of temperature change in a porous medium. The
graph display can be controlled by means of a slider
to change the time step and update the temperature
field plots. This provides a means of studying the
dynamics of the heat transfer process and the
influence of various parameters on the temperature
distribution.

The program was tested for correctness by comparing

difference method. The finite-difference scheme  numerical solutions with known analytical solutions for
for the basic differential equations (8), (9) and  particular cases of the problem. The source code as well
boundary conditions (11), (12), (14) in the Python  as the executable file of the program are presented on the
programming language is presented in Fig. 3. Mendeley Data! repository [20].

3. Visualization of the results is provided by plotting

the diagram of temperature change of the solid frame

! https://data.mendeley.com/datasets/kcn33tr7sb/2.

and fluid within the considered area. The Matplotlib ~ Accessed July 23, 2025.
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RESULTS

Using the developed program, the problem of
calculating heat transfer in a gyroid-based porous
medium has been solved. Graphical dependences of
the temperature change of the solid frame and the fluid
were obtained. In particular, a graph of the dependence
of the temperature of the fluid and the solid frame on
the coordinate at different moments of time is
presented (Fig. 4). This graph was obtained with the
following constants and values of thermophysical
properties of the solid frame and fluid, as well as
boundary and initial conditions: Cps = 800 J/(kg-K),
p, = 1412 kg/m3, A, = 0375 W/(m-K),
¢, r=4200 J/(kg-K), pe=1000kg/m? 1.=0.6 W/(m-K),
Aegs = 0296 W/(m-K), Lz, = 0.059 W/(m-K),
¢$=0.8, L=0.04m, T =273K, T, =323K, T,=273K,
o = 1000 W/(m*:K), a, = 10 W/(m?-K),
=500 W/(m?-K), u = 0.0002 m/s. The coefficients
of effective thermal conductivity of solid and fluid
phases in porous material with gyroid-based structure
were determined according to the methodology
presented in [21].

323.0 ez —

-

|
310.5 N v
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|I \ N
< 298.0 \ N

M NN 300 |
\\ \ \\
A) \\
285.5 \ 50, 150 ]
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273.0 —=
0 0.01 0.02 0.03 0.04
X, m

Fig. 4. Diagram of temperature distribution in a porous
medium:
—————— solid framework; — — — — fluid

From the diagram in Fig. 4 it can be seen that
the temperatures of the fluid and the solid frame
differ significantly over the entire range of the spatial
coordinate under the given conditions. This emphasizes
the importance of using a two-temperature model to
accurately describe the temperature distribution in
porous media.

The diagram in Fig. 5 demonstrates the change in
temperature at different points of the porous material,
namely, at the beginning, in the middle and at the end
of the region under consideration. From the analysis
of this graph, it can be concluded that under the
given heat exchange conditions, the fluid temperature
reaches the maximum value specified by the boundary
condition (7, = 323 K). At ¢ > 300 s, the temperature
curves of the fluid and the solid framework begin to
converge, which indicates a decrease in the absolute

value of the temperature gradient and an approach to
thermodynamic equilibrium in the system.

323.0 5 T
/0.02 -~
/ 1/10.04
310.5 7 7
1 7
I’ II /
~ K / 0.02
— 298.0 ’ ;
! ' x=0.04
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285.5 4 a
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1
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273.0 b—ete=zr
0 150 300 450 600
t,s

Fig. 5. Diagram of temperature change in a porous
medium over time:
—————— solid framework; — — — — fluid

Figure 6 shows a diagram of the heat flux
distribution determined in accordance with the
Newton-Richmann law (|g| = a, {(T; — T,)) in a porous
material along the coordinate. The pronounced peak
in the heat flux distribution near the left boundary of
the region at the early stages of the process (¢ = 10 s)
is associated with a large absolute value of the
temperature gradient caused by the adoption of the
first-order boundary condition at the point x = 0. As
time increases (10 s < ¢ < 200 s), an increase in the
heat flux is observed with a shift in the peak value to
the right boundary of the region. The highest efficiency
of the process observed at time ¢ = 200 s is followed
by a gradual decrease in the heat exchange intensity;
at this point, the fluid temperature has the maximum
possible value in the entire range of x (Fig. 3).

21000

15750 /| 300
N 100 400_L—N
S 10500
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0 %10 S
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Fig. 6. Heat flow distribution diagram

CONCLUSIONS

We have presented a study of heat transfer in
a porous medium with an ordered macrostructure based
on a gyroid during filtration flow. For mathematical
modeling of the process under study, a Wakao and Kagei
two-temperature model was used.
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In order to obtain the numerical solution of the heat
transfer problem in a porous medium (1)—(7) using
the finite difference method, a program in the Python
programming language was developed. The functionality
of'the developed program provides for the construction of
a graph of the temperature of a solid frame and fluid. The
visualization of changes in temperature curves enabled
by the built-in time step slider is important for studying
the dynamics of the heat transfer process. As compared
with direct modeling methods (for example, the finite
element method in ANSYS?), the program represents
a valuable means for quickly obtaining a solution to the
problem, which is achieved due to the lack of need to
construct computational geometry and a computational
grid.

Porous materials having a TPMS-based (e.g.
gyroid) structure can be used in the design of heat
exchangers, catalysts and other devices where it is
important to minimize the mass of the structure without
compromising its strength and efficiency. The developed
program can be used to model heat transfer in porous
TPMS as a means for quickly predicting their behavior
under real operating conditions. This has potential
utility in solving a number of engineering problems in

the energy, chemical industry, mechanical engineering,
and other industries.

The results of this work can become the basis for
further scientific research in the field of modeling heat
and mass transfer in porous media. In the future, it is
possible to expand the model and the program by taking
into account the equation of fluid motion in a porous
medium to determine both the velocity profile and
pressure losses. An additional promising direction may
consist in the development of similar models for other
types of minimal surfaces to select structures having the
desired heat-transfer-, strength-, and mass characteristics
depending on the engineering tasks set.
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Abstract

Objectives. Animportantand urgenttaskofthe oil producing industryis the identification of patterns of thermophysical
processes in reservoirs. One approach to improving the efficiency of oil recovery in conditions of hard-to-recover
reserves involves thermal action on the reservoir. The construction of mathematical models for describing such
processes to optimize production technologies is based on the formation of nonstationary heat flows in the reservoir
when a stopped well is heated. The application of mathematical modeling methods considered in the work forms
a basis for calculating the distribution dependencies of nonstationary fields of thermophysical characteristics in the
reservoir when heating the well to its parameters and the properties of the environments.

Methods. The work is based on heat- and mass-transfer theory along with mathematical physics, analytical and
numerical methods, as well as algorithms, computer modeling approaches, and the development of applications
using modern programming languages and their libraries.

Results. A formation saturated with oil, water, and a steam-gas mixture is theoretically described. A closed
system of heat and mass transfer equations is obtained taking into account diffusion-droplet and heat flows and
phase transformations. A formulated mathematical statement of the model comprises an initial-boundary value
problem for equations relating the temperature, saturation, and pressure of the components of the saturating fluid
in the formation. Numerical algorithms for solving are developed and their software implementation carried out. An
application developed for computer implementation of the model provides convenient visualization of the calculation
results consisting of several components (modules). Numerical experiments were carried out using the developed
software to study how various factors, such as the properties of the formation sketch and the saturating liquid phase
and heater characteristics, affect the thermophysical processes in the formation.

Conclusions. The developed model can be used to clearly describe nonstationary distributions of thermophysical
characteristics formed by thermal and diffusion-droplet flows in the reservoir during heating of a shut-up well. The
obtained results expand current understandings of the regularities of thermophysical processes and the properties
of the saturating phase in the reservoir under thermal influence.

Keywords: thermophysical processes, heat transfer, mass transfer, heat flow, diffusion-droplet flow, heat equation,

heat transfer equation, thermal conductivity, thermal impact on the formation, oil well heating
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Peslome

Llenu. BeisiBneHve 3aKkOHOMEPHOCTEN Tenodn3nyecknx NpoLLEecCoB B NiacTax ABASETCS BAXHOM 1 akTyasibHOW 3a-
nadveli HeptenobbiBatower otpacan. OgHMM N3 cNocob0B NOBbILLEHUS 3P DEKTUBHOCTU HEDTEOTAAUN B YCITOBUSIX
TPYOHOM3BIEKAEMbIX 3aMacoB SIBNSETCS TEMIOBOE BO34ENCTBUE Ha nnacT. MNpu HarpeBe OCTaHOBIEHHOW CKBaXW-
Hbl B nacte GOpMUPYIOTCS HECTALMOHAPHbIE TEMJIOBLIE MOTOKW, MO3TOMY B BONMPOCax ONTMMU3auunmn 4o6bIBaoLLmMX
TEXHOJIOMMIA TakMxX NPOLECCOB LLUMPOKO MPUMEHSIETCS MOCTPOEHME aeKBaTHbIX MaTeMaTNU4ecknx mogenen. Llenb
paboThbl — pa3BUTME BO3MOXHOCTEN NMPUMEHEHNS METO40B MaTEMATUYECKOrO MOAENMPOBAHNS 1 YCTAHOBNIEHWE HA
MX OCHOBE 3aBUCUMOCTEN pacnpefefieHns HECTaLMOHAPHbIX NoNel TennouanNYecknx XxapakTepucTuK B niacre
npwv HarpeBaHn CKBaXWHbI OT €€ NapaMeTPOB 1 CBONCTB cpen,.

MeToabl. Vicnonb3oBaHbl TEOPUS TEMIO- U MAacCONepeHoOca, MeTOAbl MaTeMaTUYECKON PU3NKN, aHaUTUYECKNE
M YNCIIEHHbIE METOb!, aITOPUTMbI, METOZbI KOMMBIOTEPHOrO0 MOAENNPOBAHNS U Pa3paboTKM NPUIIOXKEHUIA, COBPE-
MEHHbIE 13bIK/ MPOrPaMMMpPOBaHUS 1 X BUBINOTEKMN.

PesynbTatbl. [1poBEAEHO TEOPETUHECKOE ONUCAHWE M1ACTa, HACLILLEHHOrO HEDTLIO, BOAON 1 Napora3oBoi CMe-
cblo. [MonyyeHa 3aMkHyTas cMcTemMa ypaBHEHUI TEMNO- U MacconepeHoca npu yvyete anddy3noHHO-KanenbHbIX
1 TEMNOBbIX MOTOKOB 1 (Ga30BbIX NpesBpaLleHnin. ChopmynmpoBaHa MaTemaTnyeckas NnocTaHOBKa MOLENU, NPea-
cTaBnsiollas coboi HayvaNbHO-KPAEBYD 33a4ady 4S9 YPaBHEHWUM, CBS3bIBAIOLMX TeEMNepaTtypy, HaCbILLEHHOCTb
1 0aBNEeHNEe KOMMOHEHTOB HACKILLAIOLLEN XNAKOCTM B nNnacte. Pa3paboTaHbl YACNEHHbIE aNropuUTMbl PELLEHNS Ta-
KOW 3aa4m 1 NpoBeLEeHa UxX NporpaMMmHas peanndauus. PaspaboTaHo NpunoxeHue Ass KOMMNbIoTEPHOW peanm3aa-
LMM Mogenu ¢ yonobHol Bu3dyanmsaumei pesynbTaToB pacyeToB, COCTOSILLEN U3 HECKOJIbKMX KOMMOHEHTOB (MOAY-
neit). C ncnonb3oBaHneM pa3paboTaHHOro NporpaMMHOro o6ecneyeHns NPoBeaeHbl YACTEHHbIE SKCMEPUMEHTbI
ONS1 U3YYEeHUst TOro, Kak pasnnyHble GakTopbl, TakMe Kak CBOMCTBA CKeTya nnacTa M HachILWaloLWwen Xnakom gasbl,
XapakTepUCTUKM HarpeeaTtens, BIMSIOT Ha Tennopranyeckme npoLecchl B niacTe.

BbiBoAbl. PaspaboTaHHas Moaenb NO3BOMSET HArNSAHO ONMcaTh HECTALMOHAPHbIE pacnpeneneHns Tennodunam-
YeCcKUX XapakTepucTuk, GopMnpyemMblix TEMIOBbIM N ANDEDY3MOHHO-KaNeNbHbIM NOTOKaMK B NiacTe B NpoLecce
nporpesa OCTaHOBJIEHHOM CKBaXMHbI. [ony4eHHble pe3ynbTaThl PacLUMPSIOT NPEACTaBNEHMS O 3aKOHOMEPHOCTAX
Tennodun3nyecknx NPoLLECCOB 1 CBOMCTBax HachlwatLLel dasbl B naacTe npu TENJI0BOM BO30ENCTBUN.
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Kniouesbie cnosa: Tennoduanyieckme npoLecchl, TEMI0NePeHoc, MacConepeHoc, TEMI0BOM NoToK, AUddY3NOHHO-
KanesbHbIl MOTOK, YPaBHEHNE TEeryionpoOBOAHOCTM, YPaBHEHME TEMJIoNepeHoca, TerIonpPoBOAHOCTb, TEMIOBOE BO3-

[eNcTBNE Ha NacT, NPOrpeB CKBaXMHbI

Onsa uutupoBaHua: CasotyeHko C.E., 3axapos B.A. MogenupoBaHue Tennoduanyeckmx npoLeccoB B HedTs-
HOM MnacTe Npu NPOrpeBe B OCTAHOBJIEHHOW CKBaxwuHe. Russian Technological Journal. 2025;13(5):104-118.
https://doi.org/10.32362/2500-316X-2025-13-5-104-118, https://www.elibrary.ru/ZTAAYP

Mpo3spavyHocTb hUHAHCOBOW AeATENIbHOCTU: ABTOPbI HE UMEIOT GMHAHCOBOW 3aMHTEPECOBAHHOCTM B NMPEACTaB/IEH-

HbIX MaTepunanax nin MmetTogax.

ABTOpbI 329BNSIOT 06 OTCYTCTBUN KOHDNNKTA MHTEPECOB.

INTRODUCTION

The development of mathematical models of
thermophysical processes in the reservoir as a means
of increasing the efficiency of oil recovery, especially
in conditions of hard-to-recover reserves, remains one
of the urgent tasks in the oil producing industry [1].
Since thermal stimulation of the reservoir is one of the
most efficient means to increase oil recovery under such
conditions [2—4], the use of mathematical models to obtain
various kinds of information on the heat transfer patterns
in the reservoir is an important area of research [5, 6].
Nonstationary heat flows in the reservoir are formed
during heating of a shut-in well. When the thermal
stimulation ends, the reservoir begins to cool. The need
to describe such processes is associated with economic
imperative of maximizing oil production [7, 8]. To
develop effective strategies, it is necessary to understand
the dynamics of changes in temperature, saturation, and
pressure in the reservoir [9]. Mathematical modeling
is the main tool used in such research due to the
need to consider the complex interaction of physical
processes [10, 11]. The formulation of mathematical
models of thermophysical processes is based on a system
of heat transfer equations used in many thermophysical
problems and heat conduction theory [12, 13].

Mathematical modeling of thermophysical processes
in oil-producing wells and formations is described in
many works [14-16]. Such studies have been actively
continued in recent years using numerical methods and
computer modeling [17, 18]. In particular, Tupysev [19]
studied the regularities of non-isothermal gas filtration
in a well during the creation of low-temperature gas
deposits when the thermobaric conditions of the
formation approach the equilibrium conditions of
hydrate formation. The described method can be used to
predict the exploration and operation of wells during the
development of low-temperature gas deposits, as well as
to determine the dynamics of possible hydrate formation
in the bottomhole zone and the influence of this process
on the operation of wells.

Sharafutdinov et al. [20] carried out a numerical
study of the temperature field in a multi-layer well during

the movement of gasified oil taking the Joule-Thomson
effects and heat of degassing into account. The possibility
of estimating the position of the boundary of the oil
degassing region in the wellbore using the calculated
temperature distribution was demonstrated.

Ramazanov and Parshin [21] proposed and
analytically investigated a model describing the
formation of a temperature field in the reservoir with
a combined inflow of formation water and gassed oil
to the well. The time of observation of the maximum
temperature decrease was shown to be determined by the
radius of the degassing zone and the speed of convective
heat transfer (which depend on the specific flow rates
of oil and water), and this time can be used to estimate
such parameters. It was confirmed that, with an increase
in water saturation, the influence of the cooling effect of
oil degassing regularly decreases.

Ramazanov and Parshin [22] also determined the
conditions for observing a non-monotonic change in
temperature over time when the temperature at the outlet
of a gas—liquid mixture from a porous medium initially
decreases for some time and then increases.

Shagapov  and  Tazetdinov  [23]  propose
a mathematical model describing the formation of
a temperature field in a radially symmetric heated
formation with high-viscosity oil through a horizontal
well. The authors demonstrated the possibility of further
exploitation of the well for the production of oil with
reduced viscosity. A mathematical statement based
on a system of equations is used to describe the heat
transfer process for assessing the characteristic ranges
of penetration of filtration and temperature waves for the
time periods under consideration.

Ramazanov et al. [24] presented an algorithm and
software package for calculating and modeling the
process of oil displacement during hot water injection
to obtain temperature fields in the formation at different
points in time, as well as to determine the oil recovery
of the formation taking into account the influence of the
thermal characteristics of liquid-saturated rocks.

Gil’manov et al. [25] propose a mathematical
model of cyclic—steam treatment of a formation taking
into account the mass fraction of steam in the coolant
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and the equation of state for water. The model is based
on the use of heat balance relations at each stage of
cyclic steam treatment. The described model is used
to determine the steam temperature in the productive
interval along with the initial formation temperature.
Here, the heat flow calculations are based on the data
of short-term dynamic temperature studies, while the oil
consumption was determined using the Dupuit formula
for a zonally heterogeneous formation. The model was
also used to determine the optimal times of the stages of
cyclic—steam treatment and the maximum cumulative oil
production. The optimal time for pumping the coolant
into the formation and the well holding time for steam
condensation were shown to increase with an increase in
the thickness of the formation, the coolant consumption,
and the mass fraction of steam in it.

The importance of the ongoing studies of
thermophysical processes in formations and wells
is due to the need to understand their patterns for
developing technologies based on the thermal impact on
the formation aimed at increasing the efficiency of oil
extraction. Numerical methods and computer modeling
are widely used to describe nonstationary distributions
of the temperature field and pressure in formations and
wells. However, despite the significant development of
this problem already undertaken, a number of issues
require more detailed study by methods of mathematical
modeling.

The present work presents the results of the
development and computer implementation of
a model that describes the nonstationary process of
heat flow distribution in a reservoir under constant
thermal impact in a shut-in well (in which production
is temporarily stopped). Based on the developed
computer implementation of the model, the patterns
and mechanisms of the influence of the thermophysical
parameters of the reservoir on the nonstationary
distribution of temperature, saturation, and pressure
parameters in it are studied.

1. THEORETICAL BASIS OF THE MODEL

In the volume element of a formation saturated with
oil, water, and a steam-gas mixture in thermodynamic
equilibrium, the temperature 7, pressure p, and
saturation O are distributed uniformly at the initial
moment of time. If we neglect the compressibility of
the formation skeleton and gravitational effects, then the
continuity equation for each component of the saturating
liquid phase can be written in the form [16, 26-30]:

m@z—div]e+l, ()

where m is the porosity of the average, p is the component
density; ¢ is time, 0 is the volumetric saturation of the

mixture component of the element of the formation
volume.
oV
mV,

where V' is the volume of the saturating liquid phase
component in the formation volume element; V_ is the
volume of the formation element; J, is the diffusion-
droplet component of the mass density of the flow
transferred by the molecular thermal conductivity of
the formation volume element; and / is the volumetric
power of the source of the liquid component.

In accordance with Fick’s law, the diffusion-droplet
component of the mass flux density can be represented as

Jg =—a(VO+8VT), )

where a is the coefficient of diffusion-droplet mass
transfer of the component of the saturating liquid phase,
0 is its thermogradient coefficient, and V is the nabla
symbol (VO is the saturation gradient and VT is the
temperature gradient).

The power of the source can be represented as

00
I =epm—, 3
pm— 3)

where ¢ is the phase transition coefficient, representing
the ratio of the increment in saturation of a liquid
component obtained during a phase transition to the
total increment in saturation of the liquid component
taking into account diffusion, droplet, and convective
processes.

The heat and mass transfer equation, taking into
account Eq. (3), can be written in the form [16, 26-30]

or . 00
c— =—divJ + egpm—, 4
Py gpm— “4)

where ¢ is the specific heat capacity of the volume
element of the formation; J is the heat flux density; g is
the specific heat of phase transition.

According to Fourier’s law, the heat flux density can
be represented as

J=-\VT, (5)

where A is the effective thermal conductivity of an
element of the formation volume.

To the given equations, the equation of state of the
mixture should be added [16, 26-29]:

_pM
po = o7 (1+6), (6)

V4

where M is the molar mass of the mixture; R is the
universal gas constant; z is the correction factor that
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takes into account the deviation of the vapor—gas mixture
from an ideal gas.
Accurate to terms of the first order of smallness [16],

op
V(pO) =~ -,
(PB) peﬁat

where [ is the coefficient of elasticity of the vapor—gas
mixture; p, is the density of the formation skeleton. The
continuity equation that closes the system of equations
for temperature and saturation can be written in the form:
BT =e ™)

[§]

The system of Eqs. (1)—(7) forms the theoretical
basis for modeling thermophysical processes in the
reservoir.

It should be noted that the values of the above-
introduced coefficient of diffusion-droplet mass
transfer, thermogradient coefficient, and phase transition
coefficient are determined from experiments. In the
general case, these coefficients may depend on both
temperature and saturation. However, in experimentally
established ranges of temperatures and saturations for
a number of water-saturated specific media (sands,
sandstones, clays, ceramics), the indicated coefficients
are found to be practically constant.

For example, in the temperature range of
293-423 K, the phase transition coefficient & is
constant [16]. With increasing saturation in the range
of 0.3—-0.4, its value decreases linearly from 1.0 to 0.3,
but with a further increase in saturation, it remains
constant. The thermogradient coefficients & behave
completely similarly to the phase transition coefficient
depending on temperature and saturation; in
particular, its stabilized value in a number of media
is (0.2-0.5) - 103 K1,

Although the coefficient of diffusion-droplet mass
transfer a in the temperature range under consideration
increases by approximately 1.5 times in some media
(sands, sandstones), in a number of others (ceramics,
clays), it is temperature-independent. Its stabilized
values in sandy media are (1.8-8.8) - 10~* kg/(m-s),
while in ceramics and clays, the corresponding figure
is (4.4-8.9) - 107 kg/(m"s).

The assumption of the constancy of these
coefficients in theoretical modeling is valid in the case
of low-intensity processes in which the temperature and
saturations change insignificantly over short periods
of time. For the purposes of constructing a model,
an approach is also possible in which the heat and
mass transfer processes under study are divided into
separate sections in each of which the coefficients under
consideration are considered constant.

2. FORMULATION OF THE MODEL AND
STATEMENT OF THE PROBLEM

In this paper, we consider the stationary thermal
effect of a borehole heater on a reservoir. We consider
the reservoir as a continuous, homogeneous, thermally
isotropic medium having constant effective values
of thermophysical coefficients for calculating heat
propagation in the reservoir during heating of a shut-
down well. If the reservoir heterogeneity, evaporation
processes, and diffusion-capillary mass transfer of the
saturating medium are not taken into account when
describing  thermophysical —processes, significant
discrepancies may be found between the observed data
taken from the wells and the calculated values. Noticeable
discrepancies were noted between the calculated
temperatures at the well bottom and the values recorded
at the fields. The observed differences in the well flow
rate and the formation cooling period after treatment
between the calculated and actual values generally turn
out to be greater than the calculated ones. Consequently,
the influence of phase transitions and diffusion-capillary
effects on heat propagation throughout the heated
reservoir is significant in a number of cases.

A model of a homogeneous thermally isotropic
reservoir with infinite thickness and extension is proposed
to which access is provided through a borehole of zero
diameter. We assume that a heater with zero diameter
and finite length 4 is placed in the borehole. Let a single-
component liquid in thermodynamic equilibrium with
the vapor contained in it and a gas insoluble in the
liquid be used to fill the reservoir to saturation. The
borehole is considered to be stopped when its initial
temperature (7},), pressure (p,)), and liquid saturation (6,))
are uniformly distributed.

On the wall of the heater at the initial moment of
time ¢ =0, the specific heat flow N is abruptly formed and
its value maintained at constant. Due to the formation
of such a stationary flow, the temperature 7 increases
and the liquid begins to evaporate. The increase in
temperature and intensification of evaporation in turn
lead to an increase in the partial and total pressure p and
a decrease in the saturation of the liquid phase .

When formulating the model, the following
assumptions are also taken into account. The reservoir
has a high degree of saturation. Since diffusion-capillary
mass transfer of liquid and vapor prevails significantly
over convective transfer, the latter can be neglected. The
coefficients of diffusion-capillary mass transfer can be
considered constant during the entire heating time and
uniformly distributed everywhere in the considered
region of heat flow formation. We will also assume
that heat losses above and below the heater installation
interval can be neglected due to their smallness compared
to the power of the supported heat flow. The length of
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the heater is considered to be so large that its dimensions
affect the distribution of heat in the middle part of the
heating interval. The formulated assumptions imply
the heating of a fine-pored collector. The considered
thermophysical characteristics in the middle part of
the heating interval can also be assumed to be radially
and axially symmetrically distributed in the plane. This
reduces the mathematical formulation of the problem to
a one-dimensional problem in which it is necessary to
determine their nonstationary radial distributions.

This model allows for more accurate prediction of heat
distribution in the reservoir, including phase transitions
and diffusion-capillary effects. As a result, it is possible to
more accurately estimate the temperature field, well flow
rate after treatment, and duration of formation cooling.

As a result of such assumptions, the thermophysical
characteristics of the formation can be considered
as dependent on the radius » and time #: T = 1(r, f),
p = p(r, 1), and O = O(r, f). Their values at the initial
moment of time are considered constant: 7(r, 0) = T,
p(r, 0) = p,, and 6(r, 0) = 0,,.

For the convenience of the mathematical formulation
of the model, we introduce such dimensionless
parameters as dimensionless temperature:

- T-T, ;
T

dimensionless saturation of the liquid phase:
e* — 60 -6 .
60
dimensionless pressure resulting from the evaporation
of the saturating liquid:

>

dimensionless radius:

dimensionless time (Fourier number):

_ X
Fo = W
where y is the thermal diffusivity (considered a constant
value):

r=—"-
cp,
Taking into account the above assumptions, the
system of heat and mass transfer equations (1), (4),
and (7) can be written in dimensionless form

or* 9’1"

107" 00"
+— +ell] —,
R OR OR

8
0Fo  OR? ®)

La_e*— aze* +la_e*+ _OZT* +la_T* (9)
LudFo oR2 RAR 2\ oR2 ROR )
o o0*
L=_i_’ (10)
oFo H3 oFo

where Fo > 0 and R > 0 are the dimensionless time
and radius, respectively; and I1, II,, I1;, and Lu are
the dimensionless coefficients described below. These
quantities characterize the effect of mass transfer on the
distribution of heat flows and vice versa, i.e., the effect of
temperature on the saturation distribution. In particular,
the Lykov criterion, defined as

Lu:i

XPe

characterizes the intensity of diffusion-droplet mass

transfer relative to diffusion heat transfer. If Lu > 1, then

the thermal field due to diffusion-droplet mass transfer

spreads faster than due to molecular thermal conductivity.

In water-saturated sand and clay environments, its values

are in the range of 0-3; in oil-saturated sands, Lu ~ 1.
The coefficient I1; defined as

I, = mqpA0
cAT

characterizes the relationship between the amounts of

heat spent on evaporation of the saturating liquid and on

heating the formation (AT and A0 are small changes in

temperature and saturation in the volume element of the

formation, respectively). In water-saturated sandy and

clayey environments, its values are in the range 0.3—12.
The coefficient I1, defined as

characterizes the increase in saturation AO due to
a change in temperature by an amount A7, In water-
saturated sandy and clayey environments, its values are
in the range 0.1-0.9.

The coefficient I1; defined as

PAP
pAD

characterizes the increase in saturation A® due to
a change in pressure by an amount Ap. In water-saturated
sandy and clayey environments, its values are in the
range 0.2-0.7.

Equations (8)—(10) are supplemented by the initial
conditions:

M, =B

*

T =0, 0 Fo:0=0’ P =0,

0

(11

Fo=0
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as well as boundary conditions on the well axis:

or* N 00
—_— =, — =0, (12)
R |, 2nk OR|,_,
and at infinity:
r R R—0 =0.»p R—0 =0 (13

Here, since the heat flux on the heater axis is
considered constant, N/ = const (12); moreover, the
condition for the derivative of saturation corresponds
to a constantly preserved maximum value of saturation
being maintained on the well axis.

Thus, initial boundary value problem (8)—(13)
is a mathematical formulation of the model of
thermophysical processes in an oil reservoir during
heating of a shut-in well. In order to solve this
problem, a numerical algorithm and software package
implementing it were developed.

3. DEVELOPMENT OF A COMPUTER
IMPLEMENTATION OF THE MODEL

For the computer implementation of the
model, an algorithm has been developed for
solving the initial-boundary value problem for
the system of equations (8)—(10) under boundary
conditions (11)—(13) using finite-difference
approximations of partial derivatives. Both explicit and
implicit schemes with stability condition analysis were
implemented.

The computer implementation of the model was
carried out in the Python programming language using
the NumPy (for working with data arrays and solving
systems of equations) and Dash (for visualization of
calculation results). The developed application consists
of the following main components: data input module,
equation system solution module, output and solution
visualization module.

The module for solving a system of differential
equations describing the thermal effect on a reservoir is
implemented using finite-difference schemes.

The application also contains a data processing
subsystem required to transform the data obtained
from the equation solving module. First, explicit and
implicit objects are generated to represent the equation
solving strategies. Then, a solution method is called
for each object using an appropriate technique to solve
the system of equations. The program has the ability to
output graphs displaying the results of calculations using
explicit and implicit schemes. Each graph shows curves
of temperature, saturation, and pressure. By switching
between studying the curves and comparing data for
the schemes, the user is able to better understand the

processes occurring during thermal stimulation of the
reServoir.

The application controls allow the user to view and
analyze the results of solving equations using explicit
and implicit methods in real time. Such controls allow
setting several constants, including steps and integration
limits for time and space variables. Using a drop-down
list, the user can select output functions (temperature,
saturation, and pressure), while the values of the control
parameters are adjusted via interactive sliders. A specific
value for another variable can be selected along with
the variable (temporal or spatial) to build a graph of
the distribution of thermophysical characteristics. The
program provides the user with flexibility in setting up
parameters by placing a panel with control elements
on the left side of the main page and concentrating all
settings in one screen location.

The set of sliders and drop-down menus is
a component of the settings panel. A variable (temporal
or geographic) can optionally be specified to serve as
the basis for the abscissa axis of the graphs. Sliders may
be used to change the numerical values of the 3 control
parameters that affect the process. Another slider allows
one to select the value of the spatial or temporal variable
for visualization. The application interface tool is used
to study the behavior of the distribution (temperature,
saturation, or pressure) based on time or spatial variables.
To achieve this goal, a graph can be produced with the
values of the function under study plotted on the ordinate
axis and the time or spatial variable plotted on the
abscissa axis. In this case, the slider in the settings panel
can be used to fix a certain value of the other variable.
The resulting graphs display changes in the pressure,
saturation, and temperature functions as a function of
the spatial variable when the time variable is fixed. This
focuses attention on how one variable, such as time
or spatial coordinate, affects fixed parameters that are
determined by another.

4. RESULTS AND DISCUSSION

Asaresultofnumerical modeling using the developed
software package, radial distribution curves were
obtained (Fig. 1) along with time dependencies (Fig. 2)
of temperature and saturation (by virtue of Eq. (10).
A separate analysis of pressure does not make sense,
since the corresponding dependencies are similar to
saturation).

The dependencies of these quantities on the
radius (Fig. 1) can be used to identify features of the
spatial distribution of thermophysical characteristics.
In particular, with increasing distance from the center,
the temperature, saturation, and pressure decrease with
a gradual slowdown. However, these radial dependencies
of temperature and saturation are of different natures.
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The temperature drops fairly quickly at small radii. Then
its decrease slows down and gradually stops, reaching
an equilibrium value already at relatively small values
of the ratio of the radius to the length of the heater.
Saturation (and pressure, by analogy) at small radii
begins to decrease slowly, then quickly fall, and finally,
at large distances, it reaches an equilibrium value and
stops changing. This difference is due to the fact that the
heat flow on the heater axis is maintained constant, and
there is no saturation gradient on this axis.

The time dependencies of these quantities (Fig. 2)
are used to identify the kinetic features of
thermophysical processes. In particular, over time,
temperature, saturation, and pressure increase with
a gradual slowdown. However, at different radii, these
dependencies are of a different nature. At small radii and
short times, a sharp increase in temperature, saturation,
and pressure is observed, followed by a rapid decline
in the growth rates of these quantities. At large radius
values, temperature, saturation, and pressure at first
remain practically unchanged and then begin to grow
slowly, gradually gaining growth speed. Such patterns
correspond to upward convex sections of kinetic
curves (at R = 1) and concave sections (at R = 2 and 3)
on Fig. 2.

The parameters I1; and I1, are the most important in
the model under consideration. They affect the saturation
functions 0" and temperature 7. Varying these parameters
implies actually going through different environments of

the bed. Therefore, they are selected as the controlling
thermophysical parameters of the model to evaluate the
characteristics of processes in different soils.

If we accept II; = II, = 0, then this corresponds
to the absence of mass transfer in the thermal physics
problem. Vakhitov and Simkin [16] indicated that
the mass transfer accounting leads to an increase in
the radius of thermal influence, which, in turn, leads
to higher calculated values of the formation cooling
duration and an increase in flow rate after treatments.
In accordance with the condition of maintaining thermal
balance, an increase in the radius of thermal influence
leads to a decrease in temperature on the wall and in the
immediate vicinity of the well.

Heat transfer through a porous medium is controlled
by the parameter II,, which reflects the effect of
the saturation gradient on temperature change. This
parameter is involved in Eq. (8), which describes the
temperature change. As indicated by a higher value
of II;, an increase in the rate of temperature change
can be the result of an increase in the heat flow passing
through the porous medium. The effect of the saturation
gradient on temperature change is stronger the higher
the value of IT,.

The value of saturation is more significantly affected
by the parameter I1,. In addition, I, affects temperature
changes. The coefficient I1, associated with the influence
of the temperature gradient on the change in saturation is
included in the equation for saturation (9). The influence

0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

Fig. 1. Radial distributions of (a) temperature and (b) saturation
atn,=10,M,=0.1,M;=0.5,Lu=1,e=0.28, 1= 2.49W/(m -K), and N = 1000 W/m
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Fig. 2. Curves of (a) temperature kinetics and (b) saturation at parameter values as in Fig. 1
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of the temperature gradient on the change in saturation
is greater the higher the value of T1,.

Thus, in the model, the parameters II; and II,
determine the degree of relationship between
temperature 7" and saturation 0*. When modeling
cooling after switching off the heater, these parameters
can be used to adjust the degree of relationship between
these two variables.

The results of the conducted series of numerical
experiments were used to identify patterns of influence
of control parameters on spatial distributions and kinetics
of thermophysical characteristics. The influence of
parameter I, on temperature and saturation is illustrated
in Figs. 3 and 4. An increase in the value of I1; leads to
a more noticeable change in the saturation distribution
along the radial coordinate than in temperature. From
the point of view of the model structure, this is due
to the fact that I1; is part of the coefficient in Eq. (1)
for the derivative of saturation 0" along the radial
coordinate R. The radial distribution of saturation shifts
more smoothly at large distances from the well and more
steeply near it (small values of the radial coordinate R)
as II, increases. The saturation gradient has a greater
effect on temperature fluctuations with an increase in I,
which can lead to a more rapid change in temperature
in areas with a strong saturation gradient. From the

physical point of view, sorting through the values of IT,
corresponds to that of various fields in which the density
and porosity of the soil and oil differ.

The simulation results shown in Fig. 3 show that
a thousand-fold increase in the value of the parameter I1,
leads to a very slight decrease in temperature (Fig. 3a) and
a slight increase in saturation (Fig. 3b), which depends
on the distance from the heater axis at a fixed point in
time. Consequently, the obtained results indicate that
the porosity and density of the soils and the liquid phase
of the formation have little effect on the spatioradial
distribution of temperature, saturation, and pressure in
the formation.

The kinetic curves obtained as a result of
modeling (Fig. 4) show that a thousand-fold increase in
the value of the parameter I1, leads to an insignificant
decrease in temperature (Fig. 4a) and an insignificant
increase in saturation (Fig. 4b) at a fixed distance
from the heater axis. Since this difference increases
with increasing time, the influence of the porosity and
density of soils and the liquid phase of the formation on
the kinetics of temperature, saturation and pressure in
the formation also begin to be noticeable at long time
durations.

Physically, the enumeration of the values of II,
corresponds to the enumeration of various values of

0.12
0.10
0.08
o 0.06
0.04
0.02

Fig. 3. Radial distributions of (a) temperature and (b) saturation at different values
of the parameter I, and fixed Fo = 2 (the other parameter values are the same as in Fig. 1)

o M, =0.01
M, =2.00
8 M, =10.00
6
&
4
2
% 1 2 3 4 5
Fo

M, =10.00
0.8 n,= 2.00"

0.7 n,=0.0
0.6
0.5

0.3
0.2
0.1

0 1 2 3 4 5

Fo
(b)

Fig. 4. Curves of (a) temperature kinetics and (b) saturation at different values
of the parameter I, and fixed R = 2 (the other parameter values are the same as in Fig. 1)
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the thermogradient coefficient d, which characterizes
the transfer (flow) of moisture in the liquid phase of
the oil-bearing formation. The modeling results (Fig. 5)
show that a thousand-fold increase in the value of the
parameter II, leads to a very insignificant decrease in
temperature (Fig. 5a), but to a significant increase in
saturation and pressure (Fig. 5b) depending on the
distance from the heater axis at a fixed point in time.
An increase in the value of I, leads to more rapid
changes in the radial distribution of temperature 7*
and saturation 0", The distributions of 7" and 0" shift
more smoothly at large distances from the well and
more sharply near it as II, increases. While saturation
changes slightly at small I1,, the saturation of the liquid
phase of the oil formation begins to depend strongly
on the distance from the heater axis at values of the
thermogradient coefficient corresponding to water-
saturated sands and clays.

Figure 6 illustrates the influence of the thermogradient
coefficient, which can be used to evaluate the effect of
moisture transfer in the liquid phase of the formation
under the action of a temperature gradient in non-
isothermal conditions on the kinetics of temperature and
saturation. The growth of the thermogradient coefficient
in the interval corresponding to water-saturated sands
and clays leads to a noticeable decrease in temperature

O = N W~ o N

and an increase in the saturation of the liquid phase of
the oil formation in such soils.

The influence of the elasticity coefficient of the
vapor—gas mixture in the reservoir and the ratio of the
skeleton and liquid phase densities are both characterized
by the variation of the value of the parameter II,.
This influence is particularly significant with regard
to pressure (Fig. 7). The simulation results show that
an increase in the value of the parameter I1; leads to
a decrease in pressure in general. Although this decrease
is almost imperceptible at short times, it becomes very
noticeable at long times given a fixed distance from the
heater axis (Fig. 7a). The same significant decrease with
an increase in the elasticity coefficient of the vapor—gas
mixture is observed at short distances from the heater
axis at a fixed point in time (Fig. 7b). At large distances
from the heater axis, a change in the parameter I1, ceases
to affect the pressure in the reservoir.

The influence of the intensity of diffusion-capillary
mass transfer relative to the diffusion heat transfer in
the reservoir is characterized by the variation of the
Lykov criterion Lu. Figure 8 shows the dependencies
of the kinetics and radial distribution of saturation with
variation of this criterion. The modeling results show
that an increase in the value of the Lykov criterion
leads to a sharp increase in saturation even at short

Fig. 5. Radial distributions of (a) temperature and (b) saturation at different values of the parameter I,
and fixed Fo = 2 (the other parameter values are the same as in Fig. 1)

o N O~ OO 00 O

100

Fig. 6. Curves of (a) temperature kinetics and (b) saturation at different values of the parameter I,
and fixed R = 2 (the other parameter values are the same as in Fig. 1)
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Fig. 7. Curves of (a) kinetics and (b) radial pressure distribution at different values
of parameter 5 and fixed (a) R = 2 and (b) Fo = 2 (other parameter values as in Fig. 1)
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Fig. 8. Curves of (a) kinetics and (b) radial distribution of saturation at different values of the parameter Lu
and fixed R =2 (a) and (b) Fo = 2 (the remaining parameter values are the same as in Fig. 1)

times (Fig. 8a). An increase in the intensity of diffusion-
capillary mass transfer relative to the diffusion heat
transfer in the reservoir leads to an increase in saturation
at a fixed point in time at short distances from the heater
axis (Fig. 8b). At large distances from the heater axis,
a change in the intensity under consideration does not
affect saturation.

It should be noted that the variation of the Lykov
criterion has virtually no effect on the temperature
profiles. A slight decrease by fractions of a unit (in
dimensionless temperature units 7”) was observed only
at fairly long times (about 5 units in dimensionless time
units of Fo).

Such a model parameter as the heat flow on the
heater axis, as determined according to Eq. (12) by the
ratio N/A, also affects the value of the thermophysical
characteristics but only as a numerical multiplier,
i.e., temperature, saturation, and pressure are directly
proportional to the specific heat flow on the heater axis.

CONCLUSIONS

The paper examines a mathematical model that
describes the patterns of thermophysical processes in
a formation during heating while taking into account
the diffusion-capillary mass transfer of liquid and steam.
The model, which provides a description of the occurring

physical phenomena, takes into account the complex
interaction of heat transfer processes and changes in the
saturation of the liquid phase and pressure.

Software for the computer implementation of the
model was developed using Python libraries (Pandas,
Dash, NumPy) to provide convenient visualization
and analysis of the modeling results. The inclusion
of various modules for the numerical solution of the
thermophysical initial-boundary value problem allows
the selection of solution algorithms according to explicit
or implicit schemes, along with discretization steps
and other parameters for optimizing the computational
procedure. The software contains a convenient user
interface for entering parameters, displaying results in
the form of tables and graphs, and exporting data.

Usingthedeveloped software, numerical experiments
were conducted to study how various factors, such as
reservoir properties, heater characteristics, and initial and
boundary conditions, affect the reservoir cooling process.
The analysis and interpretation of results showed that the
spatial temperature distribution profile decreases quite
quickly at small radii, followed by a slowdown in the
decrease to an equilibrium value. The spatial saturation
and pressure distribution profiles decrease at small radii
and reach equilibrium values at large distances. Over
time, the considered thermophysical characteristics
monotonically increase.
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It is shown that the porosity and density of soils and
the liquid phase of the reservoir have a weak effect on
the spatial distributions of temperature, saturation, and
pressure in the reservoir. The influence of the porosity
and density of soils and the liquid phase of the reservoir
on the kinetics of these thermophysical characteristics is
clearly noticeable at long time durations.

Theresults of the modeling showed that the saturation
changes slightly at small values of the thermogradient
coefficient; however, at values corresponding to water-
saturated sands and clays, the saturation of the liquid
phase of the oil reservoir begins to depend strongly on
the distance from the heater axis. The growth of this
coefficient in this range leads to a noticeable decrease
in temperature and an increase in the saturation of the
liquid phase of the oil reservoir in such soils.

It is confirmed that an increase in the coefficient of
elasticity of the steam—gas mixture leads to a decrease
in pressure at short distances from the heater axis, but
that at long distances, the pressure stops changing. An
increase in the intensity of diffusion-capillary mass

transfer relative to the diffusion transfer of heat in the
reservoir leads to a sharp increase in saturation at short
distances from the heater axis; however, at longer
distances, the saturation stops changing.

The results of this work may be useful for the
oil industry when it is necessary to understand
the patterns of thermal physical processes in the
formation during heating to create more effective
methods of managing the production process as
a means of increasing its profitability. The proposed
model and its analysis also expand the understanding
of the possibilities of using mathematical and
computer modeling of processes in the oil industry.
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Abstract

Objectives. The work sets out to develop a method and methodology for evaluating project activities, including
research and development work. The development of this method and its associated methodology is relevant
due to the need to provide an analytical assessment of a project based on its main performance indicators,
such as the uniqueness of the results and the resources required to produce them. This assessment must take
into account both the requirements of the customer and the capabilities of the prospective performers to make
an informed decision on its formulation. Currently, the best-known methods for evaluating a planned project are
based on economic efficiency. However, the approaches taken by customers and contractors are often different
and sometimes contradictory. For example, a customer may minimize the risk of failing to achieve the project goal
by setting appropriate requirements and resource costs, while a contractor minimizes the same risks by increasing
the requested time and material resources, as well as by adjusting the requirement criteria for the project results,
which are based on their ability to fulfill them. The concept of fuzzy sets allows various assessment approaches to be
combined to provide informed and coordinated decision-making regarding the feasibility and expediency of setting
up and executing a project.

Methods. The developed method and methodology for project evaluation are based on the theory of fuzzy sets and
the concept of fuzzy logic, using membership functions to model project parameter estimates.

Results. The project assessment method and implementation methodology were developed, taking into account
customer requirements and the capabilities of the potential contractor, to enable rational decision-making regarding
its formulation.

Conclusions. The method may be applied to establish the optimal requirements and conditions for project
implementationinabalanced manner. In contrastto expert methods, the presented analyticalmethod and methodology
provide a higher objectivity of the generalized assessment, validity, and effectiveness in making and implementing
managerial decisions. The methodology’s universal criteria and procedures make it suitable for application to various
kinds of assessment and in various areas of project activity, including research and development work.

Keywords: project, theory of fuzzy sets, linguistic variables, membership functions, fuzzification, defuzzification
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HAYYHAA CTATb4A

OneHKa MPoeKTa HA OCHOBE TEOPUH

HeYeTKHUX MHOKECTB U KOHIENNIMU HeYeTKO’ JIOTUKH.

MeTOoa 1 METOIUKA

B.B. CupopwuH ©

UIHCTUTYT ucnbiTaHuii n ceptugukaLmm BOOPYXEHUST 1 BOEHHOU TexHuku, Mocksa, 111524 Poccusi
@ AsTOp AN nepenvicku, e-mail: wwsid@yandex.ru

e Moctynuna: 14.02.2025 ¢ flopa6oTaHa: 14.04.2025 ¢ MpuHsATa kK ony6nukoBaHuio: 24.07.2025

Pesiome

Llenu. Llenb paboTbl — pa3paboTka mMeToga U METOAMKM OLLEHKM MPOEKTHOW AesTeNlbHOCTW, BKJoYas Hay4yHO-
nccnenoBaTenbckme U OnbITHO-KOHCTPYKTOPCcKkMe paboThl. AKTyanbHOCTb pa3paboTky obycrioBreHa noTpebHo-
CTblO B aHaJIMTUYECKOWM OLLeHKe MPOoeKTa Mo ero OCHOBHbLIM Moka3aTensM (YHUKaNIbHOCTU pe3ynbTaToB 1 Tpebye-
MbIM pecypcam), yauTbiBaloLeln kak TpeboBaHms 3akasuynka, Tak ¥ BO3MOXHOCTW npearnoaraeMblX UCNONHUTENen
ONs1 NPUHATUSA COrTacoBaHHOIO pPeLLeHKnsl No ero noctaHoBke. B HacTosiLee BpeMsi OCHOBOW M3BECTHbIX MEeTOO40B
OLIEHKW NJIaHMPYEMOr0 NpoekTa ABAseTcs 9KkoHoMUYeckas appekTMBHOCTb. [1py 3TOM NOAX0Ab! K OLLEHKe NpoekTa
3aKa3ymka U UCMOJIHUTENS Pa3nnyHbl 1 NPOTUBOPEUYMBLI. 3aKa34ymK B CBOMX TPebOoBaHMAX K NPOEKTY 1 3aTtpatam
pPecypcoB MUHUMU3UPYET PUCKN HEOOCTUXKEHUS Lenn npoekTa. MIcnonHuTenb Te e pucku MUHUMN3NPYEeT yBEN-
YyeHMeM 3anpallBaeMbIX BPEMEHHbIX U MaTepuasibHbIX PECYPCOB, a Takke CBOMMU TpeboBaHNAMM K pe3ynbTaTam
NnpoeKTa, B OCHOBE KOTOPbIX — €ro BO3MOXHOCTU UX BbINOSIHUTE. O6beauHUTb passiMyHble NoaxoAbl K OUEeHKe Ans
060CHOBAHHOI O M COrNacoBaHHOIO MPUHSATUS PeLLIEHNn OTHOCUTENbHO BO3MOXHOCTU U LLeIecoobpa3HOCTH nocTa-
HOBKW U BbIMOJIHEHMS NPOeKTa MNOo3BOoJIeT KOHLUENUWs HeYETKNX MHOXECTB.

MeTopabl. B ocHoBe pa3paboTaHHbIX METOAA U METOOVKM OLEHKW MPOEKTOB — TEOPUS HEYETKMX MHOXECTB U KOH-
Lernumst He4eTKOM IOFMKN C MOAENMPOBaHMEM OLLEHOK NapaMeTpoB NpoekTa C NOMOLLbIO GYHKLMIA NPUHAANEXHO-
CTW.

PesynbTaTtbl. PaspaboTaHbl METOA M peannayloLlias ero MeToamka oLeHKN NMpoeKkTa, yunTbiBatloLlme TpeboBaHus
3aKa34ymka 1 BO3MOXHOCTU NpeanonaraeMoro UcnosiHnTens ajiss 060CHOBaHHOIO NMPUHATUS PELLEeHWI B OTHOLLEHUN
€ro NoCTaHOBKN.

BbiBoabl. [1prMeHeHne meToaa no3sosisieT cbanaHCMpoBaHHO YCTAHOBUTL ONTUMaslbHble TPeGoBaHWS U YC/I0BUS
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I1p03pat||-|ocn: (bvmaucoaoﬁ AeaTesibHOCTU: ABTOp HEe nMveet d)MHaHCOBOP’I 3anHTEepPeCOBaHHOCTW B NpencTaBJiEH-

HbIX MaTepunasiax nin Mmetogax.

ABTOp 3asBnseT 06 OTCYTCTBUN KOH(MINKTA UHTEPECOB.

INTRODUCTION

A project differs from operational activities in three
main ways: its goal is to produce a unique result that has
never been created before; it has a limited time frame;
and it has limited resources. Risk factors that may prevent
the project from achieving its goal included a lack of
prior information or experience of performing similar
work or creating a similar product. It is important to note
that these risks apply to both the project contractor and
the customer [1-3]. The repercussions of a contractor’s
erroneous evaluation of their competencies are twofold:
firstly, in failing to attain the stipulated objective, and
secondly, in being unable to conclude the project. In
order to mitigate risk, contractors often overestimate
the resources and deadlines required for project work
and underestimate the level of resources necessary
for the development stage [4—6]. Customers, who are
willing to expend their own resources, generally seek
to achieve the required result with fewer resources and
in a shorter timeframe than contractors would like.
Thus, an objective evaluation of the project that takes
into account both the customer’s requirements and the
contractor’s capabilities could foster a more harmonious
relationship between the two parties.

One possible resolution to this issue consists in an
assessment method that incorporates assessments of
the same object by both parties to resolve the conflict
of interests between them. This possibility is realized
through an approach based on fuzzy logic and fuzzy set
theory. This approach is based on the use and processing
of large amounts of information using digital information
technology methods and tools to obtain a variety of
solutions for different evaluation criteria.

The need to use fuzzy logic methodology is based
on the requirement to achieve more reliable assessment
outcomes by using analytical methods that are sensitive
to changes in the project activity being evaluated.
These include individual projects, programs and project
portfolios, as well as research and development work
and preliminary designs. The results of assessments
employing such analytical methods to evaluate
proposed project activities according to their three

attributes (criteria and characteristic features) have the
potential to serve as the basis for joint decisions on
setting and implementing project activities by interacting
parties (customers and contractors).

The reliability of assessments is pivotal in
determining the adequacy of decisions taken and the
effectiveness of project management. To achieve this,
assessment results must demonstrate sensitivity to
changes in project parameters that lead to deviations from
the set objectives. This establishes the requirements for
the qualitative and quantitative indicators used to assess
the project. Here it is important to note that methods
based on measured data or expert opinion do not always
allow for such an assessment [7-11].

1. MODEL FOR FORECASTING PROJECT
PARAMETERS BASED ON THEIR FUZZY
MODELING FOR MANAGEMENT
DECISION-MAKING

The purpose of the method is to determine the
feasibility of project activities based on a forecast
assessment of three parameters comprising the novelty
and originality of the planned results, the adequacy of
the allocated resources and deadlines, and the optimal
use and planning of these resources. These assessments,
which are common to all interacting parties (customers
and contractors), are characterized by ambiguity,
the possibility of multiple responses, and different
perceptions of their significance. This leads to decisions
being made that vary in their effectiveness. The concept
of fuzzy sets enables different assessments to be
combined for informed and coordinated decision-making
regarding the feasibility and advisability of setting up
and implementing a project. The presented method
involves modelling the customer’s and contractor’s
project assessments using membership functions within
a specific fuzzy set, thereby generating a generalized
assessment.

The result of applying this method should be an
assessment of the project in terms of its compliance
with the customer’s requirements and the contractor’s
capabilities. This should be followed by a decision on the
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feasibility of implementation that satisfies both parties.
Focusing on using artificial intelligence technologies
to manage the project at all stages—from establishing
feasibility to selecting optimal scientific, technical, and
organizational solutions—requires mathematical models
to be developed for each stage of project activity [12—14].

Fuzzy set theory enables the structuring of project
criteria, parameters, and characteristics that cannot be
assessed using a single scale and that can be perceived
differently by the two interacting parties: contractors
and project customers. The need to evaluate these
parameters, which do not have a single, unambiguous
rating scale, can be met by using the provisions of fuzzy
set theory to determine whether they meet the criteria
of the category “Meets requirements and satisfies
participants.” This can be achieved by modelling the
project evaluation as a fuzzy system that links the impact
of project assessments in terms of novelty, originality,
sufficiency of resources, and deadlines for work
completion according to customer requirements and
contractor capabilities. This modelling process involves
three stages: first, creating a mental model of the
project; second, creating a verbal model of the project;
and third, developing a fuzzy linguistic model of the
project. Input parameters for such a fuzzy model can be
obtained in three ways: through expert assessment of the
parameters of the modelled project; by constructing self-
tuning fuzzy models based on system input and output
measurements; and by constructing self-organizing and
self-tuning fuzzy models based on system input and
output measurements' [15, 16].

The mental model of a project is a vision of the
activities involved in creating a new, unique product
within a limited timeframe and with limited resources.
The verbal model, which describes the project’s main
properties and distinctive features in clear terms, is then
transformed into a fuzzy linguistic model to facilitate
informational interaction between project participants.

The consistency of two factors should be ensured by
the fuzzy linguistic system and its model: the customer’s
requirements and the contractor’s capabilities. The
assessment is based on a joint assessment model that
uses fuzzy logic methods, in which the customer and
the prospective contractor evaluate the predicted project
results.

The customer and contractor comprising the
two interacting parties are considered as a fuzzy
system [17-19]. The inputs for analysis in the fuzzy
model are the project parameters predicted by each of
the interacting parties. These inputs include the degree
of originality of the scientific, technical, or other
planned results of the project, the level of adequacy of

' Dadone P. Design Optimization of Fuzzy Logic Systems:
Ph. Dissertation. Blacksburg, Virginia; 2001. 197 p.

resource support for the project work, and the adequacy
of time for the project work. The analysis provides
a general assessment of the project’s alignment with the
customer’s needs and the contractor’s capabilities. This
requires a solution to the problem of combining the two
independent assessments from each party. Based on this
assessment, a decision is made on whether to implement
the project.

The structure and substance of the project predictive
assessment method, which is based on fuzzy set theory,
fuzzy logic, and fuzzy modelling of its characteristics,
is used to make decisions on project initiation and
management. The method comprises the following
stages (Fig. 1):

| Stage description | | Stage result (output)

!

Establishing inputs,
i.e., clear values for
the project predictive
assessment

-

Fuzzification

1. Formulation of
linguistic variables.

2. Composition of
membership functions for

them
\ /

Definition of a system One (or several of

of rules for handling the possible) systems
linguistic variables > of rules for handling linguistic
characterizing the project variables characterizing
under analysis the project under analysis

:

Transformation of
linguistic variables
characterizing the project
under analysis using the
defined system of rules

1. Originality of the project
development result.

2. Sufficiency of resources.

3. Optimal completion time

1. Linguistic variables
characterizing the project
under analysis.

2. Description of linguistic
variables by membership
functions

Y

Fuzzy logical inference, i.e.,
project evaluation using
linguistic variables

Y

Defuzzification
Conversion of fuzzy
logical inference to clear
project assessment
values

The resulting assessment
value for “Compliance of

the project with the customer’s
requirements and the
contractor’s capabilities”

Y

Fig. 1. Stages of the method for assessing the
compliance of the proposed project with the customer’s
requirements and the contractor’s capabilities

1. Problem statement: assessment of the project’s
feasibility and obtaining original scientific,
technical or other results that satisfy the customer.
Definition and establishment of inputs: clear values
that characterize the contractor’s activities and are
necessary for their assessment using fuzzy logic.
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2. Fuzzification: the conversion of clear input values
to fuzzy linguistic variables representing the
predicted degree of originality of the project result,
the level of resource sufficiency and the optimality
of work planning in terms of project stage
deadlines. Formulation of linguistic variables and
composition of membership function(s) for them.
Description of linguistic variables by membership
functions.

3. Selection of a system of rules for handling linguistic
variables in order to formulate a fuzzy logical
conclusion.

4. Transformation of linguistic variables using a system
of rules to obtain a fuzzy logical conclusion.

5. Defuzzification, which is the reverse transition
from fuzzy logical inference to an output
parameter, i.e., a generalized assessment of the
planned project.

6. Obtaining the output, which is the degree to which the
project complies with the customer’s requirements
and the contractor’s capabilities, thereby satisfying
both parties.

One of the parameters of a project is the uniqueness
of the result obtained, its novelty, and exceptional
originality (it has no analogues or surpasses existing
solutions by offering fundamentally new ways of
meeting the customer’s requirements). The method uses
the ratio of the number of original technical, scientific
or other solutions to their total number in the project as
a unit of measurement of project uniqueness. This value
is represented by the letter o and lies within a set of
possible values A: o € A. The corresponding linguistic
variable is “Project uniqueness.”

The second project parameter, B, represents the
planned time interval for project implementation and its
distribution across project stages. The input data is the
ratio of the deadlines requested by the potential project
contractor and those set by the project customer. The
gradations for assessing compliance with the linguistic
variable requirements are different degrees of sufficiency
or insufficiency of time for project completion. The
linguistic parameter “Sufficiency of time for project
completion” is assessed using a scale with values
from 0.0 to 1.0, where 0.0 represents a complete lack
of compliance with the established deadlines and
1.0 represents full compliance with the contractors’ and
customer’s needs.

The third clear input value, vy, is the ratio of the
resources (in terms of volume and type) requested
by the prospective project contractor and allocated
by the project customer. The linguistic parameter
“Resource sufficiency” establishes a scale for the
fuzzy assessment of project resource provision and the
optimal distribution of resources across project stages.
The unit of measurement used to assess compliance

with requirements is the level of resource sufficiency
for project implementation, which is assessed on
a scale from 0.0 to 1.0. Here, 0.0 represents complete
insufficiency, while 1.0 represents full compliance with
requirements.

The fuzzy logic method is employed to reconcile the
assessments of the first and second parties during their
interaction, thereby facilitating the attainment of a more
objective and mutually acceptable assessment. The
method requires three input parameters, which are clear
values assessed by the customer and the prospective
project contractor. This task is solved by fuzzification,
i.e., converting the clear input values into linguistic
variables. These variables combine the parameters into
a set of fuzzy sets whose boundaries do not have clear,
unambiguous values that are perceived and accepted by
the interacting parties.

Thus, the uniqueness, originality, and novelty of
a project may correspond to varying degrees with the
requirements and assessments of the customer and
contractor. This is because each party has different
requirements for assessing the same parameters,
project characteristics, and measures to ensure uniform
measurements of the project’s main characteristics.
In an effort to win the contract, the prospective
contractor often overestimates their capabilities and
the level of the proposed project development, relying
on previous experience of performing work that does
not fully meet the requirements of the new project.
Conversely, the customer, in an effort to minimize the
risk of failing to achieve the project goals, is generally
more demanding in terms of the planned project
results and its key performance indicators. Therefore,
in the fuzzy logic approach, there are two subsets:
“high compliance” and “low compliance” with the
requirements for the main project parameters. These
reflect the positions of both the customer and the
potential contractor.

There are no clear and unambiguous parameters
or limits for indicators such as resource adequacy
and the time interval for project implementation.
The approach of assessing in terms of “fast/slow,”
“much/little,” “expensive/cheap,” and etc. does not
bring the positions of the customer and the contractor
any closer together when it comes to making decisions
on the project.

The problem of combining estimates in the
method under consideration can be solved by
assigning the linguistic variables to the clear
parameter “Uniqueness, originality, and novelty of
project results,” where a is “Proportion of original
solutions in the project out of their total number,”
B is “Sufficiency of time for project implementation,”
and v is “Level of sufficiency of resources for project
implementation.”
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The result of combining the estimates should be the
linguistic variable 8, which is defined as “compliance
of the project with the customer’s requirements and the
contractor’s capabilities.”

The range of possible values in the assessment of
project uniqueness corresponds to the fuzzy set A,
which is a set of pairs of the form <a, ¢ ,>. The grade
of membership of each element a of the fuzzy set
in set A (o € A) is described by the membership
function ¢ (A). This function maps each value a to
a number within its possible value range. For the
“Project uniqueness” parameter, this range is [0.0; 1.0],
ie., 9, (A): A — [0.0; 1.0], where each o belongs to
set A: Vo — € A. Here, V is the quantifier of universality
of properties for all a belonging to set A.

The linguistic variable “Project uniqueness”
corresponds to the two extreme values in the range:
“high,” with a value of “1.0,” and “low,” with a value
of “0.0,” from the entire range of possible values of
the fuzzy set A. Between these two extremes, there
are many other values of the fuzzy set for this project
parameter. The membership function ¢ (A) shows
the extent to which parameter o, i.e., the project
uniqueness assessment, has certain properties of
subset A, with functions such that when o = 1.0,
the degree of uniqueness, novelty and originality
of the project is maximal, while a = 0.0 means
that it is minimal. The assessment using fuzzy
sets involves assigning a fuzzy value to one of the
two subsets, Ohigh and a; ., and their respective
membership functions, (pahigh(A) and @, (A), These
functions complement each other, together making up
the full range of values of parameter o belonging to
the fuzzy set A, as follows:

Punigh(A) T @0, (A) = 1; Yo — € A, (1)

The innovative nature of project activities consists,
among other things, in the fact that the uniqueness,
novelty and originality of the development are usually
formed at the early stages of the project. Therefore,
the membership functions of the “Project uniqueness”
parameter in subsets o, and o, are best represented by
the power function:

(Pahigh(A) = a” and (Palow(A) =1-a, 2

where n [0.0; 1.0] is the project innovation index,
taking values from 0.0 to 1.0. The value of » indicates
the degree of novelty, originality, and patentability of
the scientific and technical solutions usually set out in
project developments at the early stages, as well as in
marketing, the search for and selection of new promising
areas of research, and the development of innovative
approach.

The membership function graphs for subsets a,
and o at the selected range of their possible values,
A — [0.0; 1.0], for exponents n = 0.7, n = 0.5, and
n = 0.3, are shown in Fig. 2.

The area on the graph bounded by the coordinate
axes and the membership function line (pahigh(A)
represents the subset of uniqueness with high levels of
project novelty ratings, while the membership function
line ¢, (A) represents the subset with low levels of
development originality ratings for which the project is
rated as “not unique.” The intersection of these subsets
represents the subset with a mean estimate for this
parameter.

The second project parameter, P, is the planned
time interval for project implementation and its
division into stages. The membership function of the
linguistic variable “Sufficiency of time for project
implementation” for the clear parameter “Time interval
for project implementation” has the following gradations:
“sufficient” and “insufficient.” These correspond to the
two fuzzy subsets of the total number of fuzzy sets,
B € B, corresponding to the planned deadlines for
implementing project B:

‘Pﬁhigh(B) = Bm, LPB]()W(B) =1-p" (3)

The fuzzy subset B, (B) corresponds to insufficient
time being planned for project completion. The
subset Bhigh(B) corresponds to a time interval that is
sufficient for project completion, as well as an optimal
distribution of this time across the project’s stages. The
maximum value ofthe membership function “Sufficiency
of time for project implementation” is 1.0. The ratio of
the membership functions ‘PBIOW(B) and ‘PBhigh(B) for
{)he subsets B, . (B) and Bhigh(B) respectively, is given

y:

lI"Blow(B) + WBhigh(B) =1;Vp— eB. 4)

Given the wunevenness and considerable
uncertainty in the accuracy of the time distribution
across project stages, confidence in the assessment
of the parameter “Sufficiency of time for project
implementation” belonging to the “sufficient”
subset increases nonlinearly as the time interval
for project implementation approaches its highest
values. Conversely, the grade of membership
in the “insufficient” subset also decreases
nonlinearly. This type of dependence (Fig. 3) for the
subsets ‘PBIOW(B) and ‘I’Bhigh(B) corresponds to power
functions with exponents m > 1.

The degree indicator m, being the “fuzziness
indicator,” represents the level of requirements for
assigning a linguistic parameter to the “sufficient” or
“insufficient” subsets. The higher its value, the more
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the linguistic parameter belongs to a particular subset
at higher values of the project completion time 3, and,
accordingly, the higher the level of certainty and rigor
in the assessment of the linguistic parameter. When
m = 0, i.e., for the linear membership function, the
fuzzy set of values of the parameter “Sufficiency of
time for project implementation” is divided into two
equal fuzzy subsets. As m increases, the fuzzy and
crisp estimates tend to converge and become equal
atp=1.

In the graph (Fig. 3), the area bounded by the
coordinate axes and the lines ‘I‘ﬁhigh(B) and lPmow(B)
is a subset for which the time interval for project
completion is estimated to be sufficient or insufficient,
respectively.

The intersection of these two areas represents the
mean estimate of the sufficiency of time for project
implementation.

1.00
0.95
0.90 PiowlA)
0.85
0.80
0.75 ,
0.70

0.65
0.60
0.55

0.50

®y(A), rel. units

0.45

0.40

0.35

0.30

0.25

0.20

Pghign(A)

The third clear input value, v, is the ratio of the volume
and types of resources requested by the prospective project
contractor and allocated by the project customer. The
membership function of the linguistic variable “sufficiency
of resources” according to the “Ratio of resources”
parameter (volume and types) requested by the prospective
project contractor and allocated by the project customer
has two gradations: “sufficient” and “insufficient.”

These correspond to two fuzzy subsets of the total
number of fuzzy sets y € I, which corresponds to the
ratio of resources I requested by the prospective project
contractor and allocated by the customer. Assessments of
resource provision as “insufficient” for the performance of
project work are represented by the fuzzy subset X,YIOW(F);
on the other hand, assessments of the sufficiency of
resources for the performance of project work are
represented by the subset xyhigh(F), as follows:

KptowD) F Aypign(T) = 15 Vy — € L. )

0
0 0.05 0.10 0.15 0.20 0.25 0.30 .035 0.40 0.45 0.50 0.55 0.60 0.65 0.70 0.75 0.80 0.85 0.90 0.95 1.00

A, rel. units

Fig. 2. Membership functions ¢(A) of the linguistic variable “Project uniqueness”
in subsets cpahigh(A) being “unique” and ¢, (A) being “not unique” for various indicators
of project innovativeness n

Russian Technological Journal. 2025;13(5):119-132

125



Evaluation of the project based on the theory of fuzzy sets
and the concept of fuzzy logic. Method and methodology

Viktor V. Sidorin

A
1.00
0.95 \
0.90
0.85

0.80 Blow

0.75 /

0.70 m=2

0.65 m=3
0.60
0.55
0.50

0.45

llJB(B), rel. units

0.40
0.35
0.30 m=4
0.25
0.20
0.15

0.10 \

0.05

0 — »
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Fig. 3. Membership functions ¥|(B) of the linguistic variable “Sufficiency of time for project implementation”
in subsets LIJBhigh(B) being “sufficient” and lPBlow(B) being “insufficient” for various indicators of the degree
of certainty of estimates m

A distinctive feature of providing material resources
for a project is the uneven distribution of these
resources across the stages of the project. The creative
potential and intellectual resources of contractors are
used at the initial stages of project activity, while the
main consumption of material resources is concentrated
at the stages of development and research, modelling,
prototyping, measurements, and testing of prototypes
and other results of project activity. At the final stages,
which involve documentation and acceptance, the project
is supported by information along with organizational
and management resources. The distribution of material
and intellectual resources across the project stages
is best described by the membership function of the
linguistic variable “Sufficiency of resources” in sigmoid
form (Fig. 4), as follows:

Xnigh(D) = 1= €72 30 (D) =240, (6)

where £ is the indicator of the increase in the need for
material resources at different stages of the project.

The linguistic parameter 5, “Compliance of the project
with the customer’s requirements and the contractor’s
capabilities,” is evaluated on a three-point scale: “does
not comply,” “partially complies,” and “complies.” This
parameter is a combination of the assessments of the three
linguistic variables discussed above: “Originality of the
project,” “Sufficiency of resources,” and “Sufficiency of
time for project implementation.”

The parameter “Compliance of the project with
the customer’s requirements and the contractor’s
capabilities” incorporates two assessments from each of
the parties involved: the project customer organization
and the contractor organization. The incorporation of
these assessments increases the objectivity of the final
assessment.

In order to analyze the linguistic variable
“Compliance of the project with the customer’s
requirements and the contractor’s capabilities” in the
presented fuzzy evaluation model, the following system
of rules, incorporating the logical operators “AND” and
“OR,” is selected from the possible options [15].
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The logical operator “AND” denotes the intersection
of three fuzzy sets with the intersection membership
function:

Oa~BAr = Min(Q, (A); Vg (B); Xy ). (7)

The logical operator “OR” represents the union of
three fuzzy sets. The membership function in this union
is as follows:

SamBAr = max(eg (Axwg(B)x, (). (8)

A system of three rules is applied to defuzzify the
fuzzy assessment based on these three linguistic variables
and obtain an evaluation of the generalized indicator
“Compliance of the project with the customer’s requirements
and the contractor’s capabilities.” The first rule is:

Rl: if (an € ahigh) AND (B € Bhigh) AND (y € Yhigh)’
thenA € 8high‘

0.95
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This means that if the assessments of all
three linguistic parameters (‘“Project uniqueness,”
“Sufficiency of time,” and “Sufficiency of material
resources”) belong to subsets with a “high” compliance,
then the assessment of the “Compliance of the project
with the customer’s requirements and the contractor’s
capabilities” indicator, A, belongs to the “high” subset.

The second rule is:

R,:if (e € oy ) AND (B € B ) AND (y € v,
thenAeg, .
This means that if all three assessments of the

project parameters in terms of uniqueness, sufficiency

of time and resources for project implementation,
and compliance with requirements belong to the

“low” subsets, then the compliance assessment of

the “Compliance of the project with the customer’s

requirements and the contractor’s capabilities”
indicator A belongs to the “low” subset.

.

0 »
0 0.05 0.10 0.15 0.20 0.25 0.30 .035 0.40 0.45 0.50 0.55 0.60 0.65 0.70 0.75 0.80 0.85 0.90 0.95 1.00

I, rel. units

Fig. 4. Membership functions of the linguistic variable “Sufficiency of resources” for different values
of the indicator k of increased demand for material resources at project stages
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It follows from rule R, that:

if (o € “high) AND (B € Bhigh) AND (y € y,,,,) OR
OR (0. € 0, ) AND (B € Bhigh) AND (y Yhigh) OR
OR (0 € oy gh) AND (B € B,,,) AND (y € Yhigh)’
then: A€ g .

This means that, if the assessment of at least
one of the three linguistic parameters of the project
belongs to the “low” subset and the other two belong
to the “high” subset, the “Compliance of the project
with the customer’s requirements and the contractor’s
capabilities” parameter, A, belongs to the “mean” subset.

The fourth rule considers another possible
combination of the project’s fuzzy linguistic parameter
values:

R,:if (o € ahigh) AND (B € B,,,,) AND (y € y,.,,) OR
OR (a € 0y, ) AND (B € B, ) AND (y € yhigh) OR
OR (o € oy, ) AND (B € Bhigh) AND (7 € v,4,)s
then: A€ g, .

This means that if one of the three linguistic
parameters of the project belongs to the subset with
a high compliance, and the other two belong to
subsets with a low compliance, then the “Compliance
of the project with the customer’s requirements and
the contractor’s capabilities” parameter, A, belongs
to the subset with a low compliance, or “does not
comply.”

Theconversionoffuzzylogical conclusionsaccording
to established rules to clear values corresponding to
the management system assessment (defuzzification)
provides an assessment of the parameter “Compliance
of the project with customer requirements and contractor
capabilities,” taking into account the assessments of
both parties involved in the project.

For example, let us consider the assessment of
this parameter based on input data, i.e., the expert
assessment of three parameters of the planned project
based on the contractor’s and customer’s previous
experience.

Thus, if the input data is an expert (i.e., clear)
assessment of the uniqueness of the project with a value
of 0.75, then the membership function value for project
uniqueness in the “high” compliance subset, as calculated
by formula (2) for a borrowing level of n = 0.7, is 0.817.
For n = 0.5, the value is 0.866, while for n = 0.3, the
corresponding value is 0.903. Similarly, for the same
expert assessment of the possibility of achieving project
uniqueness with an index of 0.75, the value of the
membership function in the “low” subset is 0.183 for
n=20.7,0.134 for n= 0.5, and 0.083 for n=0.3.

For an expert assessment of the input parameter (i.e.,
the ratio of the time interval requested by the
contractor and allocated by the customer for project
implementation), § = 0.80, the value of the “Sufficiency
of time for project implementation” membership
function in the “sufficient” subset calculated using
formula (3) is 0.64 for the “fuzziness index,” m = 2,
0.51 for m = 3, and 0.4 for m = 4. For the same input
parameter value, vy = 0.80, the membership function
value in the “insufficient” subset is 0.36 for m = 2,
0.49 for m = 3, and 0.59 for m = 4.

The values of the membership function of the
linguistic variable “Sufficiency of resources” in the
subset “sufficient” for the parameter y = 0.65, calculated
using formula (4) with different indicators of increased
need for material resources at project stage k, are as
follows: 0.88 for k=15;0.93 for k=7; and 0.98 for k= 10.

Accordingly, the membership grade of the linguistic
variable “Sufficiency of material resources” in the “low”
subset is estimated as 0.12 for k= 5; 0.07 for k= 7; and
0.02 for k= 10.

The resulting membership function values for
each project parameter show that they all belong to
subsets indicating high compliance with the project
uniqueness requirements, as well as sufficient time and
material resources. The defuzzification and evaluation
of the membership of the parameter “Compliance of
the project with the customer’s requirements and
the contractor’s capabilities” in the “high” subset is
determined by rule R with the logical operator “AND,”
as follows:

forn=0.7,m=2,k=5: Sy g1 = rnin((phigh (A);\yhigh (B);Yhigh (I')) = min(0.82;0.64;0.88) = 0.64;

for n=0.5,m=3,k=7: 85 pr = Min(@pigy (A); Yy (B):Vpigy (1) = min(0.87:0.51;0.93) = 0.51;

forn=03,m=4,k=10: dp g~ = min((phigh (A);\Vhigh (B);yhigh (I'")) =min(0.90;0.41;0.98) = 0.41.

According to rule R,, the assessment of the membership grade of the linguistic variable “Compliance of the
project with the customer’s requirements and the contractor’s capabilities” in the fuzzy subset “low” yields the

following results:

forn=0.7,m=2,k=5: dp ~g~r = Min(Q},, (A); v, (B); 710y (1)) =min(0.18;0.46;0.12) = 0.12;
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forn=0.5,m=3,k="7: dp ~g~r = MIn(Qy,, (A); W5 (B); ¥4y (1)) =min(0.13;0.49,0.07) = 0.07;
forn=03,m=4,k=10: 85 g~ = Min(Q; ., (A); Yo (B); ¥}y (1) = min(0.10;0.59;0.02) = 0.02.

This means that the membership grade of the parameter “Compliance of the project with the customer’s
requirements and the contractor’s capabilities” is higher in the “high” subset than in the “low” subset. For the “high”
subset, the estimated grades of membership for various factors affecting project implementation are 0.64, 0.51,
and 0.41 points, while for the “low” subset they are 0.12, 0.07, and 0.02 points under the same conditions.

The membership of the indicator “Compliance of the project with the customer’s requirements and the contractor’s
capabilities” in the subset “mean” is determined by rule R, using the following ratios:

forn=07,m=2k=25:

OAABAT = max(min((ploW (0.75);\|1high (0.80); Vhigh (0.65)); min((phigh (0.75); Viow (0.80); Vhigh (0.65));
min((phigh (0.75); Whigh (0.80); )4y (0.65))) = max(min(0.18;0.64;0.88);
min(0.87;0.64;0.93); min(0.82;0.46;0.12)) = max(0.18;0.46;0.12) = 0.46;

forn=05m=3,k=17:

S A~BAr = Max(min(,,. (O.75);\|fhigh (0.80); Vhigh (0.65)); min((phigh (0.75); Wy, (0.80); Vhigh (0.65));
min((\ohigh (0.75); Whigh (0.80); 7o (0.65))) = max(min(0.13;0.51;0.93);
min(0.82;0.49;0.88); min(0.87;0.51;0.07)) = max(0.13;0.49;0.07) = 0.49;

forn=03,m=4,k=10:

O A~BAT = max(min(@;,., (0-75);‘Vhigh (0.80); Vhigh (0.65));min((phigh (0.75); ¥4 (0-80); Vhigh (0.65));
min((phigh (0.75); Whigh (0.80); 7oy (0.65))) = max(min(0.10,0.41;0.98);
min(0.90;0.59;0.98); min(0.90;0.41;0.02)) = max(0.10;0.59;0.02) = 0.59.

The estimated values of the membership functions of the parameter “Compliance of the project with the customer’s
requirements and the contractor’s capabilities” in the “high,” “mean,” and “low” subsets, when calculated according
to rules R, R,, and R, yield the following results:

forn=0.7,m=4,k=10:0.64; 0.46; 0.12;

forn=0.5,m=3,k=7:0.51;0.49; 0.07;

forn=03,m=4,k=10:041; 0.59; 0.02.

By comparing the values obtained for the degree of agreement between the customer and contractor’s assessments
of the planned project the following output is achieved:

o the customer decides on the prospects and feasibility of setting up work on the project, taking various influencing
factors into account, and to review and change the project requirements, the allocated resources, and the deadlines;

e the contractor identifies additional opportunities to implement the project under the conditions proposed by the
customer.

2. METHODOLOGY FOR ASSESSING THE COMPLIANCE
OF THE PROJECT WITH THE CUSTOMER’S REQUIREMENTS
AND CONTRACTOR’S CAPABILITIES USING AN APPROACH BASED ON FUZZY SET THEORY

The application of the above method for assessing e identifying the project, its goals and purpose,
the compliance of the project with the customer’s and the planned results, as well as describing the
requirements and the contractor’s capabilities, while project’s most significant and essential properties,
taking into account the perceptions of both interacting parameters and characteristics (in particular, its
parties, consists of a sequence of stages which are uniqueness, scope and types of resources, and time
presented in Fig. 12 [15, 16] that comprises: frame);

2 Dadone P. Design Optimization of Fuzzy Logic Systems: Ph. Dissertation. Blacksburg, Virginia; 2001. 197 p.
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o formulating the task of obtaining a joint assessment
of the project’s compliance with the customer’s
requirements and the contractor’s capabilities,
which will serve as the basis for decisions regarding
the project’s feasibility and advisability;

e determining the values of the input parameters
of the modelled project using calculations and/or
expert assessment, and establishing them for further
fuzzification;

e fuzzification, i.e., the transition to fuzziness and
the conversion of clear input values (the predicted
degree of originality of the project result, the level
of resource sufficiency, and the project completion
dates) into fuzzy linguistic variables;

e formulating linguistic variables and defining
their membership functions; describing linguistic
variables using membership functions;

e selecting a system of rules for handling linguistic
variables in order to formulate fuzzy logical conclusions.

e transforming linguistic variables using a system of
rules to obtain fuzzy logical conclusions;

e defuzzification — reverse transition from a fuzzy
logical conclusion to a clear value (the output
parameter), i.e., a generalized assessment of whether
the planned project complies with the customer’s
requirements and the contractor’s capabilities;

e obtaining an output, i.e., a quantitative value of
the project’s compliance with the customer’s
requirements and the contractor’s capabilities, with
acceptance by both parties.

When supplemented with requirements for contractor
competence, the documented methodology can serve as
a tool for making and implementing decisions regarding
the management of project activities, including research
and development work [12—14].

CONCLUSIONS

The presented method and technique allow
projects to be evaluated, whether they are planned

for implementation or have already been completed,
based on the results obtained. The evaluation of project
management’s individual stages using the presented
method will also improve its effectiveness, as will further
detailing, breaking down, and evaluating individual
types of work if necessary.

Along with the corresponding methodology for its
application in adopting and implementing decisions
based on the generalized assessment obtained, the
application of this analytical method, which represents
an alternative to expert methods, will ensure greater
validity, objectivity and effectiveness.

The documented evaluation procedure ensures
reproducible results based on the identity and
repeatability of actions by different contractors.
This reduces dependence on subjective qualities and
increases the objectivity of the evaluation, as well as
ensuring comparability with previous evaluation results
for similar projects. The use of consistent criteria and
procedures also permits a comparison of the results of
project activity assessments by different contractors.

A promising development for the method and its
associated methodology would be to apply membership
functions to the analysis of fuzzy systems. This would
take into account a greater number of characteristics
of projects and their components, as well as
determining the potential of contractors and customer
requirements. The increasing volume of data and the
resulting complexity of computational processes will
require new resources to process information for both
assessment and solution development. One effective
solution to this problem could be to apply digital and
artificial intelligence technologies to the processes
of assessment and development of management
decisions.

Due to the invariance of the project activity
attributes criteria, the presented method and techniques
recommend themselves as a universal tool for managing
various types of projects and activities, including
research and development work.
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