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Abstract

Objectives. The transformation of modern electric grids into decentralized smart grids presents new challenges
in the field of cybersecurity. The purpose of this work is to conduct research and analysis into the effectiveness
of different machine-learning methods for identifying anomalies in decentralized smart networks, including
cyberattacks and emergency modes, as well as to develop recommendations on the optimal combination of these
methods for ensuring effective cybersecurity under conditions of changing electrical loads.

Methods. We consider several machine learning methods for identifying anomalies in power systems that simulate
network behavior under conditions of cyberattacks and emergency modes. The relative effectiveness of such
methods as multifractal analysis using wavelets, the Isolation Forest model, local outlier factor (LOF), k-means
clustering, and one-class support vector machine (One-Class SVM), is analyzed.

Results. The comparison of machine learning methods reveals the varying effectiveness of anomaly detection
methods used to detect cyber threats and deviations in electrical systems. Isolation Forest is best at detecting
abrupt changes related to cyberattacks with high accuracy and a minimum of false positives. While LOF can also
be effective in detecting cyberattacks, its increased sensitivity to minor deviations increases the number of false
positives. K-means and One-Class SVMs are less effective in detecting abrupt anomalies but are useful for general
clustering of data and detecting both abrupt and smooth changes, respectively.

Conclusions. The obtained research results indicate the advantages of using a combination of machine learning
algorithms to ensure the reliable protection of smart networks from cyberattacks taking into account the nature of
the electrical load.

Keywords: smart grids, cybersecurity, machine learning, anomaly detection, Isolation Forest, cyberattacks
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HAYYHAA CTATbA

Kubepo0e3omacHocTb cMapT-ceTei:
CpaBHEHHE MOAX0I0B MAIIUHHOTO 00y4YeHM s
IJISI OOHAPYKEeHUSI AHOMAJINI

C.B. KouyepruH @,
C.B. ApTtemoBa,
A.A. bakaes,
E.C. MuTskos,
X.T. Berepa,
E.A. MakcumoBa

MUP3A — Poccuiickunii TexHosiorndeckuii yamsepeutet, Mocksa, 119454 Poccus
@ AsTOp Ans nepenvcku, e-mail: kochergin_s@mirea.ru

Pesiome

Llenu. CoBpeMeHHbIE 3aNeKTpUYeckmne cetu, TpaHcHOPMUPYIOLLMECS B AELLEHTPAIM30BaHHbIE CMAPT-CETU, CTaskmMBa-
I0TCS C HOBbIMM BbI30BaMK B 0651acTu knbepbesonacHocTu. Llenb paboTbl — NPOBECTU UCCNEA0BAHME U aHaNn3 ad-
(PEKTMBHOCTU PasnNYHbIX METOL0B MAaLUMHHOIO OOYYEHNS 419 BbISSBIEHNS aHOManWii B AELLeHTPaNIM30BaHHbIX CMapT-
CeTsIX, BKJloYas kmbepaTaku 1 aBapuiiHbie PeXUMbI, 418 pa3paboTky pekoMeHZaumin No ONTUMasibBHOMY COYETaHUIO
9TVX METOA0B ANa ob6ecnedyeHns apdekTMBHON Knbepbe30onacHOCTH B YCIOBUSAX N3MEHSIIOLLLENCS 9/1IEKTPUYECKON Ha-
rpy3Ku.

MeTopabl. PaccmaTtpurBaloTCcs pa3nnyHble MeToAbl MaWMHHOIO 00yYeHVs ANS BbISBNIEHWUS aHOMaNIMA B QHEPTrOCU-
cTemax, MOLENVPYIOLLMX NOBEAEHME CETU B YCNOBUSX KubepaTak 1 aBapuinHbix pexmmoB. NpoBeaeH aHanms ad-
GEKTUBHOCTN Taknx METOA0B, Kak MynbTU@pPaKTanbHbI aHaNn3 ¢ UCNoJIb30BaHNEM BENBETOB 1 MOAENb N30JU-
poBaHHoOro neca (Isolation Forest), nokanbHbiii koadppuumeHT Boibpocos (local outlier factor, LOF), knactepmsauyus
MeToO0M K-CcpefHuX U 0QHOKIaccoBas MallMHa onopHbIX BekTopos (One-Class SVM).

PesynbTaTtbl. PACCMOTPEHbI pasnnyHble MeTOAbl MaLLUMHHOMO 06y4eHUs ANS BbIBIEHUS aHOManuii B 3HEProcu-
cTemax, MOLENVPYIOLLMX NOBEAEHME CETU B YCII0BMAX KnbepaTtak 1 aBapuiiHbIX pexnuMoB. MeToabl 06HapyXeHus
aHoManui nokasanu pasHyo 3ddEKTUBHOCTb B BbIIBIIEHUN KNOEPYrPO3 U OTKIIOHEHWI B 9NIEKTPUYECKNX CUCTEMAX.
MeTogp Isolation Forest ny4iue Bcero oGHapyxmBaeT pe3kme U3MeHEHWS, CBA3aHHbIE C KnbepaTakamu, BbICOKO TOY-
HOCTbIO 1 MMHUMYMOM JIOXHbIX cpabaTbiBaHuii. MeTon, LOF Takke MOXeT BbIsBNSTb KnbepaTtaku, HO ero noBbILLIEH-
Hasi YyBCTBUTENIBHOCTb K MENIKMM OTKJIOHEHUSIM YBENNYMBAET YUCIO JIOXKHbIX cpabaTbiBaHnii. MeToap! k-cpeaHnx
1 One-Class SVM meHee apPeKTMBHbI B BbISIBIEHUN PE3KUX aHOMaJINA, HO NMonesHbl Afst obLen knactepusaumm
JaHHbIX 1 OOHAPYXEHUS Kak Pe3KMX, TakK 1 NNaBHbIX U3BMEHEHWIN COOTBETCTBEHHO.

BeiBoAbl. [Nony4eHHblE pe3ynbTaThl UCCNEA0BAHNIA yKa3blBAIOT HA TO, YTO AN 06ecneyeHns HaLEeXHON 3almThbl
cMapT-ceTel oT knbepaTak cnefyeT UCNob30BaTh KOMOMHALMIO anrOpUTMOB MALLMHHOTO 0Oy4YeHWs C Y4ETOM Xa-
pakTepa 3N1eKTPUYECKO Harpy3Kkul.

KnioueBble cnoBa: cmapT-ceTu, kKnbepbe3onacHOCTb, MalUMHHOE ObOyyeHue, BbiiBNeHMEe aHomanui, Isolation
Forest, knbepatakn
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npospatmocn: cbvmaucosoﬁ AeaTesibHOCTU: ABTOpr He NMetoT d)MHaHCOBOP’I 3anHTEepPeCOBaHHOCTW B nNpeacTaBieH-

HbIX MaTepunanax nnm MmetTogax.

ABTOPbI 3a9BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

Modern power grids are being rapidly transformed
into decentralized systems with the introduction of
smart grids and distributed power generation. Such
grids, comprising cyberphysical systems, face new
cybersecurity challenges related to the need to protect
distributed components from potential multilayered
attacks [1-5]. Due to the inadequacy of using traditional
antivirus software for protecting such networks, the
professional community has been paying more attention
to the issue of endpoint protection, including Endpoint
Detection and Response (EDR) [6].

A special feature of the EDR system lies in its
capability to use behavioral analysis for detecting
suspicious activity and detecting changes in the
configuration of endpoints and nodes of the electrical
network and directly connected electrical equipment. For
example, the actions of intruders using fileless methods
can manifest themselves in changes in electrical energy
parameters (voltage, resistance) and false commands to
switch equipment.

Smart grids protection requires the development
of new behavioral analysis methods that take into
account the peculiarities of their technological modes of
operation.

STUDY AND CLASSIFICATION OF HARMONIC
DISTORTIONS AND ANOMALOUS SIGNALS
CAUSED BY CYBERATTACKS

The primary focus of cyberattacks on smart grids
is to create the conditions to maximize the damage
of disruption. One cyberattack approach that poses
a significant threat consists in tampering with the
voltage regulation control system. This exploits
a vulnerability connected with the use of transformers
with automatic voltage regulation to maintain the
required voltage level. The most common regulation
method involves the use of load-side regulation
transformers [7-9].

Unusual commands and actions during a cyberattack
on the electric grid can manifest themselves in a variety
of ways that differ from normal system behavior.
For example, a command to change a transformer’s

transformer ratio for no apparent reason or attempts to
repeatedly log into the control system may indicate that
the attackers are attempting to interfere with the system.
Such anomalous actions require prompt detection and
analysis to prevent possible threats.

Let us consider an example of power grid operation
during a cyberattack. Here the power system is
operating in normal mode with all parameters within
acceptable limits. Transformer T1 functions stably,
providing the necessary voltage at the substation with
a transformation ratio of 35(10)/0.4 kV. Suddenly
a command is received to change the T1 transformer
ratio, although the operator finds no reason for
such a change, as the system parameters remain
within normal limits. Nevertheless, the command is
executed to change the transformer ratio. This causes
voltage fluctuations on the low voltage side of the
transformer (0.4 kV), which leads to disruption of the
connected consumers’ operation.

This process can trigger a rolling shutdown of
automation and consequent loss of power supply to
end consumers. Alarms due to deviations of network
parameters appear on the dispatch panel, and operators
take measures to restore normal operation. After the
incident is eliminated, analysis is performed to identify
the cause of sending an unauthorized command. System
logs and network traffic are examined for possible
cyberattacks or control system failures.

This example demonstrates the vulnerability of
electrical grids in the case of intruders penetrating the
control system, along with the need for early detection
of anomalies (false commands).

Understanding anomalies in power grid protection
is not possible without process knowledge. Cyberattacks
typically differ from normal system failures due to their
lack of association with obvious causal links in the
fault chain. Additionally, such attacks occur suddenly,
making them difficult to detect using traditional
methods [10-14].

In this regard, the task of the present study is to
conduct an experiment simulating the deviation of
voltage in the network according to a selected anomaly
analysis method, allowing it to be distinguished as
accurately as possible from the normal emergency mode
of operation of the electrical network.
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In order to conduct the studies, synthetic data were
generated to simulate electrical voltages ranging from
—0.9 kV to +0.9 kV (Fig. 1). These data cover three
different scenarios: normal system operation (no voltage
deviation), sudden voltage deviation due to a cyber-
attack (no change in electrical load), and emergency
operation with prolonged voltage deviation (with change
in electrical load).

Under normal conditions, the voltage is described
by a sinusoidal time function U = f(¢) with the addition
of random noise reflecting real fluctuations (Fig. 1a). To
simulate a cyberattack, a sudden voltage spike of 0.3 kV
was artificially introduced (Fig. 1b). Emergency
operation mode with voltage deviation was simulated by
increasing the amplitude of the sinusoid for a finite
period of time (Fig. 1c¢).

In this study, several machine learning algorithms
were used for the analysis of synthetic data simulating
the behavior of the electric grid under cyberattack and
emergency mode of electric load deviation. Unlike
neural networks, which require significant computational
resources, the selected methods such as Isolation Forest
method, local outlier factor (LOF), one-class support
vector machine (One-Class SVM), and k-means

clustering, have less computational complexity and do
not require a large dataset for learning.

Let us consider each method separately and analyze
the results obtained to evaluate their effectiveness in
detecting such anomalies.

Multifractal analysis
and Isolation Forest method

Fractal methods can be used to detect anomalies in
the data, which may indicate a change in the state of
the system or the presence of external influences. This
makes them useful for monitoring and diagnostics of
various processes [15-17].

We apply the discrete wavelet transform for the
voltage and calculate multifractal features, including
the mean value and the variance of the absolute values
of the coefficients. The vector of these features will
be used in the Isolation Forest model [18] to detect
anomalies.

Let x(¢) be a time series representing data (e.g.,
a voltage time series). In order to analyze the time series,
a discrete wavelet transform is used, which decomposes
the signal into several levels of detail.
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Fig. 1. Simulation of various operation modes of the power grid:
normal operation mode (a); mode with cyberattack (b); normal mode with voltage deviation (c)
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Wavelet transform W of the signal x(7) at the level
can be written as:

Wt )) = Z,x(OW; (0), (1

where § j,k(t) is a wavelet function, a shifted and scaled
version of the mother wavelet.

For each decomposition level j, we obtain a set of
coefficients ¢ that describe different time scales of the
signal:

= W (t.))- 2)

At each level j of the wavelet decomposition,
the mean and variance of the absolute values of the
coefficients c;are calculated:

1Y
= 2le il (3)
Njk:l
62 = d
j:N_Z_: |c]k| ll] 2, 4)

where N, is the number of coefficients at the level ;.
These features make up the feature vector for each
time series:
features = 62 62 62 ] 5
B, 61515,65, s 1y, 00, ( )
Let F, be a vector of multifractal features for the
ith time series, then the set of features for all-time series
can be written as a matrix:

F=[F,F, .. F].L (6)

n

In order to identify anomalies, the Isolation Forest
model [18] is trained on the feature matrix F,. In so
doing, the model builds several decision trees according
to which the data are sliced based on randomly selected
features in an attempt to isolate anomalous data points
with the minimum tree depth.

The abnormal scores for each time series are
calculated using a decision function:

S, = decision_function(F)), (7

where S, is the anomaly estimate for the ith time series.
Abnormal §; score is used to determine the extent to
which a time series deviates from the normal state. Low
S values indicate a strong anomaly, while high S; values
correspond to normal behavior.
Based on the outlined theoretical principles,
a computer program was developed to create a heat map

of anomalies using the Isolation Forest model based on
multifractal features (Fig. 2). The use of heat maps to
visualize anomalies enables visual demonstration of the
recurring patterns and the separation of normal events
from cyberattacks and emergency modes.

Within the heat map, the horizontal axis represents
time steps (0 to 1000) representing successive
measurements of the data over time, while the vertical
axis represents the anomaly estimates predicted by the
model. The gradient scale ranges from black, indicating
high anomaly estimates (low probability of normality),
to white, which indicates low anomaly estimates (high
probability of normality).

Heat map analysis

1. The period is 0—500 s. Most of the data in this period
is colored white, indicating low abnormal estimates.
This indicates that the model classifies this data as
normal.

2. The period near the time mark is equal to 500 s.
Within this period, a narrow black band is observed,
which corresponds to a high anomalous score.

3. This black band clearly indicates a cyberattack that
was synthesized to simulate an abrupt deviation
from the norm. The model successfully identified
this deviation, as confirmed by the presence of
a black area in the heat map.

4. The period is equal to 700900 s. This section
shows a significant variation of the color scale
from black to gray, which is associated with
the emergency mode in which the amplitude of
the sinusoidal signal is changed. In contrast to
the narrow black band indicating a cyberattack,
a more complex and gradient pattern is seen
here, reflecting an anomaly associated with the
operating mode of voltage deviation rather than
a cyberattack.

5. The period is equal to 900-1000 s. This segment is
again dominated by white color, indicating normal
data similar to the initial period.

LOF method

The LOF method [19] identifies local anomalies
based on a comparison of the data density in the
neighborhood of each point.

The LOF for each point x; is calculated as follows:

1. The distance to the nearest neighbors is
determined:

dk(xi,xj) =

%=, )

where £ is the number of nearest neighbors.
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Fig. 2. Thermal anomaly map using the Isolation Forest model with multifractal objects

2. The local reachability density Ird, for point x; is
determined:

-1

Z I;.:l reach_dist; (x;,x j )
)

k

Ird, (x,) =

where reach_dist,(x, xj) is the distance one has to
move from x; to X; in order to reach the density of X
3. LOF calculation:

¢ Ird(x))
2 lrdk(xj.)
LOF, (3;) =—— ==, (10)

A value of LOF,(x;) significantly greater than I
indicates that point x; is anomalous.

In order to visualize the results of anomaly
estimation, the obtained LOF values are inverted:

S, =—LOF (x)), (11)
where S is the anomalous estimate for the point x,.
Based on these values, a heat map is

constructed (Fig. 3), in which anomalous points are
displayed in grayscale corresponding to the degree of
their deviation from the norm.

The LOF method demonstrated the ability to
effectively detect cyberattacks, as can be clearly
seen by the black band on the heat map in the region
around the 500th point of the time series. However,
LOF also detected anomalies across the entire
time scale, which can be both an advantage and
a disadvantage. In particular, significant changes
are observed in the emergency region (700-900 s),
although their highlighting is not as contrastive.
While the high sensitivity of LOF to local deviations
and minor anomalies enables the detection of subtle
changes in the data, at the same time it can lead to
an increase in the number of false positives, which
needs to be taken into account in the interpretation
of the results.

K-means clustering method

The k-means method is designed to partition a dataset
into k clusters, in which each cluster is characterized by
its center (centroid) [20].

The objective of the method is to minimize the sum
of squares of the distances between data points and
cluster centers.

Letus have a dataset X = {x, x,, ..., x,, }, where each
data point x; is a feature vector.

The calculation consists of the following steps:

1. The number of clusters kinto which the data should
be divided is selected.
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Fig. 3. Heat map of anomaly estimates using LOF

2. Initialization of centroids:

K initial centroids {W, 1,, ..., i, } are initialized,
either chosen randomly from the data points or by
other methods such as the k-means++.

3. Assigning points to clusters:

For each data point x,, the distance to each of the

centroids W is calculated:

d(xi,uj):“xi—uju. (12)
Point x; is assigned to the cluster with minimum
distance:
C; =argmind(xi,uj), (13)
J

where C, is the cluster to which point x; belongs.
4. Centroid renewal:
After assigning all points, the centroids for each
cluster are recalculated:

1
Ve Ee

where |Cj\ is the number of points in the jth cluster,
and . is the new centroid position.
5. Repeat steps 3 and 4.
Steps 3 and 4 are repeated until the process
converges (e.g., until the centroids stop changing or the
maximum number of iterations is reached).

K-means method minimizes the following cost
function (loss function):

> (15)

x—uj

2
5 -h|
is the square of the Euclidean distance between a data
point and the centroid of its cluster.

The heat map (Fig. 4) shows the distances to cluster
centers calculated using the k&-means clustering method.
Time steps are plotted on the horizontal axis are plotted
on the vertical axis along with distances to cluster
centers. The gradient scale ranges from light gray to
black, where black areas correspond to the maximum
values of the distances.

While the results obtained via k-means clustering
method demonstrate its effectiveness in dealing with
large anomalies, the approach can produce errors for
smooth changes. Therefore, the use of this method
should be combined with other methods for a more
comprehensive analysis of anomalies.

One-Class SVM method

The One-Class SVM method [21] has a number of
features that make it particularly suitable for anomaly
detection tasks in critical systems such as electrical
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Fig. 4. Heat map of distances to cluster centers using k-means clustering

grids. Unlike other methods, One-Class SVM aims to
train a model that describes the distribution of normal
data and can then be used to detect outliers that do not
follow this distribution. This approach is particularly
useful in environments where there is limited data on
abnormal states or cyberattacks and where the focus is on
detecting deviations from the normal state of the system.

In mathematical terms, the One-Class SVM method
constructs a hyperplane in feature space that separates
all data points from the origin and seeks to maximize
the distance between this hyperplane and the closest data
points to it. The goal is to have all normal data on one
side of the hyperplane and anomalies on the other side.

Formally, let x; denote a vector of time series
features, where i = 1, 2, ..., n. One-Class SVM model
solves the following optimization problem:

min Lw2 + L >e, —p (16)
0:E; 2 vn 5 !
provided:
w-ox)=p-E,=20,i=1,2,....,n.  (17)

Here w is the vector of weights; p is the hyperplane
offset; &, are the slack variables; ¢(x,) is the mapping
function to the high-dimensional feature space; v is
a hyperparameter controlling the allowable proportion
of outliers and model complexity.

The result of the One-Class SVM is a decision-
making function:

Sx) = (W ¢(x)) —p. (18)

Values of f{x) = 0 indicate potential anomalies,
whereas values of f{x) < 0 correspond to normal data.

By performing the calculation using the One-Class
SVM method, we obtain the results that are shown in the
heat map (Fig. 5).

The One-Class SVM method demonstrated
high efficiency in detecting both sharp and smooth
anomalies in synthetic data modeling the operation
of the electrical grid. The ability of this method to
detect different types of abnormalities is confirmed by
contrasting regions in the heat map corresponding to
both cyberattack and fault mode. This approach can
be useful for monitoring critical infrastructures, where
it is important to detect anomalies in time to prevent
system disturbances.

CONCLUSIONS

Based on the heat map analysis, different anomaly
detection methods can be concluded to have varying
degrees of effectiveness in the context of detecting cyber
threats and other abnormalities in electrical systems.
The Isolation Forest method performed best in detecting
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Fig. 5. Heat map of anomaly estimations using the One-Class SVM method

abrupt changes associated with cyberattacks, highlighting
such anomalies with high accuracy and producing minimal
false positives. While the LOF method also demonstrated
an ability to detect cyberattacks, its increased sensitivity
to small deviations led to an increased number of false
positives, which requires additional attention when
interpreting the results.

While the k-means clustering and One-Class
SVM methods were shown to be less contrastive than
Isolation Forest, they also have certain advantages.
The k-means clustering method proved useful for
general clustering of the data but was less effective
in detecting sharp anomalies. The One-Class SVM
method, on the other hand, demonstrated the ability to
detect both abrupt and smooth changes, but with less
contrast in highlighting anomalies, which also needs to
be considered when selecting the appropriate method
for the task of monitoring and protecting critical
infrastructures. In general, Isolation Forest can be
recommended for detecting cyber threats; however, in
order to provide comprehensive anomaly analysis, it is
recommended to use several methods in combination.

The presented research confirms the need to
combine different methods depending on the nature of
electrical load variation in order to effectively prevent
cyberattacks on smart grids.
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Abstract

Objectives. Analysis of the various architectures of computing systems (CSs) used in recent decades has allowed
us to identify the most common structures. One of the key features is the use of mass-produced equipment to create
data processing subsystems (for example, multicore processors and high-capacity semiconductor memory), as
well as network equipment to build communication subsystems. This reduces hardware costs and allows typical
or cluster configurations to be created, which is especially important for expensive CSs. The desire to achieve
high computational speed and performance in such CSs requires minimizing the time to complete the task and
balancing time delays both in data processing subsystems and in the communication subsystem which provides
data transmission inside the CS. The aim of this work is to analyze computing modules (CMs) and structures on the
basis of which the construction of cluster CSs is carried out.

Methods. The main results of the work were obtained using methods of mathematical analysis and modeling.
Results. The study considers the structure of modern multicore microprocessors as the basis for building CMs
of cluster CSs. As the number of cores in the microprocessor structure increases, the communication network
which unites them into a single structure becomes more complicated. It has been shown that in new developments
of microprocessors, communication between cores is performed in the form of a network. The microprocessors
themselves are MIMD structures in accordance with the well-known Flynn classification.

Conclusions. The proposed method of selecting an effective structure of a CS allows us to obtain the optimal
structure of a CS according to the criterion of performance.
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10 KPUTEPHIO OBICTPOACUCTBUSA
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A.C. Cvros

MWP3A — Poccuiickuii TexHosIorm4eckuii yHmsepcutet, Mocksa, 119454 Poccus
@ AsTOp A5 nepenvickn, e-mail: petushkov@mirea.ru

Peslome

Llenu. AHann3 pasnnyHbiX apXMTEKTYP BbIMUCINTENBbHbIX cucTeM (BC), MCnonb30BaBLUMXCA B NOCNeaHVE AecaTue-
TUS, NO3BONWI BbIAENNTL HANbBOIee pacnpocTpaHeHHble CTPYKTYpPbl. OLHOM 13 KIIOYEBLIX 0COOEHHOCTEN ABNSETCH
MCMOb30BaHME CEePUINHO NPOM3BOANMOro 060pyaoBaHNS O co3oaHms nogcuctem ob6paboTky AaHHbIX (Hanpu-
Mep, MHOrosiiepHbIE MPOLLECCOPLI M MOJIYNPOBOAHNKOBAS NaMsTb 60NbLLOK EMKOCTU) U CeTEBOro 060pya0BaHMs
05t NOCTPOEHUS KOMMYHUKALMOHHBIX NMOACUCTEM. ITO CHUXAET 3aTpaThl Ha 060pyaoBaHMeE 1 NO3BONSIET CO34a-
BaTb TUMOBbLIE UM KNAaCTEPHbIE KOHDUIYpPaLMK, HTO 0COBEHHO BaxXHO Afis goporoctoswmx BC. CtpemneHue no-
CTWYb BbICOKOW BbIYUCTIUTENIBHOW CKOPOCTU U NMPOU3BOAUTENBLHOCTU B Takux BC TpebyeT MMHMMU3auMmn BpEMEHN Ha
BbINOJIHEHVE 334a4M 1 BanlaHCUPOBKM BPEMEHHBIX 3aePXeEK Kak B nogcncTeMax 06paboTky AaHHbIX, Tak U B KOM-
MYHUKaLMOHHOM noacuctemMe, obecneumsatroLlein nepenady aaHHbix BHyTpu BC. Llenbto paboThl sBnseTcs aHanmsa
BbIYNCUTENbHBIX MOAynen (BM) n CTpykTyp, Ha OCHOBE KOTOPbIX MPOBOAUTCA NOCTPOEHME KnacTepHbix BC.
MeToabl. OcHOBHbIE pe3ynbTaThl PabOThl MOJlyYEHblI C MCMOJIb30BAHMEM METOL0B MaTteMaTU4ecKoro aHanmaa
1 MOAENNPOBaHNS.

Pe3ynbTaTbl. PacCMOTpeEHa CTPyKTypa COBPEMEHHbLIX MHOMOSAEPHbLIX MUKponpoLeccopos (M), aBnaioLwmxcs oc-
HOBoOW nocTpoeHns BM knactepHbix BC. o mepe yBennyeHust yncna saep B CTpykType Ml yCnoxXHsaeTca KOMMYHU-
KaLMOHHas ceTb, 06beauHSOLAs NX B €AMHYIO CTPYKTYPY. MNokasaHo, 4To B HOBbIX paspaboTtkax MM koMMyHMKaLms
MeXAay sapamMu BbINONHAETCS B Buae cetu, a camu MM npeactasnstoT co6ot MIMD-CTpyKTypbl (MHOXECTBEHHbI
NMOTOK KOMaH[,, MHOXECTBEHHbI MOTOK AaHHbIX) B COOTBETCTBUM C U3BECTHOM kKnaccudukaumein @nnHHa.
BbeiBogpl. [NpennoxerHHas metoauka Boibopa addekTnBHol cTpykTypbl BC N03BONSET NOAYYNTb ONTUMASIbHYIO
cTpykTypy BC no kputeputo 66ICTPOOENCTBUS.

KnioueBble cnoBa: ceTb InfiniBand, 6bicTpoaeicTBme, MUKPOMPOLECCOPbI!, BbIYUCAUTENbHBIE MOAYSIN, METPUKN
XoncTtepna, aHanm3

e Moctynuna: 18.10.2024 » fopa6oTaHa: 26.10.2024 ¢ MpuHaTa kK ony6nukoBaHuio: 05.11.2024

Onsa untupoeaHus: Metywkos .B., Curos A.C. AHanu3 1 BblGOP CTPYKTYPbl MHOMOMPOLLECCOPHONM BbINUCTIUTENIBHOM
cucTteMbl Mo kputeputo BbicTpoaencTeus. Russ. Technol. J. 2024;12(6):20-25. https://doi.org/10.32362/2500-
316X-2024-12-6-20-25

Mpo3payHocTb pUHAHCOBOMN AEeATENIbHOCTU: ABTOPbLI HE UMEKDT PUHAHCOBOM 3aMHTEPECOBAHHOCTW B NPEACTaBNEH-
HbIX MaTepmanax unm MeToaax.

ABTOPbI 3a5BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.
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INTRODUCTION

Modern multicore microprocessors form the basis
for constructing computing modules (CMs) of cluster
computing systems (CSs). Along with an increase in
the number of cores in the microprocessor structure,
the communication network which unites them into
a single structure becomes more complex. In improved
microprocessor  designs, communication between
cores is performed in the form of a network. The
microprocessors themselves are multiple instruction and
multiple data (MIMD) structures in accordance with the
well-known Flynn classification [1-3].

At the next level, one or more microprocessors are
used as the basis for a CM of a CS cluster cell. In a CM,
microprocessors are combined with RAM modules
by standard peripheral component interconnect (PCI)
class, i.e., Express 3.0 class interfaces. They can also be
combined with a switch that provides communication
between all microprocessors and all memory modules [4].

At the system level, a relatively large number of
CMs in the clustered systems are interconnected by
networking facilities. As a rule, this requires several
networks, such as [5]:

e a network providing data transfer between CMs in
the process of task solving;

e a network that connects individual CMs to a data
warehouse used both for initial task data loading and
for storing results;

e a service network associated with the control of CS,
through which the information on monitoring the
performance of the CM and entire CS is circulated.
The fastest of these networks should be the former

network, also referred to as a data transfer network
and executed as an InfiniBand network (IBA) [6]. This
network supports the densest data transfer traffic during
the process of task solving in CS. As the number of CM in
the CS increases, the processing time for a task decreases
due to the increase in the number of processing devices,
and the “time overhead” of data transfer between CM
will increase [7].

The question then arises about the optimal number
of CMs in the CS, providing the minimum time of task
execution at known characteristics of CMs and data
transmission network. This task is formulated in the
work as a cluster CS structure selection problem [8].

METHODOLOGY FOR SELECTING AN EFFICIENT
STRUCTURE OF THE ALL-ROUND SYSTEM,
OPTIMAL BY THE CRITERION OF FAST
PERFORMANCE

Let us evaluate the performance of the CSs using
the IBA network when the number of microprocessors
and CMs increases [9]. The performance growth of

such systems with an increase in the number of CMs is
nonlinear. This is because the increase in the number of
CMs leads to an increase in the “overhead” associated
with the time required for data exchange between
modules. The time spent on data exchange especially
increases when CMs interact through the network, where
delays occur and traffic volume increases.

In order to analyze the influence of these
“overheads” [10], let us consider an idealized case of
executing a well-parallelized program which consists
of N parallel fragments distributed over K CMs, where
N>K.

The program execution time in the considered case
can be estimated as follows:

=T

pr calc

* Texch’ (1)
wherein T is the time spent on calculations in CMs;
T, 1s the time spent on data exchange between CMs.
T, value can be estimated taking into account the
capacity of one CM P, and their number K by the
formula:

G
T . .=—", 2
calc KPCM ( )

wherein G is an estimate of the number of operations in
the program.

G value can be obtained by analyzing the program
algorithm using, for example, Halstead metrics.

The time consumption for exchanging a data packet
T 0 in a data network is defined as follows:

Tp=Tn+Td+%, 3)

wherein 7 is the delay of data packet formation in the
network adapter; T, is the delay of packet transmission
in the network, associated with delays in the switch; Q is
the amount of transmitted data in the data packet; V' is
the velocity of data transmission in the network.

Let us consider the data transmission network as
part of the CS [11], since the volume of traffic therein is
much larger than that in the service network. Analyzing
the time of data exchange as an “overhead” in the
process of computation, in the first approximation 7, ,
can be estimated taking the limited network bandwidth
into account as follows:

_x2
Texen =K - )

[

Let us explain the derivation of Eq. (4) in greater
detail on the example of a system consisting of K CMs.
Since the amount of traffic of each CM is proportional to
the number of CMs, let us assume that each CM forwards
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packets to other CMs after completing the execution of
its program fragment. The total communication time can
be estimated by combining the traffic of all CMs [12]
forwarded over the network. This time is shown in the
form (4).

The amount of data in bytes of the exchange packet
is related to the number of operations in the executed
program G (computational complexity of the algorithm)
as follows:

0=CGL, (5)

wherein C is the coefficient characterizing the class
of algorithms being executed with respect to data
connectivity (algorithms with higher data connectivity
are characterized by a higher intensity of exchanges
between CMs and a higher value of the coefficient C),
and L is the share of computational operations in the
executed program fragment (L =~ 1).

Taking Egs. (2)—(5) into account, Eq. (1) can be
rewritten as:

G CGL

T = +——K. 6
KPPy V ©

It follows from the above expression (6) that an
increase in K leads to a decrease in the time spent on
computation and an increase in the time duration for
data exchange in the CS. Thus, the characteristics of the
data transmission network will strongly affect the CS
performance.

Equation (6) can be used to determine the optimal
value of the number of CMs Koo providing the
minimum value of the program execution time 7T or The
value of the coefficient &, determining the number of
CMs in the full CS, is calculated based on the condition
dTpl/dk =0 as follows:

v
K. . = ’— 7

For modern CSs [13], the coefficient values are at the
level of unity for network throughput V"= 10 Gbytes/s
and data processing speed of 10 billion operations
per second. However, for the coefficient values
C=0.01 bytes/operation, characterizing algorithms with
weak data connectivity, it can reach 10.

Along with an increase in the data network
bandwidth, the number of CMs in the system can be
increased without significant performance degradation
due to the time spent on data exchange. Using an optical
bus with a data transfer rate of ' = 1, Tbyte/s for the
data network can increase the optimal number of CMs
by more than 10 times (up to 100 CMs), significantly
improving the efficiency of multiprocessor and multi-
module CS.

Equation (7) for the coefficient will be referred to as
the rule of “selecting the effective structure of the CS”
and we note its important practical significance in CS
design. The methodology of structure selection for
a cluster CS includes several stages [14, 15]:

1. CM performance analysis.

2. Estimation of the data transfer rate in the fastest CS
data network.

3. Analysis of the algorithm for determining the data

cohesion coefficient C.

4. Determination of the coefficient according to Eq. (7).

In actual CS, the number of CMs, as a rule, exceeds
the value of 10. This is due to the development of
efficient CS designs. However, with the growth of data
transmission speeds in the network, the calculated and
actual numbers of CMs will be better coordinated.

CONCLUSIONS

1. The most efficient ratio structures of cluster CSs in
terms of “cost/performance” are built on the basis of
standard equipment of IBA and Ethernet networks.

2. A methodology for selecting an effective structure
of the CS is proposed on the basis of the analysis of
time costs for data processing and transmission in
the CS. This allows the optimal structure of the CS
to be obtained according to the criterion of speed.
The methodology includes the following steps:

e analysis of the specifics of data exchange between
CMs depending on the algorithm of the task solving;

e analysis of CM performance depending on the
equipment used;

e analysis of the bandwidth capacity of the data
transmission network in CS;

e selection of the CS structure as a choice of the
optimal number of CMs in accordance with Eq. (7).
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Abstract

Objectives. To develop analytical approaches for the evaluation of probability-time characteristics and fiber
distributed data interface (FDDI) network performance with the marker access method, thus enabling communication
processes for digital electrical substations to be automated.

Methods. The authors used theory reliability methods, random process theory, mass maintenance theory, the
Laplace-Stieltjes transformation for inferring functional equations and the probability-time characteristics calculation
for the information transfer processes with the occurring failures.

Results. We conducted a numerical study of packet transfer processes between central processing stations in the
FDDI network. We considered the processes of discrete information exchange between electronic devices in the
system of electrical digital substations. These included the main technological operations and electrical digital
substations operator performed when preparing reports. We described the different modes of operation, both for the
individual electrical digital substation and for the system. The authors calculated node loading dependencies, FDDI
network performance and temporal characteristics of the packet transfer processes on the incoming message flow
intensity and the transmission medium reliability. We conducted a functional analysis of the FDDI networks on two
fiber-optic rings which form the main and redundant path of data transfer between the network nodes, significantly
increasing network resiliency. The objective of the study was to analyze the information transfer processes in FDDI
networks with an accent on ensuring the transmission medium reliability.

Conclusions. We were able to establish the existence of the critical operating network region, which leads to a sharp
increase in node load and temporal characteristics, while performance reaches its maximum value and then sharply
decreases. We propose the exchange of discrete messages to reflect the electronic devices state and information
messages of operator between various remotely spaced electrical digital substation with the FDDI fiber-optic network.
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HAYHHAA CTATbA

AHAJIUTHYECKUA METOJ aHAJIU3a MPOLEeCCOB
nepeaay COOOIEeHUH B ONTOBOJOKOHHBIX CETAX
¢ MAPKEPHBIM J0CTYNOM JJIsl HU(PPOBLIX NOACTAHIUMI

A.C. JleoHTbEB,
A.B. XmaTtos @

MWP3A — Poccuiickuii TexHosiorm4eckuii yamsepcutet, Mocksa, 119454 Poccus
@ ABTOp AN nepenvcku, e-mail: zhmatov@mirea.ru

Peslome

Llenu. Llenb paboTbl — paspaboTka aHaIUTUYECKNX METOLOB OLLEHKM BEPOSTHOCTHO-BPEMEHHbIX XapakTepucTuK
1 Npou3BoaMTENbHOCTU ONTOBOMIOKOHHOM FDDI-ceTu (fiber distributed data interface) ¢ mapkepHbiM MeToa0OM O0-
CTyna, N03BONSALLMX aBTOMATM3MPOBaTh NPOLECChl Nepeaayn coobLieHnr ansa LMdpoBbIX 31EKTPONOACTAHLNINA.
MeTogabl. Icnonb3oBaHbl METOAbLI TEOPUM HAOEXHOCTU, TEOPUM ClyHalHbIX NPOLECCOB M TEOPUN MACCOBOro 06-
CnyxmBaHus, npeobpasosaHue Jlannaca — Ctunteeca ans BbiIBOAA PYHKLUNOHANBHBLIX YPABHEHWNIA.

Pe3ynbTaTbl. [pOBEAEHO YMCNEHHOE MCCeO0oBaHMe MPOLECCOB nepefadyn nakeToB Mexay 31eKTPuUyecKumun
umdposbiMu noactaHumamu (LIINMC) B onToBonokoHHoW ceTn FDDI. PaccMoTpeHbl NpoLeccbl 06MeHa ANCKPETHOM
MHpOpMaLMen MeXAy 3NeKTPOHHLIMW YCTPOMCTBAMUN B cUCTEME anekTpuydeckux LIMNMC, Bknoyas OCHOBHbIE TEXHO-
Niorvyeckme onepauuu, BbiMosHIeMble NePCOHANoM cucteMbl LIMNC npm noarotoBke OTY4ETOB, XapakKTEPUIYHOLLINX
pPasnnyHbIe pexurMbl paboTbl kKak oTAeNbHbIX LIMC, Tak 1 BCel cucTeMsl B LLe1IoM. MNonyyeHbl 3aBUCUMOCTY 3arpy3Kku
y3110B, Npon3BoamTensHOCTN FDDI-ceTn 1 BpeMEHHbIX XapakTepuUCTUK MPOLLECCOB Nepeaayn NakeTos OT UHTEHCUB-
HOCTW BXOOHbIX MOTOKOB COOBLLEHUIM 1 HAAEXHOCTM NepenatoLlen cpeabl. [NpoBeaeH aHanMa GyHKLUNOHMPOBAHMS
FDDI-ceTel, NOCTPOEHHbIX HA OCHOBE ABYX OMTOBOJ/IOKOHHbIX KOJIEL,, KOTOPblEe 06Pa3dyoT OCHOBHOW 1 PE3EPBHbIN
nyTu Nepenayn aHHbIX MeXAy y31amMu CETU, HTO 3HAYNTENIbHO MOBLILLAET 0TKA30yCTONYMBOCTb Takux ceTel. 3aaa-
4ya nccnefoBaHUS BKIOYANa aHanm3 NpoLLeccoB nepeaayn nHgopmaumm B cetsx FDDI ¢ akuieHTOM Ha obecneyveHme
HaLEXHOCTU NepeaatoLLer cpeapl.

BbiBOAbI. BbISIBNEHO, YTO CYLLECTBYET KpUTUYECKast 061acTb GYHKLMOHUPOBAHUS CETU, MPU [OCTUXKEHUN KOTOPOIA
HabNo4aETCS Pe3Koe YBENMYEHNE 3arpy3km Y3108 U BDEMEHHbIX XapaKTEPUCTUK, B TO BPEMS KaK MPON3BOAUTESb-
HOCTb A0CTUraeT MakCUMaslbHOro 3Ha4YeHUs 1 3aTeM PE3KO CHmkaeTcs. NpeanoxeHo ocyLlecTBnsaTe 0OMeH anc-
KPETHLIMU COOOBLLEHNSAMU, OTPAXKALLUMMN COCTOSIHUE 3NEKTPOHHbIX YCTPONCTB, U MHDOPMALMOHHLIMU COOObLLE-
HUAMW NepcoHana Mexzay pPasnnyHbIMY OUCTAHLUMOHHO pasHeceHHbiMu LNMC ¢ ncnons3oBaHnemM OnNTOBOJIOKOHHOMA
cetn FDDI.

KnioueBble cnoBa: undposblie noactaHuuu, FDDI-ceTn, MmapkepHbI METOA AOCTYNa, MOAENN, BPEMEHHbIE Xapak-
TEPUCTUKKN, OTKa3bl, MPON3BOANTENIbHOCTb

e Moctynuna: 30.01.2024 » fopa6oTaHa: 24.04.2024  MpuHaTa kK ony6nukoBaHuio: 27.09.2024

Ansa untupoBaHua: JleoHTeeB A.C., XmaTtos [1.B. AHanuTtnyecknii Meto aHannsa npoLeccoB nepenayqm coobLeHnn
B ONTOBOJIOKOHHbIX CETAX C MapKepHbIM A0CTYNOM Ans uMdpoBbixX NnoacTaHumin. Russ. Technol. J. 2024;12(6):26—38.
https://doi.org/10.32362/2500-316X-2024-12-6-26-38

Mpo3payHocTb hpUHAHCOBOMN AEATENIbHOCTU: ABTOPbLI HE UMEIDT PUHAHCOBOM 3aNHTEPECOBAHHOCTW B NPEACTaBNEH-
HbIX MaTepmanax unm MeToaax.

ABTOPbI 3a5BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.
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INTRODUCTION

The digital substation (DSS) is a type of electrical
substation where all monitoring, analysis and control
processes are performed in a single digital format. The
main link for data transmission in such substations
is a local area network (LAN) based on Ethernet
technology.

One of the main functions of DSS is the exchange of
discrete information between digital electronic devices,
including voltage and current transformers [1—4]. The
GOOSE (generic object-oriented substation event) data
transfer protocol described in IEC 61850! standard [5-7].
GOOSE model provides a fast mechanism for transmitting
events (e.g., commands and warnings) and is used to shut
down, start devices, and record alarm events. During the
design phase, the utilization and bandwidth of the data
transmission paths must be taken into account. The size of
a GOOSE message ranges from 573 to 830 bytes. When the
message includes 64 discrete signals, the size of a GOOSE
message including service information (28-30 bytes,
including preamble, sender and receiver addresses,
cyclic control code, control fields, limiters, status field)
is 1 Kbyte. In this regard, when modeling the exchange
of discrete signals between different DSS connected to
the fiber distributed data interface (FDDI) network, the
synchronous traffic in the network is a GOOSE message
of 1 Kbyte or 8 kbits in size. In order to accelerate the
development process and improve the quality of the
DSS system, methods need to be proposed to analyze
the efficiency of the applied information technologies, in
particular, standard technologies for preparing information
and analytical reports by personnel. The creation of
mathematical models to describe the main stages and
schemes of report preparation enables the selection of
system components for the realization of different modes
of operation of both individual DSS and the whole system
to be automated on the basis of multivariate analysis. The
functioning of individual DSS is based on the use of Fast
Ethernet LAN, while the FDDI fiber-optic network is used
for the interaction of different DSS.

The main functional tasks performed by DSS
system personnel on a daily basis when preparing
reports describing various modes of operation of both
individual DSS and the entire system include fact-
based information retrieval, contextual information
retrieval, frequency analysis by report attributes, sorting,
clustering, and semantic analysis.

I GOST R IEC 61850-5-2011. National Standard of the
Russian Federation. Communication networks and systems in
substations. Part 5. Communication requirements for functions
and device models. Moscow: Standartinform, 2020 (in Russ.).
The standard describes data flow formats, types of information,
rules for describing the elements of an energy object, and a set of
rules for organizing an event-based data transfer protocol.

1. METHODOLOGY FOR RECEIVING
A MESSAGE TO DSS

The maximum length of lines between DSS is 200 km,
provided that the ring does not exceed 100 km. The
maximum number of double connection nodes is limited
and is 500. According to the IEC 61850 standard [1-3],
there are two options for exchanging GOOSE messages
between power facilities.

The first option (Fig. 1) relies on tunneling
technology. In this context, a broadband Ethernet channel
is formed between the objects, through which GOOSE
messages are transmitted using network equipment.

Tunneling

DSS 1

GOOSE message

DSS 2

Ethernet channel

Communication network equipment

Fig. 1. Tunneling technology for the transmission
of GOOSE messages between DSS components

The second scenario, shown in Fig. 2, involves
the use of a gateway. In this scenario, an alarm and
command device is used to exchange GOOSE messages
between objects. The alarm and command devices
convert discrete signals from GOOSE messages into
coded analog or digital signals for the safe transmission
of relay protection commands over the DSS channel. At
the receiving end of the alarm and command transmitter,
GOOSE messages are generated from the encoded
signals received via the channel.

Gateway

DSS 1

GOOSE lnessage

Alarm transmission device

High-frequency path

Signal transmission device

GOOSE message

DSS 2

Fig. 2. Use of alarm transmission devices
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In order to transmit GOOSE messages using
tunneling, digital channels between substations are
required. They can be organized by means of digital
industrial communication networks or dedicated fiber
optic channels. However, the organization of reliable
digital high-frequency channels for GOOSE messages
is impossible. This is due to the need to transmit relay
protection and emergency control commands when short
circuits occur on power lines [2—4].

FDDI fiber optic networks can be interconnected with
a DSS, in order to enable efficient data transmission in
digital power transmission networks. Digital substations
can use FDDI networks to exchange data between
various devices in the power system, such as monitoring
and control systems, security systems, load management
systems, and other devices requiring fast and reliable
data transmission. Connecting FDDI networks to
DSS enables the use of fiber rings to transmit large
amounts of data at high speed and reliability, provide
high bandwidth, fault tolerance and low latency data
transmission. This is especially important for critical
power transmission systems.

2. TASK STATEMENT OF THE PROBLEM
OF ANALYTICAL STUDY OF THE FDDI NETWORK

When analyzing the performance of FDDI networks,
it is paramount that methods, models and algorithms be
created which take into account the characteristics of
data transmission in these networks, including possible
failures.

Simulation methods to determine the temporal
characteristics of computer systems and networks
under failure conditions are inefficient [8]. Currently
known analytical methods are usually applicable to the
analysis of local structures and, as a rule, are focused
on the analysis of either the time characteristics of local
systems with regard to reliability [9-11], or reliability
indicators of computer systems and networks [12—14].

Let us consider the problem formulation and
analytical model for estimating the time characteristics
and performance indicators of FDDI networks with
fiber optic rings taking into account the reliability of
the transmission medium and limitations on the data
transmission time. This approach and its implementation
expand the scope of application of the methodology
for the study of data transmission processes in local
networks using analytical methods [15, 16].

The main indicators in this context are probabilistic
and temporal characteristics which are highly dependent
on failures of the transmission medium.

A detailed formulation of the problems of research
into the probabilistic-temporal characteristics and
performance of Ethernet-type LANs and LAN with the
token access method, as well as analytical methods of

their solution were first developed by A.S. Leontyev
and published in 2001 in [15]. The general formulation
of the problem of research of probabilistic-temporal
characteristics and performance of FDDI networks
corresponds to the methodology described in [15].
It can be formulated as follows: to determine the
probabilistic-temporal characteristics of packet
transmission, the load of nodes and transmission
medium, as well as to evaluate the performance of
fiber-optic FDDI networks at a given bandwidth and
reliability of the transmission medium, the structure
and number of nodes of the FDDI network, streams
of transmitted information and limitations on the
time of packet transmission.

The selected performance metric is the total intensity
of the flow served in time. The solution of the problem is

based on the assumption that the flows A,,n=1LN
entering the network for service and the failures of the
transmission medium are of Poisson distribution. It is
envisioned that the input to the node is via an accumulator
with unlimited capacity. As shown in [15], these
assumptions are justified in the development of system
modes of operation of the local network. The accuracy
of the results obtained with their help is acceptable for
engineering calculations.

3. DEVELOPMENT OF MATHEMATICAL
APPARATUS FOR FDDI NETWORK RESEARCH

Let us number the nodes of the network in the
order of polling, and use the index n to denote the
station (node) of the FDDI network. Let N be the
number of nodes in the network, 2 is the intensity
of packet flow to the nth node. The average packet
transmission time from one node to the neighboring
node is determined by the ratio:

x® = Fpac
C

>

wherein L is the length of the packet including
the length of the marker; C is the throughput of the
transmitting medium.

Obviously, the average interval Z() between two
consecutive polls of a node is equal to:

N L
Zz0 :Z{pnxm +(1_pn)?m}, n=LN, (1)

n=1
wherein p, is the load of the nth load, L, is the marker

length.
In steady-state mode:

;an(l) =p, )
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From (1) and (2) we obtain:

N L
}\’nZ{an(l)-’-(l_pn)?m}:pn' (3)

n=1

The system of equations (3) is an inhomogeneous
system of linear algebraic equations with regard to p,,.

L
A,N-—D
P, = ¢ n=1,N (@)

N L b 9 b
1_29%()(0) ‘&“J

k=1

A 1s the maximum number of packets in a node; k is the
maximum number of nodes.
By comparing (2) and (4), we obtain:

nLm
z0=—— € . (5)

L
1—2%,{()@—3}

k=1

Formulas (4) and (5) determine the utilization of
the network nodes and the average polling cycle of the
nodes under the conditions of reliable operation.

Functional equations for determining the cycle of the
network with token access method taking into account
occurring failures have the following form:

Zi(9)=Z" g +5 =0 (5)), (6)

Y (s) = Ff (Mg +5 = Ap Y7 (s)), (7)

Zi(s) = [e™dZy (1), Y (s)= [edY; (o),
0 0

7' O +5 =077 () = [ e Crts T Oz,
0

Fy (kg +5 = heYf (5) = _l‘e_(kfﬂ_foF(S))ZdF(f),
0

wherein Z(#) is the distribution function (DF) of the
network cycle taking into account failures, Z(#) is the
DF of the network cycle under conditions of reliable
operation, F(?) is the DF of the transmission medium
recovery time after failures, Y(7) is the DF of the
transmission medium occupancy period after failures,

and s is the complex parameter of the DF of the network
cycle taking into account failures.

Functional Egs. (6) and (7) can be obtained using
the catastrophe method [9], in accordance with the
technique described in [15]. Differentiating (6) and (7)
by s, we obtain:

F
f 1°
1-aFY
70
zZW-—"_ ©9)
f 1
1-2FY

The Laplace—Stieltjes transform of the DF of packet
transmission time taking into account the occurring

failures X ; (s) is defined using the following functional
equation:

Xp(s)=X"(s+hp)+
7‘f

(10)

+

(A= X7 (s + A DEF () X7 (5),s

wherein X (s +Ap) = [e ¢ 0ax (), X() is the DF

0
of packet transmission time over the transmitting

medium under conditions of reliable operation.
Functional Eq. (10) is easily obtained by using the
catastrophe method [9].

Moments Vn(l),Vn(z) of the service time DF of
a packet arriving at the free nth node are defined by the
expressions:

v =xO 4wl

=1°
(2) (2) ) ”'21) (2) (1
Vish =X+ 2Wnli,,=1Xf + Wn|gn=1’

wherein £  is the number of packets in node ; X El) , X Ez)

are the DF moments X (?); Wn(|lE_,) 1’ Wn(é) _; are the
n n
Ist and 2nd DF moments of waiting time for the arrival
of a token at the nth node at §, = 1.
The average waiting time of packets in the queue for
service in the nth node of FDDI network Wn(l) is given
by the Pollaczek—Khinchine formula [15]:

—nn__ (12)
n

wherein Vrfl), Vn(z) are defined by the formulas (11).
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The average packet delivery time T, ,fl) in the network
is defined by the expression:

IO =W v, 1)

The total intensity of the timely served packet
flow (FDDI network performance) is calculated by the
formula:

(14)

wherein P, is the probability of timely delivery of
packets arriving to the ith node of the FDDI network,
A, is the intensity of packets arriving to the ith node of
the network.

Analytical relations necessary for estimating the
probability P; of timely delivery of packets arriving at
the ith node of the network taking into account emerging
failures are presented in [9, 15].

4. SOFTWARE PACKAGE
FOR ANALYSIS OF INFORMATION
TRANSMISSION PROCESSES IN FDDI NETWORK
AND MODELING RESULTS

The authors have developed a set of programs which
enable the analytical model considered above to be
used in practice, in order to evaluate the efficiency of
FDDI network. It can be installed on the FDDI network
server for access from workplaces.

Analytical apparatus implemented in the form of
this software package enables automated study of the
structure and characteristics of FDDI network with
two fiber rings, taking into account the reliability of the
transmission medium. The screen form of input of initial
data and output of modeling results is shown in Fig. 3.
The user can enter the input data in the dialog mode
using the specified forms.

The calculation results are displayed on the screen
as text and in graphic windows. The user can correct the
initial data and save the results of calculations in text and
graphic files without leaving the modeling system.

Initial data

Node Chart

LAN operating mode: failure-free? Yes / No

1. Local network nodes number: N= 100

2. Capacity: C[bps]= 100000000

3. Marker length: Lm[bit]= 96

4. Packet length: Lpac[bit]= 8000

0,001

5. Transmission time limitation: Tlim[s]=

6. MTBF: TMTBF[s]= 1000000

100

7. Recovery time: Trec[s]=

Transmission medium loading: rmed

Average polling cycle of LAN nodes
—||Loading node [rnode]

Average waiting time for transmission of a post
packet to an empty packet

Average waiting time of a packet in the queue at
anode

Average packet service time in the LAN
Probability of processing in schedule time

—

=1l il il e
o I T e e I I T e

Calculation

Save

Calculation results for node No. 2

[v1 |Ronode  [w1

[wi11

[ v [ |amc [«

0.000039677
0.00009756
0.00009836
0.00009917
0.00010000
0.00010084
0.00010163
0.00010256
0.00010344
0.00010434

0.00009677
0.00019512
0.00029508
0.00033663
0.00050000
0.00060504
0.00071186
0.00082051
0.00093103
0.00104347

0.00004838
0.00004877
0.00004916
0.00004957
0.00004987
0.00005033
0.00005081
0.00005124
0.00005168
0.00005213

W Ro av

0.00800000
0.01600000
0.02399339
0.03200000
0.04000000
0.04799933
0.05600000
0.06400000
0.07200000

0 0.08000000

= W W~ =W

0.00000080
0.00000161
0.00000242
0.00000323
0.00000404
0.00000485
0.00000566
0.00000647
0.00000729
0.00000810

0.00012913 0.94158786
0.00013033 0.94121321
0.00013160  0.94083268
0.00013281 0.94044613
0.00013403 0.94005342
0.00013526 0.93365439
0.00013643 0.93924883
0.00013773 0.93883676
0.00013838 0.93841783 844.84457604

0.00014024 093799192 937.9379919z .

94.941587862|
188.18824264
282.2822438C
376.3761784E
470.47002671
563.5637926%
B57.65747422

751.75106341

L —

F— - y

Fig. 3. Screen form for input of initial data and output of modeling results.
AMC—automatic message counting
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In order to demonstrate the study of packet delivery
processes and performance of fiber optic FDDI networks
using the developed analytical method, a simulation of
packet transmission is performed. The following initial
data were selected for modeling:

e type of transmission medium is two fiber optic

rings;

e type of node distribution in the network is random,;

e number of nodes in the network N = 100;

e bandwidth 100 Mbps;
MTBEF of the transmission medium
100000-1000000 s;
average recovery time after failure 100 s;
marker length 96 bits;
directive time 1 ms;
synchronous packet
message) 8 kbits;

¢ intensity of arrival of synchronous packets (discrete

GOOSE messages in DSS system) is the same in all

nodes of FDDI network (variable parameter).

It should be noted that the group of programs
developed enables modeling to be performed at different
intensity of the packets arriving to the network nodes for
service.

Results of calculations of the probability-time

length (discrete GOOSE

transmission medium of the FDDI network of the DSS
system with given initial data under load variation are
presented in Figs. 4-10.

In an FDDI network, packet delivery time depends
on the time waiting for transmission in the queue at
the network nodes and the time of packet transmission.
Therefore, the parameters of information processing
in the network should be chosen in such a way that
in the whole range of changes in the intensity of the
flows of processed packets there are no bottlenecks in
the system, i.e., overloads of individual nodes and the
transmission medium. In a balanced system, the load
of the transmission medium and the load of the nodes
when the load increases should be close to each other.
As the failure rate decreases and the number of nodes
decreases for a given transmission medium capacity,
the length of transmitted packets should increase, in
such a way that the network is balanced when the load
increases.

It should be noted that with an increasing failure
rate in FDDI network and increasing number of nodes
for a given network throughput to balance the network
in the whole range of load changes, and in order to
obtain optimal performance, the length of transmitted
information packets needs to be reduced, since it will

characteristics, performance, node utilization and  reduce the probability of distortion.
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Fig. 4. Dependence of transmission medium load of fiber-optic FDDI network of DSS system
on the intensity of synchronous packets arrival to the nodes
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Transmission medium loading p,,

Average node polling cycle, s

0.70
0.65
0.60
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0.50

0.45

0.404 -4
0.35]--

0.30
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0.20 1
0.15
0.10
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0.0055 -

0.0050 -

0.0045 ¢ -

0.0040 +

0.0035 4 -+--

0.0030 4 -

0.0025 4 -

0.0020 4 -

0.0015 A

0.0010 1

0.0005 1
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Incoming packet intensity A, pac/s

Fig. 5. Dependence of FDDI network node utilization of the DSS system
on the intensity of synchronous packets arrival to the nodes
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Fig. 6. Dependence of the average polling cycle of the nodes of the FDDI network of the DSS system

on the intensity of arrival of synchronous packets to the nodes
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Fig. 7. Dependence of the waiting time for the beginning of synchronous packet transmission
in the queue at the node of the FDDI network of the DSS system on the intensity of synchronous packets arrival
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Fig. 9. Dependence of the probability of synchronous packets processing in the given directive terms

in the FDDI network of the DSS system on the intensity of synchronous packets receipt
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As can be seen from the graphs (Figs. 4-9), as the
intensity of packet flows served in the FDDI network
increases, the node utilization, node polling cycle and
timing characteristics increase, while the network
performance (the total timely served packet flow in the
network) reaches the maximum value and begins to fall
sharply. As the failure rate of the transmission medium
increases, the area of abrupt change of FDDI network
characteristics shifts to the side of lower utilization.

Consequently, certain modes need to be provided
for the operation in FDDI networks of a set of separated
DSS when exchanging synchronous packets (GOOSE
messages and packets transmitting synchronized
parameters of vector measurements for DSS) between
different DSS. The objective must be to prevent reaching
the area of sharp changes in FDDI network performance,
i.e., the need to control the intensity of input flows and
limit their growth.

Specific recommendations on the selection of
parameters and modes of operation of FDDI network
used for information exchange in a distributed system
of DSS can be obtained by conducting multivariate
analytical calculations using a set of programs
implementing the analytical method for the study of
fiber-optic FDDI networks, while taking into account the
reliability of the transmission medium.

CONCLUSIONS

The study developed a standard technological
scheme of report preparation by DSS dispatchers. The
authors propose the use of a fault-tolerant FDDI network
with two fiber optic rings as a telecommunication
component for information exchange between different
nodes in the system of remote DSS. Discrete GOOSE
messages form a synchronous flow of FDDI network
packets, while information messages arising during
the performance of basic technological operations in
the preparation of reports by dispatchers of the central
station do not form such a flow.

The study looked at aspects of development
of the analytical models for the estimation of

probabilistic-temporal characteristics and performance
of FDDI networks with fiber optic rings taking into
account possible failures in the transmission medium.
The problem was posed and an analytical method
was developed, in order to assess the performance of
FDDI networks taking into account the reliability of
the transmission medium, thus extending the scope of
analytical approaches.

The conclusion which can be drawn based on this
research is that a mechanism must be implemented to
control packet flows entering the network, in order to
ensure the efficient operation of FDDI networks. Thus,
controlling the intensity of incoming flows and limiting
their growth becomes an important aspect of ensuring
the efficient operation of the network.

Based on the analytical method developed
herein, a set of programs for studying the processes
of information transmission in FDDI networks was
created. This software enables multivariate analysis of
different modes of operation of FDDI networks used for
data transmission between remote DSS.

The study also established analytical expressions for
estimating node and transmission medium utilization,
average packet dwell time in the network, probability
of timely packet service and performance. Aspects of
FDDI network operation and transmission medium
reliability were taken into account when formulating
these expressions.

It was found that there is a critical load for FDDI
networks at which the network performance reaches
a maximum and then decreases sharply. As the failure
rate of the transmission medium increases, the critical
modes of FDDI network operation shift towards lower
loads.

In order to ensure the efficient operation of FDDI
networks, the modes of operation need to be regulated
in such a way as to avoid reaching critical load at the
nodes and in the transmission medium. Controlling the
intensity of input flows and limiting their growth are key
elements for DSS systems in FDDI networks.
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Abstract

Objectives. The primary aim of the study is to develop a model for managing information security incidents within
an enterprise that minimizes damage and costs associated with incident resolution under limited resources and time
constraints.

Methods. The paper analyzes existing approaches to managing information security incidents, including
mathematical and simulation models, stochastic differential equations, Markov chains, and other methods. The
study is based on a systems approach, incorporating analysis of incident parameters, actions for their resolution,
response times, damages due to incident occurrence, and the probability of incident elimination. To validate the
developed model, synthetic data reflecting various types of incidents and possible actions were used.

Results. The proposed model optimizes incident management by minimizing damage and costs. It considers
parameters such as incident criticality, available resources, response time, and the likelihood of successful incident
resolution. Testing of the model on synthetic data showed that the proposed approach significantly improves the
selection of optimal actions for responding to incidents in situations constrained by budget and time limitations,
thereby enhancing the overall effectiveness of incident management.

Conclusions. Implementing the proposed model in enterprises will improve the overall level of information security,
enhance incident response efficiency, and strengthen information protection processes. This will ensure the
minimization of risks associated with data leaks and other incidents, thus helping enterprises to make informed and
timely decisions under conditions of limited resources and time.

Keywords: incident management, information security, incident modeling, damage minimization, limited resources,
mathematical modeling, optimization
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HAYYHAA CTATbA
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HH(POPMALMOHHON 0€30MACHOCTH HA NMPEeANPUATHI
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MUP3A — Poccumickni TexHosorn4eckni yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp An15 nepenvicku, e-mail: mityakov@mirea.ru

Pe3siome

Lenn. OcHOBHO Lenblo ccnenoBaHus SBnsieTcs pa3paboTka Moaenn ynpasieHs MHUMaAeHTaMn MHGOopPMaLMOH-
HOW 6€30MacHOCTY Ha NPEANPUATUN, MUHUMU3NPYIOLLIEN yLLLep6 1 3aTpaThl HAa YCTPaHEHWE MHLIMAEHTOB B YCJIOBUSIX
OrpaHNYEHHbIX PECYPCOB N BPEMEHW.

MeTtopgbl. B paboTe npoBefieH aHann3 CyLECTBYIOLLMX NOAXOAOB K YyNpaBieHUO NHLMOEHTaMU MHGOPMaLMOHHOMN
6€e30MacHOCTH, BKJI0Yas MaTeMaTUYECKME N UMUTALMOHHbBIE MOAENN, CTOXacTnieckne anddepeHLmanbHble ypas-
HeHus, ueny MapkoBa 1 apyrve metoasl. OCHoBaHWEM A1 paboTbl MOCYXW CUCTEMHbIA NOAX0A, KOTOPbIN BKIIO-
yaeT B cebsi BCECTOPOHHWIA aHann3 NapaMeTpoB MHLUMAOEHTOB, AEACTBUI NO UX YCTPAHEHWNIO, BDEMEHU peakumu,
a Takxke yuiepba oT peanvsaumm NHUNOEHTOB N BEPOSITHOCTU YCMNELLHOMO X yCTpaHeHus. Ana npoBepku paboTo-
cnocobHOCTU paspaboTaHHO MOAENN NCMONb30BAIMCh CUHTETUYECKME AaHHbIE, KOTOPbLIE OTPaXatloT pa3Hoobpas-
Hble TUMbl MHUWMAEHTOB 1 BO3MOXHbIE MYTU X INKBUAALUN.

PesynbTarsl. [peanoxeHHas Mogenb ynpasneHs MHUMAEHTAMN MO3BONSET ONTUMU3VPOBATb YNPaBAEHNE UHLM-
JeHTaMn 3a cHeT MUHUMKU3aLMK yiiepba n 3aTpat. B pamkax MOOENM y4UTLIBAIOTCS Takue napamMeTpbl, Kak Kpu-
TUYHOCTb MHUWAEHTOB, AOCTYMNHbBIE PECYPChI, BPEMS PEAKLMN 1 BEPOATHOCTb YCNELIHOMO YCTPAHEHNSA UHLMOEHTOB.
Anpobauus MOAENN HA CUHTETUYECKNX AaHHbIX NoKasana, 4To NPeaNoXeHHbI NOAXOL CYLLECTBEHHO YyYyLLAET Bbl-
60p onTUMasbHbIX 4ENCTBUIA 4S9 pearMpoBaHMs Ha UHUWAEHTbI B CUTYaLMaX OrpaHuyeHmnii 6oaxeTa n BpeMeEHN,
4YTO B CBOIO 04Yepeb NoBbIaeT 06LLyo 3 DEKTMBHOCTb YNPABEHMS MHLMOEHTAMMU.

BbiBoabl. BHegpeHue npeasioXeHHOW Moaenm Ha NpeanpusaTusix No3BOSIUT NOBLICUTL 0OLLMI ypoBEHb MHDOPMa-
LIMOHHOW 6e3onacHoCTH, 3DdEKTUBHOCTb pearmMpoBaHns Ha MHUMAEHTbI U YIyYLLNTb MPOLLECCHI 3aLnThl MHpOopMa-
ummn. 3t1o 06ecneynT MMHUMM3ALLMIO PUCKOB, CBA3AHHbIX C YTeYKaMU AaHHbIX U APYTMMW MHUMOEHTAMU, U MOMOXET
npeanpusaTUaSM NpUHMMaTb 0O0CHOBAHHbIE N ONEPATUBHBLIE PELLEHMS B YCIIOBUSIX OrpaHMYEHHbIX PECYPCOB U Bpe-
MEHMU.

KnioueBble cnoBa: ynpasJieHne nHungeHTamMm, I/IHCbODMaLI,I/IOHHaﬂ 6e30I'IaCHOCTb, MopgennposaHmne NHUMOEHTOB,
MWHNMU3aLUnA yu_l,ep6a, orpaHun4eHHble pecypcCbl, MaTemMmaTn4eckoe mogenmpoBsaHme, onTtnMmmn3auna
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Mpo3payHocTb pUHAHCOBOMN AEeATENIbHOCTU: ABTOPbLI HE UMEIDT PUHAHCOBOM 3aNHTEPECOBAHHOCTM B NPEACTaBNEH-

HbIX MaTepmnanax nain Mmetogax.

ABTOPbI 3a5BASIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

Information security incident management at
enterprises involves processes of identifying, analyzing
and responding to incidents involving information
systems and data, which includes a set of measures
for the prevention and minimization of damage, and
restoration of the normal operation of systems following
incidents.

In today’s reality, such processes represent a key
aspect of ensuring the information security of an
organization. Contemporary enterprises face many
threats involving cyberattacks and unauthorized access
to data to information leaks. As well as entailing
financial losses, such threats can undermine a company’s
reputation. Therefore, effective management of
information security incidents at an enterprise becomes
an integral part of its overall security strategy. Such
management ensures a prompt response to current
threats, as well as forming a proactive approach to
predicting and preventing potential information security
incidents in the future.

In the Russian Federation, information security
incident management is regulated by a number of state
standards. One of these, GOST R 59712-2022!, is
dedicated to computer security incident management,
which represents a narrower area within information
security. This standard describes a structured approach
to the detection, registration, response and analysis
of incidents within the framework of the state system
GosSOPKA?. Inturn, GOSTRISO/IEC TO 18044-2007°
covers a wider range of information security incidents,
setting out requirements for their documentation, legal
examination, interaction with authorities, and adaptation
to contemporary threats. However, the above standards
do not take into account mechanisms for assessing
damage from incidents and the costs of their elimination,

1 GOST R 59712-2022. National Standard of the Russian
Federation.  Information  protection. ~ Computer  incident
management. Guide to responding to computer incident. Moscow:
Standartinform; 2023. 20 p. (in Russ.).

2 https://gossopka.ru/ (in Russ.). Accessed July 15, 2024.

3 GOST R ISO/IEC TO 18044-2007. National Standard
of the Russian Federation. Information technology. Security
techniques. Information security incident management. Moscow:
Standartinform; 2008. 50 p. (in Russ.).

thus limiting their application under conditions where
time and resource constraints are critical.

The present work examines information security
incident management processes in an enterprise,
focusing on an analysis of existing approaches and
models aimed at optimizing remediation costs, as well as
increasing the responsiveness of incident response and
minimizing damage. Here, the main aim is to develop
a model that systematizes the incident management
process to improve the efficiency of decision-making
under resource and time constraints.

INCIDENT MANAGEMENT IN THE ENTERPRISE
INFORMATION SECURITY SYSTEM

Information security incident management is
critical to maintaining the integrity, confidentiality
and availability of enterprise data. Effective incident
management involves identifying, responding to
and learning from security incidents to improve the
overall security posture. An incident in the context of
information security is any event or action that harms, or
has the potential to harm, the confidentiality, integrity,
or availability of information and information systems.
The consequences of incidents, which can range from
accidental errors to targeted attacks, can be quite serious
for organizations.

Examples of incidents include virus attacks, data
breaches, DDoS attacks, and unauthorized access.
A distinction can be made between incidents and simple
violations: an incident is an event that causes (or has the
potential to cause) negative consequences to the secure
operation of systems, while simple breaches typically do
not cause significant consequences or damage and can be
addressed without impacting the security of the system.
Thus, incidents require more comprehensive analysis,
rapid response, and potential application of appropriate
remediation and protection measures.

Timely incident responses contribute to
improving  information  security = management
processes. However, a link between incident response
and security management functions is often absent.
Therefore, enterprises need to establish integration
between these two areas in order to develop a clear
plan of action that can increase the trust and support
of contractors [1].
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Real-time detection of security incidents is performed
through specialized security management centers using
information and information security event management
systems. These centers, which collect, normalize, store,
and correlate security events, are essential for rapid
incident detection, loss minimization, vulnerability
remediation, and IT service restoration [2].

Effective information security management requires
a holistic approach, including the development and
implementation of security policies, compliance training,
and business-IT alignment*. For example, [3] notes that
integrating digital forensics with incident handling can
improve the effectiveness of incident response strategies.

Paper [4] shows that effective incident management
requires a combination of technological solutions and
management activities (development of security policies,
training and information sharing between departments,
etc.). Current incident management practices comply
with ISO/IEC 27035 standards®, but organizations
often face certain challenges that are addressed through
improved strategies.

Thus, effective enterprise information security
incident management involves a combination of
thorough incident analysis, strategic use of specialized
information systems, and a holistic approach to security
management, as well as the integration of technology and
management solutions. By addressing communication
gaps, using real-time monitoring tools, and implementing
best practices, organizations can improve their incident
response capabilities and overall security posture [5].

EXISTING INCIDENT MANAGEMENT MODELS

In order to improve the efficiency of incident
management processes, various models have been
proposed in the specialized scientific literature.
For example, [6] considered cognitive modeling of
destructive malicious attacks on critical information
infrastructure objects and a model of states of critical
information infrastructure subjects under destructive
attacks in static mode.

Markovian chains and stochastic differential
equations are used to describe the dynamics of security
information and event management systems [7].
Supervised Markovian chains can be used to formalize
and structure the decision support process for security
event and incident management. This approach focuses

4 Tran D.U. Holistic Understanding of Information Security
Posture: Thesis Dr. Phil. University of Oslo, Department of
Informatics, Series of Dissertations Submitted to the Faculty of
Mathematics and Natural Sciences, no. 2696. 2023. https://www.
duo.uio.no/bitstream/handle/10852/106520/PhD-Tran-2023.
pdf?sequence=3&isAllowed=y. Accessed July 15, 2024.

5 https://www.iso.org/standard/78973.html. Accessed July 15,
2024.

on the dynamics of detecting and preventing cyber-
attacks, as well as ensuring timeliness, validity, secrecy,
and resource efficiency [8].

A number of studies have proposed simulation
models for modeling incident management, which
evaluate the effectiveness of incident management
operations by analyzing real-world data and various
strategies for deploying emergency response teams.
Such models can predict the statistical patterns of
cyberattacks and the effectiveness of incident response
teams, enabling dynamic adjustments to maintain the
required level of protection [9].

In [10], the implementation of a three-level incident
management model using key metrics is shown to
significantly improve the efficiency of incident handling.
This model integrates process, technology and service
metrics to improve the speed, user satisfaction and
availability of incident handling channels.

In addition to the abovementioned models, various
approaches based on formal languages and automata
theory [11] (providing a structured approach to modeling
and analyzing incident management processes to enable
the identification and resolution of systemic problems),
incident prioritization [ 12] (using feedback from analysts
to correct errors in the assessment process to guarantee
prompt resolution of the most critical incidents), etc.,
can be found in the scientific literature. By integrating
feedback mechanisms and comprehensive security event
management, organizations can maintain robust incident
management processes that adapt to evolving threats and
technological changes.

Thus, various models are used in information
security incident management tasks, including
mathematical, simulation, system dynamic and formal
language approaches. These models aim to improve
the identification and classification of incidents
along with their appropriate responses to ensure
effective and proactive security risk management [13].
Information security incident management acts as an
important process that is directly related to ensuring
three key elements: data integrity, authentication and
availability [14]. The application of variation models
can improve the processes of incident identification,
classification and remediation. In order to achieve
maximum efficiency, it is important to take into account
the specifics of each organization, the degree of threats
and the available resources to adapt the models to real
conditions.

INFORMATION SECURITY INCIDENT
MANAGEMENT MODEL AT THE ENTERPRISE

For describing information security incident
management tasks, a model containing the following
components can be used:
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1. Set of information security incidents 1 = {1}, I, ..., I },
where [, is an information security incident recorded
in the organization. Each incident is characterized
by the parameters of detection time, degree of
criticality, probability of threat realization, etc.

2. Set of  incident management actions
A=1{4,,4,,...,4,}, where Aj IS a certain action to
eliminate the incident or minimize its consequences.
Such actions can include blocking access, restoring
data, implementing additional protective measures
in the enterprise, etc.

3. Incident response time T(I). This component of
the model depends on the level of criticality of the
incident and the resources available for response.
Ideally, the higher the criticality of the incident, the
shorter the response time should be.

4. Incident damage function D(I;) estimates the real
or potential losses to the organization as a result of
incident /; (financial loss, reputational damage, data
breach, etc.).

5. Incident elimination probability function P(Aj, 1)
describes the probability of success of action 4,
in relation to incident /.. The probability depends
on various factors (qualification of employees,
execution time, type of incident, etc.).

6. Incident elimination costs C(Aj, I,) reflect how
much resource (financial, time, and human) must
be expended to implement action Aj in order to
eliminate the incident /..

The key objective of the model is to minimize
the total damage from information security incidents
and the cost of their elimination. In order to solve this
problem, it is advisable to minimize the following
target function:

z- ii[D(li)(l—P(Aj,]i))+ C(Aj’li)] —> min,
i=1j=1

where Z is the total damage and costs for all incidents.
It is advisable to take into account the limitations
on available resources, response time and risk
level:

T(I)<T,

ax’

n o m
2.2 C4,, 1) <R,
i=1 j=1

P(A;,1)2 Py

I el, 4 ;€ A,
where T, is the maximum allowable incident response

time (can be set by the enterprise security policy); R is the
total available budget (number of resources) allocated

to eliminate information security incident; P . is the
minimum allowable probability of successful incident
elimination.

The use of the above model implies the following

steps:
1. Incident detection.
2. Incident data collection (criticality, possible

damage, remediation costs).

3. Assessing the likelihood of a successful resolution
of an incident, taking into account time and cost
constraints.

4. Optimization of actions (based on the presented
model, the action 4. that minimizes damage and
costs is obtained).

5. Monitoring and adjustment (once all necessary
actions to address the incident have been completed,
the model can be adjusted to further analyze and
prevent future incidents).

The proposed model helps to systematize the
process of information security incident management
and make optimal decisions for their elimination.
However, the model contains a number of limitations
and assumptions. The limitations include the need
for accurate and up-to-date data, difficulties in
estimating damage and probability, and failing to
account for the human factor. The assumptions
entailed in the model include linearity of damage
and cost functions, independence of incidents,
unambiguous definition of criticality, and others.
When adapting the model to their own information
security conditions, enterprises should take these
aspects into account.

In order to effectively test the model, a set of
synthetic data simulating various types of incidents
and possible means for their elimination was used.
The choice of synthetic data over real data is due
to the limited availability of the latter: enterprises
are often unable or unwilling to share information
about their incidents for security and confidentiality
reasons. In addition, the use of synthetic data enables
the construction of more complete and reliable
models based on a variety of hypothetical scenarios.
When combined with theoretical analysis and
development, this approach provides a foundation
for a better understanding of information security
incident response and management mechanisms.
Thus, the use of synthetic data represents a valid
method in the face of a lack of real-world information
and is aimed at ensuring high-quality and reliable
model validation.

Let the analysis at the enterprise reveal a number of
information security incidents, each of which requires
different actions for elimination, which are limited
in resources and time. Initial data for calculations are
presented in the Table 1.
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Table 1. Initial data
Incident Potential damage (D), c.u. Time of reaction (7), h Criticality
Customer database data leakage 200000 2 High
Virus attack on servers 100000 5 Medium
Unauthorized access to the network 50000 1 Low
Table 2. Possible actions to address information security incidents
. . Probability
Incident Action Cost (C), c.u. S — o)
Disconnecting external connections (4,) 15000 0.7
Data leakage (/) Customer notification and vulnerability
. 25000 0.9
correction (4,)
Reboot servers and start antivirus (45) 10000 0.8
Virus attack () Hardware replacement and data
20000 0.95
recovery (4,)
Disabling an intruder session (45) 5000 0.6
Unauthorized
access (I3) Network audit and configuration 2000 0.85
remediation (4) '

Suppose the enterprise has limited resources
for response: the budget for incident elimination is
R =50000 c.u. and the maximum response time for all
incidents is 6 h. For each incident, let there be several
possible actions with different costs, elimination
probabilities and execution times (Table 2).

In order to minimize damage subject to constraints, it
is necessary to select actions for each incident. Consider
the alternatives.

For I,. Action A4, is cheaper, but has a probability
of success of 0.7, while action 4, is more expensive,
but has a higher probability of success (0.9). Given the
criticality of the incident, it is appropriate to choose
action 4,, since data leakage is highly damaging.

For I,. Action A4, is cheaper and has a sufficiently
high probability of success (0.8). Given the budget
constraints, we choose action 4.

For I;. Action 45 is the cheapest, but its probability
of success is only 0.6. In this case, it is more appropriate
to choose action A4, since its probability of success is
much higher (0.85) and it can be fitted within the budget.

Let us build a model using the initial data. The target
function and model constraints will have the following
form:

3 2
Z= ZZ[D(I,-)(l—P(Aj,I,.))+ C(Aj.,]l.)}

i=1 j=1
C(4y, 1))+ C(ds,1,) + C(As,13) < 50000 c.u,
T(I)+T(I)+T(I,)<6 h.

The final model solution will be as follows:
e A, for incident 1 (cost is 25000 c.u.; probability of
success is 0.9).
e A, for incident 2 (cost is 10000 c.u.; probability of
success is 0.8).
e A, for incident 3 (cost is 8000 c.u.; probability of
success is 0.85).
Having calculated the total costs and damage, we get
Z =90500 c.u. Thus, application of the model enabled
the optimal actions to be selected in order to eliminate
incidents with minimal costs and damage within the
available budget and reaction time.

CONCLUSIONS

The incident management model proposed in this
article can be used to minimize damage and costs through
the optimal selection of actions under conditions of
limited resources. Although the model has its limitations,
its use in practice can significantly increase the level of
information security of the enterprise.

The article proposes a model of information security
incident management aimed at minimizing damage and
costs. However, its practical use raises a number of issues
related to simplifications: linearity of damage and cost
functions, independence of incidents and unambiguous
definition of their criticality. Such assumptions do not
always reflect the complexity of real-life situations,
where incidents are interrelated, and their consequences
may be nonlinear. In addition, the model does not account
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for human error or the difficulty of obtaining accurate
data during the response phases. Real-world conditions
imply resource constraints, stressful situations, and the
need for prioritization.

Despite these limitations, the proposed model
significantly advances existing information security
incident management standards and models. The model
includes incident prioritization, criticality assessment,
and resource allocation, to enable more informed
and timely decision-making under time and resource
constraints.

Thus, the model can complement existing approaches
by offering tools for more accurate analysis and effective
incident management focused on mitigating incidents
and improving the overall resilience of the enterprise to
information security threats.

In further research, it is planned to conduct testing on
real data, which will enable a more accurate assessment
of the effectiveness of the developed model. In addition,
further research may involve integrating incident
management models with other information security

management processes. It will also be crucial to assess
the impact of the human factor on incidents and develop
effective mechanisms for employee training.
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Abstract

Objectives. The main aim of digital image processing is to increase clarity while maintaining image quality and
eliminate noise. However, the amount of information contained in digital image files is growing year after year. This
circumstance negatively affects processing time, critical for systems with high load requirements on the computing
platform. In this regard, the use of digital filters which enable a reduction to the processing time of incoming data
is important. In order to resolve this issue, adaptive filters with different sizes of multielement processing aperture
are being developed to improve image clarity and preserve image details. Filters with adaptive properties are
able to change their parameters during data processing, and provide maximum performance as the aperture size
increases. The aim of the work is to develop a type of recursively separable digital filter with variable sizes of a scanning
multielement aperture which allows the number of computational operations to be reduced while maintaining the
efficiency of filtering input data (images).

Methods. The work used recursive-separable methods and algorithms to construct digital filters.

Results. An algorithm for the recursive-separable implementation of a digital filter is described, and the final view
ofthe processing aperture and its three-dimensional appearance are presented. In order to evaluate the performance
of the filter, a comparison of the developed algorithm with the classical two-dimensional convolution algorithm was
carried out. The experiment was performed using images of various sizes and consisted of determining the time
spent on the process of processing the test image. The study established that the processing time of a test image
using the developed filter is on average 5 times less than the time taken by the classical two-dimensional convolution
algorithm. The optimal coefficients for magnifying the central element and raising the positive part of the aperture
of a digital filter were determined, enabling the efficiency of its use to be enabled.

Conclusions. The studies show the effectiveness of using the developed recursive-separable two-dimensional filter
to improve image clarity and reduce the time spent on processing.

Keywords: digital image processing, digital filters, recursion, separability, increased image clarity, speed
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HAYYHAA CTATbA

InppoBoi TpexKacka HbII
PEKYPCUBHO-Cenapade/ibHbIN (PUILTP
00padoOTKH U300paKeHUH ¢ U3MEHAEMbIMH pa3MepaMu
CKAHUPYIOIIEHd MHOT03JIEMEHTHOU anepTypbl

A.B. KameHckuiA,
T.M. AkaeBa @,
A.A. I'pebGeHwWwMKOBa

Tomckuvi rocyAapCTBEHHBIN YHUBEPCUTET CUCTEM YrPaBAEHUS 1 PaANO3JIEKTPOHMKM, Tomck, 634050 Poccus
@ AsTOp AN nepenvcku, e-mail: ttnakaeva@gmail.com

Pesiome

Llenu. OcHoBHbIMK LiensiMu M@ poBoi 06paboTkM N30OPaKeHN ABASIOTCS NOBbILLEHNE UX YETKOCTU MPU COXpaHe-
HUM KaYecTBa N300paxeHns 1N ycTpaHeHue Wwymos. OgHako 06beMbl MHGOPMaLMK, coaepallencs B dannax umd-
POBbIX N30OPaXeEHWIA, PACTyT 13 roga B rof,. 9710 0O6CTOATENBCTBO HEMATMBHO CKa3blBAETCS HA BPEMEHMU X 0bpa-
©0TKW, YTO KPUTUYHO AJ1s CUCTEM C BbICOKMMU TPEOOBAHMSMU K HArpy3Kke Ha BblHUCIIUTENbHYIO NnaTdopMmy. B ceazun
C 9TVM aKTyaslbHbIM CTAHOBUTCS NPUMEHEHME LNMDPOBLIX GUNBTPOB, MO3BOMSIOLLMX COKPATUTL BPEMS 0O6paboTku
nocTynaloLwWmx AaHHbIX. Jns peleHns aTon 3aaa4m paspabaTbiBaloTcst afanTyBHble GUNLTPLI C Pas3NNyHbIMU Pas-
MepaMy MHOTO3/IEMEHTHOW anepTypbl 06paboTKM, KOTOPbIE MO3BOASIOT MOBLICUTbL YETKOCTb 1 COXPaHUTbL AeTanm
n306paxeHunsi. PunbTpbl C aAaNTUBHLIMY CBOMCTBAMM CNOCOOHbLI MU3MEHSATL CBOM NapaMeTpbl B npoLecce 06paboT-
K1 JaHHbIX, 06ecneynBas MakcumanbHoe OGbICTPOAENCTBME NPU YBENNYEHNN Pa3MepoB anepTypsbl. Lienbio paboThl
ABnsieTcs pa3paboTka pekypcuBHO-cenapabensHoro LMdpoBoro GuibTpa ¢ M3MeHseMbIMU pa3MepamMim CKaHmpy-
IOLLLE MHOIO3/IEMEHTHOM anepTypbl, MO3BOJISIOLLENO COKPATUTb KOMMYECTBO BbIYUCUTENBHbBIX Onepawuin npu co-
XpaHeHnn 3dpDEKTUBHOCTU GUNbTPaLMM BXOOHbIX AaHHbIX (M300paXxeHunin).

MeTopabl. B paboTe 1cnonb30Bannchk PeEKYPCMBHO-cenapabenibHble METOAb! M alifrOPUTMbI MOCTPOEHUS LM POBbIX
bdbunbTPOB.

PesaynbTatbl. OnncaH anropmutm pekypcuBHo-cenapabenbHol peannsaumm umdpoBoro GunbtTpa, a Takke npes-
CTaBJIeH UTOrOBbIl BUA, anepTypbl 00paboTkM 1 ee TpexMepHbIi BUA,. Jns oueHku 6bicTpoaencTems GunbTpa npo-
BEeJIEHO CpaBHEHMEe pa3paboTaHHOro anropuTMa ¢ alirfoPUTMOM KIaCcCUYECKOW IBYMEPHOM CBEPTKN. OKCNEPUMEHT
NPOBOAMIICS C UCMONb30BaHNEM N300PaXEHNI Pa3NIMYHbLIX PA3MEPOB N 3aK/o4asCsa B ONMpPeaeneHnn BPEMEHU,
3aTpayeHHoro Ha npouecc 06paboTkM TECTOBOro M306paxeHus. YCTaHOBMEHO, YTO Bpems 06paboTkn TeCTOBOroO
n3006paxeHuns C NpuMeHeHnemM paspaboTaHHOro GunbTpa B cpeaHeM B 5 pa3 MeHbLLE, YEM BPEMS, 3aTpayMBaemMoe
aNropnuTMOM KacCUYECKOM ABYyMepHOM cBepTkn. OnpeneneHbl onTuMasbHble KO3GOUUNEHTbI YBENYEHNS LIEH-
TPanNbHOro 3NeMEHTA 1 NOOHSATUS NOJIOXKUTENBHOM YacTy anepTypbl LMdPOBOro GpunbTpa, No3BONSIOLLME NOBLICUTL
3bDEKTUBHOCTb €ro MPUMEHEHNS.
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BbiBogbl. [poBeaeHHbIe NCCNeaoBaHns NMokasbiBaloT 3PdEKTUBHOCTb NCMOJIb30BaHMNA pa3paboTaHHOrO PEeKyPCUMBHO-
cenapabenbHOro AByMepHOro dbunbTpa Ass NoBbILUEHNS YeTKOCTU N300PaXEeHN 1 yMEHbLUEHNS 3aTpadvBaemMoro

Ha 06paboTKy BpeMeHM.

KnioueBblie cnoea: umodposas o6paboTka n3obpaxeHuin, umdposble GUnbTPbI, PEKYPCUst, cenapabesibHOCTb, No-

BblLLUEHNE HYETKOCTU M306pa)KE,‘Hl/II71, 6bICTpO,EI,eI7ICTBI/Ie

* Moctynuna: 29.09.2023 » flopa6oTaHa: 22.04.2024  MpuHaTa k onyonukoeaHuio: 20.09.2024

Ona untnpoBaHusa: KameHckuii A.B., Akaesa T.M., 'pebeHwmkoBa [.A. LindpoBoli TpexkackaaHbli PeKYpPCUBHO-
cenapabenbHblii GunbTp 06paboTkM M300paKeHUin ¢ U3BMEHAEMbIMN pasMepamMn CKaHMPYIoLWEer MHOroasieMeHTHOM
anepTypsbl. Russ. Technol. J. 2024;12(6):48-58. https://doi.org/10.32362/2500-316X-2024-12-6-48-58

Mpo3payHocTb GMHAHCOBOW AEATENIbHOCTU: ABTOPbLI HE UMEIOT PUHAHCOBOW 3aMHTEPECOBAaHHOCTM B NPEACTaBNEH-

HbIX MaTepunanax nin metogax.

ABTOpbI 3a59BAAOT 00 OTCYTCTBUN KOHMINKTA MHTEPECOB.

INTRODUCTION

The first preliminary step in image analysis is, as
arule, digital image processing. The quality of this stage
can dramatically affect the results of subsequent analyses.
Digital processing, including digital filtering, is used
to resolve such problems as resolution enhancement,
restoration of ‘spoiled’ objects in the image, clarity
enhancement, and colourisation [1].

The main purpose of image filtering is to improve
the clarity and quality of images and to remove noise.
However, the amount of information contained in
digital image files is growing from year to year [2]. This
adversely affects the ability of digital filters to perform
fast and high-quality processing of incoming data.
One of the ways to resolve this problem is to increase
the speed of digital filters by reducing the number of
computational operations required for processing. It is
also important to ensure the variability of their use and
the possibility of parameter correction during operation.
An effective solution is to develop adaptive filters which
can change their parameters during image processing,
in order to maintain performance while increasing the
aperture size. In adaptive filters, the processing speed
always remains constant for specific image sizes,
regardless of the processing aperture size.

FILTERS WITH ADAPTIVE PROPERTIES

Adaptive filters are a class of filters in which the
parameters are adjusted during operation according to
the characteristics of the input data [3]. For each fixed
set of parameters, an adaptive filter is a linear device,
since there is a linear dependence between its input and
output signals [4, 5].

Adaptive filters are of two types [6, 7]:

e transversal, i.e., filter with finite impulse response;
e recursive, i.e., filter with infinite impulse response.

Adaptive filters are widely used in various fields such

as signal processing, computer vision, image processing,

among others. In the latter two cases, their main purpose
is to clean photo and video information from noise
overlapping in spectrum with the useful signal, or when
the noise bandwidth is undefined and cannot be specified
initially [8]. The use of adaptive filters can significantly
improve the efficiency and quality of data processing
in various applications where automatic adjustment to
changing conditions or requirements is necessary [4, 9].

CONSTITUENT ELEMENTS

Constituent recursive cells (recirculators) are used in
the design of recursive filters. Recirculators are recursive
cells which perform row-by-row (line recirculator, LR)
and frame-by-frame (frame recirculator, FR) processing
of the input image matrix [10]. Their functionality is
to perform a two-dimensional discrete convolution
procedure in which the input data is processed according
to a given impulse response of the recirculator. The
impulse response can be represented as a unit matrix (row
or column of size N x 1 elements). Figure 1 shows
the forming recursive cells by n,-row (LR) (a) and by
n,-frame (FR) (b), implementing the corresponding

x(ny, ny) +‘ Y(npng)‘
\ Z \
Z1—M1 _> < Z1—1
(a)
x(ny, ny) + y(ny, ny)
Y z Y
Z£M1 _; P 251
(b)

Fig. 1. Recirculator diagrams:
(a) by ny-row, (b) by n,-frame
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Fig. 2. Recursive-separable filter implementation algorithm

orthogonal directions of moving average processing. LR
recirculator performs processing by the row of the input
data matrix, and FR—by the column of this matrix;
x(n,, n,) is input data; y(n,, n,) is output data; Z are delay
elements; M, is the coefficient determining the delay value
on the row (integer); M, is the coefficient determining
the delay value on the column (integer) [11, 12].

INITIAL FILTER

Development of a two-dimensional filter is based on
a sequence of certain processes. As an example, let us
consider the process of forming a processing aperture
of 7 x 7 elements of a two-dimensional three-cascade
recursive-separable filter (TRSF).

The information sequence in the form of a unit
matrix of 1 X 1 element is fed to the filter input. This
action allows the TRSF mask to be formed which will
further enable a correct comparison of the developed
algorithm  with the classical two-dimensional
convolution (CTDC) algorithm. In order to form the
main size of the processing aperture, the specified
sequence passes through three row (a row of units of
size 3 % 1 elements) and three frame (a column of units
of size 1 x 3 elements) recirculators. This results in
a matrix of 7 x 7 elements which is the basis for forming
the final mask and undergoes further modifications.
Figure 2 shows the algorithm of the recursive-separable
filter implementation.

As a result of the operations taking place in the filter
after the input of the test information sequence in the
form of a unit matrix, a TRSF mask is formed. This
is presented in Fig. 3 and a three-dimensional view is
shown in Fig. 4 [13].

Figure 3 shows that the TRSF mask has a positive
area in the center with the size of 3 x 3 elements. Its
proportional increase resulting in the change of the
initial sum of coefficients of the final mask will increase
the efficiency of digital image processing. The same
principle is used for processing by changing the center
element of the matrix (for a mask of 7 x 7 elements it is
the 4th element in the 4th row).

1|-3|-6|-7|-6|-3]-1

-3|-9|-18|-21|-18| -9 | -3

-6 (-18| 14 | 58 | 14 [-18| -6

-7 |-21| 58 | 80 | 58 [-21| -7

-6 |-18| 14 | 58 | 14 |-18| -6

-3|-9|-18|-21|-18| -9 | -3

1|-3|-6|-7|-6|-3]-1

Fig. 3. TRSF 7 X 7 elements mask view

00
Fig. 4. Three-dimensional view of TRSF mask

The structural diagram of the TRSF with
dimensionality of 7 X 7 elements is shown in Fig. 5.
Here A4, is the coefficient of increase in the values of
the positive part of the mask, and 4, is the coefficient
of increase in the value of the center element of the
mask. In the first branch of the TRSF, the formation of
a mask of dimension 3 x 3 elements takes place. This
is necessary, in order to compensate the negative part
and form the positive center of the final mask due to the
delay elements Z. The second branch of the filter forms
the basic matrix of 7 x 7 elements. The third branch
of the TRSF is necessary, in order to compensate the
negative part of the mask by adding the residual to the
center element of the main matrix, and to enable its
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I mM=3 ] T M=3] | M=3] | M=3] "|M=3 "|M,=3 >
> T1+A, > 28 > 753 [

Fig. 5. Structural diagram of TRSF

adjustment by the user. The output data of the branches
are aggregated, in order to form the filter output. For the
second and third branches the aggregation is performed
with sign inversion.

DESCRIPTION OF THE TRSF FILTER
MODIFICATION PRINCIPLES

For the proper functioning of the adaptive
TRSEF, it is necessary to ensure its correct response
to the user-defined value of the processing aperture
dimensions. In this case, the operation takes place
exclusively with odd values of dimensions (9 x 9,
11 x 11, 13 x 13, etc.). It is important to take into
account the change of the coefficients of the center
mask recirculators to the changes of the main filter
mask recirculators in the ratio 1 : 2. Thus when the
final size of the filter’s main aperture changes, the
size of its center mask also changes, albeit only
every second increase in the size of the main mask.
One recirculator always remains unchanged because
the filter uses an odd number of recirculators. The
size of the impulse response value matrix should
be 3 x 1 or 1 X 3 elements. In this case, for a given
dimensionality of 9 x 9, the coefficients of the line and
frame recirculators will be equal to 4 (unit matrix of
4 x 1 elements) and 4 (unit matrix of 1 x 4 elements),
respectively. For a dimensionality of 11 x 11, they
will be equal to 5 (unit matrix of 5 x 1 elements) and
5 (unit matrix of 1 X 5 elements).

Itis important to note that in the center part of the filter
a smaller mask is generated when compared to the main
one. This central part is necessary, in order to balance the
sum of the outer and central parts of the final mask, to
bring its sum to zero and to preserve normal brightness
of the processed image. A similar balance of the outer
and central parts of the final mask can be observed in the
Laplacian filter for ‘eight neighbors’, where the sum of
all coefficients is equal to zero [14]. When increasing the
size of the mask, the normal ratio between the sizes of the
outer and central regions must be maintained, in order to

change its three-dimensional appearance proportionally.
This is done by varying the size of the center mask in
steps of 2. For example, a 3 % 3 center mask will be used
for the 7 x 7 and 9 x 9 element matrices, followed by an
increase of 2 elements to a 5 x 5 element matrix, which
will be used for the final 11 x 11 and 13 % 13 element
matrices. This is accomplished by automated calculation
of the recirculator coefficients at the bottom of the filter
by entering the size of the desired filter aperture. Thus,
every other possible value of the mask size, starting at
3 x 3, will affect the change in the size of the inner mask.
For example, at dimension 7 x 7, the upper left corner of
the mask is at position x(n, — 1, n, — 2). Then, at the next
possible value of the mask dimension (starting at 5 x 5),
the shift factor of the inner mask will change to 1. Thus,
at 5 x 5, the shift will be 2 (instead of 1). This is because
the size of the inner mask will also decrease by 1 cell and
become 1 x 1. This process will continue, and when the
dimension of the main mask is 9 x 9 and the inner mask
is 3 x 3, the shift will be 3.

The dependence thus described can be
programmatically expressed as a function using the
parameters of matrix aperture sizes. The shift coefficient
of the inner mask will be equal to the difference between
the size of the main mask and the size of the center mask
divided by two. For example, for a size of 17 x 17, we
get: (17 — 7)/2 = 5. Consequently, the matrix is shifted
by 5 elements.

This process works correctly for masks of any size.
First, the total number of cells in the mask is calculated.
For example, in the case of a 9 x 9 mask it is 81, and for
a 7 x 7 mask it is 49. Then all elements of the mask are
aggregated up, and this sum is divided by the previously
calculated sum of elements of the positive center of the
final mask. The result is used to create a new mask in
the upper part of the filter. The initial mask is subtracted
from it, and as a result, the final values are formed in
the cells. Aggregating them makes the whole mask (its
values) equal to 0.

Modified filter should be configurable using two
input coefficients. One of these coefficients will be
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x(ny, ny) +
> A X > Z;@ > 750 > M1'-:Rm1 > M1'-:Rm1 > M;Rm1 > MZF:Rm1 >
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> M1I_En1 > M1L:Rn2 > M1I_En3 > M;En1 > M;:En2 > M2F5n3 > Z =
+
> A, > ZP > Z;b
Fig. 6. Structural diagram of TRSF
Table 1. Dependence of filter parameters on the change of mask size
Set size LR and FR coefficient Inner mask size for I;E ?;if;ask Oiliif; ?ggg:ig;;{
5x5 2 and 2 1x1 land 1 3
7x7 3and 3 3x3 3and3 3
9x9 4 and 4 3x3 3and 3 4
11 x 11 Sand 5 5x%x5 Sand 5 4
13 x13 6 and 6 5x%x5 Sand 5 5
15x15 7 and 7 7x7 7 and 7 5
17 %17 8 and 8 7x7 7 and 7 6

used to increase the values of the center part of the
mask by a specified amount. The second coefficient
will be used to increase the value of the center element
of the mask.

The patterns used to create the filter are illustrated
in Table 1 which shows: the values of the recirculator
coefficients; the size of the center mask; the number of
recirculators for convolution; and the shift values of
the center mask for different mask sizes from 5 x 5 to
17 x 17.

On the basis of the modification principles
described above, a structural scheme of the filter,
presented in Fig. 6, can be built: X is the coefficient
of equalization of the sums of the central and external
masks; 4, is the coefficient of increase of the values of
the positive part of the mask; 4, is the coefficient of
increase of the value of the central element of the mask;
Z, and Z, are the mask shift coefficients (dependent on
the variables —a and —b, calculated automatically in
the filter code); m are the row and frame recirculators
coefficients for the positive branch; n are the row
and frame recirculators coefficients for the negative
branch.

STUDY OF THE DEVELOPED FILTER
PERFORMANCE SPEED WHEN INCREASING
THE SIZE OF THE PROCESSING APERTURE

Three images of different dimensionality were
used for experimental studies: 640 x 480 elements of
tiff format; 1280 x 720 elements of hbmp format; and
3000 x 2000 elements of jpeg format. In the study, 7 x 7,
9 x9and 11 x 11 masks were used for each filter. Image
processing was performed on a personal computer
with the following characteristics: operating system—
Windows 10; processor—12th Gen Intel(R) Core(TM)
15-12400F 2.50 GHz; RAM—32 GB. The measurement
of the filter runtime was performed 10 times in each
experiment and the average value was calculated.

The results of the experimental study determined
the dependencies of processing speed on aperture size
for each of the three images. The average values of
processing time for CTDC and TRSF and their compiled
MEX-functions! were estimated using the time

' Minimum EXcluded, algorithm for finding the minimum
missing number.
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Table 2. Average values of image processing time

Image 640 x 480, tiff format

Processing time, s
Filter mask size MATLAB MEX
CTDC TRSF CTDC TRSF
7x7 0.6318 0.0995 0.1187 0.0891
9x9 4.2060 0.0969 3.1092 0.0951
11 x 11 5.2562 0.0979 4.1090 0.0884
Image 1280 x 720, bmp format
Processing time, s
Filter mask size MATLAB MEX
CTDC TRSF CTDC TRSF
7x7 1.8361 0.3211 0.3622 0.2915
9x9 16.4342 0.3256 15.0594 0.2572
11 %11 24.5264 0.3413 17.3964 0.2912
Image 3000 x 2000, jpeg format
Processing time, s
Filter mask size MATLAB MEX
CTDC TRSF CTDC TRSF
77 12.3788 2.4025 2.4289 2.1971
9x9 30.3757 2.3876 12.3612 2.1965
11 x11 45.5701 2.2715 19.3326 2.1916
measurement procedure from MATLAB? software. The Figure 8 shows the graphs of processing

results of measuring the processing speed for the three

images are presented in Table 2.
Figure 7 shows the graphs of processing time

a 1280 x 720 element image.

time dependence on the filter aperture size for

dependence on the filter aperture size for an image of 807
640 x 480 elements. » 25
o
£ 20
6 °
£ 15 CTDC
” 5 § 10 - ——TRSF
€4 £ ——CTDC MEX
= 5 ——TRSF MEX
5 3 CTDC 0 »* *
2 9 ——TRSF 7x7 9x9 11 x 11
e Apert i
& 1 —— CTDC MEX perture size
—<=TRSF MEX Fig. 8. Graph of performance speed dependence
0 * * on the aperture size for 1280 x 720 image (bmp)
7x7 9x9 11 x11
Aperture size . .
P Figure 9 shows the graphs of processing

Fig. 7. Graph of performance dependence

_ _ ! time dependence on the filter aperture size for
on the aperture size for 640 % 480 image ({iff)

a 3000 x 2000 element image.

2 https://www.mathworks.com/products/matlab.html. Accessed September 20, 2023.
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Fig. 9. Graph of performance speed dependence
on the aperture size for 3000 x 2000 image (jpeg)

From the graphs presented above we can see the
gain in performance of the developed filter when the
processing aperture grows in comparison with the
CTDC algorithm.

The next step is to evaluate the effect of TRSF
aperture growth on its operating time. Values of
aperture mask size from 7 to 25 in steps of 2, as well
as 49, 75, and 99 were used. The values of coefficients
in all calculations were the same and equal to: 4, = 10,
A, = 0. The results of measurements are summarized in
Table 3.

Table 3. Time consumption for image filtering

Mask size Processing time, s
7 2.46
9 2.39
11 2.24
13 2.27
15 2.33
17 2.29
19 2.31
21 2.32
23 2.31
25 2.33
49 2.56
75 2.62
99 2.49

It can be concluded that changing the filter aperture
leads to insignificant changes in the speed of the TRSF
algorithm in the range of 2.24 to 2.62 s.

ESTIMATION OF CHANGES IN THE NUMBER
OF TV LINES IN THE PROCESSED IMAGES

When developing new algorithms for digital image
processing, it is important not only to improve their
performance, but also not to lose useful information
stored in the images themselves, as well as to improve
their quality (increase clarity, remove noise, etc.) to an
ideal level.

The study was conducted by measuring the number
of television lines (TVL) in the processed images while
varying the coefficients 4, and 4,. This is necessary,
in order to test the filter’s ability to keep fine details of
images clear [15]. Formula [12] was used to convert
the number of ‘cycles per pixel’ (modulation transfer
function, MTF50) obtained when measuring resolution
in Imatest® software into TVL:

TVL [CPP
0.5

j x limit resolution,

where CPP is the number of ‘cycles per pixel’, limit
resolution (in TVL) is the value of the number of pixels
in the width of the image.

The frame obtained by the active-pulse television
measuring system* (Fig. 10) was taken as a test
image [16, 17].

Fig. 10. Testimage

This measurement was performed in order to
determine the optimal values ofthe 4, and 4, coefficients,
and to determine the fact of the best processing
when changing either 4, or 4,, since changing them
independently of each other led to different results.
Firstly, the 4, coefficient was varied from 1 to 50, then

3 https://www.imatest.com/. Accessed September 20, 2023.

4 Kapustin  V.V. Active-impulse television measurement
systems with increased immunity to optical interference:
Cand. Sci. (Eng.). Tomsk: 2017. 118 p. (in Russ.).

Russian Technological Journal. 2024;12(6):48-58

55


https://www.imatest.com/

Digital three-stage recursive-separable image processing filter

with variable sizes of scanning multielement aperture

Andrey V. Kamenskiy, Tatyana M. Akaeva,
Darya A. Grebenshchikova

the 4, coefficient was varied in the same range. The TVL
value for the original image is 158. Figure 11 shows the
dependence of TVL values on the 4, coefficient.

380 -
330 1
280 -
230 -

TVL

180 A

130 1

80 +—— e
1.3 5 7 9111315 1719212325272931333537394143454749

Ay

Fig. 11. Dependence of TVL values on the magnification
factor of the positive part of the mask A,

As can be seen from the results obtained, increasing
the 4, coefficient from 15 and more does not affect the
final number of TVL. Image resolution before and after
processing is practically unchanged, i.e., filtering loses
its efficiency.

Figure 12 shows an example of processing the
original image by a filter with the optimal value of the
coefficient 4, = 1.

(b)

Fig. 12. Images before (a) and after (b) processing
with the filter with optimal coefficient A,

Results of measurements of TVL quantity at change
of 4, coefficient are shown in Fig. 13.
700 1
600 1
500 H
400 -

TVL

300 -
200 -

100 +——+—r—r—r—"——"—"r"—r——"———
1.3 5 7 9111315 1719212325272931333537394143454749

A

Fig. 13. Dependence of TVL values
on the change of the magnification factor
of the central element of the mask A,

Figure 14 shows an example of processing the
original image by a filter with the optimal value of the
coefficient 4, = 21.

(b)

Fig. 14. Images before (a) and after (b) processing
with the filter with optimal A, coefficient

Based on the above graphs and images, it can be
concluded that changing the 4, coefficient gives good
results over the whole range of values.

CONCLUSIONS

The paper presents a modified TRSF for image
clarity enhancement. The principles of its modification
are described and the structural scheme is given. A study
of the speed and efficiency of image processing provided
by the proposed modification of the filter is performed.
The time spent on image processing is 5.3 times less on
average than the time spent on processing for the CTDC.

The results of evaluating the influence of the
coefficient of increasing the value of the positive central
aperture and increasing the value of the central element
of the filter mask on the characteristics of processed
images are presented herein. This study established that
the value of the central element of the mask has a stronger
influence on the parameters of the processed image. Its
change allows the image quality to be enhanced more
significantly than when increasing the positive central
aperture of the filter. The study also established the
optimal values of filtering coefficients 4, and 4,.
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Abstract

Objectives. When measuring the transverse Kerr effect on thin-film structures, interference effects have a great
influence on the result obtained. In conference presentations, some researchers have reported on the use of white
lightin experiments. In their opinion, despite the thickness of the studied layers being much less than the wavelength
of light, white light can help avoid interference effects and/or resonant excitation of plasmon waves. The aim of the
present work is to verify the validity of such statements using simulation.

Methods. In order to solve this problem, the method of computer simulation was used. A numerical solution
of equations was compiled for a model structure for various thicknesses and materials of layers.

Results. The simulation results show that interference effects in different parts of the spectrum when using white light
sources do not neutralize each other. The magnitude of the effect is affected not only by the thickness of the structure
layers, but also by the shape of the source emission spectrum, as well as the sensitivity curve of the photodetector.
In this case, the output of the measured value of the effect to a plateau at relatively large thicknesses of the magneto-
optical film is due to the light being absorbed in the thickness of the magneto-optical film and is negligibility of the
back reflection of light from the substrate.

Conclusions. The presented technique takes into account the influence of interference effects when measuring
the equatorial Kerr effect in white light or using other sources having a wide spectral range, thus improving the
interpretation of experimental results. The results are relevant to the development and research of the physical
foundations for creating new and improving existing devices in micro-, nano-, and solid-state electronics, as well
as quantum devices, including optoelectronic devices and converters of physical quantities.
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thin films
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Bkiaag unTepgepeHuuun
B MATHUTOONTHYECCKUH IKBATOPUAJIbHbIN
3¢ dexT Keppa B 0es10M cBeTe
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MUP3A — Poccuiickunii TexHosiorn4deckuii yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp An19 nepenvcku, e-mail: yashin@mirea.ru

Pesiome

Llenu. Mpu namepeHun skeatopmansHoro adpdekta Keppa B TOHKOMIEHOYHBIX CTPYKTYpax 60JbLLOe BANSHME Ha MO-
JIy4EHHbIV pe3ynbTaT 0KasbiBalT NHTEPDEPEHLMOHHbIE 3D DEKTLI. B BLICTYNNIEHUAX HA KOHDEPEHLMAX HEKOTOPbIE
nccneposaTeny coobuanm 06 ncnonb3oBaHuM 6enoro CBeTa B 9KCrnepuMeHTax. Ha ux B3rnsg, XxoTs ToNwmHa nc-
crnefyembix cioeB Oblla MHOrO MeHbLLE AJIMHbI BOJIHbI CBETa, 6enblii CBET MOXET NMOMOYb n3bexatb MHTepdepeH-
LIMOHHbIX 3P PEKTOB 1/ PE30HAHCHOIO BO30YXAEHMS MIa3MOHHbIX BOJIH. Llenb ctaTbn — nyTemM MOAENMPOBaHUS
NpoBepUTb 0BOCHOBAHHOCTL TaKUX YTBEPXAEHUIA.

MeToabl. [1ns pelieHns 0603HaYEHHOM 33241 MPYIMEHSICS METOA, KOMMbIOTEPHOrO MOAENVMPOBAHUS — YACTIEHHO-
ro peLleHns ypaBHEHUN, COCTaB/IEHHbIX A5 MOLAENIbHOW CTPYKTYPbI NPY PasNyHbIX TOJILLMHE 1 MaTepuanax Clioes.
Pe3ynbTaTtbl. Pe3ynbtartbl MOOENVMPOBAHUSA MOKa3bIBAIOT, YTO MHTEPdEPEHUNOHHbIE 3P dEKTbI B Pa3HbIX HYacTaX
CrneKTpa Npu UCMoJsib30BaHNM UCTOYHMKOB BENOro CBeTa He HENTPANU3YIOT APYr Apyra, U Ha BeNu4vHy addekTa
BNINSIET HE TOJIbKO TOJILLMHA CJI0EB CTPYKTYPbl, HO U popMa CrekTpa n3y4eHns UCTOYHMKA, a Takxke KpuBas vyB-
CTBUTEJIbHOCTU doTONpUEMHMKA. [1pr 3TOM BbIXOL N3MEPSEMON BENNYNHLI 3ddekTa Ha NnaTto NPy OTHOCUTESIbHO
60NbLIOWN TONMHE MarHUTOONTUYECKOW MieHKN 00yCnaBInMBaeTCs TeM, YTO NPY 3TOM CBET MOrIOLAEeTCs B TOJLLE
MarHUTOONMTUYECKOM NMJIEHKM 1 0BPaTHOE OTPAXeHME CBETA OT NOAJIOXKM NPEHeOPEXNMO Maso.

BbiBoabl. [peacrtaBneHHas MeTogmka no3BONSIET y4UTbIBATb BANSHNE NHTEPPEPEHUNOHHbIX 3DPEKTOB NpU 13-
MepeHun akBaTopuanbHoro addekta Keppa B 6€/10M CBETE UM C UCMOJIb30BAHUEM APYrNX UCTOYHMKOB C LUMPO-
KM CMeKTpasibHbIM Anana3oHoM 1 6osiee Ka4eCTBEHHO MHTEPNPETUPOBATL SKCNEePUMEHTaSIbHbIE PE3YsibTaThl, HTO
MOXeT OblTb BECbMAa MOJIE3HLIM AJ151 Pa3paboTku 1 nccnenoBaHns GU3NYECKUX OCHOB CO34aHUS HOBbIX U COBEP-
LLIEHCTBOBAHUS CYLLECTBYIOLLMX NPUOOPOB, N3OENNA MUKPO- U HAHOSIEKTPOHUKU, TBEPAOTENIbHOWN 3NIEKTPOHMKM,
a TakXe KBaHTOBbIX YCTPOWCTB, BKJIOYAS ONTO3NIEKTPOHHbIE NPMBOopPLI 1 NpeobpasoBaTeny GU3NYeCKNX BENUNH.

KnioueBble cnoBa: MarHNTOONTUYECKNIA SKBaTOpMasbHbli adpdekT Keppa, TEH30p ON3NEKTPUYECKON NMPOHMLLae-

MOCTU, MHTEpdEPEHLNS, KOIDDUUMEHT OTPAKEHUS, TOHKME MIIEHKN

* Moctynuna: 14.03.2024 » Oopa6oTaHa: 23.04.2024  MpuHaTa kK onyonukoeaHuio: 24.09.2024

Ansa uutupoBaHua: Mapbiwes W.B., lOpacos A.H., AwnH M.M. Bknag nHtepdepeHumm B MarHMTooONTUYeCKNi aKBa-
TopuanbHbin addekT Keppa B 6enom ceete. Russ. Technol. J. 2024;12(6):59-68. https://doi.org/10.32362/2500-
316X-2024-12-6-59-68

Mpo3spayHocTb pMHAHCOBOM AEATENbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aMHTEPECOBAHHOCTHY B NMPEeACTaB/IEH-
HbIX MaTepuanax nnn MeToaax.

ABTOpbI 3251BNSIIOT 06 OTCYTCTBUM KOHGMIMKTA UHTEPECOB.
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INTRODUCTION

The transverse magneto-optical Kerr
effect (TMOKE) involves a change in the intensity of
light reflected from a sample when it is remagnetized
in the direction perpendicular to the plane of light
incidence. As such, TMOKE represents an important
and very effective method for studying the magnetic
microstructure of homogeneous and inhomogeneous
magnetics. By measuring the EEC value as a function of
the radiation wavelength, the magneto-optical transitions
reflecting the electronic, crystalline, and magnetic
structures of a given local section of the sample can be
evaluated. Magneto-optical thin-film systems are also
widely studied for use in optical data storage devices, in
whichdataarerecorded using thermomagnetic processes,
but read by measuring the change in polarization
upon reflection using the polar magneto-optical Kerr
effect. Researchers have been very active in applying
this principle (see, for example, [1-8]), including for
ultrathin [9] and multilayer (ferromagnetic material and
thin film coating [10]) structures. In this case, TMOKE
measurement is generally carried out using a source
having a narrow, almost monochromatic spectrum.
However, at the 8th Euro-Asian Symposium “Trends
in MAGnetism” held in 2022 in Kazan, Skidanov [11]
report the use of white light in conducting experiments
on the influence on the magnitude of the magneto-optical
effect of thin films of nonmagnetic metals deposited on
top of a ferromagnetic layer. Hypothesizing that this
would significantly reduce the influence of interference
effects, the researcher concluded that the observed
change in the Kerr effect was due to more fundamental
physical processes. However, such an interpretation
does not seem entirely convincing, since almost all
quantities affecting the magnitude of the effect have
a nonlinear dependence on the frequency of incident
light. Although the report has not yet been published
in full, the very fact of raising the question led us to
the necessity of a more detailed consideration of the
degree of influence of interference effects on TMOKE
parameter in white light.

MATHEMATICAL MODEL
AND CALCULATION METHODOLOGY

As already mentioned, TMOKE consists in
changing the intensity of light reflected from the
sample when an external magnetic field is applied
to the sample in the direction perpendicular to the
plane of light incidence. Accordingly, it is necessary
to calculate the intensity of light reflected from the
sample both with and without the application of
a magnetic field. The geometry of the model structure
is shown in Fig. 1. Here, the vector of magnetic field

strength lies in the plane of the film perpendicular to
the plane of light incidence.
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Fig. 1. Model structure geometry:
(7) protective film (if any);
(2) material with magneto-optical properties;
(3) substrate, where ¢ is an angle of incidence of light,
B is the magnetic field induction vector

The relation between the amplitudes of reflected
Rj and incident Aj light can be expressed through their
s- and p-components as in [12]:

e )
Rp rps rpp 14[)

For an isotropic material, r, = Fos = 0. While the
application of an external magnetic field generally
breaks the symmetry, in the geometry used in this work
and shown in Fig. 1, i.e., when a non-zero magnetic
field is applied to the magneto-optical material in the
film plane perpendicular to the plane of light incidence,
we also have Fsp = Tps = 0. Therefore, in our case,
the matrix of reflection coefficients has an invariant
form:

Then:

R =r_A4
S SS“7s?
{ (1)

Ry =1opp-

During simulation, the spectral dependence of the
source radiation intensity was taken into account. The
model considered “natural” or circularly polarized
light. In this case, the matrix of components of the
incident light amplitude can be represented in the
following form:
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A i(0+7/2)
Sl=all S,
Ap eiot

where the initial phase o changes either
arbitrarily (“natural” light) or cyclically at a given
frequency (circularly polarized light); accordingly,

=|R | e,
Rp=|Rp|e"§.

Here x = a + w2 + A andé’;=(x+Ap, and A and
Ap are the phase run-ups as a result of light reflection
from the investigated structure for s- and p-components,
respectively. Due to the time-varying initial phase o, the
resulting phases y and & change in the same way.

Then the intensity of light falling on the photodiode
will be equal to:

= [l R, [ cosZ y+] Rp 1 cos? é] sin? oz,

where o is the frequency of radiation; ¢ is time.

Due to the inertia of the photodetector, the signal is
averaged over time and, taking into account also the
constant change of the initial phase o and, as
a consequence, of the resulting y and &, we obtain

cosy =cos§ =sinwt =0 and

2 2
[RP+[R, |
e

I= @

Asalready noted, practically all quantities influencing
the magnitude of the effect have a nonlinear dependence
on the frequency of incident light. Therefore, the method
of calculations in a wide spectral range was as follows.
The spectral range was divided into small sections, within
which the values of the used quantities were considered
to be independent of frequency and corresponding to the
value in the middle of this section. Figure 2 depicts an
example of such partitioning for the relative spectrum of
one of the radiation sources. The partition sections for
all values simultaneously used in the calculation were
taken to be identical; in case of insufficient experimental
data, linear approximation was used. For nonlinear
dependencies, the error of this method is smaller the
narrower the partition section, leading to an increase in
computation time. In the present work, the frequency
partitioning into sections of 1 - 1073 —3 - 1073 eV
(240-720 GHz). For each partitioning section, the average
intensity of radiation detected by the photodetector is
determined by Eq. (2) taking into account its spectral
sensitivity S . Then, the total signal value is determined
by summing over all partition areas:

L= Soly 3)
A, nm
775 689 620 564 517 477 443 413
1.0_ T T T T T T 1
| K
0.8
. 0.6
S
< 04
0.2

O_
16 18 20 22 24 26 28 3.0
hv, eV

Fig. 2. Emission spectrum of white LED with color
temperature T = 6500 K:
(7) data taken from [13], (2) representation
of the spectrum as a piecewise constant function.
Ais the wavelength of light in a vacuum,
which corresponds to a quantum of energy hv

The total signal magnitude is determined both in the

absence of a magnetic field /2 and in its presence /M.
Then the magnitude of the transverse magneto-optical
effect § is calculated:

M- 1Z

1

6= “)

In order to determine the amplitudes of the reflected
signal (1), it is necessary to calculate the light reflection
coefficients from the investigated structure in the absence

of the magnetic field (2, pp) and when it is switched on

M Teo s pp) This calculation was based on the well-known
paper by V.M. Maevskiy “Theory of magneto-optical
effects in multilayer systems with arbitrary magnetization

orientation” [12], where the magneto-optical parameter
Q=isxy8;; linear in magnetization is considered as
a small value (|Q| << 1). Here ¢ , €y
elements of the dielectric tensor €, which for isotropic
materials in our case can be represented as:

etc. are the

e —ieQ 0 1 -iQg O
e=lieQ € Ofl=¢liQ 1 0}
0 0 e 0 0 1

Taking into account that the magnetic permeability
for the optical range p = 1, we can assume 1 =~ €. Here n is
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the refractive index of the substance. All the mentioned
quantities are complex in the general case. Then, for the
reflection coefficients of s- and p-polarized wave at the
boundary of media, j and & can be written as follows:

rsk:gj_gk rpk:gjak_gkgj-. (5)
/ 8,8 / 8,8k + 88

Here

gjz,/sj—sinz , (6)

¢ is the angle of incidence of light on the structure under
study. Light falls from air, €, = 1.

The following recurrence formulas can be used for the
reflection coefficients of multilayer structures [12, 14]:

PO | 2,50 S0) | f2,50)

sip) _ Tk Tk sip) _ 'k Tkim
Tk = e se ikin = sy s ()
LT T LT T

etc., where j, k, [, m are the numbers of layers (media),
and the values F) determine the phase run-up and
amplitude attenuation at the thickness of the kth layer:
dy
Fo=e ", (3)

Here d, is the thickness of the layer, A is the wavelength
of light in vacuum, g, is determined by the Eq. (6).

While these expressions are valid for coherent
radiation, in the case of white-light measurements, the
thickness of some layers (e.g., the substrate) may exceed
it due to the small size of the coherence length. Since
coherent and incoherent calculations are not generally
mixed within the same model, the substrate could be
excluded by treating it as a semi-infinite space. However,
when conducting an experiment with illumination
of the ferromagnetic film from the substrate side, it
becomes impossible to take into account the influence
of the thickness and absorption spectrum of the weakly
absorbing substrate. Therefore, taking into account the
inertia of the photodetector and the fact that the absorption
practically does not change between two interference
maxima for weakly absorbing materials, we averaged the
coefficients (7) for a layer thickness much larger than the
coherence length to “fix” the phase of the reflected light
and ignore the influence of absorption. Thus, Eq. (7) for
one layer can be written in the following form:

2 Vksz(p)
1+ Fp r?,ﬁp’
P = —— )

Jk 2.8(p) s(p)
1+Fk ik T

Since any complex quantity can be represented as
Ye® where Y and o are real numbers, the numerator and
denominator of formula (9) contain expressions of the
following form:

where Y|, ¥,, and Z > 0 are the modules of the complex
numbers, and o, a,, and P are their arguments.

Let us assume that y = a, — o, then the resulting
amplitude is

7= \/le +Y} +2Y,Y, cosy,
and for the argument 3 we can write:

siny

B=a, + (10)

(Yl +Y200syJ
arccos| ——=— |.

|siny |

The second summand in (10) is periodic and
antisymmetric; when averaging over the phase
difference, it can be easily shown that y it converges to
zero. Then:

7 2 2 R=
Z=\¥2+7},B=q,

In our case o, = 0, since 1=1- e¢’%. And then for the
case when the thickness of the kth layer is much larger than
the coherence length, Eq. (9) can be written as follows:

2.5(p) /.5() 2
1+|Fkrkl /rjk |

I+ szrjslgp),,ksl(p) 2

(p) _ .s(p)
r;k? _r;kp

(11)

Correspondingly,

1| FRrgl) [P 2

L B2 P

s(p) _ ,.s(p)
Pitdm = Tjk

, etc.

In order to demonstrate the advantages of such
averaging over the use of expressions for coherent light
for the substrate while the coherence condition is not
fulfilled, Fig. 3 shows the results of calculations using the
method considered for an absorbing substrate at a change
of its thickness, performed using Eqgs. (7) and (11).

Let wus consider the structure shown in
Fig. 1 surrounded by air. Then the reflection coefficients

in the absence of magnetic field 1’52 and rr?p can be
calculated by Egs. (5)—(8), (11) as follows:

0 _ .8 0 _.,.p
Tss =Ta123a> Top = Tal23a" (12)
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Fig. 3. Dependence of the effect value on the silicon
substrate thickness for uncoated ferromagnetic film.
The reflection coefficient from the substrate was
calculated: (7) by Eq. (7), (2) by Eq. (11)

Here, index ‘a’ corresponds to air and the rest
corresponds to the layer numbers in Fig. 1.
When taking into account the magneto-optical

effect, reflection coefficients M and rg\g can be
expressed as follows:
=0 M_.,0
rSs =Tis> Top —rppW(1+pp). (13)

We define the multipliers /¥ and Py following [12],
taking into account the geometry (Fig. 1) and the
incidence of light on the structure from air. Then:

=i(l- F#)x
p _ ,inv p _ P
"23a "M1a 233 " MIa

2..inv.,.p
1= F5n1am3a

QOsing (14)
2 b
1_F2 r2plar2p3a 2g2

X

where
p..p 2
inv _ r21r1a +Fi 15
FZIa - p F2 ° ( )
Na TL177

For thin films, we can assume W =~ 1. Considering
arbitrary thicknesses, following [12]:

1- F22a sin? 9
P
=, (16)
1+ F5 ag sin 3
where
o1, Q0
A

S:

b

p _ s inv
(3, =)A=,
P in ’

(3 = F3rys A= F3r5),153,)

p _ s p _ s
(1332 =132 )31 =731)
p

2 2.p ’
(A= F5151,793) U= F5151, 753, )

a0:

Considering Egs. (1)—(4), we can write down:

o oSl Py 4, 1)
YT S A P 4 )
Y Sl A Pl 4, P)
X Solr0 A RS 4, P)

(17

SIMULATION RESULTS

Since we were primarily interested in the presence or
absence of the influence of interference effects, standard
materials possessing magneto-optical properties were
chosen: cobalt and a protective film of polyvinyl
acetate (PVA). Two-layer (magneto-optical film on
a substrate) and three-layer (a protective layer was
applied to the film) structures were studied. Assuming
the coherence length of radiation to be 500 nm, we
took for calculations either thicknesses smaller (for the
film and the protective layer) or much larger (for the
substrate, the thickness of which was assumed to be
500 pum), which is close to the thicknesses of silicon
wafers used in microelectronic production. White light
was considered to be “natural” (circularly polarized),
with the induction direction of the external magnetic
field lying in the plane of the film perpendicular to the
plane of light incidence (Fig. 1). As a photodetector,
a silicon photodiode whose sensitivity curve was
“averaged” according to the data [15, 16] was
considered.

According to the performed numerical simulations,
the assumption that interference effects in different
parts of the spectrum when using white light sources
do not neutralize each other was confirmed; here,
the magnitude of the measured effect can strongly
depend on the film thickness of the magneto-optical
material up to the change of the effect sign (see, for
example, curve / in Fig. 4). The measured value is
also markedly affected by the shape of the emission
spectrum of the source, which is also clearly visible
in Fig. 4. The plateau of the measured value of the
effect at relatively large thicknesses of the magneto-
optical film is apparently caused by the absorption
of light in the thickness of the magneto-optical film,
while the back reflection of light from the substrate
is negligible. This is confirmed by the fact that the
substrate material does not play a role at such film
thicknesses (Fig. 5).
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Fig. 4. Dependence of the effect size
on the thickness of uncoated ferromagnetic
film (light incidence angle 75°, silicon photodiode)
for different white light sources:
(7) ‘A’ type source (absolutely black body (ABB)
with T= 2856 K),
(2) ‘B’ type source (ABB with T =4874 K),
(3) ‘sunlight’ (ABB with T= 6000 K),
(4) white LED with color temperature T_ = 3000 K,
(6) white LED with color temperature T = 6500 K
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Fig. 5. Dependence of the effect value
on the thickness of uncoated ferromagnetic film on SiO,, (7)
and Si (2) quartz substrates (light incidence angle 75°,
‘A’ type source, silicon photodiode)

If a protective film is applied on top of the structure,
it will further complicate the observed picture. To
verify this assumption, we performed calculations in
which PVA was considered as a protective material.
Since in this case the effect of changing the thickness
of the magneto-optical film turned out to be much
stronger than the effect of changing the thickness of the
transparent film, Fig. 6 demonstrates the dependencies
of the effect magnitude on the thickness of the protective
film normalized to the effect magnitude in the absence
of such a coating. An SiO, substrate was used, having
a light incidence angle of 75°, an ‘A’ type source, and
a silicon photodiode.
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<
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_05 T T T T T
0 20 40 60 80 100
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Fig. 6. Dependencies of the effect size
on the thickness of the PVA protective layer
on ferromagnetic films of different thickness,
normalized to the effect size
in the absence of such a layer:
(7) 10 nm, (2) 20 nm, (3) 30 nm, (4) 60 nm

The curves in Fig. 7, which are in agreement with the
theory of metallooptics (e.g., [17]), show that in order to
obtain the maximum value of the measured effect, it is better
to work in the geometry when light falls on the structure at
an angle of around 70°-75°. The lack of dependence of the
effect value on the thickness of the magneto-optical material
at angles of incidence close to 90° (slip angle) is due to
the fact that in this case light practically does not penetrate
into the film and only the surface effect is registered. At
the same time, we can see a clear influence of interference
effects, which decreases with increasing thickness of the
ferromagnetic film. This decrease is due to the absorption
of light in the thickness of the ferromagnetic material and
consequent decrease in the influence of light reflected from
the interface with the substrate. An SiO, substrate was used
having an ‘A’ type source and a silicon photodiode.

1.5

—0.54

-1.04

0 20 40 60 80
@

Fig. 7. Dependencies of the TMOKE value on the angle
of incidence of light on ferromagnetic films
of different thicknesses without a “protective layer”:
(7) 15 nm, (2) 30 nm, (3) 45 nm, (4) 60 nm
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CONCLUSIONS

The performed calculations demonstrate the
necessity of taking into account the influence of the
spectral sensitivity of the photodetector when interpreting
the obtained results on TMOKE measurement using
white light sources. Here, it is also important to consider
interference at small thicknesses of ferromagnetic and/or
“protective” film. The developed technique allows us
to take into account the influence of interference effects
when measuring TMOKE in white light—or, using other

sources, across a wide spectral range—and to interpret
the experimental results more precisely.
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Abstract

Objectives. The purpose of the article is to carry out a theoretical and experimental study of the angular reflection
spectrum of linearly polarized electromagnetic waves from a multilayer periodic mirror on a transparent substrate
to exact analytical expressions for reflection and transmission coefficients generalizing the cases of incidence
of plane transverse electric (TE) and transverse magnetic (TM) modes on limited periodically structured media
with a stepped refractive index profile.

Methods. The theoretical analysis of the reflection problem is based on the search for exact analytical
solutions in the form of Floquet-Bloch waves presented in the form of inhomogeneous waves in the domain
of periodically structured media. On the basis of the possible existence of a single Floquet-Bloch wave
in a limited one-dimensional photonic crystal, it is proposed to search for exact solutions of the wave equation
in the form of a linear combination of inhomogeneous waves propagating in different directions. By using the
canonical forms of the considered periodic structures, it is possible to carry out the simple transition from the
case of TE polarization to TM type in dispersion relations and expressions for the angular reflection spectrum.
Results. Cases of reflection of linearly polarized radiation are considered for the following cases: a flat
boundary of two dielectrics, a thin plane-parallel plate, and a multilayer dielectric mirror. Exact analytical
expressions for the reflection and transmission coefficients generalizing the cases of incidence of TE and
TM polarizations waves on a limited one-dimensional photonic crystal are obtained. The transmission
coefficients of a plane TE wave from a multilayer dielectric mirror sputtered on thin glass were experimentally
measured.

Conclusions. A quantitative and qualitative agreement of experimental measurements of the transmission coefficient
of a plane wave incident from a half-space on a confined photonic crystal with theoretical calculations is obtained.
The obtained expressions for the transmission coefficient of a confined one-dimensional photonic crystal, which are
shown to be determined by the interference of Floquet—Bloch waves presented in the form of inhomogeneous waves,
can be reduced to a form analogous to the expression for the value of the transmission coefficient of a traditional
Fabry—Pérot interferometer. In the case of TM polarization, when the Brewster condition is fulfilled at the interlayer
boundaries, the Floquet-Bloch wave has the form of homogeneous plane waves in the layers of a photonic crystal.

Keywords: electromagnetic waves, periodic medium, multilayer mirror, one-dimensional photonic crystal,
Floquet-Bloch waves
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HAYYHAA CTATbA

OTpakeHue JUHEHHO MOJSIPU30BAHHBIX
JIEKTPOMATHUTHBIX BOJIH OT MHOTOCJIOMHOI0
NMEePUOTUYECKOTO 3epKaJia

A.X. Hypnurapees 1- @,
MU.A. Hepocnacos 12,
K.}0. XapuTtoHosa !

T MUP3A — Poccuiickuii TexHonornseckmii yumsepceuteT, Mocksa, 119454 Poccus
2 IHCTUTYT pannoTeXHUKIM 1 S1eKTPOHMKM uM. B.A. KotenbHukosa PAH, Mocksa, 125009 Poccus
@ AsTOp AN nepenucku, e-mail: nurligareev@mirea.ru

Pe3iome

Llenu. Llenb paboTbl — TEOPETUYECKOE U 3KCNEPUMEHTANILHOE UCCIIEA0BaHME Yr/IOBOrO CrekTpa OTPaXeHus nuv-
HEMHO NOJIAPU30BAHHbLIX 3JIEKTPOMArHUTHBLIX BOJIH OT MHOIOCJ/IONHOIO NepuoaMyeckoro 3epkana Ha npo3pavyHon
NnoaJiIoXKe, BbIBOJ, TOYHbIX aHANIMTUYECKMX BbIPAXEHWUI )15 KO3(DPULMEHTOB OTPAXEHMS 1 MPOXOXAEHUS, 0606LLa-
lowyx cnydyan nageHns ninockmx TE-(transverse electric) n TM-mog, (transverse magnetic) Ha orpaHyYeHHble Nepu-
ounyeckue CTPYKTYpbl CO CTyrneH4YaTbiM Npoduiem nokasarend npesoMieHus.

MeTopbl. TeopeTnyeckmin aHanma 3a4a4m OTPAKEHVST OCHOBAH Ha MOUCKE TOYHbIX aHAJIMTUYECKMX PELLEHNI B BUOE
BoJsiH @noke — Bnoxa, npeacTasneHHbIX B GOpMe HEOAHOPOAHbIX BOJIH, B 06/1aCTV NEPUOANYECKM CTPYKTYPUPOBAH-
HbIX cpen. Ha ocHoBe Toro ¢akra, 410 B OrpaHM4eHHOM OJHOMEPHOM (POTOHHOM KpUCTasljie BO3MOXHO CYLLEeCTBO-
BaHWe OAMHO4YHON BonHbl Pnoke — Bnoxa, npepnaraeTcs nckaTtb TOYHbIE PELUEHMSI BOJIHOBOIO YPaBHEHWS B BUOE
JINHENHOM KoMOuHauuuy BosiH Pnoke — Bnoxa, 6eryuiyx B pa3Hble CTOPOHbI. KaHoHMYeckne popMbl paccmaTpuBae-
MbIX NEPUNOANYECKNX CTPYKTYP MO3BOJIAIOT LOCTATOYHO NPOCTO OCYLLECTBNATL Nepexon o1 cny4das TE-nonapusaunmn
K TM-Tuny B AUCNEPCUOHHbBIX COOTHOLLEHUSAX U BbIPaXEHUSX 4S5 YITIOBOIrO CNeKkTpa OTPaXeHus.

Pe3ynbTaTbl. PAaCCMOTPEHLI Cliydan OTpaXxeHus IMHENHO NOJSISPU30BAHHOIO N3JTy4EHNS A1 CNeayoLLmMX Clly4aes:
MAOCKOW rpaHnLbl ABYX ANINEKTPUKOB, TOHKOW MocKonapanieibHOW niacTuHbl 1 MHOIOC/IOMHOIO AN3NeKTpuye-
CKOro 3epkana. lonyyeHsl TO4YHbIE aHANIMTUYECKNE BbIPAXEHUSA A1 KOIPODULNEHTOB OTPAXEHUSA U NMPOXOXOEHUS,
o6o6watoLme cnyyam nageHust BosiH TE- u TM-nonsipysaunii Ha orpaHMyeHHbI OAHOMEPHBI POTOHHBIM KpUcTan.
OKCNePUMEHTasNbHO N3MepeH KO3 ULIMEHT NPOMNYyCKaHUA MAOCKOM TE-BOMHBLI A1 MHOTOCIOMHOIO AN3NeKTpuye-
CKOro 3epkasia, HarblJIEHHOr0 Ha TOHKYIO CTEKJISIHHYIO M1acTUHY.

BbiBoabl. [10N1y4EHO KOIMYECTBEHHOE N KAYECTBEHHOE COrlacoBaHMe 3KCNEPUMEHTAsIbHbIX U3MEPEHNn Koabhu-
LMeHTa NpornyckaHus niaoCKOW BOJIHbI, NajatoLen N3 nosynpoCTPaHCTBa Ha OrPaHNYEHHbIN GOTOHHbLIN KpUCTassl
C TeOpeTU4eCKUMU BblHMCNeHsaMU. Toka3aHO, YTO MOJIyYEHHbIE BbIPAXKEHUA ON9 KOIDDULMEHTA NPOMNyCKaHUs
OrpaHN4YeHHOro OJHOMEPHOro GOTOHHOrO KpucTasna onpenensioTcs nHrepdepeHumen sBonH dnoke — bnoxa,
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npencTaBfieHHbIX B GOpPME HEOQHOPOOHbLIX BOJIH, M MOTMYT ObITb NPUBEAEHbI K BUAY, @HANOrMYHOMY A1 BENIMHYUHBI
Ko dULMEHTA NPOXOXAEHNS TPAANLUMNOHHOIO nHTepdepomeTpa Pabpu — Mepo. B cnyyae TM-nonspusaumm npu
BbINOJIHEHUW YCOBMS BpiocTepa Ha MEXCNOWMHbIX rpaHuLax BosiHa Pnoke — bnoxa nmeeT BUA OAHOPOAHbIX MJ10-

CKWX BOJIH B CNosiX GOTOHHOr 0 Kpuctanna.
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HbIX MaTepunanax nin metogax.

ABTOpPbI 3aABNSIOT 06 OTCYTCTBUU KOHDNMKTA MHTEPECOB.

INTRODUCTION

The study of the peculiarities of light propagation in
layered media whose properties are constant on planes
perpendicular to a fixed direction is a well-known
problem in optics. As a historical example, we can cite
the classical works of Stokes [1] and Rayleigh [2], in
which the phenomena arising from the passage of light
through crystalline periodic structures were considered.
The wave equation in layered periodic media is
known to be reducible to Hill’s differential equation;
in such media, there may exist transmission and non-
transmission windows for the passing radiation [2].
In the one-dimensional case, the solution of the wave
equation in layered periodic media is written in the
Floquet form [3], while in the three-dimensional
case it is written in the Bloch wave form [4]. A fairly
detailed background is given in the review [5]. The
relatively recent and still growing interest in the study
of wave propagation through one-dimensional periodic
structures in optics is due to the possibility for such
structures, with relative simplicity of fabrication, to
provide a complete reflection in a given frequency
range of frequencies and angles of incidence for
different polarization states [6, 7]. In this connection,
one-dimensional periodic structures can be considered
as one-dimensional photonic crystals (1D-PC); as such,
light propagation in them can be described using the
Floquet—Bloch approach [8—13]. However, since the
elements of the Floquet—Bloch wave (FBW) theory are
not currently developed in sufficient detail, numerical
methods are usually used to describe the propagation
of electromagnetic waves through such structures.
Numerical calculations performed using complex
transfer matrices do not provide a clear picture of the
explicit quantitative dependence of the studied physical
processes on the geometrical and material parameters

of the periodic structure [14—16]. In [8, 9], for the
case of transverse electric (TE) polarized radiation!,
the FBW in the 1D-PC is represented in the form of
an inhomogeneous wave. In particular, the functions
describing the amplitude and phase profiles of the
wave and the reflection coefficient of a plane wave at
the boundary of the 1D-PC were obtained.

At present, various questions on the application
of 1D-PC are being actively investigated in the
literature. In particular, the transmission spectra of
1D-PChaving acomplex sequence of superconductor-
semiconductor layers are investigated in [17];
the application of photonic crystal as a biosensor
based on graphene is considered in [18]. Studies of
1D-PC seem to be particularly relevant due to the
possibility of experimental realization of bound or
localized states in a continuous spectrum [19]. Thus,
the use of birefringent media in combination with
1D-PC was recently proposed, where the existence
of such modes is supported at the Brewster angle of
incidence.

Therefore, the main objectives of the present work
are to extend the developed representation of the FBW
in the form of an inhomogeneous wave to the case of
transverse magnetic (TM) polarized radiation?, as
well as to experimentally demonstrate the effect of the
FBW interference on the magnitude of reflection and
transmission coefficients for the case of incidence of
a plane linearly polarized wave from a homogeneous
medium on a bounded 1D-PC.

! Transverse electric, linearly (plane) polarized wave with
the electric field intensity vector £ oriented perpendicular to the
plane of incidence.

2 Transverse magnetic, linearly (plane) polarized wave with
the magnetic field intensity vector H oriented perpendicular to
the plane of incidence.
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1. REFLECTION OF A PLANE WAVE
AT THE BOUNDARY OF TWO DIELECTRICS
AND FROM A THIN PLATE

In the present work, we consider the conditions for
the passage of a plane electromagnetic wave through
the interface of two media for three characteristic
cases (Fig.1): reflection at the boundary of two
homogeneous dielectrics, reflection from a thin dielectric
plate, and reflection from a multilayer dielectric
mirror (bounded by an 1D-PC).

Let us write the field distribution E(x, z, 7) (H(x, z, t))
of the waves propagating in the x-z-plane (plane of
incidence) as a scalar function W(x, z, 7):

E(X,Z,t) _ _ i(ot—Pz)
o Z’t)} = W(x,z,0) = PP, (1)

When the plane wave If’a
P =P, exp[i((l)p + ot —x,x—Bz)]

is incident on the interface of dielectrics with refractive
indices n,,n, (n,>=¢,, m?=g,) and dielectric
permittivities €,, €, the parameter f is the longitudinal
component of the wave vectors (B=kyn,sing)
determined by the angle of incidence ¢ counted from the
normal to the interface (x = 0) of the media. The

amplitude O of the reflected wave Qa

0,=0, exp[i(d)q + ot +x,x—pz)]
is determined by the Fresnel reflection coefficient 7, and

the amplitude £, of the incident wave (Q,=r P ), while
the amplitude G, of the refracted wave

éb =G, exp[i((l)g + ot =K, x —B2)]

is determined by the amplitude transmission coefficient
t, (G, = t,P,). Here d)p, ¢q, ¢g are the initial phases,
K,, K, are the transverse components of wave vectors
kgng -B2, Ky = kgng -B%), ¢ is time,
ky = w/c is the wave vector of radiation in vacuum, and
o is the frequency of radiation.
Considering the component of the field-vector
E (1?1 ) perpendicular to the plane of incidence in case
of TE- or TM-polarized waves, it is convenient to
introduce parameters ¥,, X, Wwhich are associated
with g =%, /(€)%
Xp =K /(g,)", where 1 is the efficient polarization
parameter equal to zero (unity) in this case. The Fresnel
formulas for the amplitudes of reflected and refracted

light can be presented in the same form for the cases of
TE- and TM-polarized wave:

transverse wave vectors:

ra :Qa /I)a :(Xa _Xb)/(Xa +Xb)5
ta :Gb/Pa :2Xa /(Xa +Xb)a

ta—razl.

2

If the parameters X,, X, are real, the amplitude
coefficient 7, is always positive, and the phase of the
refracted wave at the interface coincides with the phase
of the incident wave. At %, >, and 7, >0, the phase
of the reflected wave also coincides with the phase of the
incident wave, while at ¥, <%, and 7, <0, a phase
shift equal to m occurs for the reflected wave. It is
convenient to equate the initial phases of the numerical
values d)p,d)q’ ¢g, which coincide to the nearest 2n
multiplied by an arbitrary integer, to zero. In this case,
the coefficients r, ¢, are real. However, in the general
case, when the initial phases are ¢ > (I)q, (I)g we will use

B,y =, explidg ) b, =0, —0,)
to denote the complex reflection coefficient. The energy
coefficients of reflection R, and transmission 7, are
represented as follows:

the parameter

X G
X X é n b A
n b b K,
B ° Y A
~ A B o Ks A A —Ks
Mim G, K s c|b \d
*b Nim P A B ~Keiim yy B
B B ; n Kilm . Keiim
A 7 A B A B 2 film B
1 _ ; A B ‘ B z
K ' K, ' '
n, a ] : a n, K, ¢ : . K, ! )
A A A R a 7 ! R a
Pa 3 Qa Pa 3 Qa na Pa : Oa
(a) (b) (c)

Fig. 1. Directions of the wave vector components «,, K, Kgms B at the reflection:
(a) at the interface of two dielectrics, (b) from a thin dielectric plate, (c) from the 1D-PC
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2
R, =02/ P2 =|r|" =ty — 102/ O + 1)
2
I, :|ta| Oy %) =Hap ! Uy +Xb)2'

The energy coefficients R, and T, are equal to the
ratio of the average energy flux of the reflected and
transmitted waves to the average energy flux of the
incident wave, respectively. Here, only transverse (i.e.,
parallel to the x-axis) components of the energy fluxes
in the medium layers are considered. The condition of
continuity of the transverse energy flux is satisfied:

Xa (1—':12 - Qg) = Xbiz- “4)

In the case of a plane wave 13a incident from a medium
with refractive index n,, (x < 0) onto a dielectric plate of

thickness /4 and refractive index ng; , ( nfz-ﬂm =€flm> Efilm
is the dielectric permittivity of the plate material) (Fig. 1b),
a reflected wave Q,, appears in the area x < 0, while in
the area x > / the wave Gy, is refracted into the medium
having a refractive index n,. The field inside the plate can

be represented by a forward and an inverse waves A, B
A= Aexpli(¢p, + ot — K5, x—B2)],

B= Bexpli(dy, + ot + 1, X —B2)],

where Kgp, = k(%”tgllm —B2. These waves are called
partial waves.

For complex amplitudes A, B, Gb’ the equations
B=iA, G,=A+B, where 7, =1,exp(ip,,) is the
Fresnel reflection coefficient at the x = 4, are valid:

fb = Ugitm — %p) 7 Olgitm + Xp )

Xfitm = Kfilm / Egim )" Xp = Kp / (85)"

)

Initial phases ¢, ¢ ¢g coincide with an accuracy
up to the value of 2m multiplied by an arbitrary integer;
here it is convenient to select their numerical values equal
to ¢ g = 0. In this case, the phases of waves A, B at the
boundary x = 0 will be equal, respectively, to £¢, (where
¢, =Kgm” is the phase delay arising for a partial wave
during the passage of a layer of thickness #).

Now we will write down formulas for the reflection
coefficient 7, at the boundary x = 0 both reflectance (R )
and transmittance (7)) of the plate:

1/2

2 2
[1_7%] J{ Xb _XﬁlmJ g2,
_Qa _ La Xfilm Xa
'a=p 7 2 2 ’ 6
“ (beJ J{ Xb +Xﬁlm] 220, (6)
Xa Xfilm Xa
Q2
R, ==%=y2, T ,=1-R,.
a 2 a’ a a
5

Formulas (6) are in agreement with the well-known
Airy formulas obtained when considering multipath
wave interference in a transparent plate [20]. Thus,
according to (6), at values 2¢;, =2mm and n(2m + 1)

for R , extreme values equal to (X, — X )2/ (X, + xb)z

and (%,% —x?l Y 1 (gt +x§1 )2, respectively, are

reached. In particular, in the interference reflection
minima that arise, for example, when the simultaneous
fulfillment of conditions (1) 2¢, =2mm and x, =X,

or (2) 20, =m2m+1) and %, #Xps X = Xak
must be reached, the values of R are equal to zero. In
the general case of variation of the angle of incidence

¢ of the incident wave Isa, alternating maxima and
minima of the intensity of the reflected @, and

refracted éb waves should be observed.

2. PLANE WAVE REFLECTION
FROM A MULTILAYER DIELECTRIC
MIRROR

Letus consider amultilayer dielectric mirror (Fig. 1¢)
consisting of alternating /- and s-layers having refractive
indices n,and n  and thicknesses & and s, respectively,
which have been placed between homogeneous dielectric
media having refractive indices n,, (x <0) un, (x> H). It
is convenient to represent this structure as an 1D-PC
framed by two homogeneous dielectric media, which are
formed by multiple repetition of a cell composed of two
layers (f~ and s-layers) of the size A (A=h+s).
Figure 1c shows one such cell framed by two
homogeneous media. When a plane wave IA’a is incident
on the lower boundary (x = 0) of the 1D-PC, reflected

Qa and refracted éb’ respectively, plane waves are
generated in the regions x <0 and x > H to excite forward
and backward FBW in the region H > x > 0. We will give
a description of TE-polarized FBW for the case of
unbounded 1D-PC in [8, 9]. In this article, we present
these waves for the cases of TE- and TM-polarized
radiation in a single inhomogeneous wave form
Y, (x,z,0):

Y, (x,z,t) =¥, (x)expil(of + D(x,2)]}. (7)

Here, the functions W (x) and ®(x,z) define the
distribution of the amplitude and phase of the wave,
respectively. Surfaces of constant amplitude are planes
perpendicular to the x-axis. Function ¥ (x) is periodic with
aperiod equal to A, so that by introducing local coordinates
Ep=x—h/2—=Am and & =x—5/2—h—Am (where
m is the number of the 1D-PC cell), which are counted
from the centers of the corresponding layers, we can write
for it:
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v =(4%2+B%2 +24B 2 2
7E)=(42+B2+24B cos(2x &)

¥, (= 12

W, () =(C?+D?+2CD-cos(2x &)
—s/2<E <s/2.

The phase function ®(x,z) depends on two
coordinates; in general, the FBW is non-planar:

O(x,2) = ¢y ~KA(m+¢)=Pz—¢,(x), (9

where ¢ has the meaning of the initial phase of the
wave, the phase parameter ¢=0 in flayers at
Am<x<Am+h and ¢=1/2 in s-layers at
Am+h<x<A(m+1), while ¢,(x) is the nonlinear
component of the phase function ®(x, z), which sets the
shape of the profile of the FBW wave surfaces. The
constant K (Bloch wave number) can be found from the
dispersion equation [8]:

cos KA = cos(th) cos(K§) —

1 (10)

X
_ = X_S+_f sin(th)sin(KSs), B<k0ns.
VT ?

Distribution (8) of the FBW field in the 1D-PC
layers is given by the amplitude coefficients 4, B, C, D
of the partial waves, which are also real at real K ,, K,
and K, and depend on the parameters of the medium cell
and the Bloch wave number [8, 9]:

A= dysin((x h—x s+ KA)/ 2)x
xsin((Kle- K5+ KA)/z),
B=Aosin((th—Kss+KA)/2)><
xsin (i h =1 s — KA) /2) x
x (s = %) Qs + 2 1) (11)

C = dysin((< o+ s+ KA)/ 2)x
xsin(k ), +% )/ 2
D=Aosin((th—Kss+KA)/2)><
xsin(k h)(t, — %)/ 2%s.

Formulas (11), which are a generalization of
formulas (12) of [8], are used to describe the features of
TM-polarized waves, which have not been considered
earlier. For example, according to (11) for the case of
TM-polarized radiation, if the condition ¥, =% r is
fulfilled, the B and D amplitudes of the partial waves are
equal to zero, while the coefficients 4 and C are equal to
each other. FBW in f- and s-layers of the photonic crystal
has the form of homogeneous plane waves for which the
angles of incidence 0 O on the interlayer boundaries
are in agreement with the Brewster condition
tgocf:ns/nf,tg(xsznf/ns. The
equation (10) reduces to the following equations:
cosKA = (th T KS).

Parameter 4, in (11) plays the role of the FBW
amplitude. In a confined 1D-PC for forward and
backward waves, this parameter may differ. It makes
sense to introduce into consideration the amplitude
reflection coefficient 7, at the boundary x = H as the ratio
of the amplitudes 4, and Aup (in this case we consider
these parameters to be valid) of the backward and
forward FBW, respectively. Considering the continuity
conditions of the tangential components of the wave
fields at the interlayer boundaries inside the 1D-PC and
at the boundaries of the 1D-PC with the adjacent media,
we can obtain for the coefficient 7, :

dispersion

R R R
A-B 44B (12)
F, :X—b( —— 4 cos? (I)hj.
1 \A+B A2 - B
The modulus of the amplitude reflection

coefficient r,, and the energy coefficients of reflection
R, and transmittance T of the plane wave F,, which
are obtained for the 1D-PC taking into account the
interference of the forward and backward FBW, are

found from the following formulas:

N

+

7

1/2
24 ru2 +2r,1, cos(2(|)p._q. + 2¢p.-d.) 13)
1+72r2 + 21,1, c0s(20,,  +20, 4) ’

a
R =r 2T

au ~ au ° Tau

:l_Rau’

where 7, is the modulus of the amplitude reflection
coefficient from the semi-infinite 1D-PC:

1/2
(Xa_Xf)2A2 +(Xa+Xf)232 +2AB(xg—X%)cos1<fh i
. =

¢ (X’a+X’f)2A2+(Xa_Xf)sz—'_zAB(XZ_Xi”)COSth
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20y, .20, 4 are the wave phase matching parameters
at the boundaries x =0 and x = A:

2pq.=
(F —x2)(A* ~ B?)sin2¢,
(1% =12 (A% + B2) = 24B(y% + 12 ) cos 24,

(15)

=arctg

+ T

20, . = 2K AN + 2arctg(tgd, (4~ B)/ (4+B)). (16)

Here, parameter ¢p.-d. with an accuracy to the value
2n multiplied by an integer is equal to the phase delay
arising for the FBW at the double passage of the confined
1D-PC; parameter N sets the number of cells of the
confined 1D-PC; parameter d)p._q. is equal to the average
value of the phases of the incident and reflected waves at
the boundary x = 0; numerical values of the parameter
m, o variation of the cell parameters of the 1D-PC and
FBW can take values O=xl. Analysis of the
formulas (13—16) shows that, at variation of the angle of
incidence ¢ of a plane wave on the 1D-PC, interference
maxima and minima of intensities for the reflected and
refracted waves should occur.

3. EXPERIMENTAL DESIGN
AND RESULTS

In the experiments, the multilayer interference
dielectric mirror used as the structure under study
was produced on a high-vacuum unit for ion-beam
deposition of dielectric layers Aspira-150 (Izovac,
Belarus)*. This structure (sample) was a glass
substrate (standard slide glass was used as a substrate
material; substrate thickness is 0.7 mm; refractive
index is 1.52) with 10 pairs of alternating layers of
Nb,Os (niobium oxide (V); thickness is 0.11 pm;
refractive index is 2.27) and SiO, (quartz glass;
thickness is 0.18 um; refractive index is 1.48)
deposited on its surface. Material parameters of the
structure layers and substrate were provided by the
manufacturer. In the experiments, the dependence
of the transmission coefficient 7, of the sample on
the angle of incidence ¢ of the laser light beam was
studied. Figure 2 shows the scheme of the experiment.
The intensity of helium-neon laser radiation (/), which
passed through the polarizer (2) and the sample (4)
mounted on the goniometer stage (3), was measured by
the photodetector (9).

4

~

® L~/ I

v i

Fig. 2. Experimental design

1

N EE

According to preliminary estimates made by the
formulas (6), the angular distance between neighboring
maxima of the transmitted light intensity should be
the largest at incidence angles close to zero (normal
incidence mode) and incidence angles close to
90° (sliding incidence mode). The angular width of
interference resonances in these modes is the largest,
which should also significantly simplify the confident
registration of the maxima and minima of the intensity
of transmitted radiation at variation of the angle of
incidence o.

For the case of TE-polarized radiation at variation
of the angle of incidence ¢ within the range from 0°
to 8°, Fig. 3 shows the measured intensity of /.
radiation (in arbitrary units, a.u.) that passed through
the sample together with the transmittance coefficient
of the 7, glass plate calculated by the formulas (6).
In full accordance with the preliminary calculations,
the angular distance between the resonances and
their angular width decrease as the angle of incidence
increases from 0° to 8°.

1.00
600r
. 0.95
3
< 550¢ o
» ~
£ 0.90
500+
0.85
0 8

Fig. 3. Measured /., intensity (red line with dots)
and calculated transmittance function T, of a plate
with n, = 1.52 and d = 0.7 mm (solid blue line)
as a function of the angle of incidence .
Emission wavelength is 0.6328 um

Figure 4 depicts the measured intensity of 7,
radiation (in a.u.), which passed through the
sample, and the transmittance T, of the glass plate
calculated by the formulas (6) as a function of the
slip angle 6 (0=mn/2-¢) for the case of

TE-polarized radiation.

3 Index p.-d. is a phase delay; in p.-q. index the letter p indicates the P, wave, and the letter q indicates the O wave.

4 http://izovac.by/ (in Russ.). Accessed September 27, 2024.
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Fig. 4. Measured I, .. intensity (red line with dots)
and calculated transmission function T, of a plate with
n,=1.52and d = 0.7 mm (solid blue line) as a function

of slip angle 6. Emission wavelength is 0.6328 um

In this slip-fall mode, a marked decrease in
the angular width and angular distance between
the observed resonances is clearly recorded when
increasing the slip angle 6 in the presented range
from 0° to 8°, which is also in full agreement with the
preliminary estimates.

The dependencies presented in Figs. 3 and 4 clearly
demonstrate the presence of interference resonances of
a thin dielectric plate. At the same time, for the presented
1.« dependencies, the presence of a significant increase
in transmittance in the intensity maxima and minima
both at increasing the angle of incidence ¢ (in the regime
close to normal incidence) and at increasing the slip
angle 0 (in the regime close to slip incidence) should be
noted. These features are explained by the influence of
Nb,O; and SiO, layers deposited on the glass plate, the
interference of waves in which should lead to additional
modulations of the intensity of radiation passing through
the sample.

Figure 5 shows the measured intensity of 7
TE-polarized He-Ne laser radiation (in a.u.) that passed
through the sample (red line, black dots) and the 1D-PC
transmittance function of 7/, with the following cell
parameters (13): 4 = 0.11 pm, s = 0.18 pm, ny= 2.27,
n = 1.48 (solid blue line) for the case of variation of the
angle ofincidence ¢ inthe range from 0°to 90°. The crystal
consists of 10 cells framed by two homogeneous media
with refractive indices: n, = 1, n, = 1.52. According to
the calculations, four interference transmission maxima
should be observed as a result of FBW interference in
the 1D-PC at the variation of the angle of incidence ¢ in
the range from 0° to 90°.

The transmittance of the considered sample
is determined by superposition of the interference
resonances of the glass plate on the interference
resonances of the 1D-PC. Here, the transmittance
resonances and their corresponding reflection
resonances for the glass plate are clearly registered
with the used laser only in a limited range of incidence
angles ¢ and slip angles 0 not exceeding 20° (Figs. 6a
and 6b).

il P——— 1.0
500 0.8
z 400 06 .
2 300 ~°
= 200 , (0
100 g 02

00 10 20 30 40 50 60 70 80
o
Fig. 5. 1D-PC transmittance function T, , (solid blue line)
and measured /, .. intensity as a function
of the angle of incidence ¢ (red color, black dots).
The wavelength is 0.6328 um

(b) (c)

Fig. 6. Images of the reflected laser beam at the values
of the angle of incidence :
(a) 12%; (b) 75°%; (c) 50°

(a)

Within the range of incidence angles ¢ from 30°
to 70°, the angular width of the glass plate resonances
is significantly smaller than the angular divergence of
the laser beam (Fig. 6¢); moreover, these fast intensity
modulations are not resolved. At the same time, the slow
intensity modulations due to FBW interference are in
full agreement with the theory.

The obtained results of the experiments and
theoretical simulation agree quite well to demonstrate
the presence of interference of FBW in 1D-PC, as
a result of which the radiation intensity in the maxima
and minima of interference resonances of a thin glass
plate can change significantly. Thus, the representation
of FBW in the form of inhomogeneous waves can be
useful for calculating and optimizing the parameters
of optical elements and devices that use interference
effects in multilayer periodic structures.

CONCLUSIONS

In this article, the exact expressions for the reflection
and transmission coefficients for the case of a confined
ID-PC with a stepped refractive index profile are
obtained on the basis of wave representation in the form
of a linear combination of Floquet and Bloch waves.
A qualitative agreement of experimental measurements
of the transmission coefficient of a plane TE-wave
incident from a half-space on a confined photonic crystal
with the theoretical calculations has been established. The
graph (Fig. 5) clearly depicts fast intensity modulations,
which is in agreement with the well-known Airy functions
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obtained in the case of multipath wave interference in
a transparent plate at a variation of the angle of incidence
of the wave. Since the thickness of the glass substrate
is many times greater than the thickness of the photonic
crystal and the wavelength of the laser radiation, which
leads to a large phase delay, rapidly alternating maxima
and minima of intensity should be observed, which are
difficult to resolve in measurements. Slow intensity
modulations, in turn, are due to the interference of the
FBW in the photonic crystal, where the phase lag is much
smaller at a small Bloch wave vector.
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Abstract

Objectives. In recent decades, the relevance of research into the thermal response of solids to a temperature field
has increased in connection with the creation of powerful energy emitters and their use in technological operations.
There is a significant number of publications describing these processes using mathematical models of dynamic
or quasi-static thermoelasticity, mainly for most technically important materials that obey Hooke’s law. However,
at elevated temperatures and higher stress levels, the concept of an elastic body becomes insufficient: almost all
materials exhibit more or less clearly the phenomenon of viscous flow. The real body begins to exhibit elastic and
viscous properties and becomes viscoelastic. A rather complex problem arises: the development of dynamic (quasi-
static) thermoviscoelasticity within the framework of the corresponding mathematical models of classical applied
thermomechanics and mathematics. The purpose of the work is to consider the open problem of the theory
of thermal shock in terms of a generalized model of thermoviscoelasticity under the conditions of classical Fourier
phenomenology on the propagation of heat in solids. Three types of intense heating are considered: temperature,
thermal, and medium heating. Intensive cooling modes can be equally considered. The task is posed: to develop
model representations of dynamic (quasi-static) thermoviscoelasticity that allow accurate analytical solutions of the
corresponding boundary value problems on their basis. This direction is practically absent in the scientific literature.
Methods. Methods and theorems of operational calculus were used.

Results. Model representations of the thermal response of viscoelastic bodies using the proposed new compatibility
equation in displacements have been developed.

Conclusions. New integro-differential relations are proposed based on linear rheological models for the Maxwell
medium and the Kelvin medium, including both dynamic and quasi-static models for viscoelastic and elastic media,
generalizing the results of previous studies. The proposed constitutive relations of the new form are applicable
to describe the thermal response of quasi-elastic bodies of a canonical shape simultaneously in three coordinate
systems with a system-defining parameter, which makes it possible to identify the influence of the topology of the
region on the value of the corresponding temperature stresses.

Keywords: heat stroke, thermoviscoelasticity, generalized dynamic models, analytical solutions, thermal stresses
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Peslome

Uenn. B nocnegHve gecatnneTtusi B CBA3W C CO34AHNEM MOLLHbIX U3JlydaTesien SHeprum n nx UCnoib3oBaHUEM
B TEXHOJIOMMYECKMX Onepaumnax BO3pOCia akTyasibHOCTb MCC/Ie40BaHUN TEPMUYECKOM peakLLMy TBEPAbIX TEJT HA TEM-
nepatypHoe nosne. CyllecTBYeT 3HAUNTENIbHOE KONIMYECTBO NyOGnvKauuni, OnmcbIBaoLLMX 3TU NPOLECChl MaTemMaTu-
4YeCcKUMU MOAENSIMUN ANHAMUYECKOW U KBa3MCTAaTMYECKON TEPMOYMNPYroCTy, B OCHOBHOM A1 60JIbLUMHCTBA TeX-
HUYECKN BaXHbIX MaTepuasoB, NoAYNHSAIOLMXCS 3akoHy 'yka. OgHako npu NoBbILEHHBLIX TemMrepatypax u 6onee
BbICOKOM YPOBHE HanpsiKeHUI NoHsaTre 06 ynpyrom Tese CTaHOBUTCS HEAOCTATOYHbIM: MOYTM Yy BCEX MaTepuasion
obHapyxuBaeTcst 605ee UM MeHee OTYETIINBO SIBJIEHME BSI3KOrO TeuyeHusl. PeanbHoe Teno HaunMHaeT NposiBiSTb
yrpyrve v BI3Kne CBOMCTBA Y CTAHOBUTCS BA3KOYNpPYrM. Bo3HMKaeT 40CTaTOYHO CrioxHas npobnema — pa3sutme
OMNHAMNYECKOM (KBa3MCTaTUY4ECKON) TEPMOBA3KOYNPYroCTU B PaMKax COOTBETCTBYIOLUMX MaTeMaTn4yeCckmnx Moze-
Nei Knaccu4eckom NpukiagHo TEpMOMEXaHUKM U MaTeMaTUKN. Lienb paboTbl — pacCMOTPETb OTKPLITYIO NPo6emMy
Teopun TENJIOBOIO yaapa B TEpMUHax 06006LLLEHHOM MOAENN TEPMOBSA3KOYMNPYroCTU B YCIIOBMSX KllacCU4eckom de-
HoMeHonorum Aypbe 0 pacnpocTpaHeHM TEMJIOTLI B TBEPAbIX Tenax. PaccMmaTpuBaloTcs TpU BUAA MHTEHCUBHOMO
Harpesa: TemrnepaTtypHbIii, TEMIOBOW, HAarpeB cpeaoi. B paBHO Mepe MOryT 6biTb PACCMOTPEHbI PEXMMbI UHTEH-
cuBHOro oxnaxaeHus. CtaButcs 3agada: paspaborarb MOAE/bHbIE NPEACTABIEHUS AMHAMUYECKON (KBa3ucTaTu-
4eCKOoM) TePMOBA3KOYNPYroCTy, AOMNYyCKaLWMe TOYHbIE aHaNIMTUYECKNE PEeLLEeHUS COOTBETCTBYIOLLMX KPaeBbIX 3a-
[lay Ha NX OCHOBE. YKa3aHHOe HarnpasJ/ieHNe B HaYy4YHOM nuTepaType npakTuieckn OTCYTCTBYET.

MeToabl. VIcnonb3oBaHbl METOAbI M TEOPEMbI ONEPALMOHHOIO NCHUCTIEHNS.

Pe3ynbTaTbl. Pa3BuTbl MOLESIbHbIE NPEACTAB/IEHNSA TEPMUYECKON peakLmn BA3KOYNPYrnx Tef C UCMNOoJIb30BaHUEM
npeasioXeHHOro HOBOIro YpaBHEHUSA COBMECTHOCTU B NEePEMELLEHNSAX.

BbiBoapl. MpeanoxeHbl HOBblE MHTErpPo-anddepeHUmnanbHble COOTHOLEHUSI HA 6ase NIMHEHbIX Pe0IorMYecKnx
mopenen aonga cpenbl Makceenna v cpenbl KenbBrHa, BKIOYaoLmMe OLAHOBPEMEHHO AMHAMMYECKME U KBa3ucTa-
TUYeckrne MoAeNnu OJis BA3KOYMNPYrix v ynpyrux cpen, obobuiaolme pesynbTathl NpeabiayLmnx ccnenoBaHuii.
MpennoxeHHble onpeaensoLme COOTHOLEHNA HOBON POPMbI MPUMEHUMBI /191 ONUCAHUA TEPMUYECKON peakLumm
KBa3Nyrnpyrux Tes KAHOHN4YEeCKOoM GOPMbl OLHOBPEMEHHO B TPEX CUCTEMAxX KOOPAMHAT C ONpeaeNisiowmM CUCTeMy
napameTpoM, HTO NO3BOISET BbISIBUTb BINSIHME TOMOMOrMM 06/1aCTU HA BENWMYMHY COOTBETCTBYIOLLMX TEMMNEPATyp-
HbIX HANPSXKEHWNI.

KnioueBble cnoea: TensioBo yaap, TePMOBSA3KOYNPYroCTb, 06006LLEHHbIE AMHAMUYECKME MOLOESN, aHAaNIUTUYEeCKne
peLleHns, TepMUYEcKme HanpsixkeHns
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Mpo3payHocTb pUHAHCOBOIN AeATesIbHOCTU: ABTOP HE MMEET PMHAHCOBOW 3aMHTEPECOBAHHOCTU B NPEACTaB/EH-

HbIX MaTepunanax nin Metoaax.

ABTOp 3aaBnseT 06 OTCYTCTBUU KOHMIVKTA MHTEPECOB.

INTRODUCTION

The paper continues previous research [1, 2] into the
development of generalized local-equilibrium and local-
non-equilibrium heat transfer processes. Here, the open
problem of the thermal response of viscoelastic bodies to
heating of a massive body bounded internally by a flat
surface (elastic half-space in the Cartesian coordinate
system), a cylindrical surface (elastic space in the cylindrical
coordinate system with an internal cylindrical cavity), or
a spherical surface (elastic space in the spherical coordinate
system with an internal spherical cavity). The developed
approach based on integro-differential relations including
simultaneously dynamic and quasi-static models for
viscoelastic and elastic media generalizes the results of
previous studies. New model representations are based on
linear Maxwell and Kelvin rheological models, allowing
the impact of viscous flow in an elastic medium on
temperature elastic stresses to be distinctly traced. The
reported results open a new scientific direction in applied
thermomechanics and mathematics comprising a study of
the thermal response of viscoelastic bodies to intensive
heating (cooling) within the framework of dynamic and
quasi-static models. At the first stage, the research is carried
out under the conditions of the commonly used local
equilibrium heat transfer based on the traditional Fourier
phenomenology [3] in terms of the linear gradient relations
that relate heat flux density vector q(M, ) (¢ is time) with
thermal gradient 7(M,t):q(M,t)=—ArqradT (M 1),
where A is the thermal conductivity coefficient. Three
cases of intensive heating of boundary S of region
Q={M(x,y,z)e D=D+S, t>0} describing a real
solid are considered: thermal heating T(M,?) = T, (?),
MeS,t>0 (T, (t)> Ty T, is the initial temperature at
which the region is in unstressed and undeformed state);
thermal heating 0T (M,t)/on=~(1/Ly)qy(t),M €S,
t>0 (g,(t) is heat flux value, 7 = (ny,n,,n3) is external
normal to S and is the vector continuous at S); and heating
by medium 0T (M,t)/on :—h[T(M,t)—Tam],M es,
t>0 (where h — relative heat exchange coefficient;
T, — ambient temperature (7, (1) > 7). Within the
described approach, cases of abrupt cooling can also be
considered, as well as the effect of heat internal
sources (heat sinks).

DEFINING RELATIONS
OF DYNAMIC THERMOELASTICITY

Let GU(M,I), al.j(M,t), U,(M,t) be
components of the stress, strain, and displacement vector,
respectively, satisfying basic equations of (uncoupled)
thermoelasticity (in index notation) [1-6]:

tensor

o, (M, 0)+ F(M,t)=p*U;(M.1), (1

sl.j(M,t)=(1/2)[Ul.’j(M,t)+Uj’i(M,t)], )

GU.(M,t) = 2u8ij (M,t)+
+ [ ey (M, 0) = Bh+2w)aup (T(M, 1) - TO)]SI.]., A3)
MeD,t>0,

where p” is density; A, p are Lamé isothermal coefficients;
G is the shear modulus; A =2Gv/(1-2v); v is the
Poisson ratio, with 2G(1+v)=E, E is the Young’s
modulus; A is the linear thermal expansion coefficient,
8?/' is the Kronecker symbol, F(M, 1) are volumetric
force components; e(M, 1) = U, (M, t) = ¢,(M, ) is the
volumetric strain related to the sum of normal stresses
o(M,)=0,,(M,t),(n=x,y,z) described by the
following relation:

1-2v

e(M,f)= o(M.1)+3ar [T(M.)-T) ] (4)

Boundary conditions ch i (M,t)n ;= f;(M,1),
M e S, t>0 should be added to Egs. (1)—(4) on the part
of the surface where stresses are known and boundary
conditions U;(M,t) =¢,(M,t),M €S, t>0 on the part
of the surface where displacements are given. For
a partially bounded region, the condition of boundedness
of all functions included in (1)—(4) should be added. The
temperature function 7(M, ¢) included in (3) is derived
from the solution to the boundary value problem of
nonstationary thermal conductivity of the following
form:
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aa—f =aAT(M,t)+(1/cp*) f(M,t),M €D, t >0,

T(M,0)|,.o=Ty-M €5, (5)

oT (M ,t¢
" %Jr Yo, T (M, 1) =y30(M,t),M €S, ¢ >0,

where a is thermal diffusivity; ¢ is heat capacity; v, v,,
and v, are coefficients under the boundary condition.

Relations (1)—(4) are general relations of dynamic
thermoelasticity that relate stress, strain, displacement,
and temperature. When passing to specific cases,
Eq. (1)—(4) should be transformed into the so-called
compatibility equations, either in stresses or in
displacements, and the corresponding problem of
dynamic thermoelasticity should be written for these
equations. For the case considered in the paper, the
impact of the boundary surface curvature of solid body on
the temperature and corresponding temperature stresses
should be taken into account. Here, a more convenient
mathematical model is the equation of compatibility in
displacements that simultaneously covers cylindrical,
spherical, and Cartesian coordinate systems only within
the framework of the generalized model involving
numerous practical applications.

Substituting right parts of (3) into (1) (without
volumetric forces) and then using (2) and (4), following
a number of long transforms we arrive at the following
three equations:

e 2
AU (M, 1) + e, */G)M
(-2v) o
_ 201+ v)aq O[T(M.0)- T} .
(1-2v) di —hY

which can be formally written as the following vector
equality:

AU(M H+—— grad[dlvU(M t)]
(1-2v)
. L O2UWM,t
—(p /G)# (6)
51(1 V) 6 grad[T(M,0)~Ty |, M €D, >0,
Note that during the reverse transition, the

appropriate components in vector entries in the left and
right parts of (6) should be equated.

We consider further practical cases of dynamic
thermoelasticity based on Eq. (6). In the first case, region
z>R,t>0is considered in Cartesian coordinates (x, y, z),
bounded by flat surface whose temperature state
is described by function Tz, #), (i = 1, 2, 3); thus,

U, = Uy =0, U,= U/[z, 1), and Eq. (6) has the following
form:

02U _(z1) 1 02U _(z,1) _
oz2 V2 or?
o[ T,( ev)v T | @
(z,t)—
=1+V(XT d 0 ,z>R, t>0.
1-v oz

}2G1
Here, v, = U(—;)) N +2p)/p* is the
p

velocity of the expansive wave (EW) propagation
in an elastic medium that is close to the speed of
sound.

The stress component c_(z, #) that interests us
is connected to the displacement by the following
relation:

o (z.0)= 2604-v)
(1-2v)

®)

1+v

ou
X { 622 _:(xT [Ti(z,t)—T()]}.

The temperature function satisfies three heating
conditions:

oT.  0°T,
—L=a—L,z>Rt>0,(i=12,3),
o oz?
T(z.0)|,g=Ty. 22 R,
T(2.0)| g =Ty £ > 0,
o
oz
LY

)

|.og=—(/%p)gg, t >0,

z=R =_h(T3 _Tam)’ 1>0,

|Tl.(z,t)| <w,z>R,t>0.

In the second case, region p > R, ¢ > 0 having
an internal spherical cavity is considered according
to spherical coordinates (p, ¢, 0) when heated under
central symmetry conditions 7, = T(p, #) so that
U(p =U, =0, Up = Up(p, t), and (6) is written in the
following form:

oU,(p,1) 2 0U,(p,1)
+ —_ —
> p  Op

2
2 10U, (p:0)
-5V )5 = (10)
p2 P 2 or2
o[ T.(p,0)- T,
:1+va I:l(p ) O:I,p>R,Z‘>0.

1-v T op
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In this case,

2G(1-v)
Gho(P:1) = o

{5Up(p,t) o1
x—2— "4

-—=U_(p,t)— 11
o U0 (1)

1+v

R [T:(p.0) - Toj}

aT.(p,t 0°T, or.
i(P )=a +g— ,P>R, >0,
ot opr p Op

T](p’t)‘p:R:Tama t> 0’
arz(p,w‘

o=/ Ap)gq. >0, (12)

o7, (p,t
(P )‘ Ts(P’Z)‘p R am} t>0,

|Tl.(p,t)| <oo,p=R,t>0.

p=R~ "~

In the third case, region p > R, ¢ > 0 with an
internal cylindrical cavity is considered in cylindrical
coordinates (7, @, z) under radial temperature conditions
T, = T(p, t) so that U<|> =U,=0,U,=U/(r, 1), and Eq. (6)
has the following form:

ouU (r,t
LD 1y oy
or? r or r2

B G S L/ GORe Y S
v2 or? 1-v T or ’

(A%

02U, (r,t) .

r>R,t>0.

Here,

o (rn)=22U" V){aU ), v ]

U ) —
(1-2v) or l—v r )
1+v

(14)
% [Ti(r,z)—T()]},

oT. o°T, 16
—L Ly — ,r>R, >0,
o r ar
T,(r,0)|,_o=Ty. 7 2 R,
L, 0)|,_g =Ty £ >0,
0T, (r,1)
or

r:R:_h[TS(F’tﬂr:R_TamJ’ >0,

|Tl.(r,t)| <o, r>R,t>0.

(15)

|,—r=—(1/ A1)y, t >0,

Ty (r,1)
or

It would be useful to simultaneously cover all
three cases in all three coordinate systems within the
framework of the generalized model, which could be
of practical significance in the theory of thermal shock.
For convenient recording of the generalized model,
the generalized coordinate p is introduced: p = z in
Cartesian coordinates, u = p in spherical coordinates,
and p =r in cylindrical coordinates. Here, U,= U“(u, 1),
Oy = Oy 1), T;= T, 1).

Then Egs. (7)—(15) for elastic body can be written in
the generalized form, as follows:

62Uu+2m+1 aU”—lU _L‘azUu_
ou? ow op M2 a2

[ [ ew (16)
[0 -T) ], n>R, >0,

B 1+v0c
1-v Tou

LC@mey 1

2G(1-v) | 90U,
(1-2v) 1-v) a7

1+v
—:O‘T [Ti(p,t)—TOJ}, pw>R,t>0,

L)) :a[ézT L 2m+l or,
ot on? n ou

T (1,0)] ;o= Ty 02 R,
Tl(u,t)‘u:R:Tam,t>0,
aTz(MJ)‘

J u>R,t>0,

18
wr=—(/ M)y, >0, 1%

8T3(u,t)
‘“ 2= h T3(u,t)‘u . am} >0,

I7:)

<o, u=R,t20.

Here,

z,z>R, m=—1/2 for Cartesian coordinates,

(19)

p=<p,p>R, m=1/2 for spherical coordinates,

r,r>R, m=0 for cylindrical coordinats.

In order to completely formulate the dynamic
problem for displacements in elastic region (in the latter
case, the boundary of the region is assumed stress free),
the initial and boundary conditions should be added:

oU (u,t)

Uu(uat) =0 |t 0 _O M>R (20)
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oUu,(Lt)  2m+1y 1
H’ Pyr—
[ (o) uU“(“’t)}

wr (21)

I+v
=0t [LO-Ty ] _g-t>0,

‘U“ (1,030, (1, t)‘ <oo,u=R, 120,  (22)

STRESS—-STRAIN RELATIONS
IN RHEOLOGICAL MODELS

Numerous studies on the thermal response of
solids have been carried out mainly for the majority
of technically important materials that obey Hooke’s
law. At relatively low temperature and stress levels, the
behavior of a wide class of materials is believed to be
in good agreement with the above-described theory of
thermoelasticity.

At higher temperatures and stress levels, the concept
of an elastic body becomes insufficient due to almost all
materials exhibiting more or less distinct viscous flow
phenomena. In this case, the behavior of a real body
is called viscoelastic since the body simultaneously
exhibits elastic and viscous properties. In order to
mathematically describe the inelastic behavior of
a body under given heating and stress conditions, the
stress—strain Eqs. (3) and (4) should be appropriately
generalized.

Rheological models that simultaneously account
for elastic deformation and viscous flow processes due
to the sufficient simplicity of the adopted stress—strain
relations permit a mathematical analysis of the behavior
of real bodies under different loading conditions. In this
connection, when designing structural elements exposed
to high temperatures, accounting for the rheological
effects becomes of great importance.

We write all necessary relations for the
rheological laws relating stresses cij(M, ¢) and strains
sij(M, 1), (i, j = x, y, z). For this, stress deviator sij(M, 7)
along with strain deviator el.j(M, t) are introduced by the
following relations:

s;(M, 1) = o, (M, 1) - c'(M, 1)§ (23)

l-]"

e (M, 1) =g,(M, 1)~ e (M, 1)8 (24)

l'j)

&3 B3
where ¢ and € are average normal stress and average
elongation:

6" (M,1)= %Zcﬁ (M,1), e(M,t)= %Zgﬁ (M, 1). (25)

Using these deviators, Egs. (3) and (4) can be written
in the following form:

$; (M, 1) =2Ge; (M 1), (26)
« =2y,
e (M,1) _—ZG(1+V)G M,t)+ o

+ap[T(M,0)-T, ]

These equations describe the behavior of a linear
elastic medium. Adding the summand expressing
Newton’s law of viscosity (series or parallel connection
of spring and viscous resistance) to Hooke’s law
relations, the resulting dependencies would yield the
Maxwell medium, as follows:

Os.(M,t) Oe..(M,t)
s, (M,)=2G——— (28)
ot TV ot
and the Kelvin medium, as follows:
ael.j (M, 1)
Sij(M’t) =2G el.j(M,t)+rrlx . (29

In this case, Eq. (27) remains unchanged. The
latter means that under hydrostatic compression or
tension, the body behaves as a fully elastic body. The
constant T, = n/G is referred to as the relaxation
time in (28) and the lag time in (29), while 1 is the
material viscosity. Certainly, an actual behavior of
materials is more complicated than in hypothetical
cases (28) and (29); however, when based on
applying the simplest models, the Maxwell scheme
can be used for metals at high temperatures, as
well as for polymers combining elastic deformation
and viscous flow, while the Kelvin scheme can be
used for materials with internal friction in studying
damped oscillations.

Note that at t; = 0 (n = ), Eq. (28) yields Hooke’s
medium, while at 7, = 0 (m = 0) in (29), Kelvin’s law
reduces to Eq. (26).

At thermal shock (instant heating or cooling of the
boundary surface), the stresses immediately change by
value A=|Ear (7,
these stresses remain unchanged, while in a Maxwell
medium, viscous flow begins, as a result of which the
stress continuously decreases to asymptotically
approach a zero value. In contrast, in the Kelvin
medium, the stress jump exceeds the appropriate elastic
value toward which this stress then approaches
asymptotically.

-T, )‘ [3]. In an elastic medium,
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NEW INTEGRAL RELATIONS
FOR DYNAMIC THERMOVISCOELASTICITY

Since stress—strain relations for viscoelastic
materials contain variable ¢ (time), the corresponding
mathematical models are nonstationary and therefore
dynamic. The above relations can be used to
describe the thermal response of canonically shaped
viscoelastic bodies (an infinite plate; a half-space
bounded by a flat surface; cylindrical and spherical
bodies, and etc.) under given heating (or cooling)
conditions as part of the corresponding boundary
value problem of nonstationary thermal conductivity.
For this purpose, the differential equation of dynamic
thermoviscoelasticity should be obtained at the initial
stage. We start considering this issue in Cartesian
coordinates for viscoelastic half-space z > [ (/ is left
boundary of the region) of temperature 7(z, ) whose
boundary is stress-free. In this case, U, = =U, = 0,
U,=U/(z 0,¢,.=¢,=0,e_=¢_, stresses ;=0 (z, 1)
forz—j,clj—Oforz;é], (i, =x,,2).

Then we have the following:

0s,,(z,1) +L 4G o, (z,1) ;

s__(z,t)= >0,
o o =0T (30)
52 (z0|_, =0,
oU _(z,t)
SZZ(Zat):Za—Zp
dc_(z,t) 0% (z,1) 1
Z = 2 z>1,t>0,
0z ot
. 2G(1+v)
G, =8, T0 =S5, +mazz o)
2G(1+v)
T -T,).

We find the solution to the Cauchy problem (30):

t
aZZ—ﬂjexp{—(t_T)}szz(z,r)dr. (33)
3Trlx 0

rlx

Then we find o__ from (32) and (33) and substitute
it into (31). As a result, the following relation for the
Maxwell medium is obtained:

U, 1 U, _(+w  LGEH-T]
22 it (1-v) T oz
(34)
L 20-2v) f (-1 |°U,(z 2
3Trlx(1 V) Trix oz*

In this case,

—v) oU
GZZ(ZJ):M._Z_
(1-2v) &z
t
4G t— oU _(z,t
- J.exp[—( T)} Za( )4 (35)
3Trlx() Trix z

2G(1+v)
(1-2v)

ap[T(z.0-T .

Using similar reasoning in the spherical coordinate
system (central symmetry 7, = T(p, t) for the viscoelastic
region p > R, t > 0, relations for the Maxwell medium

are obtained:

2 2
00, 2% 2, 1 %0
> p p p> P V2 o
o| T.(p,t)—T; _
ES [T:(p.0) o]+ 20-20) (36)
1-v op 3t (1-v)

) 82Up+2 6Up 2
> P

-—=U_(p,7) |d
R p<pr)J v

_2G(1-v) y
ou, 2y 1 (1+v)
p — — f—
ﬁ6p+kvpp 1o 10T ]= 67)

2 (t-1)
3Tr1x . p|: Trlx i|( ap p U (pz T)\] dT}

In cylindrical coordinates (radial flux 7, = T(r, 7))
for viscoelastic region » > R, t > 0, similar reasoning
produces the following:

o?U, 1 oU, 1
2 U -
o r or 27
2 o|T.(r,t)—T; -
) 21 K l;,:(nv)aT [0-T ] 20-20)  (38)
A Tt
_ ou
IeXp (t-7) +l. V_LUr(r,r) dr,
g Ty o2 r or i
2G(1—-v
=200
(1-2v)

(1+v)

ou
x{ ry Y -lU

o 1-v r 7

t
- 0
m;ij4}g_QM
3 Trix 0 Trix

ar[T(rnn-Ty |- (39)

U
r _%Ur(r,‘t)]d‘t}

(1-

or
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Thus, the generalized model of dynamic
thermoviscoelasticity can be written in coordinates (L, )
for all three coordinate systems simultaneously.

For the Maxwell medium:

PUy oty 1)
on? polon p ¥
2
_%,6 Uu:(”v)aT a[Ti(H”)*To]+ 2-2v) - (40)
Vi o2 (1-v) o 3t (1-v)
4 _ aU
XI“P{(I ﬂ} 2m+1[ lU(uﬂg
0 Tax | on? polon
_2G(1-v)
Gw(u,t)—mx
oU
y u+(2m+l)v.lU (l+v) T[T(HJ) T] (4D
o (d-v) ptoa-
4G (t—1) 2m+l
_ U, (w7)|d
3‘[’-rlx -([exp|: Trix :H: a“' 2 (u t)j| h
The specific coordinate system in Egs. (40) and (41)
is fixed by (19).
For the Kelvin medium:
62UH 2m+1 aUu_lU _L.azU“_
on? u ou w M) o
o| T:(n,t)—T, 2 _
ey OG0T 2ty (-2
1-v) ou 3 1-v
L0 52U 2m+1(Uy 1,
“or poloan p M|
260-v)
o (1) = 1-2v)
oU
m v 2m+1 1+v (43)
X{aqul—v. " Uu——aT[T(u,t) T]}
+4Grrlx_g aUll_sz"lU .
3 oalop  2u M

As in (41) above, the corresponding coordinate
system is defined by conditions (19). Functions
T(w, 1), (i = 1, 2, 3) correspond to statements (18). For
writing boundary value problems for Eq. (40) and (42),
initial conditions (20), boundedness conditions (22), and
the boundary condition for the boundary of region > R,
t >0 free of stresses (41) and (43) should be added. When
conducting numerical experiments for different thermal
heating (or cooling) conditions specified in (18), Egs. (40)
and (42) admit Laplace transforms that permit passage
to linear boundary value problems for displacements
in the image space and, after finding them, writing
all (nonzero) components of stress and strain tensors out.

Following passage to the originals, it becomes possible to
reproduce the complete picture of the dynamic response
of viscoelastic body to thermal shock. For such purposes,
partial differential equations (34), (36), (38) can also
be used; moreover, it then becomes possible (which is
more interesting) to go straight to generalized models for
Egs. (40) and (42). In [2], the analytical method for finding
exact operational solutions to such generalized equations
is developed, which ultimately permits a description of the
impact of the region topology (by fixing m in the problem
solution) on the magnitude of viscoelastic temperature
stresses. In practical terms, the latter is of considerable
interest for many fields of science and technology [3—6].

Another new approach based on deviatoric relations,
which also provides a dynamic formulation of the
thermoviscoelastic problem, can be mentioned here.
We consider this approach for Cartesian coordinates.
From (32) and (33), the following is obtained:

26—y _26(+y)
(—2v) = (1=2v)

X Oy [Ti(z,t)—To]— ;G

c_.(z,t)=

x (44)
rlx
t

X Iexp {—@} g, (z,1)dt.
rlx

0

We use the operational method to find € (z, p)
from (44) and substitute the resulting relation into the
operational form of the equation as follows:

0%c 02

zZZ
d o2

0z2 €22)

After long transforms, the following equation of
a new type is obtained:

%o 1

zZZ

. 62622 _
oz2 vgw or?
e ]

2 2
ot vew Trlx

1+v
=——01p
1-v

X

myn,

(45)
T (17 P%)

0% ¢
x 7J'exp[—(m2 /3T M~ ’C)] G, (z,1)dt+
0

0% |
x 7jexp[—(mz /3t )t~ T):'OLT |:Ti(Z,‘t) —T0:|d‘t,
0
z>1,t>0.

2(1- 2v) 1+v

30-v) 2oy
Equation (45), which generalizes the well-known
Danilovskaya equation for elastic bodies [7] to
viscoelastic bodies, provides further development of the
above problem (within the Maxwell medium framework).
For the Kelvin medium, we have the following equation:

Here, m =
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2
0°c,, _ 1 y
2 2
oz M ix Vew
2 t mzp*
—2I GZZ (z,t)dt+ X (46)
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For numerical calculations, for example, based
on Eq. (45), it is reasonable to pass to dimensionless
quantities using the following formulas:
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Then Eq. (45) takes the following form:
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In this form, the equation seems more convenient for
Laplace transforms in the image space since it contains
a convolution-type summand (which is convenient for
applying the Laplace transform).

We find the operational solution of Eq. (47):
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(48)
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g
x jexp[—p(& -g)
0

The given representation, which is characteristic
for dynamic problems of thermoviscoelasticity, differs
from conventional representations (with originals) in
tables [8]. The key issue in finding the original of the
complex representation (48) is the preliminary obtaining
of'its origin

Wz-(a,a',p)=iexp{—yi@,a’) /p P BZ} (49)
)4 P+B,

Here, the approach developed in [2] for complex
representations can be used. For this, the Riemann—Mellin
integral is applied with allowance for function (49)
having two branching points. We omit long calculations
and provide the final result:

By
1 1
¥ (5,E,1) = 1__£X+l3 exp[ —(x +B,)7]x
X sm{yl(ﬁ, é)(x+B2) }dx}x (50)
xn[r—yi(é,i')]-
Here,
(é+a’): i=1,
v, (6,€)=1(E' -8, i=2,
(g_g): i=3,

n(z) is the Heaviside function. Then the origin of
representation (48) can be written out:

Oge (6,7) =W (1) -
aW(o 7) o
-aajdgj oY (5,8, T T)dY -

row ,, (5D
.a&jdgj EDy e )i +

aW(gr)
+ aajdq ¥, (6,8, T—T)dT.

Other coordinate
similarly.

Finishing this part of the theory of dynamic
thermoviscoelasticity, generalized Egs. (16) and (17)
for the elastic medium should be compared with
Eqgs. (40), (41) for the Maxwell model and (42), (43) for
the Kelvin model for a viscoelastic medium. Here, the
influence of viscosity and its contribution to generalized
thermomechanics is clearly shown. In fact, the above
relations (as well as (45), (46), and (51)) open a promising

systems can be considered
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scientific direction related to investigation of the thermal
response of viscoelastic media to heating (or cooling)
in terms of dynamic viscoelasticity. For example, (51)
can consider numerous cases of heating (cooling) in the
framework of model problems (9) with different kinds
of heat flow: homogeneous, inhomogeneous, pulsed,
pulsating, periodic, aperiodic, etc. Each case of this study
represents independent scientific research involving
not only thermomechanics, but also computational
mathematics, and especially operational calculus in
finding the origins of complex representations. Here it
should be noted that such solutions to dynamic problems
are practically not covered in the literature. Further
studies of the above problem consist in developing
generalized model representations of the thermal reaction
of viscoelastic media for locally nonequilibrium heat
transfer processes [9—15].

CONCLUSIONS

In the paper, new model representations of
integro-differential form for dynamic and quasi-static
thermoviscoelasticity are simultaneously proposed for
various cases of thermal effect on viscoelastic bodies
in Cartesian, cylindrical, and spherical coordinate
systems. The given relations permit the study of
analytically numerous practical cases of thermal
reaction of viscoelastic medium (viscoelastic bodies
of canonical form) within the framework of linear
rheological Maxwell and Kelvin models in terms
of conventional Fourier phenomenology on heat
propagation in solids. They can be automatically
extended to locally nonequilibrium heat transfer
processes in terms of the Maxwell-Cattaneo—Lykov—
Vernott phenomenology.
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Abstract

Objectives. Recently studied phenomenain condensed matter physics have prompted new insights into the dynamic
theory of crystals. The results of numerous experimental data demonstrate the impossibility of their explanation
within the framework of linear models of the dynamics of many-particle systems, resulting in the necessity to account
for nonlinear effects. Analyzing the dynamics of systems in condensed matter physics containing a sufficiently large
number of particles shows that modes of motion can undergo changes depending on the potential of interparticle
interaction. This is also reflected in the presence of domains with essentially chaotic phase space having a number
of degrees of freedom N > 1.5 and a certain set of interparticle interaction parameters. However, it is not only the
dynamic model that appears to be strongly nonlinear. A similar nature of motion can be also observed in a static
nonlinear many-particle system. The paper aims to study the influence of the external field specified by the interatomic
triple-well potential on the equilibrium structure of a chain of interacting atoms.

Methods. Methods of Hamiltonian mechanics are used.

Results. Analytical expressions are obtained and analyzed for determining the phase portrait of the equilibrium
structure of a chain of interacting atoms for various values of the parameter characterizing the local potential
of the field in which each atom of the chain moves. Phase portraits of the equilibrium structure of the system are
constructed in continuous and discrete representations of the equilibrium equations for various values of the
parameter characterizing the local potential of the field in which each atom of the chain moves.

Conclusions. Itis shown that both periodic and random chaotic arrangements of atoms are implemented depending
on the magnitude of the external field.
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Pesiome

Llenu. 9BneHusi, KoTopble B NocrnegHee Bpems naydarTcs Guanko KOHAEHCUPOBAHHOIO COCTOSIHUS, NMPUBENN
K HOBbIM B3rnsigamM Ha npobsieMbl AMHaMUYeCKOol Teopumn KpUcTanioB. Pe3ynbTaTbl MHOMOYMCIEHHbIX 9KCNEePUMEH-
TabHbIX AaHHbIX NOKa3bIBAOT, YTO X HEBO3MOXHO 00bSACHMTb, OCTaBasiCb B paMKax JIMHeNHbIX Mogenen AMHaMuUKm
MHOIO4YaCTUYHbIX cnucTeM. HeoBXxoaMMO yunTbiBaTb CYLLECTBEHHO HeJIMHelrHble apdekTbl. AHaNM3 ANHAMUKN CU-
cTeM B GU3MKe KOHOEHCUPOBAHHOIO COCTOSIHUS, CoOAep XalUMX AOCTaTO4YHO 60JbLUIOE YMCNO0 YacTuLl, NoKa3bIBaeT,
4YTO OHM MOTYT, B 3aBUCUMOCTM OT MOTeHLUMana Mex4acTMiHOro B3aMMoOLeNCTBUS!, UCMbITbIBAaTb CMEHY PEXNUMOB
OBUXEHUSs. DTO NPOSBASIETCS U B TOM, YTO B $a30BOM NPOCTPAHCTBE Tako CUCTEMbI C YACIIOM CTerneHei cBO6OAbI
N > 1.5 npu onpeaeneHHoM Habope NapamMeTPOoB MEXHYaCTUYHOIrO B3aMMOAENCTBUS MMEOTCs 061acTh, B KOTOPbIX
OBUXEHME SBNSETCA NO CyLecTBYy xaoTudeckum. OgHaKko He TOJIbKO AMHaAMMYeckas MoAeslb Oka3blBaeTCs CUSIbHO
HennHerHoli. MoaobHbIN xapakTep ABMXEHNS MOXET NPOSIBISTLCSA U B CTAaTUYECKO HEJIMHENHO MHOrO4YaCTUYHOW
cucteme. Llenb paboTbl — nccnegoBaThb BAVSIHWME BHELLIHErO NOJis, 3a4aBaeMOro MexaToMHbIM TPeXbIMHbLIM NMOTEH-
LManom, Ha paBHOBECHYIO CTPYKTYPY LenoYykn B3aMMOLENCTBYIOLLMX aTOMOB.

MeToabl. /icnonb3oBaHbl METOAbI FAMUIIbTOHOBOM MEXaHUKN.

PesynbTathbl. [ToflydyeHbl 1 NpoaHannM3anpoBaHbl aHaNIUTUYECKNe BbipaXeHusl, onpeaensiowme GasoBbli NopTpeT
PaBHOBECHO CTPYKTYPbI LIeNo4YKM B3aMMOOENCTBYIOLLIMX aTOMOB MPW passiMyHbIX 3HAYeHUsX napamMeTpa noTeHuma-
Jla MeX4acTMYHOro B3aMMOLENCTBUS, B KOTOPOM ABUXETCS Kaxapbli aToM Lenodkn. NMoctpoeHbl da3oBbie nopTpe-
Tbl PABHOBECHOW CTPYKTYPbl CUCTEMbI B KOHTVMHYa/lbHOM U AMCKPETHOM MpeacTaBieHnsIX ypaBHeHW I paBHOBECUS
NpY pas3nnyHbIX 3HAYEHUSX NapamMeTpa, XapakTepPU3yoLLLEr0 MeX4YaCTUYHbI NoTeHLMas, B KOTOPOM ABMXETCS Kax-
Oblli aTOM LIeNOYKU.

BbiBoAgbl. [Moka3aHO, 4TO B 3aBMCMMOCTM OT BEJINYMHbLI BHELLIHEro MoJis peanuayeTcs kak rnepuoguyeckoe, Tak
1 cryyaHoe, XaoTM4eckoe pacrosioXeHne aToOMOB LEMOYKN.

KnioueBble cnoBa: TpexbsMHbIA MNOTEHUMan, Lenoyka, B3aMMOAencTBme, atom, ¢as3oBbii MNOPTPET, Xaoc,

CTPYKTYypa

e MocTtynuna: 22.03.2024 ¢ fopa6oTaHa: 15.04.2024 ¢ MpuHaATa kK ony6nukoBaHuio: 27.09.2024

Ana uutnpoBanua: Oxepenkosa J1.M., CasuH E.C., Tuwaesa W.P., LLleeenes B.B. CTpyKTypHble Nepexoabl B CUCTe-
Max C TPEXMUHUMYMHbIM noTeHumanom. Russ. Technol. J. 2024;12(6):91-101. https://doi.org/10.32362/2500-
316X-2024-12-6-91-101

MpospayHocTb hMHAHCOBOW AeATENbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aMHTEPECOBAHHOCTM B MPEACTaB/EH-
HbIX MaTepuanax nam MetToaax.

ABTOpbI 329BNASIOT 06 OTCYTCTBUN KOHDNINKTA MHTEPECOB.

92

Russian Technological Journal. 2024;12(6):91-101


https://doi.org/10.32362/2500-316X-2024-12-6-91-101
https://doi.org/10.32362/2500-316X-2024-12-6-91-101
mailto:ozherelkova@mirea.ru

Structural transitions
in systems with a triple-well potential

Liliya M. Ozherelkova,
etal.

INTRODUCTION

Recently studied phenomena in condensed state
physics have prompted new approaches to problems
in the dynamical theory of crystals [1, 2]. In order
to explain numerous experimental data [3, 4], it has
become necessary to allow for essentially nonlinear
effects. However, it is not only the dynamical model
that is strongly nonlinear. For example, it has been
revealed [4, 5] that the type of crystal lattice depends
on nonlinear properties of the interaction potential
between crystal atoms even at absolute temperature
T=0K.

From analyzing the dynamics of systems
consisting of a sufficiently large number of particles
shows [1-5] that a system can undergo a number
of bifurcations occurring in the change of different
types of motion depending on the nature and
magnitude of interactions between particles. This is
also reflected in the existence of regions in the phase
space of such system having a number of degrees of
freedom N > 1.5 at a certain set of parameters of the
interparticle interaction potential, where motion is
essentially chaotic [6—12].

This implies that the character of the system motion
in such regions determinized by dynamic equations is
such that it can be hardly distinguished from a random
process. In addition, the presence of such regions
implies that either deterministic or stochastic trajectories
of motion can be realized in the system when the
parameters of the interparticle interaction potential
or initial conditions are changed. Such effects are
best understood as a manifestation of the interparticle
interaction potential nonlinearity.

The bifurcation phenomenon may also occur in
a static system where the potential of interparticle
interaction is nonlinear. In this case, such bifurcations
imply the presence of structural transitions of different
degrees of regularity up to chaotic.

-0.1

Fig. 1. Potential V(u) atg, > 0

In [3, 5], possible types of one-dimensional structures
and transitions between them are studied. Distinguishing
one-dimensional systems from their non-dimensional
counterparts significantly simplifies the solution to
the problem of atomic chain equilibrium due to the
arrangement of atoms along one coordinate giving the
meaning of “time” to this coordinate. The model of atomic
one-dimensional chain in the periodic field and U(4)
model are discussed in [13, 14] and [13], respectively. In
the present work, the U(6) model is considered.

MATHEMATICAL MODEL

Following [4], we consider a one-dimensional chain
of atoms interacting with their nearest neighbors in
external field V(u,) determined by the atom number 7 in
the chain interacting with the lattice atoms surrounding
it. The Hamilton function (Hamiltonian) for this
chain (system) has the following form (the atomic mass
is assumed equal to 1):

N1 1 5
H = Z[Epﬁ +§Xa2 (“n ~u, —1) +V(un )} (1)
n=1

Here u, is displacement of the nth atom in units of
interatomic distance a in the unperturbed chain, since at
V' =0, the condition of minimum potential energy gives
u, ., —u, =1 for all numbers n; p, =au,, y is the force
interaction constant of chain atoms; /(u,) is the external
potential field in which the nth atom moves. We define
potential field /(u,) as the following function (the U(6)
model):

V(u)=ggu®w? -1)>2, )

where [¢| is the potential barrier value. The function has
three minima and two maxima at g, > 0 (Fig. 1), while
two minima and three maxima occur at g, < 0 (Fig. 2).

v, J
0.1,

2u
~0.1;
-0.2;

-0.3/

0.4/

-0.5¢

Fig. 2. Potential V(u) ate, <0
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ANALYZING THE MATHEMATICAL MODEL:
CONTINUUM APPROXIMATION

1. Special points on a phase plane. The relative
value of potential barrier || and energy of interatomic

coupling ~ya® between atoms in neighboring nodes
of the chain are essential parameters affecting the
properties of the chain having Hamiltonian (1) with
external potential (2). If inequality xa2>>|£0| is
satisfied, the equilibrium position of chain atoms
would take the form of a spatial periodic wave. For

xaz < |80 , bonds between particles become
insignificant so that the chain forms a “gas” of particles
that are chaotically scattered over potential wells of
the external field.

All possible configurations of the chain are solutions
to equation

dv
X (14 = 2, +it,) = (3)
n

Expression (3) is a difference equation. In the
continuum approximation, where displacement values
of atoms u,, slightly depend on index n, we have

du 1 d%u
_du 1 d%u
K A TR

while the equation describing the equilibrium form of
the chain has the following form:

2 d?u _dv
at—==—. 4
dx du
For function W= -V, formula (4) is the equation of
motion of a nonlinear oscillator provided that variable
x is understood as time. This is equivalent to a system of
two first-order equations:

xa-——=v,
X

dv

P =g (6u5 —8u3 +2u).
x

Special points on phase plane (u, du/dx) are defined
by conditions (v = 0, dv/dx = 0), i.e., by the following
system of equations:

v=0,
6ud —8u +2u =0.

This system defines five special points: u =0,
u= il/\/g, u==xl.Ate,> 0, points u = 0, +1 are saddle
points, while points u = J_rl/ 3 are centers. Conversely,

points u = 0, 1 are centers and points u = il/ V3 are
saddles at g, < 0.

2. Phase trajectories of motion. Integrating Eq. (4)
for once, the equation defining phase trajectories on
plane (u, du/dx) is obtained:

X

where E — integration constant. The trajectories of the
system motion (phase portrait) significantly depend on
the sign of parameter ¢, Therefore, we consider two
cases.

2.1. Parameter g, > 0. As follows from (5), at
g,>0 in the finite depth potential well, periodic
oscillations of atoms (periodic structures) exist only
under condition —4g,/27 < E <0.

Periodic oscillations and their corresponding
periodic (ordered) chain structures are impossible within
interval £> 0.

For ¢, > 0, phase trajectories of the system motion
on phase plane, based on Eq. (5), have the form shown
in Fig. 3. It can be seen from the figure that the system
phase portrait contains five main elements: special

points of the “center” type at u=il/ V3 and three
special saddle points u = 0, £1. The selected motion
trajectory leaving one saddle and entering another is
a separatrix. This curve separates the regions of phase
plane with substantially different nature of motion: the
separatrix separates periodic motions of the chain from

aperiodic motions, i.e., ordered structures from
disordered ones.
du/dx
k/i/_\/
-1. 1.5u

Fig. 3. Phase portrait of the system at g, > 0
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2.2. Parameter g, < 0. Phase trajectories of the
system motion on phase plane at g, < 0 are shown
in Fig. 4. It is evident from the figure that all phase
trajectories in this case are closed, thus responding
to the oscillatory motion of atoms in the chain and
corresponding to the existence of its periodic structures.
Here, separatrices have the form of loops beginning and
ending in the same saddle to distinguish trajectories that
correspond to oscillations of the chain with different
nature; small-amplitude oscillations near minima
u = 0, 1 are separated by the separatrix from large-
amplitude oscillations near the origin.

du/dx

Fig. 4. Phase portrait of the system atg;, <0

3. Analyzing solutions to Eq. (5). Next we consider
solutions to Eq. (5) separately depending on the sign of
parameter g, in Eq. (2).

3.1. Parameter g, > 0. After integrating Eq. (5) in
this case, we denote £, = E/g, and obtain the following

J.\/6 2ut +u? +E,
(6)

St

Here, value Py(u,Ey)=ub —2u* +u? + E,. Limits
of integration u,, u, should satisfy condition
P(u, E;) > 0. We introduce a new integration variable
using relation u? = y and then transform expression (6) to
the following form:

2¢g
de

Y2
dy N 2¢

P, (y,EO) xa

g (x—xo). (7)

Here, P, (y,Ey) = yr =23 +y2 + E,y. The graphs
of function P,(y, E)) for two different values of £, are
shown in Fig. 5.

20y

-0.2

-0.3
Fig. 5. Graphs of function P,(y, Ey) atg, > 0

We study all possible cases of representing
polynomial P,(y, Ej) in the form of a product of
cofactors. At E <-4g, / 27, polynomial P,(y, E,) has
two real and two complex conjugate roots. Given this,
Eq. (7) takes the following form:

F——
o1,
=12 xfzz (x xo)

Here, C, is the real root of polynomial P,(y, Ey), the
second real root y = 0, and complex roots a*iB. The
integral in the left part of Eq. (8) is expressed through
elliptic Jacobi functions [15, 16], as follows:

y dy

le \/y(y—Cl)[(y—a)z +BZ}

)
-C 2,
:LF 2arctg q(y 1); 1 (p+q) +C .
Jpa V' 2\ pg

Here, p> = (C; — o)’ + B2, ¢* =

(2C, - a)? + B2

2g4pq
XOT(?C—XO)’

the following is obtained from Egs. (8) and (9):

Introducing new variable z=2

=+F(y,k). (10)

f C + +C?
Here, y = 2arctg 1 p q) !
Pq

while F(y,k) is an elhptlc 1ntegral of the first kind.
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It follows from Eq. (10) that

. . 9(y-C))
sn(z,k)=sin(y)=sin| 2arctg, [ —— |=
(2.k)=sin(y) )
Loy
_, Jab=G)|, ab=a) |
py py
Then
Cgsn?(zk
y= 1gsn” (2,4) - (12)
gsn?(z,k)- p(l + cn(z,k))

Here, sn(z, k) and cn(z, k) are elliptic sine and cosine,
respectively.

Function y defined by Eq. (12) is an even function
with period 7' = 4K(k)/d, where K(k) is the complete
elliptic integral of the first kind, 6 = 8|80{pq/(xa2). Hence,

sn(z,k)\/oc—q ‘
Jasn? (=)~ p(1£en(z,0))’

In domain —4/27 < E, <0, polynomial P,(y, E,)
has four real roots, C, > C, > C; > C, = 0. Roots
C,, C,, C;, and C, should satisfy the following
conditions:

u:+

(13)

C+C+G+Cy=-2,
CiCy +C3C, +(C + G, )(Cy +Cy ) =-1,
GG, (Cy+Cy)+C3C,4 (G +Cy ) = Ey,
With allowance for the location of roots
C,, C,, C;, and C, on the real axis, polynomial
P,(y, E;) > 0 in intervals y € (C3,C,) and

Oninterval y € (C5,C,), the integral on the left side
of Eq. (7) has the following form:

y dy _
(& \/(Cl_y)(CZ_y)(y_C3)y (14)
__2F(rg)
(€ -GG
Here, y = arcsin Cz(y—C3) - (C2_C3)C1_
) (CZ_C??)y’ (CI_C3)C2
We denote
2¢,(C, —C; )C
Z:\/%(X—xo). (15)

Then from (14), (15), we obtain that z=+F (v,¢), so
C -C
sn(z,q)=siny = M
(C-C3)y
Hence,

12
u==+ €25 . (16)
C, —(C, —C5)sn%(z,q)

As above, function u is an even function with period
T'=4K(k)/5, where

:\/280(C1_C3)C2.

xa?

If we assume C, = C, in (16), then parameter
q = 1 and solution (16) is a soliton solution having the
following form:

GG
u=1 — (17)
C, —(C, - Cy)th?z

Within the interval of values y > C,, polynomial
P,(v, E)) > 0. Substituting the necessary limits of
integration into (8), periodic solutions at £, > 0 are
obtained. Thus, we have the following:

y dy

CIM(y—cl)(y—cz)(y—cs)y

2 2g,
2 F(ek)=42 70 (x—x,),
\/(Cl—C3)C2 (0:4) xa* (x xO)
C2 \/(CZ_C:;)CI.

Cly C2

where @ = arcsin

[T

Then z=2F(¢,k) and hence,

HQ

C3) 2 (xx,).

G(r-6)
Cl(y_cz) .

, we obtain the following:

sn(z,k)=sing= (19)

Given that u ==+ yl/ 2

GG, (1-sn2(z,k)) v
u==x . (20)
C, - Cysn?(z,k)
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For C, = C, (k= 1) from (20), the solution is bell- P,
shaped: 0.3
12 0.2

2
. GG, (1-th?(z))
| G, —-C th?(z)
2.0 y

Atz =0, u has the formofuziCll/z,while u=0
at z > to,
3.2 Parameter g, < 0. For ¢, < 0, Eq. (5) has the

following form:

a2

|80| dx—+\/ WS +2ut —u2+ By, (21)

where E, = E/lg|.

Three points of stable equilibrium positions

u =0, =1 and two points u = irl/ NG corresponding to
unstable positions are observed on the oscillator phase
plane (u, du/dx).

We integrate Eq. (21):

j\/—u 6 42yt u2+E0

(22)
2le
_ j - j ”
A /PG u E0
where Py(u, Eq) = —u® + 2u* —u? + E,.
We introduce a new integration variable,

2=y, du=dy/2\[y. Then (22) takes the following
form:

2[e,|
=42 - . 23
P4(y,E0) a2 (x xO) ( )

Here, Py(».E))=-y*+2y>—y>+E,y. The
graphs of function P,(y, Ej) at two different values
of £ are shown in Fig. 6.

As Dbefore, different cases of decomposing
polynomial P,(y, E;) into multipliers are also studied
here. When polynomial P,(y, E,) has two real y = 0,
y = C, and two complex conjugate roots y = a + if3,
expression (23) is transformed to:

dy

\/y(Cl —y)[(y—OL)2 +BzJ

(=

(24)

(x—xo), 0<y<(.

-0.3

Fig. 6. Graphs of function P,(y, E,) at €5 <0

Since the integral in the left part of Eq. (24) is an
elliptic Jacobi function, this equation can be represented
as follows:

z=%F(v.k), (25)
2 C —
where z=2 |gg|pq(x—xo), y = 2arcctg M,
xa py
An—a)V +C2
el (P—q) +C ’ q2=(12+l32,p2=(0t—cl)2+[32,
2 r4q

F(y,k) is the Jacobi elliptic function.
It follows from Eq. (25) that

Sn(z’k)=5inY=Sin 2arcctg M _
py
py+q(C-y)

Hence, we obtain that y = u? and

qC,sn?(z,k)
y= 3 . (26)
p(l + cn(z,k)) +gsn?(z,k)

Function y is an even periodic function with period
T = 4K(k)/5. At x = x,, the function becomes zero. Thus,

sn(z,k)\/a

u==x . (27)

\/p(l * cn(z,k))2 +qsn?(z,k)

It follows from (27) that function u can be either even
with period 7' = 4K(k)/5 or odd with period T = 8K(k)/9,
8 = 8gglpg/(xa®).

We consider the case when all roots C;, C,, Cj,
and C, of polynomial P,(y,E,) are real, where
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C, > C,> (3> C,=0. Then the integral in the left-hand
part of (23) is transformed to the form under condition
0 <y <(j, as follows:

J@-»)( )y

(28)
2le
= 2 2 |g| x xO
(G-G)6G
(G-c G
Here, P = arcsin
G 6, (C
0<y<G;.
It follows from expression (28) that
CC,sn(z,r
GG o)

(G -G) 2 (zr)

Equation (29) has a soliton solution in case of
C, = C;, with parameter » = 1. This solution has the
following form:
C,C, th
S &3 hz
JC —C3+Cyth? 2

(30)

Note that u = 0 at z = 0 while uzi\/C_3 at z — Foo,

The polynomial P,(y, E) is also positive within
interval C, <y <C,.

Substituting the desired limits
from (23), we obtain:

of integration

J' dy _
y y G)\v-C
Cz\/ )( | |3) 31)
2 2g,
== F(hr)=t -xy),
(G -G)¢, () xa? (=)

where 2, :arcsin\/(c1 _CS)(y_CZ), r:\/c3 (S _CZ).
(€ -G)(r-6) G, (6 -G)
With allowance for (31), we obtain the following:

) _+\/c3(c1 ~ Gy )sn? (z,r) - C, (G~ Cy)
N\ (G-G)s? ()~ (G- G)

» (32)

2le
where z = \/%(Cl —C3)C2 (x—xo).

Thus, the results obtained in the continuum
approximation (under conditions of weak external field)
indicate that phase curves are closed and have the form of
slightly deformed ellipses in the neighborhood of stable
position points regardless of the g; sign. Each curve
corresponds to the equilibrium position of the chain in the
form of a spatial periodic wave. Separatrices connecting
the points of unstable position and limiting the domain
of closed curves correspond to the equilibrium in the
form of a bell-shaped solitary wave.

ANALYSING THE MATHEMATICAL MODEL:
DISCRETE APPROXIMATION

When the external field potential is sufficiently large,
function u, cannot be considered to be weakly dependent
on n, so it is necessary to return to difference equations.

Equation (3) can be visualized as a representation
given the introduction of variable /, = (u, —u, ;). Then
Eq. (3) transforms into the universal representation [3]:

I, ,=1,+—,
d, (33)
Uy =Y, + In+1’

where V,, = V/(xa?).

Representation (33) has periodic and chaotic
solutions that determine the corresponding arrangements
of atoms in the chain, i.e., its structure. Thus, studying
equilibrium forms of the chain is reduced to studying
sequences of points {u,, [} plotted on a plane.
Depending on initial values (u,, /), this sequence either
regularly fits into closed lines or appears chaotically
scattered in some domain on the coordinate plane.

Numerical solutions to the system of equations (33)
with function 7 in form (2) are shown in Figs. 7 and 8 as
phase portraits of the system at different values of
parameter €y = &y/(xa?).

The solution to system (33) in coordinates (u, /) at
any initial values (u, /;) is a straight line parallel to the
u axis. At sufficiently small €, (Fig. 7), the most of
phase space is occupied by the sequence of points fitting
into closed curves.

ln
0.4

0.2

0 0.2 0.4 0.6 0.8

Fig. 7. Phase portrait of the system at &, =0.4
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However, a disorderly distribution of sequential
pairs (u,, 1,) on the plane occurs in a minor part of the
phase space, thus demonstrating the chaotic phenomenon
for model (33). In the phase space, these pairs occupy
narrow stochastic layers separated from each other by
invariant curves. Separate domains on the phase plane
are not occupied by stochastic trajectory points. Since
these domains contain a finite measure of periodic
trajectories, the conditions of KAM-theory (Kolmogorov—
Arnold—Moser theory) are fulfilled in central parts of the
domains [13]. This means that in case of €, smallness,
the stochastic layers are not connected to each other. This
is the direct consequence of the KAM-theory [13] for the
number of degrees of freedom N < 2.

According to [3], the stochastic layer width 64 can
be estimated for gy < I:

T

sh~2(2n)te V0. (34)

It follows from (34) that at arbitrarily small
perturbations, an exponentially small stochastic layer
appears that can be interpreted as a germ of structural
chaos in the arrangement of chain atoms.

An increase in values of parameter €; results in the
growth of the stochastic layer width, thus leading, in
turn, to the destruction of KAM curves and merging of
stochastic layers and the subsequent formation of
a stochastic sea containing islands of stability.

The system phase portrait at €, =0.7 is shown
in Fig. 8.

—0.24.:

~0.4
0 0.2 0.4 0.6 0.8

1.0u

n

Fig. 8. Phase portrait of the system at £, =0.7

It is evident from Fig. 8 that the largest object of the
phase portrait is the separatrix cell with saddle

u =il/ 3, which is destroyed to allow a stochastic
structural layer to be formed in its place. The domain
limited by this main layer contains a family of nested
invariant curves that span point / = 0. Outside the
domain limited by the main stochastic layer, a group of
separatrix cells containing narrower stochastic layers is
located. Invariant curves are beyond the cells. Thus, the
system phase portrait consists of an infinite number of
alternating invariant curves and stochastic layers. At
g ~1, the merging of stochastic layers and formation
of a common stochastic sea is observed indicating
a transition to the formation of the chain chaotic
structure.

At |86| > 1, almost the entire domain of phase space
becomes the domain of stochastic motion. The exceptions

are islands of stability, whose size is of 1/ |86|0rder at

|86| > 1. These islands are located in the neighborhood
of elliptic points (points of stable equilibrium position)
of the representation.

CONCLUSIONS

In the present paper, it is shown that closed phase
curves in the continuum approximation under the
conditions of a small external field have the form of
slightly deformed ellipses in the neighborhood of
stable position points regardless of the g, sign. Each
curve corresponds to the equilibrium position of the
chain having the form of a spatial periodic wave.
Separatrices connecting the points of unstable position
and limiting the area of closed curves correspond to the
chain equilibrium in the form of a bell-shaped solitary
wave.

The numerical solutions to the system of
equilibrium  equations also demonstrate the
implementation of that both periodic and random
chaotic arrangements of chain atoms depending on
the external field strength.
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Abstract

Objectives. Much of the research in deep learning has focused on studying mappings between finite-dimensional
spaces. While hydrodynamic processes of gas filtration in underground storage facilities can be described by partial
differential equations (PDE), the requirement to study the mappings between functional spaces of infinite dimension
distinguishes this problem from those solved using traditional mapping approaches. One of the most promising
approaches involves the construction of neural operators, i.e., a generalization of neural networks to approximate
mappings between functional spaces. The purpose of the work is to develop a neural operator to speed up calculations
involved in hydrodynamic modeling of underground gas storages (UGS) to an acceptable degree of accuracy.
Methods. In this work, a modified Fourier neural operator was built and trained for hydrodynamic modeling of gas
filtration processes in underground gas storages.

Results. The described method is shown to be capable of successful application to problems of three-dimensional
gas filtration in a Cartesian coordinate system at objects with many wells. Despite the use of the fast Fourier transform
algorithm in the architecture, the developed model is also effective for modeling objects having a nonuniform grid
and complex geometry. As demonstrated not only on the test set, but also on artificially generated scenarios with
significant changes made to the structure of the modeled object, the neural operator does not require a large training
dataset size to achieve high accuracy of approximation of PDE solutions. A trained neural operator can simulate
a given scenario in a fraction of a second, which is at least 10° times faster than a traditional numerical simulator.
Conclusions. The constructed and trained neural operator demonstrated efficient hydrodynamic modeling
of underground gas storages. The resulting algorithm reproduces adequate solutions even in the case of significant
changes in the modeled object that had not occurred during the training process. The model can be recommended
for use in planning and decision-making purposes regarding various aspects of UGS operation, such as optimal
control of gas wells, pressure control, and management of gas reserves.

Keywords: mathematical modeling, deep learning, artificial intelligence, neural networks, neural operators, Fourier
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Pe3iome

Llenu. 3HaunTenbHas 4acTb UccnenoBaHuin B 06nactum rnybokoro obyvyeHus cocpenoTodyeHa Ha 3ydyeHmm otobpa-
XEHUIM MeXay KOHEYHOMEPHbIMY MPOCTPaHCcTBaMu. 'mapoamHaMmmuyeckme npoueccol GunbTpaumm rasa B noa3em-
HbIX XpaHWUMLLAaXx, oncbiBaemble anddepeHumnanbHbIMU YyPaBHEHNSMUN B HaCTHbIX NPon3BoaHbix (AYYI), TpebyoT
N3y4YeHns 0TOBPaxXeHnit Mexay GyHKLMOHAIbHBIMU NMPOCTPaHCTBaMM GECKOHEYHOM pa3MepHOCTU, YTO OTINYaET
LAHHYI0 3a4a4y OT TPAAMUMOHHbIX. OAHMM N3 NePCAEKTUBHbIX MOAXOA0B SABASETCS MOCTPOEHNE HEMPOHHbIX ornepa-
TOPOB — 0606LLIEHNE HENPOHHBIX CETEN NS annpokcuMaumm oTobpaxeHuin mexay GyHKLUMOoHaNbHBIMU NPOCTPaH-
cTBamu. Llenb paboTbl — co3aaHMe HEMPOHHOrO ornepartopa A1 YCKOPEeHUst pacyeToB r’MApPOANHAMNYECKOro Moae-
NMpoBaHMa NoA3eMHbIX xpaHunuiy, rasa (MXr) npy 4onycTUMbIX NOTEPSIX TOYHOCTM.

MeToabl. B paboTe nocTpoeH n 06y4eH MOANDULNPOBAHHbI HENPOHHBIN onepaTtop Pypbe Ana ruapoaHamMmye-
CKOro MoAenMpoBaHus npoueccos punbtpaumnm rasa B MNXr.

PesynbTaTthl. [10ka3aHo, 4TO AaHHbIN MeTo4 MOXET ObiTb YCMNELLHO NPUMEHEH OJ15 3a4a4 TPeXMepHo dunbTpaumm
rasa B AeKapTOBOWM CUCTEME KOOpAMHAT Ha 0O6beKTax C MHOXECTBOM CKBaxknH. PaspaboTaHHas Moaesnb obecrneymn-
BaeT BbICOKOE Ka4eCTBO Npu MOAENMPOBaHNN 0ObEKTOB C HEPABHOMEPHOW CETKOM ANCKPETN3ALMM 1 CNOXHOW reo-
METpMEli, HECMOTPS Ha UCMNOJIb30BaHNE B apXUTEKTYPE anropmutma 6bicTporo npeobpasoBaHus Pypbe. MNpn aTOM
HEMNPOHHOMY ornepaTopy He TpebyeTcs 60sbLLOK pasmep 06y4yatoLlet BbIOOPKM St AOCTUXEHUSI BbICOKOWM TOYHO-
CTW annpokcumMaLumm pewennin IYHIl, 4To 4EMOHCTPMPYETCS HE TOJIbKO HA TECTOBOM BbIBOPKE, HO 1 HA UCKYCCTBEH-
HO CreHEePUPOBAHHbIX CLLEHAPUSIX C BHECEHNEM CYLLIECTBEHHbIX USMEHEHWI B CTPYKTYPY MOAENNPYEMOro 06bekTa.
OOy4eHHbI HEeMPOHHbI ornepaTop OCYLLECTBASeT MOAENMPOBaHMe 3a4aHHOro CLEeHapus 3a 40N CeKyHAbl, YTO,
no MeHbLueli Mepe, B 108 pas 6uicTpee, YeM TPaAMLIMOHHLIN YUCAEHHbIV CUMYNSTOP.

BbiBoAbI. [10CTPOEHHDIN 1 0O6YHEHHbIV HENPOHHbI ONepaTop nokasasn XxopoLuyo 3bGeKTMBHOCTL B 3a4a4e rmapoamHa-
Mmyeckoro mogenmposanus MNXI. MNonyyYeHHbI anropyuTM BOCAPOM3BOAUT afeKBaTHbIE PELLEHVS OaXe B ClyyHae CyLe-
CTBEHHbIX UBMEHEHWIN B MOAENMPYEMOM 0OBEKTE, KOTOPLIX HE ObISNO B NPoLLecce 00y4eHVs. Bce 3To enaeT BO3MOXHbIM
NPUMEHEHME JAHHON MOAENM B 3a4a4ax NMIaHNPOBAHUS N MPUHSATUS PELLEHNIA B OTHOLLEHUM Pa3fINYHbIX aCNEKTOB 9KC-
nnyataumm NXI, Taknx Kak ONnTMManbHOE MCMOJIb30BaHME CKBaXKWH, KOHTPOb AABAEHWS 1 yIpaBieHre 3anacamm rasa.
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npOSpa‘IHOCTb d)MHaHCOBOVI AedaTesibHOCTuU: ABTOpr HEe NMetoT d)VIHaHCOBOI7I 3anMHTEepPeCcoBaHHOCTW B npeacTaB/1ieH-

HbIX MaTepunasiax nin MetTogax.

ABTOpPbI 329BNSAOT 06 OTCYTCTBMM KOHMIMKTA MHTEPECOB.

INTRODUCTION

Underground gas storage facilities (UGS) are
technological complexes designed for gas injection,
storage and withdrawal. They typically comprise
the following functional components: aboveground
engineering and technical facilities; a subsurface area
limited by a mining allotment; a gas storage facility;
control reservoirs; a gas buffer volume; a stock of wells
for various purposes. Hydrodynamic modeling of UGS
reservoirs, which is required to improve the accuracy
and reliability of predicting UGS behavior, represents
an integral part of the planning and decision-making
processes for various aspects of UGS operation, such
as optimal well utilization, pressure control, and gas
reserve management.

Simplified balance models and more accurate
numerical hydrodynamic models (HDMs) can be used
in modeling of filtration processes of underground gas
storage. Balance models are typically used where there is
a lack of sufficient initial data to build three-dimensional
numerical models or limited computing power. Such
models solve the reservoir-filtration equation using
simplified dependencies without considering complex
geological and hydrodynamic processes that can have
a significant impact on the behavior of UGS. Modern
hydrodynamic simulators for numerical modeling of
gas filtration processes are used to obtain more detailed
information on the distribution of parameters in UGS
reservoir beds and assess the impact of various factors
on the processes of underground gas storage. However,
the use of the finite volume method to approximate the
system of differential equations in space, as well as an
implicit scheme for time approximation for modeling,
can be a computationally expensive procedure.

At present, numerical HDMs are mainly used to
solve the problems of hydrodynamic modeling of UGS
facilities. Due to the possibility of adapting such models
to the accumulated history of field development (in the
case of UGS in depleted fields) and the actual history
of UGS operation, the modeling and model adaptation

horizon can exceed 60 years. Moreover, taking into
account the considerable amount of geological and field
data supplied to the HDM as input data (geophysical
survey results, pressure measurements, gas flow
rates, etc.), the time of a single calculation can reach
several hours.

Thus, the speed of calculations is one of the
determining factors affecting managerial decisions
related to the distribution of gas injection/withdrawal by
wells and by area. One of the most promising approaches
for accelerating hydrodynamic calculations involves the
use of contemporary deep learning methods.

A substantial part of works in the field of deep
learning is devoted to the construction of mappings
between  finite-dimensional (e.g., Euclidean)
spaces [1, 2]. However, the use of partial differential
equations (PDE) to describe physical processes of gas
filtration in UGS distinguishes this problem due to the
requirement to learn mappings between function spaces
of infinite dimensionality [3].

According to the wuniversal approximation
theorem [4, 5], a fully connected network with a sufficient
number of parameters can approximate any continuous
function defined on a compact set to a predetermined
accuracy. In [6-8], theoretical possibilities for
approximating nonlinear mappings between function
spaces are demonstrated. In addition, [9] provides
estimates of the complexity bounds of the approximation
error of neural networks, relating the number of model
parameters and the dimensionality of the problem to the
value of the approximation error.

However, the theoretical possibility to approximate
mappings between infinite-dimensional spaces does
not imply information on how to do it efficiently in
practice. It is known that existing neural network
architectures vary in terms of their performance when
solving specific problems. For example, the same
fully connected networks show significantly lower
quality in image processing compared to the widely
used convolutional architectures [2]. In order to further
investigate the issue of effective training of neural
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networks, [10] decomposes the overall model error into
three components: approximation error, optimization
error, and generalization error. The approximation error
depends on the number of network parameters and the
dimensionality of the problem, while the optimization
error is related to the loss function, and the generalization
error depends on the training sample size [11].

One of the important points in generalizing the
dependencies described by the PDE using neural
networks is the problem of dimensionality (“curse of
dimensionality”’) [12, 13], especially when modeling
objects having complex UGS geometry or equations
with multidimensional parameter spaces (the basic gas
filtration equation) [3]. In order to generalize the basic
dependencies and relations, deep learning models
require a sufficiently large training sample size.
According to [11], the upper bound on the generalization

. 1 . -
error is: Egye ~ ﬁ, where N is the number of training

samples. Consequently, to obtain arelative generalization
error of 1%, a sample size of O(10%) is required.

In the case of modeling hydrodynamic processes
in reservoir systems, obtaining a data set of similar
size can be a difficult task, since the data set is formed
from calculations on a numerical simulator, representing
a computationally expensive procedure. Consequently,
when taking into account the above features, the
development of neural network architecture for the
effective solution of problems of this type becomes
a nontrivial and relevant issue.

Over the last few years, deep learning has actively
penetrated the field of scientific computing to become
a new paradigm.!> 2 Many novel methods have emerged
to offer faster alternatives to numerical simulation.

Of course, there are works based on traditional
deep learning approaches in the form of constructing
finite-dimensional operators, which use the results of
numerical simulations as a training set. For example,
convolutional-, recurrent- and generative-adversarial
architectures for solving fluid dynamics problems are
investigated in [14—-16]. However, due to their failure
to use knowledge about the structure of the simulated
dependencies, the presented methods are demanding
on the object geometry and discretization grid, thus
requiring a large amount of data.

A group of methods [17-19] belongs to a specialized
class of algorithms known as physically informed
neural networks. While this approach is also based on

I Lavin A., Krakauer D., Zenil H., et al. Simulation
Intelligence: Towards a New Generation of Scientific Methods.
2022. http://arxiv.org/abs/2112.03235. Accessed April 25, 2023.

2 Cuomo S., di Cola V.S., Giampaolo F., et al. Scientific
Machine Learning through Physics-Informed Neural Networks:
Where we are and What’s next. 2022. http://arxiv.org/
abs/2201.05624. Accessed April 25, 2023.

finite-dimensional mappings, it incorporates the PDE
directly into the algorithm’s error function using the
automatic differentiation mechanism [20]. In this way,
physics is taken into account in the learning process
as the model seeks to minimize the discrepancies
between the left and right parts of the equation,
representing initial and boundary conditions. However,
the main disadvantage of this approach is its limitation
to approximate a particular realization of the PDE.
Consequently, physically informed neural networks
do not provide a significant speed advantage relative
to traditional numerical methods for many applied
problems.

An alternative and relatively new approach is to train
neural operators, which represent mappings between
function spaces [21-23]. Since trained neural operators
can approximate any nonlinear continuous operators,
do not depend on the sampling grid, and require only
a single training, they can be trained and evaluated on
different sampling grids and PDE implementations.
These methods demonstrate better efficiency when
approximating PDEs in comparison with other existing
approaches based on deep learning, including for
hydrodynamic modeling problems.

Operator learning in spaces of infinite dimensionality
is currently an active area of research. Work is ongoing to
improve the efficiency and applicability of this approach
in various applications.

1. TASK STATEMENT
Mathematical model of gas filtration process

The present work considers the process of
hydrodynamic modeling of porous-type UGS facilities.
For such objects, various parameters describing gas
motion in porous medium (filtration) have a strong
time dependence [3]. Such processes are called
unsteady (nonstationary).

The basic equation of three-dimensional unsteady
single-phase filtration of a compressible fluid (gas) in
a porous medium is obtained by substituting the law of
conservation of momentum (Darcy’s law of filtration)
into the law of conservation of mass [24]:

i Axkx a_p +i _Aykya_p Ay+
ox| u,B, ox oy| n,B, oy
g8 g8 (1)
Lo Ak op |, Vo9 ﬁ(ﬁj_
0z | ugB, 0z p. o\z) &

where p is pressure; Dgsc is the gas flow rate under

pSC

standard conditions; Bg = is the gas phase

SC
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volume coefficient; Z is the gas supercompressibility
coefficient; Ky is the gas viscosity; T is the temperature
under standard conditions; p . is the pressure under
standard conditions; V. is the rock volume; ¢ is
porosity; k is permeability; 4 is the cross-sectional area
of rock perpendicular to the filtration direction;
Ax, Ay, Az are length, width, and height of rock
volume (final volume), respectively.

The PDE (1) is nonlinear due to the dependence of
My Bg, and Z on pressure and is similar to the diffusion
equation, however, by its dynamic characteristics the flow
described by this relation is not diffusion but filtration flow.

Neural operator training

The purpose of the present work is to approximate
the gas filtration equation in UGS (1) by constructing
a neural operator that maps between two infinite-
dimensional spaces from a finite set of pairs of pairs of
initial, boundary conditions, and PDE solutions.

Let us fix the spatiotemporal dimension d € N and

denote by D < R the area in RY. Then we can consider
a mapping that is inherently an operator of the solution

of PDE:
G:A(D;R%) - U(D; R%),
a—>u:=G(a),

2

ae A(D;Rda) is the function of the input data of the
type a:D — R% ; ue U(D; R% ) is the function of the
output data of the type u:D — R% . A(D;R%) and

U(D;Rdu ) are Banach spaces.

In order to train the operator, it is necessary to
assume a finite set of pairs of initial, boundary conditions
and solutions of PDE {a ol }?’Zl, where a; ~ | (nis
a probability measure) is a sequence of probability
measures defined on A and u, = G(a;,). These pairs are
obtained from the HDM of the current UGS, which uses
a finite volume method to approximate the system of
differential equations in space and an implicit scheme to
approximate in time. Thus, the training of the neural
operator can be formulated as follows. The input data
generated by the numerical simulator is essentially the
result of a nonlinear mapping satisfying the gas filtration
equation: G(aj) = u, Consequently, it is possible to
construct a neural operator N o* by selecting the
parameters 6 € ® in such a way as to approximate the

initial mapping Ne*z Then the learning process,

G
which can be reduced to the problem of minimizing the
loss function C: U x U = R, has the following form:

mein E,  [C(Ng(a),G(a))], (©))

where £ - is the mathematical expectation.

2. CONSTRUCTION
OF A NEURAL OPERATOR MODEL

In accordance with the problem statement, a neural
operator should be trained to approximate the solution
of the gas filtration PDE in UGS. When developing such
methods, it is convenient to adhere to the following
sequence of steps in the model architecture [23]:

1. Pis the operator of transformation of input data into
the hidden space of higher dimensionality;
2. Iterative application of the kernel of the integral

operator L;

3. Q is the projection operator from the hidden space
to the initial output space.

Thus, the structure of the neural operator has the
form (4):

N@)=QoL; oL, ;o..oL °Pa), 4)
where the given depth of layers is L € N, P: A(D; R% )—
—>UMD;RY),d, >d,, 0:UD;R%Y)— UD;R%u).

By analogy with classical finite-dimensional neural
networks, L, ..., L, are nonlinear layers of the operator,
L, : U(D;R%) — U(D;R% ), v — L, (v), which can be
written as:

L((x) =o(Wp(x) + (K(a; 8)v)(x)), Vx €D, (5)

where o is the activation function, W, is the linear
transformation, K : A x® — L(U(D; R%), U(D; R%)).

Operator K(a, 8,) [22] is an integral operator of the
form:

(K(a,0,)v)(x) =

= [ kp(x.yax).a)V()dy, ¥xeD. (O
D

The kernel x4, which is a neural network with
parameters 0 € ©, can have various structures. Different
kinds of neural operator are derived from this, for
example, graph neural operators (GNO) and multipole
graph neural operators (MGNO) [22], as well as low-
rank neural operators (LNO) and Fourier neural
operators (FNO).

At present, one of the promising methods for
approximating solutions of filtration equations is FNO,
which is used to parameterize the kernel of the integral
operator in Fourier space [25]. This method demonstrates
better efficiency in fluid filtration problems in porous media
as compared to traditional neural network algorithms
and other operator architectures (GNO, MGNO, LNO,
DeepONet) [23]. At the same time, [26] shows, using the
example of the approximation of the transport equation,
that the complexity of FNO grows logarithmically
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U-Fourier
layer mg

U-Fourier
layer m,,

(a)
Fourier Fourier
layer /, > > layer /, )

(b) ..,......A,‘.‘.......,.

U-Fourier layer

Fig. 1. (2) Model architecture: P and Q are fully connected layers, z(x) is the model output;
(b) Fourier layer: R represents the parameterization in Fourier space, Wis the linear displacement;
(c) modified Fourier layer: U is the U-Net operator, other notations have the same meaning as in the Fourier layer

to achieve a given error; this contrasts with the alternative
DeepONet architecture [21], which grows quadratically.

The Fourier neural operator [25] belongs to the class
of neural operators in which the kernel can be written as
a convolution:

(K(a,0,v)(x) = [ g (x = y)v(»)dy, VxeD.  (7)
D

In order to parameterize the kernel efficiently
according to the convolution theorem, this method
considers the image v in Fourier space using the
fast Fourier transform F and the inverse Fourier
transform F !

(K(OW)(x) = F~!(Ry (k) - F()(k))(x), Vx €D, (8)

where Ry(k) = F(kg)(k) is the matrix of Fourier transform
coefficients from K.

Thus, the layers of the Fourier operator will have
the form:

L)) = o(Wv(x) + FH (R (k) - FO)(K))(x)). (9)

The key difference between (9) and the traditional
neural network architecture is the direct definition of all
operations in feature space, which obviates a dependence
on the discretization of the data.

We have developed a method for hydrodynamic
modeling of UGS, consisting in a modified Fourier neural
operator in which the layers of the neural operator include

a convolution neural network U-Net operator to enhance
expressiveness by processing high-frequency information
that is not captured by the Fourier basis®. Such an
algorithm involves the following three steps (Fig. 1):
1. Transformation of input data a(x) into a hidden
space of higher dimensionality Vig = P(a(x));

2. Iterative application of Fourier layers and subsequent

application  of  modified Fourier layers:
Yo —>...—>vlL —>va —>...—>va, where v,j for

j=O,_L and Vo, for k=0,M;

3. Projection Viny, from the hidden space into the

original exit space z(x) = Q(va (x)).
The modified Fourier layer of the neural operator
has the following form:

Vit o1 (x)= G(W(mG (x))+

+ (Kvmk )(x)+ Uvmk (x)), VxeD, (10)

where J¥/is a linear operator; Kv,, (x)=FY(R-F (mG N(x)
is the integral transformation operator; U is the operator of
the U-Net convolutional neural network.

It is important to note that the neural Fourier operator
is an infinite-dimensional operator capable of generating
invariant solutions regardless of the sampling grid on
training and test samples. However, by adding a U-Net

3 Wen G., Li Z., Azizzadenesheli K., et al. U-FNO — An
enhanced Fourier neural operator-based deep-learning model for
multiphase flow. 2022. http://arxiv.org/abs/2109.03697. Accessed
April 25, 2023.
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block, which inherently lacks the flexibility of training and
testing at different sampling, the authors of the architecture
sacrifice flexibility in favor of higher accuracy. This
architecture is expected to provide acceptable accuracy
even with a relatively small training sample.

Data configuration

In this work, the data from the HDM are used to
form the dataset. The approximation period is chosen to
be equal to the gas withdrawal season. The whole data
set is formed from 70 different withdrawal scenarios
with a time step of 10 days. The considered UGS has
more than 100 active wells and a complex geometry.

The final dataset consists of 2850 input-output pairs.
For training, 2250 images were allocated for the training
sample and 300 each for the validation and test samples.

3. RESULTS

Relative error is used as a loss function

_ly=51l
|71,

L(y,) , (11)

since formation pressure in UGS in different periods has
a different scale; 7 is the value obtained from the model

During training, the initial learning rate coefficient,
assumed to be 0.001, decreases gradually as the number
of passed epochs increases. Training stops when the
loss on the validation sample does not decrease any
more (Fig. 2).

The quality of the trained model was evaluated on
a test sample. Statistical parameters of model errors are
as follows: mean = 0.006; standard deviation = 0.2.

0.10 1 Training data
2 Validation data

0.08

o
o
>

Loss function

o©
=)
K

0.02

0 20 40 60 80 100
Learning epoch

Fig. 2. Diagram of model error
during the learning process

The trained model is able to reproduce the reservoir
pressure dynamics for the period of sampling seasons
to an acceptable degree of accuracy. Figure 3 shows
the scatter diagram of normalized (scaled to the range
from 0 to 1) formation pressure between the trained
neural operator and the results of numerical simulations.
The coefficient of determination R = 0.999.

0.90

0.85

0.50 0.55 0.60 0.65 0.70 0.75 0.80 0.85 0.90
Hydrodynamic model

Fig. 3. Normalized reservoir pressure scatter diagram

Based on the scatter plot, it follows that the
distribution generated by the neural operator on the
test sample in each reservoir cell is very close to the
distribution from the HDM.

Avisualization of the comparison of simulation results
of reservoir pressure field dynamics modeling by means
of neural operator and HDM is presented in Figs. 4-6.
The time step means the ordinal number of the ten-day
period (decade) within the gas withdrawal season.

The trained neural operator demonstrated good
performance on the test sample. Moreover, the obtained
model calculates a given scenario in a fraction of
a second, which is at least 10° times faster than
a traditional numerical simulator.

In spite of the small number of PDE implementations
in the training sample, we evaluated the generalization
ability of the model on the example of reproducing the
reservoir pressure dynamics in case of significant changes
in the object itself involving variations in the number
and location of wells. Since the use of the developed
neural operator at this stage does not imply calculations
or optimization of various well placement schemes, the
scenario calculated on the operating HDM was taken as
a reference scenario reproducing the situation with near-
zero withdrawals from UGS during the entire period.
Then, all wells were removed, 11 new production wells
were placed in reservoir cells where they had never been
before, and the scenario of forced gas withdrawals through
these wells was modeled. The results are shown in Fig. 7.
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Fig. 4. Visualization of reservoir pressure from HDM, U-FNO model
and absolute error on test sample (time step 4/16)
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Fig. 5. Visualization of reservoir pressure from HDM, U-FNO model
and absolute error on test sample (time step 10/16)
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Fig. 6. Visualization of reservoir pressure from HDM, U-FNO model
and absolute error on test sample (time step 16/16)
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Fig. 7. Visualization of simulation results taking into account changes in well stock
and visualization of formation properties (cells with placed wells are highlighted in color)
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The lower part of Fig. 7 depicts visualizations
of discretized reservoir cell volumes, porosity and
permeability. Based on the obtained results, we conclude
that the model responds adequately to such significant
changes: the reservoir pressure field in the near-wellbore
space changes taking into account the distribution of
formation properties.

CONCLUSIONS

The reported study demonstrates the possibility
of successfully applying the modified neural Fourier
operator not only to the problems of modeling gas
filtration in a cylindrical coordinate system with a single
well, but also to the problems of three-dimensional gas
filtration in a Cartesian coordinate system on objects
with multiple wells. In addition, despite the use of the
fast Fourier transform algorithm in the architecture, the

developed model provides high quality modeling of
objects with non-uniform sampling grid and complex
geometry.

At the same time, the neural operator does not need
a large training sample size to achieve high accuracy of
approximation of PDE solutions, which is demonstrated
not only on the test sample, but also on artificially
generated scenarios involving significant changes in the
structure of the modeled object. Based on the experiments,
the trained neural operator simulates a given scenario in
a fraction of a second, which is at least 10° times faster
than a traditional numerical simulator. This makes the
model suitable for application in tasks of planning and
decision-making with respect to various aspects of UGS
operation, such as optimal well utilization, pressure
control and gas reserves management.
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Abstract

Objectives. Ensuring scientific and technological sovereignty, defined as one of the objectives of the Concept
of Technological Development for the period until 2030, approved by the Order of the Government of the
Russian Federation No. 1315-r dated May 20, 2023, implies the use of effective mechanisms for managing the
country’s economy. Under contemporary conditions, technology is a crucial element in the country’s economic
development and a key component of scientific and technological security. Thus, the aim of the present work is to
develop existing methods for analyzing economically significantinformation relating to the monitoring and diagnostics
of scientific and technological security at the meso- and macrolevels.

Methods. The developed method for scientific and technological security level monitoring and forecasting, which
is based on the dynamics analysis of the values of corporate securities, includes economic and statistical analysis
methods, machine learning and time series analysis tools.

Results. The approach towards information processing and enhancement of analysis mechanisms in managerial
decisions, which relies on diagnostic, analysis, and forecasting tools for socioeconomic system scientific and
technological security, is based on information-processing, economic, and mathematical methods. The presented
results constitute a developed method for the analysis of systemically important enterprises stock indices, supporting
research and development to assess and predict scientific and technological security dynamics at meso- and macro
levels of the economy. In order to verify the methodology, a numerical experiment was carried out using statistical
data from systemically important companies.

Conclusions. The developed methodology is aimed at improved managerial decision-making accuracy and
speed when solving problems connected with scientific and technological security underpinning socioeconomic
systems. The experimental results quantitatively confirm the significant contribution made by systemically important
companies to Russian Federation’s scientific and technological security ensuring.
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HAYYHAA CTATbA

KparkocpouHblie OUpKeBble HHIEKCHI
KAK MHCTPYMEHT OI[EHKH U MPOTrHO3MPOBAHMS
HAYYHO-TEXHOJIOTHYeCKOM 0€30IACHOCTH

A.W. NagbiHuu ©

MUP3A — Poccuiickunii TexHosiorndecknii yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp AN nepenvcku, e-mail: ladynin@mirea.ru

Pe3iome

Llenu. O6ecneyeHne Hay4HO-TEXHOJIOMMYECKOrO CYBEPEHUTETA, OMNpPeeNieHHOe Kak oAHa 13 3agad KoHuenuum
TEXHONI0rn4yeckoro pa3sutus Ha nepuog o 2030 r., yrBepxaeHHon PacnopsikeHvem Npasutensctea Poccuiickon
®depepauum ot 20 masa 2023 r. N2 1315-p, npegnonaraeT ncnosib3osaHne apPeKTUBHLIX MEXAHN3MOB YrpaB/ieHS
9KOHOMMKOW CTPaHbl. B COBPEMEHHBIX YCNOBUSAX TEXHONOMMYECKOE PAa3BUTUE SKOHOMUKM SBASETCS MMNePaTUBOM
Pa3BUTUSA CTPaHbI U KJIIOYEBOW COCTaBSAOLLEN HAayYHO-TEXHONOrm4eckor 6esonacHocTu. Llenb paboTsl — pa3sutune
CYLLECTBYIOLLNX MHCTPYMEHTAJIbHbIX METOAOB aHaNM3a 9KOHOMUYECKM 3HAYMMOM MHDOPMALMK ANF MOHUTOPUHIa
1 ANArHOCTUKW Hay4YHO-TEXHOJIOrMYecKo 6e30MacHOCTN Ha Me30- 1 MakpPOYPOBHE.

MeTopabl. ilcnonb3oBaHa aBTopckasg METOANKA MOHUTOPUHIA U MPOrHO3UPOBAHUS YPOBHSI HAYYHO-TEXHOJIOrMYe-
Cckoi 6e30MacHOCTM Ha OCHOBE aHanvM3a AMHAMMUKM CTOMMOCTM LieHHbIX BymMar KOMMaHuii, BKIoYaoLwas MeToabl
9KOHOMMKO-CTaTUCTUYECKOrO aHanM3a, UHCTPYMEHTbI MaLLMHHOIO 00Y4YEeHUS U aHanM3a BPEMEHHbIX PSO0B.
PesynbTatbl. peacraBneH aBTOPCKUIA NOAXOL K COBEPLLUEHCTBOBAHUIO MexaHM3MOB 06paboTkn 1 aHanmaa MH-
dopmaumn B xoae NPUHSATUS YyNpPaBiEHYECKUX peLleHnin. Jns 3Toro ocyulecTBieHa pa3paboTka WHCTPYMeHTa
[NarHOCTMKM Hay4YHO-TEXHOJIOMMYeCcKon 6e30MacHOCTN COLManbHO-3KOHOMUYECKOM CUCTEMbI HA OCHOBE 3KOHO-
MUKO-MaTeMaTUYeCKMX METOL0B 06paboTkn nHdopmaumu. NpenoxeHa MeTOAMKA MHTErpasibHOW OLEHKN Hay4YHO-
TEeXHOJIorM4yeckon 6€30MacHOCT Ha MakpPOYPOBHE HA OCHOBE aHann3a 1 NPOrHO3MPOBaHMS CTOMMOCTU LEEHHbIX OY-
Mar 9KOHOMUWYECKUX areHTOB — CUCTEMOODOPa3yLLMX KOMNaHWiA. HayuHbIn pe3ynbTaT — pa3paboTaHHas Mmetoauka
aHanm3a 6MpXeBbIX NHOEKCOB CUCTEMOODOPA3YIOLLMX MPEANPUSTAN, OCYLLLECTBSIOLLMX UCCNEeL0BaHUS 1 pa3paboT-
KW 0151 OLEHKN 1 NMPOrHO3UPOBaHUS AVMHAMUKN HAy4YHO-TEXHOJIOrMYecKo 6e30MacHOCTN Ha Me30- 1 MakpOypPOBHE
9KOHOMUKM. Ona Bepudurkaumm MeToaukm nNpoBEAEH YNCIEHHbI SKCNEPUMEHT C UCMOMb30BaHNEM CTaTUCTUYE-
CKWNX [@HHbIX CMCTEMOOOPA3YIOLLMX KOMMaHWIA.

BbiBoabl. PaszpaboTaHHas MeTOAMKaA HarnpagieHa Ha NOBbILIEHME TOYHOCTU U BbICTPOAENCTBUS YNPaBieHUs B 3a-
fayax obecrneyeHnsi Hay4HO-TEXHOJIOrMYecKo 6e30MacHOCTU CouMalibHO-9KOHOMUYECKNX CUCTEM. Pe3ynbTathbl
9KCMeprIMeHTa KOMIMYECTBEHHO MOATBEPXAAIOT NPEAMosIoXEHE O 3HAYUTENBLHOM BKIaAe CUCTEMOOOPAa3YoLLMX
npeanpuaTnii B obecnedyeHne Hay4yHo-TeXHoIornyecko 6esonacHoctu Poccuiickoin @epepaumn.

KnioueBble cnoBa: Hay4HO-TEXHONOrMYeckas 6e30nacHoOCTb, MeETOAMKA aHaNM3a nHdopmMauumm, SKOHOMNKO-MaTe-

MaTn4yeckoe MmoaesimpoBaHue, Hay4Hoe pa3BuTtume, 6I/Ip)KeBbIe MHOEKCHl, NTHCTPYMEHTbI MOAAEPXKKN NPUHATUSA PELLIEHNTA

e Moctynuna: 12.02.2024 » Oopa6oTtaHa: 04.04.2024 ¢ MpuHaTa k onyonukoeaHuio: 23.09.2024

Ansa uutuposaHua: JlagbiHuH A.WN. KpaTtkocpouHble 61pXKeBble MHOEKCHI KaK UHCTPYMEHT OLLEeHKM 1 MPOrHO3UPOBaHMS
Hay4HO-TexHosornyeckon 6esonacHoctn. Russ. Technol. J. 2024;12(6):113-126. https://doi.org/10.32362/2500-
316X-2024-12-6-113-126

Mpo3payHocTb GMHAHCOBOW AEeATENIbHOCTU: ABTOP HE MMeeT GMHAHCOBOWM 3anHTEPECOBAHHOCTM B NPEACTaB/IEH-
HbIX MaTepuanax uim MeTogax.
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INTRODUCTION

Contemporary tools for monitoring, analyzing, and
forecasting the state of the economy imply the use of
relevant information processing tools. The conducting of
scientific research and development of large enterprises
under the jurisdiction of the Russian Federation plays
a key role in ensuring economic security. At the same
time, the activity of science-based enterprises is
characterized by uncertainty due to the complexity of the
tasks to be solved, the variety of influencing factors, and
the dynamics of changes in the influence of the external
environment.

Under such conditions, it is advisable to consider
not only methods for directly assessing scientific and
technological security (STS) on the basis of indicators
of scientific activity of an enterprise or a company,
but also the more general processes underpinning
its improvement. For example, in order to establish
a quantitative relationship between the value of
securities of large technology companies at the STS
level, indirect evaluation mechanisms are required. For
example, the generally recognized indicator systems
include characteristics for determining the level of
innovation activity, as well as costs and results of
enterprise functions carried out in the field of scientific
activity and the development of high technology.
An additional factor determining the possibility of
such an assessment is the significant participation of
the state in large businesses—for example, for many
large companies, including those carrying out research
and development within the framework of business
interests, state institutions are included among the
shareholders.

Key factors in the efficiency of management
decision-making are accuracy and speed. However,
reliance on statistical assessments, which include
indicators significant for STS, involve significant
intervals between the periods of receipt of statistical
data. Under the conditions of dynamic changes in the
indicators characterizing the socioeconomic system, it
is advisable to consider tools with greater sensitivity
and less time delays. Hence, there is a need to use
methodological approaches based on the analysis of
rapidly changing data, as well as to improve existing
and develop new tools for processing and analyzing
information.

LITERATURE REVIEW

While considering the tasks of ensuring STS, it
is necessary to determine its position in the structure
of modern economy. It seems reasonable to consider
STS as an integral part of economic security. The
current understanding of a competitive national

economy assumes a close relationship with scientific
and technological progress. The concept of ensuring
scientific and technological sovereignty, defined as
one of the priorities of Russia’s development!, also
implies the actualization of the existing independent
scientific and technological basis, as well as its
further development. STS plays an important
role in the specialized literature. A.E. Varshavskii
in [1] postulated the principles of STS provision.
In the study by M.S. Vlasova, O.S. Stepchenkova,
indicators of economic security in the scientific and
technological sphere are considered [2]. A.Yu. Pinchuk
considers scientific and technological development
in the context of digitalization of the economy and
industrial development [3]. A.A. Afanasev considers
the role of STS in the tasks of ensuring technological
sovereignty [4].

The relationship between innovation activity and
STS is reasonable assumed to have a fundamental
character [5]. The articles [6, 7] are focused on the
problems of methodological support of innovation
activity. Studies in the field of assessing the effectiveness
of innovation activity of organizations in the context
of digitalization of the economy are presented in [8].
A significant layer of works is devoted to analyzing the
problems of innovative business development in modern
Russia [9-12].

Problems associated with ensuring innovative
development are closely related to the competitiveness
of organizations under contemporary conditions. The
development of innovations, representing one of the
main factors of production, involves both a stimulus
and a requirement to improve the production toolkit.
M.P. Kalinichenko considers the management of
enterprise ~ competitiveness  through  innovation
activity [13]. T.A. Burtseva presents approaches
to analyzing the evaluation of the effectiveness of
information support of innovation management [14].
A.V. Babkin and L. Chen evaluated the efficiency of
innovation of high-tech industry on the example of
a province in the People’s Republic of China [15].
The problems of management of knowledge-intensive
organizations were considered in the works of
A.M. Batkovsky [16, 17], D.Yu. Fraimovich [18].
ILL. Berezin considers the institutional forms
of innovation activity management and their
limitations [19], while S.A. Filin discusses the principles
of management in the context of transition to the digital
economy [20]. It should be noted the actualization

I Decree of the President of the Russian Federation No. 145,
dated February 28, 2024, On the Strategy for Scientific and
Technological Development of the Russian Federation. http://
www.kremlin.ru/acts/bank/50358 (in Russ.). Accessed April 03,
2024.
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of research in the field of ensuring scientific activity
and economic security in the context of sanctions
pressure [21]. The authors [22] consider approaches to
overcoming Russia’s technological dependence. The
available mechanisms and tools of transition to the sixth
technological mode are studied in [23].

Researchers note the need to transition to
a sovereign, import-independent model of scientific
and technological development. For example,
T.D. Stepanova in [24] identified the key threats to
technological development and, consequently, economic
security. Staffing problems represent an important
aspect of scientific discussions. Noting the need to
improve personnel training in the context of economic
security, V.I. Avdiyskiy offers recommendations that
facilitate this process [25].

An acknowledged mechanism for ensuring
economic security is the monitoring of key indicators
of socioeconomic development [26]. Current studies
are devoted to various aspects of monitoring and
evaluation of economic security. Thus, A.P. Suvorova
and N.Yu. Sudakova consider the scientific and
technological development of Russia through the
prism of the effectiveness of the implementation
of state programs [27]. In [28] the theoretical and
methodological approaches to the study of economic
security, the development of theory and practice of
information processing in the context of its provision
are improved. The works by V.K. Senchagov,
S.N. Mityakov [29] describe the approach to the
application of short-term indicators assessment models
for analyzing economic security. The authors consider
the monitoring of regional innovation activity in the
context of ensuring economic security and scientific
sovereignty. Other studies are devoted to assessing the
effects and implementation of projects in production
systems as part of the scientific potential of the
country [30]. The paper [31] presents conceptual
aspects of STS ensuring and tools for STS monitoring
of the regions of Russia.

The review of scholarly publications demonstrates
the relevance of the topic under consideration in the
context of ensuring economic security at the regional
and federal levels. Thus, most of the works are devoted
to the formation of an instrumental and methodological
basis for the study of STS on the basis of existing
statistical information. While this is certainly justified
in the context of data collection and the possibility of
their further comparative and retrospective analysis,
existing approaches can be supplemented on the basis of
alternative assessment methods. Moreover, such tools,
which are based on indirect indicators of economic
activity that have a significant impact on the state of
STS, enable additional verification of existing official
statistical data.

METHODOLOGY FOR MONITORING
AND FORECASTING STS LEVEL
ON THE BASIS OF ANALYZING THE DYNAMICS
OF THE VALUE OF COMPANIES’ SECURITIES

With the development of data transmission networks,
mechanisms for organizing, storing, and presenting
information, many Russian and foreign researchers
use stock exchange quotations to analyze the financial
component, assess the prospects of development of
industries of the real sector of the economy, and clarify
the parameters of developed simulation models. Here,
the system of indicators is based on short-term indices.
While such an approach is applicable to the tasks of
selective assessment and forecasting of the constituent
elements of the economic security structure, it seems
reasonable to switch to monitoring changes in key
indicators in the medium term when setting out to
improve its scientific and technological component.
This is due to more complex properties of the impact
of changes in financial instruments of companies and
corporations engaged in research and development at
the STS level of the socioeconomic system. It is also
due to the presence of deferred influence of innovation
processes, which effectiveness affects the overall STS
level as well as influencing the value of the company’s
shares on the stock exchange.

Relevant methods of predictive modeling used
for evaluation and analysis of time series on the basis
of machine learning can be combined with formal
models of mathematical statistics to predict dynamics
of changes in the value of securities of companies with
a certain degree of probability. In other words, the
methodology of STS monitoring based on the analysis
of the dynamics of the value of companies’ securities
includes two key components: (1) a system of indicators
formed on the basis of a set of leaders of scientific and
technological progress for the direct construction of an
integral index and (2) methods of time series analysis for
forecasting (Figure).

Let us consider a methodology for monitoring and
forecasting the STS level based on the analysis of the
dynamics of the value of securities of Russia’s leading
companies. The methodology involves analyzing the
value of securities of companies grouped by types
of economic activity where there is a direct relation
to research and development on top of science and
technology investments. Thus, we will consider
companies engaged in mining, manufacturing, as well as
those belonging to the collective classification grouping
of' economic activities “Information and Communication
Technologies Sector.”

The formal component of the methodology includes
tools for time series analysis, which are used to build
predictive models in the presence of a sufficient amount
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Preliminary data analysis
and preparation

|

Formation of the list of companies according
to the requirements of the introduced STS
projections and presented on the stock exchange

'

Formation of a sample of securities
value data on the projections under

Solving the forecasting

Formation of a sample of securities
value data on the projections under

consideration with a step of one problem consideration with a step of one
calendar month calendar month
Assessment of the significance Machi )
of each of the projections Iezfnil:g Methf%fiz g;;?%yhcal
of the integral STS index
g methods of the time series
=i of ressarch and
assessment development data Building a simulation model and
P calculating forecast values of the
) ) analyzed companies’ share prices
Calculation of the weights
of the considered projections that Building an integral STS index l
make up the integral STS index Formation of share value
L at the end of the forecast period based

|

on the obtained simulation model

Figure. Structural scheme of the methodology for monitoring and forecasting the STS level on the basis of analyzing
the dynamics of the value of the companies’ securities

ofinitial data. While providing opportunities to select the
most appropriate mechanisms for the characteristics of
the initial data, the existing models require a comparative
analysis of the results to select those most adequate to
the initial data. Thus, in [32] an example of forecasting
short-term economic security indices based on machine
learning and time series tools is presented. The authors
conduct a comparative analysis of modeling results for
various macroeconomic indicators using autoregressive
integrated moving average and Holt models, as well as
neural network models. With regard to the assessment
of STS on the basis of analyzing the value of shares
of companies engaged in research and development, it
seems appropriate to use a combination of methods of
forecasting time series based on the Holt—Winters and
Box—Jenkins models, taking into account the importance
of comparative analysis of the resulting forecasts. It is
also advisable to use machine learning models, which
allows us to compare the final results, for example, the
long short-term memory network known as the long
short-term memory model.

While the described methods are not a mandatory
guide to action when forecasting the values of a time
series, they can be used to conduct a comparative analysis
of forecast accuracy. The analytical component of the
proposed methodology involves iterative comparison of
the obtained values in accordance with certain accuracy
criteria, as well as adaptation of the selected models to

solve specific practical problems. The use of machine
learning and time series apparatus illustrates the diversity
of approaches to forecasting and forms the possibility
of selecting the most appropriate of them to solve the
specific task of analyzing the dynamics of STS change.

Let us consider the determining ratios necessary for
quantitative assessment of changes in the STS level in
accordance with the presented methodology. For this
purpose, we propose to use the author’s formula based
on the assumption of a pronounced direct impact of the
investment attractiveness of a high-tech company on the
research and development sector, and, consequently, on
the STS level.

Let us proceed to the construction of an integral STS
index on the basis of analyzing the value of companies’
shares. For this purpose, it is advisable to use the
following ratio:

n m Xy
PR W LAY =z

§= -, (1)

X
217;12;1:1?

t
T

where 7 is the number of projections of companies’
economic activities; m is the number of companies in the
projection being analyzed; 0 < 3, < 1 is the projection
significance coefficient for STS; 0 < o < 1 is the
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company’s significance coefficient in the projection;
0< P = 1 is the risk assessment of the asset under
consideration; x, is the value of the company’s financial
instrument (e.g., shares) in the last analyzed period; X,
is the average value of the financial instrument’s value at
some time interval equal to several periods ¢ preceding
the one under consideration.

While the coefficient of the company’s significance
aj can be determined on the basis of expert assessment,
if the initial data is available, its calculation lies in
the assessment of statistical indicators of the analyzed
organization in the field of completed research and
development. Thus, the significance of a particular
company can be determined in the context of ensuring
STS on the basis of the relative contribution in terms
of research and R&D within the scope of the industrial
sector. In this case, it is proposed to normalize the
values of o, for the formula under consideration
according to the condition of maximum, where
o; = 1 is assigned to the most innovative and active
company, and the rest are normalized in descending
order. In other words, after obtaining the relative
weights of the contribution of each of the companies
to the number of research and R&D of the industrial
sector, the values are proportionally scaled to match
the relative weight of the leader of the considered
distribution to one.

While the coefficient B, can also be determined on
the basis of expert evaluation, it is advisable to consider
its values on the basis of the assessment of statistical
data on innovation activity by sector, defined as the
ratio of the number of research and R&D of the type
of economic activity under consideration to the total
number of scientific works performed by all its types.
The normalization of B, value is assumed to be consistent
with o, i.e., the largest value of the coefficient in the
distribution is equivalent to one, and other values are
calculated proportionally. For the correct functioning
of the methodology, it is necessary to have appropriate
statistical data for calculating the coefficients 3; and 9,
by types of economic activity and the number of new
products and technologies, respectively.

The risk component, represented by the
corresponding component (1 — pj) and normalized
from 0 to 1, should be specially noted. An assessment
of the impact of the dynamics of changes in the value
of securities on the STS level must be carried out
when taking into account the risks that characterize the
investment attractiveness of the selected asset. While the
assessment of risks in the proposed methodology refers
to the volatility of securities, it can also include the risks
of reducing the impact of the dynamics of analyzed
financial instruments on the change in the STS level. At
the same time, this conflict situation can be resolved in
the model by increasing or decreasing the expert values

of the significance coefficients of the influence of the
dynamics of the analyzed asset on the STS level.

When considering some practically important
tasks in detail, it is advisable to resort to differentiated
methods of assessing the risk component. Thus, the
present methodology does not imply restrictions on the
type of securities, which in the context of the assessment
implies appropriate adaptation of the risk measure.
For the selected time periods, measures based on the
value at risk commonly used in financial analysis,
calculated specifically for each type of securities under
consideration, can be used, along with probabilistic risk
assessment, expert assessment or methods based on more
complex factor models. The method used in a particular
practical task to assess the risk component of a financial
instrument is primarily based on the requirements of the
study, taking into account available statistical data, as
well as time and material and technical resources, in the
analysis.

In the basic version of the methodology, the
calculation of the relevant component is based on
generally known methods of financial risk assessment.
Here, the coefficient of variation may serve as a measure.
If necessary, the tool used may be supplemented and
modified in accordance with the requirements of
a particular study. The coefficient of variation used in this
methodology is calculated according to the following
formula:

pj=—" 2)

where SDj is the standard deviation based on statistical
data for the period under consideration; M] is the average
value of the financial instrument under consideration for
the time interval under evaluation.

Thus, the final formula includes a conservative
assessment of risks while taking into account the
coefficient of variation, allows the characteristics of
the analyzed set of financial instruments to be further
clarified. Formalizing the set of actions defining the
methodology of monitoring and forecasting the STS
level based on the analysis of the dynamics of the value
of securities of companies, the following stages can be
outlined:

1. Selection of time interval for STS level assessment.

2. Formation of the list of companies-issuers of
financial instruments, according to the directions
of their R&D activities and types of economic
activities.

3. Preparation of statistical data on selected companies:
determination of the current x, and average value x;
of a financial instrument, as well as its risk
measure p;.
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4. Calculation of weights B, characterizing the
contribution of the industry corresponding to the
selected companies to the scientific and technological
progress of the state.

5. Assessment of company importance in the projection a,.

6. Building the S—integral STS index based on the
analysis of the value of companies’ shares.

COMPUTATIONAL EXPERIMENT

In order to illustrate the practical application of the
presented methodology, let us turn to the rating of the
largest companies in Russia by sales volume. Let us
select the companies occupying leading positions by this
indicator according to the RAEX-Analytica® rating
agency in accordance with the highlighted evaluation
projections. Coefficients f3; were calculated on the basis
of the Federal State Statistics Service data, in particular,
in accordance with the report’ on the number of
fundamentally new developed advanced production
technologies by types of economic activity. Coefficients
o, in the example represent the expert opinion on the
importance of a particular company in the context of
providing STS. In order to analyze stock exchange
quotations and calculate parameters x;, X, we used
open data on the value of financial instruments of the
companies under consideration using open services such
as Investing.com“, Yahoo Finance®, Moscow Exchange6,
and others.

In order to assess the STS level for the period
of 2022 (Table 1), the data aggregated by means of
comparative analysis and mutual verification of the value
of financial assets on international platforms were used.
For the period of spring 2024 (Table 3), the data of the
Moscow Exchange were employed in the calculations
due to the delisting of financial instruments of Russian
companies from global trading platforms. Under the
conditions of an isolated national financial market, the
risk component expressed by the volatility of instruments
issued by companies is lower on average, as evidenced
by a comparative analysis of the relevant statistical data
given in the numerical experiment in Tables 1 and 3. In
this regard, in further practical calculations it is advisable
to supplement the risk component of this methodology
with factors that have a quantitative expression.

2 Rating of Russia’s largest companies by sales volume—
RAEX-600. https://raex-rr.com/largest/RAEX-600/biggest companies/
2022/ (in Russ.). Accessed April 03, 2024.

3 Technological development of economic sectors. Federal
State Statistics Service. https:/rosstat.gov.ru/folder/11189 (in Russ.).
Accessed April 02, 2024.

4 https://www.investing.com. Accessed April 02, 2024,

3 https://finance.yahoo.com. Accessed April 02, 2024.

6 https://www.moex.com (in Russ.). Accessed April 02,
2024.

After preparing the initial data, as well as calculating

X
the coefficients B; and a ; and the ratio—~ for each of the
X
T

companies under consideration, we proceed to the
construction of an integral assessment of the STS level
of the socioeconomic system. Using the formula (1), we
obtain the value of the integral STS index, which is 0.64.
In this case, according to the considered assessment
model, the values of the private contribution of
companies for each type of economic activity are 26%,
60%, and 14%, respectively (Table 2).

To ensure that the results of the numerical experiment
correspond to the actual time interval, it is necessary to
use the data of the Moscow Exchange. This is partly due
to the exclusion of Russian companies from the list of
organizations represented on international exchanges,
and partly to the restricted access to statistical reporting of
systemically important companies’. For some statistical
data (for example, the number of fundamentally new
developed advanced production technologies), on the
basis of which, in particular, the coefficient B; of the
methodology was calculated, the period of values is also
2022. The numerical experiment based on the updated
statistical information is presented below (Tables 3 and 4).

Now, based on formula (1), the value of the
integral STS index is 0.22. At the same time, according
to the evaluation model under consideration, the
values of private contribution of companies for each
of the economic activities are 24%, 61%, and 15%,
respectively (Table 4).

It should be noted that the calculation mechanism
of the presented results does not include Rostec State
Corporation structures; in particular, Kalashnikov Concern
and Russian Helicopters Holding, since their financial
instruments are not listed on the Moscow Exchange.
To enable a comparative analysis of the results over the
reporting period interval (data for February 2022 and
April 2024), S—STS integral index for the period
of February 2022 without participation of the above
companies—was calculated. The corresponding value
was 0.20, while the private contribution indices of the
companies for each of the economic activities were 15%,
61%, and 24%, respectively. This indicates a decrease
in the contribution of mining companies and the role of
manufacturing, as well as an increase in the importance
of the information and communication technology sector.

7 Federal Law No. 55-FZ dated February 28, 2023 “On
Amending Article 5 and Suspending Part 7 of Article 8 of the
Federal Law “On Official Statistical Accounting and the System
of State Statistics in the Russian Federation” and on the Specifics
of Official Statistical Accounting in the Territories of Certain
Constituent Entities of the Russian Federation.” http://publication.
pravo.gov.ru/Document/View/000120230228003 1 (in Russ.).
Accessed April 03, 2024.
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The comparative analysis of the obtained results
shows that the methodology is stable in relation to the
number of selected companies within the grouping
“Type of economic activity.” At the same time, it
remains certain that with the increase in the number of
organizations-representatives of each of the considered
areas of economic activity, influencing the change
in the STS level, the objectivity of the assessment
increases proportionally. The conducted computational
experiment at different time intervals quantitatively
shows that the most significant contribution to the
integral STS level is made by manufacturing and
machine-building enterprises. This allows us to justify
the need to increase the industrial potential to ensure
scientific and technological sovereignty of the Russian
Federation.

CONCLUSIONS

The developed methodology for monitoring and
forecasting the STS level on the basis of analyzing the
dynamics of the value of company securities is part
of a comprehensive toolkit for processing significant
retrospective and instantaneous information on the
state, dynamics of changes, and forecasting of important

indicators of scientific and technological development
in the context of ensuring economic and national
security. Tools of statistical analysis and economic and
mathematical modeling used in this methodology are
used to provide an objective assessment of the state of
research and development of the socioeconomic system.
The presented methodology combines the simulation
modeling of complex systems into a unified structure
to conduct operational monitoring of the research
and development sphere on the basis of assessing the
dynamics of the integral index for selected industries
and spheres of economic activity.

A distinctive feature of the presented methodology is
its high adaptability and the possibility to build the main
or additional sources of information into the functioning
mechanisms of management decision support. Given
a statistical sample of sufficient volume and quality, it
is possible to build an integral assessment of the STS
level using tools from exclusively formal methods,
which positively affects the accuracy of the results in
comparison with the accepted expert or probabilistic
approaches. In the context of monitoring, this contributes
to improved accuracy and speed of management—and
consequently increased level of economic security.
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