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Abstract

Objectives. The study sets out to justify the relevance and investigate approaches for solving the problem
of managing the number of simultaneously functioning software robots of various types under conditions of limited
computational resources and changes in sets of executable tasks.

Methods. A proposed solution is based on models and methods of scenario management, linear programming,
inventory management, queuing theory, and machine learning. The described methods are valid for different
compositions and preconditions for generating initial data, as well as ensuring the relevance horizons of the obtained
solutions.

Results. The initial data is obtained via the presented approach for determining the computational resource
parameters for operating a single software robot. The resources are determined by analyzing the composition
of the software and information services used by an actual software robot. Problem statements and mathematical
models are developed for cases involving scenario management and linear programming methods. Methods for
real-time management of the number of software robots and their sequential local optimization are proposed based
on the abovementioned solution sequences. The developed method for generating statistical data based the results
of applying the sequential local optimization method is used to identify deficient and non-deficient computational
resources. Some results of working in the multi-functional center of RTU MIREA software robots developed on the
Atom.RITA platform are outlined.

Conclusions. The emerging problem of managing the number of simultaneously operating software robots
of various types for cases involving scenario control methods and linear programming is formalized. This problem
is relevant in the field of automation of business processes of organizations. The use of mathematical methods for
solving this problem opens up opportunities for expanding the functional capabilities of robotic process automation
platforms, as well as increasing their economic efficiency to create competitive advantages by optimizing the use
of IT infrastructure components.
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robotization
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OO0 ynpaBjieHUM YUCJIEHHOCTHIO OJITHOBPEMEHHO
(PYyHKIMOHUPYHOIIUX MPOrPAMMHBIX PO00OTOB
Pa3JIMYHbIX BUI0B

A.C. 3yeB ®,
AO.A. JleoHoB

MUP3A — Poccuiickunii TexHosiorn4deckuii yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp AN9 nepenvicku, e-mail: zuev_a@mirea.ru

Pesiome

Llenu. M3noxeHne noctaHOBKN, 0OOCHOBaAHWE akTyanbHOCTU W NPEASIOXKEHNE METOAOB PELLEHNS 3a4a4M ynpas-
JIEHUS YUCIIEHHOCTbIO OAHOBPEMEHHO (PYHKLIMOHMPYIOLLMX NPOrpaMMHbIX POOOTOB Pa3NYHbIX BUAOB B YCOBUSIX
OrPaHN4YEHHOCTU BbIYUCNTENbHBIX PECYPCOB N U3MEHEHMUIN COCTaBa COBOKYMHOCTEN 3a4a4y, NOCTYNaloLLMX Ha Bbl-
NOJIHEHME.

MeTopabl. 3agady NpeasiokeHo peLwaTb, MPUMEHSI MOAENN U MeTOAbl CLLEHAPHOrO yNpaBaeHusl, IMHEAHOro Nnpo-
rpaMmMUpOBaHMs, YrpaBieHns 3anacaMmm, MacCoBOro 0OCNYXMBaHUS U MALLMHHOTO 0Oy4eHUsl, COOTBETCTBYIOLLNE
pa3nnyHbBIM COCTaBaMm 1 Npeanockinkam GopMUPOBaHUS MCXOAHBIX AaHHbIX, 8 Takke 06ecrneynBatoLLme pasnyHble
rOPU30HTbI aKTyaslbHOCTU NOJTy4aeMbIX PeLLEeHU.

PesynbTaTtbl. B uenax GopmMmpoBaHnsa NCXOOHbIX AaHHbIX 3a4a41 aBTOpaMu NPenoXeH noaxon K onpeneneHmo
COCTaBa 1 NapamMeTPOB BbIYMCINTENbHbLIX PECYPCOB, TPEOYOLWMXCS AN1s GYHKUMOHUPOBAHUS OAHOro NporpamMm-
HOro po60Ta, OCHOBaHHbIN Ha aHaNM3e CocTaBa MCMNoJib3yeMOro UM NporpaMmMHOro obecnevyeHns n nHbopmMawm-
OHHbIX CEPBUCOB. [1nd cy4aeB NPUMEHEHUS METOA0B CLEHAPHOro yrnpasieHns 1 IMHENHOIO NPOrpaMMmMpoBaHmns
COCTaBJIEHbl MOCTAHOBKM U MaTeEMaTUYECKMEe MOAEeNV COOTBETCTBYIOLWMX 3a4a4, 8 Ha OCHOBE Moc/iefoBaTeslbHO-
CTel Ux peLleHns NPeasIoXKEHbl METOA, ONEPATUBHONIO YrNPaBiIEHNSI YACTIEHHOCTBIO NPOrpaMMHbIX POOOTOB U METO[,
nocnenoBaTesibHOW JIOKasIbHOW ONTUMU3ALMN UX YACTIEHHOCTU. MpensnioxeH OCHOBaHHbIN Ha 0bpaboTke pesynbTa-
TOB MPUMEHEHUS METOAA NOCNEN0BATENLHONM JIOKaNbHOM ONTUMMU3auumn cnocod GopMnpoBaHns CTaTUCTUYECKMX
JaHHbIX, NO3BONAOLWMX NAEHTUPUNLMPOBATL AePULNTHBIE N HeaedUUUTHBIE BbIHUCIUTESNbHBIE PECYPCHI. N3n1oxe-
Hbl HEKOTOpPbIE Pe3y/bTaTbl MPUMEHEHNS MPOrpaMMHbIX POOOTOB, paspabaTbiBaeMbix Ha nnatdopme «<AToM.PUTA»,
B MIHTEpPECcax MHOrodyHKLMOHaNbHOro LeHTpa PTY MUPJA.

BbiBogbl. ChopmynupoBaHa n dopmanndoBaHa afs Cly4aeB NPUMEHEHUS METOOOB CLEHAPHOrO yrnpaBieHus
M MaTemMaTMyeckoro annapara JIMHENHOro NporpamMMypoBaHna HOBas M akTyanbHad B cdepe aBTOMaTmM3aunun
OM3HEC-MPOLLECCOB OpraHM3aumii 3afa4a yrnpasBieHUs YUCIEHHOCTbIO OHOBPEMEHHO (PYHKLIMOHMPYIOLLMX NpO-
rpaMmMHbIX POOGOTOB Pa3NNyHbIX BUAOB. PelleHne JaHHOM 3a4a4um C NPUMEHEHVEM Pa3IMYHbIX MaTEMATUYECKUX ME-
TOL0B OTKPbIBAET NEPCMNEKTUBbI PACLUMPEHUSA PYHKLMOHASIbHBIX BO3MOXHOCTEN Nnatdopm nporpamMmmMmHoi poboTu-
3aumn, a TakKe MoBbILLEeHUST 3KOHOMNYECKON 3P DEKTUBHOCTN NX NPUMEHEHUS 1 POPMUPOBAHUSA OOMOHUTESbHbIX
KOHKYPEHTHbIX MPEeVMYLLLECTB NOCPEACTBOM ONTUMU3ALMN NCNOJSIb30BAHNA KOMMOHEHTOB UT-nHOPacTpyKTypsbI.

KnioueBble cnoBa: nporpaMMHbIii poboT, LMdPOBO COTPYAHUK, robotic process automation, aBTomatmnzayus
OM3HEeC-NpoLLECCOB, NporpaMmMHas poboTnsauus

e MocTtynuna: 23.04.2024 ¢ fopa6oTaHa: 27.05.2024 ¢ MpuHaATa k ony6nukoBaHuio: 29.05.2024

Ana untuporaHusa: 3yeB A.C., JleoHos .A. O6 ynpaBieHUN YNCNEHHOCTbIO OAHOBPEMEHHO (OYHKLMOHUPYOLLNX
nporpaMmMHbiXx POOOTOB pasnunyHbiX BUAOOB. Russ. Technol. J. 2024;12(4):7-22. https://doi.org/10.32362/2500-
316X-2024-12-4-7-22

Mpo3spayHocTb GUHAHCOBOM AeATENbHOCTU: ABTOPbI HE MMEIOT PUHAHCOBOI 3aMHTEPECOBAHHOCTN B MPEACTABNEH-
HbIX MaTepuanax uam MeToaax.

ABTOpPbI 3aBASAOT 06 OTCYTCTBMM KOHDIMKTA MHTEPECOB.
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INTRODUCTION

Over the last 10 years, one of the main sources of
the improved efficiency of legal entities, government and
commercial structures, etc., (hereinafter—organizations)
consists in the automation of business processes to
delegate repetitive, routine and non-analytical tasks and
actions from employees to specialized services [1-3].
Various subject-oriented information systems [4, 5],
such as electronic document management, personnel
management, warehouse logistics, accounting, interaction
with target audience and clients, project management,
analytical and intelligent systems, etc., can serve as tools
for automating business processes. At the same time,
the use of application software in the business processes
of organizations implies the presence of appropriate
personnel, who use this software to perform business
tasks included in the business functions assigned to them
in accordance with their allocated roles [6].! In the present
work, a business task is understood as a typical sequence
of actions of an employee using a set of software tools to
achieve a given result taking into account the changing
composition of input data.

A logical and innovative direction having occurred
during the development of business process automation
consists in software robotization systems known as
robotic process automation (RPA) [7, 8]. RPA software,
which implements technologies for the development
and application of software robots (SR), comprises
special applications whose operational scenarios
reproduce typical sequences of actions carried out by
employees using combinations of software tools.? Since
December 4, 2023, RPAs are legally defined by the
Ministry for Digital Technology, Communication and
Mass Media of the Russian Federation.?

I On Amending the Classifier of Programs for Electronic
Computing Machines and Databases Approved by Order of the
Ministry of Digital Development, Communications and Mass
Media of the Russian Federation No. 486 of September 22, 2020.
Order of the Ministry of Digital Development, Communications
and Mass Media of the Russian Federation No. 974 dated
December 22, 2022. http://publication.pravo.gov.ru/Document/
View/0001202304200009 (in Russ.). Accessed March 22, 2024.

2 On Approval of the Classifier of Programs for Electronic
Computing Machines and Databases. Order of the Ministry of
Digital Development, Communications and Mass Media of the
Russian Federation No. 486 dated September 22, 2020. https://digi-
tal.gov.ru/ru/documents/7362/ (in Russ.). Accessed March 26, 2024.

3 On Amending the Classifier of Programs for Electronic
Computing Machines and Databases Approved by Order of the
Ministry of Digital Development, Communications and Mass
Media of the Russian Federation No. 486 dated September 22,
2020. Order of the Ministry of Digital Development,
Communications and Mass Media of the Russian Federation
No. 1041 dated December 04, 2023. http://publication.pravo.gov.
ru/document/0001202403110026 (in Russ.). Accessed March 26,
2024.

An important feature of an RPA is the possibility
for an SR to work with the totality of information
systems and services that are not provided with a means
of integration and interoperability in accordance with
embedded functional scenarios or algorithms [9]. There
are currently several RPA-platforms on the international®
and Russian® software markets that provide tools for
development and management of SR functionality.

Software robots partially or fully replace employees
of an organization in its business processes in terms of
performing typical business tasks, i.e., they either act
as “digital employees” functioning in accordance with
a specific business role, which is traditionally provided
for in the staff schedule [10], or they function as “digital
assistants” of real employees [11]. The advantages of
adigital employee for an organization are obvious[12, 13]:
a 24/7/365 work schedule, no working conditions or
salary requirements, elimination of recruiting procedures,
training, work control, personnel “turnover”, etc.

Business tasks subject to software robotization
will be referred to as robotic automation tasks (RAT).
We will assume that there is a mutually unambiguous
correspondence between RATSs and the SRs that perform
them, each SR corresponding to a separate RAT. Based
on the results of executing the scenario of a particular
business task, each of its instances is either considered as
successfully completed (which should correspond to the
vast majority of cases), or is added to the list of incidents
that require additional consideration by an employee,
including in cases of unsatisfactory completion of the
SR functioning scenario. One of the advantages of using
SRsis the ease of scaling their application when changing
the intensity of business tasks, which will be further
understood as the number of their repetitions or instances
requiring execution for some given period of time.
Necessary indicators of business processes fulfillment
efficiency can be provided as a result of increasing or
decreasing the number of simultaneously functioning
SR corresponding to these business processes. Under
conditions of limited computational resources allocated
for their application in compliance with the required
performance indicators of the corresponding business
processes, the simultaneous application of a set of
SR types, each having the possibility of replication in
different quantities, the management of the number
of simultaneously functioning SRs of different types
becomes a relevant problem.

4 Top-31 best robotic process automation software on the
market. https://www.zaptest.com/rpa-tools-top-31-best-robotic-
process-automation-software-on-the-market. Accessed March 22,
2024.

5 RussianmarketofRPA-systems. TadviserNovember§8,2022.
https://www.tadviser.ru/index.php/Crarbsi:Poccuiickuii_pbIHOK
RPA-cuctem (in Russ.). Accessed March 22, 2024,
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1. DESCRIPTION OF SR NUMBER
MANAGEMENT TASK

As application software and executed as processes
in the operating system, SRs consume computational
resources, which should be considered as not only
finite, but also subject to optimization. Problems that
arise in this connection are relevant both for individual
organizations using SRs in terms of minimizing the
costs of their operation, as well as for the providers
of cloud “factories” of SRs [14, 15] in the context of
optimizing the costs of maintaining the corresponding
IT infrastructure.

In the IT infrastructure of organizations that use
SRs and/or supply services to ensure their operation,
the solution of the abovementioned problems requires
the development, justification and implementation
of both architectural and infrastructural solutions.
Architectural solutions can be considered, for example,
in the context of ensuring information security,
including the operation of SR on physical and virtual
machines in open and protected circuits [16, 17].
Infrastructure solutions imply the allocation of physical
and/or virtual machines with certain parameters and
characteristics that provide computational resources
sufficient for the functioning of a certain set of SR
of several types in compliance with the required
performance indicators of the corresponding business
processes of the organization. Computational resources
can be understood as:

e number of threads of the central processing unit
(CPU);

e amount of random-access memory (RAM);

e amount of the internal data storage device (hard disk
drive, HDD and/or solid-state drive, SSD);

e amount of video memory and the number of graphics
processing unit (GPU) cores;

e number of simultaneous terminal sessions;

e bandwidth of a wired or wireless transmission
network channel, etc.

The information and technological infrastructure
of SR functionality is one of the key parameters
predetermining the effectiveness of their application.
Therefore, its formation should take into account, among
other things, the following aspects:

e composition of software and information services
with which the SR interacts is determined by the
content of the corresponding business task and
predetermines the requirements to the operating
environment of its functioning to the required
computational resources;

e while several SRs from some set of their types
can operate simultaneously, the permissible
combinations of their numbers are limited by the
allocated computational resources;

e in case of a large variety of types of SR, as well as
under conditions of their “factory” implementation,
the set of applied SR can be decomposed into
subsets corresponding to separate business processes
and/or structural subdivisions of the organization
with allocation of separate (independent) volumes
of computational resources;

e due to changes in the intensities of business tasks
performed by SRs (the number of their repetitions,
instances requiring execution for a given period
of time), it becomes rational to vary the number
of SRs of corresponding types while limiting the
computational resources allocated for the realization
of their entire set (the set of types and instances of
each type);

e changes in parameter and business processes
requirements, including those business tasks solved
by SR, may affect the number of SRs and intensity
of corresponding tasks.

Considering the abovementioned aspects of
the implementation of SR aggregates, the task of
managing the number of simultaneously functioning
SRs of various types under conditions of limited
computational resources, changing intensities of RPAs,
as well as varying requirements to the parameters of
the corresponding business processes, becomes of
practical importance. Such an optimization approach,
which involves different statements corresponding to
the particular prerequisites for the formalization of the
initial data, can be solved using a range of formulations
and mathematical instruments [18].

Various RPA-platforms include a component
of managing the operation of SRs (“master” or
“orchestrator”), which performs the functions of starting
and stopping them (including in accordance with the
specified schedule), managing licenses, integration,
versioning, logs, analytics, accesses, etc. Taking into
account a certain composition of formalized constraints
and requirements, the dynamic optimization of the
number of simultaneously functioning SRs of different
types can be considered as an additional functionality
of this control component, providing the expansion
of competitive advantages of the RPA-platform by
optimizing the use of IT-infrastructure components to
ensure the functioning of SRs.

Some of the different approaches and methods
for solving the formulated problem are compared in
Table 1:

e scenario management—available variants of the
number of SRs of different types are considered as
a set of management scenarios from which the most
rational is selected according to the current intensity
of forming the business tasks;

e mathematical tool of linear programming—optimal
numbers of SRs of various types are determined on
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Table 1. Comparison of some methods of solving the task under consideration

Features of the mathematical

Applied mathematical tool sl sl

Relevance period of the

a5 Applicati It
decision pplication resu

Scenario approach to
management (described in this
article)

Situational response to
changing intensities of business
tasks is performed

Operational (immediate)
Rationalization in accordance

Iterative pre-training of the

Machine learning models .
neural network is assumed

with changes in input data

Operational (immediate)

In separate periods of time

the previously accumulated
business tasks are performed
and a new set of business tasks
is formed for performance

Linear programming (described
in this article)

Short-term

Optimization according to
the result of processing of

Inventory management models | Patterns of generation of
business tasks with the passage
of time are assumed to be

known

queuing theory

. accumulated input data
Medium-term P

Long-term

the basis of aggregates of corresponding business

tasks to be performed over a certain period of time;

e inventory = management models—based  on
formalization of the dynamics of business tasks
receipt for processing and their execution by the SRs;

e queuing theory—regularities of change of business
task intensities over time are assumed to be known
(specified or formalized as a result of a preliminary
analysis);

e since SR instances of corresponding types are
considered as channels of a queuing theory, their
number can be varied to control the characteristics
of the considered system;

e machine learning models—the construction and/or
training of neural networks is assumed for
automating decision-making regarding the number
of simultaneously functioning SRs of various types
in accordance with the dynamics and/or forecasts
of changes in the values of some set of formalized
constraints and requirements.

As well as assuming the presence of assumptions
corresponding to them concerning the available structure
and the results of preliminary formalization of its initial
data, the different methods of solving the problem under
consideration allow us to provide different horizon
of autonomy for the implementation of the obtained
solution without requiring further correction.

In the following section, different formulations
of the problem under consideration are described for
the cases of scenario management and a mathematical
linear programming apparatus. A detailed description
of its formulations and formalizations using other
mathematical apparatuses, including those not listed in
Table 1, will be the subject of a future work.

2. APPROACH FOR DETERMINING
THE COMPOSITION AND PARAMETERS
OF COMPUTATIONAL RESOURCES REQUIRED
FOR THE SR

The first stage of forming the initial data of the
task under consideration consists in determining the
composition and amount of computational resources
required for the functioning of one SR of each type.
For this purpose, a table similar to Table 2 can be used
to form the required data as a result of systematization
of software and information services involved in
the performance of relevant business tasks. Such
computational hardware resources as the number of CPU
threads, amount of RAM, number of GPU cores, amount
of internal data storage, maximum available number of
terminal sessions, bandwidth of the communication
channel, etc., can be considered as limited within
the organization’s IT infrastructure allocated for the
purposes of software robotization and additive across
the entire set of simultaneously functioning SRs.

3. TASK STATEMENT FOR THE CASE OF
SCENARIO MANAGEMENT APPLICATION

In cases of operative (instantaneous) variation of
numbers of simultaneously functioning SRs of different
types, the application of scenario management becomes
expedient. In accordance with a one-step (current)
change in the intensity of business tasks (the number
of their instances received for processing at a moment
in time), it may be necessary to make an instantaneous
decision on the transition to a scenario corresponding to
the given conditions that involves a combination of the

Russian Technological Journal. 2024;12(4):7-22

11



About managing the number of simultaneously functioning
software robots of different types

Andrey S. Zuev,
Dmitrii A. Leonov

Table 2. Determination of the computational resources required by the SRs based on the composition of used software

) Resource Number of copies of the software required by the SR
Computational Software used | required by the
resource
software Robot No. 1 Robot No. 2 Robot No. n
Software No. 1
(browser) O 3 0 !
Software No. 2 O 1 ) 0
RAM capacity, MB (word processor)
(resource No. 1)
Software No. k£
(mail) O ! ! !
Value 30, + 0, + ...+ 0y, 20, +... 0y, O, +...T0,
SR needs for resource No. 1
Designation a, ai, a,
Software No. 1
(browser) Py 3 0 !
Software No. 2 P | ) 0
Number of CPU (word processor) 2
threads
(resource No. 2)
Software No. &
(mail) Pox ! ! !
Value 3Py, + Pyt ...+ Py 2Py, + . Py, Py + ...+ Py
SR needs for resource No. 2
Designation ay, ayy a,
Software
No. 1 (browser) Hy 3 0 !
Software
Data storage No. 2 (word H,, 1 2 0
capacity, MB processor)
(resource No. m)
Software No. k&
(mail) Hypg ! ! !
Value 3H, +H,,+..+H | 2H,+..+H,_ H +..+H,
SR needs for resource No. m
Designation a,, a,, @y

12
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number of simultaneously functioning SRs of different
types. Different approaches to the realization of scenario
control of the numbers of simultaneously functioning
SRs obtained from some set of their species are possible.
Two approaches proposed by the authors are outlined
below.

Assuming that one SR of type j consumes a;
computational resources of type i when performing
its corresponding business task of the same type j, we
introduce the following designations:

e b, are the available (limited) volumes of
computational resources of the types i =1,m, where
m is their number;

e x. are the numbers of simultaneously functioning SR
of the types j = 1,n, where 7 is their number;

* ¢ is the performance of one SR of type j, equal to the
number of instances of a business task of this type
Jj performed by it during a unit time period;

°¢ 2 1 are the coefficients of relative priority of
business tasks of respective types j=1,x.

We will call scenarios B = (X5 Xpgs woes Xpp)s
where k=1,p, the options of simultaneous use of
specific quantities X J = 1,n SR of each of the types.
Here, we consider only the scenarios admissible for
realization on the basis of the total amounts of required
computational resources.

In order to determine the composition of admissible
scenarios, each associated with the maximum use of one
or more allocated computational resources, we can use an
auxiliary table similar to Table 3 to structure the search of
combinations of the number of simultaneously functioning
robots of each type. When moving to each subsequent row
of the table, the computational resources are redistributed
in favor of the SR with a higher order number.

Preliminary formation of the composition of
acceptable scenarios allows us not to perform their
formation at each solution of the task under consideration,
but to determine the rational (not excessive) composition
of functioning SRs by selecting a scenario from those
contained in scenario tables such as Table 3.

There are 2 possible approaches to the development
of scenario tables:

1. Formation of a complete scenario composition
including scenarios with incomplete utilization of
computational resources. This leads to the inclusion
in the scenario table of the results of a complete
search of possible combinations of SRs. While
increasing computational resources, it reduces the
logical complexity of analyzing the scenario table
content. For example, formulas (4) and (7) proposed
by the authors below can be applied without
checking additional relevant conditions (5) and (8).
This approach is more appropriate for small amounts
of allocated computational resources and/or a small
number of SR types.

Table 3. Determination of the composition of scenarios
of simultaneous operation of the SR with maximum
utilization of one or several allocated computational
resources

Number of functioning robots of types j
Scenarios
1 2131415 n—1 n
P, 0 010]0(0O0 0 0
P, o-1(1]10]0]|O0].. 0 0
Py o-110]2]0]0].. 0 0
P, o-1(0|1]2]0].. 0 0
Py 0o-11]0 1 1 1 0 0
Py o-1]10]0 |3 |1 0 0
P, o-110]0]01]0O0 0 r
Py 0-212]10|0/|0 .. 0 0
P, 0 010]07}0 1 R-1
P, 0 0o|0|0]|O0 0 R

2. Formation of scenario composition with maximum use
of one or several allocated computational resources.
While leading to a significant reduction in the number
of records in the scenario table, it necessitates checking
the possibility of reducing the number of simultaneously
functioning SRs. In this regard, the formulas (4) and (7)
proposed by the authors below will require verification
of additional corresponding conditions (5) and (8).
This approach is more appropriate for large amounts
of allocated computational resources and/or a large
number of types of SRs.

The efficiency of the above-described approaches
should be studied for each specific task of managing
the number of simultaneously functioning SRs. While
the approach that provides the most expected speed
of solving the corresponding task will naturally be
preferred, each of the approaches forms the initial data
for determining the corresponding realizable scenario.

The implemented scenario predetermines the
number of business tasks of each type performed by the
corresponding set of SRs for a single period of time.
A change in the realized scenario leads to a change in
the composition of simultaneously functioning SRs.
These changes can be determined once with the help of
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a transition table similar to Table 4 for all possible pairs
of considered acceptable scenarios from Table 3 and
further used for automatic selection of the most rational
scenario, to which it is expedient to switch from the
currently used one under the conditions of the observed
change in the intensity of receiving the business tasks.

Let us designate the change in the number of
simultaneously functioning SRs of species j as a result
of the change from scenario x to scenario y through z?.
Then 7% (1) is the vector of changes in the numbers of
simultaneously functioning SRs during the transition
from scenario x to scenario y:

T = (zfcy,z;y,...,zj‘ly). (1)

The vector of corresponding changes in productivity of

business tasks of types j can be calculated by the formula:

U»w = (clzl’gj,czz?},...,cnz,’z‘y).

2

The first proposed approach to scenario-based
management of SR functioning consists in matching
scenarios and task sets at a given unit of time to the tasks
coming in for implementation.

Let us assume that for a single period of time
a pending set of business tasks of types j (taking into
account their quantities not executed at previous
stages), described by a vector of non-negative integer
components £, has been formed:

F:(.fiafZV"’fn)’ (3)
then scenario G, which can be considered as the most
rational for realization in the next period of time, can be
determined on the basis of Table 3 by the formula:

n
= mi h = (f:—c.x,.)?
G ]:r_l%Gk,were G, Zle](f] c]xk])
4 j:

, k=1,p, ()

n
or Gy, =Zej‘fj —C Xy

J=1

at that, if fj —CX < 0, then the corresponding
summand j is considered to be equal to zero, and the
number of robots ij of type j, which does not need to
be launched, can be determined by the formula:

Table 4. Example of a transitional table—changes in the numbers of functioning SRs under changing scenarios

Change of scenarios
Change in the number of functioning robots of the types j
Initial scenario New scenario

1 2 3 4 5 n—1 n
P, P, 0 0 0 0 0 0 0
P, P, -1 +1 0 0 0 0 0
P, P, -1 0 +2 0 0 . 0 0
P, P, -1 0 +1 +2 0 e 0 0
P, P -1 0 +1 +1 +1 e 0 0
P, Py -1 0 0 +3 +1 0 0
P, P, -1 0 0 0 0 0 +r
P, Py -2 +2 0 0 0 0 0
P, P, -0 0 0 0 0 0 +R
P, P, +1 -1 0 0 0 0 0

P,y P, +0 0 0 0 0 -1 -R+1

P, P, +Q 0 0 0 0 0 -R
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Table 5. Input data for Fig. 1 (e; =1j=1n)

. Set of tasks to perform Set of tasks completed by the SR .
Time Value according to
iod fi la (4
L h 5 5 Point CX Y CyXs Point ormula (4)
1 2 2 3 B(2;2;3) 2 1 2 D(2; 1;2) V2 or2
2 3 241 | 1+1 C(5; 4; 4) 2 2 0 G(4;3;2) 22 or4
3 1+1 3+1 2+2 A(6; 7; 6) 2 4 2 7(6;7; 4) 2o0r2

sy =| ey -1 | (5)

The second proposed approach to scenario-based
management of SR functioning consist in comparing
the results of scenario changes and changes in the
composition of the sets of tasks to be performed in
a given unit of time.

Let us assume that for a unit period of time of realization
of some scenario #, changes in the numbers of business
tasks of types j to be performed (taking into account their
numbers not performed at previous stages) are described by
a vector of non-negative integer components F:

F*=(fis fyses o) 6)
then the scenario G, which can be considered as most
rational for transition to implementation, can be
determined on the basis of Table 4 by the formula:

n
G=min G, where G, = > e;(f; —¢;zf)?
k=1,p Jj=1

k=1p, (7

n

_ _ th

or Gk—zlej‘fj ¢z,
J:

at that, if f j—c jz;k <0, then the corresponding
summand ; is considered to be equal to zero, and the
number of robots xZ]* of type j, which does not need to be
launched, can be determined by the formula:

ok th
X —Lcjzj fjJ'

Generalization of proposed approaches. Formulas
(4) and (7) in the part of calculation of G, values are
made for Euclidean and Minkowski metrics and allow us
to choose the vector G of the smallest length among all
vectors, which are the result of subtraction of the vector
of productivity or change of productivity of performance
of business tasks of types j from the vector of pending

(8)

business tasks or the vector of changes in the number of
pending business tasks.

Vector G enables to determine the scenario &, which
is the most rational for application, or to which it is most
rational to switch from scenario ¢ in accordance with the
current intensity of business tasks at the moment of time.
That is, the management of the number of simultaneously
functioning SR types is reduced to the maximum possible
repetition of the dynamics of intensity or dynamics of
change in the intensity of business tasks with a delay
of one-unit time interval. The conditional illustration is
presented in Fig. 1. The axes f|, f,, and f; correspond to
three types of business tasks and corresponding SRs; the
initial data are given in Table 5.

>

w ~A OO0 O N 00 © O

10 11

12 13

Fig. 1. Examples of vectors illustrating the application
of formulas (4) and (7)

Thus, the proposed method of operative management
of the number of functioning SRs from some set of their
types under the conditions of limited computational
resources and dynamic changes in the composition of
the business tasks for execution does not require the
solution of optimization tasks.
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4. TASK STATEMENT FOR THE CASE OF THE
LINEAR PROGRAMMING APPLICATION

The application of the mathematical apparatus of
integer linear programming becomes expedient in those
cases when the content of business processes enables the
fulfillment of previously accumulated business tasks to
be performed in short-term (single) periods of time and
parallel formation of sets of business tasks that should
be performed. Thus, not only is a set of business tasks
to be performed formed at each small-time interval,
which requires optimization of the number of SRs of
corresponding types for the next time interval, but also
a set of SRs optimized in accordance with the set of tasks
formed in the previous time interval functions.

Initial data:

e 7 is the number of SR types and the corresponding
number of types of business tasks to be performed,

e m is the number of types of limited computational
resources;

e P; are the designations (names) of the SR types,
J=Ln

o Z are the designations (names) of the business task
types, j=1,n;

° ¢ is the performance of one SR of P] type, equal
to the number of instances of a business task of the
corresponding Z] type performed by them during
a unit time period,

o d] is the number of instances of a business task of
the corresponding type Z to be performed at the
moment of solving the optimization task;

* ¢ are the fixed coefficients of relative priority of
business tasks of the corresponding Zj types;

° Jj are the variable coefficients of relative priority
of business tasks of the corresponding Z; types,
determined before solving the optimization task
on the basis of d. values by different methods, for
example, by the formula:

b jzl’nS (9)

n
24,
j=1

e x. is the number of simultaneously functioning
robots of the type Pj;

e S are the names of types of limited computational
resources, i =1,m;

e b, is the available (limited) amount of computational
resource of §; type;

* q; is the consumption of computational resource of
S; type during the operation of one SR of PJ type,
where i =1,m and j=1,n.

Task statement: Such a combination of values x,
j= 1,7 (the plan of functioning of SR of P; type) should

be determined at which the number of executed instances
of corresponding business tasks ZJ will be maximum
taking into account their priority coefficients e; and ];;
the consumed volumes of computational resources of
eachofS;types, i =1,m willnotexceed the corresponding
constraints b; the number of executed instances of
business tasks of all P types will not exceed their number
dj to be executed at the moment of solving the
optimization task.

Note: in accordance with different conditions of the
task statement and prerequisites for solving this task,
any variants of combining the presence of coefficients e
and j?-, j=1,n (10) may be taken into account in the
composition of the target function.

The mathematical model of the task comprises:

e a target function maximizing the total number of
executed instances of business tasks Zj, j=Ln,
taking into account their priority coefficients e and
Jj., as well as the performance of SR of R]. types;

e a system of constraints that takes into account: the
limited b; computational resources of S; types,
i =1,m; the set d, of business tasks to be performed
by Z; types, j=L1n, formed at the moment of
solving the optimization task; the requirements of
non-negativity and integer values of variables x,,
which are a consequence of the fact that they
correspond to the number of simultaneously
functioning SRs of Pj types;

n
Zaijxj <b,i=1,m,
J=1
Cix; de,jzl,n,

J
X >0,j=Ln,

(10)

X —int., j =1n,

n
Fzzlcjejfjxj — max.
J:

The system of constraints of the task under
consideration may also include additional conditions
describing, for example, a restriction on the total number
of simultaneously functioning SRs (simultaneous
number of terminal sessions):

ixj <X.
j=1

Within the framework of the above task statement
(10), the period of operation of a set of SRs is divided
into single time segments, within each of which a set
of business tasks to be performed is accumulated.
After obtaining a solution to the optimization problem
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for implementation during the next time segment, the
optimization problem solution obtained during the
previous time segment is directly implemented. The
number of business tasks not accepted for execution
by the SR based on the results of the optimization task
solution can be determined by the following formula:

gj=dj=cpxpi=ln

an

The values g I j=Ln, are added to the set of
business tasks to be performed in the next single time
period; the increase of their values during the consecutive
solution of the optimization task under consideration
signals the insufficiency of computational resources
allocated for the operation of the SR. The duration
T of the single time period under consideration can be
determined dynamically, e.g., as a result of controlling
the maximum allowable accumulated number W] of
the business-task instances P;,j=1,n. In this case,
it is reasonable to adjust the values of Cps for example,
according to the following formula, taking into account
the constants —durations of execution by SR PJ of one
task of the type Z] :

c.=| L) j=1n
j__’_a~
L

(12)

The initial data for the analysis of the use of the
allocated computational resources is formed on the basis
of the results of multiple solutions of the considered
optimization task. Let the set of tasks V, | V| = k be solved
and ordered chronologically for optimum solutions
x(x{,x{,...,xP), p=1,k, which time series of values
of incomplete utilization of computational resources of
S, types can be formed by the following formula:

n

P_yp _ P

S =b, E agx;,i=1m,p
J=1

Lk.  (13)

Each set of values S/, p=1,k can be studied using
methods of time series analysis and random variables
characteristics in order to identify computational
resources that are scarce or require increase, as well as
non-deficient resources that can be reduced. Future
research will be devoted to clarifying this direction.

Thus, the authors propose a method of sequential
local optimization based on solving the tasks of integer
linear programming for the number of simultaneously
functioning SRs from a set of their types under the
conditions of limited allocated computational resources
and the formation of sets of incoming business tasks.
A method for the formation of statistical data based on

processing the results of application of the method of
sequential local optimization is also proposed to identify
deficit and non-deficit computational resources by
means of application of known methods of analysis of
time series and characteristics of random variables.

5. EXPERIENCE WITH THE USE
OF SR IN RTU MIREA

The Institute of Information Technologies (IIT)
of MIREA — Russian Technological University
(RTU MIREA) uses the software robotization platforms
Atom.RITA® (Grinatom’, Russia) and ROBIN (Robin®,
Russia) in the educational process in accordance
with the relevant cooperation agreements and license
contracts. Within the framework of development of
cooperation with Rosatom State Corporation’ and
the Digital University project'® IIT RTU MIREA has
started to implement the project “Roboticization of
the multifunctional center” since November 2023 to
apply the RPA-platform Atom.RITA for development,
implementation and administration of SR in business
processes of the multifunctional center of the University:

e the object of the study is a multifunctional center
comprising a structural subdivision within the
Department of Educational and Social Work, which
provides services to students on scholarships,
dormitory accommodation, obtaining certificates,
and other issues;

e the object of the study is business processes
performed by the multifunctional center to enable
the possibility of software robotization of their
implementation;

e the subject of the study is represented by the
project team of the multifunctional center and IIT
employees;

e the objective of the study is to reduce the labor
intensity of business processes of a multifunctional
center by means of singling out business tasks that
enable the performance via SR in their composition.
The composition of the studied business processes

and corresponding business tasks is presented in Table 6.

Table 7 presents scenarios for some of the SRs listed
in Table 6.

Table 8 shows the calculation of computational
resources required by the considered SRs to perform

©  https://greenatom.ru/atom-rita/ (in Russ.). Accessed
June 17, 2024.

7 https://greenatom.ru/ (in Russ.). Accessed June 17, 2024.

8 https://rpa-robin.ru/ (in Russ.). Accessed June 17, 2024.

9 https://www.rosatom.ru/index.html (in Russ.). Accessed
June 17, 2024.

10 https://minobrnauki.gov.ru/upload/iblock/e16/dv6edzmr
0ogS5dm57dtmOwyllréuwtujw.pdf (in Russ.). Accessed June 17,

2024.
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e robot 2—implementation of applications for
issuance of income certificates;
e robot 3—ending out alerts to students regarding

expired passports.

their respective business tasks using software and
information services:
e robot 1—implementation of requests for certificate
of the place of study;

Table 6. Business processes and business tasks under study

Business process

Business tasks (SR)

Processing
of applications received
from students

[ O R S R

. Implementation of requests for vacations after the state final attestation.

. Implementation of applications for the issuance of a certificate of income.

. Implementation of requests for the confirmation of study letter.

. Implementation of requests for issuance of a certificate of residence in the dormitory.

. Transfer of applications to the archive and deletion of certificates with the term of more than 1 month.

Transfer of data
on students to the State

1

. Collection of consents for data transfer to the State Unitary Enterprise “Moscow Social Register”.

Unitary Enterprise 2. Data transfer to the State Unitary Enterprise “Moscow Social Register”.
“Moscow Social 3. Acceptance and processing of the application for the production of a scholarship card.
Register”

Informing the students

. Sending out signed certificates from the educational institution.
. Sending alerts to students regarding expired passports.

Table 7. General operational scenarios for some of the SRs under consideration

SRs Operating scenario
1. Login to the personal account of the employee of RTU MIREA.
2. Going to the Applications section, selecting the appropriate type of application.
Implementation of 3. Processing of data from the application.
applications for issuance | 4. Classification of applications into processed and rejected.
of a certificate of income | 5. Downloading applications as Excel files.
6. Change of status for each uploaded request in its Excel file.
7. Distribution of Excel files to accounting departments.
1. Login to the personal account of the employee of RTU MIREA.
2. Going to the Applications section, selecting the appropriate application type.
Implementation of 3. Processing of data from the application.
requests for the issuance |4. Logging in to the Tandem.University information system.
of a confirmation 5. Classification of applications into processed and rejected.
of study letter 6. Downloading a Word file with issuance.
7. Logging into the cloud of RTU MIREA.
8. Downloading the help file to the cloud of RTU MIREA.
1. Login to the personal account of the staff member of RTU MIREA.
Sending signed 2. Going to the Applications section, selecting the appropriate type of application.
issuances from the place |3. Logging in to the RTU MIREA cloud.
of study 4. Forming a link to a file with a signed certificate.
5. Attaching the link to the file to the corresponding application and closing it.
1. Logging in to Tandem.University.
2. Filling in the report form in Tandem.University.
. 3. Downloading and processing an Excel file with data on students.
Sending alerts ..
. 4. Logging in to the personal account of an employee of RTU MIREA.
to students regarding s
expired passports 5.Goto tl}e Announ(.:emlents C.ontrol. Pant?l section. . . . .
6. Formation of publication with notification about expired passports with sending by list from the Excel

file formed earlier.

7

. Mailing to addressees from the publication with notification.
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Table 8. Calculation of computational power required by some SRs used in the multifunctional center of RTU MIREA

R ired Resource requirements of the SR
Computational resource Software used g Sotl}];czorft?x rr: Total demand
4 Robot No. 1 | RobotNo.2 | Robot No. 3
Browser 0,,=120 120 + 60 + 60 | 120 + 60 + 60 | 120 + 60 + 60 720
Word 0,,=85 0 85+ 60 85+ 60 290
RAM capacity, MB O1¢ processor 12
No. 1
(resource No. 1) Tabular processor 0,,=65 0 65+ 65 65+ 65 260
Mail 0,,=65 0 65+ 65 65+ 65 260
SR need for resource No. 1 240 645 645 1530
Browser Py =1 1 1 1 3
Word P 1 0 1 1 2
Number of CPU threads Ore processot 22
R No. 2
(Resource No. 2) Tabular processor Pyy=1 0 1 1 2
Mail P,=1 0 1 1 2
SR need for resource No. 2 1 4 4 9
Browser Hy =2048 2048 2048 2048 6144
Word processor Hy, = 1024 0 1024 1024 2048
Data storage capacity, MB
(Resource No. 3) Tabular processor Hyy=1024 0 1024 1024 2048
Mail Hy, =512 0 512 0 512
File storage not required 2048 100 100 2248
SR need for resource No. 3 4096 4708 4196 13000

The differences in the formation of Table 8 content
from Table 2 confirm that the amount of computational
resource (for example, RAM) consumed by a SR
can be determined not only by the fact of parallel
use of a certain number of versions of some software
product or information service, but also by the amount
of information being processed in them—open files,
tabs, etc.

Since January 10, 2024, the multifunctional
center of RTU MIREA has been operating a robot
that produces certificates of study in an educational
organization (certificates from the place of study)
based on electronic applications in the student’s
personal cabinet. As at July 07, 2024, this robot has
successfully processed more than 46800 applications
and issued more than 45700 certificates. The time of
execution of one application by an employee of the
multifunctional center is 155 s. The time of execution

of one application by the SR is 100 s, indicating that
in this case two thirds of the employee’s time is spent
waiting for the results of the software and information
services used. During 183 days of the SR operation, the
saving of the working time fund of the multifunctional
center employees exceeded 2015 man-hours or more
than 251 man-days.

Figure 2 shows the dynamics of day-by-day receipt
of requests for issuance by the SR of the certificate from
the place of study specified in Table 7.

Based on the data presented in Fig. 2, we conclude
that the task of managing the number of simultaneously
functioning SRs of some set of their types considered
in this paper under the conditions of limited allocated
computational resources and changes in the number
of tasks of the corresponding types is relevant both
within the framework of the above-described project
“Robotization of the multifunctional center” (taking
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Fig. 2. Dynamics of requests for the issuance of certificates from the place of study

into account the commissioning of SRs from Table 7 in
2024 and 2025), as well as falling within the remit of
further software robotization of business processes.

CONCLUSIONS

The automatic optimization of the composition of
simultaneously functioning SRs in accordance with
the number of incoming business tasks and amount of
computational resources allocated for their operation
is one of the directions of development of functional
capabilities of RPA-platforms, providing their additional
competitiveness by minimizing the cost of maintenance
(rent) of the required IT infrastructure components.

The material presented in this paper establishes
a basis and opens prospects for a new direction of

research. This direction is not only universal within
the field of software robotization technology, but also
in demand both in the context of ensuring import
substitution of foreign RPA-platforms and the need
to improve the efficiency of organizations (business
entities) functioning in the national economy of the
Russian Federation.
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Abstract

Objectives. The development of computer technology and information systems requires the consideration of issues
of their security, various methods for detecting hardware vulnerabilities of digital device components, as well
as protection against unauthorized access. An important aspect of this problem is to study existing methods for
the possibility and ability to identify hardware errors or search for errors on the corresponding models. The aim
of this work is to develop approaches, tools and technology for detecting vulnerabilities in hardware at an early
design stage, and to create a methodology for their detection and risk assessment, leading to recommendations for
ensuring security at all stages of the computer systems development process.

Methods. Methods of semi-natural modeling, comparison and identification of hardware vulnerabilities, and stress
testing to identify vulnerabilities were used.

Results. Methods are proposed for detecting and protecting against hardware vulnerabilities: a critical aspect
in ensuring the security of computer systems. In order to detect vulnerabilities in hardware, methods of port
scanning, analysis of communication protocols and device diagnostics are used. The possible locations of hardware
vulnerabilities and their variations are identified. The attributes of hardware vulnerabilities and risks are also described.
In order to detect vulnerabilities in hardware at an early design stage, a special semi-natural simulation stand was
developed. A scanning algorithm using the Remote Bitbang protocol is proposed to enable data to be transferred
between OpenOCD and a device connected to the debug port. Based on scanning control, a verification method
was developed to compare a behavioral model with a standard. Recommendations for ensuring security at all stages
of the computer systems development process are provided.

Conclusions. This paper proposes newtechnical solutionsfor detectingvulnerabilitiesinhardware, based on methods
such as FPGA system scanning, semi-natural modeling, virtual model verification, communication protocol analysis
and device diagnostics. The use of the algorithms and methods thus developed will allow developers to take the
necessary measures to eliminate hardware vulnerabilities and prevent possible harmful effects at all stages of the
design process of computer devices and information systems.

Keywords: hardware vulnerability, digital components, half-life modeling, diagnostics, scanning, verification
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HAYYHAA CTATbA

BoisiBjIeHHEe animapaTHbIX YA3BUMOCTEH HU(PPOBBLIX
YCTPOMCTB HA OCHOBE CUCTEM CKAHUPOBAHUS
U MOJIYHATYPHOI'0 MOAEJIMPOBAHUA

E.®. NeBuoB.,

T.A. JemeHkoBa @,
A.O. UHapULIEHOK,
B.B. ®unumoHoB

MUP3A — Poccuiickunii TexHosiormdeckuii yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp AN5 nepenvcku, e-mail: demenkova@mirea.ru

Pesiome

Llenu. Pazsutne BbIYMCAUTENBHOM TEXHUKN U MIHDOPMALMOHHbIX CUCTEM TPEBYEeT pacCMOTPEHMSI BONPOCOB NX 6e3-
OMacHOCTU, pasnnyHbIX METOAOB OOHapYXeHUs annapaTHbIX YSA3BMMOCTEN LMPPOBbLIX KOMMOHEHTOB YCTPOWCTB
M 3alnTbl OT HECAHKLMOHMPOBAHHOIO A0CTyna. BaxHbIM acnekToM AaHHbIX NpobnemM sIBAsieTcs MccnenoBaHue
CYLLECTBYIOLLIMX METOA0B HA BO3MOXHOCTb M CNOCOOHOCTL BbIIBUTL annapaTHble OWWOKN U NPOU3BECTUN MOUCK
owmnboK Ha cooTBETCTBYIOWMX Moaensix. Llenb paboTbl — pa3paboTka NoaxoaoB, MHCTPYMEHTOB 1 TEXHONIOMMN A1t
oBHapyXXeHus ya3BMMOCTE B annapaTHOM 06ecrnevyeHnn Ha paHHen cTaamm NPoekTUPOBaHNS, co3aaHne MeToan-
K1 nx 0OHApPY>XeHMs N OLLEHKN pUCKa, pekoMeHaaumin no obecneyeHnto 6€30MacHOCTK Ha BCex aTanax npouecca
pa3paboTKu BbIMUCINTENIbHBIX CUCTEM.

MeTopabl. Vicnonb3oBaHbl METOAbLI NOMYHATYPHOrO MOAENIMPOBAHNS, CPABHEHWNS! 1 BbISIBIEHUS annapaTHbIX Ys3BU-
MOCTEl, CTPeCcCc-TeCTUPOBAHUS 151 BbISIBIEHUSI YA3BUMOCTEN.

PesynbTtathbl. [1pensioxeHbl MeTOAbl 0OHAPYXEHMS U 3aLUMThI OT anmnapaTHbIX YI3BUMOCTEN, SABASIOLLMXCSA KpUTUYE-
CKWN BaXHbIM acnekTom B obecrnedyeHnn 6e30nacHOCTM BbIYMCINTENbHbLIX CUCTEM. s 0OHapyXeHUs yS3BMMOCTEN
B annapaTHOM obecrnevyeHnn UCMonb3oBaHbl MeToObl CKaHMPOBAHMS MOPTOB, aHaiM3a NPOTOKOJSIOB CBS3U U Ana-
FHOCTUKWN YCTPOMCTB. OnpeaeneHbl BO3MOXHbIE MeCcTa HaxoXAeHUs annapaTHbIX YA3BUMOCTEN, UX Bapuauuu, onm-
caHbl aTpubyTbl annapaTHbIX YSI3BUMOCTEN 1 puckn. [na obHapyXeHus ys3BMMOCTEN B annapaTHOM obecrnevyeHnm
Ha paHHel CTaamm NPoeKTUPOBaHMS pa3paboTaH cneunasnbHblii CTeH, MONyHATYPHOro MoaennmpoBaHms. MNpennoxex
anropuTM CKaHMPOBaHMS C UCMONb30BaHMeM npoTtokona Remote Bitbang, koTopblli no3BonsieT nepenasatb AaHHbIE
mexay OpenOCD v NoaKItoYEHHbIM K OTNaA04HOMY NMOPTY YCTPOCTBOM. Ha OoCHOBe ynpaBieHusi CKaHMPOBaHMEM
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pa3paboTaH MeTof BepuduKaLmm, peannayoLmini CpaBHEHNE NOBEAEHUYECKO MOLENN C 3TasloHOM. [prBeaeHbI pe-
KoMeHaaumm no obecneveHnto 6e30MacHOCTM Ha BCeX aTanax npouecca pa3paboTky BbIYUCIUTESbHBIX CUCTEM.

BbiBoAbl. B naHHo paboTe NpeasioXeHbl HOBblIE TEXHUYECKUE PELLEHUS At OOHapyXeHMs yS3BMMOCTEN B anna-
paTHOM ob6ecrnevyeHnr, OCHOBaHHbIE HA TakMX METOAaX, Kak CKaHMPOBaHME CUCTEMbI HA NMPOrpaMMUpPyeEMOoi No-
rMYeCKOM MHTEerpanbHON CXemMe, NosyHaTypHOe MOAENMPOBaHMe, Bepudurkaums no BUpTyasbHON MOLENN, aHaNn3
NPOTOKOJIOB CBSA3U U AMArHOCTUKA YCTPOMCTB. MNpumMeHeHne pa3paboTaHHbIX alirOPUTMOB 1 CMOCOO0B NO3BONUT
paspaboTynkam NpeanpuHATL HE0OX0AMMbIE MEPHI MO YCTPAHEHWIO annapaTHbIX YA3BUMOCTEN 1 NPeaoTBPaLLEHNIO
BO3MOXHbIX BPELOHOCHbIX BO34ENCTBUI Ha BCeX 3Tarnax npouecca NpoekTUPOoBaHUA YCTPOMCTB BbIYUCIUTENIBHON

TEXHUKN N VIHq)OpMaLI,I/IOHHbIX CucTem.

KnioueBble cnoBa: annapaTtHas ys3BUMOCTb, LMPPOBbIE KOMMOHEHTLI, MOJlyHATYPHOE MOAENMPOBaHNE, AnarHo-

CTuKa, CKaHMpoBaHue, sepundurkaums

* Moctynuna: 30.08.2023 » flopa6GoTaHa: 13.01.2024 ¢ MpuHaTa k ony6nukoeaHuio: 03.06.2024

Ona untupoBaHus: MesuoB E.®., JemeHkosa T.A., MHopuweHok A.O., ®unnmoHoB B.B. BbisiBneHre annapaTtHbIX
YA3BMMOCTEN UMODPOBbLIX YCTPONCTB Ha OCHOBE CUCTEM CKaHMPOBAHWA WM MONYHATYpPHOro MoLennpoBaHusa. RuSS.
Technol. J. 2024;12(4):23-39. https://doi.org/10.32362/2500-316X-2024-12-4-23-39

npospaquch d)MHaHCOBOVI AedaTesibHOCTU: ABTOpr He NMetoT CI)I/IHHHCOBOVI 3anHTEepPeCOBaHHOCTW B nNpeacTaBiieH-

HbIX MaTepunanax nnm MetTogax.

ABTOPbI 3a5BNSIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

Hardware vulnerability is an error in the technical
implementation of hardware which can allow malicious
intruders to gain access to a system or its application.
Advanced hardware vulnerabilities can have serious
security implications for computer systems, including
compromising sensitive data, disruption of systems, and
potential threat to human life and health, if vulnerabilities
in medical devices or automotive equipment are
exploited.!

Hardware vulnerabilities can be diverse and include
bugs in various computer components: Processor,
chips, memory, hardware modules, and drivers. They
are also contained in other hardware complex function
blocks (CF-blocks). Hardware vulnerabilities can occur
as a result of interaction with software, particularly
drivers, databases, and other applications that contain
bugs or malicious code.

Checking for vulnerabilities is a complex process
and requires the involvement of information security
experts.? Hardware vulnerabilities can be identified by
scanning the system under investigation, in order to
find problem areas and then fix them [1]. One option for
finding vulnerabilities in existing computing devices is
to use specialized software and tools. For example, many

I Zantout S. Hardware Trojan Detection in FPGA through
Side-Channel Power Analysis and Machine Learning. MSc Thesis.
University of California, Irvine. 2018. https://escholarship.org/uc/
item/7hk8x6rb. Accessed May 15, 2023.

2 Oberg J. Testing Hardware Security Properties and
Identifying Timing Channels. UC San Diego. 2014. P. 5-38.
https://escholarship.org/uc/item/8b530988. Accessed May 15,
2023.

utilities and applications for searching and analyzing
vulnerabilities can also be used to check the security
of network devices, etc. A comprehensive approach of
model comparison in the form of OpenOCD? binding
and a software model of the device obtained using
Verilator [2] from hardware description languages* can
also be applied.

Analysis and reverse engineering techniques are also
used to find vulnerabilities. These methods can be used
to find vulnerabilities in hardware and software systems,
operating systems, device drivers, and other computing
systems [3].

Each vulnerability has certain attributes which
can be used to detect it. This paper describes the
attributes of hardware vulnerabilities, methods of
their detection, and risk assessment. Attributes of
hardware vulnerabilities are considered in accordance
with the accepted taxonomy proposed in a number
of works which categorize the identification of
hardware vulnerabilities and assessment of their
risk or severity [4]. This taxonomy identifies four
multi-parametric attributes (vectors) corresponding
to hardware vulnerability identification, hardware
vulnerability  detection identification, hardware
vulnerability risk or severity, and hardware vulnerability
detection efficiency.

3 Documentation regarding OpenOCD RISC-V Debug
Configuration Commands. https://openocd.org/doc/html/
Architecture-and-Core-Commands.html#RISC_002dV-Debug-
Configuration-Commands. Accessed May 15, 2023.

4 Andrianov A.V. Realization of possibility of step-by-step
debugging at debugging of test scenarios on VLSI SonC model.
https://www.module.ru/uploads/media/1534156062-2018-
833a272aac.pdf (in Russ.). Accessed May 15, 2023.
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TASK STATEMENT. TAXONOMY
OF HARDWARE BOOKMARKS

Each hardware vulnerability has a number of
attributes, so methods have been developed to perform
their detection by means of some or all of the attributes.
Information about vectors and attributes is further
needed to select methods for vulnerability detection.

Attributes in each category may be ranked based
on their importance, uniqueness, weighting, or other
criteria determined by the specific Trojan detection
project or task. A hardware Trojan is a malicious
module embedded in an integrated circuit or a malicious
modification of the circuit to alter its operation or add
additional functionality, for example, to organize an
information leakage channel.

ATI (Trojan Identification) vector includes attributes
that are used to identify Trojans, such as Trojan size,
location in the circuitry, defense mechanisms used by
the Trojan, and other characteristics that may be unique
to a particular Trojan.

TDI (Trojan Detection Identification) vector includes
attributes that can be detected by a particular Trojan
detection method, such as changes in Trojan signatures,
anomalies in Trojan behavior, attack features used by
the Trojan, and other attributes that can be detected by
a particular method.

TR wvector (Trojan Risk or Severity) includes
attributes that assess the risk or severity of a Trojan, such
as the ability of the Trojan to cause harm, how stealthy
the Trojan is, how likely it is to spread, the potential
consequences of its actions, and other factors that may
affect the severity of the Trojan.

TDE vector (Trojan Detection Effectiveness)
includes attributes that evaluate the effectiveness of
a particular Trojan detection method, such as detection
accuracy, false positives and false negatives of the
method, detection rate, complexity of the method
implementation, and other factors that may affect the
effectiveness of the method.

These vectors can be used to evaluate Trojans
and select the most effective method of detecting it,
identifying it, and assessing its risk or severity.

A combination of TI, TDI, CR, and TDE vectors
can be used to select the most effective Trojan detection
method based on certain criteria and requirements
of a project or task. For example, a method with high
values of the TDI and TDE vectors indicating a high
Trojan detection capability and method effectiveness
may be preferred over a method with lower values in
these vectors. Attributes in the TR vector can also be
used to assess the severity of a Trojan and its priority
when selecting a detection method.

Attributes in each category are used to identify
Trojans and assess their risk or severity. They can also be

used to identify Trojan detection methods and evaluate
their effectiveness. Two vectors TI and TR are assigned
to each Trojan. The former identifies the corresponding
attributes and the latter represents the attributes in terms
of their risk or severity. Each Trojan detection method
also has two vectors TDI and TDE. TDI identifies the
attributes that can be detected and TDE represents the
attributes in terms of the effectiveness of the method.
Thus, there are four vectors corresponding to: 1) TI Trojan
identification, 2) TDI Trojan detection identification,
3) TR Trojan risk or severity, 4) TDE Trojan detection
effectiveness [5].

The proposed approach based on ranking the attributes
of Trojans in each category and using TI, TR, TDI, and
TDE vectors can be a useful tool for identification and risk
assessment of Trojans, as well as for selecting effective
detection methods when developing more robust security
and defense against attacks.

However, it should be noted that the proposed
Trojan attribute ranking system may be limited because
new types of Trojans and their attributes may emerge
as a result of evolving technologies and attack methods.
Therefore, the database of Trojan attributes and
detection methods need to be continuously updated and
supplemented, in order to better protect against them.

Detecting vulnerabilities is only the first step. Steps
must also be taken to remediate the vulnerabilities and
prevent potential attacks. In this process, tools such
as computer-aided design (CAD) systems can play
an important role in verifying devices and detecting
vulnerabilities early in the design process. A typical
example of such a system is the CAD tool suite of
Cadence Design Systems [6]. In general, security is
a critical aspect in the development of computing
systems, detection and protection against hardware
vulnerabilities should be considered at all stages of the
development and operation process.

In addition to the implemented function, the
vulnerability can be upgraded for remote interaction.
Here it is necessary to program the ability to access the
network card and go online. In addition, the bookmark
can be configured to corrupt not only the output data at
a given time, but also to modify already recorded data.
To do this, the bookmark must have access to memory
storages, as well as the ability to detect certain data or the
ability to change all data by a certain amount. Writing
and modernizing a bookmark is limited only by the
skills of the attacker and the size of the bookmark [7-9].

HARDWARE BOOKMARK
IMPLEMENTATION EXAMPLE

An important aspect of the methodology for
identifying hardware bookmarks is the procedure for
creating possible examples. Usually, the main difficulty
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Obtaining operands A and B
for subsequent addition

Checking
the obtained values for
equality to zero

yes
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for Not-a-Number

A= +oo/_oo
vnn B = +oo/—oo

Ais a non-normalized
operand

Normalization of the operand A
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Normalization of the operand B

4

A>B

no  /

C=B_ M+ (A M*10"E) C=A M+ (B_M*10°E)

4 A

Normalization of the result C

:

> Output of the C result

Fig. 1. Algorithm of adder operation

arises with regard to what exactly to show and how to
present it. The example can be useful for developers
of computer security devices during design in terms of
identifying possible vulnerabilities.

Let us consider hardware bookmarks which violate
the accuracy of calculations in the kernels, also known
as the hardware gas pedal of mathematical calculations.
When adding real numbers at the adder, multiplier
or divider, you can create a hardware bookmark that
violates the correctness of calculations. Let us introduce
the bookmark into the addition algorithm and adder code
using a separate module and synthesize the resulting
computation block.

This module performs the following procedure:
when the adder receives a certain number, the bookmark
triggers and replaces this number with the one needed
by the intruder. It then passes this number directly to the
summation. If the bookmark has not received the number
necessary for its transition, it remains inactive. Thus, the
bookmark spoils output data, while giving its appearance
at a particular moment of receipt of a certain number
at the input. Figure 1 shows the algorithm of the adder
block operation for practicing the skills of introducing
and detecting bookmarks in the most common nodes of
digital computer systems.

A hardware tab in the presence of the fractional part
in the result will change its value, and affect calculation
accuracy. The presence of a fractional part in a number
in the encoded 32-bit IEEE 754 standard format® can
be detected by the presence of units in the digits of the
number:

stetexptl1<n, (1)
where s is the number of bits allocated to the sign of the
number, e is the number of bits allocated to the shifted
exponent of the number, exp is the exponent of the
number, and # is the total number of bits.

In the 32-bit representation (1) can be written as:

10 + exp < 32. 2)

If the number has a fractional part, then we invert
the digit s + e + exp + 2. In other words, the number
5.5, = 101.100, after inverting this digit will become
equal to 5.75,, = 101.110,.

5 2754-2019 IEEE Standard for Floating-Point Arithmetic.
July 22, 2019. Electronic ISBN 978-1-5044-5924-2. https://
ieeexplore.ieee.org/document/8766229. Accessed May 15, 2023.
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Block diagram of the hardware bookmarking
algorithm is shown in Fig. 2 [10, 11].

A[0...13] = Z[18...31]

Z[12] =1Z[12]

Y

End

Fig. 2. Block diagram of the hardware bookmarking
algorithm

In order to reduce the frequency of this event which
triggers a hardware tab, we will take only numbers that,
in addition to having a fractional part, have values only
in the range 512 < x < 1024. The prerequisite for this
condition can be met from the value of the exponent of
the binary number. If the exponent of the binary number
is equal to 9, = 1001,, which corresponds to the shifted
exponent 10001000,, then this number lies in the interval
512 <x<1024.

As a result, this hardware Trojan will change the
result on the adder only if this result belongs to the
interval 512 <x <1024 and has a fractional part.

Since we have determined the order of numbers
required for distortion to be equal to 9, the previously
described step of finding the right digit in a number
to check whether the number has a fractional part is
no longer required. Any 32-bit IEEE 754 numbers
lying in the interval 512 < x < 1024 with one in any of
18 <n <31 digits will have a fractional part according to
formulas (1) and (2):

1+8+9+1=19<n.
The encoded fractional part of the number will be

located in the interval from 19 digits to 32 digits, and
the encoded integer part of the number is located in

digits 9 to 17. Therefore, in order to check whether the
number has a fractional part, at least one unit in digits
18-31 needs to be found.

From the adder result bus, the value of the resulting
encoded number is read into register Z of the hardware
Trojan. If the shifted exponent of the number is equal
to 10001000,, then the remainder of the mantissa of
the encoded number is written to register A of the
hardware tab. Further, if this register A is non-empty,
then in register Z the z value of the 12th digit is inverted,
corresponding to the second digit of the fractional part
of the number. As a result, the number is either increased
by 0.25 if there is 0 in this digit, or decreased by 0.25 if
there is 1 in this digit. The developed hardware Trojan
can be embedded into the real number adder core of
a hardware math gas pedal. The developed bookmark is
described in the Verilog language [12].

After the successful development of a hardware
Trojan, verification must be performed. This is required,
in order to determine whether the hardware tab works
correctly depending on the specified conditions. For the
purpose of this verification, we define several possible
events. Each of the events must be verified both with and
without the presence of the hardware Trojan.

1. Result of the adder lies in the interval 512 <x <1024.
a) result has a fractional part;

b) result has no fractional part.

2. Result of the adder does not belong to the interval
512 <x<1024.

a) result is less than 512 and has a fractional part;

b) result is less than 512 and has no fractional part;

c) result is greater than or equal to 1024 and has

a fractional part;

d) result is greater than or equal to 1024 and has no

fractional part.

3. The adder result is an exceptional number.

a) result is equal to 0;

b) result is equal to +oo;

¢) result is equal to —oo.

Such hardware vulnerability can be detected using
the following methods.

1. Anomalous behavior analysis. The presence of
a bookmark can lead to abnormal behavior of the
floating-point unit (FPU), such as unexpected
calculation errors, incorrect results, or unusual
activity during mathematical operations.

2. Application of Linpack performance test [13].
A hardware tab introduced into FPU is difficult to
detect using this test because its size has a negligible
effect on performance. However, this method
will be effective, if it is possible to compare two
hardware blocks: with and without the bookmark.
One model has an intentionally introduced hardware
vulnerability and is loaded into a programmable
logic integrated circuit (PLIC). The other model
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Fig. 3. The structure of the bench for conducting experiments to identify hardware vulnerabilities. ROM, read-only
memory; SDRAM, synchronous dynamic random access memory; MK stm32, STM32 microcontroller

is behavioral and is implemented with some
simplifications in a simulator on a computer using
special CAD tools for integrated circuits, such as
Cadence Design Systems tools.

. Checking the instruction set inside the processor
using the Joint Test Action Group (JTAG) interface®
and the Remote Bitbang protocol-based scanning
system. Specifically, this meant auditing the FPU
microcode for unusual or suspicious instructions
which may indicate the presence of a hardware
bookmark.

The Remote Bitbang protocol is a protocol
used in OpenOCD (an open source program for
debugging embedded systems) which allows data to
be transferred between OpenOCD and a device that
is connected to the debug port. The Remote Bitbang
protocol is used to control I/O and other device
interfaces.

The Remote Bitbang protocol uses asynchronous
data transfer, represented as a simple message
format. Commands sent through this protocol are
of two types: write commands and read commands.
Write commands allow you to control pins, transfer
data, and set interface modes, while read commands
allow you to receive data from the device via inputs.

Remote Bitbang protocol is used in conjunction
with protocols such as JTAG, in order to enable
full debugging and programming of embedded
systems. This protocol can be used to scan registers
on a remote device connected to OpenOCD, and in
the automation of testing, fault diagnosis, and device
programming in production environments [14—16].

. The use of specialized tools (microcode analyzers
and specialized stands for detecting hardware
bookmarks) which can be useful in detecting such
threats. However, their use requires specialized
knowledge and experience.

6 https://ru.wikipedia.org/wiki/JTAG (in Russ.). Accessed

May 15, 2023.

SEMI-NATURAL SIMULATION BENCH

When developing a stand designed to detect hardware

vulnerabilities, it needs to ensure the reliability of the
results obtained and fulfill the following functions:

1

. Ensue

. Ability to test various types of hardware, including

processors, chipsets, I/O controllers, network cards,
and other components.

. Ability to wuse a variety of tools to detect

vulnerabilities in hardware, including vulnerability
scanners, debuggers, emulators, and other tools.

. Ability to experiment in a variety of scenarios,

including malware attacks on hardware, memory
and peripheral manipulation, and vulnerability
exploits.

security and data protection during
experiments, including protection against leakage of
confidential information and ensuring confidentiality
of test results.

. Ensure that test results can be reproduced and all

steps of the experiment can be documented, including
test automation and tools for analyzing results.

The structural diagram of the stand is shown in Fig. 3.
The feature is a special FPGA structure that enables

verification for the repeated firmware in order to ensure
that there are no changes to the complex programmable
logic device (CPLD) circuit. It is also possible to use the
FPGA’s built-in resources for basic firmware verification
using built-in controls.

Verification of the Verilog code used to generate

the firmware file (bitstream) can be performed using
various methods and tools such as simulation, formal
verification, and emulation on hardware.

1.

Simulation. After creating test vectors which
represent different bitstream loading scenarios in
the FPGA, the Verilog simulator should be used
to perform a simulation of these test vectors. As
a result, the signal values within the bitstream
comparison circuitry can be analyzed and compared
to the expected values. This enables error detection
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and verification that the bitstream comparison

methods are working correctly.

2. Formal verification is a method of verifying the
correctness of Verilog code based on mathematical
algorithms. Formal verification tools, such as Model
Checking or Equivalence Checking, can be used
to verify that bitstream comparison methods work
correctly. This can include checking the correctness
of the comparison logic, detecting potential errors,
and finding unexpected execution paths.

3. Emulation on hardware. Load the bitstream into
the FPGA and run it on a physical device. Test
vectors and physical signals can then be used to
verify that the bitstream comparison methods work
correctly in real time. This can help identify possible
problems when running on the real hardware.

4. Manual validation. The code of bitstream
comparison methods can be carefully analyzed and
manual validation performed against requirements
and expected behavior. This can include analyzing
logic, checking boundary conditions, and testing
different bitstream loading scenarios.

Another feature of the semi-natural simulation bench
architecture is the ability to load into internal memory
via the internal FPGA reconfiguration interface. If
such an interface is not available, the standard external
reconfiguration interface can be used. In order to avoid
problems when verifying and loading into memory from
the FIFO (first in, first out) buffer, verification blocks
need to be placed in strictly allocated FPGA cells when
writing the configuration and layout on-chip. In addition,
this module has multi-stage verification to detect threats,
report them, and eliminate possible negative effects.
A report of the validation results is saved and can be used
to further analyze and improve the module’s performance.

Since FPGA architectures can vary from model to
model and manufacturer to manufacturer, this structure
enables the verification algorithms to be adapted to different
architectures and manufacturers. Compared to the closest
analogs, this module is more relevant because it has the
ability to connect to various external devices. This provides
for its versatility and the possibility of it being used as
a master device in information switching systems, as well
as in systems with high-performance processors [17, 18].

Before scanning, device operation modes need to
be selected which will allow you to identify possible
vulnerabilities in the RS-485 data transmission
system. For example, you can configure the device to
send malicious commands or to intercept and analyze
data transmitted over the network. It should be taken
into account that such actions can lead to disruption
of the device or the network as a whole. Therefore,
the experiments should be conducted in a controlled
environment and with prior coordination with those
responsible for the operation of the system [1, 19].

An example of implementation of the semi-natural
simulation stand is shown in Fig. 4.

Vf: todule

Fig. 4. Implementation of semi-natural simulation bench

A configuration according to the target model is
loaded into the data transfer FPGA, describing the
expected results of the device. Then the process begins
of obtaining readings from the external interfaces of the
unit under investigation, such as RS-485 or Ethernet’,
and comparing them with the target model. If the results
do not correspond to the expected results, an error is
generated and recorded in the report. Then the indicator
on the device signals the occurrence of the error®.

When connecting the bench and debugging the
FPGA firmware, in order to obtain the necessary data
for comparison with the target model deployed on
a computer, it is important to note that the connection
scheme of the JTAG programmer to the FPGA may differ
depending on the specific model of the programmer
and FPGA, as well as the task to be solved by this
connection® 1% 11 In this case, if additional peripherals

7 Andrianov A.V. Realization of possibility of step-by-step
debugging at debugging of test scenarios on VLSI SonC model.
https://www.module.ru/uploads/media/1534156062-2018-
833a272aac.pdf (in Russ.). Accessed May 15, 2023.

8 Fern N.C. Verification Techniques for Hardware Security:
Ph.D. Thesis (Comput.). USA: UC Santa Barbara; 2016. P. 10-25.
https://escholarship.org/uc/item/2ch6f44s. Accessed May 15,
2023.

9 Cadence documentation. https://www.cadence.com/content/
cadence-www/global/en_US/home/support/documentation.html.
Accessed May 15, 2023.

10 Yang P. Assessing VeSFET Monolithic 3D Technology
in  Physical Design, Dynamic Reconfigurable Computing,
and Hardware Security: Ph.D. Thesis (Comput.). USA: UC
Santa Barbara; 2017. P. 62-81. https://escholarship.org/uc/
item/5s9833kz. Accessed May 15, 2023.

1 Farinholt B.R. Understanding the Remote Access Trojan
malware ecosystem through the lens of the infamous DarkComet
RAT: Ph.D. Thesis (Comput.). USA: UC San Diego; 2019.
P. 17-29. https://escholarship.org/uc/item/3vv544n5. Accessed
May 15, 2023.

Russian Technological Journal. 2024;12(4):23-39

30


https://www.module.ru/uploads/media/1534156062-2018-833a272aac.pdf
https://www.module.ru/uploads/media/1534156062-2018-833a272aac.pdf
https://escholarship.org/uc/item/2ch6f44s
https://www.cadence.com/content/cadence-www/global/en_US/home/support/documentation.html
https://www.cadence.com/content/cadence-www/global/en_US/home/support/documentation.html
https://escholarship.org/uc/item/5s9833kz
https://escholarship.org/uc/item/5s9833kz
https://escholarship.org/uc/item/3vv544n5

Identification of digital device hardware vulnerabilities
based on scanning systems and semi-natural modeling

Evgeniy F. Pevtsov,
etal.

Personal computer

\

GDB Python API

..........................................................

, OpenOCD ,
E software E
E RISC-V Synchronization A ;
| processor [«»| and verification y ,
/| model software ‘—L !
1 GDB !

Remote JTAG
BitBang protocol
FPGA
JTAG converter k——— it RISC-V loaded

IITCP

Input/output system

Fig. 5. A model for finding vulnerabilities in a RISC-V processor-based system. API, application programming interface;
TCP, transmission control protocol; GVB, Gnu DeBugger, open source debugger

need to be connected to the FPGA, for example, to
debug a system containing a microcontroller, a special
debug module may also need to be connected.

EXPERIMENTAL

A semi-natural simulation test bench is performed
on the basis of verification of a processor design, e.g.,
RISC-V,!2 in whose behavioral description in the Verilog
language code of an intentional hardware vulnerability
is introduced. This vulnerability can be represented as
a modified SF block ready to be embedded into a system
with RISC-V architecture for hardware vulnerability
detection experiments'3 [20].

After implementing the modified hardware NF
block, the performance needs to be compared, and
the node with vulnerability first identified using error
detection software. Then, using virtual model analysis,
analysis needs to be performed on the FPGA using
a combination of Remote Bitbang and JTAG protocols,
as well as OpenOCD software. Then the results need to
be compared and possible deviations from the behavioral
model of the device identified. The general concept of
the scanning idea is presented in Fig. 5.

The device behavioral model is an abstract model
which describes the functional behavior of a device and
its interaction with other system components. It describes
how a particular unit should behave under certain input
signals and conditions. It does not specify the internal
implementation of the device, and how this behavior is
reflected in the overall picture of the device’s interaction
with external sources of information.

12 RISC-V is an extensible open and free instruction system
and processor architecture based on the RISC (reduced instruction
set computer) concept for processor/microcontroller design and
software development.

13 Li C. Securing Computer Systems Through Cyber Attack
Detection at the Hardware Level: Ph.D. Thesis (Comput.).
USA: UC Irvine; 2020. P. 13-26. https://escholarship.org/uc/
item/8vr8f0dq. Accessed May 15, 2023.

A description in unified modeling language, used
to describe the behavior of the entire device, should be
used for verification, but other options are possible.

You can use automated security checkers to check
Verilog code for vulnerabilities or hardware flaws. These
systems analyze the code for bugs and look for possible
vulnerabilities. Third-party tools such as Ferilator and
VeriSim'* can also be used to analyze and check Verilog
code for vulnerabilities.

Verilator is an open source translator from Verilog
to C/C++ which generates files for profiling and
debugging. It allows users to analyze code for hardware
bookmarks and vulnerabilities. This tool can be used to
automatically check Verilog code for bugs.

VeriSimis an anothertool foranalyzing and verifying
Verilog code. It allows users to analyze code using
simulation and profiling. It also enables identification
of hardware bookmarks and vulnerabilities in Verilog
code.

Alternative tools for analyzing and inspecting
Verilog code for hardware bookmarks and vulnerabilities
include Vivado HLS", Synopsys VCS'S, and Mentor
Questal’.

Automated vulnerability scanning tools such
as SonarQube'® and Coverity!® can be used to find

14 Wei S. Minimizing Leakage Energy in FPGAs Using
Intentional Post-Silicon Device Aging: Master Sci. Thesis. USA:
UC Los Angeles; 2013. P. 16-35. https://escholarship.org/uc/
item/75h4m6qgb. Accessed May 15, 2023.

15 https://docs.xilinx.com/r/en-US/ug949-vivado-design-
methodology/Vivado-Design-Suite-User-and-Reference-Guides.
Accessed May 15, 2023.

16 https://users.ece.utexas.edu/~patt/10s.382N/handouts/vcs.
pdf. Accessed May 15, 2023.

17 https://www.orcada.ru/product/mentor-graphics/
proektirovanie-zakaznyh-ims/products _106.html  (in  Russ.).
Accessed May 15, 2023.

18 https://www.sonarsource.com/products/sonarqube/.
Accessed May 15, 2023.

19 https://devguide. python.org/development-tools/coverity/.
Accessed May 15, 2023.
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vulnerabilities in SystemC program code. These
tools enable automated scanning of the source code
for vulnerabilities. If vulnerabilities or hardware
bookmarks are not found, there is a risk that the
application will be vulnerable to attack by malicious
attackers who can exploit the vulnerability to make
unwanted changes to the code or gain access to
data20, 21, 22, 23,24 [21 , 22]

In order to perform synchronization between
a virtual processor and a real processor undergoing
debugging, OpenOCD capabilities can be used.
OpenOCD needs to be connected to the debug
interface of the real processor. This can be done, for
example, via the JTAG interface OpenOCD must
then be configured to work with a virtual processor
undergoing debugging, such as a processor emulated
in QEMU [23] or through the Functional Safety
Simulator®.

Next, synchronization between the virtual and real
processor must be performed. This can be done with
the resume command which allows execution of the
process on the virtual processor to be continued while
synchronizing it with the real processor. Thus, it is
possible to debug the virtual processor while being able
to monitor its operation in real time.

For correct synchronization the correct OpenOCD
configuration is needed, in order to work with a specific
virtual processor and debugging interface of a real
processor. The particular features of working with
certain types of processors and debug interfaces also
need to be taken into account.

In order to build a project for testing for hardware
vulnerabilities, the cross-platform automatic build
system CMake can be used. This allows you to create,

20 Architecture and Core Commands. https://openocd.org/
doc/html/Architecture-and-Core-Commands.html#RISC_002dV-
Authentication-Commands. Accessed May 15, 2023.

21 Verilog-Mode Help. https://veripool.org/verilog-mode/
help/. Accessed May 15, 2023.

22 Shepherd C., Markantonakis K. Vulnerabilities analysis
and attack scenarios description. 2021. https://exfiles.eu/
wp-content/uploads/2022/07/EXFILES-DS5.1-Vulnerabilities-
analysis-and-attack-scenarios-description-PU-M06.pdf. Accessed
May 15, 2023.

23 Wang B. Improving and Securing Machine Learning
Systems: Ph.D. Thesis (Comput.). USA: UC Santa Barbara; 2019.
P. 10-14. https://escholarship.org/uc/item/1nv8m9nb. Accessed
May 15, 2023.

2 Guo Z. Security of Internet of Things Devices and
Networks: Ph.D. Thesis (Comput.). USA: UC Irvine; 2016.
P. 1-30. https://escholarship.org/uc/item/4rq8s4jx. Accessed
May 15, 2023.

25 Spear Ch. System Verilog for Verification: A Guide to
Learning the Testbench Language Features. Springer. 2018.
https://3ecl1218usm.files.wordpress.com/2016/12/book _
systemverilog for verification.pdf. Accessed May 15,
2023.

test and package a build system for source code, as well
as freely distributed compilers2°.

Figure 6 shows a code fragment of building a test
program using CMake for the RISC-V processor. In order
to execute the procedure, you need to install CMake and
RISC-V compiler. To do this, you can use the operating
system package manager or download them from the
official websites.

To start it, the commands ‘mkdir build && cd build
&& cmake ... && make’ need to be executed. Then the
project will be built, and the result of the build will be
loaded into the stand and the virtual testing system, the
code description of which is given in Fig. 7.

Since a hardware vulnerability in the FPU compute
unitis under consideration here, one option for identifying
vulnerabilities is to directly stress test systems related to
floating-point computing.

Identifying hardware vulnerabilities by means of
stress testing can be quite complex, unproductive, and
depends on the type of vulnerability. However, the
following approaches can be distinguished:

1. Changing operating conditions: stress testing can
be used to identify vulnerabilities associated with
prolonged operation of the device under high
load conditions. For example, you can increase
the number of requests to the device, increase the
duration of operation, or change the temperature,
humidity, or other operating parameters.

2. Attack simulation: with stress testing, attacks on the
device can be simulated.

3. Congestion testing: stress testing can be used to test
the device’s resistance to congestion, for example,
to check how the device handles high traffic or
a situation where the number of users on the network
increases dramatically.

4. Use of random test data: by generating random test data,
the robustness of the device against data errors can be
tested, e.g., data transmission errors or data storage errors.
It is important to realize that stress testing can only

help identify specific hardware vulnerabilities. For
acomplete check, a combination of different methods and
tests must be used, and the security recommendations of
the device manufacturer must be followed. An evolution
of this concept is the identification of vulnerabilities
through software scanners.

The creation of a stand for identifying hardware
vulnerabilities, as well as the technology of working
with it, can be considered as one result of this research.
This is because the available scientific literature provides
no clear definition and description of the steps required
to create similar hardware and developing examples for
practicing possible vulnerable situations.

26 Qualys platform. https://www.qualys.com/solutions/pci-
compliance/. Accessed May 15, 2023.
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Set{HEU_RISCV RISCV)
set (START FILE startup.s) # Startup file s

add compile options(-Wall -Wextra)
add compile options(-02 -ggdb)
add link options(-mthumb -mfpu=fpv4-sp-dlé -mfloat-aki=hard

-T3{RISCV _LDSCRIPT} --specs=nosys.specs ——-sSpecs=nano.spec

# set the project name
project (Test_firs prj VERSION 0.1}

include directories(
"% {PROJECT BINARY DIR}"
"${PROJECT SOURCE DIR}/inc"™
"${PROJECT SOURCE_DIR}/library/CHMSIS"

)
set_property (SOURCE ${STRRT_FILE} FRECPERTY LANGUAGE C)
add_subdirectory{lihrarnyHSIS)
configure file(inc/version.h.in inc/version.h)

list (APPEND TARGET SOURCE ${PROJECT SOURCE DIR}/inc/main.h)
list (APPEND TARGET SOURCE ${PROJECT_ SOURCE_DIR}/src/main.c)

Fig. 6. Example of program test assembly system

delay lms (100} ;

printf ("linpackc test \r\n"):

rte print_current_time () ;
printf("Start >> linpackc test \r\n"):

rtc print_current time () ;
printf ("Stop »>> linpackc test \r\n"):

while (1)} {
time start = rtc_get subsecond();
linpacke test():
uintlé t real len = read string(test string, TEST STR SIZE);
printf("len read data = 3%d \r\n",real_len):

if(real lemn){
printf("read data = s \r\n",test_string):
memset (test string, 0, TEST STR SIZE);

time stop = rtc get subsecond():

uinted4 t runtims = (uinté4 t)time stop- (uinted t)tims start;
printf("runtime = %1d ‘\r\n", (uint32 t)runtime);
rce_print_current _time () ;

Fig. 7. Code for running a stress test to verify the RISC-V behavioral description
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IDENTIFYING VULNERABILITIES 1. Gitleaks is a tool for finding sensitive data in Git
THROUGH SOFTWARE VULNERABILITY repositories which can be used to scan C code stored
SCANNERS in Git.
2. Trivy is a tool for scanning Docker containers

A comparison of the most commonly used software and images for vulnerabilities in the packages and
vulnerability scanning systems is shown in the table dependencies used. It can be used to scan Docker
below. images containing C code.

One of the tools specializing in searching for errors 3. Burp Suite is a popular web application security
and vulnerabilities in C, C++, C#, and Java code is testing tool used to scan web applications written in
PVS-Studio, static code analyzer. However, for a more the C language.
complete C code scanning you may need other tools such 4. MobSF is a mobile application vulnerability
as Gitleaks, Trivy*’, Burp Suite*®, and MobSF?°. Here is scanning tool used to scan mobile applications
a brief description of these tools and their capabilities for written in C language (e.g., using Native
detecting vulnerabilities in C code. Development Kit).

Table. Comparison of different software vulnerability scanning systems

No. | Scanner Name Open code C/C++ support Main purpose

It is used to scan for vulnerabilities in web applications, ports,
1 Snlper30 no no and network devices, supports dictionary brute force scanning and
allows you to customize various scanning parameters

It is a vulnerability scanner for web applications that is open source
and can automatically search for vulnerabilities in various parts

2 Wapiti33! es no .
P y of'a web application such as URL parameters, forms, headers, and
scripts
It performs database and extensible script-based vulnerability
. scanning, enables scanning various vulnerabilities such as cross-
3 Nikto*? yes no & &

site scripting (XSS), SQL-injections, header spoofing, unauthorized
access, etc.

It provides automatic or manual scanning and penetration tests. It
4 OWASP ZAP*3 yes no is used to search for vulnerabilities such as SQL injection, XSS,
cross-site request forgery, invalid authorization, etc.

It is a tool for automatic scanning of SQL injection vulnerabilities
5 Sqlmap>* yes no in web applications. It supports multiple databases including
MySQL, Oracle, PostgreSQL, Microsoft SOL Server, etc.

It is a web application vulnerability scanning tool that provides
Acunetix o o automatic or manual scanning options. It supports detection of
wys3s vulnerabilities such as XSS, SQL injection, information leaks, file

security breaches, etc.

27 https://trivy.dev/. Accessed May 15, 2023.

28 https://portswigger.net/burp. Accessed May 15, 2023.

29 https://github.com/MobSF/Mobile-Security-Framework-MobSF. Accessed May 15, 2023.

30 https://github.com/1N3/Snlper/releases. Accessed May 15, 2023,

31 https://pypi.org/project/wapiti3/ (in Russ.). Accessed May 15, 2023.

32 https://github.com/sullo/nikto. Accessed May 15, 2023.

33 https://www.zaproxy.org/docs/. Accessed May 15, 2023.

34 https://sqlmap.org/. Accessed May 15, 2023.

33 https://allsoft.ru/software/vendors/acunetix/acunetix-web-vulnerability-scanner-/ (in Russ.). Accessed May 15, 2023.
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Table. Continued

No. | Scanner Name Open code C/C++ support Main purpose

It is a tool for scanning vulnerabilities in web applications.

7 Vega' yes o It suppo%’ts dictionary brute-force sganning and pro.v.ic?es
penetration tests and enables detection of vulnerabilities such as
XSS, SQL-injections
A stati \ i ++ i t h

p PVS-Studiod? o ves static code analyzer 1.n.(.?, C++, C#, and Java designed to searc
for errors and vulnerabilities
It is a tool for scanning open source Git repositories for sensitive
information and other security vulnerabilities. It operates by

9 Gitleaks3® no yes analyzing source code, commits, and change history in the
repository for lines of code containing sensitive information such
as passwords, secure shell keys, access tokens, API secrets

10 OARK™ yes no Java application scanner for Android and IOS

Each of these tools is designed to detect using semi-natural modeling is it possible to narrow

vulnerabilities in different areas. When combined,
they can provide more comprehensive code security
coverage.

However, it should be noted that most of the
scanners on the list can be used to scan code in a variety
of programming languages, including C. However,
depending on your specific needs and the type of
vulnerabilities you need to detect, a combination of
several tools may need to be used.

CONCLUSIONS

The research carried out herein has shown that
the proposed approach based on scanning systems and
semi-natural modeling can successfully identify the
hardware vulnerabilities of digital systems when other
methods prove ineffective and the analysis of the results
is difficult to interpret. Only in a synthetic experiment

36 https://subgraph.com/vega/. Accessed May 15, 2023.

the search area and identify a system with embedded
malicious code with a vulnerability. The results of the
experiments allowed us to develop a methodology and
define a set of tools for identifying vulnerabilities in
digital devices of computing systems, as well as to create
a library of ready-made solutions for implementing an
optimal solution.

The results obtained and the stand we developed
for conducting experiments can be used in perspective
projects linked to the creation of digital devices on
a modern element base. It offers the possibility of
transition to new technologies for detection of hardware
vulnerabilities. Hardware security should be considered
as a priority task in various industries and spheres of
activity. The detection and elimination of vulnerabilities
of digital components of devices should be carried out
both at early stages of development and at the stage of
operation.

37 https://pvs-studio.ru/ru/pvs-studio/ (in Russ.). Accessed May 15, 2023.

38 https://github.com/gitleaks/gitleaks. Accessed May 15, 2023.

39 https://github.com/linkedin/qark. Accessed May 15, 2023.
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Calculation of the main operational characteristics
of a tethered high-altitude ship-based system
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Abstract

Objectives. Currently, UAVs are actively used in many military and civilian fields such as object surveillance,
telecommunications, radar, photography, video recording, and mapping, etc. The main disadvantage of autonomous
UAVsistheirlimited operating time. The long-term operation of UAVs on ships can be ensured by tethered high-altitude
systems in which the power supply of engines and equipment is provided from the onboard energy source through
a thin cable tether. This paper aims to select and justify the appearance of such system, as well as to calculate the
required performance characteristics.

Methods. The study used methods of systemic and functional analysis of tethered system parameters, as well
as methods and models of the theory of relations and measurement.

Results. The issues of design and implementation of new generation tethered high-altitude ship-based systems were
considered. A rational type of aerodynamic design for unmanned aerial vehicles was determined based on existing
tethered platforms. The optimal architecture of the tethered system was defined and justified. The paper presents the
appearance and solution for placement onboard the ship, and describes its operation. The main initial parameters for
designing high-altitude systems such as take-off weight, optimal lift altitude, maximum power required for operation,
structure of the energy transfer system, as well as deployment and lift time to the design altitude were selected and
calculated.

Conclusions. The methodology for calculating the necessary characteristics described in the paper can be used
for developing and evaluating tethered high-altitude systems. These systems are capable of performing a wide
range of tasks, without requiring a separate storage and launch location, which is especially important in the ship
environment. The system presented herein possesses significant advantages over well-known analogues.

Keywords: tethered high-altitude platform, unmanned aerial vehicle, power, energy transfer, ship, transport and

launch container
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HAYYHAA CTATbA

PacueT 0CHOBHBIX IKCILIYATALIMOHHBIX XaPAKTEPUCTUK

MPUBSA3HON BLICOTHOM CUCTEMBbI KOPA0eJIbHOI0 0a3MpPOBaHMS

N.U. Daeniop, ©

Bantuiickoe BbicLLee BOEHHO-MOPCKOE yunnvie nmerHn ®.@. Yimakosa, KanvHuHrpas, 236022 Poccusi
@ AsTOp A1 nepenucku, e-mail: sawefew2@yandex.ru

Pesiome

Uenun. becnunoTtHble netatenbHble annapatbl (BMJ1A) akTMBHO NPUMEHSAOTCA BO MHOIMMX BOEHHbIX W rpaxgaH-
CKMX 061acTaX: MOHUTOPUHT KPUTUYECKNX OOBEKTOB, TENIEKOMMYHMKALIMW, paguonokaums, GoTo- N BUAEOCHEMKA,
kaptorpadupoBaHme n ap. OCHOBHbIM HEQOCTATKOM aBTOHOMHbIX BIJIA aBnseTcs orpaHnyeHHoe BpemMs OyHK-
LMOHMpOoBaHus. AnutenbHoe dyHKunoHupoBaHue BIMJTA Ha kopabnsix MoryT o6ecneynTb NPUBS3HbIE BbICOTHbIE
cuctemsbl (MBC), B KOTOPbIX 3NeKTPONUTaHNE ABUraTeneln n annapaTypbl NOJSE3HOM HArpy3ky OCYLLECTBISIETCS
OT BOPTOBOr0 MCTOYHMKA 3HEPIrM NO TOHKOMY Kabenb-Tpocy. Lienb paboTbl — Bbibop 1 06ocHOoBaHMe obnmka MBC,
pacyeT HEOOXOAMMBbIX 3KCMITyaTaUNOHHBIX XapaKTEPUCTUK.

MeToabl. B paboTe ncnonb3ytoTcs MeToabl CUCTEMHOIO U GYHKLIMOHANIBHOIO aHann3a napamMeTpoB MPUBSA3HON
CUCTEMbI, METObBI 1 MOJENN TEOPUM OTHOLLEHWNA U N3MEPEHMS.

PesynbTaTtbl. PACCMOTPEHbI BONPOCHI MPOEKTUPOBaHUS U peanndaummn HoBoro nokoneHus NBC kopabenbHoro 6a-
31poBaHuns. Ha 0OCHOBE CyLLECTBYIOLLMX NPUBA3HbIX N1aTOOPM ONpeaeneH paumoHanbHbI TN a3pOoAMHAMMUYECKON
cxembl BIMJ1A. OnpeneneHa n 060cHOBaHa ONTUMasnbHast apXUTEKTYPA NPUBSA3HOM CUCTEMBbI, MPEACTaB/EH ee 06nK
1 peLLeHne Nno pa3MeLleHnio Ha kopabne, a Takxke onvcaHa ee paboTa. BbibpaHbl 1 paccHmMTaHbl OCHOBHbIE UCXOA-
Hble NapaMeTpbl 4151 NPOEKTMPOBaHMS BbICOTHBIX CUCTEM, Takne Kak B3/eTHas Macca, OnTMMasibHas BbiCcOTa MNOLAb-
emMa, MakcumanbHas HeobxoaumMasi MOLLHOCTb AN GYHKLUMOHUPOBAHWS, CTPYKTYpa CUCTEMbI Nepeaayn aHeprum,
BPEMS pa3BePTbIBAHWS 1 NOAbEMA HA PACHETHYIO BbICOTY.

BbiBoapl. [TpeacraBneHHas B ctaTbe METOL0M0MMSA pacyeTa HEOOXOANMbIX XapakTEPUCTUK NMO3BONSIET NCMONb30-
BaTb ee An1a pa3paboTku n oueHkn MNBC. JaHHble cUCTEMbI CMOCOOHbI BbIMOMHATL PA3NMYHbIA CNEKTP 3a4a4, npu
3TOM He Tpebysi OTAENBHOrO MecTa XpaHeHUs 1 3anycka, 4To 0COHOEHHO akTyasibHO B kopabesnbHbIxX ycnousix. Mpen-
CTaBJIeHHas CMCTEMA UMEET 3HAYUTENbHbIE MPEVMYLLECTBA NEPEL, U3BECTHLIMY aHaNoramu.

KnioueBble cnoBa: npuBaAsHas BblcOTHas nnatdopma, 6ecnunoTHbI annapart, MOLWHOCTb, Nepeaada aHeprum, Ko-

pabnb, TPAHCNOPTHO-MYCKOBOWM KOHTEMHEpP

e Moctynuna: 23.11.2023 » flopa6oTaHa: 04.03.2024 ¢ MpuHaTa kK onyonukoBaHuio: 24.05.2024

Ans uvtuposanusa: Jasnog V.. Pac4eT OCHOBHBIX 9KCMlyaTaUuMOHHbIX XapakTePUCTUK MPUBA3HOM BbICOTHOM CUCTEMBI
KopabenbHoro 6asupoanua. Russ. Technol. J. 2024;12(4):40-50. https://doi.org/10.32362/2500-316X-2024-12-4-40-50

Mpo3payHocTb pMHAHCOBOW AeAaTeNIbHOCTU: ABTOP He meeT GMHAHCOBOW 3aMHTEPECOBAHHOCTU B NPeACTaB/EeH-

HbIX MaTepunanax nan Mmetogax.

ABTOp 3aa9BnseT 06 OTCYTCTBUM KOHPINKTA MHTEPECOB.
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Igor |. Dawlyud

INTRODUCTION

Today, multirotor unmanned aerial vehicles (UAVs)
have become widespread and intensely developed. UAVs
have many irrefutable advantages including simple
and inexpensive designs in contrast to large aircraft
systems, as well as safety, low maintenance, absence
of the need for special launch sites, and efficiency. The
main disadvantage of the UAV is low (limited) flight
autonomy due to the insufficient battery capacity of
UAVs equipped with electric motors [1].

Long-term UAV operation can be ensured by
a continuous power supply using tethered high-altitude
systems (THAS). In such systems, high power energy
is transferred to UAV while the UAV is maintained at
a certain altitude by means of a thin cable tether [2]. At the
same time, THAS enables the precise landing of the UAV
at the designated location. It can also be used in places
with barriers (obstacles), e.g., on the deck of a ship.

In the Russian Navy (Navy), THAS is used for
video surveillance, target designation, communication,
and electronic warfare, etc. However, the mass use of
THAS on ships is currently difficult due to the lack of
specialized storage sites, as well as simple and reliable
launch and landing systems [3].

DESIGN AND CALCULATION OF THAS
PERFORMANCE CHARACTERISTICS

The following activities are required for the
development of ship-based THAS:

e defining the operating architecture, appearance, and

THAS storage and launch sites;

e calculating the basic tactical and operational
characteristics;

e calculating the parameters of tolerance to external
disturbances.

At the present time, the Navy is searching for the
optimal placement of the THAS storage, take-off, and
landing sites along with their operation and maintenance
facilities on ships. In most cases, this is due to the need
for a significant change in the external and internal
architecture of the ship in order to find the necessary
space [3]. This approach is unacceptable for a warship
since it may cause significant changes in its operational
and technical characteristics. Therefore, the solution to
the problem of storing, launching, and landing THAS
should be reduced to the need for searching for other
ways using special means.

In architectural terms, advanced THAS is a system
consisting of airborne (UAV) and shipborne modules
connected to each other by a flexible link (cable tether)
and placed in a standard transporter-launcher container
(TLC) for vertical launching systems (VLS) located
below the upper deck (Fig. 1).

Fig. 1. Ship-based tethered high-altitude system:
1 air module (UAV), 2 alternating current source,
3 voltage converter and winch control system, 4 winch,
5 winch drive, 6 cable tether, 7 cable tether tension
sensor, and 8 shipborne module

The unmanned aerial vehicle holds the payload
on board at a given point above sea level. The UAV is
mechanically linked to the shipborne module by a cable
tether. The ship module includes an AC voltage source,
voltage converter, winch control system, winch drive,
and a cable tether tension sensor. The appearance of the
THAS located in TLC is shown in Fig. 2.

Fig. 2. THAS located in TLC: 1 UAV, 2 cable tether, 3 lid
flaps, 4 cup, 5 pedestal, 6 TLC, and 7 winch

When selecting the type of UAYV, its specific
operating features should be taken into account [4] along
with operating conditions. The UAV’s dependence for
spatial orientation on the force and direction of the wind
load should be minimized. Therefore, three aecrodynamic
schemes can be used for THAS: single-rotor UAV
with several steering devices (steering propellers)
symmetrically located relative to the axis of the main
rotor; coaxial; and a multi-rotor one with four or more
propellers located symmetrically relative to the UAV
center.

All types of UAV have their own advantages and
disadvantages. However, despite the relative complexity
of the design, a coaxial scheme is selected for THAS.
Its heading orientation is slightly dependent on wind
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direction. This UAV type is simpler to store and launch
from a container: a rational solution under given
conditions.

The following are the main initial designed
parameters when developing THAS:

e the UAV take-off weight, including the weight of
UAV itself, payload weight, and cable tether weight;
optimal UAV flying altitude;
maximum power required for UAV operation;
the system structure for transferring power to UAV;
UAV deployment and lift time to the set altitude.
THAS operates as follows. In the storage base, the
UAV is equipped with the payload required for specific
missions. The TLC is loaded into VLS (Fig. 2). Prior
to using the device, the VLS lid is opened. Then,
the TLC lid flaps are opened using the drive. This is
followed by lifting the cup which is rigidly fixed on
the pedestal.

Once the pedestal is lifted to the highest position,
the propellers of the UAV are started. They are driven by
at least two electric motors powered through the cable
tether. The UAV begins to rise vertically. The control
system generates the voltage necessary for the winch
drive which rotates, in order to unwind the cable tether
connected to the UAV’s pin via the tension sensor, roller
system, and cable laying equipment. A tension sensor
is required for maintaining a set tension force of the
cable tether and preventing emergencies by generating
signals for the control system. During operation (rising
and hovering at a certain altitude), the UAV is supplied
with high voltage from the control system through the
cable tether, reduced by the onboard converter to the
value required for operating the UAV with the payload
installed on it.

After gaining altitude, the UAV is stabilized relative
to the horizon and heading with the specified accuracy.
It is maintained in this position during the entire
operation. UAV stabilization during operation is carried
out automatically by a system of sensors: gyroscope,
accelerometer, barometric altimeter (altimeter), and
three-component magnetometer. The control laws are
formed using a microprocessor to stabilize heading, roll,
and pitch, as well as to resist wind disturbances. The UAV
drift due to wind or ship motion is compensated by the
global navigation system receiver and accelerometers.
The vertical movements caused by wave action are
compensated by changing the length of the cable tether
in response to signals from onboard sensors and the
control system.

In the event of an emergency or a lack of power
supply from the onboard source, the UAV is powered
by batteries located in the bottom part of the TLC. In
the case of a cable tether breakage, the UAV is provided
with an automatic emergency landing mode using the
onboard battery energy.

Landing is performed in the reverse sequence. In
this case, the constant tension of the cable tether ensures
UAV leveling over the cup. The deployment, take-off,
landing, and rollback of the onboard tethered high-
altitude system are performed automatically.

TAKE-OFF WEIGHT

In UAV design, an important parameter is the
maximum take-off weight of the UAV. This means the
UAV weight with the payload installed and the weight of
the cable tether of the maximum possible length:

Mo = myay + mpy + merh, (1

where my; .y, is UAV weight, mp, is the payload weight,
m is the cable tether weight per unit length, and £ is
UAV altitude.

In Eq. (1), the unknown quantity is the last summand
dependent on the cable tether used and the UAV altitude.
The cable tether may consist of either the cable with
support tether or the cable attached to support tether
separately (Fig. 3).

(a) (b)

Fig. 3. Cable tether versions: (a) CPVLS! power cable,
(b) UTP2 cable tether

The first version is preferable since it has a more
compact and easy-to-use design. The cable tether
production technology implies using the insulated power
cable in its center, and the insulated wires with copper
conductive conductors of round cross-section around
it. The cable tether outer protective sheath consists of
insulating material. Inside the cable outer sheath, there
are voids filled with low density material which provide
the system with crush resistance.

The main materials used in producing cable tether
are copper, kevlar, fiber optics, and plastics. The cable
weight per unit length is determined by the following
equation:

mer = pKSTeth + pCuSCuuCun +
+ PnsSins T PsnSsh + PFinSFin + POFSoF»

)

where Py, Pey Prs Pshe Prip @0d pop are densities
of kevlar, copper, insulation, sheath, filling material,

' C is control cable, P is polyethylene core insulation, V is
polyvinyl chloride plastic sheath, L is lifting cable, and S means
with load-carrying tether made of synthetic threads.

2 UTP is the unshielded twisted pair.
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and optical fiber, respectively; u, is the coefficient
accounting for twisting of wires in the conductive core;
Stethe Scw Stner Ssps Spie @nd Sy are cross-sectional
areas of the tether, copper conductor, insulation, sheath,
filling, and optical fiber, respectively; and # is number of
copper conductors.
For further calculations, the following constraints
are assumed:
e the optical fiber is homogeneous over the entire
cross-section;
e the outer sheath has a circular cross-section;
e thickness and insulation material of all cores and
cable are the same;
e all cores have the same cross-section.
A simplified version of the cross-section of a cable
tether with two copper conductors and optical fiber is
shown in Fig. 4.

2

Fig. 4. Cross section of a cable tether: 7 filling material,
2 optical fiber, 3 copper core, 4 kevlar tether, 5 insulation,
and 6 sheath

The insulation area Sy, . is calculated by means of the
following formula:

Slns = 2ﬂklns (rCOI‘ld B kIns / 2)(n + 1)7 (3)

where ky  is the insulation thickness, 7. 4 is the
conductor radius.

The area of the sheath is determined as follows:

Sgh = 2mhgy, (rer — kg /2), “4)

where kg, is thickness of the sheath, 7 is radius of the
cable tether.

The radius of the considered cable tether is
determined by means of the following formula:

ror = kgh + 3k + 20y + Freg > %)

where 7, 1s the tether radius, 7, is the copper core
radius.

The cross-section of the filling material has
a complex shape, so its area is determined by means of
the following expression:

2 2 P
Sritl = WET = M ey Uremn +1Cuttcu” +
+ 2klns (rCond - klns /2)(n+1)+ (6)

+ 18 + 2kgy (rer — kg 1 2)),

where 7 is the optical fiber radius.
After transforming expression (6), the following is
obtained:

Sgin = ™(rer — Sh)2 -

(7
2 2 2
= ((Fregn * Kins)“Uretn + 7Eonatcu” + 10F))-
By substituting equations (3), (4), and (7) into (2),
we obtain the following:

MeT = PR Wfgqy +
+ pCuTCI"Cz:uuCul’l +
+ Prng 210 Teond — Kins / 2)(m+1) +
+ g, 27tkgy (rep —kgy /2) + ®)
+ prin (Mt —kgy)* =
= ((Freg * K1) et + "Conaticu” + 167 +
+ POpT3E-

Assuming rp, = 0.0015 m, o, = 0.00075 m,
rop = 0.001 m, ro 4 0.00155 m, and
s = kg = 0.0008 m, we obtain m- = 0.09 kg. Thus,
the UAV weight with cable tether increases by 9 kg at an
altitude of 100 m.

OPTIMAL UAV LIFT ALTITUDE

The UAV lift altitude directly affects the operating
efficiency of THAS suspended equipment: the higher the
altitude, the greater the view.

Maximum radar range is limited by the line of sight
to the target whose value (in km) is determined by the
following commonly known formula (derived from the
basic radar equation [5]):

Ly =4.12(Jly + g ): ©)

where £, is the antenna height (UAV lift altitude), /. ot 18

the target height.

At target height tht = 0 (e.g., small-sized surface
target) and target surveillance from the upper deck of
the ship (4, = 10 m), the radar track acquisition range is
L. = 13 km. However, when elevating the means of
surveillance to /1, = 100 m, the maximum range increases
more than 3 times up to L.~ 41 km. Dependence of
the horizon visibility range on the surveillance height is

presented in Fig. 5.
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Fig. 5. Dependence of horizon visibility range
on surveillance height

However, increasing UAV lift altitude results in
increasing its power consumption and wind speed [6].
Comparing the simulation results of THAS application
conditions [7, 8], it can be concluded that the rational lift
altitude is about 100 m.

MAXIMUM POWER REQUIRED FOR UAV
OPERATION

The suspended UAV and the forces acting on it are
shown in Fig. 6, where F o is gravity force, F, is thrust
force of UAV engines, Fyp is wind resistance force, and
Fr 1s cable tether tension force.

The modulus of all forces acting on UAV is
calculated using the following formula [6]:

IF,|= \/(‘Fg‘ +[Fer|cos @) + (Fyg | +[Fer|sina?, (10)

where o is the vector angle of the cable tether tension
force to the vertical.

Fig. 6. UAV with forces acting on it

The gravity force is determined by the UAV take-off
weight, as follows:

an

Fy =myayg+mp g+ merg,

where g is gravity acceleration.

The wind resistance force is determined by the
following equation:

Fyg =CpSv? =(CqS, (12)
where C is the aerodynamic coefficient, S is the UAV
area projection onto the direction perpendicular to the
oncoming flow, v is oncoming air flow velocity, p is the
air density, and ¢ is the wind pressure.

As follows from (12), the UAV geometric
characteristics, the velocity head, and the aerodynamic
coefficient need to be known, in order to determine
the wind effect. The known values are geometric
characteristics and aerodynamic coefficient.

We consider aecrodynamic loads under wind effect as
operating and limiting. Under the operating wind effect,
the UAV may be used without limiting conditions.
Under the limiting wind effect, the UAV should retain
its strength and stability, as well as provide other
performance requirements.

Specified parameters for operational wind effect are
the estimated maximum value of the average (with a two-
minute averaging period) wind speed at an altitude of
10 m from the ground surface and the minimum ambient
temperature at which UAV operation is allowed.

The estimated velocity head at operating effect is
determined by the following equation:

2
g = PVest
est 2 > (1 3)

where v, is the estimated average wind speed under
operational impact.

When calculating the wind load on a moving
ship, its speed should be taken into account whenever
it exceeds 0.025v_ .. In this case, for a given average
wind speed, the estimated velocity head when traveling
against the wind is determined by means of the
following equation:

_ p(vest + Vmax )2

qest - 2 H (14)
where v is the maximum speed of the ship.

Based on the limiting value of the standard average
velocity head ¢, the estimated velocity head for the
limiting wind effect is determined as follows:

Gest =49LVH (1 5)

where 1 is the overload factor taken equal to 1.0-1.3.

3 OST 92-9249-80. Industry standard. Units of special
purpose. Calculation methodology for wind loads. 1980 (in Russ.).
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The coefficient C; depends on angle o, wind
direction, and UAV profile.*

The engine power required to hold the UAV at
a given point, after determining the resultant force
modulus, is calculated using the following equation:

LI
kxg

(16)

where |Ft | /g is the total thrust of the UAV engines; & is the
efficiency factor of the propeller group which characterizes
the ratio of the engine total thrust to its power.

As is known from the practical implementation of
THAS, and propeller group selection, £ = 10 kg/kW and
higher is considered a good value for the efficiency factor.
This implies the ability to lift 10 kg of load for every kilowatt
of energy expended. The efficiency factor depends largely
on the engine type and traction propeller characteristics. For
THAS, as the altitude rises, the load weight increases (due to
the increasing tension force of the cable tether). Consequently,
the propeller motor group efficiency decreases.’

The calculation of the tension force (F-p) acting
on THAS due to the cable tether is described in [9].
It represents a differential equation system: one being
a linear differential equation of the first order; while
the other two being nonlinear differential equations of
the second order. It should be noted that the system of
differential equations obtained coincides with the flexible
thread position equation [10] for a tethered flying object:

d?x dx dx ) dy]2
Fqr—+ —| 1+ — | +| = [+
CT 4.2 pCngz{ (dz) (dz
dy dx )
+4 v)%(z)+v}2}(z)+(vx(z)z—vy(z)gj X

2 2
X vx(z)\/1+(@J +(Qj =0,
dz z

a7)

+A,[v? (z)+ V2 (z)+ (V (z)ﬂ -y (z)ﬂ]2 X
* Y ldz YV dz

2 2
dx d
xv (2 1+] £ +] 2 =0,
Y dz dz
4 Albisser M. Identification of Aerodynamic Coefficients fiom Free-
Flight Data. Université de Lorraine, Nancy, France, Ph.D. Thesis, 2015.
> XRotor 8 Series Power Combo for Agricultural Drones.

https://www.hobbywing.com/en/products/xrotor-6-series-power-
combo-for-agriculutral-drones226.html. Accessed May 11, 2023.

where 4 is the aerodynamic drag factor; p is the cable
tether linear density; x, y, z is the rectangular coordinate
system; v, v, v, are the projections of wind velocity
onto corresponding axes of the rectangular coordinate
system.

The problem under consideration is complicated
by the need to resolve not the Cauchy problem but
the boundary problem, when the conditions are set at
different values for argument z [11].

Given (10), (11), (16), and (17), the required power
for operating THAS is defined as follows:

P \/(mUAVg +mp g+ |FCT|sin a)? + (|FWR| + |FCT|cos a)?

kxg
(18)

The work of A.M. Shirvanyan® presents the
calculation of the required power for operating THAS of
25 kg and 35 kg in weight at an altitude of 75 m under
tension force - = 10 H and 30 H (Fig. 7). From this, it
can be concluded that a high wind speed and ship motion
have a significant effect on the required power. When
wind speed (and/or ship motion) increases, slope angle
a of the cable-tether tension force action F. on THAS
increases, thus increasing the horizontal component of
the tension force. In addition, changing the cable tether
tension force by the winch will change its profile and
length significantly.

7
6 {
25
g
34
[o}
g3
E —25kg, 10N
g2 =385kg, 10N
= 25kg, 30N
1 —35kg, 30N
0 |
0 4 8 12 16

Cable deflection angle at the highest point, deg

Fig. 7. Dependence of THAS required power on the wind
speed at different weight and tension force of the cable
tether

For the cable winch drive control system, a balance
needs to be found between the tension force of the cable
tether at the winch and the UAV power consumption.
Weak winch tension may trigger a large cable tether
release which is unsafe in a shipboard environment.

6 Shirvanyan A.M. Development and research for the
mathematical model of the tethered high-altitude unmanned
telecommunication platforms functioning at wind loads. Cand.
Sci. Thesis (Eng.). Moscow, 2020, 116 p. (in Russ.).
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Strong winch tension makes the cable profile nearly
vertical. However, this significantly increases the UAV
power required for operating.

The findings are significant for estimating the
maximum payload weight and the required electrical
power transferred from the ship to the UAV under
conditions of wind loads and ship motion, as well as for
designing the THAS positioning control system.

THE SYSTEM STRUCTURE FOR TRANSFERRING
POWER TO UAV

The efficient UAV operation requires a high power
supply. Currently, there are effective UAV power supply
systems based on high-frequency direct or alternating
current (AC). A large number of studies [12—15] deal
with selecting the type of current supply for suspended
systems. In the case of an AC power supply, a relatively
high efficiency and smaller conductor cross-sectional
area can be obtained, when compared to direct
current (DC). However, in a long supply line, wave
processes consisting in the occurrence of a reflected
wave inevitably occur. This results in an increase in
voltage on some parts of the cable-rope. In the coiled
state (around the winch drum), the cable tether reel
represents an inductive resistance, which also prevents
the transmission of alternating current. At the same time,
power transfer at industrial frequency results in the need
for conversion, thus reducing the payload weight.

For the same level of power, the cross-sectional area
of the conductor decreases with the increasing supply
voltage. Thus high voltage needs to be transmitted
through the cable tether for the UAV power supply. The
structure of the power supply circuit is shown in Fig. 8.

. Shipborne module

Cable tether -.. UAV

The maximum power transmitted through the cable
tether depends on the type of current. In order to calculate
the maximum transmitted power, the wire diameter
(cross-sectional area), current density, interwire voltage
(for DC), and wave impedance (for AC) need to be
determined.

The DC power is determined by means of the
following equation:

d2
Pye=IU=n Zu JU, (19)

where [ is the current strength, d is the diameter of the
copper conductor, J is the current density, and U is the
interwire voltage.

Losses per unit length in wires are determined by
means of the following equation [16]:

Apc =28¢,7%0, (20)

where o stands for the conducting material conductivity.

When building an AC power system, reflected waves
transfer energy from the point of the line connection to
the load backward to the power source. Equality of the
line wave impedance to the line load impedance is the
condition for maximum AC power transfer efficiency.
The maximum transmitted power is determined as
follows:

N /
Py =1?R=1? Elnﬂ, 1)
€ Tty

where R is the wave impedance for a two-conductor
line, [, is the distance between centers of two

~ > > Electric
_| pc/oct DC/DCL |
—_— = " Lmotor, EM

: V=220/380V V=12..300V
: f=50 Hz
a vy ' > < Pas p Eloclic
: | vFc B AC/AC| > =
: —_ > \ » — | "lmotor. EM

V=220/380 V “V=100... 4000V - V=12...300V
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f=50...300kHz :

7

Fig. 8. THAS power circuit structure: 7 AC voltage source, 2 rectifier, 3 direct current boost converter,
4 DC-DC voltage converter, 5 UAV and payload consumer, 6 low frequency converter, 7 alternating current
buck converter. Vis a voltage, fis a frequency
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conductors, ¢ is the dielectric permeability of the medium
between conductors.

The AC power losses are determined by means of
the following equations:

Ay =280,6(KJ)?, (22)
where K is the section utilization factor.

Thus, a comparison of (20) and (22) shows that
power losses in AC transmission are lower than those
in DC transmission due to the skin effect. When using
a cable with d., > 6 mm, the maximum possible
AC power increases significantly. For example, at
d, =8 mmand 1200 V voltage, it is possible to transmit
48 kW DC, whereas 135 kW AC.

Nguen et al. [17] determines that a slight increase
in the radius of the conductive core 7, results in a large
increase in the transmitted power, reducing the share of
the cost required to lift and hold the cable tether. In the
case of a smaller conductive core radius, the maximum
power depends insignificantly on the type of current.
Thus, the transmission of high power (over 14 kW)
is preferable to AC, while DC is more appropriate for
lower power.

DEPLOYMENT TIME AND UAV LIFTING
TO THE SET ALTITUDE

In addition to its obvious advantages, the placement
of the THAS in TLC has a significant disadvantage. The
transporter-launcher container is loaded into a vertical
launcher which contains certain means of destruction of

various types and purposes. Since there may be THAS
or UAV cable tethers on their trajectory, the operation of
deployed THAS prevents the use of these means either
partially or completely. Therefore, the calculation of
deployment (redeployment) time is of great importance
when operating THAS on Navy ships. The deployment
time is calculated using the following equation:

tDep =l t hi Vda> (23)
where 7, ; is the ascent (descent) time of the platform with
UAV in TLC, v, is the speed of UAV descent (ascent).

Att,4 =5 s and vy, =4 m/s, the redeployment time
from an altitude of 100 m amounts to 30 s.

For comparison, the tethered ETOP UAV (Israel
Aerospace Industries, Israel) with 20 kg maximum payload
and 100 m altitude has a comparable deployment time [17].

CONCLUSIONS

Implementing the principles of THAS construction
under consideration in this study allows the creation
of a complex capable of performing various tasks with
a high level of efficiency. The proposed THAS has
significant advantages over known platforms. They
include: container storage and launch, high-power
energy transmission system via low-section cable tether
(low weight per unit length), and stabilization of UAV
with payload by altitude. At the same time, the advanced
THAS provides payload lifting to an altitude of 100 m
with a long operational life, only limited by THAS
reliability characteristics.
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Abstract

Objectives. The purpose of this work was to create an effective iterative algorithm for the tomographic reconstruction
of objects with large volumes of initial data. Unlike the convolutional projection algorithm, widely used in commercial
industrial and medical tomographic devices, algebraic iterative reconstruction methods use significant amounts
of memory and typically involve long reconstruction times. At the same time, iterative methods enable a wider range
of diagnostic tasks to be resolved where greater accuracy of reconstruction is required, as well as in cases where
a limited amount of data is used for sparse-view angle shooting or shooting with a limited angular range.

Methods. A feature of the algorithm thus created is the use of a polar coordinate system in which the projection
system matrices are invariant with respect to the rotation of the object. This enables a signification reduction of the
amount of memory required for system matrices storage and the use of graphics processors for reconstruction.
Unlike the simple polar coordinate system used earlier, we used a coordinate system with a dichotomous division
of the reconstruction field enabling us to ensure invariance to rotations and at the same time a fairly uniform
distribution of spatial resolution over the reconstruction field.

Results. A reconstruction algorithm was developed on the basis of the use of partial system matrices corresponding
to the dichotomous division of the image field into partial annular reconstruction regions. A 2D and 3D digital phantom was
used to show the features of the proposed reconstruction algorithm and its applicability to solving tomographic problems.
Conclusions. The proposed algorithm allows algebraic image reconstruction to be implemented using standard
libraries for working with sparse matrices based on desktop computers with graphics processors.

Keywords: nondestructive technics, X-ray computed tomography, iterative algorithm, system matrix
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III/IXOTOMI/I‘IQCKOﬁ CXE€MbI IMCKPE€TU3AlIUHU B ITOJISAPHBIX

KoopaAnHaTax M mapnmaJbHbIX CUCTCMHLIX MaTpPHII,
HHBAPHUAHTHbLIX K BPpAalllCHUAM
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Pe3iome

Llenun. Llenb paboTkl cocTosna B co3aaHnm apPekTUBHOINO UTEPALMOHHOIO anropuTtma ans Tomorpaduyeckomn pe-
KOHCTPYKLMN OOBEKTOB C OOMbLLIMMU 06bEMAMU NCXOOHbIX AAHHBIX. B 0OTnnyYmMe OT CBEPTOYHOro anropmTMa npoe-
LMPOBAHMS, LWMPOKO MCMOIb3YEMOro B KOMMEPYECKMX MPOMBbILLSIEHHbLIX U MEAULMHCKUX TOMOorpadax, anredbpau-
yeckme nTepaurioHHble MeTOObl PEKOHCTPYKLIMN NCNONb3YIOT 3HAUYNTENbHbIE 0ObEMBI MAMSTU 1 XapakTepusyloTcs
00NbLLUMMY BPEMEHHBIMW 3aTpaTaMn Ha PEKOHCTPYKLMIO. B TO e Bpems nTepalmoHHbie METOAbI MO3BONSIOT pe-
waTtb 6onee WMPOKUA KPyr ANAarHOCTUYECKUX 3a4ad, rae TpebyeTcs 00/bLIas TOYHOCTb PEKOHCTPYKLMM, @ Takke
B CJly4asix MCMOJIb30BAHUS OrPaHNYEHHOro 06bemMa AaHHbIX MPY ManiopPaKypPCHON CbEMKE UM CbEMKE C OFrPaHUYEH-
HbIM YrNOBbIM ANaNa30HOM.

MeTtopabl. OCOGEHHOCTBIO CO34aHHOIO aNIrOPUTMa ABASIETCHA NCMNOIb30BAHME NONSIPHON CUCTEMbI KOOPAMHAT, B KO-
TOPOW NPOEKLIMOHHbBIE CUCTEMHbIE MATPULbI MHBAPUAHTHbBI MO OTHOLLIEHMIO K BpaLLeHM0 06bekTa. 3TO AaeT BO3-
MO>XHOCTb 3HAYUTESIbHO COKPATUTh OOBbEMbI MAMATU AJ1 XPAHEHUST MPOEKLIMOHHbBIX MaTpUL, U MCNOMIb30BaTb ANS
PEKOHCTPYKUUN rpadurydeckme npoueccopsbl. B oTnnyume ot NnpoCcTor NoOAspHOM CUCTEMbI KOOPAVHAT, UCMONIb3yeMOM
paHee, Hamu1 Gbl1a NCNONB30BaHA CUCTEMA KOOPAMHAT C AUXOTOMUYECKUM OENEHNEM MOJS PEKOHCTPYKLMN, HTO
no3BonsieT 06ecneynTb UHBAPUAHTHOCTb K BPALLLEHMSIM U B TOXE BPEMS [OCTATOYHO PABHOMEPHOE pacnpeneneHne
NPOCTPAHCTBEHHOI0 pa3peLLeHns Mo NOJI PEKOHCTPYKLNN.

Pe3ynbTathl. bbin pa3dpaboTaH anroputM peEKOHCTPYKLMK, OCHOBAHHbIV Ha MCMOJIb30BaHUM NapLMaibHbIX CUCTEM-
HbIX MaTpuL, COOTBETCTBYIOLUUX AUXOTOMUYECKOMY AENEHUIO MO N300paxeHns Ha napuuanbHblie KONbLEBbLIE
obnacTtu pekoHCTpykuuun. C ncnonb3oBaHmeM LMdpoBbix daHToMmoB Lenna — Jlorana n e dpusa 6binm nccne-
[0BaHbl 0COOEHHOCTU PaboThl NPEASIOKEHHOrO anropuTMa PEKOHCTPYKLUMN U NMoKa3aHa ero npuMeHUMOCTb Ans
peLueHns Tomorpaduryeckmx 3agay.
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BbiBoAbI. [TpeanoxXeHHbIn anroputm gaeT BO3MOXHOCTb peann3oBaTth airebpanyeckyto peKoHCTPYKLMIO n3obpa-
XEHWS C UCMONb30BaAHNEM CTaHOAPTHbLIX 61GNMoTeK Ans paboTbl C pa3pexXeHHbIMU MaTpuLaMmn Ha 6a3e HacToNb-

HbIX KOMMbIOTEPOB C rpadn4ecKnMm NPoLLECCOPaMU.

KnioueBble cnoea: HepaspyLualoLLMii KOHTPOJIb, KOMMbIOTEPHas TOMOrpadus, TEPaLMOHHbIN anropuT™M, CUCTEM-

Hasa MatTpuua

* Moctynuna: 11.12.2023 » flopa6oTaHa: 06.03.2024 e MpuHaTa k onyo6nukoBaHuio: 22.05.2024

Ang umtupoBanusa: ManywkuH A.A., MoTpaxos H.H., CtenaHos A.B., YcaueB E.lO. PeweHne Tomorpadpuyeckoii 3a-
Jays C MUCNoNb30BaHMEM AMXOTOMUYECKON CXeMbl AMCKPETU3aLMU B MONAPHbIX KOOPAMHATAX M napumanbHbIX CU-
CTEMHbIX MaTpuL, WHBAPWaHTHbLIX K BpaweHuam. Russ. Technol. J. 2024;12(4):51-58. https://doi.org/10.32362/2500-

316X-2024-12-4-51-58

Mpo3payHocTb GMHAHCOBOW AEeATENIbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOW 3aMHTEPECOBAHHOCTN B NPEACTABNEH-

HbIX MaTepunanax nin Mmetogax.

ABTOpr 3asBng10T 00 OTCYTCTBUA KOHq)J'II/lKTa NHTEepPEeCOB.

INTRODUCTION

There are two main approaches for resolving
tomographic tasks of object reconstruction from projection
data. The first approach is based on the application of
analytical reconstruction formulation in a fan beam for 2D
or a cone beam for 3D geometry [1-3]. This assumes the
acquisition of a complete data set in the scanning angular
range larger than 180° with a small angular scanning
step. The second approach involves the use of a matrix
formulation of the tomographic task using regularizing
functionals and iterative reconstruction algorithms.

The advantage of the second approach consists
in the possibility of using an incomplete dataset for
tomosynthesis tasks with limited angular range [4, 5], or
for resolving tomography tasks with a limited number
of projections [6—11]. Another advantage of algebraic
reconstruction is the ability to reduce the influence of
metallic artifacts. This is achieved by allowing incorrect
tomographic data to be excluded from the reconstruction
without the need to find a suitable interpolation to
replace them [12].

At present, graphic processors are widely used for
tomographic reconstruction, accelerating calculations
by dozens of times. In the case of 3D tomography, the
use of a system matrix in a Cartesian coordinate system,
containing all information about the survey geometry,
is difficult. This is due to the huge data volume, which
makes its storage in the graphics processor memory
impossible. Therefore, in iterative reconstruction,
multiple ray tracing is applied online using special
means of programming parallel computational threads
of the graphics processor, as, for example, in 7/GRE
software package [13].

When using the system matrix, optimized libraries
of sparse matrix computations can be used on a graphics
processor, greatly simplifying software development.
The development of software tools for image processing
and artificial intelligence tasks is based on libraries of

algebraic procedures for working with matrices and
vectors. They are constantly updated to work on various
stationary and mobile computing platforms.

A number of industrial 3D tomographs utilize a
circular imaging geometry in which the object, located
between the X-ray source and the high-resolution matrix
detector, rotates on a stage. If we use a polar coordinate
system centered on the object’s rotation axis, it can easily
be seen that by proper selection of the radial line pitch
corresponding to the angular rotation pitch, the imaging
geometry and its corresponding system matrix become
invariant with respect to rotation with discrete pitch.
This enables the use of a single system matrix computed
for only one angular position, instead of computing
anew for tens or hundreds of different angular positions
in the case of a Cartesian coordinate system. Thus, the
system matrix can be entered into the limited memory of
the graphics processor and accelerate calculations.

RESEARCH METHODS

In order to calculate the system matrix in the polar
coordinate system, we used the Siddon algorithm [14].
Here the lengths of the segments of its intersection
with the coordinate lines are calculated for each ray. A
disadvantage of the conventional polar coordinate system
is that the azimuthal size of the voxel increases as it moves
away from the center of rotation. In order to minimize this
undesirable effect, a dichotomous division of the image
reconstruction field was used in accordance with Fig. 1.
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Fig. 1. Simple polar (a) and dichotomous (b) schemes
for discretization of the reconstruction area
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In the dichotomous image discretization scheme,
each doubling of the radius of polar lines doubles the
number of azimuthal lines. Thus, the object image
is constructed from a consecutive series of circular
segments with indices ind = 0, 1, 2, ..., N, the outer
radius R,, ; of which is given by the formula:

— »ind
Rind =2 RO’

where R is the radius of the central segment with zero
index.

In each ring segment, pixels are indexed by two
indices, the polar string index i:

i=1,...,m,
m= 2ind _ o(ind — 1)’
and azimuthal column index j:
j=1,...,n,
n=6x2ind

In accordance with known system matrix formalism,
two-dimensional indexing is replaced by a one-
dimensional one using the column index J given by the
formula:

J=(— m+i.

Thus, in this discretization scheme, each image can
be represented as a set of concentric ring images, each
of which is a matrix vectorizable in the above-mentioned
way. As a result, each image can be represented as a vector
X composed of vectors X, ;, for each of which there is a
different matrix A, , partial matrix of direct projection of
the fan bundle, carried out using the formula:

Bind - AindXind’
where B, , is the partial projection. The resulting
tomographic projection B is the sum of projections from
all annular segments:
B=ZB,,
B =AX,

where the resulting projection matrix A is a horizontal
concatenation of the matrices A, :

The wvector X, respectively, is the vertical

concatenation of the vectors X,

In order to take angular scanning into account, the
total system matrix needs to be vertically increased,
and, accordingly the partial matrices according to the
number of selected angles. In this case, there is no need
to create new partial matrices if the radial lines of the
corresponding partial annular segment coincide during
angular rotation by a discrete angle Af. If the angle
of alternation of the radial lines of the ring segment
coincides with the angle A0 of the scanning step, a single
partial matrix is sufficient. For example, a 1° step scan
over a 360° interval using Cartesian discretization would
require at least 90 different partial matrices for each
angular position of the object. Thus, in the case of polar
discretization, the memory size required to store a single
system matrix would be reduced by almost 2 orders of
magnitude. When moving to previous ring segments of
smaller radius, the number of partial matrices grows
dichotomously. However, it can easily be seen that the
number of columns of these matrices corresponding to
the number of elements of the ring segment decreases
proportionally to the degree of number 4. Based on this,
we can conclude that when using dichotomous polar
discretization of the object, the memory size required
to store the system matrix in comparison with Cartesian
discretization decreases in proportion to the number of
the aspect views.

RESEARCH RESULTS

The standard Shepp—Logan phantom was chosen
for the numerical experiment. Due to the distinct
features of the dichotomous division of the image
radius, the phantom size in Cartesian pixels was chosen
as 512 x 512. In terms of matching their information
capacity, the size of the reconstruction area in pixels
roughly corresponds to the format of digital panel
detectors. Using this phantom and the equal-angle
distribution of 780 rays in the fan beam, projection data
were generated for 6 x 27 = 768 projections at Cartesian
pixel partitioning of the phantom. Then, partial system
matrices for 8 segments were generated and used to
iteratively reconstruct the object in the polar coordinate
system using the classical Landweber algorithm for
gradient descent on a quadratic inviscid functional [15].
The iterative procedure was accelerated using the
method of moments.

Figure 2 shows the reconstructed images of the
digital phantom for different number of iterations.
Reconstruction in the dichotomous system provides an
acceptable image quality. However, the reconstructed
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image shows ring artifacts caused by the fact that
during iterations the ring regions have different
convergence rates to their limit. Increasing the number
of iterations from 50 to 500 made the artifacts almost
indistinguishable.

(a) (b)

Fig. 2. Phantom reconstructions: (a) 50 iterations,
(b) 500 iterations

In order to verify the possibility of using the
dichotomous scheme for 3D tomographic reconstruction
with a large volume of data, a numerical experiment
was performed using the de Vries digital phantom,
used in modeling volumetric reconstruction with a
wide conical beam. The modeling was performed in
MATLAB' environment for circular imaging geometry.
The parameters are specified in the table below.

Reconstruction results of the de Vries digital
phantom are shown in Fig. 3.

A comparison of the original and reconstructed
phantoms shows that reconstruction by the algebraic
method, as well as Feldkamp’s algorithm, does not
fully restore the shape of the outermost disks. This is
apparently due to the violation of the Kirillov—Tuy
condition, occurring in circular imaging geometry with
a wide cone beam [16].

Accelerated gradient descent using Nesterov’s
method of moments was used for image reconstruction.
In total, 40 iterations and 440 s were required for their
implementation in MATLAB environment when using
GeForce RTX 2080 graphics card (NVIDIA, USA).
Analysis of the reconstruction program operation showed
that the distinct features of the MATLAB environment
interpreter are associated with large calculation time
required to organize the iterative process independently
ofthe user. This can include MATLAB system procedures
in addition to computational iterative procedures. In our
case, the operation of projecting a vector by a partial
matrix with the maximum index takes 0.0004 s. At
optimal organization of the computational process, one
iteration should take no more than 2 s. For 40 iterations,
the total reconstruction time should not exceed 2 min
which is comparable to the reconstruction time of this

I https://www.mathworks.com/products/matlab.html.
Accessed June 14, 2024.

Table. Shooting geometry parameters for digital
phantom

Distance from the radiation source to the

. 300
center of rotation, mm

Distance from the center of rotation to the

detector, mm 138

Registration Izield size on the flat panel 600 x 220
detector, mm:

Detector pixels size, mm? 1x1

Reconstruction field size, mm?

(length x width x height) 236256 128

Angular range of rotation, ° 0-359

Number of rotation steps 768

Phantom size, mm?>

(length x width x height) 256256 < 128

(c)

Fig. 3. De Vries phantom: (a) volumetric image,
(b) cross-section and its reconstruction result
(c) volumetric image, (d) cross-section

digital phantom by the conjugate gradient method using
the TIGRE package.

When implementing the proposed algorithm at
a lower level in C++ with CUDA extension, a 32-bit
data storage format is acceptable instead of the 64-bit
representation allowed in MATLAB for sparse matrices.
Moreover, top gaming video cards have 24 GB of
allocated graphics memory. If we take into account that
algebraic reconstruction enables the use of less data
volume for reconstruction, we can conclude that the
proposed algorithm enables applying computational
capabilities of a personal computer for solving a wide
range of tomographic tasks. Based on this algorithm,
desktop computing systems can feasibly be created for
training and modeling the operation of CT scanners in
order to optimize their parameters [17, 18].

Thus, the paper proposes a workable discretization
scheme combining the advantages of the polar system
(invariance to rotations) and the Cartesian system
(approximately equal pixel density). The application
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of the polar coordinate system without dichotomous
pixel division used in [19] can result in a different
correspondence between the number of pixels of the ring
segments and the number of pixels of their corresponding
detector segments. While this correspondence will
be correct for the outer segments, i.e., the number of
corresponding pixels will be approximately the same,
the information capacity for the inner regions of the
corresponding detector region will be insufficient.
This will lead to underdetermination of the system of
linear equations, and consequently to the need to use
regularization, in order to avoid the appearance of
various artifacts typical for tomography with limited
data. On the other hand, if the number of corresponding
detector pixels for the inner regions is sufficient, the
number of data for the outer regions will be excessive.
In this case binning must be used for the outer regions
of the detector, in order to save memory and speed up
reconstruction.

CONCLUSIONS

When using a desktop computer with modern
video cards, the use of a dichotomous polar scheme
of image division into pixels creates possibilities of
iterative algebraic image reconstruction with minimal

memory consumption. Applied to a range of tasks of
X-ray nondestructive testing, these possibilities will
be investigated in numerical simulations on digital
phantoms and experimental studies on a desktop
microtomograph with a microfocus X-ray source and
a large-format digital detector.?
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Abstract

Objectives. Radiophysical processes involving the electrodynamic formation of signal radio images diffusely
scattered by the signature of small-sized objects or induced by the near field of radio devices are relevant for
identifying radiogenomic (cumulant) features of objects in the microwave range in the development of neuroimaging
ultra-short pulse (USP) signal radio vision systems, telemonitoring, and near-radio detection. The paper sets out
to develop methods and algorithms for vector analysis of radio wave deformation of nonstationary fields forming
a signal radio image based on radiophysical and topological characteristics of small-sized objects; to develop
software and hardware for registration and neural network recognition of signal radio images, including methods
for the synthesis and extraction of signal radiogenomes using digital twins of objects obtained through vector
electrodynamic modeling; and to analyze signal radio images induced by elements of printed topology of electronic
devices.

Methods. The study is based on statistical radiophysics methods, time-frequency approaches for wavelet
transformation of USP radio images, numerical electrodynamic methods for creating digital twins of small-sized
objects, as well as neural network authentication algorithms based on the cumulant theory of pole-genetic and
resonant physically unclonable functions used in identifying signal radio images.

Results. The results of fundamental research on electrodynamic effects of vector-wave deformation of nonstationary
fields of sub-nanosecond configuration are presented as a means of identifying and authenticating signal radio
images. Neural network techniques for cumulant formation of radio genomes of signal radio images are proposed
on the basis of pole-genetic and resonant functions.

Conclusions. A radiogenome, representing the unique authenticator of a radio image, is shown to be formed on the
basis of physically unclonable functions determined by the structure and set of radiophysical parameters of the
image. Cumulant features of signal radio images identified on the basis of pole-genetic and physically unclonable
resonant functions of small-sized objects are revealed.

Keywords: signal radiovision, radiogenome, radio image, physically unclonable function, cumulant, pole-genetic
functions
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Pesilome

Llenu. Llenb paboTbl — paspaboTka METOA0B 1 anrOPUTMOB BEKTOPHOIO aHanmM3a pazroBOIHOBOM Aedopmanmm He-
CTaLMOHApPHbIX Nonen, obpasyloLmx CUrHaibHOE paamonsobpaxeHue, onpenensemoe pagnodn3nyeckumMmm n To-
NOJIOrMYECKNMM NMPU3HAKaMy ManopasMepHbIX 0ObEKTOB; CO3AaHMeE NPOrpaMMHO-annapaTHbIX CPeacTB perncTpa-
UMM 1N HEMPOCETEBOr0 Pacrno3HaBaHWs CUMHasNbHbIX PAAMOM300paxXeHunii, B T.4. METOO0B CUHTE3a N 3KCTPaAKLMN
CUrHaNbHbIX PAAVMOreHOMOB MPY MOMOLLM LIMPPOBbLIX ABOMHNKOB 0OBbEKTOB, MOMYYEHHbIX MOCPEACTBOM BEKTOPHOIO
3/1EKTPOANHAMMNYECKOrO MOAENVPOBAHWS; aHANIN3 CUMHANbHbIX PaANON300paXKeHN, HABOONUMbBIX 9NIEMEHTaMK Nne-
4aTHOW TOMONIOrNN 3NEKTPOHHbBIX YCTPONCTB.

MeTopabl. /cnonb3oBaHbl MeTOAbl CTAaTUCTMYECKON paanmodu3nkm, 4YaCTOTHO-BPEMEHHbIE METOObl BEVBNET-
npeobpazoBaHNa GUHUTHBLIX BO BDEMEHW CUTHAMNBbHbIX PAANOM300PaXeHUI, YACTEHHbIE METOAbI 9NEKTPOANHAMUKN
npwv co3aaHnm undpoBbIX ABOMHUKOB Manopa3MepHbIX 0ObEKTOB, a Takke HEMPOCETEBbIE aNrOPUTMbI ayTEHTUMU-
Kaumn, OCHOBAHHbIE Ha KYMYJIIHTHO TEOPUM NOJTIKOCHO-TEHETUYECKNX U PE3OHAHCHBIX PU3NYECKM HEKITOHNPYEMBIX
GyHKUMIA (PHD), ncnonb3yembix Npy pacno3HaBaHUW CUTHANbHbIX PAAMON306pakeHNiA.

PesynbTatbl. [pyBeaeHbl HaydHble pes3ynbTaTbl GyHAAMEHTaNbHbIX UCCNEeN0BaHUI 3NEKTPOANHAMNYECKUX 3P-
$eKToB BEKTOPHO-BONMHOBOW AedopMaunn HecTaumoHapHbIX Mofeii CybHaHOCEKYHOHOW KOHbUrypaumm, npes-
CTaBNsIOLLME UHTEPEC NPW Pacrno3HaBaHUM N ayTEHTUdUKAUMN CUTHANBbHBIX paanon3obpaxeHuii. MNpennoxeHsi
HeMpoCceTeBble METOAbI KYMYNISIHTHOrO (pOPMUPOBAHUSA PaaNOreHOMOB CUTHaNbHbIX paaon3obpaxeHnii Ha 6ase
MOJIIOCHO-TEHETUYECKNX U PE3OHAHCHbLIX PYHKLIMIA.

BeiBoAbl. [oka3aHo, YTO PAAMOreHOM — YHUKa/bHbIA ayTeHTUdMKATOP paamonsobpaxeHms — popmupyeTcs B 6a-
3uce PHD, onpepensiembix CTPYKTYPO M HAGOPOM PaaMopr3NYECKUX NapamMeTpoB 00bekTa. BbiSBNEHbI KyMYyNsSHT-
Hble NPU3HAaKN Pacno3HaBaHUS CUMHAJbHbIX PaAMON300paxKeHNnin B 6a3nce NontoCHO-reHeTUYECKMX U PE30HAHCHbIX
DOH®D manopasmMepHbIX 0O6LEKTOB.

KnioueBble cnoea: CurHasibHOE PaavoBuAEHUE, PAONOreHOM, PaanonsodpaxeHue, hrUsnyeckn HeKIoHpyemas

GYHKUMS, KYMYSIHTa, MOMIOCHO-reHeTndYeckme hyHKUUN

e Moctynuna: 28.01.2024 » Aopa6oTtaHa: 21.02.2024  MpuHsaTa k onyonukosanuio: 19.05.2024

Ana umtupoBanuna: KoctmH M.C., bolikos K.A. LindppoBbie TEXHONOMMN CUTHANBHOIO PAANOBUAEHUS U PAAMOMOHUTO-
puHra. Russ. Technol. J. 2024;12(4):59-69. https://doi.org/10.32362/2500-316X-2024-12-4-59-69

Mpo3pavyHocTb GPUHAHCOBOW AEeATENIbHOCTU: ABTOPbI HE MMEIOT GUHAHCOBOV 3aUHTEPECOBAHHOCTU B MPEACTaBMEH-
HbIX MaTepuanax nam meToaax.

ABTOpPbI 3aBASOT 06 OTCYTCTBMM KOHDIMKTA MHTEPECOB.
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INTRODUCTION

Signal radio vision is a field of radiophysics
that studies methods for forming, processing, and
authenticating vector radio images of objects in the
superhigh frequency (SHF) range, which result from
the diffuse scattering by the object signature of an ultra-
short pulse (USP) object or USP induced by electronic
devices during transients on their components and
distributed topology reactivities [1, 2]. Signal radio
vision technology is based on the electrodynamic effect
of vector-wave deformation of nonstationary fields of
subnanosecond configuration. For ultra-wideband radio
monitoring tasks, this can be used to obtain not only
a vector radio image in the form of a signal radio profile
(SRP) but also information about the radiophysical
parameters of the irradiated object, including synthesizing
a time-spectral radiogenome or unique authenticator on
the basis of physical unclonable functions (PUF) [1-9].
Indeed, radiometric authenticators of objects (including
radioelectronic devices) determined by the parametric
distribution of reference element characteristics and
inhomogeneities composing their structure (signature,
topology, architecture, etc.) are hidden in wave
deformations (dispersive, dissipative, polarization, time-
frequency, and phase-dynamic) of the electromagnetic
field scattered or induced into the USP space [10-14].
In order to identify radiogenomic features of small-sized
objects in the SHF range, a neural network approach for
authenticating radio images via cumulants on the basis of
pole-genetic and resonant PUF synthesized using digital
twin technology (numerical methods of electrodynamic
modeling) [3, 10] is proposed.

On the basis of previously published research
results in the field of signal radio imaging, including
those presented in [1, 2, and 12], it can be shown that
authenticators of different objects defined by the PUF
reference basis are hidden in wave deformations of the
USP field. Due to the quasi-identical envelopes of wave
profiles of signal radio images of dissimilar objects,
restrictions are imposed on their identification by means
of USP envelopes. As a consequence, it becomes relevant
to practically implement radio wave technologies of
subnanosecond resolution.

1. FORMATION AND AUTHENTICATION OF
SIGNAL RADIO IMAGES DIFFUSELY SCATTERED
BY SIGNATURE OF SMALL-SIZED OBJECTS

The time-frequency authentication of signal radio
images is determined on the basis of a priori research
data on electrodynamic features of the radio wave
processes of non-stationary fields, which are scattered on
the impedance inhomogeneities of an irradiated object.
This involves the development of adaptive algorithms

for analyzing USP based on singular-statistical methods
for obtaining reference frames (radiogenomes) in the
time profiles of signal radio images, forming the most
complete representation of the object structure in the
SHF range (Fig. 1) [1, 2, and 9].

Neural network algorithms have been developed
on the basis of cumulant theory of pole-genetic and
resonant functions for finding and identifying reference
frames in a radio signal image, which can be achieved by
experimentally synthesizing specified impulse responses
(IR) or using digital twin technology [1, 2, 9]. A neural
network used for identifying signal radio images with
an ultra-precise ConvNet architecture consisting of
three layers is based on an Intel Neural Compute
Stick 2 16-core USB computing module (Intel
Corporation, USA), which uses backpropagation while
training to minimize error probability when identifying
the signature of a small-sized object.

Fig. 1. Reduced signal radio image of a small-size UAV
object: (a) USP periodicity on the equivalent time interval;
(b) reference frame of the signal radio image. S is scale
reduced to the USP power maximum (dimensionless);
tis equivalent time of stroboscopic transformation

Analyzing the time-frequency distribution of
diffusely scattered USP implies a preliminary wavelet
transformation of the complete radio response,
whose signal radio image concentrates the signature
radio genome of the small-sized object’s equivalent
inhomogeneity, which is formed by its instantaneous
effective scattering area (ESA). This influences the
nature of the spectral formant superposition produced by
the electrodynamic process of wave deformations of the
nonstationary field £,H-components [1-10]. In this case,
decomposition of the signal radio response of the object
in the coordinated mode can also be achieved by discrete
formation of the USP power spectral density function
in time [10]. This provides a unique opportunity to
create a library of signal radio genomes of small-sized
objects of the “unmanned aerial vehicle” (UAV) type by
specified signatures for generating a priori information
about USP radio images [1, 2, and 10]. Indeed, in
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case of USP diffuse scattering by a small-sized object
with dynamic ESA, the wavelet transform at the time
set by a given windowed frame function permits the
radiophysical behavior of USP wave deformations s(¢)
to be localized and even identified when interacting with
the signature. Thus, the functional character of the USP
signal change y(7) is shown to be completely determined
by IR properties A(f) of the propagation medium and the
family of local IR of the object, as follows:

[ee]

Y0 =H[s0)]= [ st -)dx,

—00

where H is the USP wave deformation operator
determined by radiophysical and topological properties
of the object signature.

At the same time, the singular-statistical evaluation
of radio image reproducibility shows that the beat
interference generation conditioned by multipath copies
of y(?) significantly affects ambiguity when identifying
pole-genetic functions of the radiogenome [3]. At the
same time, wavelet cepstral postprocessing of the form

+
Clg)=—- Tdry In[S(@)]’ /% do,
21

~Opdry

which is the most effective approach when decomposing
signal radio images by pole-genetic functions, can be
used to compensate for the impact of Rician
interference [ 1, 2]. Here, S(®) is USP amplitude spectrum
s(f); *pgry is boundary frequencies of integration;

ln[S(oo)]2 is logospectrum; and g, is cepstral time
variable.

101

102
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104
No object
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0 0 1 2 3 4 5 f,GHz

(a)

Considering the case when the radio image of
an object can be represented by the difference in its
intrinsic IR of the same signature shifted by the USP
duration, the radio genome of the small-sized object
is defined by complex basis of intrinsic resonant
frequencies ®,,, m = 1, 2, ..., N, while the evaluation of
the small-sized object IR is reduced to finding its pole
functions

c: C
o)=—L—-——"_ 4 =0 _+jy ,
0, (®) ord g I On

concentrated in the frequency-to-time mapping (FTM)
of the scattered USP radio response. Here, it is assumed
that each of basic functions Q, (w) with complex

amplitude C,, contains pole cumulant ¢,, with
frequency o, and dissipation coefficienty,, set as a priori
information when constructing a recurrent neural
network for identifying signal radio images.

The vector radio images of the baseline signatures
of the radiogenome of small-sized UAV-type objects
and their corresponding pole functions at signal-to-noise
ratio (SNR) equal to 12 dB shown in Fig. 2 include
those used to determine the functional relationship
between the change of the object signature in time and
its radiogenome [1, 2—8, and 10].

The object signature PUFs (reference identifiers)
can also be resonant frequencies (resonant cumulants)
characterizing the set of reference elements and object
signature inhomogeneities forming the superposition of
resonators.

The nature of the PUF distribution comprises two
elements, a “forced” component due to the influence of
polarization, field strength distribution rate, direction

x 10710
2.5
Q,dBm No object
- ==-Phase 1
Phase 2
2.0 Phase 3
=rmime Phase 4

(b)

Fig. 2. UAV vector radio images (a) and their corresponding pole functions
(b) obtained at periodic time phases of 10 ns; fis linear frequency (w = 21f)
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Fig. 3. Cepstral representation of the resonant components of the UAV signal radio image for two orthogonal
signatures of a small-sized object: (a) angular position at 0°, (b) angular position at 90°

and conditions of the USP propagation medium, etc.,
and a “mode” component associated with USP diffuse
scattering on resonant and selective structures of the
object signature. Thus, in order to extract the mode
component on the basis of a priori information on
resonant frequencies obtained, for example, when
irradiating a digital twin (electrodynamic model) of
a small-sized object, a discriminative (anti-resonant)
signal d(7) of finite duration 7, fitted to the radio image
compensates for resonances in scattered USP s(7), at
which convolution

Te
w(6)=d s(t) = j d (st —1)dt
0

for ¢ > T, tends to zero.

Figure 3 shows cepstral functions C(g) of resonant
cumulants and the mode component comprising the
radio genome of the UAV signal radio image [7, 10],
whose vector radio image of pole functions is shown in
Fig. 2.

According to published research, at SNR equal to
12 dB and a discriminative difference of 10 dB between
scattered USP and reference PUF, the reproducibility of
radio image identification by resonant responses may
reach 0.95. In other words, since the singularization of
radio images of small-sized objects in a given basis of
resonant frequencies (radiogenomic features) used as
cumulants of the neural network does not require a priori
information about the complete time-spectral function
of the object radio image, the probability of identifying
object radio images by reference identifiers can be
increased [9, 7, 10-12].

2. FORMING AND MONITORING SIGNAL RADIO
IMAGES INDUCED BY PRINTING TOPOLOGY
ELEMENTS OF ELECTRONIC DEVICES

Signal processes on reactive components of
electronic devices (ED) are generally accompanied by
the energy redistribution between capacitive and
inductive elements (hereinafter referred to as
accumulators) determined for a multiparameter system
by stochastically oscillating electromagnetic radiation
induced into space, forming SRP or a unique ED
radiometric image. In this case, parasitic reactivities in
conducting lines distributed as electronic circuit
parameters that include interlayer topology elements can
result in signal distortions related to the steepness of
signal edges and impedance over-reflections [11]. This
typically results in a lowered maximum frequency of
digital devices or reduced capacity of microcircuit power
outputs. At the same time, the supply line in the ED
printing module topology accumulates electric and
magnetic energy, combining inductances, capacitances,
and ohmic losses whose values depend on the line
topology and material properties. When analyzing SRP
formation in the ED module with radiating circuit
architecture (topology), the relationship between
consumer loads and accumulators should be taken into
account. These interrelations are determined by the
values of roots of the secular equation set up for the ED
radiating circuit architecture. The radiation in the ED
fragment topology results in the energy redistribution
between reactive accumulators. The general solution of
this equation is the oscillation free component (U,;) with
complex-conjugate roots 151,2 =-01 jo. The ED node
usually comprises a group of components forming the
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electrical circuit architecture. The total operating field of
an electronic circuit node is a superposition of emissions
of input and output circuits constituting it. At time
instants corresponding to the arrival of an actuating
pulse (supply voltage, mode switching, or clocking),
these components emit free damped oscillations
described by the following expression:

N N 5
U(t)= Z}Uﬁi ()= §U0ie‘ (1=t0i) in 2mf; (1~ 1) .

here, N is the number of components; Uy, is the reduced
value of the free component of ith oscillation; U, is the
reduced amplitude of the first half-wave of ith oscillation;
9; s the damping factor of ith oscillation; # is the current
time; #,, is the radiation time of ith oscillation; and f; is
the frequency of ith oscillation.

The ED SRP decomposition with decomposition
into formant components is shown in Fig. 4.

Analyzing the curves shown in Fig. 4b, it can be
seen that signal parameters of SRP N-formant
components carry information about the electronic
node [12-15]. The number of sources of damped
oscillations can be obtained from the N value to estimate
whether all node elements of interest participate in
radiation. Since not all emitters participate in the SRP
formation, fewer emitters than in the reference SRP
(received from a functioning original ED) means that
ED malfunction (or unoriginality) has been detected.
A number of emitters exceeding the reference value
indicates incorrect measurement or that interference
occurred during measurement. The amplitude of the first
half-wave of oscillations U, (Fig. 4b) depends on the
radiation power of the considered node components. The
power of this radiation is proportional to the voltage
drop across the emitter and inversely proportional to
double the wave impedance of emitter Z [16]. Since the

(a)

wave impedance of the emitter does not depend on
electrical ~ characteristics of the investigated
radioelectronic node, the reduced amplitude of the first
half-wave of the oscillation can be used to estimate the
electrical potential at the emitter. The oscillation the
damping factor & determined by inductance and ohmic
resistance shows the energy dissipation rate. While
parasitic and concentrated inductances are not
significantly dependent on changes in external factors,
the equivalent ohmic resistance significantly depends on
temperature. The biggest changes are in specific
resistances of supply conductors p and conducting

. . . d
regions of semiconductor devices ﬁ =a,p, where o,

is the temperature coefficient of conductor specific
resistance (for copper, o, = 4.1 - 1073 1/K). Thus, the
damping factor essentially indicates the temperature
difference between the radiating node and the temperature
at which the SRP reference measurement has been taken.

At equivalent capacitance values of the order of tens
picofarads and equivalent ohmic resistances measured
in tenths of 1 ohm, oscillation frequency f contains
information about the quality of gate dielectrics of metal-
oxide-semiconductor structures or modes of operation
of p-n-junctions of ED radiating radioelectronic
nodes. Here, oscillation frequencies are informative
provided that there is a reference signal with previously
extracted parameters. In this case, the radiation start
time ¢, reflects the transmission rate of the disturbing
influence and characterizes the response rate of the node.
By comparing the measured value of this parameter with
the reference value, the conclusion can be made about
the change in the responsiveness of the considered ED
components.

The physically unclonable function obtained
by registering the electrical component of the
electromagnetic radiation of ED electronic components
defines physical parameters of the item taking into

U
f, 6, i=1
U01
N\ s, i=2
IU02
fs 6, i=3
UO
f
\ 4 8, i=4
04 too -
0 2 o4 6 8 10 t,ns
(b)

Fig. 4. SRP time representation:
(a) superposition of radiations, (b) SRP components
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account the scatter of technological tolerances on
component parameters. Reconstruction and analysis
of this PUF by cross-correlation with the reference
accepted by ED manufacturer, as well as comparison
of the parameters obtained by the complex PUF
decomposition allow evaluating the originality of the
radioelectronic item remotely [17].

For recording SRP in laboratory research, sensitive
ultrabroadband antennas, oscilloscopes with memory
(or data transmission) function, and low-noise power
preamplifiers providing a bandwidth of several
gigahertz can be used. The detail of SRP research and
the possibility of estimating the device radiometric
characteristics depend on the bandwidth and sampling
frequency. Due to its flexibility, the software-defined
radio system for receiving and processing SRP opens
up new opportunities in fields of nondestructive testing
(NDT) and determining ED authenticity [18].

The total operating field in digital ED is emitted
while applying the supply voltage to generate signals for
controlling internal and external periphery at changes of
power consumption mode. In the case of analog circuits,
SRP is emitted only at the moment of supply voltage
application.

In order to obtain the damping factor and the
elementary radiation phase, the windowed Fourier
transform is used. This method can be used to obtain
the spectrum of damped oscillations with corresponding
bias for each discrete quantity. For visualizing data in
the form of samples, a three-dimensional dependence of
the reduced value of signal energy X on frequency fand
window position ¢ is plotted (Fig. 5).

( SRP registration j

Correlation analysis
of SRP and reference
mark

Authentication j

Decomposition
(N, , ty, 6, Up)

[ Unidentified j

Creating
compliance
matrix

X2 <0.95

¢ X?>0.95

Pearson’s —
[ chi-squared test H Identified j

2
A

Fig. 5. SRP three-dimensional spectrum

When the amplitude value reduced to frequency
increases or does not change with increasing time, the
absence of radiation at this readout is indicated.
A decrease in amplitude indicates the presence of
radiation induction. The starting point of radiation is
defined by the moment of transition from increasing
amplitude to decay (peak point). The damping of the
reduced energy value corresponds to the dumped
oscillation law with the same factors X; =X0ie_6it,
where X, is the amplitude spectrum of ith oscillation at
the start point. Correct SRP decomposition with
parameter extraction is possible at SNR more than
18 dB.

For ED authentication, the compliance matrix is
created (Fig. 6), where “1” stands for the transmitter
parameter falling within the confidence interval
determined by simulation results or experimental
data.

Parameters miters ! 2 3 4
f 1 1 1 0

o) 1 0 1 1

ty 1 1 1 1

Uy 1 1 0 1

Fig. 6. Architectural algorithmics of ED authentication by SRP. N_ is the number of desired emitters,
while r(t) is the correlation between the received SPR and the reference mark
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Taking into account that during ED authentication
the sample of SRP parameters is expected to fall into the
confidence interval (Fig. 6) determined for each emitter
experimentally, the Pearson’s chi-squared test may be
determined, as follows:

k e )2
o

J

where u; is the observed frequency of the feature in jth
group and e is the theoretical frequency of the feature
in jth group

The analysis based on the experimental data show
that for > > 0.95, the ED authentication reliability is
determined to be at least 95% [19, 20].

CONCLUSIONS

The radiogenome formed on the basis of PUF
determined by the structure and the set of radiophysical
parameters of the object serves as a unique radio image
authenticator to obtain information about radiophysical
parameters of both irradiated and radiating SRP of the
object.Radiometricauthenticatorsofobjectsincluding ED
determined by parametric distribution of characteristics
of reference elements and inhomogeneities constituting
their structure (signature, topology, architecture, etc.) are
hidden in wave deformations (dispersive, dissipative,
polarization, frequency-time, and phase-dynamic
ones) of the electromagnetic field scattered or induced
into the USP space. The vector-wave deformation of
nonstationary fields of subnanosecond configuration can
be used to identify and authenticate objects according
to signal radio images or so-called radio genomes on
the basis of synthesized pole-genetic and resonant

PUFs using neural network algorithms. The extraction of
SRP parameters using floating “window” provides new
opportunities in identifying ED radio-physical parameters,
including the development of new SHF technologies
for signal radio vision, telemonitoring, and short-range
radio detection. Further development of signal radio
vision technology will involve creating an algorithm for
identifying radio wave images based on vector analysis, as
well as the adaptation and emulation of a neural network
for identifying signal radio images with ultra-precise
ConvNet architecture on a single-board module, and the
formation and extraction of a database of radiogenomes of
small-sized objects and ED in order to create a prototype
of an autonomous neuroimaging hardware and software
system for short-range radio detection.
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Abstract

Objectives. The development of radar remote sensing systems based on the reception of signals of navigation
satellite systems reflected from the surface enables a constellation of nanosatellites to be deployed, in order
to perform radar surveying of the Earth’s surface. The aim of this work is to develop the principles of construction
of onboard bistatic remote sensing systems on nanosatellites, in order to assess the energy potential and possibilities
forits increase.

Methods. The optimal processing method in onboard bistatic radar systems is a development of known analytical
methods of optimal processing in monostatic systems. The calculation of the energy potential is based on the
experimental data obtained by other authors.

Results. The utilization of signals from navigation satellite systems for surface sensing is a promising and developing
area. The USA and China have deployed satellite constellations to perform remote sensing using reflected signals
of navigation satellites. An algorithm for optimal processing in such systems, which realizes the principle of aperture
synthesis, was developed, and the energy potential of bistatic synthetic aperture radar was calculated. In order
to achieve this processing, the proposed scheme uses a standard navigation receiver to form reference signals.
Conclusions. The application of optimal processing methods in bistatic radar enables a synthetic aperture based
on scattered satellite navigation system signals. In order to improve the accuracy of estimates, the signal-to-noise
ratio needs to be increased by combining coherent accumulation (aperture synthesis) and incoherent accumulation
(aggregating measurements fromdifferent spacecraft). The signal processing methods and receiver structure proposed
in this work onboard nanosatellites allow aperture synthesis to be achieved with realizable hardware requirements.
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PaaAMOJIOKAIMOHHBIX CHCTEM HAHOCIIYTHUKOB,
OCHOBAHHBIX HA MpPUEMe OTPAKEHHbIX CUTHAJIOB
CIIyTHUKOBbIX HABUTAIMOHHBIX CUCTEM
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Pesiome

Llenu. Co3naHne paanonokaLMOHHbIX CUCTEM ANCTAHUMOHHOMO 30HANPOBAHNS, OCHOBaHHbIX HA MPUEME OTPaXeH-
HbIX OT MOBEPXHOCTU 3EMJIN CUMHAJNIOB HABUTALMOHHbIX CMYTHUKOBBLIX CUCTEM, NO3BOJISIET PA3BEPHYTb MPYMMMPOBKY
HaHOCMYTHUKOB PaAMON0OKaLUMOHHOro 0630pa 3eMHO NoBepXHOCTU. Lienbio paboThl SBNSeTCS pa3BUTUE MPUHLM-
NoB NOCTPOEHUS GOPTOBBLIX BUCTATUYECKNX CUCTEM ANCTAHLIMOHHOIO 30HAMPOBaHMS HA CBEPXMaSIbIX KOCMUYECKUNX
annapartax, oLleHKka SHEPreTUYeCKOro noTeHLmana u BO3MOXHOCTEN €ro yBenmyeHust.

MeTtopabl. OnTUManbHbIN MeToa 06paboTkn B GOPTOBLIX BUCTATUYECKMX PaaMosiokaunoHHbIX cuctemax (BBPJIC)
ABNSIETCH PA3BUTUEM U3BECTHBLIX aHANIUTUYECKMUX METOA0B ONTUMasbHON 06paboTkM B MOHOCTATUYECKMX CUCTE-
Max. PacyeT aHepreTM4eckoro noTeHLMana OCHOBLIBAETCS HA MCXOAHbIX AAHHbIX, MOJTyYEHHbIX B XOAE 9KCMEPUMEH-
TaslbHbIX CCNEAOBaHUIA APYrX aBTOPOB.

PesynbTatbl. VIcnonb3oBaHWE CUrHANOB HAaBUMALMOHHBIX CMYTHUKOBBLIX CUCTEM AJ191 30HAMPOBaHWS MOBEPXHOCTHU
ABNSIETCH NEePCneKkTUBHbLIM, pasBuBalommMcest HanpaeneHnem. CLLUA 1 Kutaem pasBepHyTbl CNyTHUKOBbLIE Ipynnn-
POBKM, OCYLLECTBNSIOLNE ANCTAHLMOHHOE 30HANPOBAaHME MO OTPaKEHHbIM CUIHANamM HaBUraLMOHHbIX CMYTHUKOB.
PaspaboTtaH anroputM onTumasbHON 06paboTkM B TaKMX CUCTEMAX, Peanu3yloWmii NPUHLMN CUHTE3NPOBAHNUS
anepTypbl, paccynTaH SHEPreTUYecknii NoTeHuman GUcTaTMyeckor pPaamMonokaumoHHOM CUCTEMbI C CUHTE3NPO-
BaHMEM anepTypbl aHTEeHHbl. [ns peanvsaumm 06paboTkm npensioxeHa cxemMa C MCNoJsib30BaHMEM CTaHOAPTHOro
HaBUIraLLMOHHOI O NPUEMHMKA, KOTOPbIA MCNOb3yeTcs Ans GopMUPOBaAHNSA ONMOPHbLIX CUrHAOB.

BbiBoAbI. [prMeHeHNe MeTOA0B onTManbHo 06paboTkn B BEPJIC no3BonsieT cMHTE3MpOBaTh PaaVooKaLLMOH-
Hoe n306paxeHne No curHanam KOCMUYEeCKNX HaBUraLMOHHBIX annapaTtoB. s NoBbILLEHNS TOYHOCTU OLLEHOK He-
00X0AMMO YBENNYUTL OTHOLLEHME CUMHAST/LLIYM 3@ CHET COYETaAHNS KOrEPEHTHOIO HAKOMJIEHUS (CUHTE3 anepTypbl)
M HEKOrePEHTHOr0 HaKoMnneHns (KOMNIEKCMpPOBaHNE N3MEPEHUI N0 pa3HbiM KOCMUYECKMM annaparam). MNpeano-
XXEeHHble B paboTe MeToabl 06paboTKM CUrHANOB 1 CTPYKTYpa NnpuemMHmnka Ha 60pTy CBEpXMasioro KOCMMUYECKOro ar-
napara no3BoJiISoT Peasn3oBaTb CUHTE3NPOBaHME anepTypbl NPy peannayemblx TPeE60BaHUSX K annapaTHOM YacTu.

KnioueBble cnoBa: bucrtatmyeckas paanonokaunoHHada cnctemMa, CMHTE3 anepTypbl, HaBUraUMOHHbIN CNyTHUK, On-

TumanbHas obpaboTka

* Moctynuna: 29.11.2023 » Aopa6oTaHa: 02.02.2024 e MpuHaTa kK onyonukoeaHuio: 24.05.2024

Onsa uutupoBanua: KcenHpadyk A.B., ®ateer B.®. MNMpuHUUNbLI NOCTPOEHNS BOPTOBLIX PaAMOSIOKALLMOHHBIX CUCTEM
HAHOCMNYTHUKOB, OCHOBAHHbIX HA MPUEME OTPAXEHHbIX CUFHANO0B CMYTHUKOBbIX HABUTALMOHHbIX cuctem. Russ. Technol.

J. 2024;12(4):70-83. https://doi.org/10.32362/2500-316X-2024-12-4-70-83

Mpo3payHocTb GMHAHCOBOW AEATeNIbHOCTU: ABTOPLI HE UMEIOT PUHAHCOBOW 3aMHTEPECOBAaHHOCTM B NPeACTaBNEH-

HbIX MaTepunanax nin Mmetogax.
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INTRODUCTION

Space-based Earth remote sensing (ERS)
radiolocation systems (radars) make it possible to
monitor the Earth’s surface and objects located on it
regardless of weather conditions and time of day.

The possibility of recording large areas, incl.
in hard-to-reach areas, high efficiency, operation at
any time of the day and in any weather, have led to
the deployment of satellite constellations (more than
80 spacecrafts (SC) at the end of 2023). Their objective
is to resolve the following tasks: constructing radar
images of the surface, detecting stationary and moving
objects, construction of surface relief maps, assessment
of the state of the water surface (currents, near-shore
wind, wave intensity), monitoring of hurricanes and
tsunamis, monitoring and forecasting of ice conditions,
incl. in the Arctic zone, etc. [1].

Currently, most spaceborne remote sensing radars
are monostatic radars with radar antenna aperture
synthesis (synthetic-aperture radar (SAR)). The bistatic
configuration has been achieved only in the form of
TanDem-X (EADS Astrium, Germany) [1].

In active SAR, the possibilities of reducing the
size, mass, and power consumption are limited by the
parameters of the transmitter which must generate
sufficient power to obtain high-quality images. For
example, for a modern constellation of 27 ICEYE SAR
spacecrafts (ICEYE, Finland), the peak radiated power
is 3.2 kW.!

For this reason, non-radiating systems are considered
to be a separate area of space radar development. In
such systems, the role of a transmitter is performed by
existing (third-party) satellites. The most elaborated
of these is the option of using global navigation
satellite systems (GNSS) as transmitters. In foreign
literature this option has received its own name: GNSS
reflectometry (GNSS-R) [2, 3]. This option was used,
among other things, for altimetry of the sea surface [4].
Russian scientists have also proposed options for
creating remote sensing equipment based on the use
of GLONASS signals? in terms of building multi-
position systems [5, 6], methods of signal processing
in the aperture synthesis mode [7], the use of ground-
based signal reception system for determining surface
parameters [8], the use of aircraft for receiving and
processing signals [9]. However, only one project has
been realized in practical terms [10].

The results of ship detection on the background of
water surface using GNSS signals as presented in [10—12]
show that such detection is only possible when the

I https://earth.esa.int/eogateway/missions/iceye. ~Accessed
March 20, 2024.

2 https://glonass-iac.ru/ (in Russ.). Accessed March 20, 2024.

aperture synthesis algorithm is implemented. [13, 14]
also published data on successful detection of river
vessels from GNSS signals using aperture synthesis.

In 2014, the TechDemoSat-1 satellite (SSTL, United
Kingdom) was launched. It carries equipment to receive
GNSS signals reflected from the sea surface and to
determine wind speeds and the boundaries between the
water surface and ice.

On September 28, 2015, the European Space Agency
launched Spire nanosatellites (Spire Global, Scotland).
It generates radar data for water, sea surface, ice cover,
and also enable estimating ionosphere parameters using
GNSS signals [15].

The NASA Cyclone Global Navigation Satellite
System (CYGNSS) satellite constellation launched in
December 2016 consists of 8 satellites and provides
resolution in coherent accumulation mode up to
3.5 x 0.5 km with estimation of water and land surface
parameters.3

GNSS-R satellites were also launched. They
include: FSSCat [16], Chinese BuFeng-1 (BF-1) A/B
satellites [17], Surrey Satellite Technology Ltd (SSTL)
DoT-1 satellite [18], Fengyun-3E satellite [19]. The
People’s Republic of China launched the Jilin-1 Kuanfu
01C satellite on May 8, 2023, which receives GNSS
signals reflected from the Earth’s surface to determine
average sea surface height, wave height, ice cover
characteristics, surface wind parameters, and sea
salinity.*

The Spire nanosatellite network is the most modern.
It has more than 165 3U/6U microsatellites launched
on the LEMUR platform. GNSS-R satellites on this
platform collect 4 GB of data daily, which are received
by more than thirty ground stations.’

Remote sensing based on reflected GNSS signals
is being developed in such projects as PRETTY®,
HydroGNSS’, SNOOPIS, etc.

1. TASK STATEMENT

The task of 24/7 monitoring of the Earth’s surface
under any weather conditions needs to be resolved
through the creation of a constellation of bistatic radars
with a receiver on the spacecraft. In order to create such

3 https://podaac.jpl.nasa.gov/CYGNSS. Accessed 20.03.2024.

4 https:/news.cgtn.com/news/2022-05-08/China-launches-
first-bipolar-GNSS-R-ocean-survey-payload-19RYzG3bmCs/
index.html. Accessed March 20, 2024.

5 https://spirespaceservices.spire.com/. Accessed March 20,
2024.

6 https://space.oscar.wmo.int/satellites/view/pretty.
Accessed March 20, 2024.

7 https://www.eoportal.org/satellite-missions/hydrognss.
Accessed March 20, 2024.

8 https://esto.nasa.gov/invest/snoopi. Accessed March 20, 2024.
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promising Russian satellites, in order to resolve the task
of building radar images of the Earth’s surface, measure
geoid height, detect broken ice fields, etc. based on the
results of reception and processing of GNSS signals
reflected from the surface, the method of optimal
processing of reflected signals, signal energy, the
structure of data reception and processing equipment,
need to be defined, including the parameters of the
antenna system.

We synthesized an algorithm for radar image
formation in space bistatic SAR in the mode of receiving
reflected GNSS satellite signals. This enabled us to
obtain radar images of the disturbed surface near mirror
reflection points. We will form an algorithm for an
additive model of the observation equation including
a useful signal S(¢) at the antenna input and noise n(?),
where ¢ is time. In this case, we will assume that the
mutual interference of signals is insignificant and can be
accounted for in the receiver noise.

Let us distinguish an arbitrary bistatic pair
ith receiver—kth transmitter (Fig. 1).

GNSS, satellite

uy
sl

nanosatellite;

Fig. 1. Observation geometry. T is the reflecting point
within the probed surface D

The signal of the kth GNSS satellite, reflected from
the surface and received by the ith receiving antenna,
after reflection from the surface point with coordinates
are defined by the expression:

Sy (t,7) = K (t,)K, (t,F)
x G (1,7)G,(t,7) Ey [t, 7, M(F)] x
x Soplt =1, (t,7) = 1,(t,7)] %

x exp{joy, [t — 1, (t,7)—1,(t,7)]},

(1)

where S, (t,7) is the trajectory signal; K, (t,7) and
K; (¢t,7) are the coefficients which take into account

signal attenuation and distortion during propagation
through the atmosphere from the transmitting antenna to
the surface point 7 and from the surface point 7 to the
receiving antenna, respectively. Gy (¢, 7, G; (t,7) are
the complex functions which take into account the
influence of the directivity diagram of the transmitting
and receiving antennas. Ek[t,7,X(7)] is the complex
reflection coefficient of the element 7, depending on its
electrophysical parameters A(7) for the bistatic pair ik.
Sor (D) exp(jwy,t) is the signal emitted by the kth
satellite, and g, = 27fy, is the carrier frequency of the
emitted signal of the kth transmitter. Further, T, @7
and T;(¢,7) is the delay time associated with the signal
path from the transmitting antenna to the surface point
with coordinates 7 and from the surface point to the
receiving antenna, respectively.

For practical calculations of the reference functions
in synthesizing the aperture in bistatic SAR, the change
of the functions G(¢,7) and K(¢,7) for the time of pulse
propagation can reasonably be neglected. The function
Flt,\Mt,7)]= F[F,M#)] will be considered constant
over the observation interval. As a result, the signal
Spi(0) reflected from the probed surface D will be a real
part of the limit value of the sum of signals reflected
from its individual elements Sj (¢,7):

Spix ) =
=Re [ F [F, MK 671G 1671, [t = 3 (67)] % (2)
D

xexp{jog, [t — 1 (t,7)]}dr,

where, for the convenience of perception, the products
of the functions depending on the transmitter and
receiver parameters are combined into one function
with indices (*),;.

Although reflection occurs from all surface elements
for which the traces of the directivity diagrams of the
transmitting and receiving antennas intersect, the
greatest contribution will be made by components near
the point of specular reflection [20].

A particular feature of the processing mode (2) is the
determination of the difference of course between the
direct and reflected signal. The processing of the direct
GNSS signal and the signal reflected from the mirror area
enables not only the surface parameters to be estimated,
but also the current height of the geoid at this point to be
calculated. The number of such mirror reflection points
coincides with the number of visible GNSS satellites.
The points themselves move in space with the mutual
movement of the transmitter and receiver relative to the
underlying surface.

Both foreign and Russian researchers [21-23] have
demonstrated the possibility of resolving the task of
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altitude measurement. The use of high-precision GNSS
ephemerides allows us to resolve the task of altimetry
with a high level of accuracy. For example, the motion
parameters of the center of mass of the GLONASS GNSS
satellites are determined with errors (at a probability
level of 0.997) of no more than 0.5 m along the orbit,
0.2 m along the binormal to the orbit, and 0.1 m along
the radius-vector.’

2. OPTIMAL SIGNAL PROCESSING IN BISTATIC
SPACEBORNE RADAR SYSTEM

Without a loss of generality of the results, let us
assume that the useful signal emitted by the navigation
satellite, reflected from the Earth’s surface and received

on board the nanosatellite ReSp, (¢), is observed
against the background of additive normal white noise
n,(f). The statistical characteristics thereof can be
assumed to be the same for all pairs ith receiver—kth
transmitter:

uy (1) =ReSp, (1) +ny (1). 3)

Optimal estimates of surface X(? ) parameters
contained in the reflected signal, for functionally-
deterministic surface models can be found in the
framework of the maximum likelihood method by means
of the maximum of the functional:

plug @1 Byl7.2)] | =

T
Cexp —NLj[uik(t)—Re j FL 7, )] Sy, (6 F)dr Pt b, (4)
0 0 D

where N is the additive noise power spectral density,
ik

T'is the observation interval (aperture synthesis), C is the
normalizing multiplier.

Let one of the parameters A(¥) be estimated, if
there is no a priori information about it or if it is
distributed with maximum entropy (uniformly in the
area A, L € A), then the optimal estimates are to be found
from the solution of the variational equation
S{ pluy (1) Fy [7, 1]}

SMT)
occurs due to the fact that it is not a constant value of the
parameter estimated, but a function of spatial coordinates
F [7,M7)].

After a number of calculations, the solution
of Eq. (4), which defines the principle of aperture

=0. The variational equation

9 http://www.glonass-svoevp.ru/index.php?lang=ru (in Russ.).
Accessed March 20, 2024.

synthesis in bistatic radar system, can be written in
compact form as follows:

T
Yy (7) = [ (08} (&,7)dt =
0 ®)
= [ FQ [P AW (7.7,
D

T
where ¥, (7) = [ (1)} (t,7)dt is the optimal output

0

effect in a given bistatic pair,

T
W (i) = [ Sy (M8 (6,7)de is the  spatial
0

uncertainty function of bistatic SAR.

Processing result (5) is a radar image of the surface
which contains information about its electrophysical
parameters.

The formation of independent estimates for all bistatic
pairs allows us to obtain N = Ny, Ng measurements (4),
wherein N, is the number of visible GNSS SC, Ng is the
number of emitted (quasi)-orthogonal signals. For GNSS
GLONASS!? the signals LI1OF, L10C (L10Cd
u L10Cp), L2q (L20Cd, L20Cp), L20OF, L30C (L30Cd
u L30Cp) at visibility of 10 navigation satellites enable
us to obtain 80 values of Yz‘k (7) (see the table).

As a result of processing (5), the output will be an
additive mixture of four components:

e signal part for a specific signal of a given transmitter

Sy (2,7)

Vs, ) = [ B [FAON G R): (6)
D
e noise component
T
Yiny (7) = [ n (08}, (6, F)at; 7)
0

e interference component for the same satellite
emitting M signals S:mk (¢,7) which do not coincide
with S, (¢,7):

Y]s,.k (F)=

... : ®)

= X [ Bl RN Sy (7)S), 07 td R
m=1..M D 0

e inter-satellite interference component caused by

the reception of signals from other GNSS satellites
irradiating the D surface area:

10 https://russianspacesystems.ru/bussines/navigation/
glonass/interfeysnyy-kontrolnyy-dokument/ (in Russ.). Accessed
March 20, 2024.
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Table. Characteristics of GLONASS signals. / and Q are in-phase and quadrature components of the signal,

respectively

Carrier
+ +
frequency f, 1603 0.5625k 1600.995 1248.06 124? 0.4375k 1202.025
o k=-7..+6 k=-7..+6
MHz
1/0 0 I 0 I 0 I 0 I 0 I
L2q L2q
L1OF | LI1SF | L10C | L10C (L20C) L20OF L2SF | L30C L30C
Type @i ¢t | @ BT |[Liocd | o |X13¢| akcn | 299 [F25C1 15 o1y |2 BT [L30Cp |[L30Cd]]
[L20Cp]
(L20Cd)]
Strip, MHz 1.022 - 2.046 | 4.092 - 2.046 4.092 - 1.022 - 20.46 20.46
Average signal
- —-161 - —-161.5 | -161.5 | — -161.5 | —161.5 - —161 - -101.5 | —101.5
power 4, dBW
Y, (F)= Let us write down the power of the signal component
lnl-k

)
= 2 B[RO0 Sy (67)S) (8.7 dedr,.
n=l..NpD 0

The study of the influence of quasi-orthogonal
signals, including the different trajectories of GNSS
satellite motion, can be performed both numerically
and experimentally. The experiment enables the
statistical characteristics of noise and interference
components to be estimated when comparing the
effects at the correlator output obtained in an
anechoic chamber for a single simulated GNSS
satellite signal and the same effects when working
on the signals of real GNSS satellites. Such an
experiment, conducted at the All-Russian Research
Institute of Physical-Technical and Radio-Technical
Measurements!! [24], showed that, in accordance
with the law of large numbers, the combined effect
(8)—(9) can be approximated by a normal random
process. Consequently, these components can be
accounted for using the simplified model (3) with
a 1-2 dB increase in noise level.

3. ENERGY POTENTIAL OF BISTATIC SAR WITH
THE RECEPTION OF REFLECTED GNSS SIGNALS

When calculating the energy parameters, we will
assume that the receiver of the multi-position SAR
performs optimal processing—matched filtering in
accordance with (5). Then at the output of the processing
system, two components will be formed: signal QS and

noise O, components.

I https://www.vniiftri.ru/ (in Russ.). Accessed March 20,
2024.

P in the following form:

P = A2 . PaVGT i GRTRS o
s 4 3 R2 R2 N
(4m) 1 2

As, (10)

where P, is the average power of the signal emitted
by the transmitter. 7;, is the time of receiver synthesis.
R|, R, is the distance from the reflecting point to the
transmitter and receiver, respectively. G, G, are the gain
coefficients of the transmitting and receiving antenna,
respectively, o° is the specific effective scattering area
(SESA) of the surface, As is the resolution area size on
the probed surface.

When surface specular reflection is used, the trace
on the surface of the spatial uncertainty function of the

navigation signal ‘¥, (7,7 ) should be used as the size of
the area.

The noise component of the output effect (4) Qn is
determined by the interference power spectral density at
the receiver input N

Ny = 1,kT,, (11)

where 7, is the relative noise temperature of the antenna,
k=1.38 - 1072 J/K is the Boltzmann constant, 7, o 1s the
antenna temperature.

In Eq. (10), the main parameters are determined by
the observation geometry and the characteristics of the
transmitters, i.e. the navigation satellites. Additionally,
the specific effective surface scattering surface needs to
be defined.

The mathematical model of reflection from the
agitated sea surface is based on the two-scale surface
model [25]. In order to describe the reflection of the
navigation signal from the sea surface, the BA-PTSM
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Fig. 2. Dependence of the SESA value at reception of the reflected signal with right circular polarization (red line)
and left circular polarization (blue line) on the vertical scattering angle 9s for the signal with frequency 1.58 GHz
at the coinciding vertical projection of bistatic observation angle 45° and horizontal projection of bistatic angle 0° (a)
and 30° (b) [26]

model [26] is proposed. This model takes into account the
polarization of the signals and at the same time provides
higher calculation speed while matching the results
with the two-scale model. For this model, the results of

22 T T T T
Rainfall, mm/h
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-—-—-R=2mm/h" i
—— R=6mm/h~!
............. R=10mm/h~’
—— Diffuse reflection

N
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®

16

14

Wind speed, m/s
(a)

calculating the SESA for the circular polarization of the
GNSS satellite signal are shown in Fig. 2.

Experimentally obtained data can be used to estimate
the energy parameters (Figs. 3 and 4).
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Fig. 3. Dependence of bistatic ESA of GPS'2 L1 signal for sea surface on the driving wind speed at different
precipitation level R for the horizontal projection of bistatic angle 0° (a) and 30° (b), according to data [27]

The results of calculation (9) using data from [28]
show that using an antenna with a gain of 14 dBi, it is
possible to provide a signal-to-noise ratio of 4 dB for an
accumulation time of 1 ms in regions up to 10° relative
to the mirror reflection region. The results obtained are
close to those obtained experimentally at wind speeds
less than 5 m/s [29] (Fig. 5).

The optimum aperture synthesis time is limited by two
factors. On the one hand, the signal accumulation needs to
be achieved with a level sufficient to ensure the required
accuracy of estimates of surface parameters and geoid height
(at least 10 ms). On the other hand, the surface parameters

12 https://www.gps.gov/. Accessed March 20, 2024.

should not change significantly during the synthesis time,
in order that the complex reflection coefficient in Eq. (3)
does not become a function of time. When placed on an
ultra-small cubesat!?, the antenna gain will be no more
than 10-16 dBi (size of the antenna corresponds to one
face of the 3U-6U spacecraft), unless a design with an
unfolding antenna is used, i.e. as on the SPIRE spacecraft.
Taking into account the possibility of co-processing over
visible satellites which may produce an additional 4-7 dB
increase in signal-to-noise ratio, the aperture synthesis time
can be reduced to 100 ms. This will greatly simplify the
implementation of aperture synthesis on board.

13 https://www.nasa.gov/wp-content/uploads/2018/01/cubesatdesignspecificationrev14 12022-02-09.pdf. Accessed March 20, 2024.
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Fig. 5. Average values of signal-to-noise ratio at different wind speeds (for GNSS GPS, Galileo'5, BeiDou'®) [29]

4. STRUCTURE OF ON-BOARD BISTATIC RADAR SYSTEM

For correct signal processing, the on-board radar correlator to form reference functions, which will

must contain (Fig. 6): significantly reduce the requirements for onboard
e antenna system to receive the direct GNSS signal processing;

needed to form the reference signal (standard e data transmission channel with data storage device

navigation antenna);

for data transmission to ground stations.

e antenna system for signal reception with left circular In order to increase signal-to-noise ratio, a patch

polarization, polarization separation
than 20 dB, gain not less than 10 dBi;
e software-defined receiver;

not worse  antenna can reasonably be used. The size of the proposed
antenna is larger than that used in CYGNSS (6 patch
elements). The elements are arranged in a mosaic,

o standard spaceborne GNSS receiver with the ability ~ but they can also be arranged in parallel, as in foreign
to provide coordinate information for spacecraft =~ GNSS-R, and thus reduce the size of the antenna on the
position control. This information is used in the  satellite (Fig. 7).

14 Cyclone global navigation satellite system (CYGNSS). Algorithm Theoretical Basis DocumentLevel 2 Wind Speed Retrieval.
https://cygnss.engin.umich.edu/wp-content/uploads/sites/534/2021/07/148-0138-ATBD-L2-Wind-Speed-Retrieval-R6_release.pdf.

Accessed March 20, 2024.

15 https://galileognss.eu/. Accessed March 20, 2024.
16 https://glonass-iac.ru/guide/gnss/beidou.php (in Russ.). Accessed March 20, 2024.
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Fig. 6. Proposed structure of bistatic radar operating on GNSS signals reflected
from the surface. LNA—Ilow noise amplifier

Fig. 7. Proposed patch antenna array model (top) [14], TDS-1 satellite antenna (bottom left) [11]
and CYGNSS (bottom right)'7 [28]

It is advisable to have two antennas for receivers
on spacecraft. They are directed to the left and right
of the sub-satellite point at an angle of 30° relative to
the vertical, in order to enable signals to be processed
to the left and right of the track of the receiving
spacecraft. In this case, the scheme in Fig. 6 adds one
more receiving channel of the GNSS signal reflected
from the surface.

5. WAYS TO INCREASE THE ENERGY POTENTIAL
OF BISTATIC SAR

The main disadvantage of non-radiating radar is
that the power of the transmitters is relatively low. In
CYGNSS, the simplest method of providing the required
power is to process the signal in the mirror reflection

region. This provides a 15-30 dB increase in signal
strength relative to other regions. The size of the region
which makes the main contribution to the reflected
signal depends not only on the observation geometry,
but also on the characteristics of the underlying surface
(Fig. 8) [30]. Sea ice, lake surface and swampy terrain
are characterized by a small reflection area in the delay—
Doppler shift coordinates due to specular reflection.
Vegetation cover and open sea are characterized by
a wide reflection area. Consequently, information about
the type of reflecting surface is contained not only in the
absolute value of the reflected signal power, but also in
its distribution in the delay—Doppler shift coordinates.
This makes it possible for new methods to be created
for analyzing radar images to determine the water-ice
situation.

17 https://www.eoportal.org/satellite-missions/techdemosat- 1 #spacecraft. Accessed March 20, 2024,
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Another indication of distinguishing the GNSS
signal reflected from water and ice can be a histogram of
the level of the reflected signal from the type of surface
(Fig. 9) [31].

The synthesis of the optimal co-processing algorithm
is performed by taking into account the electrodynamic
models of the surface when it is observed at different
angles and at different carrier frequencies [32].

In order to increase the signal-to-noise ratio, required
in order to improve the quality of estimates, we propose
the use of coherent signal accumulation (in the mode
of synthesizing the antenna aperture). This will make it
possible to observe and equalize the spatial resolution in the
range and azimuthal directions in a wide range of angles.

Additional opportunities are provided by receiving
the signals of all visible GNSS satellites, their separate
processing (aperture synthesis) and subsequent
aggregation of measurements at the stage of secondary
processing (estimation of surface parameters, object
detection and radar imaging).

In contrast to the methods of processing the reflected
GNSS signals described in the literature, signals at all
carrier frequencies need to be processed. This makes
it possible to generate independent data on the surface
reflectivity and correct ionospheric distortions. This
is particularly important when determining the geoid
height for a sub-satellite point or a specular reflection
point.

CONCLUSIONS

The study analyzed systems of remote sensing of the
Earth surface by reflected signals of navigation satellites.
It also showed that foreign constellations of such satellites
operate in orbit, thus resolving the tasks of determining
the parameters of the water surface and soil. Data from
these satellites is publicly available and can be analyzed.
Taking into account the limited capabilities for creating
meteorological satellite constellations, satellites for water
surface monitoring and geoid height determination, based

Russian Technological Journal. 2024;12(4):70-83

79



Principles of construction of nanosatellite radar systems
based on global navigation satellite system reflectometry

Alexander V. Ksendzuk,
Vyacheslav F. Fateev

on reception of reflected signals of satellite navigation
systems, enable a number of important scientific and
practical tasks to be resolved. This paper presents an
algorithm for the optimal processing of reflected signals
of navigation systems, and takes into account the
particular features of GNSS satellite operation, including
the presence of interference component. The numerically
calculated values of the energy potential of bistatic
SAR for circular polarization signals coincide with the
experimental values given in foreign literature.

The study proposes a choice of aperture synthesis
time of the order of 100 ms. This takes into account the
constancy of the reflecting surface parameters. A further
increase of signal-to-noise ratio can be achieved by means

a navigation receiver to form a reference signal. The use
of delays and Doppler frequency shifts calculated in the
navigation equipment allows us to simplify the signal
correlator. This also enables the load on the software-
defined receiver to be reduced while maintaining the
required quality of estimates.
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Abstract

Objectives. Signals with multiple phase shift keying (M-PSK) exhibiting good spectral and energy characteristics
are successfully used in many information transmission systems. These include satellite communication systems,
GPS, GLONASS, DVB/DVB-S2, and a set of IEEE 802.11 wireless communication standards. In radio communication
channels, the useful signal is affected by various interferences in addition to noise. One of these is harmonic
interference. As a result, high intensity harmonic interference practically destroys the reception of M-PSK signals. One
of the important requirements for the quality of data transmission is the system error tolerance. There are different
ways of improving the quality of information transmission. One of these is the use of corrective encoding technology.
The aim of the paper is to assess the noise immunity of a coherent demodulator of M-PSK signals using Hamming
codes (7,4) and (15,11), and convolutional encoding with Viterbi decoding algorithm (7,5) when receiving M-PSK
signals under noise and harmonic interference in the communication channel.

Methods. The methods of statistical radio engineering, optimal signal reception theory and computer simulation
modeling were used.

Results. Experimental dependencies of the bit error rate on the signal-to-noise ratio and on the intensity of harmonic
interference of coherent reception of M-PSK signals in a channel with noise and harmonic interference were obtained
using computer simulation modeling. This was done without using correction codes and with Hamming code (7.4)
and (15.11) and convolutional encoding with Viterbi decoding algorithm (7,5).

Conclusions. It is shown that the application of the correction codes effectively corrects errors in the presence
of noise and harmonic interference with lower intensity. The correction is ineffective in the presence of high intensity
interference. These results can provide important guidance in designing the reliable and energy efficient system.

Keywords: multiple phase shift keying, correction codes, Hamming code, convolutional encoding, Viterbi decoding

algorithm, noise immunity, bit error rate, harmonic interference
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HAYHHAA CTATbA

HccaenoBanue BIUAHUA KOPPEKTUPYIOLIUX KOA0B
HA KOTCPEHTHDIN NPUEeM CUTHAJIO0B ¢ MHOTONIO3UITHOHHOM
(azoBoi MaAaHUNYAAUEH IPU HAJIUYUH LIIYMOBOM
U TAPMOHUYECKOH MOMeX

B.3. Hryeu ©

BbeTtHamckuii rocynapCcTBeHHbIVi TeXHUYeckun yHusepcuteTt um. Jle Ky [loHa, XaHov, BbeTHam
@ ABTOp AN nepenucku, e-mail: nguyenvandungvtdt@lqdtu.edu.vn

Pe3iome

Llenn. CvrHansl ¢ MHOrono3uumoHHom ¢gasoBoin maHmnynaumein (M-®OM), obnagaiome XOpOoLUVMMIN CNEKTPasbHbI-
MW U SHEPreTUYECKNMIN XapaKTePUCTMKaMM, YCAELLHO NPUMEHSIIOTCA BO MHOMMX CUCTEMAxX nepenadvm nidopmaumn,
Takux, kak CMCTeMbl CnyTHMKOBOM cBadun, GPS, NOHACC, DVB/DVB-S2, B Habope cTaHaapToB 6eCnpoBOAHON CBSI-
3n |IEEE 802.11. B kaHanax pagmMocBsa3n Ha None3Hbli CUrHan SencTByiOT, KDOME LLYMOBOM, pasHble NOMeXu, O4HOM
M3 HUX AABNSIETCSA rapMOHMYeckasi, KoTopas npu 60/bLION NHTEHCUBHOCTY NPAKTUYECKM pa3pyLluaeT NpueM CUrHa-
noB M-®M. OgH1M 13 BaxKHbIX TPeOOBaHMI, MPeabaBASEMbIX K KQUeCTBY Nepenayn AaHHbIX, SBNSEeTCS YCTONYMBOCTb
cucTemMbl K owmbkam. CyLiecTBYIOT pa3Hble CrnocobObl MOBbILIEHMST KayecTBa nepenadn MHGopmaummn, oguH n3 Ko-
TOPbIX — MPUMEHEHNE TEXHOOMMN KOPPEKTUPYIOLLErO KOANPOBaHMS. Llenb ctaTbmn — OLeHKa NOMEXOYCTONYNMBOCTHU
KOrepeHTHOro gemonynsatopa curHanos M-®OM ¢ npumeHeHnem kogoB XammuHra (7,4) n (15,11) n cBepToYHOro Ko-
OVPOBaHNS C anropuTtMOM AekoampoBaHusa Butepbu (7,5) npu npueme curHanos M-®OM B ycnoBusix BO34eNCTBUSA
B KaHase CBA3M LLyMOBOW Y raPMOHNYECKON MOMEX.

MeTopapl. VIcnonb30BaHbl METOLbI CTATUCTUYECKOWN PAANOTEXHUKN, TEOPUM ONTUMANBLHOMO NPMEMA CUMHAN0B U KOM-
MbIOTEPHOr0 UMNTALMOHHOIO MOAENVNPOBAHUS.

Pe3ynbTatbl. C NOMOLLLIO KOMMBLIOTEPHOrO UMUTALMOHHOIO MOAENMPOBAHUS NMOJYYEHbI 3KCNEPUMEHTasIbHbIE 3a-
BUCUMOCTM BEPOSITHOCTN OUTOBOI OLLUMOKN OT OTHOLLEHWS CUTHA/LUYM U OT MHTEHCUBHOCTM FraPMOHUYECKOW NoMe-
XW AN KOrepeHTHOro nprema curHanos M-®M B kaHane ¢ LUyMOBOW M rapMOHNYECKO nomMexamMmn 6e3 NprMeHeHns
KOPPEKTUPYIOLLMX KOAOB U C MPUMEHEHNEM KOO0B XaMMuHra (7,4) n (15,11), CBEpPTOYHOIrO KOAMPOBaHUS C afirOPUT-
MOM fekoaupoBaHusa Butepbu (7,5).

BbiBOAbI. [TOKa3aHO, YTO NPUMEHEHME KOPPEKTUPYIOLLIMX KOOOB NO3BOJISET 3QDEKTUBHO MCMPABNATb OLLMOKN Npu
HaINYMM LWIYMOBOM N FaPMOHMYECKOW NMOMEX C Masnoli MHTEHCMBHOCTbLIO. Mpy 60bLIOA MHTEHCMBHOCTU MOMEXU
Koppekums HeaddekTBHA. Pe3dynbTaTbl MOryT CAYXUTb BaXXHbIM PYKOBOACTBOM NPU MPOEKTUPOBAHUN HALEXKHbIX
1 9HEeProaddPEeKTUBHbLIX CUCTEM Nepenadn nHpopmaumn.

KnioueBble cnoBa: MHOrono3muyoHHaa ¢GasoBas MaHUMyNaumns, KOPPEKTUPYoLLmMe Koabl, Kog XaMMUHra, ceep-
TOYHBIN KOA, aNropuTM AeKoanpoBaHns Butepbu, NOMEXOYCTONYMBOCTb, BEPOSATHOCTb OUTOBOW OLWIMOKM, rapMOHMYe-
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of M-PSK signals in the presence of noise and harmonic interference

INTRODUCTION

Many studies have examined the impact of encoding
on the noise immunity of multivariable signal reception
when only white Gaussian noise operates in radio
communication channels. In [1-13], the authors define
the effectiveness of different correction codes used in
encoding channels with different modulation techniques.
Table 1 presents the energy gain from using such
codes by the particular example of Hamming code and
convolutional encoding with Viterbi decoding algorithm.

Figure 1 shows the theoretical dependencies of the
bit error rate (BER) P on the signal-to-noise ratio
(SNR) E\ /N, (E,, is average bit energy, N, is noise power
spectral density) for receiving signals with multiple
phase shift keying (M-PSK) in the channel with additive
white Gaussian noise. The solid lines correspond to BER
without using correction codes. The dashed lines refer to
BER using Hamming code (7,4), the dash-dotted lines
stand for using Hamming code (15,11), and dotted lines
correspond to BER using convolutional encoding with
Viterbi decoding algorithm (7,5) [14].

—M=4 B
—M=8 FRY
—M=16] | Fy\hAe ‘

0 2 4 6 8 10 12 14 16 18 20

E,/Ny, dB
Fig. 1. Theoretical dependencies of the BER P, on SNR
E /N, for receiving M-PSK signals in the channel with

additive white Gaussian noise

In [15-18], the impact of harmonic interference in
the reception of signals with multi-position shift keying
is analyzed. Harmonic interference is shown to be the
most dangerous in the event that its frequency coincides

Table 1. Energy gain in SNR (dB) at P, = 1075

with the useful signal frequency. As a result of its impact,
the noise immunity is greatly reduced.

The most important contribution to resolving this
problem is made by the noise-resistant coding theory.
The aim of the paper is to evaluate the noise immunity
for the coherent demodulator of M-PSK signals
using Hamming codes (7,4) and (15,11) as well as
convolutional encoding with Viterbi decoding algorithm
(7,5) when receiving M-PSK signals under the noise and
harmonic interference in the communication channel.

1. MODEL OF THE DIGITAL INFORMATION
TRANSMISSION SYSTEM

Figure 2 shows the structural diagram of the digital
information transmission system. The encoding and
decoding algorithm using Hamming code or Viterbi
algorithm is implemented in units of channel encoder and
channel decoder. The M-PSK signal shaping scheme is based
on the universal quadrature modulator, while the receiving
scheme is implemented on the basis of a multichannel
coherent demodulator which is optimal according to the
maximum likelihood criterion (Fig. 3) [19, 20].

2. MATHEMATICAL MODELS
OF M-PSK SIGNALS, NOISE
AND HARMONIC INTERFERENCE

Mathematical models of M-PSK signals, noise, and
harmonic interference may be described as follows:

a) Mathematical model of M-PSK signals

The M-PSK signal at timing period T equal to the
duration of the channel symbol carrying information
about k = log,M information bits can take one of
M possible values:

5;(t) = Ay cos(@yt +@; + @),

i2m :
P; =V7te(OaTS]al=05M_1a

1

where A4y =./2E /T is signal amplitude; E, = kE, is
channel symbol energy; w,, is carrier frequency; @, is
initial PSK of the signal constellation.

Modulation modes Hamming code (7,4) | Hamming code (15,11) with Vi?;rtl)‘;(:il:cti)?i?ilge;;?)(riii&grn (7.5)
BPSK, QPSK 0.56 1.31 1.99
8-PSK 0.78 1.49 2.59
16-PSK 0.91 1.57 3.07

Note: BPSK—binary phase shift keying, QPSK—quadrature phase shift keying.
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Fig. 2. Structural diagram of the digital information transmission system
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Fig. 3. Structural diagram of the M-PSK coherent demodulator:

tis time; x(t) is input process; s

The M-PSK signal constellations using Gray
encoding are shown in Fig. 4. Here the signal points
corresponding to channel symbols are marked, and the
decision boundaries are shown as dotted lines.

\0111
01 00 010 001
1 0o - - 110 000
11 10 111
/ 100
: ! 101
M=2,¢,=0 M=4,p,=1/4 M=8,p,=0

Fig. 4. M-PSK signal constellations

(1) is reference signals

b) Noise interference model

A stationary random process n(f) of the “white
Gaussian noise” type with correlation delta function and
zero mean is considered as a noise interference.

¢) Harmonic interference model

Sine () = p4, cos[(m0 + Ao, )+ 01,

where p is relative intensity; ;. is random initial
phase of interference uniformly distributed on the
half-interval (—m, +n]; Aw, , is interference detuning
relative to the center frequency of the spectrum of the

useful signal .
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3. HAMMING CODES (7,4) AND (15,11)

The Venn diagrams for the relationship between parity
check bits and data bits in Hamming codes are shown in Fig. 5.

(a) (b)

Fig. 5. Venn diagrams describing parity check bits and data
bits: (a) Hamming code (7,4), (b) Hamming code (15,11) [21]

There is a certain set of Hamming code parameters:
number of characters for checking m (m > 3),
number of code message symbols n =2" — 1,
number of informational symbols k=2" —m — 1,
error correction capability 1 =1 (d; = 3),

code rate R = k/n.

The code parameters used in the paper are given in
Table 2.

in~

Table 2. Hamming code parameters

Parameters | Hamming code (7,4) | Hamming code (15,11)
m 3 4
15
k 4 11
4/7 11/15

4. CONVOLUTIONAL ENCODING WITH VITERBI
DECODING ALGORITHM (7,5)

Figure 6 shows the convolutional encoder scheme
with rate 1/2, K= 3, generator polynomial is [7,5], octal.
There is a certain set of convolution code parameters:

e number of information symbols £,

e number of symbols transmitted into the
communication channel for one clock cycle of
information symbol » arriving at the encoder,

e relative code rate R = k/n,

e constraint length K,

e number of convolution code states 2K — 1.

The convolution code parameters used in the paper
are given in Table 3.

Table 3. Convolution code parameters

Parameters Value
n 1
k 2
K 3
R 1/2

- -2
Inﬂtﬁd(n) }—ﬂd(n—ﬂl—-’d(n_z)] {1 d(n) +d(n-1) +d(n-2)

\ ~._ Output

Id(n) +d(n-2)
Fig. 6. Convolutional encoder scheme

0/00

1/10
Fig. 7. Convolutional encoding state diagram

5. MODELING AND RESULTS
5.1. Modeling

The information transmission channel is modeled
with the parameters presented in Table 4.

The block diagram of the modeling algorithm is
shown in Fig. 8.

The relationship between SNRs with and without
encoding is taken into account in modeling.

E, E
Lb=—b+101g(5J (dB).
Ny 0 n

5.2. Simulation modeling results

Figure 9 shows the experimental dependencies of
BER P, on SNR E,/N, and on the relative intensity
of harmonic interference p at coherent reception of
M-PSK signals using Hamming codes for different code
rates. The solid lines correspond to BER without using
Hamming code, while the dashed lines refer to BER
using Hamming code (7,4), and dash-dotted lines stand
for the use of Hamming code (15,11).

Figure 10 shows the experimental dependencies of
BER P, on SNR E/N, and on the relative intensity of
harmonic interference p at coherent reception of M-PSK
signals using convolutional encoding with Viterbi
decoding algorithm. The solid lines correspond to BER
without encoding, while the dashed lines stand for BER
using convolutional encoding with Viterbi decoding
algorithm (7,5).
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Table 4. Modeling parameters

Parameters

Value

SNR

E,/N,=0-25 dB

Communication channel

Additive Gaussian white noise,
Harmonic interference

Relative interference intensity p=0-1
Interference initial phase ¢=0-2n

Ratio of sampling frequency to carrier frequency Sy =20, fy=0y/2n
Number of information bits N =1080000

Modulation modes

BPSK, QPSK, 8-PSK, 16-PSK

L]

M-PSK signal shaping

]

Hamming code (7,4),
Code types Hamming code (15,11),
convolutional encoding with Viterbi decoding algorithm (7,5)
[ Initial data input |
. ey gyt
1. Encoding 4—-| Bit encoding by Hamming code or convolutional encoding |
:| Formation of quadrature information sequences /and Q |'
E Signal shaping of in-phase channel Signal shaping of quadrature channel -
2. M-PSK signal D Ichannel = fcos(2mft) Gehannel = ~@sin(2mfyt) !
modulator i

SM-PSK(t) = Ichannel + qchannel

............................................................................

3.Communication <€———
channel

Noise shaping n(t)

Harmonic interference shaping s; ()

X(t) = Sp_pgk(t) * Sipy(t) + N(t)

Signal shaping at the communication channel output

Reference signal shaping

Yo(t) = cos(2fyt)

Y

v

Yp—1 =C0s [Z’Tfot +

2M —1)7:]

v

Calculation of correlation integrals

v v

4. M-PSK signal
demodulator

Y

o

o

TS
o= [ x@wetat | | =[xty 40dt <
0

............................................................................

............................................................................

v v

Maximum selection and channel symbol output |

|—>| = maxly, ..., lyy_4] |<J

5. Decoding -«

Bit decoding by Hamming code or Viterbi algorithm

A

6. Error rate
calculation

Fig. 8. Block diagram of the modeling algorithm
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Fig. 9 (start). Experimental dependencies of BER P,
on SNR E, /N, (left) and on the relative intensity of harmonic interference  (right)
during coherent reception of M-PSK signals using Hamming codes:
(a) BPSK; (b) QPSK; (c) 8-PSK;

Russian Technological Journal. 2024;12(4):84-95
90



Studying the influence of correction codes on coherent reception Van D. Nguyen
of M-PSK signals in the presence of noise and harmonic interference

100 T T T 100 T T T T T T T T T
e e e e e Ry . d
- . a3 e e —
10-1F S EIRT ot s Se 2~y :
RAND A i
. o \ +\* 1 : o /’ /Q
Q® 1072 0\\* \\" 1 njcf: 10-2% l/'l' J
Q\\ \@\\+ /!
BN, i’
o ot
\ \g\* Ié/
1073} R S [T -
‘.} \QQ_‘_ ) / —E,/N,=0dB
—Hu=0 g & Y —E,/Ny=5dB
—_— = R ! ,
=82 AN SR
= \ 1 / — = ;
1074 —Hu=0.9 L \Q v I 10—451 I L L I I I L b/ 0
0 5 10 15 20 25 0O 01 02 03 04 05 06 07 08 09 1.0
E, /Ny, dB M
(d)

Fig. 9 (end). Experimental dependencies of BER P, on SNR E, /N, (left) and on the relative intensity of harmonic
interference p (right) during coherent reception of M-PSK signals using Hamming codes: (d) 16-PSK

1OO£ T T 100 T T T T :
.'..'.,',E---El-...ﬂmﬂmum [ A i B “...
L B O-.g.., i : 8
1011 ‘m, 0 e
102 102
3 3
Q Q
1073 10-3
104k 4 104 ;Eb/NOZOdB
—u=0 g d— E,/Ny=5dB
—hgal —EN o
N 4 R W YO | b sl e
0 5 10 15 20 25 0O 01 02 03 04 05 06 07 08 09 1.0
E./Ny, dB M
(a)
100 . : 100 T T T T T T T T T
1 T O - &-0-8-0 a8 :. ORI oo -, RS - o et
O — — bttt e @ 8 b
1071 ™ E 107 e e
102 E 1072
3 ] T
Q 1 o
1073 3 10°°
10-4L . 10-4L —E,/N,=0dB
—u=0 1 ] —E,/N,=5dB
—hios _ __, —E/Ny=100B
10-5/—#H=09 s | 10-5 | ] . : . |—Ey/Ny=15dB
0 5 10 15 20 25 0O 01 02 03 04 05 06 07 08 09 1.0
Ep/Ny, dB u
(b)

Fig. 10 (start). Experimental dependencies of BER P, on SNR E /N, (left) and on the relative intensity of harmonic
interference p (right) at coherent reception of M-PSK signals using convolutional encoding with Viterbi decoding
algorithm: (a) BPSK; (b) QPSK;
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Fig. 10 (end). Experimental dependencies of BER P,
on SNR E, /N, (left) and on the relative intensity of harmonic interference p (right)
at coherent reception of M-PSK signals using convolutional encoding with Viterbi decoding algorithm:
(c) 8-PSK; (d) 16-PSK

Figure 11 shows the comparative experimental
dependencies of BER P on SNR E\ /N, (n = 0.3) and
on the harmonic interference intensity (£,/N, = 10 dB)
at coherent reception of M-PSK signals using Hamming
code and convolutional encoding with Viterbi decoding
algorithm. The solid lines correspond to BER without
using codes, while the dashed lines refer to using
Hamming code (7,4), dash-dotted lines stand for using
Hamming code (15,11), and the dotted lines correspond
to using convolutional encoding with Viterbi decoding
algorithm (7,5).

CONCLUSIONS

In this paper, simulation modeling is carried out to
evaluate the efficiency of encoding by Hamming code

and convolutional encoding with Viterbi decoding
algorithm at coherent reception of M-PSK signals
against noise and harmonic interference. The results
allow the following conclusions to be made:

1. Thereisasignificant gain from using correction codes
in M-PSK signal demodulators in the presence of
noise and harmonic interference with low intensity.
For example, at p = 0.3 and P,, = 10~* for QPSK,
the energy gain is 1.24 dB with Hamming code (7,4),
1.6 dB with Hamming code (15,11), and 2.69 dB
with convolutional encoding and Viterbi decoding
algorithm (7,5). At p = 0.3 and P, = 1073 for
8-PSK, the energy gain is 2.89 dB with Hamming
code (7,4), 2.54 dB with Hamming code (15,11),
and 5.4 dB with convolutional encoding and Viterbi
decoding algorithm (7.,5).
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Fig. 11. Comparative dependencies of BER P, on SNR E_ /N, (a)
and on the relative intensity of harmonic interference u (b)
at coherent reception of M-PSK signals for different encoding procedures
2. With increased positionality of M-PSK signals and For example, at E,/N, > 14 dB, p = 0.5, and
a high intensity of harmonic interference, the use Peb =104 for QPSK, the energy gain is 1.4 dB with
of convolutional encoding and Viterbi decoding Hamming code (7,4) and 1.7 dB with Hamming
algorithm decreases the BER of M-PSK signal code (15,11) At E,/N, > 20.5 dB, p = 0.3, and
reception error more than Hamming codes. Py = 10~* for QPSK, the energy gain is 2 dB with
3. Hamming codes with higher code rates outperform Hamming code (7,4) and 2.3 dB with Hamming
codes with lower code rates at high SNR. code (15,11).
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Abstract

Objectives. The optical properties of two-dimensional semiconductor materials, specifically monolayered transition
metal dichalcogenides, present new horizons in the field of nano- and optoelectronics. However, their practical
application is hindered by the issue of low light absorption. When working with such thin structures, it is essential
to consider numerous complex factors, such as resonance and plasmonic effects which can influence absorption
efficiency. The aim of this study is the optimization of light absorption in a two-dimensional semiconductor in the
Kretschmann configuration for future use in optoelectronic devices, considering the aforementioned phenomena.
Methods. A numerical modeling method was applied using the finite element method for solving Maxwell’s
equations. A parametric analysis was conducted focusing on three parameters: angle of light incidence, metallic
layer thickness, and semiconductor layer thickness.

Results. Parameters were identified at which the maximum area of absorption peak was observed, including the
metallic layer thickness and angle of light incidence. Based on the resulting graphs, optimal parameters were
determined, in order to achieve the highest absorption percentages in the two-dimensional semiconductor film.
Conclusions. Based on numerical studies, it can be asserted that the optimal parameters for maximum absorption
in the monolayer film are: Ag thickness <20 nm and angle of light incidence between 55° and 85°. The maximum
absorption in the two-dimensional film was found only to account for a portion of the total absorption of the entire
structure. Thus, a customized approach to parameter selection is necessary, in order to achieve maximum efficiency
in certain optoelectronic applications.

Keywords: two-dimensional semiconductors, transition metal dichalcogenides, surface plasmon resonance,

plasmon effects, nanostructured metal films

e Submitted: 26.09.2023 ¢ Revised: 18.01.2024 ¢ Accepted: 22.05.2024

For citation: Guskov A.A., Bezvikonnyi N.V., Lavrov S.D. Kretschmann configuration as a method to enhance optical
absorption in two-dimensional graphene-like semiconductors. Russ. Technol. J. 2024;12(4):96-105. https://doi.
org/10.32362/2500-316X-2024-12-4-96-105

Financial disclosure: The authors have no a financial or property interest in any material or method mentioned.

The authors declare no conflicts of interest.

© A.A. Guskov, N.V. Bezvikonnyi, S.D. Lavrov, 2024

96


https://doi.org/10.32362/2500-316X-2024-12-4-96-105
https://elibrary.ru/ZZDBRB
mailto:guskov@mirea.ru
https://doi.org/10.32362/2500-316X-2024-12-4-96-105
https://doi.org/10.32362/2500-316X-2024-12-4-96-105

Kretschmann configuration as a method to enhance optical absorption Andrey A. Guskov,
in two-dimensional graphene-like semiconductors Nikita V. Bezvikonnyi, Sergey D. Lavrov

HAYHHAA CTATbA
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Pe3iome

Llenu. OnTuyeckrne CBOMCTBA ABYMEPHbIX MNOJIYNPOBOAHMKOBbLIX MaTepUanoB, B YaCTHOCTU MOHOCSIOMHbIX AMXasib-
KOreHUAO0B NepexoaHblX MeTaioB, NpeaoCTaBsioT HOBble BO3MOXHOCTU B 06/1aCTU HAHO- M ONTO3/IEKTPOHUKMN.
OpHako npakTuyeckoe NpUMeEHeHNe 3TUX MaTepunasioB OrpaHMyYeHo 13-3a HM3KOM CNOCOOHOCTM MOroLWaTh CBET,
BbI3BAHHOM MX BbICOKOWM MPO3pPayHOCThi0. Mpn paboTe ¢ TakMMU TOHKUMWU CTPYKTYpamMu BO3HMKAET BO3MOXHOCTb
MCMONb30BaHMNS MHOXECTBa GU3NYECKMX MEXAHU3MOB, BKJlIO4as PE30HAHCHbIE 1 N1a3MOHHbIE 3ddEKTbI, KOTOPbLIE
MOXHO HACTPOUTb ANs ynydweHns 9dPeKTUBHOCTU NornoweHms ceeTa. Llenb gaHHo paboTel — onTuMm3aums no-
rNOLLEHNS CBETA B ABYMEPHOM MOJIYyNPOBOAHMKE B KOHPUrypaumm KpeumaHa ¢ y4eTOM yka3aHHbIX BbiLLE SIBIIEHUIA
A5 NOCNeayloLLero NPUMEHEHNs B YCTPOMCTBaX ONTO3NEKTPOHMKN.

MeTopbl. 115 npoBeAeHns MOAEeNMpoBaHUS MCMNOb30BaH METO, KOHEYHbIX 3/IEMEHTOB PEeLUeHUsT YpaBHEHUIA
Makceenna B CTpyKType, NPeacTaBnsiowWwen cTaHgapTHYO KoHdurypaumio Kpedumana. MNposeneH napamerpuye-
CKUI aHanNn3 BAUSIHWS TPex NapamMeTPOoB: yrna NageHnsa CBeTa, TONLLMHbI METaIMYECKOro CNos U TONWMHbI NOJy-
NMPOBOAHNKOBOIO CJI0S.

PesynbTaThl. [MpoBeneHo nccnenoBaHme KoHouUrypaunm mogenn KpeumaHa ¢ uenbtio JOCTUXEHUST MakCUMabHO-
ro OnNTUYECKOro MorfoLeHNs B ABYMEPHOM NoynpoBOAHMKOBOM nneHke. OnpeneneHbl napaMeTpbl, Npu KOTOPbIX
HabnogaeTcs Hambosbluas «MoLWaab» N1Ka NOroLWEHMs, BKOYas TONLWLMHY METalIM4ecKoro Cros 1 yron nage-
HUS n3ny4eHns. Ha ocHOBe NonyyYeHHbIX pe3dyibTaToOB BbISIBIEHbI JTydLLME NapaMeTpbl 4151 OCTUXEHMUS HanBbICLLEen
CTeneHn NornoweHns B ABYMEPHOW NiieHKe NoynpoBOAHMKA.

BbiBOAbI. Ha OCHOBE YMCNEHHbIX MCCNefoBaHUM KoHUrypaumm mogenn KpeumaHa obHapyXXeHo, 4To onTumMalib-
HbIMM NapameTpamMm At MakCrUMabHOrO NOr/IOLLEHMSI B MOHOCJIOMHOW NMieHKe ABNSIOTCA: TOJLLMHA Cnosi cepebpa,
He npesblwatowas 20 HM, 1 yron nageHus ceeta ot 55° 0o 85°. YcTaHOBNEHO, YTO MakCUMasnbHOe MoraoLleHne
B JBYMEPHOW MJieHKe COCTaBASET NNLLIb YaCTb OT 0OLLLEro NorioLLeHNs BCEN CTPYKTYpbl. Takum ob6pa3om, ais ao-
CTUXEHUS MaKCUMasibHOW 3P PEKTUBHOCTU B ONpPeaeieHHbIX ONTO3NEKTPOHHbIX MPUTOXEHUSX HEOOX0ANM UHOVNBU-
LyanbHbI N0AX0A4 K BbIOOPY NapamMeTpoB.

KniouyeBble cnoBa: OBYMEPHblE MONYNPOBOOHUKA, AUXASIbKOreHUObl NMEPEXOOHbIX MEeTaslyloB, NMOBEPXHOCTHbINA
MJa3MOHHbI PE30HAHC, Ma3MOHHbIE 3P EKTbI, HAHOCTPYKTYPUPOBAHHbLIE META/INYECKME MITEHKN

* Moctynuna: 26.09.2023 » Aopa6oTaHa: 18.01.2024 e MpuHaTa k ony6nukoBaHuio: 22.05.2024

Anga umtnpoBanusa: N'ycbkoB A.A., Be3BunkoHHbIli H.B., Jlapos C.[. KoHdurypauuysa KpeumaHa kak MeTof, yBenmyeHus
OMTMYECKOro MOrJoWeHNs B ABYMEPHbIX rpadeHonoaobHbIX NonynpoBoaHukax. Russ. Technol. J. 2024;12(4):96—105.
https://doi.org/10.32362/2500-316X-2024-12-4-96-105

Mpo3payHocTb pMHAHCOBOMN AeATENIbHOCTU: ABTOPbLI HE UMEKT PUHAHCOBOM 3aMHTEPECOBaHHOCTN B NPeLCTaB/eH-
HbIX MaTepuanax uim MmeTogax.

ABTOPbI 3a9BNSAIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.
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INTRODUCTION

Despite the unique properties of two-dimensional
semiconductor materials, their integration into nano-
and optoelectronics devices still remains a significant
challenge. For example, monolayer transition metal
dichalcogenides (TMD) such as MoS,, MoSe,,
WS,, WSe,, and others, although being promising
for application in optical detectors and photovoltaic
elements, have a significant disadvantage that stems
from their two-dimensionality, i.e., high optical
transparency. In [1], it was demonstrated that the
two-dimensional MoS, film absorbs no more than 10%
of the incident light in the visible optical range. This
is not sufficient for creating effective photosensitive
elements on their basis. However, the most obvious
solution to this problem, which consists in increasing
the intrinsic thickness of the semiconductor, cannot be
realized due to the almost instantaneous transition from
direct-bandgap to indirect-bandgap semiconductor.
This can lead to the subsequent loss of its efficiency as
a photosensitive element.

At present, this problem can be solved using various
approaches. These approaches can be conventionally
divided into two main groups. The first group uses
interference effects arising from the Fabry—Perot
resonator [2—4], while the second group relies on the use
of local or surface plasmon resonances [5—10].

Thus, the paper [3] shows that light absorption
in a two-dimensional MoS, film can reach 70%,
and in the WSe, 75%. This is due to the inclusion of
a layer of hexagonal boron nitride in the resonator.
Paper [11] demonstrates a twofold theoretical and
sixfold experimental increase in the absorption of
a two-dimensional MoS, film in almost the entire
visible spectrum when the structure is changed from
MoS,/SiO,/Si to MoS,/Si0,/Au/Si. This is due to the
occurrence of interference due to multiple reflections
from the air/Si0, u SiO,/Au interfaces.

Despite the need for much more sophisticated
technological methods and approaches to utilize
plasmonic effects, they are often more effective. For
example, in the use of nanoparticles or plasmonic
antennas, there is a resonant amplification of the
electromagnetic field at the metal/semiconductor
interface, making it possible to concentrate light directly
into two-dimensional structures [5]. Repeated attempts
have been made over the past few years to enhance the
photoluminescence signal in monolayers of TMD (e.g.,
such as MoS,, WS,, and WSe,) by depositing single
metallic nanoparticles or arrays of them on the surface
of the TMD [6, 7]. Due to its relative simplicity
compared to other technological methods for creating
plasmonic structures, this method can be used to develop
photosensitive devices [12, 13].

Many experimental and theoretical works are
devoted to ordered plasmonic structures deposited
on two-dimensional semiconductors [8—10]. One of
their key advantages is the possibility of adjusting
the performance characteristics of optical devices
by modifying the shape and geometry of plasmonic
elements [14, 15].

The possibility of combining plasmonic and
interference techniques is also worth noting. This is
confirmed by the results published in [16]. An absorption
of 40% in the MoS, monolayer in the visible range was
obtained using a combination of interference dielectric
coating and nanoscale grooves. Also, [17] showed
amethod for creating ordered silver plasmonic structures
on the surface of a waveguide. Nearly 95% total
absorption in the entire structure (and 70% absorption
in the MoS,, monolayer in particular) was demonstrated
by using a geometry that combines interference and
plasmonic effects.

All the above-mentioned methods are based
on the effect of local plasmon resonance, involving
absorption in metallic plasmonic nanostructures, which
is not optimal. Under certain conditions, surface plasmon
resonance can be devoid of these drawbacks. To date,
several papers have been presented which show the
advantages of using surface plasmon resonance in
Kretschmann geometry [18, 19]. In [20], high absorption
in TMD (reaching almost 100%) was obtained by
depositing a two-dimensional TMD film directly onto the
dielectric surface. A standing plasmon wave propagates
along the semiconductor/dielectric interface, due to which
the incident radiation is localized in the TMD and its total
absorption increases. It should be noted that in this work,
high absorption is achieved not in the two-dimensional
TMD film itself, but in the entire structure, including
a periodic strip plasmonic lattice of gold.

However, to date, the use of Kretschmann geometry
to enhance optical absorption in TMD has not yet been
developed to an applied level. Since it is fundamentally
technologically simpler than the creation of plasmonic
structures by lithographic methods, its successful
application requires more theoretical studies to
optimize its use in combination with two-dimensional
semiconductor films. In this case, the very physical
mechanism of optical radiation detection in the structures
described above is important. In these structures, the
greatest contribution to the photocurrent is made by the
photovoltaic effect and photoconductivity effect [21-23]
which occur in the nanoscale layer of TMD itself. Thus,
for the photosensitive elements created, the main role
is played not by the total absorption in the created
multilayer structures, but by the absorption in the TMD
itself, which, obviously, can already be much lower.
This work is devoted to the theoretical modeling of
the application of Kretschmann geometry, in order to
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estimate the possibility of increasing the absorption in
a two-dimensional semiconductor layer rather than in
the whole structure, which is especially relevant for
photovoltaic applications.

METHODS AND APPROACHES

A simulated structure consisting of a glass prism with
refractive index approximately equal to 1.5 [24, 25], onto
which a thin metal layer and a two-dimensional TMD
film were deposited (Fig. 1). Metals such as gold [26, 27],
copper [28, 29], aluminum [30], or platinum [31] are
commonly used in the Kretschmann configuration.
In order to generate plasmon waves of the highest
intensity, a material must be chosen with the largest
modulo value of & (real part of the dielectric constant)
and small value of € (imaginary part of the dielectric
constant) in the chosen visible optical range [30]. In this
case, silver is the optimal choice. It should be noted that
copper and gold show slightly lower efficiency in the
selected wavelength range. However, the use of gold is
not commercially feasible, while the surface of copper
can be covered by an absorbing oxide layer, significantly
reducing the efficiency of surface plasmons [32]. For
this reason, silver was used as the metal in this work and
its optical constants were taken from [33]. WSe, was
used as the semiconductor film since it is one of the
most studied two-dimensional semiconductors and its
optical constants are well known for both monolayer and
multilayer samples [34]. This approach can be applied to
any type of TMD with known optical constants.

Simulation of optical radiation propagation in the
structure under consideration was carried out using
the COMSOL Multiphysics' software package in the
Wave Optics extension module. The configuration
being studied contains several key parameters which

I https://www.comsol.com/. Accessed June 01, 2023.
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Fig. 1. Schematic diagram of the structure under study

contribute most to the simulation results. Parameters
such as silver thickness and the number of TMD layers
have technological limitations and can be chosen over
a wide range of thicknesses. The angle of incidence
of optical radiation at the metal/dielectric interface
is also a variable parameter. At the same time, it is
important for the Kretschmann geometry to use the
transverse magnetic mode of the incident radiation.
This is the necessary condition for the generation of
surface plasmon waves. The wavelength of the incident
optical radiation was equal to 740 nm, corresponding
to the position of the exciton peak for WSe,. Varying
these parameters enables the distribution of electric
and magnetic fields in the structure to be changed. This
allows the parameters for the highest possible power
density of optical electromagnetic radiation in the
region of the two-dimensional semiconductor film to be
defined.

RESULTS AND DISCUSSION

Figure 2 shows plots of the maximum absorption
value as a function of the number of semiconductor film
layers, the angle of light incidence, and the thickness
of the silver layer. This value in this case means the
maximum value among all other varying parameters.

Maximum
absorption, %
100

Angle, deg.

40 50 1 10 20 30 40
Ag layer thickness, nm

(c)

Fig. 2. Diagrams of dependence of the maximum absorption value in WSe, in the configuration with a homogeneous
silver layer as a function of: (a) the angle of incidence of radiation and the number of TMD layers, (b) the thickness
of the Ag layer and the number of TMD layers, (c) the angle of incidence of radiation and the thickness of the Ag layer
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Fig. 3. Diagrams of the dependence of the area of absorption peaks in WSe, in the configuration with a flat silver layer
as a function of: (a) the angle of incidence of radiation and the number of PDM layers, (b) the thickness of the Ag layer
and the number of TMD layers, (c) the angle of incidence of incident radiation and the thickness of the Ag layer

In Fig. 2a, the maximum values for all other
parameters (in this case, it is the thickness of the silver
layer) are shown in the coordinates of the angle of incidence
and the number of layers. The maximum absorption values
for all values of the silver layer thickness were taken from
among the sets of plots in the coordinates of the angle of
incidence and the number of TMD layers. If the point with
the maximum absorption value of 99% is taken (according
to the coordinates of the number of TMD layers 40 and the
angle of incidence 80°), then by any other graph (Figs. 2b
and 2c¢) the value of the third coordinate can be defined:
the thickness of the silver layer, at which this maximum
value is achieved. So from Figs. 2b and 2c it is clear that
this value of the silver layer thickness is =8 nm.

Figures 2a and 2b show that in such a configuration
of the Kretschmann model, the maximum value of
absorption in the TMD (close to 100%) can be achieved
only with a large number of semiconductor layers (15 and
more). Nevertheless, it shows that it is possible to
achieve such a large percentage of absorption just in
the semiconductor layer (which can be a conducting
channel for optoelectronic devices), and not in the whole
structure (as, for example, shown in the works analyzed
in the introduction of this article).

In addition to the maximum optical absorption value,
the area of the absorption peak is a characteristic value. This
value must be taken into account because, for example, at
different beam angles the maximum optical absorption
values may be the same, while the areas of these absorption
peaks may differ radically from each other. This fact can be
decisive when selecting the configuration for the respective
applications. Therefore, a plot of the absorption peak area
as a function of the number of semiconductor film layers,
the angle of light incidence, and the thickness of the silver
layer was also calculated. The results of this calculation are
shownin Fig. 3. The area of the peaks in this case refers to the
number of points with a value above 68% (20, where G is
the standard deviation), of the absorption maximum.

This analysis is also necessary because if the absorption
peak is very narrow in some coordinates, it is
technologically difficult to create a structure with such
precise tolerances. It is thus important to determine not
only the absorption maximum value, but also its area.

Figure 3c shows the specific parameters at which
a large area of the absorption peaks is achievable. For
example, it can be seen that a large area of the absorption
peak is achieved with a silver layer thickness of up to
5 nm, and an angle of incidence of 42° to 60° (Fig. 2¢c
shows that this peak roughly corresponds to an
absorption value of 50%).

Figure 4 shows a diagram of the dependence of
absorption in TMD on the thickness of the silver layer
and the angle of incidence of light. The dotted white
line in the inset shows the region with the maximum
absorption value. It can be concluded that the use of
monolayer TMD is not very advantageous in terms
of achieving high optical absorption (Fig.4 shows
the maximum achievable absorption value of 40%).
However, for nanoelectronics devices and other
applications, energy-efficient semiconductors need to be
used. Monolayer TMD specifically belong to this group,
due to their direct bandgap. It can also be advantageous
in terms of device integration and miniaturization.
Hence, there is an obvious interest in finding methods
to increase the name absorption in a monolayer film. It
can be seen clearly from Fig. 4, that the optimal values
of parameters for achieving maximum absorption in
a monolayer film are: the thickness of the silver layer is
37 nm and the angle of incidence of incident radiation
is42.1°.

As mentioned above, the important quantity under
study is the absorption by the semiconductor layer.
In Fig. 5, the solid lines show the plots of absorption,
reflection and transmittance of the whole structure as
a function of the angle of incidence of light for different
thicknesses of the silver layer, and the dashed line shows
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Fig. 4. Diagram of the absorption dependence in TMD
as a function of the silver layer thickness and the angle
of light incidence
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the plots of absorption of as a function the semiconductor
layer. These are typical plots that arise when using the
Kretschmann geometry [35].

The width of the absorption peaks indicates the
increase of absorption exactly due to plasmon resonance.
Figure 5d shows a plot of the magnetic field distribution
(H_-component) in a structure with a silver thickness of
37 nm and a light incidence angle of 41.2°, i.e., the peak of
plasmon resonance and absorption in Fig. 4. Here standing
waves can be seen, the appearance of which is characteristic
of surface plasmon resonance. It can also be seen that in
this case, the absorption in the semiconductor film is only
half of the total absorption of the structure.

Figure 6a shows the absorption map of the total
structure as a function of silver layer thickness and

100
80

—=— Absorptionin TMD |

— Total absorption
— Total reflection

— Total transmittance

60

%

40

Angle, deg.
(b)

(d)

Fig. 5. Diagrams of absorption, reflection and transmittance as a function of the angle of incidence of light for structures
with silver layer thicknesses of 10 (a), 37 (b), and 60 (c) nm and normalized graph (d) of magnetic field (H,-component)
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Fig. 6. Optical absorption map in the total structure as a function of silver layer thickness and beam angle
of incidence (a) calculated absorption values in WSe, and Ag film separately as a function of Ag layer thickness (b)

Russian Technological Journal. 2024;12(4):96-105

101



Kretschmann configuration as a method to enhance optical absorption

in two-dimensional graphene-like semiconductors

Andrey A. Guskov,
Nikita V. Bezvikonnyi, Sergey D. Lavrov

angle of incidence (WSe, thickness is one monolayer).
The contour of the graph with an absorption level of
60% (black dashed contour) was chosen as an example.
As canbe seen from the graph, an overall absorption equal
to or greater than 60% can be achieved using different
combinations of metal thickness and angle of incidence.
However, this does not mean that the absorption in the
TMD will be maximized. In order to demonstrate this
effect, the absorption in the monolayer film, silver, was
further calculated along the white line with arrows and
the ratio of these absorptions was calculated (black, red,
and dashed green lines in Fig. 6b). It can be clearly seen
that the absorption of the total structure is 60% in the
entire graph, but the absorption plots of the individual
layers of the structure are not constant. The dotted
green graph shows that the ratio of absorption in the
semiconductor to absorption in the metal can vary from
0.7 to 0.5, i.e., differ almost by a factor of 1.5.

CONCLUSIONS

In the framework of this work, a theoretical study
of optical absorption in a semiconductor WSe, film
with Kretschmann configuration was conducted.
The study took into account such parameters as the
thickness of WSe,, the thickness of the silver layer
and the angle of light incidence. At the exciton peak
wavelength (740 nm), a high absorption level (more than
80%) is achieved when the thickness of WSe, is 8 nm
and above (corresponding to 15 monoatomic layers). In
this case, the thickness of the silver layer is up to 20 nm
and the angle of incidence in the range of 50° to 85°.
In order to achieve 100% absorption, a WSe, thickness
of about 22 nm or more (corresponding to 40 layers) is
required. The Ag layer thickness value should be less
than 10 nm, and the angle of incidence in the range of
55°to 85°.

The maximum achievable “area” of the absorption
peak is observed at a silver layer thickness of up to

5 nm and an angle of incidence between 42° and 60°.
For monolayer film, the optimum absorption values
are achieved at a silver layer thickness of 37 nm and
an incidence angle of 42.1°. Under these conditions, the
total absorption in the structure is 100%, whereas the
absorption in the monolayer film is 40%.

The importance of determining the optimal
parameters for absorption directly in the semiconductor
film needs to be emphasized. Despite the same absorption
values throughout the structure, the absorption ratio
between the WSe, semiconductor layer and the Ag metal
layer can vary between 0.7 and 0.5. This information is
of key importance for the development of nano- and
optoelectronics devices such as phototransistors and
photodetectors with a two-dimensional semiconductor
channel.
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Abstract

Objectives. To build neural network models of time series (LSTM, GRU, RNN) and compare the results of forecasting
with their mutual help and the results of standard models (ARIMA, ETS), in order to ascertain in which cases a certain
group of models should be used.

Methods. The paper provides a review of neural network models and considers the structure of RNN, LSTM, and
GRU models. They are used for modeling time series in Russian macroeconomic statistics. The quality of model
adjustment to the data and the quality of forecasts are compared experimentally. Neural network and standard
models can be used both for the entire series and for its parts (trend and seasonality). When building a forecast for
several time intervals in the future, two approaches are considered: building a forecast for the entire interval at once,
and step-by-step forecasting. In this way there are several combinations of models that can be used for forecasting.
These approaches are analyzed in the computational experiment.

Results. Several experiments have been conducted in which standard (ARIMA, ETS, LOESS) and neural network
models (LSTM, GRU, RNN) are built and compared in terms of proximity of the forecast to the series data in the test
period.

Conclusions. In the case of seasonal time series, models based on neural networks surpassed the standard ARIMA
and ETS models in terms of forecast accuracy for the test period. The single-step forecast is computationally less
efficient than the integral forecast for the entire target period. However, it is not possible to accurately indicate which
approach is the best in terms of quality for a given series. Combined models (neural networks for trend, ARIMA
for seasonality) almost always give good results. When forecasting a non-seasonal heteroskedastic series of share
price, the standard approaches (LOESS method and ETS model) showed the best results.
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AHaJu3 HellpoceTeBbIX MoaeJIen
JJISI IPOTHO3UPOBAHUS BPEMEHHBIX PHAI0B
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Pe3iome

Llenu. OcHoBHas Lenb paboTbl — MOCTPOUTL HEMPOCEeTEBbLIE MOAENN BpeMeHHbIX psaoB (LSTM, GRU, RNN) n cpas-
HUTb Pe3yYNbTaTbl MPOrHO3MPOBAHUS C UX MOMOLLLbIO MeXy COO0I 1 ¢ pedynbTataMmu CTaHAapTHeIX Moaenei (ARIMA,
ETS), 4TO6bI BLISICHUTb, B KAKUX CNy4asix CrieayeT NoJib30BaThCs ONPeAeeHHON rpynno Moaeneii.

MeToabl. MpoBeneH 0630p HelpoceTeBbIX Moaenel, paccmoTpeHa ctpykTypa moaeneii RNN, LSTM, GRU. OHu uvc-
MONbL3YTCA 419 MOOENMPOBaHUSA BPEMEHHbIX PAO0B POCCUINCKOM MakpO3KOHOMMYECKOM CTaTUCTUKN. KayecTBO noa-
CTPOVIKM MOAENEN Mo, AaHHbIE 1 Ka4eCTBO NPOrHO30B CPaBHMBAIOTCA B 9KCMEPUMEHTE. HerpoceTeBble 1 CTaHAaPTHbIE
MOZEeNN MOryT NPUMEHATLCA Kak AJ1s1 BCEero psaa LennkoMm, Tak 1 1A ero Yactemn (TpeHa, 1 Ce30HHOCTL). [Mpu nocTpoe-
HUM MPOrHO3a Ha HECKOJIbKO BPEMEHHbIX MPOMEXYTKOB Briepe, pacCMaTpmBatoTCA ABa Noaxona: noCcTpoeHme NporHosa
cpasy Ha BeCb NMPOMEXYTOK 1 MoLIAaroBblii NPOrHo3. Tak NosBASETCA HECKOIbKO KOMOMHALUMIA MOAenen, KoTopble MOoryT
MCMNONb30BAaTLCS 4719 MPOrHO3UPOBAHUS. OTU NOAXOAbI MPOAHANIM3MPOBAHbI B BbIYUCIUTENIbHOM 3KCNEPUIMEHTE.
PesynbTatbl. [1pOBEAEHO HECKO/BLKO SKCMEPMMEHTOB, B KOTOPbIX MOCTPOEHbI U CPaBHMBAOTCS MO 6AM30CTH NPo-
rHO3a K JaHHbIM psiga B TeCTOBOM nepuoae ctaHgapTtHele (ARIMA, ETS, LOESS) n HelipoceTeBble mogenn (LSTM,
GRU, RNN).

BbiBoAbI. 115 CE30HHbLIX BDEMEHHbIX PSAA0B MOLENN HA OCHOBE HEMPOHHLIX CETEN NPEB30LUAN N0 TOYHOCTU MPO-
rHO3a Ha TECTOBLIV Nepuoa, BpemeHu ctaHaapTHele mogenu ARIMA, ETS. OgHowarosblii MPOrHO3 BbIYUCANTENBHO
MeHee 9P DEKTUBEH, YEM MHTErpasibHbl NPOrHO3 Ha BECH LLENIeBOM Nepunos, HO TOYHO yKasaTb, 419 Kakux psaoB
KaKoW MMEHHO MOAXO[, OKa3blBaeTCs Ny4YLUMM MO KavyecTBy, He ynaeTcsa. KoMOMHMpOBaHHbIE MOAENM (HEMPOHHbIE
cetn onqa TpeHaa, ARIMA — ans ce30HHOCTM) NoYTK BCerga AatoT Xopowunin pedynsTtart. [1py nporHo3npoBaHum He-
CE30HHOIro retepoCcKkefacTUYHOr o psaaa Kypca akuni nydiime pesynbTaTbl noKkasanan CTaHg4apTHble Noaxoabl (MeTon,
LOESS n mopgens ETS).

KnioueBble cnoBa: gnHaMmnyeckmne psabl, MakpoakoHoMmuyeckas ctatnctuka, GRU, LSTM, RNN, DNN, BpeMeHHble
paabl
e Moctynuna: 21.06.2023 ¢ Jopa6oTaHa: 15.02.2024 ¢ MpuHaTa K ony6nukoBaHuio: 26.05.2024

Ansa untuposanus: MNMawwoes b., MNeTpycesny [I.A. AHann3 HerMpoceTeBbIX MOAENEN A1 NPOrHO3MPOBAHUS BPEMEH-
HbIX pPaaoB. Russ. Technol. J. 2024;12(4):106—-116. https://doi.org/10.32362/2500-316X-2024-12-4-106-116

Mpo3payHocTb pUHAHCOBOMN AEATENIbHOCTU: ABTOPbLI HE UMEKDT PUHAHCOBOM 3aMHTEPECOBAHHOCTN B NPEACTaBNEH-
HbIX MaTepmanax uim MeToaax.

ABTOPbI 3a5BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.
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INTRODUCTION

This article analyzes the application of common
neural network models for time series forecasting. Much
research has been devoted to the topic of time series
forecasting. In fact, several off-the-shelf approaches
are used in practice, such as: ARIMA (autoregressive
integrated moving average) models, ETS (exponential
smoothing) models [1, 2], construction of regressions
reflecting dependencies between time-varying parameters.
These can be referred to statistical models [3]. GARCH
(generalized autoregressive conditional heteroskedasticity)
models are used when establishing the phenomenon of
heteroskedasticity [1, 2]. Ready-made neural network
models LSTM (long short-term memory) and GRU (gated
recurrent unit) can be trained using available time series
data. There are many publications where several models of
different types are built at once to describe a certain temporal
process and their forecasts are used together (they are
specified below in the description of models). Estimation
of forecast accuracy when applying a combination of
ARIMA models is discussed [4, 5]. Due to the availability
of a multitude of models, the question of which of them
should be used for modeling the time process depending
on its properties becomes essential [6]. The experimental
part of the work considers the representation of seasonal
monthly time series of personal income (HHI), and the real
agricultural production index (AGR).! Non-seasonal time
series is represented by stock prices and stock indices (in
particular, the SberBank stock price).? The main objective
of the paper is to determine which models should be used
for modeling time processes.

The experimental section considers the construction
of time series models ARIMA, neural network models
LSTM, GRU, recurrent neural networks (RNN), and
full-connected neural networks. Their forecasts for the
test period are compared. The quality of neural network
models built on such data is compared with the quality of
ARIMAV/ETS statistical models by information criteria
and the quality of forecasts for the test period.

CONSIDERED APPROACHES
TO TIME SERIES SIMULATION

When forecasting a time series, a model can be
built in many ways. In particular, it is possible to train
aneural network or build a statistical model based on the

I Unified archive of economic and sociological data.
Dynamic series of macroeconomic statistics of the Russian
Federation. Indices of wages, monetary incomes of the population;
real volume of agricultural production. https://web.archive.org/
web/20230317111717/http://sophist.hse.ru/hse/nindex.shtml
(in Russ.). Accessed June 01, 2024.

2 SberBank share price (SBER). https://www.moex.com/
ru/issue.aspx?board=TQBR&code=SBER (in Russ.). Accessed
June 01, 2024.

initial values of the time series. However, on the other
hand, it is possible to use the division of the series into
a seasonal component and a trend.

Usually, the trend 7, is a deterministic part of the
time series y, with a seasonal component S, (it may not
exist), and noise R, where ¢ is time. The series can be
represented in an additive or multiplicative form:

v, =8, +T, + R, (1)
Y, =8, xT, xR,. 2)

These approaches are equivalent.

In this case, one of the most common models for
describing a time series that does not rely on neural
networks is ARIMA(p,d,q). This consists of the
autoregressive part (for a model of order p the values of
the series X are made dependent on p of their previous
values):

X, =c+o X, +...+<prt_p,
where @;,i=1p are the coefficients of the function;
and from the moving average part of the order ¢ [1]:

X, =g, +0g,_ | +...+ qut—q'

where 0;,i =1,¢ are the coefficients of the function. The
order d denotes the number of differentiations of the
series.

In fact, when building a model, the trend is overcome
by switching to a stationary time difference (by
repeatedly differentiating the series until the statistical
test confirms stationarity) [1, 6]. The work is carried
out with the transformed stationary time series. As part
of the computational part of the study, we compare its
results with the forecasts of the other models.

Since, according to decompositions (1), (2), the
parts responsible for seasonal fluctuations and noise
can be separated during modeling, the neural network
can be trained both on the basis of original data and
separately on the basis of trend. Because such separation
is possible, several approaches to training data for neural
network training are presented in the computational
experiment. Neural network models enable forecasting
both trend and seasonality, so trend and seasonality can
be separately predicted using their own models and
the results combined. In the second approach the data
is not separated (used, for example, in ARIMA, ETS
models). When modeling the trend, the time series is
first separated into trend, seasonal component and noise.
A neural network model is trained on the basis of trend
data, except that the trend is predicted after training. Then
the final forecast is collected from the trend forecast, as
well as the seasonal component and noise models. The
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Fig. 1. DNN structure [8]. X is the input vector, ¥, is the vector at the output of the jth layer of the network,
y is the output vector of the entire network (result), g(.) is the activation function, z,f is the input of the jth neuron
in the jith layer is the weighted linear combination of the results of the previous layer (weights are adjusted
during training)
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separation into trend, noise and seasonality is done using
LOESS (STL)? [1].

In addition, forecasting itself can also be done
in two ways. Researchers are usually interested in
forecasting not one step ahead, but for several or for the
entire season (if the series is seasonal). In this way, it
is possible to assess how well the model describes the
data of the series. However, the forecast for several steps
ahead can be made either at once (integral forecast) or
one step at a time (one-step forecast). In the second case,
each predicted value becomes a new part of the training
sample, on the basis of which the model is constantly
adjusted, while the forecast itself is made only one step
ahead at each iteration. Both approaches are compared
in a computational experiment in the form of single-step
and multi-step forecasting.

Several models are involved in the computational
experiment: dense neural networks (DNN), recurrent
neural networks (RNN), long short-term memory
networks (LSTM), and guided recurrent unit (GRU).

Fully connected neural networks are a widely known
neural network architecture [7]. Each neuron receives
a signal from all neurons of the previous layer (except
for the network inputs), applies an activation function to
their weighted combination and transmits the result to the
neurons of the next layer. Various optimization methods
are used to train fully-connected neural networks, such
as gradient descent and its modifications. However,
due to the large number of parameters, fully-connected

3 LOESS—Iocally estimated scatterplot smoothing; STL
(seasonal and trend decomposition using LOESS)—method of
decomposition of time series into trend, seasonality, and residuals.

networks can be prone to overtraining. Regularization
methods such as L1 and L2 and dropout methods are
used to combat overtraining. The structure of the
network is shown in Fig. 1.

Recurrent neural networks RNN [9, 10] are used to
simulate functional relationships between input features
in the recent past, and the target variable in the future.
As shown in Fig. 2, an RNN is periodically trained on
a historical dataset, focusing on internal (hidden) state
transitions from time state ¢+ — 1 to the cutoff 7. The
resulting model is defined by two weight matrices W,
and W , and two bias vectors b, and b . The output y,
depends on the internal state S,, which depends on both
the current input x, and the previous state S,_;:

S, = th[W_ (x, ®S, )+ b,],
¥, =o(W,S, +b ).

Here x, is the input vector at time 7, 6(x) is a sigmoid
function, and the operation @ is a concatenation. The
main disadvantage of RNN is the problem of gradient
decay, due to which the gradient becomes smaller over
time. This is expressed by the fact that RNN memorizes
information for only short periods of time.

Long Short Term Memory (LSTM) networks [11-26]
are a variant of RNNs which partially resolve the fading
gradient problem and learn longer term dependencies in
time series. They are described at time ¢ in terms of the
internal (hidden) state S, and the cell state C,. The state
C, depends on three parameters: the previous cell state
C,_; the previous internal state S, |; and the input at the
current time x,. The process depicted in Fig. 3, enables
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moving/filtering, multiplying/uniting, and adding
information using forget, input, addition, and output
gates implemented by the functions x,, i, C,, and 0,

respectively. This enables more precise control of
learning long-term dependencies.
These functions are related as follows:

f,=c(W,(x,®S, )+b ),
i, =c(W,(x, ®S,_|)+b,),
C, =th(W.(x, ®S, |)+b,),
C=1fC+ itét’
0, =c(W,(x, ®S, |)+b,),
S, =0,th(C,),
y, = G(WySt + by),

where W, W, W _, W, W are various weight matrices
involved in the training. The functions are used for
forecasting both independently (e.g., the spread of
coronavirus in [12, 19, 26] is modeled based on LSTM)
and in combination with other models in [14, 15].
A combination of the forecast of this model with the
results of other models can be applied. In[12, 16, 24, 26],
deep learning is used to tune LSTM-based models.
In [11, 13, 19, 20], LSTM-based models are compared

with other commonly used models in forecasting
a certain time process.

Guided recurrence units (GRU) [13, 25, 27-29] are
a variant of LSTM which can resolve the fading gradient
problem even better. As can be seen from Fig. 4, the
novelty of this method lies in the use of update, reset,

and third gates implemented by functions z, r, St Each
element has a different role in controlling the filtering,
utilization, and merging of the previous information.
The first term in the expression for the following state
(I-%,)S,_; enables configuration of what to keep from

the past, while the element ztgt determines what to use
from current memory contents.
These functions are related as follows:

r,=c(W,.(x, ®S, ) +b,),
z,=c(W,(x, ®S, ) +b,),
S, = th(W,(x, ®S,_r,)+b,),
S, =(1-2,)S, , +2,S,,
Y, =o(W,S,+b ).

Both applications of the GRU element connects
with other neural networks (in [27, 28] with CNN
networks [7]) and cascaded element construction [29]
can be found in the literature.

COMPUTATIONAL EXPERIMENT

This work presents the results of three experiments
on the representation of monthly time series: household
income (HHI); the index of the real agricultural
production (AGR) (the indices have dimensionless
units); and the daily time series of the SberBank of the
Russian Federation share price measured in rubles.

The fully connected neural network has the structure
shown in the Table 1.

Yi-1 \A Yi+1
A A
A
Ciq R Nz T ~ C;
If L A B U,
...... —>»C, .,S t r_’«w X C..,, S,  —Pu
-1 ¥t-1 + 2 ‘0: t+10 P+
A ol o] [th] |o S 4
St J J J
T(
X1 X Xt+1

Fig. 3. LSTM structure [8]
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Table 1. Structure of a fully connected DNN neural network
Forecast type Layer number Number of neurons
Input layer, 0 6
Layers 1, 5 64
Single-step
Layers 24 128
Output layer, 6 1
Input layer, 0 24
L 1,5 64
Integral (forecast for 12 time periods avers &
head
ahead) Layers 24 128
Output layer, 6 12

In single-step forecasting, the network makes
a forecast 1 step ahead. This data then becomes part of
the training data, and the next step is made (one neuron
in the output layer). In the integral approach, the forecast
is made for 12 steps forward at once (for a year, since
a series with annual seasonality is considered; there are
12 neurons in the output layer).

In order to evaluate model forecasts, measures of the
closeness of the forecast vector and the vector of real
values of the quantity are considered [1, 2]:

D (x(0) ~ 15(1))*

N

D) ~s(0)|
MAE = -

)

Here RMSE is a root mean square error; MAE is
a mean absolute error; t(¢) are the real values of the

time series; ts(¢) is the forecast of the mathematical
model; N is the length of the forecasting segment (most
often, it coincides with seasonality, and here we are
talking about time series with annual seasonality, so
N=12).

The RNN network architecture chosen for integral
trend forecasting with a step of 12 consists of three RNN
layers (each containing 64 neurons), as well as a single
layer of fully-connected neurons (i.e., 12 neurons in
terms of the number of predicted values). A time window
of size w is fed to the input of the model. As a result of
experiments, it was found that a single layer is unable to
detect seasonality. Adding more than three layers does
not significantly improve the quality of the forecast. For
this reason, three layers are chosen. The total number of
trained parameters in the model is 21516.

A simpler model containing only one RNN layer
with 64 neurons and an input layer with a single neuron
was chosen for single-step trend forecast. This resulted
in a significant reduction in the number of trained
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parameters to 4289, since additional layers did not
noticeably improve the forecast quality.

LSTM and GRU architectures were chosen to be
identical in terms of the structure of the RNN network
model described above. However, the number of trained
parameters of LSTM for the two different architectures
is 83724 and 16961, respectively, while for GRU it is
63564 and 12929.

The classical ARIMA and ETS models are involved
in the experiments [1, 2]. In the LOESS method, a trend
is extracted based on the STL decomposition. It is then

forecast for the test period using the ARIMA model.
A seasonality model is superimposed on the forecast for
the test period. In addition, the trend was estimated using
a polynomial. Seasonality was estimated using ARIMA,
and the results were combined.

Experiment 1 considers the index of money income of
the Russian population for 2000-2020. All the considered
models were adapted for the 2000—2020 training period
(the crisis years 2008 and 2014 were removed and the
data agglomerated). The results of their forecasts for the
test period (2021) are compared in Table 2.

Table 2. Money income index models according to macroeconomic statistics of the Russian Federation

and their forecasts for the test period

Time series model MAE RMSE
Polynomial of degree 4 + seasonality ARIMAC(1, 1, 2) 3.42 4.52
LOESS method 3.49 4.57
ARIMA(6, 1, 5) with the seasonality (0, 1, 1), 5.86 7.01
ETS 6.57 8.47
DNN model for trend, single-step forecast 4.21 5.58
DNN model for trend, integral forecast 3.88 4.58
DNN model for trend and seasonality, single-step forecast 2.44 3.06
DNN model for trend, ARIMA(1, 1, 2) for seasonality, single-step forecast 1.73 1.97
DNN model for trend and seasonality, integral forecast 2.48 3.36
DNN model for trend, ARIMA(1, 1, 2) model for seasonality, integral forecast 2.29 2.62
RNN model for trend, single-step forecast 6.25 7.68
RNN model for trend, integral forecast 4.65 5.86
RNN model for trend and seasonality, single-step forecast 4.32 4.72
RNN model for trend, ARIMA(1, 1, 2) model for seasonality, single-step forecast 2.82 33
RNN model for trend and seasonality, integral forecast 3.88 4.45
RNN model for trend, ARIMA(1, 1, 2) model for seasonality, integral forecast 2.35 2.95
LSTM model for trend, single-step forecast 23.43 30.68
LSTM model for trend, integral forecast 18.97 30.09
LSTM model for trend and seasonality, single-step forecast 3.83 4.25
LSTM model for trend, ARIMA(1, 1, 2) model for seasonality, single-step forecast 2.42 2.79
LSTM model for trend and seasonality, integral forecast 591 6.63
LSTM model for trend, ARIMA model for seasonality, integral forecast 5.03 5.40
GRU model for trend, single-step forecast 19.00 29.28
GRU model for trend, integral forecast 20.05 27.30
GRU model for trend and seasonality, single-step forecast 3.81 4.24
GRU model for trend, ARIMA(1, 1, 2) model for seasonality, single-step forecast 2.40 2.76
GRU model for trend and seasonality, integral forecast 3.94 436
GRU model for trend, ARIMA(1, 1, 2) model for seasonality, integral forecast 241 2.89
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Table 3. Models of the index of real volume of agricultural production according to macroeconomic statistics
of the Russian Federation and their forecasts for the test period

Time series model MAE RMSE
Polynomial of degree 1 + ARIMA(2, 0, 1) with seasonality (2, 1, 1), 67.04 77.76
Logarithmic function y = a,, + a,Inx 55.04 80.92
Exponential function y = exp(a, + a,x) 53.00 90.48
ARIMA(3, 0, 1) with a seasonality (2, 1, 2),, 13.24 18.51
ETS 17.22 25.40
DNN model for trend, single-step forecast 15.97 29.70
DNN model for trend, integral forecast 14.63 26.61
DNN model for trend and seasonality, single-step forecast 9.75 16.18
DNN model for trend, ARIMA(2, 0, 1) x (2, 1, 1),, model for seasonality, single-step forecast 8.71 11.94
DNN model for trend and seasonality, integral forecast 9.09 15.31
DNN model for trend, ARIMA(2, 0, 1) x (2, 1, 1);, model for seasonality, integral forecast 6.81 10.90
RNN model for trend, single-step forecast 17.02 23.72
RNN model for trend, integral forecast 13.94 16.66
RNN model for trend and seasonality, single-step forecast 8.37 14.67
RNN model for trend, ARIMA model for seasonality, single-step forecast 6.72 10.53
RNN model for trend and seasonality, integral forecast 10.51 16.17
RNN model for trend, momens ARIMA(2, 0, 1) x (2, 1, 1), model for seasonality, single-step forecast 8.95 11.81
LSTM model for trend, single-step forecast 26.56 38.00
LSTM model for trend, integral forecast 23.35 31.07
LSTM model for trend and seasonality, single-step forecast 8.39 14.76
LSTM model for trend, ARIMA(2, 0, 1) % (2, 1, 1);, model for seasonality, single-step forecast 6.87 10.58
LSTM model for trend and seasonality, integral forecast 8.78 15.41
LSTM model for trend, ARIMA(2, 0, 1) x (2, 1, 1),, model for seasonality, integral forecast 7.30 11.13
GRU model for trend, single-step forecast 24.82 34.09
GRU model for trend, integral forecast 21.47 26.67
GRU model for trend and seasonality, single-step forecast 8.90 15.48
GRU model for trend, monens ARIMA(2, 0, 1) x (2, 1, 1),, model for seasonality, single-step forecast 7.88 11.24
GRU model for trend and seasonality, integral forecast 10.11 16.34
GRU model for trend, monens ARIMA(2, 0, 1) x (2, 1, 1),, model for seasonality, integral forecast 8.87 12.09

Based on an analysis of ACF/PACF* functions,
a conclusion was drawn about the presence of seasonality
in 12 months (which is confirmed by statistical tests) and
ARIMA(p, d, q) mathematical models were selected.
Their selection and analysis are detailed in [3, 30].

Note that the best forecasts are obtained for
a combination of models (neural network model for
trend, ARIMA for seasonality). Practically any model
for the trend gives good results (the best results are
obtained by the full-link network). The LSTM model

4 ACF—autocorrelation function; PCF—partial autocorrela-
tion function.

performed better for single-step forecasts, the RNN and
DNN models performed better for integral forecasts,
while the GRU model worked well for both approaches.
In this experiment, neural network models outperformed
standard time series models.

Experiment 2 considers the index of real
agricultural production in Russia for 2000-2020 (a
detailed analysis of the series is presented in [30]).
All the models considered were adapted for the
2000-2020 training period (the crisis years 2008 and
2014 were removed and the data agglomerated). The
results of their forecasts for the test period (2021) are
compared in Table 3.
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According to ACF/PACF functions, it can be concluded
that there is seasonality in 12 months (which is confirmed
by statistical tests). Also, due to the presence of a spike in
the PACF diagram, all ARIMA(p, d, g) models with orders
p, g from 1 to 6 were tested. The ARIMA(2, 0, 1) model
with annual seasonality of the form (2, 1, 1), is used for
a combination of models in which the standard ARIMA
model is used to describe seasonality and the trend is
specified using a neural network model or polynomial.

Note that the best forecasts are obtained for
a combination of models (neural network model for
trend, ARIMA for seasonality). At the same time, not all
models give good results for the trend (RNN, DNN and
LSTM give the best results). RNN and LSTM models
performed better for single-step forecast, and DNN—
for integral forecast. In this experiment, neural network
models outperformed standard time series models.

Let us separately consider a series of exchange
rate of exchange-traded shares: the shares of SberBank
of the Russian Federation. It has heteroskedasticity:
its mathematical expectation and dispersion change
with time. This is confirmed by the McLeod-Li test
(all components of the resultant vector are zero with
an accuracy of 0.01) [31]. Due to the fact that it is
non-seasonal, only two approaches are possible for each
neural network system: to make a forecast for the entire
test period at once (integral) or to make step-by-step
forecasts, declaring each new step as part of the training
sample, in order to move to the next point in time. They
clearly indicate the absence of seasonality and the need
to test second-order models. ARIMA(2, 1, 3) model was
chosen for the series (the analysis of the series is given
in [30]).

The forecasting results are presented in Table 4.

The best results are obtained by classical methods
of series modeling: LOESS, ETS, and ARIMA models.
Among neural network methods, the best result was
shown by GRU model. In all cases, forecasts made one
step ahead several times are better than a single forecast
for a given period.

CONCLUSIONS

For seasonal time series, neural network-based
models outperform standard models in terms of forecast
accuracy for the test time period. The forecast accuracy
of neural network models in all experiments was better
than that of ARIMA/ETS models. The single-step
forecast appears to be computationally less efficient
than the integral forecast for the entire target period at
once. However, it is not possible to specify precisely for
which series the single-step or integral forecast is better
in terms of quality.

Combined models, in which neural network models
are used to model trend, and ARIMA model is used to
model seasonality (when decomposed into trend, noise
and seasonality, for example, using STL), almost always
give a good result. More often than not, it is this model
which provides the best result. At the same time, since
the results are approximately equal, due to the lower
complexity of construction and training, the RNN and
full-link DNN models appear preferable.

When forecasting non-seasonal series, one-step
forecasting is recommended (each predicted value
is announced as part of the training sample to predict
the next value). When forecasting the share price of
SberBank of the Russian Federation, the best results
were shown by the standard models and RNN.

Table 4. SberBank of the Russian Federation share price time series models

Time series model MAE RMSE
LOESS method 0.004 0.006
ARIMA (2,1, 3) 11.23 42.11
ETS 4.95 20.68
DNN model for trend, single-step forecast 23.49 27.22
DNN model for trend, integral forecast 51.00 62.80
RNN model for trend, single-step forecast 16.42 21.69
RNN model for trend, integral forecast 80.53 86.39
LSTM model for trend, single-step forecast 49.74 59.32
LSTM model for trend, integral forecast 76.95 81.40
GRU model for trend, single-step forecast 7.14 29.28
GRU model for trend, integral forecast 24.66 85.05
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When building neural networks modeling, the  forecasting even when the number of neurons in

behavior of time series, several layers should be a layer is increased.

used (5-6 layers were used in this work). Networks Authors’

contribution. All authors equally
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