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Abstract

Objectives. This paper examines the various approaches to analyzing the impact of software changes, and suggests
a new method using function control flows. Impact analysis of software change can require the investment of a lot
of time and competence on the part of the expert conducting it. There is no detailed description of methodology for
analyzing the impact of changes and it is not established at a legislative level. The proposed method has three aims:
reducing the level of requirements for an expert when conducting software research; localizing code areas to establish
defects in information protection functions; and reducing the time spent on analyzing the impact of changes.
Methods. The study analyzes the common methods for analyzing software changes with a description of their
positive and negative sides. The possibility of analyzing changes in the control flow of software functionsis considered
as an alternative to line-by-line comparison of the full volume of source codes. Represented as tree-shaped graphs,
the control flows of different versions of the same software are subject to a merging procedure. The final result
is analyzed by an expert from the research organization.

Results. The research results of the software change analysis methods are presented with a description of their
disadvantages. A description is given of the method for change analysis using function control. This complements
existing methods, while eliminating their disadvantages. The study also analyzes the possibility of using this method
beyond the tasks defined in the introduction.

Conclusions. The use of methods to localize the most vulnerable code sections is considered one of the most
promising areas for analyzing change impact. In addition to searching for vulnerable code sections, it is important
to evaluate the effectiveness of the control flow comparison method in the analysis of source code when transferred
to another code base.

Keywords: static analysis, cryptographic protection tool, change impact analysis, graph merging, program code
analysis
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Pe3iome

Llenun. B ctatbe paccMaTpuBaloTCs pasivyHble NoaxoAbl K BbIMOJAHEHUIO MPoLeaypbl aHann3a BANAHNUS N3MEHEHN
nporpammHoro obecneyveHus (MO) Ha ero 6€30MacHOCTb, a TakXke NPeasoXeH HOBbIN MeTo, MPOBEAEHUS NMPOoLeay-
pbl aHaNM3a, NCMNOJb3YOLWNIA NOTOKN yNpaBneHns GyHKUMIA. AHaNn3 BIUsSHUS naMeHeHni NO — 4OoCTaTovyHO TPYAO-
emMkas npoueaypa, TpebyoLwas 3HaYNTENIbHbIX BDEMEHHbIX 3aTpaT U Hann4msg Heo6xoaMMOM KOMNETEHLMN Y NPO-
BOASILLIErO ee aKcnepTa. MeToamka NpoBeaeHNs aHanm3a BNnaHUS naMmeHeHni MO He MeeT AeTanbHOro OnNMcaHus
M He 3akpersieHa Ha 3aKkoHOAaTeNbHOM ypoBHe. Llenb npepnaraeMmoro Metoaa — CHUXEHME YPOBHS TpeboBaHMA
K 9KCnepTy, NpoBoAsLemy nccnenosanuve NO; nokanusauma obnacTtenn Koaa Ans UCCNefoBaHUA Ha Hanuyve ae-
deKkToB B PyHKUMAX, 06ecneymBaowLmx 3amTy MHGOopMaLMm; CoKpaLlleHe BpeEMEHN, 3aTpayMBaeMoro Ha npoBe-
[eHne aHann3a BANSHUA NUSMEHEHWNIA.

MeTopabl. [lpoaHann3npoBaHbl HaMboJsiee pacnpPoCTPaHEHHbIE METOAbI aHaNIN3a N3MEHEHWNIA: MOCTPOYHOE CPaBHe-
HUe, cMcTemMa yrnpasiieHUs BEPCUAMM, BbINOIHEHNE aBTOMaTU3NPOBAHHbIX TEKCTOB. [pnBeaeHO onncaHue nosao-
XUTENbHbIX N OTpULATENbHbIX CTOPOH METOA0B aHann3a. PaccMoTpeHa BO3MOXHOCTb aHann3a M3MeHEHNM NoToka
ynpasneHms yHkumamm MO kak anbTepHaTyBa CTaHOAPTHOMY NOCTPOYHOMY CPaBHEHMIO MOJIHOFO 00beMa NCX0oa-
HbIX TEKCTOB. Mocne NocTpoeHus NOTOKM YNpaBieHUs pasnunyHbix Bepcuii ogHoro MO, npeacTaBneHHble B BUOE
OpeBOBUAHbIX rpadoB, NPOXOAAaT Npoueaypy 06beanHeHNs. KOHeYHbIN pe3ynbTaT aHaIn3npyeTcs SKCNepPTOM.
Pe3ynbTathl. [1prBeaeHbl pesynbTaTbl UICCNef0BaHNSA METOO0B aHanu3a naMmeHeHuin NO ¢ onncaHMem HepgocTat-
KoB. lpencraBneHo onucaHve MeTona MpPoBeAEHUSA aHann3a U3MEHEHWUIM, UCMOJMb3YIOLLEro NOTOK YrNpaBieHus
GYHKUMN, KOTOPbIV LONOMHAET CYLLECTBYIOLLME METOObI, YCTPAHASA UX NPeACTaBIEHHbIE HegoCTaTKW. [poaHannan-
poBaHa BO3MOXHOCTb MPUMEHEHNS AAHHOIo METOAa 3a paMkaMu 3a4a4, onpeneneHHbIX BO BBEAEHUM.
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BbiBoabl. VIcnonb3oBaHMe METOA0B, JIOKANN3YIOLWMX Hanbonee yasBuMble y4aCTKM KOOA, BbIOENeHO Kak OAHO
13 Hanbosiee NepcneKkTUBHbLIX HaMNpaBeHUn Ais NPoBeAeHNs aHann3a BANAHUA N3MEHeHUn. NMoMnMo noucka yss-
BUMBbIX Y4aCTKOB KOJa, BaXHOM ABNseTCA oueHka a(pPekTUBHOCTN METOAa CPaBHEHMA MOTOKOB YrpaB/ieH!s B aHa-
NIM3€e UCXOJIHOr0 KOofia Npu ero nepexoje Ha Apyrylo koaosyto 6asy.

KnioueBble cnoBa: CTaTM4eCKnin aHanna, CPeaCcTBO KPUNTOrpadmn4eCckon 3amTbl, aHaNnU3 BIAUSHUA U3MEHEHWA,

ob6beanHeHve rpadoB, aHanM3 NPorpamMMHOro koga

e Moctynuna: 02.08.2023  fopaboTaHa: 25.09.2023 * MpuHaTa k ony6nukoeaHuio: 05.02.2024

Ansa umtuposanus: JlerkogymoB A.A., Kosees b.H., bennkos B.B., Koponbkos A.B. MeToabl aHann3a BAMsHUS U3MeHe-
HUI NporpamMMHoro obecneyeHuns Ha LeneBble GYHKUMN U QyHKUMK 6e3onacHocTn. Russ. Technol. J. 2024;12(2):7-15.

https://doi.org/10.32362/2500-316X-2024-12-2-7-15

Mpo3payHocTb hpMHAHCOBOIN AeATEJNIbHOCTU: ABTOPbI HE UMEIOT PMHAHCOBOM 3aMHTEPECOBAHHOCTM B NPEACTAB/IEH-

HbIX MaTepunanax nin metogax.

ABTOpbLI 32aBNSI0T 00 OTCYTCTBUWN KOHMNNKTA MHTEPECOB.

INTRODUCTION

Software is deeply integrated into the life of modern
man. It is used in medical equipment, cars, banks,
airplanes, phones, and many other areas. Much of today’s
software interacts with the personal data (PD) of its users
ormay even be installed at a critical facility (CF) allowing
interaction with highly valuable data. Compromised CF
or theft of PD can result in infrastructure destruction,
facility control failure, theft of user resources, and other
negative consequences. The security of user data and
infrastructure requires embedding certified information
security equipment (CISE). This can be specialized
software designed to protect private information [1]. In
order to protect against new threats, new information
security features are constantly being added to the
source codes of the information security software, or
existing ones are changed. After such a change, special
examination of CISE needs to be carried out. The need
for such examination is justified by orders of the Federal
Service for Technical and Export Control (FSTEC)! and
the Federal Security Service of Russia.?

Developing and maintaining any software is
a continuous process wherein the existing functionality
is constantly changing. New functions are added, coding
styles are updated, optimizations are made, and errors
are corrected. Any change made to the software or
hardware product (hereinafter referred to as a product)
may have an unpredictable impact on a certain part or
even on all functions performed by the product. The

more changes made to the product, the more difficult it is
to trace their impact. In order to detect the changes made,
and to establish their nature and quality, a special study
called change impact analysis (CIA) [2] is conducted.
This is performed, in order to test the software used and
to determine the degree of risks associated with any
changes made.

Note: in the following text, the expert referred to is
an employee of a testing laboratory involved in the CISE
change impact analysis.

CIA is a labor-intensive procedure. A significant
amount of work is performed manually by the expert
and the developer of the protection system. Based on the
results of CIA, the aim of the expert is to obtain answers
to the following questions:

1. Which program modules and functionalities
would be affected by the specific change and how
exactly?

2. Would this implementation affect the functionality
of the application or individual application
modules?

Orders No. 55 of the Federal Security Service
of Russia and No. 66 of FSTEC the CISE state
that CIA is required after each change. In this way
a significant number of changes may accumulate
between two versions of the same product, thus
increasing the working time of the expert. Thus, the
complexity and the amount of resources spent on CIA
is additionally affected. Furthermore, a special study

! Paragraph 71 of the FSTEC Order No. 55 from April 03, 2018 “Regulation on the Information Protection Equipment Certification

System.” The paragraph of the Order specifies that the developer of an information protection system should conduct tests of the
information protection system involving a testing laboratory (in Russ.). https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-
rossii-ot-3-aprelya-2018-g-n-55. Accessed May 02, 2023.

2 Paragraph 41 of the Order of the Federal Security Service of Russia No. 66 dated February 09, 2005 “Regulations on the
Development, Production, Implementation, and Operation of Encryption (Cryptographic) Means of Information Protection (Regulations
PKZ-2005).” The paragraph specifies that all changes in the design of cryptographic information protection means and their manufacturing
technology should be coordinated by the manufacturer of cryptographic information protection means with a specialized organization
and the Federal Security Service of Russia (in Russ.). http://pravo.gov.ru/proxy/ips/?docbody=&prevDoc=102900265&backlink=1&nd
=102097894&rdk=0. Accessed May 02, 2023.

Russian Technological Journal. 2024;12(2):7-15


https://doi.org/10.32362/2500-316X-2024-12-2-7-15
https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-3-aprelya-2018-g-n-55
https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-3-aprelya-2018-g-n-55
http://pravo.gov.ru/proxy/ips/?docbody=&prevDoc=102900265&backlink=1&nd=102097894&rdk=0
http://pravo.gov.ru/proxy/ips/?docbody=&prevDoc=102900265&backlink=1&nd=102097894&rdk=0

Methods for analyzing the impact of software changes
on objective functions and safety functions

Alexander A. Legkodumov,
etal.

is required to be conducted by an expert from a third-
party organization, unfamiliar with the software and
organization of the internal operation of the CISE
functions. All the above constitutes the main problem
of change analysis [3].

The expert conducting CIA should be highly
qualified. They are required to possess:

e an understanding of the software operation;

e knowledge of the programming language in which
the product is developed;

¢ an understanding of the operation of libraries used in
the product implementation;

e the ability to search for changed code sections and
analyze these sections to evaluate the impact of
changes on the product functionality.

The paper considers different approaches to
conducting CIA. It presents a method aimed at
optimizing the analysis, in order to reduce the level of
requirements of the expert and reducing the time needed
to obtain meaningful results. When used in this paper,
meaningful results are understood to be finding code
changes and determining their impact on the CISE
quality characteristics.

1. ANALYSIS OF EXISTING CIA METHODS
1.1. Line-by-line comparison

Line-by-line comparison is a method by which an
expert performs a line-by-line comparison of different
source code versions of the same product, in order to
find and evaluate differences. The procedure can be
performed using software source code comparison
tools such as Beyond Compare®, Araxis Merge* or the
Linux built-in diff utility. Source code modification for
this method consists of deleting, adding, or changing
a line. In most practical cases, the changes found during
line-by-line comparison are erroneous insertions which
have no effect on functions implemented by the product.
Changes which can be classified as erroneous can be
divided as follows:

e changing the names of functions or variables;

e removing or adding line breaks;

e deleting or adding comments;

e deleting or adding code lines which do not relate
to the functionality implemented by the product (if
only not regulated by requirements).

The latter represents idle code sections [4]. This
may be code which only participates in developer
tests or operates in a certain environment. In addition
to erroneous occurrences, this method is relatively

3 https://www.scootersoftware.com/. Accessed May 02,
2023.

4 https://www.araxis.com/merge/index.en. Accessed May 02,
2023.

ineffective in situations when the product code base
switches to another programming language. In this case,
any line could be marked as mismatched by automatic
analysis tools.

The advantage of this method is that it covers the
entire volume of software source code, thus enhancing the
possibility of detecting a vulnerability when compared
to automated analysis [5]. However, line-by-line
analysis is a very costly procedure requiring a lot of
expert man-hours along with an in-depth knowledge of
the programming language.

1.2. Version control systems

In order to reduce the amount of work performed
“manually” by the expert of the research organization,
the development company may provide additional
materials together with the research materials. These
may be, for example, the history of changes generated
by a version control system. In modern practice,
a version control system is used to optimize the
organization of work of several developers on any
given product.

This system consists of software to facilitate the
management of changing information. This allows
changes in the program code to be tracked. It also
enables version control, organizing the simultaneous
work of several developers, supporting several
development directions, and ensuring their interaction.
The use of information about source code modifications
focuses the attention of the expert and simplifies its
understanding.

The advantage of this method is that the change
report can be built in automatic mode. There is no
need for a separate search of every change by using
the line-by-line comparison of two source code
versions [6]. However, this advantage contains its main
disadvantage. Due to the widespread use of version
control systems, the history of changes is available
when developing most software. Despite this, the
examination can be difficult since the quality of the
description of changes depends directly on the employee
engaged in describing the changes made during the
development. The generated report or change history
may provide incomplete or even incorrect information
which may hinder a correct CIA.

1.3. Automated tests

Another CIA method implies comparing the test
results of two versions of the same software. This
method enables checking and confirming that the logic
of functions has not changed. This method allows any
changes leading to the appearance of defects in the
operation of product functions and safety functions to
be tracked [7].
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The advantages of this method include the possibility
of automating testing of a large amount of data. However,
any conclusion based on test results cannot be considered
reliable, since the developer may add undocumented
features to the software. The tests are based on known
product features and cannot signal the presence of
a software anomaly. Although automated test systems
are quite capable of finding errors when changes are
implemented incorrectly, the automated test approach
may show incomplete or incorrect results in the context
of the tests being performed [8]. Depending on the code
size being tested and the quality of changes being made,
the test set or regression testing, as another approach,
lose out to CIA in terms of the amount of resources spent
and accuracy [9]. The advantage of CIA is the possibility
of testing separate code sections while ignoring the rest
of'the protection system. Thus, testing modified software
using common practices may not be enough to ensure
compliance with security requirements. Some code
parts may require double checking, deeper analysis, or
another approach to testing [10]. The disadvantages of
the method also include additional work on creating or
modernizing tests for software, if existing functionality
has been added or removed. In rare cases, experts of
research organizations have to work with incomplete
source code, excluding the possibility of conducting
CIA using tests.

2. METHOD FOR CONDUCTING CIA

The main problem with CIA is the amount of
resources required to conduct it, whether in terms
of time required by experts or software knowledge.
In order to reduce the time required to analyze test
results or carry out line-by-line comparison, the
difference in the product logic and the relationships
between the functions of the first and second versions
of the product may be analyzed [11]. Analysis using

the proposed method is divided into the following
steps:

o performing static analysis of software to obtain data;

e building the function call sequence based on the data
obtained as a result of static analysis [12];

e representing the function call sequence in the form
of a tree-shaped graph [13];

e combining the tree-shaped graphs of two versions.
The static analysis of source codes should result in

the following data:

o data types used;

e class structures;

e function call sequence [14].

The resulting root graph representing the software
control flow shows the first function in the control flow
as a root. The graph nodes are other functions which
participate in the call chain [15]. In the process of
merging the plotted tree-shaped graphs, deleted or added
nodes are selected. Based on data obtained from the new
graph, the expert can develop hypotheses.

The following hypotheses are selected for testing:

e the node is deleted, implying the functionality is
excluded from the software or transferred to another
node;

o the node is added, implying a new functionality
has been added to the software or it is a transferred
functionality from a remote node;

e the order of node calling is changed, meaning changes
in the data processing logic have taken place.

We shall consider the following example. Figures 1
and 2 show the sequences of function calls in the form
of root graphs G, and G,. The main node is the initial
call of all other software functions. The func N node
represents any function implemented in the software,
where N is a number from 1 to the maximum possible
number of function calls.

The result of merging graphs G, and G, is shown
in Fig. 3.

main
func_1 func_2 func_3
/ \ ! !
func_4 func_5 func_6 func_7
func_8 func_9 func_10 func_11

Fig. 1. Flow of function calls for the old software version represented as a tree-shaped graph
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main

func_12

func_4

func_13

func_7

2N

func_9 func_10 func_11

Fig. 2. Flow of function calls for the new software version represented as a tree-shaped graph

main
func_1 f 2 f &
/ A \ \ 2
func_4 func_12 func_5 func_6 func_7
/ A \ / \
f 8 func_13 func_9 func_10 func_11

Fig. 3. Result of merging two graphs

Based on the data obtained, the following hypotheses
are proposed for testing:

e the func 12 node is added to the left branch.
Hypothesis: the node implements new
functionality;

o the middle branch has undergone most changes. The
func 2 and func_8 nodes are removed. Hypothesis:
new func 13 node has either new functionality or
implements the capabilities of func 2 and func_8;

e the top func 3 node in the right branch is removed.
Hypothesis: the functionality is removed completely
or moved to the nodes below it.

Thus, the task is localized and reduced to the task of
analyzing versions of specific functions with no direct
interaction with the software source code:

e in the left branch, the impact is determined by
analyzing operation of func 12;

e in the middle branch, the impact is established
by analyzing the result of comparing func 2 and
func 8 nodes with func 13 node;

e in the right branch, the impact is established by
measuring the significance of the functionality

implemented by func 3 and checking the
code (using the search program) for the presence of
the func 3 implementation in the nodes below it.

CONCLUSIONS

This paper considers the most common methods and
tools used to conduct CIA. It also presents the concept of
a new method aimed at remedying the disadvantages of
the existing methods for studying the impact of software
changes on its security. The advantage of the method
is in its ability to calculate code sections which have
undergone the biggest changes even before the expert
interacts with the source code directly.

In addition to its use by experts in research
organizations, this method can also be implemented
in software development companies, in order to track
anomalies in software logic during the development phase.

Further research will focus on using the method in
CIA related to transition to a new code base, as well as
on improving the accuracy of identifying vulnerable
nodes when tainted data is used in the analysis.
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Abstract

Objectives. Verification of software security is typically performed using dynamic and static analysis tools. The
corresponding types of analysis do not usually consider the business logic of the software and do not rely on data
access control policies. A modern approach to resolving this problem is to implement language-based information
flow control. Despite a large amount of research, mechanisms for information flow control in software are not widely
used in practice. This is because they are complex and impose increased demands on developers. The aim of the
work is to transfer information flow control from the language level to the level of formal verification. This will enable
the functions of controlling data integrity and confidentiality in software to be isolated into a separate task, which can
be resolved by information security analysts.

Methods. The research is based on general formal security methods for computer systems and formal verification
methods. The algorithm developed by the author for checking security specifications and resolving security violations
uses temporal logic of actions.

Results. The technology is presented as a step-by-step approach to resolving specific tasks, including the following:
designing a database (DB) for storing and processing sensitive information; analyzing dependencies and identifying
relevant sets of program blocks in the DB; generating TLA+ specifications for the identified program blocks; labeling
specifications according to global security policy rules and additional constraints; applying the specification
verification algorithm, and resolving security violations while providing recommendations for software developers.
The procedure also involves analyzing labeled data, in order to control the spread of verified program block output
values in external software modules.

Conclusions. The technology presented herein does not require developers to include redundant annotations
describing security policy rules. The function of analyzing information flows with reference to predefined access
restrictions is moved to a separate stage of the software development life cycle.
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Pe3iome

Llenn. MpoBepka cBOMCTB 6€30MacHOCTN nporpaMmmMmHoro obecnedveHus (MO) Npu NOCTPOEHUM NHPOPMALIMOHHBIX
CUCTEM C BbICOKMM YPOBHEM O0BEPUS, Kak NPaBuiO, OCYLLECTBASETCH C UCMNOJIb30BAHWEM MHCTPYMEHTOB [AMHA-
MWYECKOro 1 cTaTtuyeckoro aHann3a. COOTBETCTBYOLIME BUAbI aHanM3a OObIYHO HE YYMUTbIBAIOT OM3HEC-N0orm-
Ky MO n He onMpatTCs Ha NONMUTKKY YNPaBAeHUs OOCTYNOM K AaHHbIM. COBPEMEHHbLIM HanpaBieHNEM PELLEHUSs
npobnembl ABASETCA KOHTPOJIb MHDOPMALMOHHBIX NOTOKOB. HecMoTps Ha 60onbluoe KOMMYECTBO MPOBEAEHHbIX
1CCcnenoBaHnin, MexaHn3Mbl KOHTPONSE MHPOPMALMOHHbIX NOTOKOB B 1O noka He HaxoasaT LWMPOKOro NPUMEHEHMUS
Ha NpakTuKe, NOCKOJIbKY 00N1aal0T 3HAYUTENbHOW COXHOCTBLIO 1 ANKTYIOT NOBbILLEHHbIE TPEOOBaHNSA K pa3paboT-
ynkam. Llenbio paboTbl SBNSETCSA NePEHOC KOHTPOS MHPOPMALMOHHBLIX MOTOKOB C A3bIKOBOIO YPOBHSI HA YPOBEHb
dopmMasnbHO BepndurKaLmn 1 BolaeneHne GyHKUUM KOHTPOSS LeNIOCTHOCTU U KOHPUAEHUMANBHOCTU AaHHbIX B 10O
B CAMOCTOSATENIbHYIO 3a4a4y, PeLlaeMyto aHannTukaMm MHGopmMaLoOHHOM 6e30NacHOCTU.

MeTopbl. ViccnenoBaHue onuvpaeTcsa Ha obwme dopmasnbHble MeToabl 6€30MaCHOCTU KOMMbIOTEPHBLIX CUCTEM
1 MeToabl popManbHOW Bepudukaumm. PaspaboTaHHbIi aBTOPOM anropuTM NPoBEPKM cneundukaumi ncnonb3yeT
annapat TeMNopPasibHOW NOrMkKu AenNCTBUA.

PesynbTaTtbl. [peacrasneHa TexHonorus, npegnonararLllas nosTanHoe peLleHre YacTHbIX 3a4a4: NPoeKTMpoBa-
Hue 6a3bl AaHHbIX (BM) ona xpaHeHns n o6paboTkn noasexallen 3awmte MHpopmMaLmn, aHanm3 3aBUCUMOCTEN
1 BblOgNeHne peneBaHTHOro MHOXecTBa NporpaMmMHblx 610koB B, reHepaumsa cneundukauumin TLA+ BblaeneHHbIX
nporpaMmmHbIx 6510koB B], padmeTka cneundukauunii B COOTBETCTBUM C NpaBuiiamMmu rnobanbHOM NoanTrukm 6e3o-
MacHOCTU U JOMONIHUTESbHBIMW OrPaHNYEHNAMIN, MPUMEHEHNE anropnuTMa NPOBEPKM cneLmndukalmin n ycTpaHeHne
HapyLleHW nHBapraHTa 6€30MacHOCTU C BHECEHMEM pekoMeHaaumn ana paspabotymkos MO, npumeHeHne npo-
LLeypbl aHanM3a NoOMeYeHHbIX AaHHbIX AN151 KOHTPOIS pacnpoCTPaHeHUs BbIXOAHbIX 3HaYeHUN BEPUPULIMPOBAHHbIX
nporpaMmmMHbIx 6,10koB B, BO BHELLHMX MPOrPaMMHbIX MOAYNSIX.

BbiBoAbI. [peacTaBneHHas TEXHONOrs He TpebyeT OT pa3paboT4YMKOB BHECEHUS U3ObLITOYHbLIX aHHOTALMIA, OMUChHI-
BalOLWMX NpaBuia noamtukm 6esonacHocTn. OyHKLUMS aHann3a MHHOPMAaLMOHHbIX MOTOKOB C NMPUBSA3KOW K 3aaaH-
HbIM B CUCTEME OrpPaHNYEeHNsIM 00CTYNa BbIHOCUTCA Ha OTAENbHbIV 3Tan XXU3HEHHOrO uukia paspadoTku MO.

KnioueBble cnoBsa: MHGOPMALIMOHHBLIE MOTOKM, KOHTPOJIb MHDOPMALMOHHBIX MOTOKOB, popMasibHas Bepudmrka-
LM, a3bikoBas nnatdopma, NoamTrka 6e30MnacHoOCTn, abCcTpakTHas CeMaHTUKa, MHHOPMAaLMOHHOE HEBUSIHNE

* Moctynuna: 11.05.2023 » flopa6oTaHa: 03.10.2023 ¢ MpuHaTa k ony6nukoeaHuto: 07.02.2024

Ang untnpoBaHusa: TumakoB A.A. TexHonorus aHanusa 6e30nacHOCTM MHGOPMALMOHHBIX MOTOKOB B MPOrpaMMHOM
obecneyeHnn, peannayoLemMm 6U3HEC-10rnky ¢ UCrosib3oBaHNEM XPaHUMBbIX MPOorpaMMHbIX 6710koB 6a3 AaHHbIX. RUSS.
Technol. J. 2024;12(2):16—27. https://doi.org/10.32362/2500-316X-2024-12-2-16-27

Mpo3payHocTb GUHAHCOBOW AeaTeNbHOCTU: ABTOP HE MMeeT GMHAHCOBOM 3aMHTEPECOBAHHOCTM B NPEACTaBNEH-
HbIX MaTepuanax uam meTogax.

ABTOp 3asBNseT 06 OTCYTCTBUM KOHMIMKTA UHTEPECOB.
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Analysis of information flow security using software implementing

business logic based on stored database program blocks

Aleksey A. Timakov

INTRODUCTION

The conditions for assigning automated systems to
certain protection classes are determined by evaluation
standards. At present, such security requirements are
formulated in terms of “General Criteria for Assessing
the Security of Information Technologies”! and include
functional and trust requirements [1]. Based on an
analysis of the regulatory documents,? 34 it follows that
there are three important categories of conditions to be
taken into account when determining the protection class:
control of legal trajectories and media of information
distribution’; control of hidden channels; and formal
proof of the effectiveness of the implemented protection
mechanisms or security of computing.

Atthe application level, verifying computing security is
mostdifficult. Inpractice, acomplete solution to this problem
has not been achieved, even in the context of controlling
legal information dissemination trajectories. Information
dissemination trajectories in software (software) which
conform to the rules provided by its logic can be obtained
from the control flow graph. This is provided that the control
flow has integrity. In order to ensure data confidentiality
and integrity in software, a combination of formal, semi-
formal and informal techniques is used at different stages
of system development. Some of these techniques include
dynamic and static code analysis, symbolic (cosymbolic)
execution, formal verification, and fuzzing testing.®
Additional protective measures such as randomization
of dynamic memory offsets, stack execution protection,
control-flow integrity control, among others, can be applied
at the platform and compiler level. Although the checks

I GOST R ISO/IEC 15408-1-2002. State Standard of
the Russian Federation. Information technology. Security
techniques. Evaluation criteria for IT security. Part 1. Moscow:
IPK Izdatelstvo standartov; 2002 (in Russ.).

2 Order of the Federal Service for Technical and Export
Control of Russia No. 31 dated March 14, 2014. “On Approval of
Requirements for Information Protection in Automated Control
Systems for Production and Technological Processes at Critically
Important Facilities, Potentially Hazardous Facilities, as well
as Facilities Presenting an Increased Risk to Human Life and
Health and to the Natural Environment” (in Russ.). https://fstec.
ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-14-
marta-2014-g-n-31. Accessed March 12, 2023.

3 GOST R 56939-2016. National Standard of the Russian
Federation. Information protection. Secure sofiware development.
General requirements. Moscow: Standartinform; 2018 (in Russ.).

4 GOST R 51583-2014. National Standard of the Russian
Federation. [Information protection. Sequence of protected
operational system formation. General provisions. Moscow:
Standartinform; 2018 (in Russ.).

5 Legal trajectories and environments for information
dissemination mean the trajectories and environments envisioned
by the system developer for user access to data, as well as data
exchange between users and individual system components.

6 Fuzzing testing is a software testing technique of giving
incorrect, unexpected, or random data as input to an application.

implemented using the above methods play an essential
role in ensuring information protection, they mostly do
not take into account the specifics of processed data and
business logic of the application. Formal methods which
take into account the specifics of data include methods
based on information flow control (IFC).

Any technology of computing security analysis
based on instrumentation in software (IFC) has four
commonly accepted components: alphabet of restrictive
labels; formal security conditions (semantics security);
security condition checking (enforcing mechanism)
mechanism; and implementation. The full-fledged
implementation of the instrumentation in an information
system implies coverage of all four components.

The difficulty of describing security policy at
the application and special software level is due to
two factors: firstly, the need to take into account the
access control rules implemented at the system level,
and secondly, the need to take into account additional
restrictions, usually checked directly in the program
code. Studies devoted to the description of security
policy at the level of program code can be found in [2].

Most of the studies concerning computational
security (IFC) [3-6], take the concept of information
noninterference as a basis. In the case of software,
the essence is reduced to verifying the absence of
influence of sensitive (untrusted—in the context of
integrity control) input values on sensitive (trusted—
in the context of integrity control) output values. The
necessary formal definitions will be presented below.
The literature also describes other approaches to the
definition of computational security: staticity of intruder
knowledge [7], non-inference [8], and others.

Verification methods are most often realized at
the language level in the form of separate types of
static (dynamic) analysis. The methods of static analysis
of information flows based on safe (secure type system)
type systems have gained special popularity [9, 10].
They enable the principle of safe composition to be
applied which is essential in view of the large size of the
verified code of industrial applications.

Well-known implementations of IFC
JIF [11], Joana [12], and Paragon [13].

A comprehensive review of the results already
achieved in this subject area is presented in [2—4].

Despite its long history, IFC in software remains
only a subject of academic research. The reason is
the complexity of procedures for marking source
code (source code markup) with safety (security) labels
and interpreting the results obtained (warnings).

include

1. METHODOLOGICAL BASIS

The hypothetical basis of this article is that in
order to transfer the research of instrumentation
methods (IFC) into practice, the function of analyzing
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information flows with reference to access restrictions
set in the system needs to be positioned at a separate
stage of the software development life cycle. This can be
achieved by turning to the theory of formal verification
of software properties.

Before proceeding to a description of the proposed
technology, we note that the idea of using the
theory of formal program verification in the field of
instrumentation (IFC) is not new. Significant results
were obtained by Clarkson et al. [14]. In particular, the
authors extended the apparatuses of linear temporal
logic (LTL) and branching time logic (computational
tree logic, CTL) by quantizers (quantifiers) over
computation trajectories. As a result, properties of
information flow security were formulated (based on the
notion of information non-influence noninterference),
which, in fact, are hyperproperties. The papers also
outline an approach to verifying these properties
using model playback (model checking tools) tools.
The essence of the approach involves a description
of the Kripke structure for the program to be verified,
description of security properties using HyperLTL
formulas—LTL extension and subsequent generation
and verification of the automata model.” Describing an
industrial application in the form of a Kripke structure
may in practice be a difficult task. The authors of this
study and the corresponding prototype themselves note
the impossibility of scaling the application area of the
developed toolkit to systems of medium complexity (the
number of states does not exceed 1000). In [15],
an interesting way of representing safety (security)
properties of information flows as standard safety
properties is proposed. This method is based on the idea
of transforming the program being checked using an
own composition and certain standard (inference rules)
rules of inference of the system of safe types (secure
type system). The limitations here include a certain
difficulty in interpreting the verification results, since the
procedure requires modification of the original program,
and the remaining labor-intensity of analyzing programs
with a large number of states.

In order to overcome the limitations of formal
verification, the present study also borrows the
previously mentioned approach based on secure type
systems. However, in contrast to [14] and [15], a
transition from operational semantics to a simplified
abstract semantics of information flows is proposed
for modeling computations. In addition, we introduce
a restriction related to developers’ compliance with
the principle of minimizing the attack surface. This,
inter alia, implies compact storage of sensitive
information (in a limited set of tables) and the desire
to clearly separate critical and non-critical services

7 1In these studies, Biichi automata are taken as a basis.

of the system. The physical separation of services
based on the levels of confidentiality and integrity
of processed data is now becoming possible. This
is due to the rejection of monolithic architecture of
business applications and the wide development of
platforms supporting modular development. The
type inference rules in our study are assumed to
be replaced by rules of abstract information flow
semantics. The rejection of operational semantics in
favor of abstract semantics in modeling computations
allows a significant reduction in the number of states
of the automata model to be achieved, and the security
properties of information flows in the form of standard
reliability (safety) properties to be formulated. All this
enables a mechanism for checking software security
properties (in the sense of information flows) to be
implemented on the basis of widely used in practice
tools for creating program specifications and playing
TLA+ and TLC models (TLA checker).

In this study, an intruder is defined as any system
user who is not an administrator. The intruder knows
the source code, can interact with the program, and
has access to output values generated at all stages of
execution and possessing a security label corresponding
to his own label. We also believe that the intruder is
unable to exploit hidden probabilistic information
channels and time channels.

2. METHOD OF INFORMATION
FLOW SECURITY ANALYSIS

As already mentioned, the purpose of the technology
developed is to detect and eliminate prohibited
information flows in the software of enterprise-level
automated information systems. The previously
mentioned MAC (IFC) implementations mainly rely on
the system of safe types (secure type systems) and static
analysis (static analysis is a separate compilation step).
Safe (secure) types in such platforms define security policy
rules along with rules of data conversion and restrictions
on the amount of allocated memory dictated by standard
types. For example, an extended variable type might look
like this: int x {Alice — Bob}. This means that the owner
of the data stored in variable x is Alice, and reading is
allowed to Alice, Bob, and any other users acting on their
behalf. Thus, the known IFC implementations already
mentioned assume that the software developer is assigned
additional functions of marking up the source code and
interpreting security warnings generated by the static
analyzer. The proposed technology is based on the idea of
automatic generation of specifications based on the source
code of database (DB) program blocks (services) with
their subsequent verification by security specialists—
analysts [16]. The stages of the analysis are presented
in Fig. 1.
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The stored database program blocks (PL/SQOL
blocks) in the context of technology represent a
convenient mechanism for implementing business logic.
These modules, as a rule, are characterized by small
code size, absence of redundant calculations, and focus
on working with data.

A subset of the PL/SQOL, language is used in the
description of the technology, and its BNF-grammar!!
is presented below:

n|b

x number | x, x, | d|;d, | type
x, is object (xﬂ Xy Xg, x,) |
type x, is table of x | exception
x | procedure xp(xl,...xn) as d
begin c, [exception] c, end;|
function xfn(xl,...xn) return

x,, as d begin ¢, [exception

(values) V=

(declarations) d ::=

c,] end; |...
(expressions) e = vix|x;.x, e, Oe,lx(e,...e) | ...
(conditions)  c¢nd = e, * e, | cnd, ® cnd,

(statements) ¢ ::= x:=elcpe,| xf(x1 —e,.X, =
e,) | if e then ¢ else c, | while
e do ¢ | end if | end while
| ¢, Ve, | select e,,...e, into
xl,...xn. from -xll,...xm where
cnd | insert into x, (x,...x,)
values (¢,...e,) | update x, set
x, = e,..x, = e, where cnd |
delete from x, where cnd|
throw x, .| when x,_.then c |
null| return(x_,, — e)|...

Declare d begin ¢, [exception

c,] end;

(program) p =

2.1. Database design

The first stage of analysis is database design. It
should be performed in such a way that confidential
data is placed compactly—in a limited set of tables. This
requirement does not contradict the generally accepted
principles of secure development, while at the same time
allows us to isolate critical calculations from the general
PL/SQOL code more effectively.

2.2. Allocation of arelevant set
of database program blocks and data sources

The next step is to select PL/SQL procedures and
functions which implement critical computations, i.e.,
computations over confidential data and data requiring

I Backus—Naur formisa formal system for describing syntax.

a high level of trust. An integral function of modern
databases is the management of direct and transitive
dependencies.!? 13- 14 They are used by the system
kernel to check the states of objects before their calls and
to avoid critical errors at runtime.!> Such mechanisms
work in approximately the same way. In Oracle DBMS,
in order to obtain the direct and indirect dependencies
associated with some table T, the following commands
may be executed:

execute deptree fill(‘TABLE’, ‘T);
select * from deptree.

The next three steps: generation, markup, and
application of the specification validation algorithm, are
the key and most labor-intensive ones.

2.3. Generation of TLA+ specifications

Let PC be the security label of the instruction
counter (program counter). It defines the implicit
information flows occurring in conditional if statements
and while loops; c is the current instruction in the process
associated with the user session; M is the abstract state of
the computing environment, which defines the mapping
of variables (local and global), input and output flows
to their corresponding restrictive labels; n is the total
number of user sessions. Then the execution of program
blocks in the DBMS environment can be described by
the system of state transitions (state transition system) in
the following form:

<<<PC1, c1>. . .<PCn, cn>> ,M>,

The generation of specifications describing the
behavior of such a system is performed using the
“Generation of TLA+ specifications based on database
program blocks” software tool, in accordance with the
abstract semantics of information flows [2].

As an example, consider the rule of calculating
an abstract expression and the assignment rule. The
result of an abstract expression (), is calculated as
the minimum (least) upper bound of the labels of the
operands included in it:

12 https://docs.oracle.com/cd/A84870 01/doc/server.816/
a76965/c19depnd.htm. Accessed March 12, 2023.

13 https://www.postgresql.org/docs/current/catalog-pg-depend.
html. Accessed March 12, 2023.

14 https://learn.microsoft.com/en-us/sql/ssms/object/
object-dependencies?view=sql-server-ver16.AccessedMarch 12,
2023.

15 Database program environment is not monolithic, and in
the process of database instance operation separate objects: tables,
program blocks, views, etc., may undergo changes that are critical
for the operation of other dependent objects.
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(et, M)V p1 (e2,M) U p2
(el@eZ,M)UplI_Jp2 .

(E-OPER)

The resulting labels for comparison expressions *
and logical expressions ® are calculated in the same
way. As a result of the assignment operation, the
abstract state of the computing environment changes
according to the label of the value to be assigned and
the label of the instruction counter in the current
session:

<€,M >U p
(((-)-{PCox=e)..{..)),M )~
—><<(...)...<PC,null>...(...)),M[prUpcl. . .pcn]>

(C-ASSIGN)

Rules of type EXT are used to check information
flows associated with the elements-stocks possessing
stationary security labels. These include output
streams, attributes of relations, which can be
accessed outside the context of calls of the checked
program blocks. /nv conditions correspond to the
security (safety) invariant:

(e,M)Up (x,M)pr inv: pUpcl...penC px
() PCxme). (o)), M )
= (((-)-{PC,null)..{..)),M )

(C-ASSIGN-EXT)

Transitions between parallel sessions are
represented as equally probable. Thisis a fair assumption
for the chosen intruder model and the corresponding
information non-influence (noninterference) scheme.
They are described by global rules in the following
form:

0(d) = ci

systems (role-based, mandate-based, mandatory, etc.).
Arguments regarding the necessity of interfacing
the IFC mechanisms implemented at the level of
special (application) software and system-level access
control mechanisms, as well as a comparative analysis
of known security policy description languages that
justify the choice of Paralocks, are given in [2].

Formally, the security label P, is defined by a
first-order predicate logic formula of the following
form: £ £C/ ACyA..., here C, is a separate
expression of information flow admissibility:
Vxpsee s X (O AL ()AL C)... = Flow(u), Flow(u) is
a predicate denoting the data flow to u (u is a bound
variable or constant denoting a user), /; ... [, are
conditions (or locks) whose fulfillment is required for
Flow(u) to be true. Predicates /, ... [, can be parametric
or non-parametric. The set of possible locks depends
on the access restrictions set at the system level and
additional restrictions realized by the application
software.

As an example, let us consider the policy
requirement: “A flow to an arbitrary user x is possible
if: (a) the guest role is set for x and the w_hours lock
is open—the attempt is made during business hours,
or (b) the account role is set for x.” Logically it can be
represented as:

Vx.(w_ hours A guest(x) = Flow(x)) A

A(account(x) = Flow(x)).

For the convenience of analyzing the traces leading
to the occurrence of prohibited information flows, a
separate software tool with a graphical user interface

(PCi,ci,M ) — (PCk,ck,M")

(GLOB-1)
<<<PC1,01>. . .(PCn,cn>>,M> N |

O(d) =ci
(GLOB-2) :

/in<<<PC1,c1>...<PCi ~1,¢i =1){PCk,ck)...(PCn,cn)), M)

(PCi,ci,M )~ (PCi,M)

i

({(Pcret)...(pCn.cn)) M)~ /z

2.4. Layout (Marking up)
of specification elements

Specification markup is performed on the basis of
the described security policy requirements and valid
access restrictions. In order to perform this step, the
modified language for describing security policies
Paralocks [13] is used. Its main advantages include
the ability to embed data declassification conditions
into policy expressions (or labels), flexibility, and
the ability to integrate with various access control

n<<<PC1,c1>...<PCi ~1,¢i—1)(PCi+1,ci+1)...(PCn,cn)), M ) |

was developed: “Analysis of TLC model playback
traces built on the basis of TLA+ specifications of
database program blocks and leading to the violation of
the invariant of information flows security.” Labels are
displayed in accordance with the simplified notation,
in which the example under consideration appears as
follows:

X :account(x)

X : guest(x), t_expire
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P, P, RCP P, P, RCP
- FALSE -
X: manager(x) X: reviewer(x) X: manager(X) X: reviewer(x) X: manager(x)
- FALSE . .
x: reviewer(x) X: manager(x) X: reviewer(X) alice:
reviewer(alice)
TRUE
X: manager(x) X: manager(x),
t_expire
X: manager(X) X: t_expire X: manager(x),
X: reviewer(x) t_expire
TRUE X: reviewer(x),
X: manager(x) bob: t_expire
manager(bob)
bob alice: t_expire T

Fig. 2. Work of the label comparison operator and calculation of the minimum upper boundary

A partial order relation = on the set of security
labels is defined as follows:

B EPR,if Ve,eP 3¢ e Cc,. (D)

From a logical point of view B C P can be
interpreted as

BED,. )

In[17] it is shown that condition (1) is necessary and
sufficient for the truth of expression (2). The comparison
of security label proposals in [17] is described
algorithmically, through a set of rules.

Figure 2, using simplified notation, shows several
examples of how the comparison operator works on a set
of labels and calculates the least upper bound.

The confidentiality level of the data used by the
program may not only decrease, but also increase in
the process of their processing. In order to take this into
account, the Paralocks language syntax is extended
with a one-parameter Unknown lock. It permits rules
of classification to be specified by content (whar)'®
for separate elements. Unknown lock can be used
in the left part (premise) of a policy clause of some
element, if in the course of calculations the policy of the
element should become stricter when some additional
information is disclosed.!” For example, a policy of the
form “Salary (of an employee) can be read only by a

16 Tt is assumed that data classification is characterized by
the same aspects: when, who, what, where, as for declassification.

17 Tt is also allowed the approach when the classification
conditions are not taken into account, i.e., the strictest policy
(account _emp(x) = Flow(x)) is initially selected for the
element. At the same time, in case of false positives (when there
are no grounds for classification), the reverse declassification
procedure is applied.

specialist of the financial department” provided that the
attributes identifying the employee are: emp id, email,
Iname, can be expressed as:

Vx.(Unknown(emp _id) A
A Unknown(email) A Unknown(Iname) =
= Flow(x)) A account _emp(x) = Flow(x).

Using TLA+ formulas, finite sets of possible
proposals of security policies (labels) and policies
themselves can be defined.!® Using the TLA PS (proof
system), we prove that the set of policies with a partial
order relation defined on it forms a complete algebraic
lattice.

2.5. Model playback and correction of
irregularities of the safety invariants

The property of progress-dependent information
noninterference (PDIN) [3] is adopted as a formal
condition of computational security. In contrast to
strict information noninterference, intermediate states
are subject to verification. No restrictions are imposed
on the values of internal variables (inaccessible for
observation).

Definition 1. Program P satisfies the progress-
dependent information noninterference property for
initial and final mappings of a set of variables to a set of
security labels M| and M,—PDIN(P) MM,y if for any
two states S, and S, of the computation environment
consisting of a low equivalence relation with respect to
some security level L at mapping M,: (a) each
computation step is accompanied by the generation of
the same observed values with respect to level L or leads
to a divergence for both states, (b) corresponding final

18 https:/github.com/timimin/plif. Accessed March 12, 2023.
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( Start )

Y

4

Entering values for model constants:
U - set of actors; UU - set of bound variables;
EOQ - set of names of nonparametric locks;
E1 - set of names of parametric locks;

GPol - a structure describin
interfacing with the

g the hierarchy of locks (for
role model of AC);

Session_number — number of simulated sessions

Y

4

Running the model with parameters:
Deadlock: true; Invariant: ParalockslInv; Depth: 100: Maximum Length of each Trace: 100

Paralocksinv error

No

Yes

Correction of specifications by applying declassification (Ignore, openLock) or changing
the value of variables Slocks, Vpol in initial state

Y

Deadlock: true; Properties: Complnv; Dept

Running the model with parameters:

h: 100: Maximum Length of each Trace: 100

Complnv error

No

Yes

Correction of
by changing the value of

specifications
Vpol variable in initial state

\ 4
( End )

Fig. 3. Specification verification algorithm. AC—access control

states S| and S} of the computation environment consist
of a low equivalence relation with respect to some
security level L at mapping M,:

PDIN(P) 7. g, = VL.S].55.01.0, 18y =y 1 Sy A
A P(Sl)¢<S',ol>/\P(Sz)~L<S2',02>:>

~ [ ’
=01 X(q) 0 A S ML A

The expression 0; =4y 0, denotes the equivalence
of the observed behaviors with respect to the
level L (taking into account the declassification [18]).
Two states of the computation environment are assumed
to be in a low equivalence relation with respect to a given
privacy level L, if all pairs of similarly labeled elements
with label not exceeding L have the same values.

Condition (b) is easily verified for individual expressions
and PL/SQOL commands using the abstract semantics
rules defined for them, and is important for formal proof
of the security of computation in general under flow-
sensitive conditions and the absence of restrictions on
the number of executable blocks in one session.
Algorithm. The preliminary step of the
algorithm (Fig. 3) defines constants which specify
the number of simulated sessions, the set of user
names, the set of user (bound) variables, the set of
single-parameter locks, and the set of non-parameter
locks, etc. When the model is replayed, the main
security invariant Paralockslnv (guaranteeing that
condition (a) of Definition 1 is met for individual
commands and expressions) and the action property
ComplInv (guaranteeing that the initial and final
mappings of the set of global variables to the set of

Russian Technological Journal. 2024;12(2):16-27

24



Analysis of information flow security using software implementing

business logic based on stored database program blocks

Aleksey A. Timakov

labels are equivalent). If Paralocksinv is violated, a data
declassification procedure may be applied. It usually
implies code correction or changing the privileges of
accessing database objects. In the event of an error caused
by the violation of the ComplInv property, the label of
the corresponding global variable—table column—is
incremented in the initial state.!” Bringing the labels
of global variables to stationary values allows the
fulfillment of condition (a) of Definition 1 to be verified
for individual PL/SQL commands and expressions for
all possible initial and final abstract states M| and M,.
This, in turn, is required to prove the correctness of the
computation model checking algorithm.

Proof of convergence of the algorithm and fulfillment
of security conditions of infinite computations in an
unlimited number of user sessions in accordance with
the definition of PDIN at successful completion of the
algorithm is given in [5].

2.6. Control of distribution of output values of
verified database program blocks in external
program modules

Control of the propagation of output values of
verified procedures and functions in application software
is performed using standard taint tracking analysis by
means of tools such as CodeQL [19].

CONCLUSIONS

The key stages of the technology herein presented
have been tested on training examples. Despite a certain
loss of analysis accuracy, due to abstraction inevitable
for formal verification, the possibility of graphical
interpretation of problematic calculation traces using
a utility entitled “Analysis of TLC model playback
traces built on the basis of TLA+ specifications of
database program blocks and leading to violation of
information flows security invariant” developed with the
author’s participation significantly simplifies the task of
identifying false alarms.

The development of comprehensive methodological
recommendations on the application of data reclassifi
cation (declassification and classification) procedures
is a promising area for further research. At the present
time, the general principles of reclassification have
been formulated and a number of schemes have been
proposed. However, they require adaptation to the
described technology. It is recommended that separate
research on the last stage of the proposed procedure be
conducted.

19" Fulfillment of the CompInv property can be achieved in a finite number of iterations because the policy alphabet is a finite lattice
and the transition functions of the global variable policy computation are monotonically increasing.
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Abstract

Objectives. With the continuous development of modern radio equipment in the field of aviation and space
instrumentation, the requirements for accuracy, stability, and reliability of electronic equipment operated on
spacecraftare alsoontheincrease. Spacecraftavionic units (SAU) operate under special conditions and malfunctions,
as arule, are impossible to repair. SAU are hermetically sealed structures, making it difficult to assess their technical
condition. The aim of this study is to increase the efficiency and reliability of detecting latent defects in SAU using the
diagnostic method involving exposure to mechanical shocks.

Methods. Based on known methods, a new diagnostic method is proposed which simulates mechanical processes
under shock effects at the design stage. The aim is to evaluate the presence of various latent defects in SAU. In
a serviceable state, the amplitude-frequency characteristics (frequency response) of SAU differ from the frequency
response of SAU with defects which affect mechanical characteristics. It was for this reason that the diagnostic model
of evaluating the technical condition of SAU without removal of devices was developed.

Results. This work simulates the mechanical processes in SAU in a serviceable state in the presence of a variety
of defect. It also involves experimental studies of mechanical characteristics in both serviceable and faulty states.
After measuring the mechanical characteristics under the impact of shock loads, the data obtained is compared with
simulation results in the presence of various defects. The comparison result is a report on the technical condition
of SAU.

Conclusions. The method of diagnosing SAU under mechanical shock impact enhances the efficiency of diagnosing
latent defects during the production and operation of SAU.
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HAYYHAA CTATb4A

JInarHocTuka HapyleHu HeJIOCTHOCTH
KOHCTPYKIMI 00PTOBBIX PATUOIICKTPOHHBIX CPECTB
NPU UCNBITAHUAX HA yIaPHbIE BO3ACHCTBUSA

C.Y. YBancos,
A.B. lonmaTos @,
T.X. Bo,

H.T. Nbly,

K.A. HryeH

MWP3A — Poccuiickuii TexHo1Iorm4eckuii yamsepcutet, Mockea, 119454 Poccus
@ ABTOp AN nepenucku, e-mail: dolmatov@mirea.ru

Peslome

Llenu. C HenpepbiBHbIM Pa3BUTUEM COBPEMEHHbLIX TEXHUYECKMX CPEACTB B 00/acTn aBMmauum U KOCMUYECKOro
nPMGOPOCTPOEHMUS MOCTOSHHO MOBbLILLAIOTCA TPEOOBAHUS K TOHHOCTU, YCTOMYMBOCTU U HALEXHOCTU SNIEKTPOHHOM
annapaTypbl, 3KCMyaTUPyeMO Ha KOCMUYECKUX annapartax. bnokn 60pToBbIX paano3nekTPOHHbIX CPEACTB KOC-
Muyeckux annapatoB (BPICKA) skcnnyatmpytoTcs B 0COObIX YCNOBUSX. B cnyvyae BO3HMKHOBEHUSI HEMCMPABHOCTU
€e ycTpaHeHue, Kak NpaBuio, OKasblBaeTCcs HEBO3MOXHbIM. Bnokn BPOCKA npeactasnaioT coboi repmMeTnyHO 3a-
KPbITbI€ KOHCTPYKLUNW, MO3TOMY UX EMOHTaX A1 OLEHKN TEXHUYECKOr0 COCTOSIHUSA 3aTpyaHeH. Lienbio nccnenosa-
HUS IBNSETCH NOBbILLEHE 9PPEKTUBHOCTU U JOCTOBEPHOCTU BbISIBNIEHUS NAaTEHTHbLIX AedekToB B 61okax BPOCKA
nMyTEM MUCMOJb30BaHNA METOAA ANArHOCTUPOBAHNSA NPY BO3AENCTBUM MEXAHMYECKNX YOAPOB.

MeTopabl. Ha OCHOBaHUM M3BECTHbLIX METOAOB B paboTe NpensioXeH HOBbIM METOL AMArHOCTMPOBAHMUS C UCMOJIb-
30BaHMEM MOOENNPOBAHUSA MEXaHNYeCKMX MPOLECCOB NPU YyAAPHbLIX BO3AENCTBUSAX HA 3Tane MpPOeKTUPOBAHUA
6nokoB BPOCKA ong oueHKM Hanuumsa pasnmnyHbIX NaTeHTHbIX 4edekToB. B ncnpasHom coctosHum 6nokn BPOCKA
MMEIT aMMINTYAHO-4aCTOTHbIE XxapakTepucTmkun (AYX), otnnyHbie ot AYX 6n1okoB BPICKA, nmetowmx pasnmyHbie
nedeKkTbl, OTPpaXalLMecs Ha MexaHN4eckux xapaktepucTturkax. C yueToMm aToro pazpaboraHa guarHoctmyeckas
MOJ€eNb, OLeHMBAalOLLLAs TeXHMYeckoe cocTtosHne 6nokoB BPOCKA 6e3 nemMoHTaxa yCTPOMCTB B NPOLIECCE AnarHo-
CTUPOBAHUS.

PesynbTaTthl. B paboTe npoBefeHO MOOENMPOBAHNE MeXaHMYeCKMX NpoueccoB B 6n1okax BPOCKA B ncnpasHoM co-
CTOSIHUM 1 NP HANTMYNN Pa3NNYHbIX AedEKTOB, a TakKe 9KCNePUMEHTasIbHbIE NCCNEA0BAHNSA MEXaHNYECKMX Xapak-
TEPUCTUK B UCMPABHOM 1 HEMCMPABHOM COCTOSIHUSAX. [Tocne NnpoBeAeHNSA USMEPEHNI MEXaHNYECKMX XapaKTEPUCTUK
npv BO3OENCTBUM yAAPHbLIX HArpy30K NOJTyYeHHbIE AaHHbIE CPABHMBAIOTCS C pe3ybTataMy MOLENMPOBaHVS MPY Ha-
YUK PasnYHBbIX AePeKTOB. Pe3ynbTatoM CpaBHEHNS ABASIETCS OTHET O TEXHMYECKOM COCTOsHMM 6noka BPOCKA.
BbiBOoAbl. Pa3paboTaHHbIn MeTo anarHocTupoBaHuns 6,10koB BPOCKA npu yaapHbIX MEXaHWUYECKUX BO3OENCTBUAX
NMO3BOJIIET MOBLICUTb 9P PEKTUBHOCTb ANATHOCTUPOBAHNSA NATEHTHbLIX AeDEKTOB B MPOLLECCE NPOM3BOACTBA U 9KC-
nnyatauum BPOCKA.

KniouyeBble cnoBa: AnarHoCTMpoOBaHWe, YAapHble MEXaHNYeCcKe BO3AENCTBMS, 6510k GOPTOBbLIX PAAMO3NEKTPOH-
HbIX CPEACTB KOCMUYECKMX annapaToB

¢ Moctynuna: 05.05.2023 ¢ Nopab6oTaHa: 31.10.2023 ¢ MpuHaTa k onyonukoBaHuto: 06.02.2024

Ana uutupoBaHusa: Yeaincos C.Y., JonmaToB A.B., Bo T.X., Jlbly H.T., HryeH K.[J. lnarHocTuka HapyLLIeHWNi LeNOCTHO-
CTU KOHCTPYKLUMIN OOPTOBbIX PAANO3NEKTPOHHbIX CPEACTB NPU UCMbITAHUNAX HA yaapHble Bo3aencTeus. Russ. Technol. J.
2024;12(2):28—-38. https://doi.org/10.32362/2500-316X-2024-12-2-28-38

MpospayHocTb GUHAHCOBOI AEeATEsSIbHOCTU: ABTOPbI HE UMEIOT GDMHAHCOBOW 3aMHTEPECOBAHHOCTY B NPeACcTaB/eH-
HbIX MaTepuanax uiM metTonax.

ABTOPbI 3a5BASIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

Russian Technological Journal. 2024;12(2):28-38
29


mailto:dolmatov@mirea.ru
https://doi.org/10.32362/2500-316X-2024-12-2-28-38

Diagnostics of structural integrity violations
of avionics during impact tests

Saygid U. Uvaysov,
etal.

INTRODUCTION

Under external destabilizing factors or in the
process of aging, a change in the technical state of any
radio-electronic product occurs [1, 2]. Malfunctions of
spacecraft avionic units (SAU) can occur due to errors
made at the stages of production or operation. These errors
can result in the disruption of the physical structure and
material composition, as well as in the instability of product
parameters. Each error is capable of resulting in sudden or
gradual failures during operation [3]. Statistics show that
some electronic devices may have defects including latent
ones during most of their life cycle (from production to
disposal) [4-6]. Therefore, the detection and elimination of
latent defects plays a very important role in maintaining the
stability and performance of the equipment.!

The aim of this paper is to develop a new method
for diagnostic modeling based on studying the SAU
amplitude-frequency response (AFR) under shock impact.
The simulation results along with information on the
technical condition of the equipment being studied herein
represent the initial data used for comparison with similar
products in the absence or presence of defected SAU.

Establishing the technical condition of printed
board assemblies (PBAs) or units of radio-electronic
means (REM) can be performed manually using simple
devices such as multimeters, oscilloscopes, and frequency
meters. However, when mass inspections are required, this
diagnostics process takes a lot of time and is inefficient.

Today, non-destructive methods of diagnostics are
widely used at production enterprises during testing as
part of the process of output control [7, 8]. Such a method
for diagnosing SAU under mechanical shock loads can
increase the efficiency and reliability of defect detection
without disintegration of objects [9]. However, it is worth
noting certain factors which need to be taken into account,
in order to obtain a reliable diagnostic result:

e computer simulation of research objects must be
performed with a high level of accuracy in terms of
describing the physical structure, the parameters of
structural materials, and materials of electro-radio
elements (ERE) [10];

e support for the specified accuracy of shock
simulation on the vibration test bench, and correct
accelerometer placement [11].

All electronic products, whether PBA or SAU,
have their own resonant frequencies.”> In a good

' Malkin V.S. Technical diagnostics. 2nd ed., revised and
supplemented. St. Petersburg: Lan; 2013. 272 p. (in Russ.).

2 Zelenskiy V.A., Sukhachev K.I. Fundamentals of design,
technology and reliability of radio electronic means: Textbook.
Samara: Samara University; 2020. 146 p. (in Russ.).

3 Muromtsev  D.Yu.,, Tyurin LV, Belousov O.A.,
Kurnosov R.Yu. Design of functional assemblies and modules
of radio-electronic means: Textbook for Universities. 2nd ed.,
St. Petersburg: Lan; 2021. 252 p. (in Russ.).

Device being studied
/ Accelerometer

Vibration
test bench

Computer
with software

Fig. 1. The shock test bench for SAU

technical condition, the product displays a certain
natural frequency spectrum. The appearance of
defects in SAU is accompanied by a change in its own
resonant frequencies. Based on this principle, the
method of diagnostics under shock impact on SAU is
proposed.*

A shock test bench (Fig. 1) consists of a computer
systemwith software whichanalyzestechnical parameters
of the device under study. This system is connected to
the vibration test bench, in order to determine vibration
characteristics using an accelerometer. The vibrational
shock effect of the vibration test bench on one axis in
an upward and downward direction is recorded by a
sensor. This sensor then sends this information to the
computer [12]. The response produced by the vibration
test bench has a certain amplitude and frequency ranging
from 2 Hz to 10000 Hz. The shape of the shock can
be specified as a trapezoidal, sawtooth, triangular, or
half-sinusoidal pulse.

DETERMINING SAU TECHNICAL
CONDITION DURING SHOCK TESTS

The aim of this paper is to determine a method
for diagnosing SAU during shock tests. The structural
diagram is shown in Fig. 2. The general principle of
the method consists of mathematical modeling of SAU
characteristics in the serviceable and faulty state. The
information regarding the modeling results is used for
comparison with the results obtained by experimental
characterization of the real device [13, 14].

The SAU diagnostics consists of two main stages:

1. Development of a diagnostic model based on
SAU characteristics and parameters and creation
of a database (units 1-7). The database is a set of
SAU AFRs calculated at serviceable and faulty
states.

4 Muromtsev  D.Yu., Belousov 0.A., Tyurin LV,
Kurnosov R.Yu. Design of REM units. 4th ed. St. Petersburg: Lan;
2023. 288 p. (in Russ.).
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Fig. 2. Structural diagram of the method for diagnosing SAU during shock tests

2. Experimental tests of real SAU samples conducted
using a vibration test bench (units 8—11). The
resulting data is processed and compared (unit 12)
with a set of AFR data. Then a report on the SAU
technical condition is created (unit 13).

At the initial stage, the mathematical and
diagnostic models of the SAU structure are
developed (units 1-3 in Fig. 2). When creating
the mathematical model, attention must be paid
to specifying geometric and physical-mechanical
parameters of the structure and EREs accurately. The
placement of EREs on PBA must correspond to the
given schematic diagram. During modeling, attention
must be paid to the location of accelerometer on the
unit, since the sensor weight can affect SAU mechanical
characteristics.

Mechanical processes in SAU can be modeled
using various software products, in order to establish
their mechanical properties and physical structure.

Such products are: SolidWorks®, Ansys®, Nastran’,
ASONIKA-TM8, and others. [15]. These modeling
programs allow users to obtain mechanical characteristics
in SAU structures with a high level of accuracy (unit 4
in Fig. 2).

When preparing the initial data for simulating
mechanical processes in SAU, the following factors
must be taken into account:

e determining the sensor location, in order to obtain
the result of shock impact on the object (the
displacement amplitude at the sensor location is
maximum at its own resonant frequency) (unit 14);

5 https://www.solidworks.com/. Accessed December 19,
2023.

6 https://www.ansys.com/. Accessed December 19, 2023.

7 https://www.autodesk.com/products/nastran/overview.
Accessed December 19, 2023.

8 https://asonika-online.ru/products/asonika-tm/ (in Russ.).
Accessed December 19, 2023.
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e determining the pulse shape specified in the modeling
program. These may be trapezoidal, triangular,
sawtooth, or sinusoidal [16]. Studies have shown the
trapezoidal pulse to be optimal (unit 15);

e determining pulse parameters including pulse
amplitude and duration, at which the physical
structure is not destroyed and SAU characteristics
are not disturbed (unit 16). The value range of the
pulse amplitude must correspond to the research
object structure. The minimum value of the shock
pulse amplitude 4 . .. must not be less than the
value 4. pract that can be obtained by the sensor.
The maximum value 4 . 4., should not be
greater than the value of the experimental amplitude
A resulting in natural structure destruction:

min theor
[Amin effect? Amax effect] € [Amin pract; Amax theor]’
where 4 is the lower boundary of amplitude

min pract : .
values (determined by the measuring instrument

characteristic); A4 is the upper boundary of
amplitude values.

The most common mechanical
addressed in the paper include:

e loosening of the SAU PBA screws;

e cracks in structural elements (cracking of printed
circuit boards (PCBs), etc.);

e deformation of structural elements (PCB
deformation, rivet fastening curvature, and etc.);

e tearing off a part of or the whole ERE from PBA;

e passive ERE contact on the printed circuit board with
other structural elements (may occur in conditions
of the SAU high density).

The calculation result of the diagnostic model
for mechanical processes is a set of SAU AFRs for
specified typical defects stored and presented on the
computer (unit 7 in Fig. 2). Each AFR corresponds to a
certain faulty state or its set of defects.

In the aims of enhancing diagnostic efficiency and
reducing the probability of errors (incorrect defect
recognition, non-existent defects) [17], the simulated
mechanical processes take into account
allowances [x X within which the values

max theor

SAU defects

imin’ imax]

x;, i=1,n for physical-mechanical and geometric
parameters of structural elements change (unit 6 in
Fig. 2). Here, the Monte Carlo simulation modeling
method is used [18]. Thus, the parameter value (physical-
mechanical or geometric) for the SAU structure is

determined using the following formula:
X = o E ),

where x; is current value of the ith parameter at kth

realization; x/'°™ is nominal value of the ith parameter;

€, 1s random variable (=1 <&, <1) output by the random

number generator; J,; is relative allowance of the ith
parameter. At the final stage, experimental SAU
characteristics are determined. The experiment is
conducted on the vibration test bench (unit 9 in Fig. 2)
integrated with a computer to obtain the product AFR
through the sensor installed in the center of the SAU
cover (unit 10 in Fig. 2).

The resulting characteristic is the data set of discrete
AFR values used to calculate the transition from the time
domain to the frequency domain via the fast Fourier
transform (FFT) (unit 11). Fast Fourier transform
formula is the following:

F(o)= j (eI dy,

where ¢ is time, f{¢) is the normal distribution density
function, ® is the signal cyclic frequency, and j is the
imaginary unit.

This result is used for comparison with the
previously created AFR set (unit 7) using an artificial
neural network applied to the search task (ensemble
learning introduced neural network) implemented in the
Python language environment.

As a result, a report on SAU technical condition is
created. When defects are detected using the described
methodology, they can be remedied at the production
enterprise. Should SAU AFR not coincide with any AFR
stored in the database prior to defect confirmation, additional
research or final expert decisions will be required.

The diagnostic result using this method may be
achieved with a high level of efficiency in the case
of simulation modeling of a large defect database. It
also provides a high level of accuracy when setting
geometric and physical-mechanical parameters of SAU
design. In addition, it increases the economic efficiency
of diagnostics when used in serial production.

EXPERIMENTAL STUDIES
OF THE PROPOSED METHOD

In order to verify the proposed method, an
experimental SAU prototype was created.” It represents
a closed body with dimensions shown in Fig. 3. The unit
body is made of pressed aluminum. The body elements
are fastened together using screw connections.

Inside the body, the printed circuit board (WAVGAT
authorization Store, China) of 100 x 150 mm in size is
placed on a fixed stand using a retaining screw (Fig. 4).

9 GOST R 52762-2007. National Standard of the Russian
Federation. Mechanical environment stability test methods for
machines, instruments and other industrial products. Test methods

Jfor bumps to enclosure of products. Moscow: Standardinform;

2007. 19 p. (in Russ.).
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Fig. 3. Drawing of SAU body (bottom and cover)
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The device being studied is placed on a vibration
test bench (IMV Corporation, Japan) connected to the
computer by means of software (Fig. 5). The sensor used
to measure SAU mechanical characteristics refers to the
VP-32 type.!?

Experimental studies of SAU are carried out under
trapezoidal impulse shock with acceleration 4 = 30 m/s?,
shock duration 7'= 0.04 s. Possible defects are described
in Table 1.

10 https://ostec-test.ru/catalog/equipment/datchiki-vibratsii/ o
vibropreobrazovatel-uskoreniya-vp-32/  (in  Russ.).  Accessed

December 19, 2023. Fig. 5. The appearance of the vibration test bench
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Table 1. Description of SAU defects

Defect Defect description
No defects Serviceable state
Defect 1 Loosening of PBA screws
Defect 2 Absence of resistor
Defect 3 Absence of transistor and capacitor

The experimental measurement results of the
mechanical characteristics obtained on the SAU
prototype represent AFR for each of its defects (Fig. 6).
This shows a distinct AFR result: the natural resonant
frequency values at the control point, where the sensor
100

90
80
70
60
50

40

Amplitude, m/s?2

30
20

10

is installed, for SAU with a defect differ from those in
the serviceable state. The results are recorded in the AFR
database for SAU different technical states (Table 2).
They can be used for diagnostic analysis of SAU
technical condition in the future.

— Serviceable state
— Defect 1
— Defect 2
— Defect 3

_AA

0 TR — } !
0 100 200 300 400 500 600 700 800

900 1000 1100 1200 1300 1400 1500 16001700 1800 1900 2000

Frequency, Hz

Fig. 6. Spectral characteristics for differing SAU states
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Table 2. Database for SAU different states

Frequency, Hz Serviceable state Defect 1 Defect 2 Defect 3
0 0.0038 0.0024 0.0023 0.0021
5 0.0038 0.0024 0.0024 0.0022
10 0.0038 0.0024 0.0023 0.0021
15 0.0037 0.0023 0.0021 0.0020
20 0.0034 0.0022 0.0018 0.0018
25 0.0031 0.0020 0.0014 0.0014
30 0.0028 0.0017 0.0010 0.0011
1970 0.0089 0.0166 0.0770 0.0694
1975 0.0087 0.0162 0.0749 0.0675
1980 0.0085 0.0158 0.0729 0.0656
1985 0.0083 0.0153 0.0708 0.0637
1990 0.0081 0.0149 0.0688 0.0618
1995 0.0079 0.0145 0.0668 0.0600
2000 0.0077 0.0140 0.0648 0.0582
CONCLUSIONS developing both an algorithm and diagnostic techniques.

The method for diagnosing SAU under mechanical
shock loads proposed in this paper allows for SAU
defects to be diagnosed and detected efficiently. Further
studies will facilitate the detection of all possible
types of defects using this method, and can assist in

The research results could be implemented into the
educational process of MIREA — Russian Technological
University and other universities.
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Abstract

Objectives. The service level agreement is an important tool used in building reasonable relations between
subscribers and operators of telecommunication networks. This includes the quality of services provided. One key
component is reliability as assessed by the availability factor. The most suitable model for assessing the reliability
of the service provided is a random graph model based on the service contour. This is the set of technical resources
involved in the provision of this service. In this formulation, the assessment of the reliability of the service is based
on the reliability of elements which constitute the telecommunications network (graph), nodes (vertices) and
communication lines (edges). At the same time, the availability factors of nodes and lines are determined by the
design features of the distribution environment, as well as the technical means used to organize them. The purpose
of this work is to develop an approach to analyzing the reliability of telecommunication networks which support
protective switching mechanisms for one protected and one backup sections.

Methods. The following methods are used: theory of random graphs, matrices, probabilities and computer modeling.
Results. The elements of the route, both basic and reserving, are divided into three groups. The first indicates
permanent unchangeable parts of the paths, the second group identifies the reserved sections, and the third group
indicates the reserving sections. At the same time, each of the reserved and reserving sections is formed on the
basis of specified preferences. They are usually aimed at increasing the resulting reliability, although other rules may
be used. In the case of protective switching schemes for one protected section and one backup sections, a variant
of forming routes used for further calculations of the reliability indicator is shown.

Conclusions. Using the example of a backbone network, the study shows that the use of protective switching
mechanisms for the case of one required transmission route demonstrates a significant increase in reliability, with
the exception of the use of protective switching in sections. This is primarily due to the topology features of the
network under consideration.

Keywords: communication network, graph, connectivity probability, protective switching, reliability, service,
availability factor
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HAYYHAA CTATbA

AHAJIH3 CTPYKTYPHOM HAMEKHOCTH CeTell CBA3U

C MEXaHU3MaAMMU 3AIIMUTHOIO MEPCKIOYCHUA IJIA OAHOI'O

3alUIAcMOro 1 OIHOI0O pE3€cpBHOIO y94aCTKkoB

K.A. Batenkos 1 @,
A.B. ®okuH 2

1T MUP3A — Poccurickuii TexHonorn4eckuii yamsepceutet, Mocksa, 119454 Poccus
2 Akanemus DenepanbHoii Cyx6bl oxpaHbl Poccuiickoii @enepaumm, Opén, 302015 Poccus
@ ABTOp A5 nepenvcku, e-mail: pustur@yandex.ru

Pesiome

Llenu. V13BeCcTHO, 4TO cornaileHne o6 ypoBHe 0OCNYXMBaHUSA SBASETCS BaXXHbIM MHCTPYMEHTOM BbICTPaNBaHWUS
pa3yMHbIX OTHOLLEHWN Mexay aboHEHTaMK 1 onepaTopaMn TENEKOMMYHUKALMNOHHbLIX CETEN, B T.4. B 4aCTK Kaye-
CTBa NpenocTaBigeMblX YC/yr, O4HOW U3 COCTaBALAOLWMX KOTOPOro ABASETCA HALEXHOCTb, OueHMBaemas Koad-
dnuMeHToM rotoBHOCTU. Hanbonee noaoxonsiieii MOAesnbio A OLUEHKM HaOeXHOCTM NpenocTaBiasieMon yeayrm
oKasblBaeTCs cliyyaliHas rpadoBas Moaesb, CTPOSILLAACSH HA OCHOBE KOHTYpa 06CNyX1MBaHMUS — COBOKYMHOCTU TeX-
HMYECKMX CPEACTB, Y4aCTBYIOLMX B OKa3aHUM JaHHOW ycnyrn. B AaHHOM NOCTAHOBKE OLEHKa HaoeXHOCTU yCnyru
OTTaJIKMBAETCH OT HAAEXHOCTU COCTaBNSAOLLMX TENIEKOMMYHUKALIMOHHYIO CeTb (rpad) 3/1IEMEHTOB — Y3/10B (BEPLUVH)
N NHWIA cBsA3K (pebep). Mpun 3TOM KOIDDULNEHTLI FOTOBHOCTU Y3/10B U NIMHUI ONPEenenstoTcst KOHCTPYKTMBHLIMUA
0COOEHHOCTSIMU Cpefbl PACMNPOCTPAHEHUS Y OPraHU3YIOLLMX UX TEXHUYECKMX cpencTs. Lienbio paboTbl SBnseTcs
pa3paboTka Nnoaxoaa K aHanm3y HaAEXHOCTU TENEKOMMYHUKALIMOHHbIX CETEN, NOAAEPXKNBAIOLLNX MEXAHN3MbI 3a-
LWMTHOrO NepeKsIioYeHnd AN O4HOro 3awmwaemMoro 1 0gHOro Pe3epBHOro y4acTKOB, MO3BOMSAIOLLErO HA OCHOBE
KOMIMbIOTEPHOIr0 MOAENMPOBAHMS MPOBOAUTEL CPaBHEHNE NOA0OHbIX MEXaHN3MOB.

MeToabl. Icrnonb3oBaHbl METOAbLI TEOPUN ClyYanHbIX rpadoB, MaTpULL, BEPOATHOCTEN N KOMMBIOTEPHOIO MOAENN-
poBaHu4.

PesynbTatbl. [TpeanoxeHo pasbuBatb Ha TPW rpynnbl 9IEMEHTbI MapLUpyTa (Kak OCHOBHbIE, Tak U PE3EPBUPYIO-
LMe): nepBagd rpynna ykasbiBaeT Ha NOCTOSAHHbIE HEM3MEHAEMbIE YaCTW NyTel, BTopasd — NAEHTUPULMPYET Pe3EPBU-
pyeMble y4acTku, a TPETbA rpynna ykasbiBaeT Ha pe3epBupytoLLme y4acTku. [pn aToM Kaxabli N3 pe3epBrpyeMbIX
N PE3EePBUPYIOLLNX Y4aCTKOB GOPMUPYETCS HA OCHOBE 3alaHHbIX NPEeAnoYTEHNIA U 0ObIYHO HAaMNpPaBiEH Ha YBENMYE-
HVE Pe3yNbTUPYIOLLEN HALEXHOCTU, XOTH BO3MOXHO MCMNOJIb30BaHMeE U Apyrux npaswi. na cxem 3awmTHOro nepe-
KJIIOYEeHUS 19 OQHOrro 3aLlmLaemMoro v 04HOro Pe3epBHOro y4acTKOB NnokasaH BapuaHT GopMMpoBaHUs MapLupy-
TOB, MCMNOJNb3YEMbIX 419 JaNIbHENLLMX PACYETOB MnokasaTesnsa HaAeXHOCTU NyTEM KOMIMbIOTEPHOIo MOAETMPOBAHUS.
BbiBOAbl. Ha npumMmepe marncrTpanbHOM ceTy NyTeM KOMMbIOTEPHOrO MOLEIMPOBaHMA MOKa3aHo, YTO UCMOoJb30Ba-
HMEe MexaHM3MOB 3aLLMTHOI O NePEKIItOYEHNS NS Ciydas OAHOro TpebyeMoro MapLupyTa nepegadv 4eMOHCTpUpyeT
CYLLLECTBEHHbI POCT HAAEXHOCTU, 38 UCKITIIOYEHVEM MPUMEHEHNSA 3aLLMTHOIO NEPEKIIIYEHNA Ha yYacTKax, YTo CBSA-
3aHo, Npexae Bcero, ¢ 0COH6EHHOCTSIMI TOMOSIOrNMN paccMaTprBaEMOi CEeTH.

KnioueBble cnoea: ceTb CBA3K, rpad, BEPOATHOCTb CBA3HOCTU, 3aLMTHOE MEPEKITIOYEHME, HAOEXHOCTb, YCnyra,

KO3 PULMEHT rOTOBHOCTN
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npO3pa'~lHOCTb d)l/lHaHCOBOVI AeaTesibHOCTU: ABTOpr HEe MeloT ¢I/lHaHCOBOI7I 3anHTEepPeCcoBaHHOCTW B nNpeacTaB/leH-

HbIX MaTepunanax nnm Mmetogax.

ABTOpbI 3a9BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

The service level agreement (SLA) is an important
tool for building reasonable relations between subscribers
and telecommunication network operators [1]. At the
same time, both international recommendations and
Russian standards suggest its use in the information and
telecommunication technology sectors. In accordance
with this agreement, both parties reach a certain
understanding of the service provided, as well as its
quality, responsibility, priority and other factors.

The basic structure of an SLA for any communication
service includes nine sections. The section containing
service level information necessarily contains
information on the service quality indicators, as well as
the values of the indicators guaranteed to the subscriber
by the operator (GOST R 55389-2012!). The most
significant of these are the indicators which characterize
the readiness of the service. Both direct indicators, for
example, downtime or MTBF, and indirect indicators,
such as availability factor, which is the most commonly
used reliability indicator can be used. Sometimes
simpler deterministic indicators are used which
characterize the connectivity of an equivalent graph
modeling the original telecommunication network or
even the service [2].

The choice of this as a key indicator is because
it simply and clearly eliminates misunderstandings
between users and operators. It is specified in the form

of a share (percentage) of the service uptime at the
corresponding access point to the service.

The values of the availability factor guaranteed by
the operator, as well as other indicators, are established
on the basis of existing federal and industry documents.
For example, there are standards which regulate
local telephone services (GOST R 53727-20092),
tone frequency channels,> network and line paths.*3
However, the situation concerning dynamically
developing modern telecommunication services is not
entirely satisfactory. One usually has to be content with
the legislative values of Russian or foreign telecom
operators, formalized on the basis of the experience
of operation of their telecommunication networks
(Rec. E. 860°). An example would be the International
Telecommunication Union recommendations for optical
transport networks (Rec. G. 82017) or multimedia
services (Rec. G. 101098).

In such a situation, it is extremely important for
the service provider to estimate the availability factor
of the service requested by the user. The main obstacle
is the large measurement interval required to obtain
reliable experimental estimates, increasing significantly
as availability factors increase. The application of
calculation relations, enabling us to calculate such
estimates on the basis of a certain set of initial data
available to the telecom operator, allows us to analyze its
capabilities from the point of view of end-user requests
made in advance.

1 GOST R 55389-2012. National Standard of the Russian Federation. System of National Standards for quality of telecommunication
services. Service Level Agreement (SLA). Moscow: Standartinform; 2019. 12 p. (in Russ.).
2 GOST R 53727-2009. National Standard of the Russian Federation. Quality of service “Local telephone communication.”

Quality indices. Moscow: Standartinform; 2011. 11 p. (in Russ.).

3 Regulations for electrical parameters of tone frequency channels of main and intra-area primary networks. Approved by the
Ministry of Communications of the Russian Federation 15.04.96. Moscow: MK-Polygraph; 1996. 96 p. (in Russ.).

4 Regulations for electrical parameters of network paths of main and intra-area primary networks. Part 1. Approved by the Ministry
of Communications of the Russian Federation 08.01.1997. Moscow: MK-Polygraph; 1996. 134 p. (in Russ.).

3 Regulations for electrical parameters of network paths of main and intra-area primary networks. Part 1I. Approved by the
Ministry of Communications of the Russian Federation 08.01.1997. Moscow: MK-Polygraph; 1996. 168 p. (in Russ.).

6 Rec. E. 860. Framework of a service level agreement. Geneva: ITU-T; 2003. 30 p. https://www.itu.int/rec/T-REC-E.860-200206-1/en.

Accessed February 26, 2024.

7 Rec. G. 8201. Error performance parameters and objectives for multi-operator international paths within optical transport
networks. Geneva: ITU-T; 2012. 24 p. https://www.itu.int/rec/T-REC-G.8201. Accessed February 26, 2024.
8 Rec. G. 1010. End-user multimedia QoS categories. Geneva: ITU-T; 2002. 18 p. https://www.itu.int/rec/T-REC-G.1010/en. Accessed

February 26, 2024.
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1. RELIABILITY OF THE NETWORK
AND ITS COMPONENTS

The most suitable model for assessing the reliability
of the service provided is a random graph model [3],
based on the service loop. This is set of technical
resources involved in the provision of this service [1, 4].
In this formulation, the service reliability assessment
is clearly based on the reliability of the elements
constituting the telecommunication network (graph):
nodes (vertices) and communication lines (edges) [5].
In this case, methods which require specified subgraphs,
for example, paths [6] or sections [7], in the structure of
the initial graph are often used.

The availability factors of nodes and lines are
determined by the design features of the propagation
environment and  their  organizing technical
facilities (Rec. G. 911°) [8]. However, the operator
usually does not have a detailed description of such
features, so simplified models are used.

Applied network equipment, such as optical cross-
connectors and I/O multiplexers, consists of a significant
number of different elements. Each is characterized by
its own MTBF and recovery time (Rec. G. 911) [9].
MTBF T, of network equipment is expressed as a
dimension of time or number of failures per unit time,
usually taken as 10° h, or approximately 114155 years.
The average recovery time 7, on the other hand, is
expressed in hours. The availability factor corresponds
to the probability of connectivity p of the corresponding

de or li d
node or line: p=—-.
P T;

Link failures can be caused either by optical
cable failure, or by failures of optical amplifiers
or WDM (wavelength division multiplexing—
multiplexing with wavelength division multiplexing,
spectral multiplexing) systems. A commonly accepted
assumption is that failures of individual fibers in an
optical cable occur simultaneously, since they are most
often caused by digging faults leading to failure of all
fibers at once. For a cable, the mean time-to-failure 7 is
given as a measure of the burst length corresponding to
the average cable length d; exposed to a single cut per
year. This condition can be explained by the increasing
probability of a cable break as its length d increases.
Longer sections potentially have more opportunities
of being damaged by external influences. The average
MTBF of an optical cable, expressed in hours, is
determined by the expression [9]

dO
T, =8760-C.
d

9 Rec. G. 911. Parameters and calculation methodologies
Jor reliability and availability of fibre optic systems (Previously
CCITT Recommendation). Geneva: ITU-T; 1994. 39 p. https://
www.itu.int/rec/T-REC-G.911/en. Accessed February 26, 2024.

The mean time T, of cable restoration includes time
of fault localization, access to the cable, damage repair
and commissioning, including testing of information
exchange quality.

A list of average MTBF and recovery times
for the most commonly used network equipment is
presented in [9]. To some extent, these values are too
highly averaged and may differ among equipment
manufacturers. They may change even more so over
time due to the improvement of the element base.
Nevertheless, their application is justified from the
point of view not of obtaining the absolute values of the
calculated reliability indicators of telecommunication
networks, but as a tool for comparing the mechanisms
of fault tolerance due to the proximity of the indicators
to real typical values. The MTBF for modern equipment
is often even lower than the data provided [10]. The
reason, apparently, is the complication of the electronic
components base.

Next we consider a bidirectional communication line
connecting two nodes by cable segments interspersed
with optical amplifiers at a distance of about 100 km.
The communication line is clearly operable when all
its constituent elements are ready. Assuming statistical
independence of their failures, the line availability factor
Diine €an be calculated using the formula:

)
pline(d)=(1—6.088~10’6d)-0.999952{100 -0.9999882. (1)

2. SAFETY SWITCHING
MECHANISMS

The availability factor of an individual
communication line is calculated simply using the model
of serial connection of elements as a basis. However,
in real telecommunication networks characterized
by alternative routes, the situation is much more
complicated [11]. In this case, protective switching
mechanisms [12], or backup circuits, play an important
role in the final reliability of connections.

Thispaper considers the impactoftelecommunication
network characteristics on final reliability from the
position ofthe mostcommonlyused indicator: availability
factor. Issues relating to the efficiency of switching to
backup channels require further clarification [13]. The
methods of protection switching (protection) for one
main route (Rec. G. 80819) [14] are considered as basic
mechanisms of fault tolerance provision. There is also
a protection switching architecture with one protected

10 Rec. G. 808. Terms and definitions for network protection
and restoration. Amendment 1. 2018-03. Geneva: ITU-T;
2018. 20 p. https://www.itu.int/rec/T-REC-G.808/en. Accessed
February 26, 2024.
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section and one backup section (1 : 1 or 1 + 1), as well as
six varieties of protected sections of network elements:
line, node, route, segment, ring, p-cycle [9]. Each of
the varieties has its own properties from the point of
view of technical realization. However, from the point
of view of reliability analysis based on random graphs,
it is sufficient to consider the protected section as a set
of vertices and edges of the graph, the use of which is
permitted only on the main route. In this case, the use of
rings or p-cycles is also reduced to such types of backup
by simple transformations.

3. ARCHITECTURE OF INFORMATION
TRANSMISSION ROUTES

Path elements, both basic and reserving, can be
characterized in three groups (Fig. 1). The first indicates
permanent unchangeable parts of the paths and is

defined as a vector $={s;} of the initial graph

i=1,l+v
elements, where s, = 1, if ith graph element (edge or
vertex) is contained in the given path, and s; = 0, if not.
[ is the number of edges in the graph v is the number of
vertices in the graph. The second group identifies the
reserved sections and is represented in the form of a

matrix S={s each column of which is

lj}lll+
Jj= =Ln
equivalent to one of the n where similarly s, i1 if the
ith element is contained in the jth path, and s; =0, if
not. The third group indicates the reserving sections,
and it is written in the form of a matrix T = {7, J }: T
lm
each column of which is equivalent to one of the m

reserving sections. Here likewise ¢; , if the ith
element is contained in the jth path, and 4, ;=0, if not.
Each backup and reserving section is formed on the
basis of given preferences, and is usually aimed at
increasing the resulting reliability, Other rules may
also be used.

Fixed sections S)
1 S
source ‘ l stock
‘ Backup
\ // sections
K 1 /W
\o— — —o
v 2
I
L M eT Reserving
sections

Fig. 1. Architecture of information transmission routes
with protection switching mechanisms

Thus, in the general case for protective switching
architectures it is reasonable to consider 7 basic routes of
transmission of information as a basis. They are usually
defined in the form of simple circuits with independent
protected sections with maximum availability factors.
Protected sections have maximum availability factors.
Then the matrix of backup sections is selected on the
basis of the maximum value of the availability factor
between the given elements of the initial graph, taking
into account their independence and that they are not
included in the fixed part of the route

st) :{wm max s+ WU

[+v
}—1 maprl

j= lszl

sti) = {W</> : max [s +sign(S1,_)) + W<1>J =1,

where W={w, ;},_ e is the matrix of paths between
]—ls

the source and the drain of backup sections; w; . = 1, if

the ith element is contained in the jth path and w =0if

it is not contained; p=1{p;} is the vector of

i=Li+v
probabilities of connectivity (operability) of edges and
vertices; p; is the probability of connectivity (availability

factor) of the ith element.
Here, each column S<i> of the reserved sites matrix

is formed from a column W) of the path matrix. This
column at the same time does not have repeated elements
in the previous main paths already used. This can be
verified by the general condition

max[s+sign(Sli_1 +W<j>} and has the maximum

connectivity probability (availability factor) among the
possible alternative paths. It can be expressed as

Directly, the main routes are represented as a path
matrix R:

R:SII+S.

Similarly, in a general case, m routes containing
backup sections are defined in the form of simple chains
with independent backup, wherein reserving sections
have a maximum availability factor. Then the matrix
of redundant sections is chosen based on the maximum
value of the availability factor between the given
elements of the initial graph. This takes into account
their independence and that they are not included in the
fixed part of the route and backup sections
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—~

=
=
Il

{Wm : max[sign(Rln)+ W<j>} =1,

Here, each column T{) of the reserving sections

matrix is formed from a column W) of the path matrix
which simultaneously has no repeated elements in the
already used previous main and reserve paths. This can
be checked by  the general condition

max [s+sign(Sli_1 +W<j >J’ and has the maximum

connectivity probability (availability factor) of the
possible alternative paths given by the expression

mall_lpiwi, i
J=bsing

The backup routes themselves are also represented
as a path matrix U:

U=sl] +T.

4. PROTECTIVE SWITCHING ARCHITECTURE
FOR ONE PROTECTED AND ONE
BACKUP SECTION

For one protected section and one redundant
section (1 + 1 or 1 : 1 schemes) (Fig. 2), the original main
path is supplemented by a backup path with the same
source and stock, with no elements of the protected
section of the main path. It also has the maximum
availability factor from all possible options. Thus, the
matrices of backup S and reserving T sections are reduced
into vectors. The simple circuit matrix R contains two

columns, the first of which R points to the primary
path, and the second one R (0 the reserving path:

R<1> =s+S,
R<2> =s+T.

5. EXAMPLE OF ANALYZING THE RELIABILITY
OF THE MAIN NETWORK

The cable structure of the backbone network of
southern Russia (Fig. 3) is available on the official
site of the International Telecommunication Union.!!

11 https:/bbmaps.itu.int/bbmaps/. Accessed February 26, 2024.

Fig. 3 also shows the numbered equivalent graph
G(12, 21). The onnectivity probability according
to GOST R 53111-2008!2 can be interpreted as the
availability factor and characterizes reliability.

source Backup section stock

@ \ f @
——

Reserving
section

List of paths

—

Fig. 2. Protective switching architecture
for one protected and one backup section
and list of paths

Fig. 3. Cable structure of the main network in the south
of Russia

There is assumed to be at least one cross-connector
or I/O multiplexer on the node, working for all valid
communication directions. It has an average MTBF
of 10° h and mean recovery time of 6 h [9]. So the
availability factor of any unit is

=1 L 0.99994.

Prertex 105 -

Availability factor p, of individual links is calculated
for fiber-optic transmission systems based on the length

12 GOST R 53111-2008. National Standard of the Russian
Federation. Stability of functioning of the public communications
network.  Requirements and check methods. Moscow:
Standartinform; 2009. 16 p. (in Russ.).
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Table 1. Reliability parameters of the communication lines

Line Length d}, Availability Line Length d}, Availability Line Length d}, Availability
No. km factor p, No. km factor p, No. km factor p,

1 375 0.99755 8 150 0.99901 15 410 0.99729

2 200 0.99866 9 115 0.99923 16 400 0.99735

3 200 0.99866 10 110 0.99926 17 565 0.9963

4 175 0.99886 11 575 0.99624 18 265 0.99827

5 250 0.99836 12 225 0.99851 19 430 0.99717

6 600 0.99604 13 325 0.99785 20 325 0.99785

7 140 0.99908 14 165 0.99892 21 440 0.99711

calculated from the geographic coordinates of the cities
between which the link is deployed.

Calculated on the basis of (1) parameters of the
communication lines are given in the Table 1.

All types of protected sections for protective
switching mechanisms for one protected section and one
standby section (1 + 1 or 1 : 1 schemes) are considered.
The results of calculations obtained by computer
modeling in accordance with the multivariable inversion
method [15] are given in Table 2.

Table 2. Network reliability parameters without backup
and with protective switching

Section Availability factor
Line 0.99966
Unit 0.99984
Segment 0.99284
Route 0.99981
Ring 0.99985
p-cycle 0.99986
Without backup 0.99266

The use of protection switching mechanisms for
a single required transmission route (Table 2) shows
a significant increase in reliability. The exception is
protection switching on segments. This is primarily due
to the specific nature of the topology of the considered

network. Thus, the most reliable route 1-4-6-9-9-12
contains three backup segments 1-4-6, 4-6-9 and
6-9-12, each of which has a reserving path intersecting
with the reserving paths of neighboring segments,
significantly reducing the protective properties of the
route.

CONCLUSIONS

The proposed method of analyzing the reliability
of telecommunication networks supporting protective
switching mechanisms divides elements of the main
and backup routes into three groups. The first includes
permanent unchangeable parts of the paths, the
second—backup, and the third—reserving sections.
Such representation allows the effects of duplication
of elements in different routes to be taken into account.
As a consequence, this eliminates errors in estimating
the availability factor when compared with methods
using the assumption of independence of information
transmission paths.

Based on the example of a mainline network by
computer modeling, the study shows that the use of
protective switching mechanisms for one required
transmission route demonstrates a significant increase
in reliability. The exception is protective switching on
segments. This is primarily due to the specific topology
of the considered network which prevents the formation
of segments completely independent of other paths.
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Abstract

Objectives. Radar homing heads of guided missiles form a large group of radars which differ from other radars
due to their specific purpose. The advantages of a semi-active radar homing head (SARH) include the ability to have
a powerful irradiator at the command post and, as a result, a powerful reflected signal from the target. This results
in an increase in the range of its detection and guidance. The absence of an emitter simplifies the missile’s onboard
control equipment, reduces its weight and dimensions, thereby improving its maneuverability and increasing the
guidance accuracy, resulting in the greatest distribution of this type of SARH. However, in order to determine the
exact Doppler shift of the target signal as part of SARH, a reference signal with a frequency coinciding with the
illumination transmitter signal must be supplied to the receiving path. This study aims to synthesize and analyze the
SARH receiver circuit with improved accuracy characteristics.

Methods. The following methods are used: statistical radio engineering; optimal signal reception theories; and
computer modeling in CAD AWR Design Environment.

Results. A mathematical model of the SARH receiver was obtained and analyzed. The proposed receiver model
allows the spectral characteristics of signals to be calculated at any point of the microwave paths, as well as signal
characteristics at the input of the head channel, at the output of the first conversion mixer, at the output of the
first intermediate frequency selector, and at the output of the receiving path. The calculated values of the main
characteristics of high-frequency channels are also given.

Conclusions. The resulting model allows the frequency dependencies of main parameters of the receiving path,
such as the gain factor, noise factor, decibel compression points, and third-order intermodulation intercept points
to be estimated. The values obtained during the simulation are maximally close to existing systems, since the
models of real-life and mass-used microcircuits thu created are used as the main elements when designing high-
frequency paths. The model can be used to study methods of improving technical indicators, as well as to develop
new principles and schemes for developing radioelectronic complexes, for example, when designing a receiving
path using advanced radio photonics.
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CBCPXBbICOKOYACTOTHBIX KAHAJIO0OB HOJIyaKTHBHOﬁ
PAAMOJOKALNMOHHON NOJIOBKH CAMOHABEACHUS
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Pesiome

Llenu. PagyonokalmoHHble rofioBkn camoHaBeaeHus (PIFCH) ynpaensiembix pakeT — 9To 60sbLuas rpynna paamosno-
KaToOpoB, KOTOPbIE B BMAY OCOOEHHOCTEN HA3HAYEHMS OTINYAIOTCS OT APYrX pagnonokaTtopos. MpenmyLLecTtsom
nonyakTtueHol PICH siBnseTcst BO3MOXHOCTb MMETb MOLLIHbIN 06/ly4aTesib Ha KOMaHAHOM MyHKTE 1, Kak ClieacTBue,
MOLLHbI OTPaXeHHbIA CUTrHaN OT LENW, YTO B pe3ynbTaTe NPUBOAUT K YBENYEHWNIO AANbHOCTU ee 0OHapyXeHUs
M TOYHOCTU HaBeaeHns Ha uenb. OTCYTCTBME annapaTtypbl N3ny4eHns ynpowaet 60pTOBYIO annapartypy ynpaBieHus
pakeTbl, YMEHbLLAET €€ BEC U rabapuTbl 1, CNeA0BaTENbHO, YYYLLAOTCH ee MaHEBPEHHbIE CBOMCTBA, YTO 0OycnaBs-
nmBaeT Hanbonbluee pacnpocTpaHeHne gaHHoro tuna PICH. ns ToyHoro onpeneneHns oonjiepoBcKoro cMeLLe-
HUS CUrHanNa Lenu B NpUeMHbI TpakT nonyaktmeHon PITCH gomkeH nocTtynaTb 3TaNOHHbIA CUrHas, YacToTa KOTO-
poro coBnagaeT C 4aCTOTOW CUrHana nepenartymka noacseta. Llens paboTbl — onTrmmsarma 60pToBON annapaTtypbl
1 NOATBEPXAEHNE NpeaiaraemMoro noaxoaa ¢ NoMoLLbI0 MOAENNPOBAHUS.

MeToabl. B pabote mcrnonb3oBaHbl METOAbI CTAaTUCTUHECKOW PaAMOTEXHUKM, TEOPUU OMTUMANbHOrO npuema
CUIHaNIOB 1 KOMMbIOTEPHOE MOLENNPOBaHME B CUCTEME aBTOMATU3MPOBAHHOIO NpoekTupoBaHua AWR Design
Environment.

PeaynbTaTthl. [lonydyeHa v npoaHann3npoBaHa matemMatmyeckas mogens npuemumka PICH. MpeanoxeHHas Mmoaens
NpYeMHMKa No3BONISIeT MPON3BECTU PACYET CeKTPasibHbIX XapakTepuUCTUK CUrHanoB B ito6oi Touke CBY-TpakToB,
XapakTepUCTMK CUrHAN0B Ha BXOE OCHOBHOIMO KaHana, Ha BbIXO4e CMECUTENS NepBOro NnpeobpasoBaHunst, Ha BbIXO-
e cenekTopa nepBoi NPOMEXYTOYHOM YaCTOThl U HA BbIXOLE MPUMEMHOIo TpakTa. [pnBeaeHbl pacyeTHbIE 3HAYEHWS
OCHOBHbIX XapakTePUCTUK BbICOKOYACTOTHbIX KaHaoB.

BbiBoAbI. [Tony4yeHHas Moaenb NO3BOMSET OLEHMBATL YHACTOTHbIE 3aBUCMMOCTM OCHOBHbIX MApamMeTPOoB MPUEMHOro
TpakTa, Takmx Kak KoadPuumeHT nepegadn, KoaPOULUMEHT ymMa, TOHKM AeunbenbHON KOMNPeccun, ToUkKn nepe-
CeYeHnNst MTHTEPMOAYNAUNI TpeTbero nopsaka. MonyyeHHbIe NPy MOAENMPOBAHNN 3HAYEHWSI MaKCUMabHO Npubn-
XEHbI K XapakTEPUCTUKAM CYLLLECTBYIOLLMX CUCTEM, T.K. B KQYECTBE OCHOBHbIX 9/IEMEHTOB BbICOKOYACTOTHbIX TPak-
TOB UCMNONb30BaNINCb CO3aHHbIE MOLENW PeasibHO CYLLECTBYIOLLMX M MAaCCOBO MUCMOJIb3yeMbIX MUKpPOCXeM. Moaenb
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ﬂpospatmocn: ¢I/IHaHCOBOﬁ AedaTesibHOCTU: ABTOpr He NMetoT CDI/IHaHCOBOI‘/JI 3anHTEepPeCOBaHHOCTW B nNpeacTaBieH-

HbIX MaTepunanax nam MetTogax.

ABTOpbI 329BNSAOT 06 OTCYTCTBMM KOHDIMKTA MHTEPECOB.

INTRODUCTION

Radar homing heads (RH) of guided missiles form
a large group of radars which differ from other radars
due to their specific purpose [1-3]. A distinction is made
between active (ARH) and semi-active radar homing
heads (SARH). Each type has its own advantages and
disadvantages. In the case of active homing, a missile
using RH irradiates the target and receives part of the
reflected energy by means of a single antenna, active [4],
or digital [5] phased antenna array. The information
(energy) received is processed by RH and output as
control signals to the missile autopilot.

The advantage of SARH is its ability to create
a powerful irradiator at the command post and,
consequently, a powerful reflected signal from the
target. This results in increased detection range and
targeting accuracy. The absence of a microwave signal
generator simplifies the onboard control equipment of
the missile, and also reduces its weight and dimensions,
hence improving its maneuverability. As a result, SARH
is widely used.

FUNCTIONAL DIAGRAM AND MATHEMATICAL
DESCRIPTION OF SARH

A variety of modeling packages and technologies
are used to work out most efficient solutions of SARH
modules [6-9].

The basic concept behind semi-active homing heads
is that since almost all detection and tracking systems
contain ground-based radar systems, duplication of
this equipment on the missile itself in some cases is
redundant. In order to synchronize the SARH hardware,
the ground-based radar signal can be used as a reference
signal. In order to determine the Doppler shift of the
target signal as part of SARH, a reference signal with
a frequency coinciding with that of the illumination
transmitter signal should be fed into the receiving
path. The solution to this problem is the use of a direct
signal (reference signal) received by a special antenna,
propagating from the transmitter of the ground radar
station towards SARH. In order to receive this signal,
a special reference receiver is added to SARH to amplify

the signals received by the reference signal antenna
oriented to the rear hemisphere of the missile, i.e.,
towards the illumination station. The amplified reference
signal is used for heterodyne synchronization in SARH
or directly as a heterodyne signal in the receiver [10].
The functional diagram of the SARH receiver is
shown in Fig. 1 [6]. The illumination station radiates
a signal with frequency f,. The frequency f ., of
the signal received by the reference channel is shifted
downward due to the Doppler effect when the missile
moves away from the illumination station, as follows:

Vi
Jreteh. = Jo o (1)

where £ is the illumination station signal frequency, V,
is the missile radial velocity, A is the reference signal
wavelength.

The frequency of the target signal received by the
reference channel is shifted upward due to the oncoming
motion of the missile and target, as follows:

Vr V.
fheadch.:f0+x+ ()

7t
5
where f .. o 18 the frequency of the signal as reflected
from the target received by the head (main) channel; V,
is the target velocity.

Both the signal reflected from the target and the
reference signal are converted to the first intermediate
frequency using the common first heterodyne signal £ ,,
as follows:

o first intermediate frequency of the reference channel

"
Jreten1 =Jo =5~ > (€)
o first intermediate frequency of the head channel

Vi %
Jhead chi :fo+7+7_fh1~ 4)

The reference signal f .., cannot be directly
used as a heterodyne signal in the further processing
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conversion occurs at low frequencies, where for circuitry - Jq- )

reasons processing is difficult. In order to prevent this,
the reference signal is shifted to the second intermediate
frequency using an additional controlled heterodyne.
The frequency of the controlled heterodyne signal may
be written as follows:

Jen =Sk T/op (%)

where ., is a fixed value equal to the second intermediate
frequency of the head channel; and f; is the predicted
value of the Doppler frequency of the target signal received
from the target channel or as a result of target tracking.

The second intermediate frequency of the reference
channel is equal to the following:

.
Jrefch2 :fo_f_fhﬁfmﬁfm- (6)

Signal f ¢, , is used as a heterodyne signal in further
conversion of head channel signals in the so-called
convolution mixer, and since frequency f, ¢, , is higher
than f, .4 .. » the frequency of the second signal is
subtracted from the first, as follows:

/i head ch.2 ~— fref.ch.Z - /i head ch.1 —
20, - V,) (7

= fir2 + JoF — 5

Here f, .4 ono 18 the signal frequency of the second
intermediate frequency of the head channel, while the
actual Doppler shift of the target signal may be written
as follows:

Since term f; represents the actual Doppler shift
of the target signal, the frequency of the signal after
conversion is shifted relative to fip, by the difference
between the predicted and actual Doppler frequency
values. When they are equal, it falls exactly on fi,.
When processing the target signal, this allows use of
the narrowband Doppler filter tuned to the fixed value
of frequency fp,, irrespective of the Doppler shift of
the target signal. The principle of operation and SARH
functional diagrams are described in more detail in [6].

MATHEMATICAL MODELING OF SARH
MICROWAVE CHANNELS

In order to calculate the characteristics of SARH
microwave channels, closest to the real ones, the
characteristics of real existing microcircuits and systems
of radar stations are used for modeling [11-17].

Applying the Visual System Simulator (VSS) module
of the AWR Design Environment' system for computer-
aided design and modeling of high-frequency (HF)
systems and devices enables the work at the design
stage to be automated, and the main characteristics
of microwave channels to be calculated. The model
of SARH microwave channels developed in the VSS
environment is shown in Fig. 2.

The first functional block in the SARH receiving
path is the input power limiter. It reduces the signal level

I https:/pcbsoftware.com/product/awr/. Accessed September 13,
2023.
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Fig. 2. Model of SARH microwave channels

entering the low-noise amplifier (LNA) to a safe level.
The TGL2208-SM? chip is used as a power limiter. In
order to achieve the required transmission coefficient,
a multi-stage construction scheme of the receiving path
is used. Each stage amplifies the incoming signal in
accordance with its gain factor G and has its own noise
level characterized by noise factor F.

The formula for determining the noise factor of the
stage amplifier is given in [14] and has the following
form:

NF, -1 NF, -1
+..+
G, G

n—1

NF = NF, + ; ®

where NF is the noise factor, F| is the noise factor of the
first stage, £/, is the noise factor of the nth stage, G, is
the gain factor of the first stage, and G, is the gain factor
of the nth stage.

The formula shows that the largest contribution to
the total noise factor is made by the noise of the first
stage. Furthermore, the higher the gain factor of the first
stage, the lower the total noise factor.

Since the mixers where the frequency conversion
occurs are quite noise intensive, the very first gain stage
(LNA) is performed before the frequency conversion,
i.e., at the carrier frequency. During modeling, the
parameters of the QPA26093 chip are used as LNA.

2 https://www.qorvo.com/products/p/TGL2208-SM. Accessed
September 13, 2023.

3 https://www.qorvo.com/products/p/QPA2609.
September 13, 2023.

Accessed

The intermediate frequency amplifier (IFA)
provides for maximum amplification of the received
signal. The IFA brings the signal level to the value
necessary for normal operation of the signal
processing equipment, thus providing the necessary
sensitivity for the receiver. The PMA3-83LN+* chip
is used as IFA.

The mixer is used to gain the received carrier
frequency signal to the intermediate frequency. The
HMC773ALC3B? chip is selected as the mixer.

During modeling, the calculation of the main
characteristics of microwave channels is carried out
under normal climatic conditions. This includes the
frequency dependencies of the gain factor (S21), noise
factor (NVF), decibel compression points (OP1dB), and
third-order intermodulation cross points (OIP3).

The following frequencies are specified, in order
to calculate the main parameters of the model: the
operating frequency of the illumination station F;
(8 GHz); the frequency of the signal reflected from
the target I 4; the frequency of the first (reference)
microwave heterodyne F);; and the frequency and
bandwidth of signal processing (1 GHz). Signals
F; and F, 4 are formed by library models of signal
sources TONE and are fed to the input of the reference
and main channel, respectively. Here they are reduced
(if necessary) to a safe level by the first element of

4 https://www.minicircuits.com/pdfs/PMA3-83LN+.pdf.
Accessed September 13, 2023.

5 https://www.micro-semiconductor.com/datasheet/46-
HMC773ALC3B.pdf. Accessed September 13, 2023.
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Fig. 3. Signal spectra: (a) at the input of the head channel, (b) at the output of the first conversion mixer,
(c) at the output of the first intermediate frequency selector, (d) at the output of the receiving path

the receiving path that is TGL2208-SM power limiter.
The safe level signals are fed to the QPA2609 LNA
input and then to the input of the bandpass filter
which separates the signals of the receiver working
range. Signals are fed from the range filter output to
the first conversion mixers where they are mixed with
the microwave heterodyne signal F ;. Then they are
transferred to the spectrum of the first intermediate
frequency signals Fi up and Fp ., in the upper
head (original) channel and in the lower reference
(providing) channel, respectively. The operating
frequency is selected by the first intermediate
frequency selector, the bandwidth of which is changed
in accordance with the specified equations depending
on the illumination station operating frequency F;.
The signal F|p |, amplified in IFA, is transferred
by the mixer-former to the signal frequency spectrum
of the second heterodyne F), using the controlled
heterodyne. The operating frequency is selected by

the signal selector of the second heterodyne, while the
signal level is increased to the required level in the
IFA chain. Signal F, , is fed to the heterodyne input of
the second conversion mixer, to which signal F| up is
also fed, and then transferred to the signal processing
frequency.

The resulting model allows the spectral
characteristics of signals at any point of microwave
paths to be calculated. The spectra of signals at the head
channel input, at the first conversion mixer output, at the
first intermediate frequency selector output, and at the
receiving path output are shown in Fig. 3. The calculated
values for main characteristics of HF channels are
presented in Fig. 4.

By analyzing the graphs shown in Figs. 3 and 4, it
can be concluded that the head channel receiving path
in the configuration shown in Fig. 2 has a gain factor of
at least 38 dB with an output decibel compression point
level of at least 13 dBm.
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Fig. 4. Calculated values for the main HF channel characteristics:
(a) head channel gain factor, (b) head channel OP1dB, (c) noise factor NF, and (d) OIP3

CONCLUSIONS

The resulting model allows the frequency
dependencies of the receiving path main parameters,
such as gain factor, noise factor, decibel compression
points, and third-order intermodulation cross points
to be estimated. The simulation values are maximally
close to those of existing systems due to using models
of real widespread microcircuits as the main elements in

constructing HF paths. The model can be used to study
ways of improving the technical performance, as well as
in the development of new principles and construction
schemes for radioelectronic complexes (in particular,
SARH), e.g., in constructing the receiving path using
promising means of radio photonics.
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Abstract

Objectives. To carry out a theoretical investigation of the features of magnetorefractive effect for metal-to-metal
nanostructures. This study uses the example of multilayer Co/Pt nanostructures (ferromagnetic metal-paramagnetic
metal) with a different ratio of ferromagnetic and paramagnetic phases in the visible and near-infrared (IR) spectral
regions.

Methods. The dependence was expressed explicitly using the basic formulas for permittivity, refraction and
extinction coefficients, and optical conductivity. This then confirms the common nature of these two effects. The
magnetorefractive effect for s-polarization of light was calculated using Fresnel formulas for a three-layer structure.
This took into account the thickness of the samples and the influence of the substrate. Effective medium methods
were used to calculate the dielectric permittivity of materials. Since the average range of cobalt concentrations was
being studied, the Bruggeman approximation was used to establish the effective permittivity of nanostructures. The
reflection coefficient at normal incidence was calculated for all nanostructures.

Results. Since the permittivity of inhomogeneous samples was replaced by a common effective parameter
depending on the permittivity of each component, we were able to apply the Drude—Lorentz theory for conductors in
a high-frequency alternating field and then estimate the parameters of the electronic structure of the samples being
studied. Plasma and relaxation frequencies were calculated for each sample. This made it possible for the number of
free electrons to be estimated and scattering in nanostructures to be investigated.

Conclusions. It was shown that Langmuir shielding can be observed in the given energy range in the IR region of the
spectrum. The calculated values correlate well with the experimental data.
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HAYYHAA CTATbA

MarnuropedpaxkTuBHblil 3PpdexT
B MeTaJLUInYeCKUuX HaHOCTPYyKTypax Co/Pt

A.H. IOpacos @,
A.A. CandynumHa,
T.H. BaxBanoBa

MUWP3A — Poccumickuni TexHosorn4eckni yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp ANa nepenvcku, e-mail: alexey yurasov@mail.ru

Pesiome

Llenu. TeopetTnyeckn nccnenoBatb 0COOEHHOCTN MarHUTopedpPakTMBHOrO adgdekTa s HaAHOCTPYKTYP Tuna Me-
Tann — MeTann Ha NpuMepe MHOrOCOMHbIX HAHOCTPYKTYP Co/Pt (beppomarHuTHeI MeTann — napamMarHUTHbIN
MEeTasns) ¢ pasHbiM COOTHOLLEHNEM EPPOMArHUTHOWN 1 NapamarHMTHOM ¢as B BUAMMON 1 BnvxHen nHdpakpac-
How (MIK) obnacTsix cnekTpa.

MeTtopabl. C NOMOLLBIO OCHOBHbIX GOPMYN 4S5 OUINEKTPUYECKON NPOHULLAEMOCTIN, OMTUYECKOW NPOBOAMMOCTH,
KO3 PUUMEHTOB pedpaKkLnm 1 SKCTUHKLNW, BbISBIEHA U BblpaXXeHa B ABHOM BUAE CBA3b MarHNTopedpakTMBHOIro
addexTa c ahpDEKTOM rMraHTCKOro MarHMTOCOMPOTUBIEHNS (MArHUTOPE3UCTMBHBLIM 3P HEKTOM), 4TO NOATBEPXAA-
eT obLyo npupoay aTux AByx addekToB. C nomousto popmyn OpeHens ons TPEXCNOWHON CTPYKTYPbl paccynTaH
MarHutopedpakTuBHbIN 3bdEKT Afs S-NonspmusaLmm cBeTa C y4eTOM TOLWMHBI 06Pa3LI0B U BANSHUS MOLASIOXKN.
[nga pacyeTta AnanekTpuyeckor NPoHNLAEMOCTM MaTepuasnos NPUMEHANUCHL MeToAbl 3G EKTUBHOM cpeabl. Tak kak
nccnenoBasncs cpegHui ananasoH KOHUEHTpauui kobanbTa, To 415 HaXoXAeHNs 9D dOEKTUBHBIX ONBIEKTPUYECKNX
NPOHNLAEMOCTEN HAHOCTPYKTYP NPUMEHSIOCH NpubnmnxeHne BpyrremaHa. [ns BCEX HAHOCTPYKTYP pacCYmTbIBasI-
CS KOO OULMEHT OTPaXEHUS NP HOPMaSIbHOM NaAEHNN.

PesynbTaTtbl. Bnarogaps Tomy, 4TO AN3NEKTPUYECcKas NPOHULLAEMOCTb HEOAHOPOAHbLIX 06pa3LoB Oblsia 3aMeHeHa
06WMM 3D DEKTMBHBIM NAPaMETPOM, 3aBUCSLLMM OT ANSNIEKTPUYECKOWN NMPOHNLAEMOCTHM KaXA0r0 KOMMOHEHTA, Mbl
cMornu npumeHnTs Teopuio pyae — JlopeHua ana npoBoLHUKOB B BbICOKOY2CTOTHOM NepeMeEHHOM MOoJiE Y OLLEHUTb
napameTpbl 3/IEKTPOHHON CTPYKTYPbl UCCneayembix 06pa3uoB. Bbinv paccuntaHbl 3HaYEHWS NIa3MEHHOM 1 penak-
CalMOHHOI YacToT AJ15 Kaxaoro ob6pasua. 1o N03BOJIUIIO OLEHUTb YMCII0 CBOOOAHBIX 3/IEKTPOHOB 1 UCCNenoBaTb
paccesiHMe B HAHOCTPYKTypax.

BbiBoAbl. Bbi10 NOKa3aHo, YTO B MccneayeMom avanasoHe aHepruii B MIK-obnacTtu cnektpa HabntoaaeTcs NeHrMio-
pOBCKasi akpaHMpoBKa. PaccymMTaHHble 3HaYeHMS XOPOLLO COOTHOCSATCS C 9KCNEPUMEHTANIbHBIMUY LaHHbIMU.

KnioueBble cnoBa: marHntTopedpakTUBHbIA 3DDEKT, TMraHTCKOe MarHUTOCONPOTUBAEHNE, GeppPOMarHeTumK, Ha-

HOCTPYKTYPbI

* Moctynuna: 09.07.2023 » Aopa6oTaHa: 06.10.2023 ¢ MpuHaTa k onyonukoeaHuio: 12.02.2024

Anga uutupoanus: lOpacos A.H., CandynmHa [.A., baxsanosa T.H. MarHutopedpakTuBHbI 9DPeKkT B MeTanye-
ckunx HaHocTpykTypax Co/Pt. Russ. Technol. J. 2024;12(2):57—-66. https://doi.org/10.32362/2500-316X-2024-12-2-57-66

Mpo3spayHocTb pMHAHCOBOMN AeATENIbHOCTU: ABTOPbLI HE UMEKT GUHAHCOBOM 3aMHTEPECOBAHHOCTN B NPeLCTaB/IeH-
HbIX MaTepuanax uim MmeToaax.

ABTOpr 3asBna10T 00 OTCYTCTBUA KOH(DJ'II/IKTa NHTEepeCOoB.

58

Russian Technological Journal. 2024;12(2):57-66


https://doi.org/10.32362/2500-316X-2024-12-2-57-66
mailto:alexey_yurasov@mail.ru 

Magnetorefractive effect
in metallic Co/Pt nanostructures

Alexey N. Yurasov,
Diana A. Sayfullina, Tatiana N. Bakhvalova

INTRODUCTION

Heterogeneous metallic magnetic materials exhibit
a giant magnetoresistance effect (GMR), associated
with a change in the conductivity of the nanostructure,
and depending on the mutual location of the magnetic
moment vectors of the ferromagnetic regions. Such
a change in the properties of matter must inevitably
have an optical response correlated with the GMR. Such
an effect, called the magnetorefractive effect (MRE),
can indeed be observed in metallic nanostructures and
consists of a change in the reflection, transmission,
and absorption coefficients of an electromagnetic wave
under the influence of a magnetic field [1-4]. This is
based on spin-dependent scattering, as well as on the
GMR effect. As a rule, magneto-optical effects are
related to a change in the non-diagonal component of
the dielectric permittivity tensor (DPT) under the action
of a magnetic field, However, the MRE is an exception
in this respect, since it is not a direct consequence of
the effect of a magnetic field on a substance. It is not
directly caused by the spin-orbit interaction, but is even
in magnetization and is associated primarily with the
diagonal part of the DPT and magnetoresistance [5, 6].

METHODOLOGY
AND STUDIED STRUCTURES

Co/Pt nanostructures [7-9] with a different volume
concentration of cobalt were chosen for the MRE study.
Platinum in pure form is a classical paramagnetic
with a high level of stability of properties and
temperature stability. It also possesses environmental
inertness, corrosion resistance and good optical and
conducting properties. In turn, cobalt is one of the most
important ferromagnetics with significant spontaneous
magnetization and a relatively high Curie temperature.
This element finds broad practical application due
to its high magneto-optical activity. Nanostructures
based on cobalt and platinum have a good combination
of mechanical strength, conductivity and magneto-
optical properties. In addition, their fabrication process
is relatively simple. As the amount of cobalt in the
nanostructure increases, there is a transition from
the paramagnetic state to the ferromagnetic state,
the so-called concentration phase transition. This is
accompanied by an increase in the conductivity of the
structure. The type of magnetic ordering is usually
determined using the Stoner criterion [10].

This work considers Co/Pt nanostructures with
a volume concentration of cobalt from 0.3 to 0.6 in the
energy range of 0.54-3.3 eV of incident electromagnetic
waves. These nanostructures can be considered as quasi-
uniform. It is thus reasonable to use the effective medium
theory, in order to calculate their dielectric permittivity.
Thus, knowing the dielectric permittivities of cobalt and

platinum, the effective medium methods can be used
to calculate their total effective dielectric permittivity
for all bulk concentrations. Since concentrations
close to the mean are being considered, it is best to
use the Bruggeman approximation (effective medium
approximation) for the calculations. This model does not
take into account dimensional effects and the influence of
interfaces. So, the formulas [11] required modification,
in order to improve the accuracy of calculations. The
obtained dependencies of the real and imaginary parts of
the dielectric permittivity are shown in Fig. 1.

These graphs clearly show that in the infrared (IR)
region of the spectrum, the functions of the real and
imaginary components of the dielectric permittivity
resemble a hyperbolic dependence on frequency (Drudean
character of the dependence). Within the framework of
this model, the resulting samples with effective dielectric
permittivity can be considered homogeneous. Moreover,
they can also be considered in terms of the Drude—Lorentz
conduction theory. This means that the electrons in the
samples are considered a classical gas of non-interacting
particles moving freely in the ion lattice with some
average velocity. In this case, the frequency of collisions
with the lattice and the mass of electrons do not depend on
their velocity, and the collisions themselves are absolutely
elastic. As can be seen from the graph in Fig. 1, this model
works best in the IR region of the spectrum.

200
100
0
-100
-200
-300
-400

3.0 3.5

E, eV
€,X=0.5
€,X=0.5

——g,X=03 -=-g,X=04
——£,X=03 -#-g,X=04

g, X=0.6
£,X=0.6

Fig. 1. Spectral dependencies of the real (g,) and
imaginary (g,) parts of the complex dielectric permittivity
for different volume concentrations of cobalt X.

E is electromagnetic wave energy, eV

In this case dielectric permittivity is equal to:

2 2

o Oy (@—1y,)
s(w)=sl—i82=1—2—.p=l——p-2—rzel=
Q] +10)Yrel O o +Yrel (1)
032 (02
=1- p +-Yrel p
T2 Ve 22
W +'Yrel W +yre1

where o, is the plasma frequency, and v, is the relaxation
frequency. These are parameters of conduction electrons
characterizing the number of free electrons and their
scattering.
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Knowing the real part of the effective dielectric
permittivity, using formula (2), the parameters of
conduction electrons can be estimated. These are the
effective values of the plasma o, and relaxation vy,
frequencies, as well as the relaxation time 1 (a value
inverse to the relaxation frequency) [12].

2 2
| @] L] el

1- € o, o,

2

The results of the calculations of plasma and
relaxation frequencies and relaxation times are
summarized in the table below.

For clarity, the dependence of the plasma
frequency (in eV) on the cobalt concentration X is
plotted in Fig. 2.

12
10

mww
o N O~ O

03 04 0.5 0.6 0.7 0.8

Cobalt volume concentration

0.9

Fig. 2. Dependence of the plasma frequency hmp
(his the reduced Planck constant) on the cobalt volume
concentration X

The calculated value of the plasma frequency of
pure cobalt ho ~4.46 eV is larger than the real value of
3.69 eV. This may be due to the unaccounted influence
of interzone transitions and the different contribution
to the plasma frequency of electrons with spin up and
spin down. The plasma frequency of pure platinum
is about twice that of the plasma frequency of cobalt.
This means that when the concentration of cobalt in
the nanostructure increases, the plasma frequency
decreases [13]. Consequently, the number of free
electrons in the effective medium also decreases. The

plasma frequency from concentration varies uniformly
without sharp jumps. Thus, phase transition begins at
lower concentrations of cobalt, meaning that all the
nanostructures under consideration have ferromagnetic
order.

The electromagnetic wave range being studied
herein lies between the relaxation frequency and the
plasma frequency vy, < ® < o . Langmuir shielding
can be observed in this region. Since the radiation
frequency is larger than the relaxation (collision)
frequency, the field has time to change many times
during the relaxation time equal to 1/y,, . The electrons
tend to compensate for the effects of the electromagnetic
wave, in such a way that the field barely penetrates,
although the level of attenuation is very small. Due to
the reflected wave, the reflection coefficient R is close to
unity. However, near the plasma frequency it decreases
since the depth of Langmuir shielding begins to depend
on the frequency (Fig. 3).

\\\\

R
COO000000O
omsNvwhUIONLOO

0.5 1.0 1.5 2.0 2.5 3.0 3.5
E, eV
—— X=0.3 X=04 == X=05 = X=0.6

Fig. 3. Spectral dependencies of the reflection
coefficient at normal incidence for different cobalt
concentrations

The higher the cobalt concentration, the lower the
reflection coefficient. In the ultraviolet (UV) region of
the spectrum, the optical conductivity of the metallic
nanostructure decreases significantly. This in turn affects
the refraction coefficients n and extinction k, and hence
the reflection coefficient R. In addition to the fact that
the values of n and k are decreasing, the ratio between
them also changes. In the near-IR and visible regions of
the spectrum, k& >> n, but also when approaching the UV
region, their values gradually equalize.

Table. Results of plasma frequency and relaxation time calculations

2 2
1 1 1 Y 1 1
X —| .= o 1010, ~ s -10'6, = T 107105
[mp] s2 P s [mp 52 Yrel . rel
0.3 0.39-10732 1.60 0.001 0.04 27.87
0.4 0.45-10732 1.49 0.001 0.05 21.19
0.5 0.52-10732 1.38 0.002 0.06 16.57
0.6 0.61-10732 1.28 0.004 0.07 13.00
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The real and imaginary parts of dielectric permittivity
are equal to:

g (0) = n? — k%, 3)
&,(w) = 2nk. 4)

Optical conductivity Oopt is equal to:
Oopt ()= Ne? 2 é’ ®)

2
(O]
MY el 1+ [Yl]
re

where m is the mass of an electron, N is the number of
electrons, e is the charge of an electron, p is the electrical
resistance.

The imaginary part of the diagonal component Im €
of the DPT is related to the optical conductivity of the

metal Oopt’

® ®
Sopt (0) = Elm g(w) = Enk. (6)

When an alloy with GMR is magnetized, the optical
conductivity changes in accordance with the change in
magnetoresistance. The change in optical conductivity

can be expressed through the magnetoresistive
effect [14]:
Ap
1 1 Ap Py

cTopt (0)=—-—= = o, (7)
Po Pu 2[1 AP] (1 APJ
Po|l— -
Po Po

where Ac opt is the magnetic conductivity, py is the
electrical resistance in a magnetic field, p, is the
electrical resistance without a magnetic field, and Ap/p,
is the magnetoresistance of the material.

Using formulas (3), (4), and (6) in a magnetic field,
by replacing the refraction and extinction coefficients by
ny =n + An and kyy = k + Ak, we can calculate An and
Ak through A In this case, the product An - Ak can
be neglected as a value of the second order of smallness.

2nAc( n+k
An = —_, 8
" o) [n2+k2) ®
2nAc( n—k
ANg="—"—| ——|. 9
0] (n2+k2j ©

Thus, considering formulas (7)—(9), the MRE can be
estimated using optical parameters and magnetoresistive
effect parameter [11].

MRE on reflection at normal incidence is calculated
using the following formula:

AR _ Ry~ Ry
R Ry
where Ry and R, are the light reflection coefficients of

the sample in the magnetic field and without the field,
respectively.

; (10)

MAIN RESULTS AND DISCUSSION

In Fig. 4, the spectral dependencies of the MRE
parameter at different cobalt concentrations for the

A
magnetoresistive effect =P 1%, 5%, 10% are plotted.

MRE has a negativs value. This means that the
reflection coefficient of the nanostructure increases in
the magnetic field. The effect is more noticeable the
larger the magnetoresistive effect and the higher the
cobalt concentration. This means that the MRE is very
sensitive to changes in the microstructure, which affects
its conductivity. The MRE parameter takes the highest
value in the low frequency region close to the relaxation
frequency [15-18].

Now let us calculate the MRE parameter at an
arbitrary angle of incidence using the 30° angle as an
example, using the Fresnel equations for s-polarization.
Let us represent the nanostructures under consideration
as films deposited on a silicon substrate. Then the
samples can be considered as three-layer air-Co/Pt-Si
structures.

This model will be closer to real samples on a silicon
substrate. The reflection coefficient of the s-component
for the whole three-layer structure jki is equal to [17]:

5 2
P+ Fern

s 1. 72, .
1+Fk Y

> (11)

_2ngkdk
where F =¢e %

g = n]2 _”i2 sin

is the phase multiplier in the kth

2

¢ is the parameter for

convenient calculation of reflection coefficients at the
2 _ 2
8"~ &k

2 2
g ;i + &y

and transmission coefficient at the interface of j—k media,
¢ is the angle of incidence of light from the first medium,
and d,_ is the thickness of the corresponding medium.

In Fig. 5, the spectral dependencies of the MRE
parameter with regard to the angle of incidence, substrate
influence and thickness at different cobalt concentrations
for the magnetoresistive effect are plotted:

ﬁzl%, 5%, 10%.

p

layer,

interfaces, 7 = is the partial reflection
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Fig. 4. MRE spectral dependencies for different cobalt concentrations at different GMR values:
(a) 1%, (b) 5%, (c) 10%

Experimental data of the MRE parameter for the
Si/Ta(2)/Cos,Pts(4.6)/Ta(2) nanostructure, where Ta is
the buffer layer (Fig. 6), are plotted for comparison in
the graphs (Fig. 5). The experimental curve lies roughly
between the plots for X=0.5 and X = 0.6 at GMR = 5%.
It is worth considering that the thickness of the kth layer
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has a noticeable effect on the MRE parameter, since it
is under the exponent function. As can be seen from the
graph in Fig. 5, the MRE parameter in the IR region of
the spectrum increases sharply up to some maximum
value. It then gradually decreases. The greater the cobalt
concentration, the more strongly this maximum point

E, eV

MRE for X=0.4 at GMR = 1%
—o— MRE for X=0.6 at GMR = 1%

Fig. 5 (start). MRE spectral dependencies for different cobalt concentrations at different GMR values for s-polarization
and 30° angle of incidence calculated by Fresnel formulas and experimental data for s-polarization,
30° angle of incidence: (a) GMR = 1%, (b) GMR = 5%, (c) GMR = 10%
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Fig. 5 (end). MRE spectral dependencies for different cobalt concentrations at different GMR values for s-polarization
and 30° angle of incidence calculated by Fresnel formulas and experimental data for s-polarization, 30° angle
of incidence: (a) GMR = 1%, (b) GMR = 5%, (c) GMR = 10%

is shifted towards the IR range. At the same time, the
greater the concentration of cobalt and HMS, the more
pronounced the oscillations of the MRE parameter. The
sign of the effect parameter changes. This means that
after some value of the emission frequency, the reflection
coefficient in the magnetic field decreases. At GMR
10%, the MRE parameter for cobalt concentration 0.5 at
some frequencies slightly exceeds the MRE parameter
for concentration 0.6.

At high frequencies, the concentration of cobalt has
practically no effect on the MRE, which itself is very
small. This correlates well with the data in Fig. 1. The
values of the real and imaginary components of the
dielectric permittivity for all samples also converge at
high frequencies. At an electromagnetic wave energy
of about 2 eV, there is no special difference between
samples with X = 0.3 and 0.6. This does not coincide
with the experimental data, since the experimental curve
at high frequencies on the contrary increases. This is

Fig. 6. Schematic representation of heterogeneous
layered Si/Ta(2)/Cog,Pts,(4.6)/Ta(2) nanostructure
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because the model considered herein does not describe
the effects at high frequencies. All calculations are
based on the dielectric permittivity of the nanostructure.
Thus, when refining the model, it will be necessary to
calculate more accurately the dielectric permittivity of
the considered nanostructures at high frequencies [18].

It can be concluded that the model under
consideration is best suited for calculating spectra in
the IR region. However, it does not take into account
the influence of interzone transitions and size effects.
The MRE strongly depends on the GMR. The higher
the cobalt concentration, the more noticeable this
dependence is. This means that it is very sensitive to
the microstructure of the sample. The graph in Fig. 5c,
it shows the oscillatory character of the dependence of
the MRE parameter for the nanostructure with X = 0.6.
Moreover, unlike the previous graphs, it shows the
intersection of the curves with X = 0.5 and 0.6 in the IR
region of the spectrum. At some frequencies the curve
0.5 is higher than the curve 0.6.

CONCLUSIONS

This study investigates plasma frequencies,
reflection coefficients, and MRE spectra on reflection
at normal incidence. The MRE spectra for Co/Pt
nanostructures with different cobalt concentrations at
an angle of incidence of 30° for s-polarization were

calculated. The data obtained for a 30° incidence
angle was compared with the experimental data, and
a good level of agreement was established. A complete
correlation between the MRE and magnetoresistance
was explicitly shown. The effect is more noticeable the
larger the magnetoresistivity and the higher the cobalt
concentration. This means that the MRE is very sensitive
to microstructure changes affecting its conductivity.
The highest value of the MRE parameter is in the low
frequency region, close to the relaxation frequency.
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Abstract

Objectives. The aim of this study is to develop analytical methods to evaluate the probabilistic and temporal
characteristics and performance of wireless networks using the CSMA/CA access method. These methods
enable the process of selecting rational operating modes to be automated and the impact of collisions in networks
implementing the 802.11 protocols to be reduced.

Methods. The methods employed herein include reliability theory, theory of random processes, queuing theory, and
the Laplace-Stieltjes transform.

Results. A problem statement is presented and developed, along with an analytical method for evaluating the
probabilistic and temporal characteristics and performance of wireless networks using the CSMA/CA access method.
This method considers time constraints on information transmission, thus expanding the applicability of previously
proposed analytical approaches for studying Ethernet local area networks. The analysis of networks that use the
CSMA/CA access method was carried out. An original mathematical model was developed that allows evaluating
various characteristics of packet transmission processes in wireless networks under time constraints on the
transmission. These characteristics include latency, packet transfer time, node load, and network performance.
A software package was developed to simplify the analysis and evaluation of various operation modes of wireless
networks using the CSMA/CA access method.

Conclusions. We demonstrate the need for developing nested analytical models describing packet transmission
processes in wireless networks under time constraints on link-layer transmission. This implies the development
of more complex models for more exact description of packet transmission processes in such networks. The
software package developed herein enables the various options for the functioning of the network to be studied
and analytical calculations to be performed. Calculations were carried out, in order to assess the probabilistic and
temporal characteristics of packet transmission processes and the wireless network performance. The research
involved varying the number of workstations and the intensity of packet flows entering the network nodes under
the time constraint on packet transmission. The application of the developed mathematical models will be useful
in creating and optimizing wireless networks such as Wi-Fi networks, networks based on the IEEE 802.11 standard,
and other data transmission systems using the CSMA/CA access method. Such models and the analysis based
on them will be useful in optimizing network performance, adjusting parameters, as well as selecting the capacity
and configuration of wireless networks.

Keywords: analytical method, mathematical model, wireless networks, jam packets, CSMA/CA, 802.11 standard,
temporal characteristics
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¢ metoaom pocryna CSMA/CA
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MUP3A — Poccumickuni TexHosorn4eckmni yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp AN nepenvcku, e-mail: zhmatov@mirea.ru

Pesiome

Llenu. Llenbio cTatby siBnsieTcs pa3paboTka aHaIMTUYECKNX METOLOB OLLEHKN BEPOSITHOCTHO-BPEMEHHbIX XapaKkTe-
PUCTUK 1 MPOU3BOANTENIbHOCTI 6ECnpoBOAHbIX ceTel ¢ MmeTogom aoctyna CSMA/CA, no3BosSiOLMX aBTOMATU3N-
poBaTb NPOLLECCHI BbIBOPA paunoHasibHbIX PEXUMOB PaboTbl 1 CHU3UTb BIIUSIHUE HANTOXEHWNI B CETSIX, PEASINIYIOLLNX
npotokonbl 802.11.

MeTogabl. Vicnonb3oBaHbl METOAbl TEOPUM HAAEXHOCTU, TEOPUN CNyHaiHbIX NPOLLECCOB 1 TEOPUM MACCOBOro 00-
CcnyxuBaHus, npeobpasoBaHue Jlannaca — Ctuntbeca.

PesynbTaTtbl. PadpaboTaH aHaNnUTUYECKNA METO, OLEHKM BEPOSTHOCTHO-BPEMEHHbIX XapakTEPUCTUK 1 NPOU3BO-
ANTENbLHOCTN BECNPOBOAHLIX ceTel ¢ MeToaoM aoctyna CSMA/CA ¢ y4eTOM OrpaHMyeHnin Ha BpeMs nNepeaadm NH-
dopmaumn. MeTtop paclumpsieT 06nactb NPUMEHUMOCTUN aHANIUTUYECKUX MOAXOAO0B, NPEASIOXKEHHbIX paHee s Uc-
cnenoBaHusa nokanbHbix ceTen Ethernet. MpoBeaeH aHanus ceTen, KoTopble MCNONb3yT MeToa aoctyna CSMA/CA.
PaspaboTaHa opurnHanbHas MaTemMaTMyeckasi Moagesb, No3BONAOLLANA OLLEHUTb Pa3/INYHbIe XapakTePUCTUKIM MPO-
LLeCCOB MNepeaayn nakeToB B 6€CNPOBOAHbIX CETSX MPU OrpaHNYEHNsX Ha BPEMS Nepefadn. TN XxapakTepUCTUKA
BKJ1IOYAIOT BPEMS OXUOAHUSA, BpeEMA nepenadqm naketos, 3arpy3Ky y3/10B U NPOU3BOAUTESNIbHOCTb ceTu. ng ynpo-
LLIEHMS aHaNM3a 1 OLLEHKWN PasfinyHbIX PEXNMOB PaboTbl 6eCNPOBOAHbLIX ceTel ¢ MeTogom aoctyna CSMA/CA 6bin
paspaboTaH NpPorpamMmMHbIii KOMIIEKC.

BeiBoAbl. [Toka3zaHa HEOGXOAMMOCTL NEPBOOYEPEAHOM Pa3paboTKM BAOXEHHbLIX aHANUTUYECKUX MOJENEN, ONUCHI-
BaloOLLMX NPOLLECCHI Nepeaayn naketoB B 6€CNpoBOAHbLIX CETSAX MPU OrpaHMYEHMSX Ha BPEMS nepeaayn nHdopma-
LM Ha KaHaNlbHOM YpPOBHE. DTO O3Ha4yaeT, Y4To As1s 6osiee TOYHOro ONrcaHKs NPOLECCOB Nepeaayn NnakeTos B Ta-
Kux ceTsix TpebyeTcs co3naHne 6osee CnoxHbIX Moaenel. PaspaboTaHHbI NPOrpaMMHbIA KOMMIEKC MO3BOJISET
n3yyartb pasnnyHble BapuaHTbl GYHKLMOHMPOBAHUSA CETU 1 NPOBOAUTL aHAIMTUYECKUE pacyeTbl. Bbinv nposeneHsbl
pacyeTbl 419 OLEHKN BEPOATHOCTHO-BPEMEHHbIX XapakTEPUCTUK NPOLLECCOB Nepeaayun nakeTos 1 NPON3BOANTESb-
HocTu 6ecnpoBoAHON CeTU. ViccnenoBaHns BKIOYaNM M3MEHEHME KOIMYECTBA Paboyumx CTaHUMA U MHTEHCUBHO-
CTM MOTOKOB MakeToB, MOCTYNalLWMX B y3/ibl CETU, NPU OrPaHNYEHNN BPEMEHM Nnepenayn nakeTos. [NpyumMmeHeHne
pa3paboTaHHbIX MaTeEMaTMYECKUX MOAENEN MOXET OblTb MONE3HBLIM MPY CO3AaHUN U ONTUMMU3auUn 6eCrnpoBOAHbLIX
ceTen, Takmx kak Wi-Fi-ceTn, ceTn cBa3u Ha ocHoBe cTanpapTa IEEE 802.11 v gpyrmne cuctembl nepenayn OaHHbIX
C ncnonb3oBaHnem metoaa goctyna CSMA/CA. Takne MOAENU 1N aHANN3 HA X OCHOBE Pa3/INMYHbIX PEXMMOB (PYHK-
LMOHNPOBaHMs 6ECNPOBOAHbLIX CETEN MOTYT MOMOYb B ONTMMU3ALUN NPON3BOAUTENBHOCTN CETEN, HACTPOIiKe Na-
pamMeTpoB, a Takxke npu BbIBOPE EMKOCTU 1 KOHMUrypaLmm 6ecnpoBOAHbIX CETEN.
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ABTOPbI 3a5BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

The search for new ways of improving the
performance of wireless local area network (WLAN) is
driven by the dramatic increase in the number of Wi-Fi
enabled devices, as well as by the intense growing
demand.

In order to achieve a high quality of streaming,
WLAN uses a common physical medium to exchange
data between active devices. An important challenge
in WLAN is to control access to the physical
medium. In the most common Wi-Fi networks, the
medium access station uses carrier sensing multiple
access with collision avoidance (CSMA/CA).
The use of a portion of the network bandwidth
for CSMA/CA implementation reduces network
bandwidth for subscriber traffic, thus negatively
impacting wireless network performance.

The methods used to access the physical medium of
wireless networks play an important role in the operation
of the medium access control (MAC) sublayer. Access
to the WLAN physical medium is governed by the
IEEE 802.11 standard!'. The most widely used MAC
address is based on the CSMA/CA scheme. The scheme
provides competitive access to the physical medium.

In early IEEE 802.11 versions, the CSMA/CA
mechanism is implemented as a distributed coordination
function which provides equal access to all nodes in the
network.

In addition, in AP-centric networks, the IEEE 802.11
standard implements a point coordination function which
provides centralized access to the physical medium. The
distributed coordination function does not maintain the
quality of service (QoS).

In general terms, higher priority frames have more
chance of being transmitted, while the channel load
is reduced. There have been many studies aimed at
improving the performance of the MAC sublayer using
different techniques and approaches. While most of them

I IEEE 802.11 is a set of communication standards for com-
munication in the wireless local area networking frequency bands
of 2.4, 3.6, and 5 GHz.

focus on ensuring the transmission of different types of
traffic, the impact of different ratios of traffic types on
network performance has not yet been studied. Knowing
this would enable the development of specialized
algorithms for improving the information transmission
in wireless networks.

The MAC sublayer is oriented towards specific
ratios of traffic types in each particular application.

The development of mathematical methods to estimate
node load, transmission medium, time characteristics,
and performance of local and wireless networks allows
the design process [1, 2] to be automated, thus resulting
in improved network efficiency. Modern network
technologies and protocols are described in [3, 4].

The main research techniques of multimachine
computing systems and local networks include
methods based on the reliability theory [5-7],
queuing theory, and simulation modeling [8-15].
Known analytical research techniques do not consider
directive constraints on the packet transmission time
in wireless networks. For the CSMA/CA access
method, certain ratios of the “transmission rate/frame
size” and “network size/frame size” parameters need
to be maintained.

This paper presents an original analytical model for
evaluating the probabilistic and temporal characteristics
and performance of wireless networks with
CSMA/CA access method under directive constraints on
the information transmission time. It thus develops the
well-known analytical research techniques for Ethernet
networks [16].

1. CHARACTERIZING THE CSMA/CA
ACCESS METHOD

The probability of data transmission error is much
higher in a wireless medium rather than in a wired
medium. The transmitted signal strength is much
higher than that of the received signal. The operating
range of transmitters is limited in this case, so not all
the computers on the Wi-Fi network are able to receive
the transmitted data. This results in a number of
problems. The most prominent of these are hidden and
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exposed terminal problems [11, 12]. In the Ethernet
network, the carrier senses multiple access using the
collision detection or CSMA/CD access method, since
conflicts are relatively cheap. They are detected almost
immediately, and computers stop the transmission
at once [4]. In Wi-Fi wireless networks, the carrier
senses multiple access using the conflict avoidance or
CSMA/CA access method, since collisions are very
expensive [9, 10]. In[11, 12], modern data transmission
technologies and prospects for their development are
considered.

The CSMA/CA access method is most often used in
wireless networks in which operation at the physical layer
is described by the ISO/OSI (International Organization for
Standardization / Open Systems Interconnection) model
and 802.11 standard. In particular, the IEEE 802.11x,
802.11ac, 802.1lax, and 802.11be communication
standards are used in high-speed Wi-Fi networks [16].
The CSMA/CA method demonstrates a high level of
efficiency in compact wireless networks with a small
number of nodes.

With an increasing number of workstations and
workload, a dramatic decrease in the efficiency of the
wireless network can be observed. These two factors
inevitably increase the number of conflicts and result in
more time spent on resolving them. Unlike methods for
studying cable or fiber-optic local area networks [16],
analytical methods used in studying probabilistic and
temporal characteristics of wireless networks are not
sufficiently developed. When developing models based
on simulation techniques [13, 14] it can be cumbersome
and time-consuming to achieve reliable results in the
entire research area of CSMA/CA-enabled transport
medium and network node load. This is because the
number of conflicts is highly dependent on the load. In
addition, this model is nested with respect to models used
to estimate the probabilistic and temporal characteristics
of information processes in the distributed computing
system. Thus, calculations require its multiple use,
dramatically increasing the time required for study.

Networks which implement 802.11 protocols
require analytical methods for evaluating probabilistic
and temporal characteristics to be developed. They also
require the implementation of wireless networks with
CSMA/CA access method, thus allowing the processes
of selecting rational operating modes to be automated
and the impact of collisions to be reduced. These factors
represent both relevant and indisputable novelty.

2. PROBLEM STATEMENT

Given:

1. The transmitting medium of wireless network is
ether.

2. Access to the transmitting medium is CSMA/CA.

3. The number of nodes in the wireless network is N.

4. Placement of nodes. The main characteristic: the
distance between the nodes in the network is L, m,
(i and k are node numbers).
5. Bandwidth is ¢, Mbit/s.
6. Signal propagation speed is ¥, m/s.
7.Delay in the jampack retransmission when
conflicts are detected is T, s.
8. Jampack size is Lipmo bit.
9. Delay inreceiving confirmation for the transmitted
jampack is Az, s.
10. Info pack length is Lpack’ bits.
11. Directive time of the info pack transmission is
s
12. Streams of packs coming to the wireless network
nodes is A, pack/s (k =1,N).
13. Interframe interval is At, s.

To be defined:

1. Tk(l) is the delivery time of info packs
(k=1N).

2. O, is probability of the info pack on-time delivery
(k=1,N).

3. Ay, 18 network performance.
4. Load of nodes and transmission medium of
wireless network.
The wireless network performance is defined as the
total intensity of the on-time served stream.

3. MATHEMATICAL MODEL
OF THE METHOD FOR EVALUATING WIRELESS
NETWORK CHARACTERISTICS

The problem is resolved under the assumption of the

Poisson nature of streams A, (k =1, N), coming to the
wireless network nodes for service.

When transmitting a jampack from the kth node,
a conflict occurs if node 7 starts transmitting a jampack
in the interval (0, 7], or node i starts transmitting
a jampack in the interval [T}, 0), as follows:

Ty =Ly IV, i=LN, i#k}.

The probability that node i will not start transmission
in the interval 27, with a Poisson stream of packets
arriving at the nodes of the network is determined by
ratio e %%k

Then the probability that the transmission of
a jampack from the kth node will not cause conflicts with
jampacks transmitted from other nodes in the network

can be evaluated using the following formula:

N
[T ¢, k=1N. (1)
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Let P (s)=[e'dP.(t) be the Laplace-Stieltjes

transform of the (i)istribution function P(?) of the packet
transmission time from the kth node allowing for
emerging conflicts, and let s be a complex parameter.
Pk*(s) is defined by the following expression:

B ()= Y {B(X )" (7 () F ()}, ()

n=1

where B, =(l—gk)"_1gk is the probability that the
packet will be transmitted in exactly » attempts (when
transmitting jampack, conflicts will occur n — 1 times);

F*(s)= I e S'dF(t), F(f) is the dependence of the

0
transmission time of a data pack with jampack without

o0
overlay. X *(s) = Ie_“dX (t), X(¢) is the distribution

0
function of random delay in the jampack retransmission,
in the event of conflict (overlay of jampacks from
different  nodes of the  network);  while

Vk*(s): Je‘SIde (), V(1) is the dependence of the

0
jampack transmission time and delay in confirmation

transmission on the transmitted jampack from the kth
node in case of conflict.
Then

)= 1= g (X () x
= 3)

1
x * n_l * — *
OO0 = 8 Oy

Considering the properties of the Laplace—Stieltjes

transform [16], expressions for moments Pk(]) and Pk(z)
of distribution function P, (¢) are easily obtained using
differentiating expression (3) by s.

The methods for calculating the moments of
distribution function V,(7) and X(7) together with the
necessary calculation formulas to evaluate the load of the
transmission medium and network nodes are presented
in [16].

The moments of distribution function G(7) of the
service time for a packet arriving at the kth node of the
network are determined by the following formula:

GO = PO D GO _p® oy @) (4

wherein Wk(l) and Wk(z) are the moments of distribution
function W, (¢) of the waiting time for starting the

packet transmission when it arrives at the free Ath node
of the wireless network [16].

Considering the Poisson character of packet streams
arriving to the network nodes, the average waiting time
of packets in the queue for service in the kth

node We(;% i

formula [10], as follows:

is determined by the Pollaczek—Khinchine

(2)
0, =t 5)
exp h
2 12,6

The average packet service time 7! allowing for the
waiting time for starting the transmission in the network
nodes is determined by the following expression:

1O =wh +c0. (6)

exp

As in [16], the probabilities of the on-time delivery
of packets Q,, arriving at the kth node of the wireless
network are also defined by the following relations:

_ h(1-2,G D)
h=X, +1, G, (h)

O G (h), k=LN, (7)

where h=1/T4), Ty (1)=1-e", TQis the directive
packet transmission time in the network.

. 1 (G, V)2
G h=——, x,=——"-7-——
k k 5
( 3 Jxk Gk(2) _(Gk(l))2
—+1
Vi ®)
G. M
Ye= o2 : D2
Gk( )_(Gk( ))

Relations (8) can be easily established by
approximating the distribution function G(7) at two
moments G k(l) and G k(z) by means of gamma distribution,
while also considering the assumption that the constraint
on the directive packet service time in the network
T}, (1) is a random variable distributed according to the
exponential law. The corresponding transformations are
presented in [16].

The total intensity of the on-time served
stream (network performance) is calculated by the
following formula:

N
heum = 2 MO 9)
k=1

where Q, is determined by relation (7).
The method thus developed for evaluating the
efficiency of wireless networks with the CSMA/CA

Russian Technological Journal. 2024;12(2):67-76

71



Study of the probabilistic and temporal characteristics
of wireless networks using the CSMA/CA access method

Alexander S. Leontyev,
Dmitry V. Zhmatov

access method forms the basis for implementing the
computer-aided design systems for multi-purpose
wireless networks. These include Wi-Fi and long-
distance wireless networks using narrow-area antennas
and CSMA/CA access method for communication.

4. MODELING THE WIRELESS NETWORK
EFFICIENCY EVALUATION

A software package entitled “The analytical
modeling system for information transmission processes
in networks” has been developed for the general purposes
of implementing the analytical model considered here.
The aim is to evaluate the efficiency of networks with
CSMA/CA access method in C++ language in the
Boland C++ Builder object-oriented programming
environment,

Initial data is entered from the display screen in the
dialog mode according to the forms specified. Without
leaving the modeling system, the operator is able
to adjust the initial data and save the corresponding
calculation results in text and graphic files.

The on-screen form for entering the initial data and
outputting simulation results is shown in Fig. 1.

The software package enables the network
bandwidth to be calculated for any given size of
the wireless network with CSMA/CA and different
placement of network nodes. The type of node
placement can be random or deterministic. In
deterministic placement, nodes can be located at the
same distance from neighboring nodes (equidistant
placement) or at different distances (non-equidistant
placement). The packet transmission time constraint
must be defined when entering initial data. The
probability of delivering packets in less time than the
directive one depends significantly on the constraint
defined for the packet delivery time. The performance
defined as the total on-time transmitted packet stream in
the wireless network also depends significantly on the
given packet delivery time constraints. Characteristics
such as node and transmission medium load, as well
as probabilistic and temporal characteristics (waiting
time in queues, packet transmission time) do not
depend on the constraints imposed on the transmission
time. However, they certainly depend significantly
on the transmission medium bandwidth, the number
of nodes and their placement, the network size, the
intensity of packet streams arriving at the wireless
network nodes for service, the length of info packs,
and time delays resulting from jampacks overlay.
During modeling, the speed of signal propagation in
the transmission medium is assumed to be equivalent
to the speed of light.

The packet transmission in the wireless network
with CSMA/CA is simulated, in order to demonstrate

calculations of probability-time characteristics of packet
delivery processes and wireless network performance
using the developed analytical method. For modeling
purposes, the following initial data was selected:

o the size of the wireless network with CSMA/CA is

500 m;

o the type of node distribution in the network is
random;
the number of nodes in the network N = 100;
bandwidth is 100 Mbps;
signal propagation speed is 3 - 108 m/s;
maximum packet retransmission delay is 10 ps;
jampack length is 32 bits;
directive time is 0.005 s;
info pack length is 1 Kbit;
packet arrival rate is the same in all nodes.
It should be noted that the developed software
package also enables modeling to be performed at
different packet arrival rate at network nodes for service.

The calculation results for probabilistic and
temporal characteristics, performance, load of nodes
and transmission medium with the defined initial
data at load change (change of intensity of packet
streams arriving at the network nodes for service) are
presented in Fig. 2—-6.

Packet delivery time in a wireless network
depends on the time of waiting for transmission in the
queue at network nodes, as well as the time of packet
transmission allowing for emerging conflicts. Therefore,
the parameters of information processing in a wireless
network should be selected in such a way that no
bottlenecks, i.e., overloads of individual nodes and the
transmission medium might occur within the entire range
of changes in the intensity of the packet streams being
processed in the system. In a balanced system, the load
of the transmission medium and the load of the nodes
when the load increases should be close to each other. As
the network length decreases and the number of nodes
decreases for a given transmission medium capacity,
the length of the transmitted packets should increase in
order to balance the network when the load increases.

When increasing the network size and the number
of nodes at a given network bandwidth, in order to
balance the network within the entire range of load
changes, the length of transmitted information packets
must be reduced. This will enable optimal performance
under transmission time constraints, due to a reduced
probability of conflicts.

Specific recommendations on selecting parameters
and modes of operation for the wireless network can
be obtained by conducting multivariate analytical
calculations. This can be done by using the software
package implementing the analytical method used for
studying wireless networks with CSMA/CA access to
the transmission medium.
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Fig. 1. The screen form for input/output of simulation results
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network nodes under random node placement (N = 100),
equal packet arrival rate at network nodes, and packet
delivery time constraint
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CONCLUSIONS

In this paper, the following main results were
obtained.

Models used to analyze the probability-time
characteristics of information processing in distributed
information-computing systems were classified.

The paper also demonstrated the necessity of priority
development of nested analytical models describing the
processes of packet transmission under limitations on
the time of information transmission in networks at the
channel level.

Analytical  formulas for evaluating time
characteristics of packet transmission, node load,
transmission medium load, and performance of
wireless networks with CSMA/CA access method
were established. Their operation is described by the
IEEE 802.11 communication standard.

The software package is based on the developed
analytical method. Use of the software allows the
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performance of wireless network and probabilistic
and temporal characteristics of packet transmission at
different transmission medium bandwidths and network
sizes to be evaluated. It also provides an opportunity for
multivariate analysis of different operating modes of
wireless networks with CSMA/CA access method to be
performed.

the time constraint on information transmission in
wireless networks with CSMA/CA is universal. It is
used in the development of practical works in such
disciplines as “Architecture of computing systems”
and “Methods and means of protection of computer
information” at the MIREA — Russian Technological
University.

proposed analytical method for evaluating probabilistic
and temporal characteristics and performance under

The description of the theoretical principles of the
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Abstract

Objectives. This paper investigates the gravitational potential of a viscoelastic planet moving in the gravitational field
of a massive attracting center (star), a satellite and one or more other planets moving in Keplerian elliptical orbits
relative to the attracting center. Celestial bodies other than a viscoelastic planet are modeled by material points.
Within the framework of the linear model of the theory of viscoelasticity, the problem of finding the vector of elastic
displacement has been resolved. Traditionally, a solid body model is used to determine the Earth’s gravitational field,
while tidal deformations are taken into account in the form of small corrections to the coefficients of the geopotential
model. In this work, the viscoelastic ball model is used to take into account tidal effects. The relevance of the research
topic is associated with high-precision forecasting of the movement of artificial satellites of the Earth, high-precision
measurement of the Earth’s gravitational field.

Methods. In this study the asymptotic and analytical methods developed by V.G. Vilke are used for mechanical
systems containing viscoelastic elements of high rigidity, as well as methods of classical mechanics, mathematical
analysis. The graphs were plotted using the Octave mathematical package.

Results. After resolving the quasi-static problem of elasticity theory by calculating triple integrals over a spherical
area, a formula for the gravitational potential of a deformable planet was obtained. In addition, the gravitational
potential of the Earth was also calculated taking into account solid-state tidal effects from the Moon, Sun, and Venus
at an external point. Graphs were constructed to show the dependence of the Earth’s gravitational potential on time.
Conclusions. The theoretical and numerical results established herein show that the main contribution to the
gravitational potential of the Earth is made by the Moon and the Sun. The influence of other planets in the solar system
is small. The value of the gravitational potential at the outer point of the Earth, taking into account tidal effects, depends
both on the position of the point in the moving coordinate system and on the relative position of celestial bodies.
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HAYYHAA CTATbA

MareMmaTuueckKkas Mojaejb
rPABUTALMOHHOIO MOTEHIHUAJIA IJIAHEThI
C Y4eTOM NPUJIMBHBIX JAedopManui
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A.C. bopen

MUP3A — Poccuiickunii TexHosiorn4deckuii yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp An9 nepenvicku, e-mail: shatina_av@mail.ru

Pe3siome

Llenu. B paboTe uccnenyercs rpaBUTaALMOHHbIA MOTEHLMAN BA3KOYNPYrol niaHeTbl, COBEPLUAIOLLEN ABUXEHNE
B rpaBMTaLMIOHHOM NOJIe MAaCcCMBHOIO NPUTArMBAIOLLErO LeHTpa (3Be34bl), CNYTHUKA U eLle OOHOM NN HECKOJIbKNX
NniaHeT, ABUXYLLMXCS MO KEMIepPOBCKUM 3JIUMTUYECKUM OpOUTamM OTHOCUTENBHO NpuTarueatoLero ueHtpa. OT-
JINYHbIE OT BA3KOYNPYroi NnaHeTbl HE6ECHbIE Tena MOAENVPYIOTCS MaTepuanbHbIMU ToYkamMu. B pamkax nnHeliHon
MOOenn Teopum BA3KOYNPYroCcTy peLlaeTcs 3a0a4a HaxoXaAeH st BEKTOpa ynpyroro cMeLLeHus. TpagnuyuoHHO Ans
onpeneneHns rpaBUTaLMOHHONO Nons 3eMan NCNoNb3yeTCs MOAENb TBEPAOIro TeNa, a y4eT NpuamBHbIX gedopma-
LM OTpaxaeTcs B BUOE MasibliX MONpaBokK kK KoadduumeHTam Moaeny reonoteHumana. B gaHHoin paboTte gns yueta
NPUABHBIX 3PHEKTOB NCMOMBb3YETCA MOAENb BA3KOYNPYroro wapa. AKTyanbHOCTb TeMbl MCCNeN0BaHNSA CBS3aHa
C BbICOKOTOYHbIM MPOrHO3UPOBAHNEM ABUXKXEHUS UCKYCCTBEHHbIX CMYTHUKOB 3€MAU, BbICOKOTOYHBIM U3MEPEHNEM
rpaBMTaLMOHHOIO Nonsg 3emMnu.

MeTopabl. Mlcnonb3yloTcs acMMATOTUYECKNE N aHanuUTU4Yeckme MeTonbl, pa3paboTaHHble B.I. Bunbke ons mexa-
HUYECKMX CUCTEM, COOEPKALLMX BA3KOYNPYrne af1eMeHTbl 60bLLION XXECTKOCTU, METOAb! KNTACCUYECKON MEXAHUKW,
MatemaTn4eckoro aHanmnaa. NoctpoeHne rpadmnkoB BbIMOJHEHO C MOMOLLBIO MaTemaTuyeckoro naketa Octave.
PesynbTaTtbl. Ha OCHOBE peLLeHnst KBa3ncTaTMieCcKom 3a4a4m TEOPUM yNpyrocT NyTeEM BblHUCIIEHNSA TPOMHBIX H-
Terpanos Mo wapoBoi 06nacTn nonyyeHa Gopmyna ans rpaBUTaLlMoHHONo noTeHumana 4eopMUpyeMOoi NinaHeTsl,
a TaKXe BblYMCEH rPaBUTALMOHHBIN NOTEHUMan 3eMiuv C y4ETOM TBEPAOTENbHbIX MPUANBHBLIX 3bdEKTOB OT JIyHblI,
ConHua n BeHepbl BO BHeLLHEN To4YKe. [MoCTpoeHbl rpadumku, nokasbisaolme 3aBUCUMOCTb FPaBUTALMOHHOIO No-
TeHumana 3emnu oT BpEMEHN.

BbiBOAbI. V13 NONY4YEHHBIX TEOPETUHECKMX U YACTEHHBIX PE3yNbTaTOB CReayeT, HTO OCHOBHOW BKN1a4, B rpaBuTaLm-
OHHbIN noTeHuman 3emnu BHocaT JlyHa u ConHue. BansaHune apyrux nnaHeT CONHEYHOW CUCTEMbI Mano. 3Ha4YeHne
rpaBMTaALMOHHOIO NOTEHLUMaNa BO BHELLIHEN TOYKE 3eMIM C YHETOM NPUINBHbIX 3 dEKTOB 3aBUCUT KaK OT NMOSI0Xe-
HUS TOYKW B MOABWUXKHOW CUCTEME KOOPAWHAT, Tak 1 OT B3AaUMHOIO PaConNoXeHNs HEOECHbIX Ten.

KnioueBble cnosa: FpaBI/ITaLI,I/IOHHbIVI noTeHuwmnan, BA3kKoynpyraa niaaHeTa, npuinebl, op6|/|Ta, SNIEMEHTbI Op6I/ITbI,
MaTemMatTmndyeckoe mogenmpoBaHue

e Moctynuna: 25.07.2023 ¢ Jopa6oTaHa: 25.09.2023 ¢ MpuHaTa k ony6nukoBanuio: 13.02.2024

Ona uutuposanus: LLlatnHa A.B., Bopeu A.C. Matematmnyeckas MOA€enb rpaBUTaLMOHHOIO NOTEHLMAanNa niaHeTbl C y4eTOM
npunnBHbIX gedopmaunii. Russ. Technol. J. 2024;12(2):77-89. https://doi.org/10.32362/2500-316X-2024-12-2-77-89

I'Ipospatmocn: dmuaucoaoﬁ AedaTesibHOCTU: ABTOpr He NMetoT CDI/IHaHCOBOI‘/JI 3anHTEepPeCOBaHHOCTW B nNpeacTaBiieH-
HbIX MaTepunanax nam MetTogax.

ABTOPbI 3a9BNSIOT 06 OTCYTCTBUM KOHMMKTA MHTEPECOB.
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INTRODUCTION

One of the most important objectives at the
present time is to determine the shape of the Earth’s
geoid (equipotential surface of the Earth’s gravity field).
This is required for the topographic exploration in various
scales, determination of coordinates of turning points
of land plots during cadastral registration, engineering
exploration, geodetic support of construction, among
other reasons. In order to define the exact surface of
a geoid at any point of the planet, a set of measurements
need to be performed to establish the surface of the geoid
or at a specific point on the Earth’s surface, taking into
account the nature of mass distribution. However, this is
practically unfeasible.

In order to solve this task, the GRACE (a joint
satellite mission of NASA and the German
Aerospace Center, 2002) and GOCE (European
Space Agency, 2009) spacecraft were sent into Earth
orbit. These satellites have provided important data
for gravimetry and higher geodesy. In particular, an
improved geoid model has been constructed, which is
superior in accuracy to all previous ones. Nevertheless,
taking into account the so-called tidal effects, including
elastic deformations of the entire globe under the
influence of the gravitational force of the Moon and the
Sun, all the results obtained for measuring the shape of
the Earth’s geoid present an average picture and are to
a certain extent inaccurate.

In order to resolve the fundamental problem of
determining the actual form of the Earth’s geoid,
considering all tidal effects, the Soviet scientist
M.S. Molodensky proposed in 1950 [1, 2] that
a quasigeoid should be used instead of the geoid. This is
a surface close to it and does not require knowledge of the
internal structure of the Earth’s crust. When comparing
quasigeoid and geoid, it has to be taken into account
that in the case of high mountains the divergence will be
approximately 2—4 m. In the case of lowland plains this
divergence will be 0.02—0.12 m, and on the water surface
there will be no divergence. The surface of the quasigeoid
is defined by the values of the gravitational potential.

Article [3] presents an overview of the methods
used to study the classical theory of tides. The
traditional idea of the slowing down of the Earth’s
rotation under the action of tidal friction was expressed
by I. Kant in 1755. The first fundamental studies on the
influence of tides on the motion of planets and satellites
belong to J.G. Darwin [4]. After the start of outer space
exploration in the 1960s, as well as with the emergence
of atomic time standards, interest in the tidal theory
was revived [5].

At the present time, in accordance with the
International Earth Rotation and Reference Systems
Service (2010) [6] agreements, tidal deformations are

recorded as small corrections to the geopotential model
coefficients.

Tides in planets and their natural satellites play
a crucial role in their dynamics. They are the cause of the
transition to a 1:1 spin-orbit resonance [4, 5, 7]. It is also
believed that tidal forces drive exoplanets into higher-order
spin-orbit resonances with their parent stars [8].

Lunar-solar tides affect the change in the angular
velocity of the Earth’s rotation [9-11], weather and
climate changes [12], and also influence volcanic
activity [13]. The relevance of the research topic is
related to high-precision forecasting of the motion of
artificial satellites [14—17].

The aim of this study is to derive a formula for the
gravitational potential of a planet modeled by a spherical
viscoelastic body moving in the gravitational field
of an attracting body, a natural satellite, and another
planet. In order to achieve this, a motion separation
method is used for mechanical systems containing
viscoelastic bodies of large stiffness [18]. This work is
a continuation and development of the results obtained
in [19, 20].

1. TASK STATEMENT

In order to study the gravitational potential of
a deformable planet, a mechanical system consisting
of a stationary attracting center (material point O with
mass m,), a viscoelastic planet-satellite linkage, and
another planet will be considered. The satellite and
the second planet will be modeled as material points
F and P with masses m, and m,, respectively, and the
planet being studied will be modeled as a homogeneous
viscoelastic body with the shape of a ball of radius 7 in
the absence of deformations. The mass of the viscoelastic
planet is m, and the density is p.

Let OXYZ be an inertial coordinate system the
origin of which coincides with the attracting center. Let
Dx,x,x, be a mobile coordinate system associated with
the viscoelastic planet with origin at its center of mass D;
and C the barycenter of the viscoelastic planet—satellite
system. The Konig axis systems CX'Y'Z" and DX"Y"Z"
will also be introduced (Fig. 1).

Fig. 1. Task statement
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Let us assume that R; =0C and R, = ﬁ,
R; = OP. According to the task statement

my, <m<my,

R,|<[Ry|. (L.1)

Deformations of a viscoelastic planet at the point M
with the radius vector r are described by the elastic
displacement vector u(r, #). In the moving coordinate
system Dxx,x;

U= (U, Uy, Us), T = (X, Xy, Xy).
Radius vector of the point M in OXYZ coordinate
system has the following form:

C(r,t)=@+l"(r+ u(r,t)), (1.2)

where I' is the transition matrix from the moving
coordinate system Dx x,x; to the coordinate system
DXNYIIZN'

In order to determine the center of mass of the
deformed planet (radius vector OD) and the associated
coordinate system Dxxpx;. the conditions [7] must be
satisfied:

oD = lj@ (r,t)pdkx, jua’x =0,
ny %4

(13)
[ rotuchx =0, dv = d,dx, s,
?

where integration is performed over the ball of the
radius r: V= {r € B |r| < ol IE3 is the Euclidean space.

Considering the conditions (1.3), the radius vectors
OD, OF of the points D and F are expressed through
the vectors R, R, as follows:

)

OD=R, - R,, OF =R, + R,. (1.4)

m+m2 m+m2

The potential energy of gravitational fields of the
given mechanical system is represented in the following
form:

H_

__f”ﬂ% _ fmymy fmim3 _jfmlpdx _
or) 1

oF|  [FP| p[e(re)

—J Jmypdx —J Jmspdx
v[c(e)—0F| |g(r.0)-0P

where fis the universal gravitational constant.
The wviscoelastic properties of the planet are
described by the following parameters: Young’s

modulus £, Poisson’s ratio v and viscous friction
coefficient y (y > 0). Potential energy of the elastic
deformations € and dissipative functional D are given
according to the linear model [7, 18]:

E:IS[u]dx,€[u]:a1(I%—a2HE),
14
E(1- 2(1-2
Yo EO) 202
2(1+v)(1-2v) 1-v
a; >0,0<a, <3,
3
1.5
IE :Zeii’ HE :zi<j(eiiejj _65)’ ( )

i=1
ou. Ou.

P e A |
) axj Ox.

D=[D[u]dx, D[a]=y&[u].

We will assume that the points D, C, F, P move
in the plane OXY, and R, R,, R, are the given vector
functions of time. In addition, we assume that the angular
velocity vector @ of the coordinate system Dx x,x; is
constant relatively to DX"Y"Z". This vector is defined
by the equation

oxa=T"1Ta,

where a is a random vector.

2. ELASTIC DISPLACEMENT VECTOR

According to the D’ Alembert-Lagrange variational
principle, there exists an equality [18, 21]:

[(&,8¢) pa+ 311+ [ (VE[u]+ VD[] + iy, 5u) die +

2.1)
3

+ XzfrotSudxz 0 Voue (W% (V)) ;

V
Lagrange multipliers A,, A, in (2.1) satisfy

3
conditions (1.3); (W21 (V)) is the Sobolev space.
According to (1.2) and (1.4)

m
=R -—2 R, +T .
=R, mtm, 2+ (r+u)

Then

. . my . .
(=R, - R2+F[m><(r+u)+u],

m+m2
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+ F{mx[mx(rJru)]+c’o><(r+u)+2m><1'1 +ii} ,

8¢ =T'du. 2.2)

Equality (2.2) assumes that the orbital and rotational
motions of the mechanical system are specified, so the
variations R, R,, I' are equal to zero.

Further:

STT = {fm—f,SC}pdx-‘rI M,& o+
4] % ‘Q—OF‘

2.3)

M)gg pd.

14 ‘C—OP‘

Here

{~OF=—R,+ T (r+u),

{—OP=R,- R, R;+T(r+u).

m+m2

Explanation for finding the variation (2.3) of the
functional IT: let a = (a,, a,, a;), then

1 1

-3/2
) 2) y

1(
————————=——(a{ +a5 +a
1 2 3
|a| al +a3 +a3 2

6(a12+a§+a32)
2020 .2\ _
x8(a1+a2+a3)—— =

3
2 2 2
2( ai +a;s +a3)

2a,8a; +2a,0a, + 2a;0a, 3 (a, Sa)

2l af

Considering (2.2):

-1
I = I{TQ—PQ,Su]fmlpdx +

14
-1(r _ Or
+ L_Oj)ju Jm,pdx + (2.4)
v ‘C—OF‘
-1 _Ap
+ L_Of),é‘)u Jmzpdx,
14 ‘Q—OP‘

[(E.85)p = [(T1E 5u)pa.

Vv V

2.5)

We can assume that the material stiffness of the
deformable planet is high, iec., &=of pr2E1<<1.
Vectors u(r, ?), A, and A, can be retrieved as degree
expansions €= E~! [18]:

u(r, ) =eu (r, ) + duy(r, ) + ...,
A1) = k() + €hy (D) ..o, Ay(8) = My (8) + &Ry (D) + ...

From Eq. (2.1), assuming (2.4), (2.5) for the vector
function u, we obtain the following equation:

B . m
e
r-'op
( +I“3) fm1 +

R2J+wx[mxr] +
2

r-'FD
( +l“3) fm2 +

‘F_IO_D-FI' ‘F‘lﬁ +r
(F’lﬁ+r)

* 3

Jimy,du | pdx + (2.6)

‘F‘lﬁ +r‘

+Is(V€[u1]+VD[ﬁ1]+X10,6u)dx+
14

+ I (120 x n)6ud0 =0.
oV

The last summand in (2.6) is derived from the
Ostrogradsky—Gauss formula, as represented below:

[ (259, r0t8u)dr= | (ux o) ndo,
4 ov

where 0V is the boundary of area V, and n is the normal to OV,

Following [7, 18], we substitute into (2.6)
sequentially du =8ax r and du = a, a € E3. As a result,
we obtain the following:

I ((7‘20 X n),(&z x r))dc = %nrg (k 205 5(1) =0
ov

3 _
Voo e’ =h,, =0,

2 R +f 1

r-! mﬁl —
m+m,

——
oD]
.7)
FD PD
Jium,y + Jmms + %“”037‘10 =0.

o el
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Also at the derivation of relation (2.7) the following
equation was taken into account:

a+r ma
f2 -,
[

here vector a is independent of r.

Since the sizes of the deformed planet are much
smaller than the distances between the mutually
gravitating bodies, then

3p
V|a+r|

< |oD|, |r|<|FD|, |r|<|PD].
If [r| <<|a| then

a+r a+r a+r

|a+r|3 - (a+r,a+r)3/2 - ((a,a)+2(a,r)+(r,r))3/2 B

-3/2
:a+3r 1JFZ(a,r)Jr(r,r) .
[a

|2 2
Latr 1_3.2@ :%_La;rh%,
T e

a”

Then Eq. (2.6) will take the form:

o my
j{r 1[R1 -
m+m2

ﬁ2]+mx[mxr] +

Vv
3| fma; S
R [ —3(§j,r)§J 2.8)
=l o
+lx10 (z),qude [e(VE u,+ i, ].5u)dx=0.
p v
Here
qlzrlﬁzrl(Rl—m'fzm RZJ,
2
q, =I"'FD=-T"'R,,
= (2.9)
q;=r'PD=1"1 R, —=—R, -Ry |,
2
g=l =123,
a;

4
Since ngnrgp, the following is derived
from (2.7)

Ao =—p{T7!| R ——2—R, |+
10="P 1 m+ m 2
(2.10)

+ Jmq, !
|‘13|

f“lzqz
| |
ll

|qz |3

Assuming (2.10), we obtain from (2.8) the following
task for determining u,(r, 7):

piox[oxr] +Z3:fl]3 -[r —3(§j,r)§j} +

j=1 q, (2.11)
+ SVE[ul +X1'11] =0,
Sp|rer, = 0. (2.12)
Here
1 1 .
eVE =— graddiv u + Au |,
2(1+v)\1-2v

u =(u1,u2,u3), n =(y1,y2,v3), 6,= (Gnl’GnZ’GrB)’

G .= Evy; divu + E 6—u+gradu. n
"1+ v)(1-2v) 2(1+v){ ax; vy

The solution of the task (2.11)—(2.12) has the
following form [7, 22]:

u (r,)=u(r, ) +uy(r,)+

+up,(r, 1)+ uy(r, ), (2.13)

where

uy, (r,7)= p{%oﬂ [a’lr2 + dzroz]r +
+ by {%wzrz - %(m,r)z}r +

+ [bzr2 + b3”02} Bmzr - (m,r)m}},

0)=|(!)

(2.14)

B

3pfim 3xg 1 1 2
lllk(l',t):— 3k£1+7k]{b1|:g}”2—5(€k,r) :|I'+

+ [bzrz +b3r02]'[%r_(‘ik’r)ék}} -

O g ) 1O+
'y (2.15)
+ [byr? + byrd (G 1)G; + (G -1)E, T

,k=1,2,3,

q; = |qk

g o 4rv)(i-=2v) - (1-2v)(3-v)
o(t-v) TP 10(1-v)
2(1+v) (1+v)(2+V)

:—’ b2 :——’
S5v+7 S5v+7

_(1+v)(2v+3)
37 Sy+7

b

(2.16)
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Elastic displacement vector u is related to vector
function u, by the following equation:

1

u(r,r)=—u,(r,z).

= (2.17)

In formula (2.13), the summand u, is responsible
for the flattening of the planet along the rotation axis. The
functions u, (k= 1, 2, 3) describe the tidal deformations
of the planet caused by the gravitational fields of the
celestial bodies O, F and P.

3. GRAVITATIONAL POTENTIAL
OF AVISCOELASTIC PLANET
AT AN EXTERNAL POINT

Using the elastic displacement vector (2.17), the
gravitational potential of the planet can be calculated by
the formula:

pdx
r +u(r,t)) —R"

H(R,t):—ff‘r( (3.1)

Here R =DK is the radius vector of the point K in
which the potential is defined, r is the radius vector of
the volume element dx with the density p. Vector R in
formula (3.1) is given in the coordinate system DX"Y"Z".
The integral is calculated over the ball V of the radius r,.

It is assumed that:

R[> 7y, u(r,0)|<|r-T-'R]. (3.2)

According to the constructed model, the motion
of points C, F, D, P occurs in the OXY plane. The
coordinates of the vectors R;, R,, R; in the inertial
system OXYZ are represented in the following form:

a.(1-e?
= sy ). - )
i i

\Ill:gl+81’l:13 29 35

a, is the major semi-axis, e, is the eccentricity, g, is the
pericenter longitude, 3, is the true anomaly of the orbit
of the end of vector R.. The values a,, e, g; are constant
parameters of the task, and the true anomalies are time-
dependent functions:

o _(rgeoss) o

L n=2" 021,23, (33)
(1—@[.2)3/2 i ! ];

The values T} in formula (3.3) are the corresponding
periods of circulation.

The transition matrix from the moving coordinate
system Dxx,x; to the system DX"Y"Z" can be
represented as a product:

F=T;5(y)I(0)r5 (o),

cosa. —sino 0
Iy(o)=|sina  cosa 0],
0 0 1
1 0 0
I (6)=/0 cos® —sin6|.
0 sin® cosO

Here vy, 0, ¢ are the Euler angles [21]. The
relationship between the coordinates of the angular
velocity vector @ of the planet p, ¢, s in the coordinate
system Dx,x,x; and the Euler angles is expressed by
means of the following kinematic Euler equations:

p=\ysinBsin+0Ocoso,
g = sinOcos g —Osin o, (3.4)

s=\ycosO+ .

By directing the axis Dx; along the vector @, we
obtain ® = (0, 0, ). Therefore, the following can be
derived from the (3.4) system: y =0, =0, p=o, ie.,
the angles v, 0 are constant, and ¢ is a linear function of
time. Without restriction of generality, we can assume
that y, = 0. Therefore, the matrices I' and ! are
represented by the following equations:

Ir= r](eo)r3((P): r'= F3(—(|))r1(—60),
v =y, (¥, =0),0 =0y, ¢ =wr+ ).

Let us set the radius vector of the external point K in
the moving coordinate system Dx,x,x; using spherical

coordinates R, A, u (R = \ﬁ , Ais longitude, p s latitude):

ry= I'R= Rep, €, = (Coshcosy; SINACOSH; sinp),

R=ry+h h>0. (3.5)

Taking into account the conditions (3.2), the

gravitational potential (3.1) linearized by the components
of the vector u has the following form:

(3.6)
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Let us substitute in (3.6)
1 3
— >y (r.t
£ k=0

where the vector function w,, is defined by the
formulas (2.14)—(2.16). Let us calculate the triple
integrals in (3.6) using the values of the auxiliary
integrals:

J- N J-(r—ar)dx:O’ J-rz(r—a,r)dx

plr=al ) fe—af

(o,r)(r-a, ) dx

Vv |r—a|

r? (r— au))d
=

|r af

where ¥ =4nr03 /3. After calculating triple integrals
over the spherical area V' we obtain the following
expression for the gravitational potential:

2
= _f_m_3f’”r—0q)(v){mz —3(w,eR)2} N
R 140RER3

39 2m?mry®(v) 3%4y
1-3(¢,, 1
+,§1 1407Eq} R3 { (8c.ex) } T

3 27xf2m2mkr0CD (v)

)

3p3
~ T0mEgIR

J+(3 7)

(%k’eR)@k’eR)'

Here

'R (1+v)(9v+13)
,ep=T" 2 , d(v)= W

k=1,2,3.

9y =

The singular vector e, in the moving coordinate
system Dx,x,x; is given by the spherical coordinates
A and p according to (3.5).

Let us express g, through the orbital elements.
According to (2.9)

=Tl R, - R, |,
4 ( ! m+m2 ZJ
2 2
2 R R
=Ry, |1- ™ —2cosy12 ™ 2|,
m+my R m+my R

where Y, =g, +9,—g, -9, is the angle between
vectors R, u R,, R, = |R|[, R, = |R,|.
Due to condition (1.1)

_m R’
m+ m, R1

< 1.

Let us rewrite the formula (3.8) in the form:

al(l—elz)

h= (1+e1 cosSl)Fm’

£y = \/1 —2ky hy) cOsYy) + k31 h3,

2
b = my az(l—ez) :l+elcos81. (3.9)
21 m+ m, al(l_ef)’ 21 1+e,cos9,
Further:
a,(1-e?
qzz—z( 7) , (3.10)
(1+e2c0s82)
a (1—632)
=[R2 -2(R Ry +RI =— 3
43 \/1 (1 3) 3 1+e;c089, 13
_ 212
b3 = \/1_2k13h13 cosy)3 +ki3hi3,
2
. :al(l—el) :1+e300583. (3.11)
13 a3(1—e32) 13 1+e¢ cos 9,

Let us find the coordinates of the vectors
R, k=123

IR, =T;(-9)T(-6,)R, =

B q (1—e,§) (3.12)
=Ry = (1+ek cosSk)nk’
M = (Mo Mp2oMg3)s (3.13)

Mg = coscpcos(gk + Sk)+sin @cos B, sin(gk + Sk),
Mo :—sin(pcos(gk +8k)+COS(pcoseo sin(gk +8k),
Ny =—sin6, sin(gk +8k).

Using (2.9) and (3.12), we find the coordinates of
the vectors &;:

1
& =_(Tl1

F21

1
&, =—M,,8;= F—(k13h13"|1 _“3)'
13

- k21h21n2)’
(3.14)
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Thus, the computation of scalar products (§, ep) is
reduced to the computation of scalar products (0, €p).
Using (3.5), (3.13), (3.14), we obtain:

(nk,eR)z [cos((p+ k)cos(gk + Sk)+
+sin(@+2)cosO sin(gk +9, )] cosu— (3.15)
—sin 0, sin(gk +9 )sin L.

From (3.14) and (3.15) the following can be
derived:

1
(&1.ex)=- _[(nlﬂeR)_ k21h21'l2]
F.
21

(82-¢r)=—(n2-€p): (3.16)
(&2:¢0)= (s (n0-¢0)= (n2-e0),
Since @ = (0, 0, ®), then
(o.ep)=wsinp (3.17)

Taking into account that the influence of dissipative
forces at time intervals commensurate with the period of
the planet’s revolution around its own axis is negligible,
we transform formula (3.7) by putting x = 0:

3 fm?r, @
R 140nER3
9/ 2m?my ry®(v)
140nEq; R3

(3.18)

3
2
2 {1_3(§k’ek) }
k=1
According to formula (3.18), in order to estimate the

contribution to the Earth’s gravitational potential from
the Sun, the Moon and other planets of the Solar System,

m
it is necessary to estimate the value —£ . Index

@

k =1 corresponds to the influence of the Sun. Index
k = 2 corresponds to the influence of the Moon, and
k=3 corresponds to the influence of the planet. Assuming
all orbits to be circular, we obtain:

mom_ "

3 p3t 3 p3
G R @ R’
oM M
3 - 3°
(R +R,) 9 (R -R,)
For the Sun and the Moon, the values of this quantity
expressed in 1024 kg/(a.u.)? are as follows:

my /a7 =1.989-10°, m, /q3 =4.332-106.

Table. Influence of the gravitational fields of the
Solar System planets on the Earth’s gravitational
potential (measuring unit 1024 kg/(a.u.)3)

my my

Planets ( R] " R2 )3 ( R1 _ R2 )3
Mercury 0.124 1.434
Venus 0.951 229.889

Mars 0.040 4.470
Jupiter 7.953 25.565
Saturn 0.486 0914
Uranus 0.011 0.014
Neptune 3.415-1073 4.17-1073

The results of the calculations of the minimum and

maximum values of the value 1, / qg corresponding to the
planets of the solar system are presented in the table. The
numerical values are expressed in 10%* kg/(au.)’
(1 au. = 1.495978707 - 10! m). This is derived from the
results obtained that the main contribution to the Earth’s
gravitational potential comes from the Moon and the Sun.
The influence of other planets of the Solar System is not

significant. The maximum value of the parameter 71, / q,% is
reached by Venus at the moment of its maximum approach
to the Earth. However, even this value is of the order of 1074,
when compared to the values of the corresponding numerical
coefficients for the Moon and the Sun.

Let us transform the expression (3.18) by
selecting dimensionless coefficients and taking into
account (3.16)—(3.17), thus we obtain the following
formula for the gravitational potential of a viscoelastic
planet taking into account tidal effects:

k, (1 +e Ccos Y, )3 .

fm )
[I=-—>—<1+k,(1-3sin +
A

3 2
+ T[(“l’eR)_kzlhzl(%:eRﬂ —Li+
851

+k2(1+ezcos$}2)3(3(n2,eR)2—1)+ (3.19)
3
. k3(1+e3c0393) y
P
3 2
x —2[k13h13('11’eR)_(“3’eR>] e
£
where
_3mr0032®(v)
0" 140nER?
9 (v (3.20)
P fmm 1y (v) =123

& 140nERa’ (1 —e})
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Let us apply the obtained result to calculate the
gravitational potential of the Earth moving in the
gravitational field of the Sun, Moon and Venus. Let us
take the following values of the parameters included in
formulas (3.3), (3.9)—(3.11), (3.20) [23]:

rg=6378-10m, h=3-10m, E=1.2- 10" kg/(m - s2),
v=02,0=7.2922-105s",

£=6.672- 10" m¥/(kg - %), m = 5.9736 - 10%* kg,
m, = 198911 - 103 kg, m, =7.349 - 102 kg,
my =4.8685 - 102 kg,

a, = 1.4959787 - 10" m, a,=3.844 - 103 m
ay = 108208627813 m,

e, =0.01671022, e, = 0.0549, e; = 0.00676,
0, =23.45°=0.409280 rad,

T, =365.26 days, T, = 27.321661 days,
T, =224.7 days,
g, = 1.7967674 rad, g, = O rad, g5 = 2.2956836 rad.
Dimensionless coefficients included in (3.19) have
the following values:

ky=5.73271-1074 k, = 1.283118 - 108,
ky=2.817287 - 1078, k; = 8.2926 - 10714,
ky, =3.114226 - 1075, k,, = 1.382169.

As dimensionless time, we take the number of
revolutions of the Earth around its own axis:

o ot+¢(0)
T=——=——

27 27

By denoting by the stroke the derivative of t, we
obtain from (3.3):

2nT
N. — rot
l (1-e )3/ ’r

1

2
8;.=Ni(1+€l-COSSl-) , ,i1=1,2,3,

where T, = 23.93419 h is the period of the Earth’s
revolution around its own axis. Values of dimensionless
coefficients N;:

N, =0.017162, N, = 0.230381, N; = 0.027888.

Let us introduce into consideration a dimensionless
function—the relative gravitational potential IT;:

-1,
1_[0

fm
m,=-2-.

II, =
! R

According to (3.19)

I, =11, + 11, , I k0(1—3sin2u)=const,
3
ki (1+ ¢ cosd
NIGTES
F21

2
X( (ny.eq)- 1h21('lzﬂeR)J 4}*

(1+e2 cosSz) ( (1]2,eR)2 —1) +

ky (1 +e3c08 953 )3
A3

3 2
8 (?23[]‘13]713 (np.ez)—(n3.ex )] - 1}

The I1,, summand is responsible for the perturbing
part of the gravitational potential caused by the
Earth’s compression along the rotation axis, which
does not change with time. The function IT,,, given
by formula (3.21), is the time-dependent part of the
gravitational potential caused by tidal effects.

Figures 2—4 show the graphs obtained using
the Octave! mathematical package of the function
I, I1,,(t) describing the Earth’s gravitational
potential at an external point over a period of 30 days
at an altitude of 42 = 300 km from the Earth’s surface at
different latitudes (0°, 30°, 60°). At the initial moment of
time, the following parameters are set:

9,(0)=-0.0433335, 9, (0) =0, 95 (0) = 0.8804619,
g, =1.7967674, g, =0, g; =2.2956836, A =0.

(3.21)

One graduation on the abscissa axis corresponds to
two days.

7.92776

4.83576 [

1.74376

11(T A ) - 108

E -1.34824

-4.44024 |

0 2 4 6 8 10121416 18 20 22 24 26 28 30
T
Fig. 2. Change in the Earth’s gravitational potential
at an external point with spherical coordinates
R=6.678-10°m, A=0, u =0 for 30 days

I https://octave.org/. Accessed May 16, 2023.
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8.36445 '

5.15745 |

(T, A, p)- 108

1.95045 "!\‘ﬁ

= -1.25655 H }U

-4.46355 | ‘

0 2 4 6 8 10121416 18 20 22 24 26 28 30
T
Fig. 3. Change in the Earth’s gravitational potential
at an external point with spherical coordinates
R=6.678-10°m, A=0, u=1/6 for 30 days

As can be seen from the above graphs, the
dependence of the gravitational potential on time has
a complex oscillatory character. It depends significantly
on the geographic latitude of the point over which it is
measured.

CONCLUSIONS

In this article, a formula has been established for
the gravitational potential of a planet modeled by
a viscoelastic ball. It considers the tidal effects caused by
the gravitational fields ofits natural satellite, the attracting
center (star) and another planet. Based on the model thus

009- 1.62971 N " n I l q ‘n
|11 17
| J’ ||J kl\ i‘\j lll i U l“' Lﬂ 1 u ‘J 1 "Jl I ll I ’h \F‘ Lﬂ.’ ’lf ul “‘

0 2 4 6 8 10121416 18 20 22 24 26 28 30
T
Fig. 4. Change in the Earth’s gravitational potential
at an external point with spherical coordinates
R=6.678-10%m, A=0, u=1/3 for 30 days

constructed, it is shown that the main contribution to the
tidal component of the Earth’s gravitational potential is
made by the Moon and the Sun. The study also makes
estimates of the influence of gravitational fields of the
other planets of the Solar System on the gravitational
potential of the Earth, modeled as a viscoelastic body.
Graphs have been plotted of the time dependence of the
tidal component of the gravitational potential at three
different points in the Earth-related coordinate system
located at different latitudes at an altitude of 300 km
from the Earth’s surface.
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