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Abstract

Objectives. The construction of rational plans (schedules) for parallel program execution (PPE) represents
a challenging problem due to its ambiguity. The aim of this work is to create methods for developing such plans
and specialized software for implementing these methods, which are based on the internal properties of algorithms,
primarily on the property of internal (hidden) parallelism.

Methods. The main method for developing PPE plans was the construction, analysis, and purposeful transformation
of the stacked-parallel form (SPF) of information graphs of algorithms (IGA). The SPF was transformed by transferring
operators from tier to tier of the SPF (this event was taken as an elementary step in determining the computational
complexity of scenario execution). As a transformation tool, a method for developing transformation scenarios
in the scripting programming language Lua was used. Scenarios were created by a heuristic approach using a set
of Application Programming Interface (API) functions of the developed software system. These functions formed
the basis for a comprehensive study of the parameters of the IGA and its SPF representation for the subsequent
construction of a PPE plan applying to a given field of parallel computers.

Results. Features of the internal properties of the algorithms that affect the efficiency of SPF transformations were
identified during the course of computational experiments. Comparative indices of the computational complexity
of obtaining PPE plans and other parameters (including code density, etc.) were obtained for various SPF
transformation scenarios. An iterative approach to improving heuristic methods favors developing optimal schemes
for solving the objective problem.

Conclusions. The developed software system confirmed its efficiency for studying the parameters of hidden
parallelism in arbitrary algorithms and rational use in data processing. The approach of using a scripting language
to develop heuristic methods (scenarios) for the purposeful transformation of IGA forms showed great flexibility
and transparency for the researcher. The target consumers of the developed methods for generating schedules
for parallel execution of programs are, first of all, developers of translators and virtual machines, and researchers
of the properties of algorithms (for identifying and exploiting the potential of their hidden parallelism). The developed
software and methods have been successfully used for a number of years for increasing student competence in data
processing parallelization at Russian universities.

Keywords: algorithm graph, fine information structure of program, stacked-parallel form of graph, rational execution
parameters of parallel program, execution plan of parallel program
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HAYYHAA CTATbA

BeruuciaureabHas CJI0KHOCTD IHOCTPOCHMUSA
PAllHOHAJBbHBLIX IIJIAHOB BBIIIOJHCHUA IMIPOIrpaMMm
Ha 3aJaHHOM I10JI€C ITAapa/JlJIC/JIbHbIX BBIYHCJINTEIEH

B.M. BakaHos ©

MUP3A — Poccuiickunii TexHosiorn4deckuii yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp Ans nepenvcku, e-mail: e881e@mail.ru

Pe3iome

Llenu. NocTpoeHne paumoHanbHbIX NIAHOB (PacnucaHnii) BbINOAHEHWS NapannenbHbix nporpavmm (BIMM), scnea-
CTBME HEOOHO3HAYHOCTU, SBNSIETCS CIIOXHOW 3azadvelt. Llenb paboTbl — co3paHne MeToamk paspaboTku Takux
NnjaHoB 1 CneunanManpoBaHHOrO NPOrpaMMHOro obecnedyeHns ons peannsaumm aTUX METOAMK, NonaratLLmMXcs
Ha BHYTPEHHWE CBOICTBA airOPMTMOB, B MEPBYIO O4epeab Ha CBONCTBO BHYTPEHHENO (CKPbITOro) napannenmama.
MeToabl. OCHOBHbIMUM MeTOAaMM Npu padpaboTke nnaHoB BT sBns0TCS NOCTPOEHME, aHaNM3 1 LeNleHanpaBeH-
Hoe npeobpasoBaHne SpycHo-napannensHon dopmbl (AMNP) nHdpopmaumoHHbix rpados anroputmos (UIFA). Mpe-
obpaszoaHue AMNdD ocyulecTBnsSeTCS NyTeM rnepeHoca onepaTtopoB ¢ spyca Ha apyc AMNd (MmeHHo 3To cobbiTre
M MPUHSATO 32 9NeMEHTaPHbIN War Npy onpeaeneHn BblYNCANTENbHON CAOXHOCTU BbINOAHEHUS cueHapus). B ka-
4eCcTBE MHCTPYMEHTa Npeobpa3oBaHNs NPUMEHEH METOL, pa3paboTku cueHapreB NpeobpasoBaHst Ha CKPUMTOBOM
A3blke NporpaMmmupoBaHus Lua. CueHapum co3naoTcs Ha OCHOBE 9BPUCTUYECKOro NoaxoAa U UCMosib3ytoT Habop
API-dyHkumin (APl — Application Programming Interface) paspaboTtaHHOM NpOrpamMMHOl CUCTEMBbI, MO3BOJISOLLMX
BCECTOPOHHE M3yunTb napameTpbl UIFA u ero AMN®-npencrasneHns ons nocnenyoLwero noctpoeHus nnaxa BIM
Ha 3a4aHHOM MoJie napasieNbHbIX BblYUCAUTENEN.

PesynbTatbl. Pe3ynbtathl BbIYUCANTESNBbHBLIX 9KCMNEPUMEHTOB BbISIBUIM OCOOEHHOCTU BHYTPEHHMX CBOWCTB anro-
PUTMOB, BANSIIOLLMX Ha 9D DEKTUBHOCTbL NpeobpazoBaHunii ANd. MNMonyyeHsbl cpaBHUTESNbHbIE NOKA3aTENM BbIMUCN-
TENbHOW CMOXHOCTM nonyydeHus nnaHoB Bl n nHeix napameTpoB (Bko4Yas NAOTHOCTb KOAa 1 Ap.) Npy NpUMeHe-
HUW Pa3nnYHbIX cueHapreB NpeobpazoBaHus AND. VITepalMOHHbI NOAX0[, K YYHLLIEHMIO 3BPUCTUYECKUX METOAOB
NO3BOSIUT NPUBAN3NTLCS K ONTUMaSIbHBIM CXEMaM PELLEHMS LIENEBOV 3aa4u.

BoeiBoAbl. B Lienom pa3paboTaHHbIi MporpaMmMHbIA KOMMAeKC noaTeepann 9ddEKTUBHOCTb B UCCEL0BaHMN Na-
pamMeTpoB CKPbLITOro napasnfienn3ma B Npon3BOJibHbIX afropuTtMax 1 paumoHanbHOro ero UCnonb30BaHus npu 06-
paboTke AaHHbIX. [oaxon NpUMEHEHNS CKPUMTOBOIO A3blka A5 pa3paboTky 9BPUCTUYECKNX METOA0B (CLEHApUEB)
LesieHanpasneHHoro npeobpasoBaHus popm UIFA nokasan 6onbLuyio rmbKOCTb U MPO3PAYHOCTL 418 UCClenoBa-
Tens. LlenesbiMy noTpebutensamm paspaboTaHHbIX METOA0B reHepaL M pacnmcaHuii napannesibHoOro BbINOJHEHNUS
nporpaMm B NEPBYIO O4YepPeb SBASIOTCS Pa3paboTumKky TPaHCASTOPOB M BMPTYaslbHbIX MALUWH, UCCnenoBaTenu
CBOWCTB afirOPMTMOB (B HaNpaB/EHUN HAXOXAEHUSA U MCNOAb30BAaHUS MOTEHLMAana CKPbITOro Ux napannensma).
PaspaboTtaHHoe nporpaMmHoe o6ecrneyeHne N MeTOANKN HECKOJIbKO JIET MPUMEHSIIOTCS NPy 00y4YEHM CTYAEHTOB
B YHMBepcuTeTax Poccuu, 4To No3BOSIUIIO MNOBLICUTL KOMMAETEHUMN yyalmxcst B o6nacty napannennsauum obpa-
OOTKWN AaHHBbIX.

KnioueBble cnoga: rpad anroputMa, TOHKas MHGOPMaLMOHHAs CTPYKTypa NporpamMmbl, SpyCHO-napaniesbHas
dopma rpada, paumoHasbHble NapameTpbl BbINMOJHEHWS NapaniesibHOi NporpaMMsbl, NJiaH BbINOJHEHUS NapaniesbHOn
nporpamMmbl
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npOSpa'-IHOCTb ¢|/||-|ch030|‘& AedaTesibHOCTU: ABTOp HEe nMmeet q)l/lHaHCOBOI7I 3anHTEepPeCcoBaHHOCTW B nNpencTaBJieH-

HbIX MaTepunanax nnm Metogax.

ABTOp 3asBnseT 06 OTCYTCTBUM KOH(DINKTA MHTEPECOB.

INTRODUCTION

A currently popular method for reducing
computation time is parallelization, involving the
simultaneous processing of data in parts on a set of
multiple computers with subsequent combination of
the obtained results. While the possibility of using extra
hardware to overcome existing fundamental and purely
technological limitations of increasing performance
is intuitively apparent, the possibility of identifying
analogous parallelism potentials in algorithms is less
so [1].

A separate and nontrivial problem when organizing
parallel computing involves the construction of a plan
(schedule) for the execution of parallel programs (PPE).
Here, almost every sequential program (algorithms
forming the basic components of any program
conventionally represented in sequential form) can
be represented in a parallel form using methods that
preserve the set of operations and causal relationships
between them to support different execution efficiencies
on parallel computers of a given architecture. According
to this formulation of the problem, it is the algorithms
themselves, comprising the real building blocks
of programs, whose internal properties become an
increasingly important area of study.

Each of the considered PPE plans is associated with
certain program execution quality parameters (time,
required computational resources, memory load, etc.).
The formulation of the objective function and solution to
the multi-parameter optimization problem is dependent
on the stated problem.

Despite the differences in the architecture and systems
of machine instructions of various parallel computing
systems and parallel programming technologies, there
are scientifically substantiated general approaches to the
construction of enlarged plans (schedules) for program
execution. Abstracting from the specifics of parallel
programming technologies, it is logical to refer to such
plans in terms of a framework for the execution of a
parallel program.

I'Voevodin V., Dongarra J. (Eds.). AlgoWiki: Open
Encyclopedia of Parallel Algorithmic Features. http://algowiki-
project.org. Accessed October 20, 2022 (in Russ.).

This paper proposed methods and their
implementation (in the form of problem-solving program
scenarios) for developing rational PPE plans on a given
(possibly heterogeneous) field of parallel computers.
The developed scenarios are intended for embedding
as parallelizing blocks in newly developed systems
for creating executable program code. In this case, the
emphasis is on achieving maximum computational
speed, since program debugging requires multiple
translations with complex optimization while ensuring
required quality.

METHODS

The problem of finding methods for constructing
rational PPE plans was solved by creating a specialized
software system of the instrumental level, whose
generalized flow diagram and information flow diagram
are shown in Fig. 1.

*.cls, *.ops
*.lua .
*.mvr, *.med Result in the form
LoV S— I of screen t_ext,_bar
chart, or disk file
. SPF@home Y
.set>—| D-F -

.gv l

Fig. 1. Instrumental software complex for constructing
PPE plans [2]

The input of the software system (Fig. 1) receives a
description of an algorithm to be analyzed in the form
of a conventional sequential program in an imperative
style or its formal description in the form of a directed
acyclic information graph of the algorithm (IGA), i.e.,
an ‘operators — operands’ dependence. In this case, the
graph vertices are associated with operators (groups of
operators) of the program; and the graph edges, with
data transmission lines. In Fig. 1, the files of types *.set
and *.gv are the program and information graph files of
the analyzed program, respectively; *.mvr and *.med,
the files of the metrics of vertices and edges of the graph
of the algorithm, respectively; *.cls and *.ops, the files
of parameters of computers and program operators,
respectively; and *.lua, the Lua text file containing scripts
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for PPE plans. When the results of the development are
used as an algorithmic basis for the functioning of the
components of parallelizing translators, the IGA is built
on the basis of the results of parsing the source code
by a translator (and the library functions are processed
separately). When the application is implemented as a
separate Code Morphing Software component, the IGA is
built on the basis of the generated sequential executable
code. A useful feature of using the representation of
programs as IGA is that the graph can be processed in
separate blocks (on the level of subroutines and files)
with subsequent assembly of the graph of the complete
application.

The internal logical parallelism in algorithms is
identified and analyzed by simulating an actor model
(D-F (Data Flow) module) and constructing special
sections of the IGA in the stacked-parallel form
(SPF) [3] (SPF@home module) [4, 5]. Both modules,
which are developed in the C/C++ language in a GUI
style for Win’32 model (a command line mode was
additionally implemented for massive computations), are
completely open-source and can be downloaded for free
use (installation file format).? The D-F module builds
an PPE plan for the operator execution asynchronism
model; schedules in the SPF@home module style are
designed for synchronous calling of groups of operators.

The D-F module is a universal computer of the
Symmetric MultiProcessing (SMP) architecture (shared-
memory systems) [6], whose input receives a sequential
program in an imperative assembler-like language
(3-character command mnemonics and a 3-address
system with the AT & T operand order). The program is
executed in a simulator of a computer of the Data-Flow
static architecture; here, the order of execution of
processor instructions is determined not by the order
in which they appear in the machine code, but by the
readiness of the operands [7, 8].

The inverse problem of optimizing the parameters of
a computer from the characteristics of the computation
process can be solved by varying the number of parallel
computers and the rules for fetching instructions from
the buffer [4]. Export of IGA to third-party programs in
DOT format is provided along with a detailed simulation
protocol.

Conditional execution is implemented by the
predicate method [9, 10], with cycles being implemented
using a system of macros, which unfold cyclic
structures. The convenience of visualizing the solution is
contributed by the output of the program execution data
as a function of the computation intensity (the number of

2 http://vbakanov.ru/dataflow/content/install_df.exe.
Accessed October 24, 2022 (in Russ.); http://vbakanov.ru/
spf@home/content/install_spf.exe. Accessed October 24, 2022
(in Russ.).

simultaneously executed operators as a function of time)
and Gantt charts.

The SPF@home module [5] is designed to model
and select the best (in a given sense) scenarios for
transforming the SPF as a plan for the parallel execution
of operators on a computational system of a given
architecture. A significant advantage of using the SPF
is the satisfactory temporal computational complexity
of its derivation, which is quadratic polynomial with
respect to the number of graph vertices. The SPF can
initially be constructed in “upper” or “lower” form
(where all the operators are located on the tiers of
the SPF as close as possible to the beginning or end
of the program execution, respectively). An important
user advantage of the SPF is its improved visualization
of the representation of the identified parallelism in
the algorithm: even the initially obtained SPF of the
algorithm is already a certain initial (usually far from
optimal) PPE plan.

Groups (bundles) of operators located on the tiers
of the SPF are executed in parallel within each tier,
while bundles of operators on each tier are executed
sequentially, beginning with the initial tier. The minimum
possible height of the SPF (the number of tiers), which
is determined by the length of the critical path in the
IGA [11, 12], determines the shortest execution time of
the algorithm. In the SPF@home module, the obtained
SPF is visualized in text and graphical forms (the bar
diagram of the SPF widths is an easy representation of
the height distribution function of the SPF widths). The
mechanism for setting operator execution metrics is
used to set parameters for operators (for example, their
execution time or required resources for a heterogeneous
field of computers), computers (types of operators that
can be executed on a given computer), as well as data
transmission lines (transmission time, data sizes). The
practice of using the metrics mechanism is described in
detail in the subsection that presents PPE scheduling on
a given heterogeneous field of computers.

Additionally, the SPF@home module provides the
ability to obtain information on the data lifetime required
to execute a given algorithm. These data, which exist as
a consequence of the execution of individual operators,
serve as input operands for other operators of the
algorithm. This information (in fact, an estimate of the
local capacitive complexity of the program execution)
is important for determining the required parameters
of the internal registers of the processor and/or solving
questions about the optimal placement of data between
the processor registers and RAM.

The main method of transforming the SPF is the
purposeful movement of operators between the tiers
of the SPF while maintaining information links in
the IGA. In general, this is an NP-complete problem,
which belongs to the class of constrained scheduling
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problems [13] and can be used in the construction of
rational (iteratively tending to optimal) PPE plans.
In the present work, a heuristic approach was used
to obtain a solution whose scenarios (in this case,
SPF transformations in the required direction) are
implemented using the Lua scripting language [14].
Lua was chosen because it is completely open-source,
close in syntax to common programming languages
(C/C++ style), and compact when embedded in a parent
application.

Each Lua function call is actually a wrapper
over the corresponding Application Programming
Interface (API) call of the parent program. The set of
APIs of the SPF@home system, which covers almost
all foreseeable actions on the IGA, can be used to
analyze a graph of any complexity (limited by the
resources of the computing device). In this sense,
the use of the SPF graph is only one of the possible
solution methods. A total of three types of calls can be
distinguished:

e Information calls—serve to obtain information on
the IGA and its SPF, on the basis of which data
the specific IGA processing method is selected for
solving the problem. Examples include determining
the total number of tiers of the SPF, the number
of operators in a given tier, the range of possible
locations of a given operator in the tiers of
the SPF, etc.

e Action calls—serve to implement specific methods
for solving the problem of constructing an PPE
schedule. Examples are to build the upper or lower
form of the SPF, add an empty tier under the data,
move an operator from tier to tier, etc.

o Auxiliary calls—serve to output the computed data
in text and graphical forms for data exchange with
other applications, work with the file system, etc.
The information graph of the algorithm in the SPF

form can formally be represented by a 2D list of identifier
elements (e.g., unique numbers) of operators [al.j],
where i = 1...W is the number of a row; the quantity W
or SPF height is determined by the length of the critical

path in the IGA; and j=1...;/" is the number of
operators in row i. The quantity H =max(l...j"**) is
i

referred to as the SPF width. In a real IGA, the position
of each operator on the tiers is limited by the presence
of information links in the algorithm and by the range
fmin < < maxywhere /MM and {M2* are the admissible
numbers of tiers of placement of a given operator in the
SPF; the range /™" < j <™ can be logically described
in terms of the variability of positions on the tiers of the
ith operator. The SPF is actually the (initial, naive) PPE
plan (schedule). For a given description, the direction
of the unit vector of time coincides with the increase in
the number of a tier of the SPF.

In general, the proposed approach is fully consistent
with the Explicitly Parallel Instruction Computing (EPIC)
style [15] intended for software implementation of
parallelizing translator blocks. At the same time, for
the Very Long Instruction Word (VLIW) computing
architecture [10], the term operator should be understood
as a machine instruction in order to fully adhere to the
Instruction-Level Parallelism (ILP) concept [4]. For
multithreaded systems on multicore processors, it is
logical to correlate the “operator” with a parallelism
granule of a much larger size, e.g., on the level of
an operator/operators or procedures of a high-level
programming language [16]. The latter fits well with
the concept of interpreters. In both cases, the presented
general methodology for constructing a rational PPE
plan remains unchanged.

The internal implementation of the data, which does
not have to be provided for the explicit construction
of the SPF in the form of a 2D array, can be in any
format convenient for computer implementation. For
example, in the naive case, it can be that establishing
a one-to-one correspondence between the IGA in the
form of a set of directed edges {k, /} (adjacency matrix)
identified by pairs of vertex numbers i;, j, and i, j,
where 7 and j are the numbers of a row and a column
in the SPF.

The examples for the study comprised popular data
processing algorithms (linear algebra, statistics, array
operations, etc.). Additional, artificial (not corresponding
to any of the applied algorithms, but generated in
accordance with the specified parameters) IGAs were
prepared. A disadvantage of the experimental material
was the relatively small dimensions of the processed
data due to the considerable difficulty of manual
programming. However, the performed experiments
developed an increase in the identified trends including
an increase in the dimension of the processed data
throughout the studied dimension range.

The computational complexity of executing
scenarios of SPF transformations was determined using
an analog (applied in array sorting operations) of the
classical method of estimating the target parameter,
namely, determination of the number of elementary
steps (permutations of two elements of an array being
sorted) that is required to complete the operation. In
our case, it is logical to define the elementary step as a
permutation of an operator from tier to tier of the SPF.
This approach has all the advantages and disadvantages
of the classical method, including the failure to take into
account the complexity of analyzing the situation and
making decisions about taking a specific elementary
step.

In this study, the estimated code density characterizes
the resource use of a parallel computing system (number
of computers) when executing this algorithm (formally,
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the deviation of the widths of the tiers of the transformed
JPF from a given value). When computing resources
are not fully used, the translator has to insert NOP
instructions into empty places in bundles of parallel-
executed instructions, leading to decreased code
efficiency.

The following series of experiments was carried out
using the SPF@home module as offering the greatest
flexibility in transforming the SPF of algorithm graphs;
IGAs were generated by the D-F module based on the
program code. During the computational experiments,
the SPF@home module saves the most detailed
simulation protocol for subsequent analysis. For this
work, the following parameters obtained in the course
of the target transformation of the SPF are of particular
interest:

e The height A and width W of the obtained SPF
(width constraints were set as a parameter that
ensures the execution of the algorithm on a given
number of parallel computers).

e The uniformity of the tier width distribution (code
density) in this SPF was estimated by the coefficient

1 W —W)? _
of variation Csz,/Z:(—), where W is
w H-1

the arithmetic mean of the tier widths over the SPF.
e The computational complexity of the performed

SPF transformation (in units of the number of

permutations of operators from tier to tier of

the SPF).

The efficiencies of SPF transformations were
compared by using two heuristic methods (scenarios),
which were represented in the form of Lua scripts
and based on different general approaches to SPF
transformations. The first (Strategy 01) used a
dichotomy-based approach of massive transfer of
operators from tier to tier of the SPF, whereas the second
(Strategy 02) uses a gradual transfer of operators from
“more loaded” tiers to “less loaded” ones. In both
cases, if necessary, additional (initially empty) tiers are
created in necessary places to ensure the execution of
the algorithm on a given number of parallel computers.

RESULTS

Scheduling of program execution on a fixed
number of parallel computers with the possibility
of increasing the program execution time

This subsection considers the most general case
corresponding to the condition W >> P, where P is
the number of parallel computers. It is in this case that
the SPF height (program execution time) has to be
increased.

The effectiveness of the above heuristic methods
was tested by successively applying them to the SPF

of the studied algorithms in the range of the numbers
P of parallel computers from W, (the width of the
initial SPF) to 1 (fully sequential execution of the
algorithm).

Figures 2—5 show the change in the target quantities,
specifically, (a) computational complexity, (b) SPF
height, and (c) coefficient of variation of the widths
of the SPF tiers (ordinate axis) as functions of a given
number P of parallel computers (abscissa axis). The SPF
transformations of the corresponding algorithms were
carried out according to the scenarios Strategy 01 and
Strategy 02 (curves 1 and 2, respectively).

As can be seen from the data in Figs. 2-5, the
application of both methods to the studied algorithms
gives similar results: the Strategy 02 scenario is
faster than its rival (panels (a)), whereas the algorithm
execution times differ little (panels (b)). In code density
(panels (c)), both scenarios show similar tendencies
toward minimizing the objective function using a small
(much smaller than the SPF width) number of parallel
computers. The bizarre shapes of the curves are a
consequence of the complexity of the scripts used and
the processing of integer values, while the curves using
the Strategy 02 script are visually more monotonic.

Quantitatively, the Strategy (2 scenario has a lower
(by a factor of approximately 2—4 in the studied range
of processed data sizes) computational complexity than
Strategy 01, although the converse was expected at
first glance. However, the Strategy 02 script has more
complex internal logic compared to Strategy 01 (in
the latter case, it is primitive), which cannot be taken
into account by the accepted computational complexity
estimation system. In view of the above, it may be more
logical to use the Strategy 01 script in the components
of parallelizing systems for fast, but rather rough
construction of PPE plans, while the Strategy (02 method
should be used for constructing these plans in the
optimization mode.

Scheduling of program execution
on the minimum number of parallel computers
with the possibility of increasing
the program execution time

In the case W = P (the arithmetic mean of the
widths of the initial SPF is comparable to the number
of parallel computers), the problem arises of PPE
scheduling with the maximum code density without
increasing the SPF height (“balancing” of operators over
the tiers of the SPF). The developed empirical methods
for balancing the SPF gave contradictory results: in
some cases, it was possible to achieve almost 100%
code density, whereas some algorithms were virtually
unmodifiable (due to restrictions on moving operators
between the tiers because of the need to preserve the
information dependences in the algorithm).
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The SPF@home software module can also be used
for solving an inverse problem, e.g., the determination
of the parameters of the parallel computing system from
the performance—cost balance of the system itself.

Promising PPE scheduling methods

In all the above experiments, the SPF was initially
computed in the upper form (all the operators were
located as high as possible in the tiers of the SPF). In this
case, the operators are moved between the tiers mainly
from top to bottom: from the initial tiers to the final ones
(this does not, of course, prohibit multiple movements
with repeated changes in the direction of movement of
operators between the tiers).

The described sequence of actions is logically
justified by the characteristic shape of the computation
intensity curves under the conditions of unlimited
parallelism, in which a sharp increase in the initial part
is followed by a peak and a smooth decrease by the end
of the program execution. Such a curve shape, which
occurs at significant amounts of input data, once again
confirms that the execution of operators on a field of
parallel computers belongs to one of the varieties of
multichannel queuing systems. In this case, since the
variability of the operators located in the region of
the peak of the computation intensity function is high,
the efficiency of obtaining a satisfactory PPE plan by
moving down the SPF operators is also significant. We
will refer to the algorithms whose initial (unmodified)
form of width distribution in the upper SPF corresponds
to the one described above as belonging to the IT class.?

As a matter of discussion, it was of interest to
consider the lower form of the initial SPF (in this case, all
the operators are moved as far as possible toward the end
of the program execution). Such an SPF can be obtained
from the upper form by moving the operators through the
tiers as low as possible or, more easily, by constructing
the SPF in the direction from the end of the program
to its beginning (in the latter case, the computational
complexity of obtaining the SPF remains the same as
when obtaining the upper SPF). The distributions of
the widths of the SPF in the upper and lower forms are
compared below.

Figure 6 shows the bar diagram of the distribution of
the SPF widths at given sizes of processed data (indicated
in the captions) that was obtained by the SPF@home
module. Each of the four columns of a row presents two
diagrams: the one on the left is for the upper form of

3 We will refer to the IT class such algorithms that are
characterized by the distribution of the tier widths in the SPF of
the information graph in the upper form (when all operators are as
close as possible to the beginning of execution) with the presence
of a pronounced maximum at the beginning and of a gentle
decrease at the end.

the SPF of this algorithm and the one on the right is for
its lower SPF. Here, H, W, and W are the height, width,
and arithmetic mean width of the SPF (the last is shown
in Fig. 6 by the dotted line; the forward slash symbol
separates the parameters for the upper and lower SPF).

The data in Fig. 6 are interesting because of the
possibility of significant balancing of the SPF without
using complex heuristic algorithms for its reorganization.
In fact, all the possible solutions for the reorganization
of the SPF are within the range between the upper and
lower forms; however, when choosing the lower form
as the initial form, the priority movement of operators
is upward.

The last statement raises the question of whether
or not there are states that are balanced still better than
the two boundary (upper and lower) forms. To answer
this question, an experiment was carried out to study the
stepwise transformation of the SPF from the upper to the
lower form (in Fig. 7, the numbers on the abscissa axis
are the numbers of movements of operators from tier
to tier), in which along with the CV index (solid lines,
left-hand ordinate axis), the irregularity of the widths of
the SPF tiers was estimated by the ratio of the width of
the widest tier to that of the narrowest one (dashed line,
right-hand ordinate axis).

Despite the entire set of SPF states not being
completely covered in these experiments (possible
movements of operators along the SPF tiers were
downward to the maximum variability), it can be argued
with a high degree of probability that the target values
do not increase in the range of existence and that it is in
the region of the lower SPF that they are minimal.

When determining rational PPE plans in the case
of obtaining easily determined conditions where the
algorithm belongs to the II class, significant savings in
computations are possible: instead of implementing the
above rather complex scenarios, it is enough to construct
the lower SPF. The previously used quantitative
characteristics of the irregularity of the tier widths do not
provide information on the shape of the curve with this
irregularity. As an additional estimate of the irregularity
of the distribution of operators over the SPF tiers, the
well-known graphic-analytical method can be used
to determine the income inequality, which consists in
calculating the numerical parameters of the stratification
(Lorenz curve and Gini coefficient)*, despite the mirror-
opposite shape of the analyzed curves.

The example shows the importance of studying the
properties (including classification) of algorithms from
the side of their essential facet that consists in their
internal parallelism in order to make the best practical
use of these properties.

4 Gini coefficient: Are everyone equal? Open Journal, an in-
vestment and finance medium. https://journal.open-broker.ru/econ-
omy/koefficient-dzhini/. Accessed March 31, 2022 (in Russ.).
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Fig. 6. Algorithm for multiplying square matrices by the classical method (Abscissa axis is the tier width for N =3, 5,7, 10
orders of the matrices). The light- and dark-gray areas contain tiers of maximum and minimum widths, respectively
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PPE scheduling on a given number
of heterogeneous computers

Modern multicore processors are more and more
often developed with computing cores of various
capabilities. Therefore, it is practically useful to be
able to schedule the PPE for such systems (with a
heterogeneous field of parallel computers).

The SPF@home module supports this feature
by comparing information from two metrics files
for operators and computers (*.ops and *.cls,
respectively, Fig. 1). It is possible to set a match on
a set of freely assignable attributes for any range of
operators/computers. The condition for the feasibility
of a given operator on a given computer is the relation
minVal i < Val i < maxVal i at the same i, where
Val i, minVal i, and maxVal i are the numerical values
of this parameter for the operator and the computer,
respectively.

Since PPE scheduling on a heterogeneous field of
parallel computers is a more complex procedure than
those described above, the emphasis here is on Lua
programming. Since one SFP tier may contain operators
the execution of which require different computers, it
can be useful to apply a metaphor for splitting the SFP
tiers into families of subtiers, each of which corresponds
to a block of computers with certain capabilities. All
the operators on a given tier have the same execution
capabilities, the sequence of processing them within
a tier/subtier is, to a first approximation, arbitrary.
Figure 8a illustrates the splitting of operators on one of
the tiers of the SPF in the case of 11 parallel computers of
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Fig. 8. (a) Splitting of the SPF tiers into families of subtiers in solving the problem of scheduling for a heterogeneous
field of parallel computers and (b) the result of computing the schedule for the execution of a real parallel program

three types, and Fig. 8b presents the result of computing
the real PPE plan on a heterogeneous field of parallel
computers (three types of computers, 5, 3 and 4 units;
the numbers of executable operators are hidden).

In this case, the total time 7 of solving the problem is
determined by the sum over all the tiers of the maximum
values of the execution times of operators on the subtiers
of this tier:

T=2 mathik ,
FANETA

where j is the number of tiers, 7 is the number of subtiers
on a given tier, kj are the types of computers on the jth
tier, and 7, is the execution time of an operator of type i
on a computer of type 4.

If the goal is to achieve maximum performance, the
optima number of computers of a particular type can
be determined by minimizing the parameter 7 (e.g., by
solving the inverse optimization problem to determine
the ratio between the numbers of computing g devices
of different types). The problem of minimizing the
total solution time 7' becomes more complicated if each
operator can be executed on several computers because
of the ambiguity of the parameter ¢, in the above
expression; here, additional balancing over substages is
needed.

DISCUSSION

This study confirmed the possibility of gradual
iterative improvement (in a given direction) of heuristic
scenarios for transforming the initial SPF of various
algorithms. By and large, it is possible to develop faster
scenarios with a slightly inferior quality for an intended
purpose and relatively slower scenarios with a higher
quality (in fact, on the level of optimization).

Although this work is focused on the computational
complexity of scenarios for obtaining PPE plans
(schedules) for the PPE, the presented software
system should also show its efficiency in solving
multidimensional optimization problems using the
known algorithms (this software system in this case is a
mathematical model of the subject of optimization). To
implement this case of the use, the discussed computer
system permits working in command line mode.

Despite the low computational complexity of
obtaining the SPF from the IGA, the method of using
the SPF as the basis for constructing PPE plans has the
disadvantage that it is impossible to easily take into
account the execution time of operations, as a result of
which the execution time of a bundle of operators on
one tier of the SPF has to be considered equal to the
execution time of the slowest of them. By taking an
approach consisting in the purposeful movement of
operators through the tiers of the SPF, operators can be
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sorted on each tier according to the closest possible time
for their execution.

The experiments detected a significant dispersion
of the properties of the algorithms represented by
information graphs in the possibility of forming PPE
plans with the maximum code density. Different
algorithms require different methods for their efficient
transformation. It seems important to a priori (even
before the reorganization of the SPF, at the time of its
receipt) define scenarios for its effective purposeful
modification with a given goal. The tool here should
be the creation of a system for classifying algorithms
according to some parameters that determine effective
methods for their transformation. A promising approach
to solving this problem involves formal methods of
artificial intelligence.

All the performed experiments showed that the
identified trends increase with increasing dimension of
the processed data. This provides confidence that the
trends determined by modeling are preserved when
scaling by the volume of data being processed.

In accordance with the iterative principle (inherent
in the heuristic approach) of gradually approaching the
best solution of the problem under consideration, we
may have confidence in the possibility of quantitative
improvement (with respect to the above parameters) in
methods for scheduling of program execution on a field
of parallel computers, which is given or determined by
the solution of the optimization problem.

An important productive property of the developed
software system is the possibility of solving inverse
problems of determining the parameters of a computing
system in accordance with the specified requirements
for the very process of program execution, e.g., for
execution time.

CONCLUSIONS

In general, the developed software system
confirmed its efficiency in studying the parameters
of hidden parallelism in arbitrary algorithms and its
rational use in data processing. The approach using
a scripting language for the development of heuristic
methods (scenarios) for purposeful transformation
of the forms of the information graph of algorithms
showed greater flexibility and transparency for the
researcher. The necessary flexibility is achieved
by using an interpreted scripting language, while
the processing speed is achieved according to the
capabilities of the executable code of the compiled
language of the parent application.

The target consumers of the developed methods
for generating PPE schedules are, in the first place,
developers of translators and virtual machines, as
well as researchers into the properties of algorithms
in order to identify and exploit the potential of their
hidden parallelism. A practical application of the
proposed methodology has to take into account a
number of applied implementation issues, including
known problems of using pointers, conflicts of
memory operations in Load/Store instruction bundles,
etc., which do not fundamentally change the proposed
methodology.

The developed software, comprising methods for
detecting hidden parallelism and its parameters in
arbitrary algorithms, as well as constructing rational
plans (schedules) for the PPE on a given field of
computers, has been used for several years teaching
students at Russian universities in order to improve
their competences in data processing parallelization
processes.
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Abstract

Objectives. The rapid penetration of wireless communication technologies into the activities of both humans and
Internet of Things (loT) devices along with their widespread use by information consumers represents an epochal
phenomenon. However, this is accompanied by the growing intensity of successful information attacks, involving the
use of bot attacks via loT, which, along with network attacks, has reached a critical level. Under such circumstances,
there is an increasing need for new technological approaches to developing intrusion detection systems based on
the latest achievements of artificial intelligence. The most important requirement for such a system consists in its
operation on various unbalanced sets of attack data, which use different intrusion techniques. The synthesis of such
an intrusion detection system is a difficult task due to the lack of universal methods for detecting technologically
different attacks; moreover, the consistent application of known methods is unacceptably long. The aim of the
present work is to eliminate such a scientific gap.

Methods. Using the achievements of artificial intelligence in the fight against attacks, the authors proposed a method
based on a combination of the genetic programming support vector machine (GPSVM) model using an unbalanced
CICIDS2017 dataset.

Results. The presented technological intrusion detection system architecture offers the possibility to train a dataset
for detecting attacks on CICIDS2017 and extracting detection objects. The architecture provides for the separation
of the dataset into verifiable and not verifiable elements, with the latter being added to the training set by feedback.
By training the model and improving GPSVM training set, better accuracy is ensured. The operability of the new
flowchart of the GPSVM model is demonstrated in terms of the entry of input data and output of data after processing
using the training set of the GPSVM model. Numerical analysis based on the results of model experiments on selected
quality indicators showed an increase in the accuracy of the results as compared to the known SVM method.
Conclusions. Computer experiments have confirmed the methodological correctness of choosing a combination
of the GPSVM model using an unbalanced CICIDS2017 dataset to increase the effectiveness of intrusion detection.
A procedure for forming a training dataset based on feedback is proposed. The procedure involving the separation of
datasets is shown to create conditions for improving the training of the model. The combination of the GPSVM model
with an unbalanced CICIDS2017 dataset to collect a sample increases the accuracy of intrusion detection to provide
improved intrusion detection performance as compared to the SVM method.

Keywords: cyber security, cyber intrusion detection, rare category detection, IDS dataset, GPSVM
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Peslome

LUenu. CtpeMutenbHoe NpPOHUKHOBEHME TEXHONOrMin 6ecrnpoBOaHON CBA3M 1 ycTponcTB MHTepHeTa Belein (loT)
B NEATENIbHOCTb YENTIOBEKA U X MOBCEMECTHOE MUCMOJIb30BaHWe NoTpebutensamMmm nHdopmaummn ABASETCs 3Ha4YMMbIM
VNCTOPMYECKNM SIBIEHNEM. DTOT MPOLLECC COMPOBOXOAETCSH PaCTyLen MHTEHCUMBHOCTBIO HeratmBHbIX MHbOpMa-
LIMOHHbIX aTak, Npexpae BCero, WMPOKNUM pacrnpocTpaHeHnem 6oT-atak yepes lIoT, 06beM KOTOPbIX HAPSAY C ce-
TEeBbIMW aTtakamu JOCTUraeT KPUTUHECKOIO YPOBHS, U CHU3UTb Er0 CaAMOCTOSITENIbHO NMOTPEOUTENAM KOHTEHTA He
npencTaBnseTcs BO3MOXHbIM. B Taknx 06CcToATENbCTBAX BO3pacTaeT NoTPeOHOCTb B CUHTE3€E TEXHONOMMYECKM HO-
BOW, OCHOBAHHOW Ha HOBEMLUNX OOCTUXEHUSX NCKYCCTBEHHOIO MHTEJIEKTa, CUCTEMbI OOHAPYXEHUS BTOPXEHUIA.
BaxHeliwmm TpeboBaHnemM K cuctemMe aBnseTcs ee 3ddeKTMBHOCTb Npu paboTe Ha NOy4EeHHbIX Pas3HbIMK CHOCO-
6amu HecbHanaHcMpoBaHHbIX HABOpax AaHHbIX aTak, UCMOMb3YOLLMX Pa3HbIE TEXHOIOMMYECKME MPUEMbl BTOPXEHUS.
CurHTE3 Takoi cUCTEMbI OOHAPYXXEHNS BTOPXKEHNIN SBASIETCSA CNOXHOM 3afa4ei n3-3a OTCYTCTBUSI YHUBEPCASIbHbIX
METOL0B 0OHAPYXXEHNS TEXHONOMMYECKM Pa3HbIX aTak, a NocfieoBaTelbHoe NPUMEHEHNE N3BECTHBLIX METOLOB SIB-
NIeTCS HEOOMYCTMMO AONTUM. JINKBMAALMS 3TOrO HAay4YHOro npobena n ABNSETCS LEesblo HACTOSLEN CTaTbu.
MeToabl. VIcnonb3ys AO0CTUXEHUS MICKYCCTBEHHOTM O MHTENekTa B 6opbbe C atakamum, aBTopbl NPeASIOXNIN CNocob,
OCHOBAaHHbIN Ha KOMOMHAUUN MOLENV MaLLVHbI ONOPHbLIX BEKTOPOB MEHETMYECKOro nporpammMmmnpoBaHus (GPSVM)
C npuMeHeHneM HecbanaHcupoBaHHOro Habopa gaHHbIx CICIDS2017.

PesynbTatbl. [peayioxeHa apxmTekTypa CUCTEMbI TEXHOJIOMMYECKOro 0OHaPYXXEHUA BTOPXEHUI C BO3MOXHOCTbIO
LeneBoro o6y4yeHns Habopa AaHHbIX B MHTepecax obHapyxeHus atak Ha CICIDS2017 n naenevyeHnst o06beKToB 00-
HapyXeHusi. ApXMTEKTYPOI NPedyCcMOTPEHO pasaesieHne Habopa OaHHbIX Ha NMpPOBeEpPsieMble U HEMpPOBEPSiEMble
006beKTbl, KOTOPLIE MO pe3yfbTatam 0b6paTHON cBA3M OyayT goGaBneHbl B 0b6yvatoLwmin Habop. Ons Toro 4tobbl ob6e-
CMNeYnTb NyYLIYI0 TOYHOCTb pe3ysnbTaTa, NMPONUCXOAUT 0bydyeHne Moaenm U CoOBEPLLEHCTBOBaHME 0OyYaloLLLero Ha-
6opa GPSVM. lNokazaHa paboTocnocobHOCTb HOBOW 610K-cxeMbl Mogenn GPSVM oTHocUTesIbHO TOro, kak Habop
[aHHbIX BBOOWTCS B KAQ4ECTBE BXOAHbIX AAHHbLIX U BblAAET BbIXOAHbIE AaHHble nocnie 06paboTky ¢ NOMOLLb0 00Yy-
yatowero Habopa moaenn GPSVM. YncneHHblin aHanna pesynibTaToB MOAESbHbIX 9KCMEPMMEHTOB MO BbIOPAHHbLIM
nokasaTtensiM kayecTBa nokasan yBemyeHe TOHHOCTU Pe3ybTaTOB MO CPABHEHMIO C U3BECTHbIM MeToAO0M SVM.
BbiBoAbl. KOMMNbIOTEPHBLIE 3KCNEPUMEHTLI NMOATBEPANIM METOANYECKYIO MPaBUILHOCTL BbIBOpa KOMOMHALUN MO-
nenn GPSVM ¢ npryMmeHeHeM HecbanaHcupoBaHHOro Habopa AaHHbix CICIDS2017 ans noBbiweHns apdeKkTUBHO-
CTV 0BHapyxxeHus BTopxeHuin. MpennoxeHa npouenypa GopmrposaHms obyyatoLero Habopa AaHHbIX, OCHOBaHHas
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Ha 0bpaTHOli cBsA3K. [MokasaHo, YTO NPUMEHEHWE TakoW NPOoLLeAypbl BMECTE C pasaenieHneM HabopoB AaHHbIX CO3-
[aeT ycnoBus OJis COBepLUeHCTBOBaHNSA 0b6ydyeHns moaenn. KombuHauusa mogenn GPSVM ¢ HecbanaHCMpPOBaHHbIM
Habopom aaHHbIx CICIDS2017 gns c6opa BbIGOPKM NOBLILLAET TOYHOCTL 0OHAPYXEHWSI BTOPXEHUIA 1 06ecrneyBaeT
HaWsyYLLYIO NPOU3BOAUTENBHOCTb OOHAPYXXEHWSI BTOPXXEHWIA MO CPaBHEHWMIO C MeToaoM SVM.

KnioueBble cnoBa: knbepbesonacHocTb, 0bHapyxeHue kubepaTtak, oOHapyXeHne peakux kateropuin, Habop AaH-

Hbix IDS, GPSVM

e Moctynuna: 15.02.2022 ¢ fopa6oTaHa: 19.04.2022 ¢ MpuHaTa k ony6nukoeanuio: 12.09.2022

Ana untupoBanua: Dhoot A., Nazarov A.N., Voronkov |.M. Genetic programming support vector machine model
for a wireless intrusion detection system. Russ. Technol. J. 2022;10(6):20—27.https://doi.org/10.32362/2500-

316X-2022-10-6-20-27

Mpo3payHocTb GUHAHCOBOW AEATEJNIbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aVHTEPECOBAHHOCTN B NPEACTaB/IEH-

HbIX MaTepuanax nin Mmetogax.

ABTOpr 3aaBn40T 06 OTCYTCTBUN KOHCDJ'II/IKTa NHTEepPeCOoB.

INTRODUCTION

In order to defend a system from malicious behaviors
such as attacks and malware, it is necessary to ensure
intrusion detection. An intrusion detection system (IDS)
represents an essential line of defense to protect
complicated networks against increasing activities of
intruders. For this reason, improved IDS designs based on
wide-ranging and valid datasets for testing and evaluating
techniques are proposed [1], along with responses to the
challenge of obtaining significant datasets [2].

Some datasets are not shareable because of privacy
concerns, while other available datasets do not reflect the
latest trends. Moreover, many datasets are anonymized,
despite the variety of traffic involving diverse evidence-
based attacks. Thus, there are problems concerning a
scarcity of definite characteristics, as well as the general
inaccessibility of datasets. Hence, a precisely seamless
dataset is yet to be comprehended [2—4]. Due to the
evolution of malware and consistently changing attack
strategies, it is necessary to regularly update standard
datasets [2].

Since the year 1999, many frameworks for evaluating
the IDS dataset have been proposed [2-9]. As per the
latest existing research evaluation of frameworks, namely
diversity of attacks, even characteristics, presented
protocols, anonymity, wide-ranging interaction, complete
capture, comprehensive network configuration, featuring
dataset, ample traffic, metadata, heterogeneity, as well as
labelling, are critical factors for developing a valid and
comprehensive IDS dataset [7, 9].

ATTACK TYPES AND SCENARIOS

The IDS dataset of the Canadian Institute for
Cybersecurity (CICIDS2017 dataset'), which offers
a wide diversity of attacking sources, is intended for

I https://www.unb.ca/cic/datasets/ids-2017.html.  Accessed
November 1, 2021.

intrusion detection purposes, as well as providing
generally network security. This dataset identifies six
common attack types, which can be executed using
required tools and codes [10-13].

e Brute force attack: Perhaps the best-known form
of attack, used for password cracking as well as
discovering hidden pages and available content in
web applications. This type of attack is based on
trial and error until the intruder succeeds.

o Denial-of-service (DoS) Attack: A kind of attack
in which the intruder seeks to make a machine
or network resource temporarily unavailable. It
accomplishes this by flooding target network/
resources/machines with excessive requests to
overload the system, preventing some or all authentic
requests from being satisfied.

e Botnet: An internet-connected device that uses a
botnet owner for performing several tasks. This can
be used to steal data, provide access for intruders and
send spam messages to devices and their connection.

e Heartbleed Attack: This is a kind of bug that exists
in the OpenSSL cryptography library that is widely
used for Transport Layer Security (TLS) protocol
implementation, which can be overloaded by
sending a heartbeat appeal comprising malformed
bulky length field as well as small payload to the
susceptible user server to aggravate the target’s
reaction.

e DDoS Attacks: Distributed denial-of-service occurs
when there are multiple resources flooded with the
large bandwidth or resources of a vulnerable victim
that can be targeted easily. In such a situation, an
attack can harm a lot of multiple victims that can be
compromised resources, for instance botnet; it can
be easily targeted to flood system to generate the
large traffic network.

e [nformation Attack: Network intrusion from inside
usually gets exploited by vulnerable software for
instance Adobe Acrobat Reader. After intruding
to the software successfully from the backdoor, it
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conducts discrete attacks on the network of the dupe
which is generally known as full-port scan, service
inventories by using Nmap, and IP sweep.

o Web Attack: A kind of attack that occurs every
day to affect individuals, as well as organizations.
Structured query language (SQL) injection can be
used by an intruder to generate a SQL command
string for use to access information held in databases.
Cross-site scripting (XSS) is used to inject SQL
scripts and brute forcing over HTTP to obtain admin
ID-password data.

SAMPLING TECHNIQUES

Several sample techniques are often used in
unbalanced class distribution for handling real-
world datasets over the network ID and credit-card
fraud detection proposed by researchers for handling
unbalanced class distribution data to improve
classification performance [9]:

e Over Sampling: After replicating instances of
the minority class, this approach then generates
replicates based on minority classes’ characteristics
that decrease their distinctiveness to reduce the
overall class imbalance level.

o Under Sampling: Removes the existed instances in
the majority for balancing a dataset.

e Combining Sampling: Data cleaning method using a
combination of sampling techniques to enhance the
classification performance of an unbalanced dataset.
Includes under- and oversampling, where under
sampling is applied prior to oversampling in order
to prevent data from being overlapped.

1. PROPOSED WORK

Our contribution: In this paper, we contribute
a better result for feature selection using a genetic
programming support vector machine (GPSVM)
model that covers all the other important criteria to
support the system for detecting intrusion attacks. In
order to accomplish tests to determine the extracted
features which are benign, as well as to analyze dataset
for featuring best feature dataset for distinguishing
distinct attacks, we used the CICIDS2017 dataset
available on the Canadian Institute for Cybersecurity
website [14].

This paper expands on earlier methods used as a
toolset with which to create tagged datasets that can
include data from both host logs and network traffic [15].
In this case, the discussed problem of using unbalanced
classes and the approach to batch training of a neural
network intrusion classifier with unbalanced classes
can be solved by analogy with the results shown in the

paper [16].

Start

A
Training
Data

A
Feature
Extraction

GP Attributes
Selection Using RFC

Append Selected GP
to Training Set

Train
Model
A A
Validate GPSVM N
Set > Model ,Accuracy—b[ End ]

Fig. 1. Flowchart of GRSVM

In our proposed architecture, after carried out training
on the CICIDS2017 dataset, features are extracted. For
this purpose, datasets are divided into a valid dataset
and a dataset that could not be validated, which is sent
to genetic programming (GP) attribute selection using
request for comments (RFC), after which the selected
GP attribute is appended to the training set and sent to
the trained model. After that, both datasets go to the
GPSVM model to provide better accuracy. Figure 1
shows the flowchart of the GPSVM model as to how the
dataset is entered as input to provide an output following
its processing via the GPSVM model training set.

2. DATA ANALYSIS

The paper [9] introduced techniques to evaluate
random under-sampling (RUS) and synthetic minority
over-sampling techniques (SMOTE) and their
combination to check the true positive rate of ID results.
It shows that RUS gives the superlative performance
over the SMOTE that improved results.

While there are a number of available datasets for
detecting intrusion attacks, the best dataset as per ID
attackisthe CICIDS2017, which comprises eight separate
files, each containing network activities that have data
for five days. After adding eight files to CICIDS2017
dataset, it gives 2830743 instances, 15 classes, and
78 features without any replicated data [9, 14]. However,
this dataset is extremely unstable due to the benign class
comprising some 80.30% of the dataset. Table 1 shows
the CICIDS2017 dataset class distribution with attack
labels and the percentage of instances in it.

Below are the three common information that
retrieves the evaluation metrics as in this form,
precision (P), recall (R), and F-measure (). Precision (P)
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Table 1. CICIDS2017 dataset instances with attack details

No. Label of attack Instances Percentage of total instances
1 Benign attack 2273097 80.3004
2 DoS hulk attack 231073 8.163
3 PortScan attack 158930 5.6144
4 DDoS attack 128027 4.5227
5 DoS Goldeneye attack 10293 0.3636
6 FTP Patator attack 7938 0.2804
7 SSH Patator attack 5897 0.2083
8 DoS Slowloris attack 5796 0.2048
9 DoS Slowhttptest attack 5499 0.1943

10 Bot attack 1966 0.0695
11 ‘Web-Brute force attack 1507 0.0532
12 Web attack XSS 652 0.023
13 Infiltration attack 36 0.0013
14 Web attack-SQL injection attack 21 0.0007
15 Heartbleed attack 11 0.0004
Total 2830743 100

represents the ratio of accurately classified attacks
flow as true positive (7P) in the entire classified flows
(TP + FP), where FP is false positive:

p-_1
TP+ FP

Recall (R) is also known as sensitivity, which is a
ratio of accurately classified attack flows, i.e., TP, to
the generated flows, i.e., (TP + FN), where FN is false
negative:

R=—TT
TP+ FN

F-measure is the harmonic measurement combination
of recall and precision in the single measurement:

2
P

P R

At the time of execution, training, as well as testing
process, is calculated to observe the execution. The
weighted average of the three evaluations is considered
as comprising a result in the form of (P, R, F) that
provides the highest accuracy belonging to the renowned
algorithms, i.e., k nearest neighbor (KNN), iterative
dichotomizer 3 (ID3), and random forest (RF) methods.

3. RESULTS
In this paper, we have conducted some tests and

compared the support vector machine (SVM) model
and GPSVM and received better results with the

GPSVM model. Although, SVM gives a good result,
GPSVM model gives more accuracy in comparison to
the SVM model [17]. Table 2 shows the comparison of
the confusion matrix in the SVM and GPSVM models,
whereas Table 3 shows model accuracy and cross-
validation mean score among the SVM and GPSVM
models.

Table 2. Confusion matrix

Models Confusion matrix
[[62697 88]
SVM [166 47663]]
[[62699 86]
GPSVM [73 47756]]

Table 3. Comparison of SVM and GPSVM models

Models Model accuracy Cross-validation mean score
SVM 0.99770726422368 0.9974415541592128
GPSVM| 0.998562589334081 0.998499276484312

Figure 2 depicts the model accuracy (1) and cross-
validation mean scores (2) to compare the SVM and
GPSVM models, supporting the conclusion that the
GPSVM model works better than any other current
alternative. In order to test both the SVM and GPSVM
models, we used the CICIDS2017 dataset for making
IDS better to track down intrusion attacks and reduce
the attack scenario.

Figure 3 shows important features in the GPSVM
model. In our proposed model, the model accuracy
enhances the IDS from being vulnerable and gives better
output compared to other models.
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4. CONCLUSIONS

The presented GPSVM model is concluded to offer
an improved approach to tracking intrusion detection that
helps to exploit vulnerable systems. This model provides
enhanced accuracy for detecting intrusion attacks. In the
future, testing this model using a wider variety of resources,
along with real-time systems will help to improve the
integration of the GPSVM feature extraction technique
to develop an improved model version. This will aid
IDSs development to improve the reliability of intrusion-
detecting machines for various intrusion types. The
proposed approach can be used as part of a cloud service
for monitoring cyber-attacks using neuro-fuzzy formalism.
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Abstract

Objectives. The article substantiates the relevance of the creation and the prospects of application of multi-agent
robotic systems for elimination of consequences of emergency situations. The purpose of this work was to test the
practical feasibility of algorithms for controlling a group of autonomous robots when performing multi-stage missions.
Methods. The theses of the finite automata theory in planning actions of a multi-agent system, methods of automatic
controlin organizing a goal-directed movement of robots, and methods of computer vision in searching and analyzing
debris geometry were used.

Results. The principles of development, architecture, and composition are described for the software and algorithms
of a prototype of the multi-agent robotic system created at RTU MIREA as part of integrated research for the creation
of tools and methods of group control of robots. The multi-stage task of searching and removing debris in the process
of eliminating the consequences of emergency situations is analyzed. A proposed algorithm for planning the actions
of robotic agents determines the time sequence of the mission stages. Tasks are allocated among the performing robots
according to assessments of their suitability. The autonomous functioning of robotic agents is determined by commands
coming from the group control level, as well as an a priori embedded knowledge base with scenario models of appropriate
actions. Compensation of local environmental uncertaintiesin the process of robot movementis based onacomprehensive
analysis of visual and navigation information. Along with the main elements of the multi-agent system, the developed
infrastructure of hardware and software for visual navigation and wireless communication is described.

Conclusions. The results of the experimental studies demonstrated the efficiency of the developed approaches
to the creation of intelligent technologies for group control of autonomous robots on the example of debris search and
removal tasks. The feasibility of the multi-agent robotic system is demonstrated by the development and integration
of a number of information management and infrastructure subsystems.
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HAYHYHAA CTATbA

IIpyMHUMIIBI MOCTPOCHHUSA U IKCIIEPUMEHTAIbHbIE
UCCIICOBAHUSA MPOTOTUITHOTO 00pa31a MHOTOATeHTHOM
POOOTOTEXHUYECKOM CUCTEMBbI JIJIsl pa30opa 3aBaJjioB

C.B. MaHbko @,
B.M. JIoxuH,
C.A.K. OuaHe

MWP3A — Poccuiicknii TexXHosIorm4eckuii yamsepcutet, Mocksa, 119454 Poccus
@ AsTOp AN nepenvicku, e-mail: manko@mirea.ru

Pe3iome

Llenu. B ctatbe 060CHOBaHbI akTyaslbHOCTb CO34aHUS U NePCNeKTUBbLI MPUMEHEHUSI MHOTOareHTHbIX POOOTOTEXHU-
4YeCKMX CUCTEM 15 TMKBUAALMN MOCNeACTBUIN Ype3BblyaliHbiXx cUTyaumii. Lienbio paboTel ABNsSeTcs NnpoBepka npak-
TUYECKOW peannayeMocT anropuTMOB YNPaBIEeHUs TPYMnnoii aBTOHOMHbIX POOOTOB MPU PeLUeHN MHOTO3TanHbIX
NPUKNagHbIX 3a0au.

MeToabl. Icnonb30BaHbl MOMOXEHUA TEOPUN KOHEYHbIX aBTOMATOB B 3a4a4ax NaaHMpOBaHUsS AENCTBUIA MHOIO-
areHTHOM CUCTEeMbl, MeTOAbl aBTOMATUYECKOro ynpaBfiieHUsa Npu opraHmM3aumn LeneHanpaBneHHOro ABuXeHns
pPOBOTOB-UCMONHUTENEN, METOAbl MALLUMHHOIO 3PEHNS B 3aaa4ax noucka n aHannsa popmbl 3aBana.

PesynbTatbl. OnucaHbl NPUHUMIBLI MOCTPOEHUS, apXUTEKTYpa MU COCTaB MPOrpaMMHO-anropuTMmMyeckoro obe-
creyeHns NPoToTUNHOro obpasua MHOroareHTHOM POBOTOTEXHMYECKOW CUCTEMBI, pa3paboTaHHon B PTY MUPOA
B pamMkax NpoBeAEeHNs KOMMIEKCHbIX UCCNeA0BaHUI pa3BUTUS CPEOCTB 1 METOAOB MPYNnoBOro ynpasneHus pobo-
Tamun. PaccmoTpeHa MHOroatanHas 3ajada novcka u yCcTpaHeHus 3asasos. [peanoXeHHbI anroputM niaaHupo-
BaHWS OENCTBUIM POOOTOTEXHMHYECKNX areHTOB ONpeaensieT BPEMEHHYI0 04ePEeAHOCTb BbIMOJIHEHUS 3TANoB JAaHHOMN
3apayun. PacnpepeneHue 3agaHnini mexay poboTaMmn-mcrnosHUTENSIMU MPOU3BOAUTCS C YHETOM OLEHOK MX MPUroa-
HOCTW. ABTOHOMHOE (PYHKLIMOHMPOBaHNE POOOTOTEXHNYECKMX areHTOB OnpeaenseTcs KoMaHAaMun, NocTynaroLLm-
MW C YPOBHS TPYMMOBOro ynpasfieHNs, a TakKe anpruopHO 3a510XXeHHOM 623011 3HaHMIN CO CLLEeHapPHLIMU MOAENSIMU
LienecoobpasHbix AencTBmin. KomneHcaums HeonpeaeneHHOCTEeN BHELLHEN cpeabl IOKaNbHOro Xapaktepa B npo-
Lecce OBmxeHus poboToB 6a3MpyeTcs Ha KOMMIEKCHOM aHanmMae BU3yasibHOW U HaBUraLMOHHON MHGOpMaLU.
Hapsgy ¢ OCHOBHbIMU 3/1IEMEHTaMU MHOIFOAreHTHOW CUCTEMbI AaHO OonucaHue pa3paboTaHHOM MHOPACTPYKTYpbI
annapaTHO-NpPorpaMMHbIX CPEeACTB BU3yasibHOW HaBuraumm n 6ecrnpoBOaHOM CBA3U.

BbiBoAbl. Pe3dynbTaThl 9KCNepMMeHTabHbIX MCCef0oBaHMn nokadann apdeKTUBHOCTb pa3BMBaEMbIX NOAXOO0B
K CO3[aHUIO MHTEJIEKTYaNIbHbIX TEXHOIOMMIA FPYNMNOBOro ynpaB/ieHs aBBTOHOMHbIMKY poboTaMm Ha NpumMepe 3agay
rnoucka v pasbopa 3aBanos. lNoaTesepxaeHa BO3MOXHOCTb NPaKTUYECKOW peanmsaumm MHOroareHTHo poboToTex-
HMYECKOWN CUCTEMbI Ha OCHOBE pa3paboTku U MHTerpauumn psaa MHGOPMaLMOHHO-YNPaBASIOWMX N NHPPACTPYK-
TYPHbIX NOACUCTEM.

KniouyeBble cnoBa: aBTOHOMHbIM POOOT, MHTEIEKTYasIbHOE YrpaB/ieHVE, FPYINNOBOE YNpPaBieHE, MHOrOareHTHas
poboToTexHnyeckas cuctema, pa3dbop 3aBanoB

e Moctynuna: 11.02.2022 » Aopa6oTaHa: 01.03.2022 ¢ MpuHaATa k ony6nukoBaHuto: 12.09.2022

Ana untnpoeanus: Manbko C.B., Jloxun B.M., nane C.A.K. MNpUHUMNBI MOCTPOEHUS U 9KCNEPUMEHTaNbHbIE UCCNeao-
BaHWSA NPOTOTUNMHOrO 06pasLa MHOroareHTHOM POBOTOTEXHUYECKOIM CcUCTEMbI ANns pa3bopa 3aBanos. Russ. Technol. J.
2022;10(6):28—41. https://doi.org/10.32362/2500-316X-2022-10-6-28-41

Mpo3payHocTb GUHAHCOBOW AEATENIbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aUHTEPECOBAHHOCTM B NPEACTaB/IEH-
HbIX MaTepuanax uim Metogax.

ABTOpr 3asaBnat0T 00 OTCYTCTBUA KOH(DJ'II/IKTa NHTEepeCOoB.
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INTRODUCTION

Multi-agent robotic systems (MARS) have been
attracting steadily increasing interest since the early 21st
century owing to the wide prospects for their application
in various applied fields. The main advantage of the
joint use of autonomous robots as a united group is the
significant increase in efficiency gained by combining
functionality and resources when organizing the necessary
interactions. Although the study of problems associated
with the development of technologies for group control of
autonomous robots is a priority area worldwide, practical
results obtained in the United States and a number of
other countries are ahead of the curve [1, 2].

Up until a certain point, programs of similar works in
Russia have significantly lagged behind the international
level. However, the implementation of a national
strategy for scientific and technological development,
one of whose main goals is the transition to advanced
intellectual and robotic technologies, has provided a
sharp intensification of theoretical and experimental
studies on this subject. These studies are carried out in a
number of research centers, academic institutes, design
organizations, and universities [3-5]. As regards the
proposed formulations and solutions, the fundamental
and applied groundwork formed against this background
by the Russian scientific school is not only keeping pace
with contemporary global trends, but also is gradually
implemented in practical developments related to the
creation of intelligent control systems for autonomous
robots and multi-agent groups.

In particular, the generalization of the results
obtained at RTU MIREA in the Research Project
“Methods, Models, and Algorithms for Group Control
of Autonomous Robots by the Integrated Application of
the Apparatus of the Theory of Finite Automata” made
it possible to develop an experimental prototype of
MARS for testing technologies for automatic search and
analysis of debris during emergency recovery.

PROBLEMS AND PRINCIPLES
OF DESIGN OF A MARS FOR AUTOMATIC
DEBRIS SEARCH AND REMOVAL

An analysis of natural and man-made emergencies
shows that their most characteristic consequences
are large-scale destruction and debris, the difficulties
of recovery of which are often intensified by such
aggravating factors as fires, contamination spots,
etc. Under such conditions, when the involvement of
human resources may be limited or impossible, the use
of autonomous robots and, in particular, MARS, may
become the most feasible alternative.

Multi-agent systems for emergency recovery,
automatic debris removal, and performing other tasks

of similar nature are formed from specialized models
of autonomous robots of the corresponding type [6, 7].
Many Russian and foreign manufacturers offer a wide
range of multifunctional remote-controlled mobile
robots for engineering purposes (with advanced sensor
equipment, a replaceable set of tools and attachments)
(Fig. 1). Such robots can potentially be used in multi-
agent systems for removing debris, provided that the
necessary modernization of control tools is made to
ensure autonomous operation including the receipt and
transmission of data via wireless network communication
channels.

The main requirements for the functionality of
MARS are related to the need to analyze the assigned
applied task, its decomposition into a set of subtasks
or composite technological operations, and their
subsequent execution in autonomous mode by the joint
efforts of individual performers, which coordinate their
actions [8—10]. The creation of such systems that fully
meet the requirements imposed on them involves the
solution of the following key problems:

e organizing a developed human-machine interface,
which allows for the prompt formulation of a
common applied task;

e organizing the appropriate interaction between
individual agents in the interests of performing a
common applied task;

e cnsuring the autonomy of agents and the system as
a whole.

In turn, the problem of organizing the appropriate
interactions between active elements of MARS contains
two major subproblems:

e planning coordinated actions of agents (based on
the analysis of the assigned applied task, the process
of its implementation, and available resources)
with subsequent formulation and assignment of
appropriate tasks;

e cnsuring information-logical interaction and
compatibility of agents (both at the level of using
common formats of presentation of data, message
systems, commands, and target designations, and at
the level of technical channels for their transmission).
An analysis of the identified problems shows that

the integration of potential approaches to their solution
within a single system implies the need to build this
system in accordance with the following principles:

e commonality of goals for the functioning of agents;

e adequacy of the logical and functional capabilities
of agents to the complexity of the tasks being
performed;

e common information space of the system;

e mutual information-logical compatibility of agents.
When creating and implementing MARS solutions,

the most acute problems are experienced when
determining the sequence and methods for the joint
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Fig. 1. Models of specialized teleoperator-controlled engineering robots: (a) Brokk 300 (Brokk, Sweden),
(b) Husgvarna 310 (Husqgvarna, Sweden), (c) ROIN R-070 (Intekhros, Russia),
and (d) Betonolom 2000 (Robotekhniks, Russia)

use of autonomous robots [9, 11] in combination with
the development of an adequate set of the software and
algorithms of group control with their subsequent testing
and debugging.

SEQUENCE AND METHODS
FOR THE TARGETED USE OF THE MARS SYSTEM
FOR AUTOMATIC DEBRIS SEARCH AND REMOVAL

The effectiveness of the targeted use of MARS is
generally determined by the rationality of its actions for
performing the required applied task. The corresponding
scenario for determining the sequence and methods of
using MARS for automatic search and analysis of debris
(Fig. 2) involves the phased implementation of the
following set of necessary operations:

e movement of existing robots to the designated
assembly point in the emergency zone from the places
of their prompt delivery or permanent placement;

e reconnaissance of the general situation, assessment
of the destruction centers, and determination of
the parameters of their location using one or more
specialized search robots;

o targeted movement of MARS to the zone of the
detected debris;

e automatic layer-by-layer analysis of the debris with
the allocation of recognized operations between
individual MARS agents.

An analysis of the scenario shows that the
implementation of the last stage involves the
development of specialized software tools that not only
process visual information to determine the parameters
of the position of the observed elements of the debris,
but also to automatically synthetize a scenario model for
dismantling its upper layer.

GENERALIZED ARCHITECTURE
OF THE MARS SOFTWARE FOR AUTOMATIC
DEBRIS SEARCH AND REMOVAL

The developed suite of software and algorithms,
the architecture of which is shown in Fig. 3, provides
all the necessary functions for information processing
and intelligent control of MARS that are focused on
performing operations of automatic search and removal
of debris and formed from among autonomous mobile
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Fig. 2. Generalized scenario of the MARS functioning in performing the tasks of automatic search
and analysis of debris in emergency recovery measures

robots (AMR) with an onboard manipulator and advanced In turn, the subsystems for intelligent control

sensor equipment. The main structural elements of the  of autonomous robots of MARS have the following

suite, which is built on a block-modular principle based ~ common software composition:

on modern knowledge processing technologies, are the e knowledge base with a priori embedded scenario

human—machine interface subsystem, the subsystem for models for executing individual operations, which

intelligent planning and task allocation in MARS, as well are built on the basis of the apparatus of finite
automata;

as the subsystem for intelligent control of autonomous
e module for intelligent planning of appropriate
actions based on the processing scenario models for

performing certain operations [13];
functional modules: e library of software tools for planning movements
e knowledge base with scenario models for performing of the mobile platform and the manipulator (by the
applied tasks created according to the description of selective use of a number of specialized algorithms,
the operator [9, 10] or in automatic mode (based such as A*, potential fields, rapidly exploring
random trees (RRT), etc.), and for solving mapping

robots.
The software for the intelligent task planning

subsystem of MARS includes the following set of main

on information on the structure of the observed
debris) [12] using the apparatus of finite automata; problems (using SLAM algorithms) [14];
e module for summarizing sensory information for e a module for integrating odometric information and
constructing a structural model of the observed data of the external navigation system;
debris; e a module for processing and summarizing sensory
e module for the dynamic construction of scenario information from the onboard video camera and
the laser scanning rangefinder for assessing and

models for layer-by-layer removal of detected debris

based on the apparatus of finite automata [12]; recognizing the external environment.
e module for intelligent planning of stages and Onboard subsystems for controlling the actuating
operations for testing scenario models of assigned  devices of autonomous robots ensure the executing
applied tasks [9, 10]; of the set of commands generated by the higher-level

e module for allocating tasks between robots from  subsystem.
the united group using algorithms for multi- The human-machine interface subsystem combines
criteria assessment of the usefulness of potential  a wide range of software and tools for monitoring the
performance and current state of MARS, setting goals

performers [9].

Russian Technological Journal. 2022;10(6):28-41

32



Prototype multi-agent robotic debris removal system:
principles of development and experimental studies

Sergey V.

Manko, Valery M. Lokhin,
Sekou Abdel Kader Diane

Operator interface

Creation of scenarios
for performing required
applied tasks and

Planning of stages

appropriate behavior

Input of initial data /

output of state variables knowledge base

Scenario models

of appropriate
actions

for performing
individual operations

NS

MARS
MARS knowledge and operations software
base for executing scenario
models of performing
Scenario models applied tasks
for performing - -
applied tasks Dynamic gonstructlon
of scenario models
for performing applied
tasks
- Task allocation to MARS Summarization
Autonomous agents of sensory
mobile robot information

Autonomous
mobile robot

Wireless network
communication

[ Lidar |

|Mobi|e platform | | Computer vision system |

|Manipu|ator I | Odometry |

A

Y.\

External navigation

system

h 4

Planning of actions
for executing scenario
models of performing
individual operations

Autonomous
mobile robot
software

Planning of movements
of mobile platform

Processing
and summarization
of sensory information

Mapping
Planning of movements Integration
of manipulator of navigation

information

Fig. 3. Generalized architecture of the suite of software and algorithms of a demonstrator of MARS
for automatic search and analysis of debris

and objectives for its operation, constructing scenario
models for performing tasks and controlling robots,
as well as monitoring telemetric information on the
progress and results of their operations [15].

DEMONSTRATION MODEL OF THE MARS
FOR AUTOMATIC DEBRIS SEARCH AND REMOVAL

The creation of the demonstrator of MARS was aimed
at the fundamental testing of intelligent technologies for
group control of autonomous robots on the example
of automatic search and analysis of debris during
field experiments with imitation of the corresponding
conditions at a specialized test site. The prototype
autonomous robot was represented by the KUKA youBot
mobile platform (KUKARoboter, Germany). Designed
as a mobile-base manipulator. This model is equipped
with a laser scanning rangefinder, a stereo video camera,
wireless network communication devices (Fig. 4), as
well as software and algorithms for supporting modes of
autonomous operation and group control.

The closed rooms of the test site were equipped with
a set of 16 Beward BD3670M IP video cameras (NPP
Beward, Russia), which were placed uniformly under

(d)

Fig. 4. (a) KUKA youBot mobile robot with an

onboard set of information and measurement tools:
(a) autonomous transport platform, (b) Asus Xtion
PRO live RGBD video camera (AsusTek Computer Inc.,
China), (c) Hokuyo URG 04L.X UGO1 laser scanning

rangefinder (Hokuyo Automatic Co., Japan),

point (MikroTik, Latvia)

and (d) MikroTik OmniTIK UPA-5HND wireless access
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the ceiling at a height of 4 m. As well as providing direct
determination of the coordinates of observed moving
objects within the common integrated navigation field
(Fig.5), these were used for emulating satellite navigation
systems. The information interaction of autonomous
robots of the united group was performed via wireless
network communication channels in accordance with
Wi-Fi technology standards using TCP/IP protocols. The
unity of the common information space of MARS was

ensured by the integration of the network infrastructure
of the hardware and software components, related to
the wireless communication and the external visual
navigation systems (Fig. 6).

The prompt formulation of an applied task and
control over the progress of its implementation is carried
out using specialized options on the operator interface
panel (Fig. 7) on the monitor screen of the central
computer.

= CamNav5

RSy

Fig. 5. Integrated field of the visual navigation system

Visual navigation
server

Wireless
router

—

a8

computer

\

Network

’Switch

P Central control

IP video cameras

Autonomous robots

Fig. 6. United network infrastructure of the hardware and software of the visual navigation
and the wireless communication systems
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Fig. 7. Interactive operator interface panel of the demonstration model of MARS
for automatic search and removal of debris

FIELD TESTING OF INTELLIGENT CONTROL
TECHNOLOGIES OF THE MARS FOR AUTOMATIC
DEBRIS SEARCH AND REMOVAL

A series of planned experiments for field testing
of the software and algorithms for group control of
autonomous robots for automatic search and removal
of debris was carried out by the example of imitation
of consequences of an emergency with conditional
imitation of a zone of destruction and debris (Fig. 8)
at a specialized test site of the Institute of Artificial
Intelligence of RTU MIREA.

The formulation of the task by the operator using
interactive tools of the human-machine interface
(Fig. 7) involves the construction of a scenario graph,
whose nodes and edges represent the composition and

Fig. 8. Stage model for making experiments
for automatic search and removal of debris using MARS

sequence of the main stages of the applied mission to be
performed. Each of the nodes of the constructed graph is
assigned a dataset that determines the parameters of the
corresponding stage. If necessary, the assigned data may
contain references to the involved algorithms or names
of nested scenario graphs.

The preparation and specification of scenario graphs
ensures the automatic construction of a formalized
model of the applied task to be solved in the form of an
appropriate network of finite automata. This approach
ensures the implementation of the control and monitoring
functions while planning the behavior and appropriate
actions of MARS autonomous robots.

In particular, the formulation of the applied problem
for MARS within the ongoing experiments required
the construction of a scenario graph with the sequential
inclusion of the stages of movement of robots to the
assembly point, search, and subsequent removal of
debris (Fig. 8).

It is important to note that the parameters for
conducting the second stage (ground search) provide for
two possible outcomes: a negative search result leads
to the completion of the entire mission, whereas the
detection of debris causes a transition to the next stage
of the task.

In turn, the last stage is specified by a nested scenario
graph with cyclic repetition of operations for recognizing
the structure of the upper layer of the debris, as well as
dynamic model synthesis and planning of dismantling
operations up to the last constituent element.

The final stage of setting the task is the initialization
of robots, indicating their network addresses and
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operating parameters, and entering the coordinates of
the assembly place and the zone of subsequent work.

The launch of MARS, which is carried out at the
command of the operator, initiates the direct execution
of the assigned applied task in automatic mode in
accordance with the operationally introduced and a priori
embedded scenarios of autonomous and group control.

Figures 9-11 present the main fragments of one
of the test-site experiments for testing methods and
technologies for group control of autonomous robots of
MARS in the co-execution of the common applied task
of automatic search and removal of debris.

Figures 9a-9d illustrate in detail the execution of the
first stage of the task, which is the advance of autonomous
robots to the designated assembly point. While their
targeted movement is routed using the A* [16] and
RRT [17] algorithms, the movements associated with
maintaining convoy formation are planned using the
algorithmic implementation of the method of potential
fields [18] and the apparatus for processing visual,
ranging, and navigational information. The algorithms
are chosen based on the scenario for performing the

assigned task at the level of the corresponding references
established during the specification of the parameters for
this stage. The arrival of robots at the designated assembly
place, confirmed via wireless network communication
channels, serves not only as an actual confirmation of
the successful completion of the current stage of the task
being performed, but also as a signal for the transition to
its next phase. The current status of the robots and the task
they perform is displayed on the operator interface panel.
Figure 10 illustrates the second stage of the task,
which is the area reconnaissance and the search for debris.
A robot for these purposes is selected according to
the criterion of a suitable functional or the smallest serial
number (other conditions being equal). The completeness of
the inspection of a given area is determined by the scenario
of planning and testing search movements using the A*
algorithm and available means of processing visual, ranging
and navigation information. The sequence of necessary
actions is regulated by the scenario for performing the task,
as well as the scenario for conducting search operations,
which is a priori embedded in the knowledge bases of
intelligent control systems for autonomous robots.

(d)

Fig. 9. Movement of a group of autonomous robots maintaining a convoy-type formation configuration
toward the designated MARS assembly point
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(c) (d)

Fig. 10. Operation of MARS during the ground search: (a, b) the selection of a robot to search for debris,
(c) search movements of the robot during ground search, and (d) the detection of debris based on the results
of processing the images from the onboard camera of the robot

(c) (d)

Fig. 11. Operation of MARS performing debris removal operations
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The criterion for detection of debris is the excess of
the critical number of destruction elements per unit area,
which is found from the results of processing the data
from the onboard set of information and measurement
tools of the robot.

Following the detection of debris, the third stage
of the task involving the removal and evacuation of
the found objects can be initiated (Figs. 11a—11d). The
nested scenario of its implementation includes the cyclic
repetition of image processing procedures, the analysis
and restoration of the structure of the upper layer of
the debris, and the dynamic construction of a scenario
model for dismantling the selected elements.

The construction of such a model based on the use
of the apparatus of finite automata makes it possible to
plan the layer-by-layer removal of the debris with the
prompt issuance of an ordered set of subtasks, indicating
the elements to be removed and the parameters of their
spatial position.

The tasks are allocated between robots based on
assessments of their current occupancy and distance from
the place of the corresponding operations. The generated
allocations are transmitted via wireless network
communication channels to selected addressees from
MARS. The execution of the received tasks is regulated
by a set of scenario models that are a priori embedded
in the onboard knowledge base of the intelligent
control system of each of the robots and determine the
procedure for carrying out the necessary operations to
capture and evacuate the indicated elements of the debris
based on the combined use of a number of appropriate
algorithms. For example, the local movements of the
mobile platform and the manipulator installed on it are
planned on the basis of the algorithmic implementation
of the RRT method. The targeted movements of the
mobile platform are routed using the A* algorithm.
Bypassing moving obstacles during the movements of
the robot in a dynamically changing scene is controlled
by the algorithmic implementation of the method of
potential fields. The entire set of problems of planning
the movements and controlling the movement of the
robot is solved on a real-time basis using the means of

processing visual, ranging, and navigation information
to take into account the specifics of the environment.

Objective control of the results of testing each
component of scenarios of each level on the basis of
processing the readings of information and measurement
tools of individual robots ensures the transition to the
next stage of the task or its completion with all necessary
information displayed on the interactive operator
interface panel.

The means and methods for group control of
autonomous robots, whose coordinated interaction is
ensured by the combined use of various information
strategies, was practically tested by creating the MARS
demonstrator and carrying out its field tests:

o strategies of centralized control in planning the
stages of performing a given applied task with
the allocation of subtasks to individual robots for
performing the necessary operations;

o strategies of autonomous control in planning
appropriate actions and coordinating the movements
ofrobots during their joint functioning in performing
the assigned tasks.

Note that the principles of constructing the set
of hardware, software, and algorithms of the MARS
demonstrator allow for its scaling according to the total
number of robots in the group. The implementation of
such properties makes it possible to increase not only the
fault tolerance of the system, but also the degree of its
universality in application to various practical problems,
the complexity and extent of whose solution may require a
prompt change in the required number of involved robots.

In this context, of special interest is the question
of the amount of information transmitted via wireless
network communication channels during the operation
of MARS. As the analysis showed, the intensity of
information flows in the data transmission network of
the developed MARS configuration with five robots
does not exceed a critical level (Table).

Thus, the conducted field experiments convincingly
demonstrated the feasibility of MARS solutions focused
on performing various applied tasks, including automatic
search and removal of debris during emergency recovery.

Table. Intensity of information flows in the wireless data transmission network of MARS

Data Frequency, | Size of one Numt?er Total transmission o
Hz message, kB | of devices rate, kbps

Navigation 5 102 16 65280 Images from IP cameras
Navigation 5 0.5 1 20 Line with coordinates of detected robots
Navigation 1 0.1 5 4 Lines with coordinates of each robot
Control 1 0.1 5 4 Tactical-level robot control commands
Control 1 0.05 5 2 Confirmation of execution of tactical-level commands
Interface 10 25 5 10000 Image from onboard video camera
Interface 10 2 5 800 Data from onboard lidar

38
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CONCLUSIONS

The creation of the MARS prototype enabled the
integrated testing not only of group control methods
and algorithms, but also technologies for processing
the necessary knowledge along with human—machine
interface tools for the prompt setting of the applied
tasks to be performed. The results of experimental
studies performed by the example of tasks of automatic
search and removal of debris confirmed the efficiency
of the developed software and algorithms, the current
version of which implements the centralized strategy
of group control of autonomous robots constituing the
united group. Proposals for further development of
the system include supplementing its structure with
bulletin board mechanisms to support decentralized
strategies for the functioning of autonomous robots
at the level of coordinating their behavior plans and
interactions.
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Abstract

Objectives. The selection of a method for solving multi-objective optimization problems has many practical
applications in diverse fields. The present work compares the results of applying different methods to the selected
classes of problems by solution quality, time consumption, and various other criteria.

Methods. Five problems related to the multi-objective optimization of analog and digital filters, as well as multistep
impedance-matching microwave transformers, are considered. One of the compared algorithms comprises the
Third Evolution Step of Generalized Differential Evolution (GDE3) population-based algorithm for searching the
full approximation of the Pareto set simultaneously, while the other three algorithms minimize the scalar objective
function to find only one element of the Pareto set in a single search cycle: these comprise Multistart Pattern Search
(MSPS), Multistart Sequential Quadratic Programming (MSSQP) method and Particle Swarm Optimization (PSO)
algorithms.

Results. The computer experiments demonstrated the capability of GDE3 to solve all considered problems. MSPS and
PSO showed significantly inferior results than to GDE3 for two problems. In one problem, MSSQP could not be used
to reach acceptable decisions. In the other problems, MSPS, MSSQP, and PSO reached decisions comparable with
GDES3. The time consumption of the MSPS and PSO algorithms was much greater than that of GDE3 and MSSQP.
Conclusions. The GDE3 algorithm may be recommended as a basic method for solving the considered problems.
Algorithms minimizing scalar objective function may be used to obtain several elements of the Pareto set. It is
necessary to investigate the impact of landscape features of individual quality indices and scalar objective functions
on the extreme search process.

Keywords: multi-objective optimization, Pareto optimality, Pareto front, quality index, scalarizing objective function,

population-based algorithm
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MHOTOKPHUTEPHAIBbHON ONITUMHU3AIUA
XaAPAKTEPUCTUK PATUOTEXHUYECKUX YCTPOMCTB
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MWP3A — Poccuiicknii TexHos1Iorm4eckuii yamepcutet, Mocksa, 119454 Poccus
@ ABTOp AN nepenucku, e-mail: av_smirnov@mirea.ru

Pe3iome

Llenu. Bonpoc o BbIGope MeToAa peLLEHMs 3a4a4M MHOTOKpUTEPUabHOM ONTUMU3aUMM N3 MHOXECTBA N3BECTHbIX
MEeTOO0B aKkTyasieH As1I1 MHOTMX MpakTudeckux obnactei. Lienb nccnenoBaHms — CpaBHUTL Pe3ynbTaThl MPUMEHEHMS
pasHbIX METOLOB Ha BbIOPAHHbIX Kilaccax 3agad no Ka4eCTBY PeLLEHWIA, 3aTpaTtaM BPEMEHN 1 APYTUM KPUTEPUSM.
MeTopbl. B paboTe cpaBHMBAOTCA pe3yfbTaTbl MPUMEHEHUS PA3/IMYHbBIX aITOPUTMOB MPU PELLEHMN NATU 3aaad
MHOIOKPUTEPUANLHOM ONTUMU3ALIMN XapakTEPUCTUK aHANIOroBbIX 1 LMPPOBbLIX GUNBTPOB Y MHOFOCTYMNEH4YaTbIX CO-
rnacyowmx CBY-TpaHcdopmaTopoB. MccnemoBannck NonynsuyoHHbIn anropntM GDES, ocyLecTBASOWMIN NOUCK
O HOBPEMEHHO BCeM annpokcnumMaumm MHOXeCTBa NapeTo-onTrMasibHbIX PELUEeHUI, U TPU airopnuTMa, OCHOBaHHbIE
Ha ckanapusaumm Lenesor yHKLNK, KOTOPbIE B OAHOM LIMKJIIE MOUCKA HAXOAAT OAMNH 3/IEMEHT YKa3aHHOrO MHOXe-
CTBa. TO MHOIOKPaTHbIM 3anyck MOKOOPANHATHOrO noncka MSPS, MHOrokpaTtHbI 3anyck anropuTMa rnocnenosa-
TEeNbHOr0 KBaApaTnU4HOro nporpammMmmpoBanna MSSQP v anroputm pos yactuu, PSO.

PesynbTarthl. [poBeaeHHOE NCCneaoBaHNe Nokasasno, YTo NonynsaLUMOHHbIA anroputv GDE3 no3BonseT ycnewwHo Haxo-
[UTb MHOXECTBA PEeLLEeHUI A BCEX PACCMOTPEHHbIX 3a4a4. B AByx 3apadax ua natv anropmutmbl MSPS n PSO cyliecTeh-
Ho ycTynunm GDES kak no ka4ecTBy PeLLeHWIA, Tak 1 Mo 3aTpaTaM BPEMEHM Ha NMOVCK OOHOrO peLleHus. B ogHom n3 3apay
anroputm MSSQP oka3zancs HepaboTocnocoOHbIM. B Apyrix 3aaadax anroputMbl, OCHOBaHHbIE HA CKanspusaumm, Ha-
XOOWNN PELLEHUNS, HE TOMBbKO HE YCTYMatoLLMeE, @ B HEKOTOPbIX Clydasx 1 npesocxoasiuve pesynstatel GDES. Mpu aTOoM
3aTpaThl BPEMEHM Ha MOVCK OAHOMO peLLeHns y MSPS 1 PSO okazanuck 3HaunTenbHo 6onblummi, yem y GDE3 1 MSSQP.
BbiBoabl. Anroputm GDE3 MOXHO pekoMeHaoBaTh kak 6a30BbI AN pelleHns NoaobHbIX 3aaa4. ANropuTMbl, OC-
HOBaHHbIE Ha CKanapu3aumn, LenecoobpasHo NPUMEHSTbL MPY NOUCKE HEGOMBLLOIO YMCa 31IEMEHTOB MHOXECTBA
MapeTo-onTuManbHbIX pelleHnii. HeobxoaMmMo nccnenoBaTth BAVSHUE 0COOEHHOCTEN penbed OB OTAENbHbLIX MNOKa-
3aTenen Ka4eCcTBa 1 CKaNsPHbIX LLenieBbiX PYHKLMM Ha MPOLLECC NOMCKa PeLLEHUS.

KnioueBble cnoBa: MHOrokputepuanbHasa ontummndaumd, Naperto-ontumManbHoe pelwenne, GpoHT NapeTo, noka-

3aTeslb Ka4eCTBa, cKanapmsaums Lenesom GyHKUMY, NoNynAaLMOHHbIN airOpUTM

* Moctynuna: 02.05.2022 » fopa6oTaHa: 20.05.2022 ¢ MpuHgaTa k onyonukoeaHuio: 15.09.2022

OnauutupoBanus: CmupHoB A.B. CpaBHeHMe anropuTMOB MHOFOKpPUTEPUabHOM ONTUMM3ALUN XapaKTEPUCTUK Paamo-
TEXHUYeCKUX yCTPONCTB. Russ. Technol. J. 2022;10(6):42-51. https://doi.org/10.32362/2500-316X-2022-10-6-42-51

Mpo3payHocTb GUHAHCOBOW AeATEeNIbHOCTU: ABTOP HE UMeEeT PMHAHCOBOM 3aMHTEPECOBAHHOCTM B NPEACTABNEH-

HbIX MaTepunanax nin Mmetogax.

ABTOp 3asaBnseT 00 OTCYTCTBUA KOH¢)J1VIKTa NHTEpPEeCOB.

INTRODUCTION

Multi-objective optimization (MOO) problems are
of considerable interest in radio engineering and other
fields of research [1]. Multicriteria optimization is aimed
at finding an approximation of the set of Pareto-optimal
solutions (POS) [2], which cannot be improved by one
of the quality indices (QI) without deteriorating at least
one of the other QIs.

Methods for solving MOO problems can be divided
into two main classes [3, 4]. The first is based on solving
the problem of minimizing the scalar objective function
(OF) written in the generalized form [5]:

M . -0.
f(x)=> W; - max @szf’),o . (D)
J=1 Qj I
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where Qj(x) and th are the current and target values of
the jth QI; W, is the weighting factor of the jth QI.

The exponent 4 = 1 provided that normalizing
the QI deviation from the target value for bringing the
summands in (1) to the same range of values is required.
The exponent g, = 0 provided that such normalization is
not required. Equality (1) covers different scalarization
techniques for MOO problem. Taking all th = 0 and
considering the denominators equal to one, the problem
of minimizing the QI weighted sum arises. Another
technique is to set target values th, aswellas W, =1 and
Wj >>1,wherej=1, ..., M, j#k. In this case, the problem
of minimizing QI Q, while fixing other QI near the target
values arises. Methods based on scalarization allow one
POS to be found in a search cycle.

The methods grouped in the second class (MOO
population-based algorithms) permit the computation
of several elements of approximation of the POS set
in a single search cycle using agent population. The
classification and description of algorithms of this type
are given in [3, 4].

The sets of test functions [6] and quality criteria
for approximating the POS set [3] are used to compare
different methods for solving the MOO problem.
Generally, the results of applying MOO population-
based algorithms are evaluated using test functions,
e.g., as in [7, 8]. Here, no comparison with the results
of scalarization-based methods is performed. This can
be justified in the case of test functions whose properties
are all known; the quality of found approximations of
the POS set can be evaluated objectively. In terms of
practical applications, however, where nothing generally
is known in advance about functions describing
QI, it becomes necessary to solve the “Black Box
Optimization” problem for collecting information on QI
values while finding.

A determination of which algorithm would give the
best approximation may be achieved only by comparing
the results of different methods, including both
population-based and scalarization-based approaches.
Such comparison for a specific class of problems is
performed in [9] to support a conclusion about the
superiority of population-based algorithms in terms
of the quality of obtained solutions. Nevertheless,
a different result may be obtained for other types of
problems. In [10], the possibility of applying population-
based algorithms from the PlatEMO open source [11]
running in the MATLAB environment to solve the MOO
problem of the frequency response of analog electrical
filters is investigated. Here, the authors conclude that, in
the case of optimization by two QIs, population-based
methods provide better solutions than scalarization-
based approaches. While, in the case of optimization by
three QIs, the opposite result is obtained, this conclusion
is reached when not using the most effective algorithm

for finding an extremum of the scalar OF in experiments.
Different scalarization-based algorithms are compared
in [12], albeit without considering population-based
approaches.

The present work aims to compare the results
of applying MOO algorithms of different classes
on examples of several problems of optimizing the
characteristics of radio engineering devices. Among the
indicators characterizing the compared methods, the
highest priority is given to obtaining the best results.
In case these criteria are equal, a comparison may be
performed in terms of search duration per one POS
along with other indices.

PROBLEM FORMULATION AND SELECTION OF
OPTIMIZATION ALGORITHMS

Problem 1. MOO of frequency response of analog
filters. The QI definitions and methods for calculating
them are given in [13] and other works by the author.
Below is a list of QlIs:

e uneven gain-frequency response

DHp, dB;

e minimum attenuation in stopband Hs, dB;

e cxceeding gain-frequency response of a given level
in transition band DHt;

e uneven delay-frequency response

DTd, %.

Frequency response is calculated on a dimensionless
frequency scale normalized to the upper bound
frequency of the low pass filter (LPF) passband. Here,
it is necessary to minimize DHp and DTd together while
fulfilling the constraints DHt <0, Hs > Hst.

Problem 2. MOO of simultaneous frequency
and time responses of analog filters. The QI
definitions and methods for calculating them are
given in [13]. In addition to the frequency domain QI
mentioned above, the following time domain QIs are
introduced:

e maximum voltage (overshoot) of the transient
process Um normalized to the steady-state value;

e transient rising (front) duration 7f7;

e transient-process duration 75s.

The last two QIs are calculated on a dimensionless
time scale referenced to the normalized frequency
scale. Here, it is necessary to jointly minimize 7ss and
maximize Hs under the constraints DHt <0, Um < Umt,
and Tfr < Tfrt.

Problem 3. MOO of frequency responses of digital
filters. The QI definitions and methods for calculating
them are given in [5]. The QI list and formulation of
optimization problem is the same as for Problem 1.

Problem 4. MOO of frequency responses of
matching multistep microwave transformers
(transitions). The following QIs are defined:

in passband

in passband

Russian Technological Journal. 2022;10(6):42-51

44



Comparison of algorithms for multi-objective optimization
of radio technical device characteristics

Alexander V. Smirnov

e maximum KPmax and minimum KPmin power
transfer coefficients in the matching band;
e uneven power transfer coefficient in matching band

DKP = KPmax — KPmin.

The method for calculating these QIs is not given
here due to the limited scope of the paper and will be
published separately. It is necessary to jointly minimize
DKP and maximize KPmin at a given value of the
matching bandwidth DFM.

Problem 5. Another MOOQO problem of frequency
response of matching multistep microwave
transformers. In addition to QI defined for Problem 4,
the relative unevenness of the delay-frequency response
in matching band DTd, %, is introduced. It is necessary
to minimize DKP and DTd at given values of matching
bandwidth DFM and maximum power transfer
coefficient KPt.

We shall now consider the algorithms used for
solving the above problems.

The population-based algorithm is implemented
using the PlatEMO library mentioned above. The
algorithm GDE3 (The Third Evolution Step of
Generalized Differential Evolution) showing the best
response values according to [10] is selected from
71 algorithms presented in the library. The specified
parameters are the size of population Npop and the
number of calculations of the QI set Neval. These
values are found experimentally for each problem.
For this purpose, search iterations with increasing
Npop and Neval values were performed until the found
approximation of the POS set is improved.

Below are the algorithms for finding extrema of
scalar OFs.

Multistart Pattern Search (MSPS), which describes
the repeated start of stepwise search, is implemented
by SOFTD [13] in Problems 1 and 2 and by HODF in
Problem 3 [5]. Both programs are written in C++. In
Problems 4 and 5, the algorithm is implemented in the
MATLAB environment.

Particle Swarm Optimization (PSO) is the particle
swarm algorithm [3, 4] implemented in MATLAB
by the particleswarm(..) function from the Global
Optimization Toolbox module. According to the
results presented in [12], this algorithm demonstrates
its capacity to find global extrema of scalar OFs with
complex landscape.

Multistart  Sequential Quadratic Programming
(MSSQP) is the repeated start of sequential quadratic
programming algorithm implemented in MATLAB by
the fmincon(..) function from Optimization Toolbox
module. Unlike MSPS and PSO algorithms searching
for minima of scalar OF of the type (1), the constraints
on QI are not considered in MSSQP as penalty terms
but are included in the Lagrange function that may be
written in the following form:

M-l
L(x,h) =0, (x)+ z %8 (%), 2)
i=I

g (x)= Q(X)-Qj,i=L..M~-1 j=1...M,j=*k,

where A, are Lagrange multipliers; O ), are quality indices;
Qﬂ are their target values.

In the strict sense, the algorithm is not intended
for finding global extrema of OFs having a complex
landscape containing many local extrema. However, as
shown in [12], it obtains a good approximation to the
global minimum of OF from most starting points evenly
distributed in the search space for some problems. At
the same time, the search duration turns out to be much
shorter than for other algorithms.

The number of starts, N7, of the scalarization-
based algorithms for finding one POS is selected in
each problem so as to find a solution that could not be
significantly improved by further N7 increasing. Other
parameters are set equal to default values.

PROBLEM SOLUTIONS

Problem 1. We shall consider experimental results
for the analog LPF whose transfer function (TF)
contains NP = 6 poles and NZ = 0 zeros. The lower
bound frequency of the stopband on the frequency
scale normalized to the upper bound frequency of the
passband is Fs = 2. The results obtained using the
GDE3 algorithm are shown in Fig. 1 in the form of
Pareto front approximation graphs for Hsz = 30 dB and
Hst = 40 dB. In the first case, Neval = 1 - 10°, while in
the second case, Neval = 0.5 - 10°. The search duration
is 4 and 2 min, respectively. In both cases, Npop = 50.

The solutions obtained using algorithms based on
scalarizing OFs are also presented in Fig. 1. Finding one
solution takes an average of 2 min by MSPS algorithm,
10 s by MSSQP algorithm, and 5 min when using the
PSO algorithm. The number of MSPS starts is 3000,
while the number of PSO starts is 40; the number of
MSSQP starts is 20. From the start results, the best
one is selected. Here, it should be noted that about
half of MSSQP starts gives the same best result when
searching for each POS, with the remainder resulting
in unacceptable solution. The results of the other two
algorithms are distributed over a wide range of values in
most experiments.

The comparison of QI solutions obtained by
different algorithms shows that only MSSQP provides
benefits for solution quality as compared to GDE3 at
DHp small values. The other two algorithms based on
scalarizing OFs show at best results similar to GDE3,
being at a disadvantage to it at small values of DHp. In
addition, they require significantly more time for finding
solutions.
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Fig. 1. Problem 1 solution

Problem 2. We shall consider experimental results
for the same LPF as in Problem 1. The results obtained
using the compared algorithms are shown in Fig. 2. The
constraints are set to 7fr <0.5, Um < 1.1, and DHt <0 for
the first series of experiments, while the constraint on
Tfr is excluded in the second series.

First, it should be noted that the MSSQP algorithm
cannot find admissible solutions, i.e., those satisfying all
the restrictions, under the constraint on 7f7 at all. In the
absence of this constraint, the ability of MSSQP to find

valid solutions appeared to be noticeably worse than that
for GDE3 and PSO. The number of valid solutions in
series of NT = 200 starts taking 40—60 s is measured in
units. In both series of experiments, the MSPS algorithm
also shows results significantly inferior to the GDE3 and
PSO solutions.

In both series of experiments, the GDE3 and PSO
algorithms show similar results in terms of QI. The
GDE3 parameters are Npop = 50 and Neval = 200000,
respectively, while finding an approximation of the POS
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Fig. 2. Problem 2 solution
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set takes about 7 min. For PSO, the number of starts is
NT=40; the duration of finding one solution is 810 min.

The Pareto front turns out to be discontinuous in the
presence of a constraint on 7fr. To explain the reasons
for this effect, the 7fr values obtained with no constraint
imposed on this QI are plotted on the graph also
shown in Fig. 2. As long as Tfr is less than constraint
Tfr = 0.5, approximations of Pareto fronts obtained in
the presence and absence of this constraint coincide.
The constraint on Tfr is not active and does not affect
search results. However, if 7fr value should exceed the
specified threshold, the constraint becomes active, and
the transition process becomes oscillatory in order to
fulfill it. In this case, the Pareto front discontinuity is
due to transitions of the moment when the condition of
the transient process completion [5] from one wave to
another is satisfied.

Problem 3. Experimental results for LPF with
NP = 4 for pole and NZ = 4 for zero are shown in Fig. 3.
The upper bound frequency of the passband on the
frequency scale normalized to the sampling frequency is
Fp = 0.1; the lower bound frequency of the stopband is
Fs =0.2. Using the GDE3 population-based algorithm,
approximations of the Pareto front for problems of
minimizing QI DHp and DTd at Npop = 50, under
constraints Hst = 30 dB and Hst = 40 dB. The numbers
of QI calculations are Neval = 10° and Neval = 1.5 - 10°,
the duration is 6 and 9 min, respectively.

Next, points of these approximations are obtained
using algorithms based on scalarizing OFs. The MSPS
algorithm gives the best results, since the solutions
found by it cover the ranges of solutions obtained using
GDE3 completely, not only equalling, but even slightly

70.0

exceeding them in QI terms. In case of Hst =30 dB, the
set of MSPS solutions has the least low bound in terms
of DHp parameters. In all experiments, the number of
search starts is N7'=2000. The execution time per search
ranges from 5 to 8.5 min.

The PSO algorithm for Problem 3 turns out to be
worse than MSPS; here, the solutions found are within
narrower ranges of QI values taking approximately the
same time required for one search.

The MSSQP algorithm also loses to GDE3 and
MSPS by the value of the lower bound of the DHp
range. However, at HSt = 30 dB, the algorithm finds
solutions within the DHp value range of 0.2-0.8 dB with
lower DTd values compared to other algorithms. These
solutions are located in the area of the search space into
which other algorithms have not fallen. At the same time,
the phase-frequency response of the solutions obtained
using MSSQP differ from the phase-frequency response
of the other algorithm solutions (Fig. 4) significantly,
although the gain-frequency response is similar. At the
same time, MSSQP results are close to those obtained by
other methods at Hst =40 dB.

Problem 4. We shall consider an example of the
problem solution at matching the lines with the ratio of
wave impedances Z ,/Z , = 10, frequency matching
bandwidth DFM = 1.2, and the number of transformer
stages Nst =4 and Nst =5 (Fig. 5).

The search by GDE3 algorithm for both values of
Nst is performed at Npop = 100 and Neval = 1 - 106,
taking approximately 2 minutes. Since the results
only insignificantly deteriorate with the number of
QI calculations, the search duration is decreased by
10 times.
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Fig. 3. Problem 3 solution
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All three algorithms based on scalarizing OFs show
the same results. Therefore, only the solutions obtained
with MSSQP falling on Pareto front approximations
found by GDE3 algorithm are shown in Fig. 5. However,
the methods differ significantly in terms of search
duration for a single solution. While MSPS and PSO
require 40-50 s, MSSQP requires only 3—4 s. It should
be noted that the rightmost points of the series obtained
using MSSQP coincide with the results for Chebyshev
approximations, while the points of GDE3 series located
to their right are not POS.

Problem 5. The problem is solved under conditions
ZolZyy = 12, DFM = 1, and KPt = 1 for the number
of stages Nst = 3, 4, and 5. Approximations of Pareto
fronts obtained by the compared algorithms are shown
in Fig. 6.

For GDE3 algorithm, parameters Npop = 100 and
Neval = 1-10° are set. No further increase in these
parameters has any positive effect. With increasing
number of steps Nstz, the search duration increases
within the range from 55 to 71 s. The upper bound of
DKP values is set to 0.1. At Nst = 5, the Pareto front
approximation turns out to be discontinuous within the
range DKP > 0.04. This is due to the D7d value varying
insignificantly within this range, thus making it difficult
to estimate the solution dominances.

For the MSPS algorithm, N7 = 200. The average
search duration per solution for three Nst values is
7, 14, and 20 s. In all cases, the found solutions are
significantly worse than those obtained using GDE3;

moreover, increasing the number of N7 starts yields no
improvement. Since the PSO algorithm gives solutions
coincident with MSPS solutions at close durations, its
results are not included in Fig. 6.

The MSSQP algorithm demonstrates high efficiency
in solving this problem. If N7 = 10, then 60-100% of
starts yield the same result matching GDE3 solutions
over the entire range of values. The other starts result
in unacceptable solutions with constraint violations.
The average search duration for three Nst¢ values is 1.6,
5.2, and 7.5 s. At the same time, the algorithm also finds
solutions with the given DKP values in the area wherein
the Pareto front approximation obtained using GDE3 has
turned out to be discontinuous.

CONCLUSIONS

The study demonstrates that the GDE3 MOO
population-based algorithm can be used to find a solution
for all of the considered problems and can therefore be
recommended for use in solving of such types of MOO
problems to obtain an approximation of the POS set
across a wide range of QIs. Thus, it is reasonable to check
the applicability of the MSSQP algorithm to a particular
problem, as well as the possibility of obtaining solutions
superior in quality to those obtained by GDE3. However,
due to the lack of answers to questions why MSSQP
algorithm is effective for some problems and unsuitable
for others, as well as how it finds solutions for Problem 3
inaccessible to other algorithms, further experimental
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Fig. 6. Problem 5 solution
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verification is required. For this it will be necessary to
analyze the impact of landscape features of individual QI
in MOO problems on the solution finding process. Despite
active investigations in recent years, including the use of
intelligent technologies [14, 15], in the field continues to
be characterized by a lack of sufficiently general results.
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Abstract

Objectives. Battery-powered devices (e.g., wireless sensors, pacemakers, watches and other wrist-worn devices,
virtual reality glasses, unmanned aerial vehicles, robots, pyrometers, cars, DC/DC converters, etc.) are widely used
today. For such devices, it is highly important to ensure safe primary power supply connection, including protection
against reverse polarity. The conventional solution to the reverse polarity problem, involving the use of Schottky
diodes during system redundancy or increasing power by combining two or more power supplies in the OR-ing
circuit due to a large voltage drop, results in significant power losses at high currents, heat dissipation problems, and
anincrease in the mass and size of the equipment. For thisreason, it becomes necessary to develop efficient battery-
powered equipment protection against incorrect reverse polarity connection.

Methods. The problem is solved using circuit simulation in the Electronics Workbench environment.

Results. When protecting equipment against reverse voltage polarity, it is shown that the minimum level of losses
and low voltage drop are provided by “ideal diode” circuit solutions based on discrete components and microcircuits
of the “integrated diode” type with external and internal power metal-oxide—semiconductor field-effect transistors
(MOSFETSs). The circuit simulation of ideal diodes based on p- and n-channel transistors with superior technical
parameters allows the characteristics and voltage and power losses in the protected circuits to be specified along
with a presentation of the proposed technical solution simplicity. The contemporary component base of protection
devices is discussed in terms of efficiency.

Conclusions. Examples of equipment for protecting against reverse voltage polarity are given along with circuit
solutions based on discrete and integrated components. The simulation of the transfer characteristics of protection
devices shows the limit for the minimum input voltage value of around 4 V using a MOSFET transistor.
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Pesiome

Llenu. B HacTosiLLIEE BpEMS LLMPOKOE NMPUMEHEHME HaxoauT annapaTtypa ¢ 6atapeiHbiM nuTaHnem (6ecrnpoBodHbie
[AaTyYNKN, KapANOCTUMYNIATOPbI, «<yMHbIE» BPaCNETbl, O4KM BUPTYaNbHOM peanbHOCTW, 6ECnUNOTHbIE NeTatoLLmMe an-
napartbl, po60Tbl, NMPOMETpPbLI, aBToMobunn, DC/DC npeobpasosatenu n ap.). [Ans aTux ycTpoicTB NpUHUMNNasb-
HO BaXXHbIM BOMPOCOM sIBNSieTCA 6e3onacHoe NoAKMoYEHNE NEPBUYHBIX MCTOYHUKOB 3NEKTPOMUTAHUS U HaNnyYne
3aLMThl OT HAaNPsKeHUs 06paTHOM NONSPHOCTU. TpaaULMOHHOE peLLeHne NPoBEMbI «NepenositoCoBKM» (Mogadn
Ha NprMbop HanpsiXeHUst NUTaHUs 06pPaTHOM NONSIPHOCTKN) C MCMNOJSIb30BaHMEM Anonos LLoTTky npu pesepBurpoBa-
HUW CUCTEMbI UN YBENMYEHUSI MOLLLHOCTU NyTEM 00beAMHEHNS NCTOYHUKOB NuTaHus no cxeme UJ1N sBcnencteune
60nNbLIOro NafeHUs HanpsiXXeHUs NPUBOAUT K 3HAYUTENbHBLIM MOTEPSM MOLLHOCTU NPy BONbLUNX TOKaX, CNOXHOM
npobneme TENI00TBOAA U YBEJIMYEHUIO MaccorabapuTHbIX NapaMeTpoB. ITO nNpeaonpenenuno peanmsauunio ag-
dEKTUBHBIX CPeACTB 3allMThl annapaTypbl ¢ 6aTapeiHbiM NUTaHNMEM OT OLWMOGOYHOrO NOAKIIIOUYEHMS HANPSXXEHNS
06paTHOWN NONSPHOCTHN.

MeTogbl. 3agaya peweHa C MCMNONb30BAaHMEM CXEMOTEXHMYECKOrO MOAENMPOBaHuMA B cpepe Electronics
Workbench.

Pe3ynbTartsbl. [10ka3aHo, YTO MUHVMASbHBIM YPOBEHb NOTEPbL 1 MaJIOE NafeHue HanpsaXkeHns npu 3awmre annapa-
Typbl OT 06PATHON MONSIPHOCTM MUTAIOLLLErO HaMNpPsXXeHUs1 06eCcneYnBaloT CXEMHbIE PELLEHUS «MAeaNbHOro auona»
Ha OUNCKPETHbIX KOMMOHEHTax M MUKPOCXEMbl TUMa «MHTErPasibHOro AMoAa» C BHELWHUM WU BHYTPEHHUM CUII0BbIM
TpaH3nctopom MOSFET. CxeMOTEXHMYECKOE MOOENNPOBAHNE «MAEeasbHbIX ANOA0B» HA P- U N-KaHaNbHbIX TPAH3M-
CTOpax, KOTOPbIE OT/INYAIOTCH BbICOKMMU TEXHUYECKUMIN NapamMeTpamMmm, No3BONIUIIO YTOYHUTb XapakTePUCTUKK, NO-
TepU HaNPSAXKEHNSI N MOLLLHOCTU B 3aLUMLLI@EMbIX LLeNAX U NokKasaTb NPOCTOTY HEMNOCPELCTBEHHO CaMOro TEXHUYECKO-
ro pelueHus. B ctatbe o6cyxaeHbl BONpochl 3 deKTUBHOCTY 1 COBPEMEHHas afieMeHTHas 6a3a yCTPOMCTB 3alUnThl.
BbiBoapl. NprBEAEHbI NPUMEPLI 31EMEHTHOM 6a3dbl YCTPOMCTB 3aLUUThl OT «MNEPEnOoNOCOBKN» MCTOYHUKOB NuTa-
HUS1, BapMaHTbl 3aLUMThl annapaTypbl OT BO3LAENCTBUS HANPSXKEHUS 06paTHOM NONSIPHOCTY, @ TakKe CXEMOTEXHU-
YeCkue peLleHns Ha OUCKPETHbLIX U MHTerpasbHbIX KOMMOHeHTax. MogenvpoBaHue nepenarto4vHbiX XapakTepPUCcTUK
YCTPOICTB 3aLUMThl NOKA3as0 OrpaHUYEHE HA MUHUMaJIbHYIO BENMYMHY BXOOHbIX HANPSXXeHWI okono 4 B, o6ycnos-
neHHyto ncnonbdyembiMm MOSFET TpaH3uctopom.

KnioueBble cnoea: 3alimTa, 6atapenHoe anektponutadHne, MOSFET, amon LLUOTTKM, napasnTHbIM Anoa, «naeanb-
HbIli AMon», NOAK/YEeHMe, HanpsXKeHne, obpaTHas NONSPHOCTb

* Moctynuna: 02.02.2022 » flopa6oTaHa: 31.03.2022 ¢ MpuHaTta k onyonukosaHuio: 05.09.2022

Onsa uutupoBanus: babeHko B.I1., buTtiokoB B.K. 3awmTa annapatypbl ¢ 6aTaperiibiM MMTaHMEM OT OLIMOOYHOro NOA-
KJTIOYEHMS HanpsxeHusa obpaTHom nonapHocTu. Russ. Technol. J. 2022;10(6):52—-59. https://doi.org/10.32362/2500-
316X-2022-10-6-52-59

Mpo3payHocTb pUHAHCOBON AEATENIbHOCTU: ABTOPbLI HE UMEIDT PUHAHCOBOM 3aMHTEPECOBAHHOCTU B NPEACTaB/EH-
HbIX MaTepuanax uim MeToaax.

ABTOPbI 3a5BNSAIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.
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Protection of battery-powered devices against
accidental swap of power supply connections

Valery P. Babenko,
Viadimir K. Bityukov

INTRODUCTION

In order to provide portability, functionality, and
usability of electronic equipment (wireless sensors,
pacemakers, “smart” bracelets, virtual reality glasses,
unmanned aerial vehicles, robots, pyrometers, cars,
DC/DC converters, etc.), a self-contained power supply
is required [1-6].

Since battery-powered devices may be damaged by
improper connection to the primary power supply, it is
advisable to provide protection against reverse polarity.
Although the battery compartments and contacts of the
battery-powered equipment are typically designed in
such a way as to exclude the possibility of misplacing
the power supply element, however, it is still possible
that battery terminals in automotive electronics, mobile
electric vehicles, telecommunications servers, storage
systems, server infrastructure equipment, and disk
batteries may be misconnected. With polarity reversal
or transients occurring during switching of inductive
loads, serious failures and damage of electronic systems
and units may occur. When the batteries of electric
vehicles are incorrectly connected, reverse polarity can
be dangerous due to possible generation of significant
currents of tens to hundreds of amperes for sustained
periods of time.

The use of circuit solutions and auxiliary electronic
components to provide protection against power supply
with wrong polarity in such cases forms the subject of
the analysis presented in this paper.

In order to better understand the processes and
factors affecting the characteristics of devices for
protection againstreverse polarity, circuits are simulated
in the Electronics Workbench (EWB) environment [7].
In addition to conventional Simulation Program with
Integrated Circuit Emphasis (SPICE) analysis, EWB
allows the connection of virtual controls and measuring
devices to the investigated circuit, which closely
approximate real devices. Along with a significant set
of methods for analyzing various characteristics of
electronic circuits, EWB offers an extensive built-in
library of analog and digital electronic components,
including powerful n- and p-channel metal—oxide—
semiconductor field-effect transistors (MOSFETSs)
from International Rectifier (USA) and Zetex
Semiconductors (United Kingdom), powerful p-n
junction diodes, and Schottky diodes (Motorola, USA).
Considerable experience of using EWB in various fields
of analog and digital electronics has been accumulated
in extensive literature [7, 8]. EWB provides convenient
use of two simulation methods supported by the
program:

e clectronic laboratory simulation implying virtual
measuring instruments similar to real devices are
installed in the electronic circuit while simulation

is started by the Activate Simulation switch on the
work panel;

e quasi-professional simulation implying the analysis
type is set from the Analysis menu, in which window
the analysis type and scheme nodes for which the
simulation result is viewed are set.

DIODE PROTECTION AGAINST REVERSE
VOLTAGE

The simplest methods of protecting equipment
against reverse voltage involve using diode VDI
(Fig. 1a) connected in series with load R1 [9].

M1

748.0 mV

VD1
MR2400

g
)

vi | U R1
10V 100Q

out

U,V

n

2+

8 4 ollLU, 4 8 U
(b)

out’

Fig. 1. Diode protection against reverse voltage:
(a) circuit, (b) transfer characteristic. MR2400—diode
(Infineon Technologies AG, Germany). Here and in
following figures, the designations of circuit elements
correspond to the designation system adopted
by GOST 2.710-81!

The transfer characteristic (the dependence of
output voltage U_ . on load R1 on input voltage U, ) is
shown in Fig. 1b. For convenient estimation of results
during simulation in the Analysis/DC Sweep mode,
the voltage source V1 determining input voltage U, is
varied within the range from —10 V to +10 V. Voltmeter
M1 shows voltage drop U}, across diode VD1 in forward
direction U, = 0.748 V with a load current /; of about
1 A flowing through it. In such a circuit, a power loss of
0.748 W in the protection diode is extremely undesirable
for battery-powered devices. Although Schottky diodes
slightly improve the diode protection characteristics at
voltage drop U, =0.3...0.4 V, even such a small voltage
drop may be unacceptable for low supply voltages of

1 GOST 2.710-81. Unified system for design documentation.
Alpha-numerical designations in electrical diagrams. Moscow:
Izd. Standartov; 1985 (in Russ.).
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the order of 3.3 V typically used for powering modern
integrated circuits (ICs) and microcontrollers.

In some cases, where special protection IC against
reverse polarity is not available, discrete component
circuits using cheap and available MOSFETs having
low channel resistance in the open state may be applied.
These circuits are often called the “ideal diode” or
sometimes “smart diode” for their characteristics?.

IDEAL DIODE BASED ON p-MOSFET

The p-channel MOSFET circuit performing the
function of protection diode is shown in Fig. 2a.3

53.22mv |-

VT1 IRF5210
i
14T
Ugs 71| VD!
Uy, GLL4738
+
Vi1 l R2 U R1
100Q
<>_10V -E:1 1kQ out
_OnF'

Fig. 2. Protection against reverse polarity
based on p-MOSFET:
(a) circuit, (b) transfer characteristic.
GLL4738—zener diode (Vishay, USA)

In the circuit, the drain of transistor VT1 is connected
to the positive voltage of the input voltage source V1.
Prior to the application of voltage U, , the transistor
channel is clamped due to the gate and the source having
ground potential along with the voltage Ug,g between

2 Basics of Ideal Diodes. Application Note. Texas Instruments
Incorporated. SLVAES7B — FEBRUARY 2021. 24 p. https://
www.ti.com/lit/an/slvae57b/slvae57b.pdf?ts=1639001451460.
Accessed January 10, 2022.

3 https://www.terraelectronica.ru/news/5444.
January 10, 2022 (in Russ.).

Accessed

gate and source being zero. When positive input voltage
U, is applied, current flows through forward biased
parasitic diode (body diode) in the MOSFET system
and load R1 resulting in a voltage drop close to U,,. The
parasitic diode is open until the transistor VT1 channel
opens (this occurs at voltage U; about 4.5 V). Due to
its low resistance, the open channel shunts the parasitic
diode to provide a small voltage drop in it, as can be seen
from the transfer characteristic shown in Fig. 2b [10, 11].
Voltmeter M1 measures voltage drop Upg = 53.22 mV
across the open transistor. At load current /; = 1 A,
this corresponds to open transistor channel resistance
"ps on = 0.053 Q being close to the value for the
IRF5210 transistor rg o = 0.06 Q. When reversing
the polarity of input voltage U, generated by source
V1, transistor VT1 clamps and blocks the load current
(second quadrant of the characteristic shown in Fig. 2b).

Zener diode VDI protects transistor VT1 against
exceeding the permissible gate-source voltage. The value
of stabilization voltage is selected equal to U =9...10'V,
so that the voltage is sufficient for reliable opening of
transistor VT1. Capacitor C1 smooths out negative
voltage surges across the possible load occurring when
the input voltage polarity reverses rapidly.

If input voltage U, does not exceed the permissible
voltage of the MOSFET switch (typically about 20V),
then protection against exceeding the permissible
voltage is not required. The circuit may be simplified
by excluding VDI, C1, and R2 with the transistor gate
being connected to ground.

In normal operation, the minimum input voltage
from which the circuit has minimal losses similar to that
of an ideal diode occurs with the unlocking transistor
voltage (about 4.5 V). At a lower voltage, the transistor
channel is clamped while only the parasitic diode remains
open, while the voltage drop across the switch is about
Up = 0.7 V (Fig. 2b). An example of the automotive
electronic equipment protection against reverse voltage
polarity is given in the relevant literature.*

The ideal-diode p-MOSFET circuit may be attractive
due to its simplicity, low voltage drops across the transistor
switch under normal operation and current blocking occur
in case of reverse polarity. However, other things being
equal, p-channel MOSFET is inferior to its n-channel
analogs in terms of such parameters as open channel
resistance, maximum current, input capacitance, and cost.

IDEAL DIODE BASED ON n-MOSFET

A similar protection circuit against reverse polarity
may be implemented on the basis of n-MOSFET
provided it is connected to the negative terminal of
voltage source V1 as shown in Fig. 3a [12].

4 https://www.terraelectronica.ru/news/5446.  Accessed

January 10, 2022.
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Fig. 3. Protection against reverse polarity based on
n-MOSFET: (a) circuit, (b) transfer characteristic

As in circuit above, the channel of transistor VT1 is
clamped before applying input voltage U, , since
Ugs = 0. When positive input voltage U, is applied,
the parasitic diode of transistor VT1 opens, and current
flows through load resistance R1. As can be seen from
the transfer characteristic (Fig. 3b), the channel of
transistor VT1 becomes conductive at voltage U, about
+4.5 V. The voltage drop across the open channel of the
transistor becomes minimal at 8.136 mV. At load current
about 1 A, this corresponds to the open channel resistance
pson = 8-136 mQ being close to the Datasheet’ data for
the IRF2505S transistor rg o = 0.008 Q. The scattered
power across transistor VT1 is insignificant being about
8 mW.

When the power supply is reverse polarized,
transistor VT1 clamps and blocks the reverse current
(second quadrant of the transfer characteristic, shown
in Fig. 3b). As in the previous circuit, zener diode
VD1 protects against exceeding the permissible
voltage of transistor VT1. The capacitor C1 = 10 nF is
necessary to smooth the negative voltage surge at the
output possible of occurring at the moment of reversing
polarity of the input voltage and damaging electronic
components. Increasing the capacitor C1 capacity,
the voltage rise time across the gate voltage may be

5 Datasheet IRL2505S International Rectifier. https://www.
alldatasheet.com/datasheet-pdf/pdf/84685/IRF/IRL2505S . html.
Accessed January 10, 2022.

increased, thus allowing implementing the “soft start”
function.

When input voltage U, is less than the voltage
permissible for transistor, the overvoltage protection
circuit between gate and source may be excluded by
eliminating elements VD1, C1, and R2. In this case, the
transistor gate is connected to the power supply “plus.”

Thus, the n-MOSFET circuit provides the most
effective protection against reverse polarity. However,
it may be someway inconvenient to build a large star
ground system due to the protection being included in
the ground bus.

INTEGRATED IDEAL DIODE

Electronic component manufacturers offer a fairly
wide range of high-efficiency ideal diode solutions.
This may be exampled by the LM74610-Q1°
integrated controller (Texas Instruments, USA) with
external n-MOSFET VT1 performing the ideal diode
functions; its connection circuit is shown in Fig. 4.
With the correct (positive) input voltage polarity,
the transistor opens to pass current. Here, power
dissipation is minimal due to low open channel
resistance. In the event of reverse polarity voltage
being applied to the circuit input, the controller shuts
down the transistor in less than 8 us. Like a common
diode, an ideal diode is connected to the power
line via the “Anode” and “Cathode” pins only. The
controller has no connection to the common output,
thus providing zero self-consumption current. The
charge pump circuit with external capacitor Veap is
used for controlling the external power transistor.

+y, VT +tUout

n

-— -8

Iyl

Gate Drive  Gate Pul Down
Anode LM74610-Q1 Catode

VcapH VcapL

-

cap

Fig. 4. Connection circuit for the LM74610-Q1 ideal
diode

The controller, which is designed for a wide range
of automotive applications, is capable of withstanding
reverse voltages up to 45 V. Values for current in the
circuit and power dissipation are determined by the
external transistor characteristics.

6 Datasheet LM74610-Q1 Texas Instruments. https:/www.
alldatasheet.com/datasheet-pdf/pdf/810348/T11/LM74610-Q1.
html. Accessed January 10, 2022.
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The LTC44117 and LTC4412% ideal diodes from
Linear Technology (USA) shown in Fig. 5 are oriented
towards using p-channel MOSFET. However, the
LTC4411 model (Fig. 5a) contains a built-in transistor
with open state channel resistance rg o = 0.14 €Q,
while the LTC4412 variant has an external transistor,
thus extending the range of currents it can control.

In normal operation of ideal diodes, the voltage
drop across transistor may be up to 28 mV at a current
of no more than 2.6 A with input voltages ranging from
+2.6 to +5.5 V. The IC chip has a thermal protection
device for blocking the current should the permissible
temperature be exceeded. The transistor also switches
off when the output voltage exceeds the input voltage
with the return current not exceeding 1 pA. The CTL
pin can be used to control on/off in response to external
commands. The status output STAT indicates the
redundant state where power is being supplied from an
alternate source, there is voltage across the load, and no
current flowing from the main power supply through the
ideal diode.

Based on the LTC4412, the LTC4412ES® power
management IC produced by the Linear Technology
company comprises an ideal diode with external
p-channel MOSFET and a built-in Schottky diode to
permit efficient OR-ing of multiple power supplies over
total load (Fig. 6).

+ Network . VD1
adapter A

Battery VT o oyt
15 tT L
£ LTC4412 TarnF
= Lvn GATE
? — CTL SENSE

GND STAT[—*

Fig. 6. Redundant power management circuit

In normal operation, the current is brought in contact
with the load from the network adapter via the Schottky
diode VD1. When external power failure occurs, the current
is supplied from the backup battery. The voltage drop across
external p-channel MOSFET is less than 20 mV.

The IC is designed for use in cellular phones, laptops,
digital camcorders, uninterruptible power supplies,
powerful USB peripherals, and alternative energy devices.
The reverse battery voltage protection circuit based on
specialized LTC4359'0 controller (Linear Technology)
with external n-MOSFET is shown in Fig. 7.

+U, VT1 +U,

+U. +U
<IN ouT|—"
LTC4411
*—CTL GND STAT[—*
I
(a)
Ui, VT1 +U,
- . .
1
LTC4412
vin GATE
«—CTL SENSE
F GND STAT [—*

(b)

Fig. 5. Ideal diode connection circuit:
(a) LTC4411, (b) LTC4412

The LTC4412 controller (Fig. 5b) controls the
external p-MOSFET (according to established rules, if
the transistor is external, then the control circuit is called
a controller). The maximum permissible input voltage
is up to 40 V, while the switching current is entirely
determined by the external transistor characteristics.
The SENSE and STAT outputs are used for switching or
sharing the load current under operation from multiple
power supplies. The gate driver includes an internal
voltage clamp for protecting the transistor gate.

7 Datasheet LTC4411 Linear Technology. https:/www.
alldatasheet.com/datasheet-pdf/pdf/94411/LINER/LTC4411.
html. Accessed January 10, 2022.

8 Datasheet LTC4412 Linear Technology. https:/www.
alldatasheet.com/datasheet-pdf/pdf/82845/LINER/LTC4412.
html. Accessed January 10, 2022.

in out
12V |vD1 Llj_l )
N
IN  SOURCE GATE OUT
- e C1
— SHDN LTC4359 = 47nF
RV
VD2 Vss
+
R1
1kQ

Fig. 7. Automotive equipment protection circuit against
the battery reverse polarity

Zener diodes VD1 and VD2 are used in conjunction
with resistor R1 to expand the range of possible input
voltages. The n-channel MOSFET BSC028NO6NS!
(Infineon Technologies AG, Germany) with channel
resistance rpg o = 2.8 mQ and current up to 132 A is

9 Datasheet LTC4412ES6 Linear Technology. https://www.
alldatasheet.com/datasheet-pdf/pdf/82846/LINER/LTC4412ES6.
html. Accessed January 10, 2022.

10 Datasheet LTC4359 Linear Technology. https:/www.
alldatasheet.com/datasheet-pdf/pdf/1039943/LINER/LTC4359.
html. Accessed January 10, 2022.

11" Datasheet BSC028NO6NS Infineon Technologies. https:/
www.alldatasheet.com/datasheet-pdf/pdf/470560/INFINEON/
BSC028NO6NS.html. Accessed January 10, 2022.
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Protection of battery-powered devices against
accidental swap of power supply connections

Valery P. Babenko,
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recommended for use as external VT1 to ensure low
heat dissipation, low voltage loss, and small overall
dimensions. As well as meeting strict requirements
for automotive and telecommunication equipment, the
controller allows for redundant power management
(SHDN pin).

CONCLUSIONS

The component base of devices providing protection
against reverse polarity connection to power supply
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Abstract

Objectives. Triple barium-strontium-calcium carbonates of various grades are widely used for depositing
oxide coatings on cathodes of electrovacuum devices. Of all types of cathodes used in electrovacuum devices,
oxide cathodes are among the most common, due to combining efficiency, durability, operation at relatively low
temperatures, and a relatively low cost. The aims of this work were to: create a technology for the synthesis of triple
barium-strontium-calcium carbonates with nonequilibrium phase compositions that comprise the triple carbonate
proper and a pure barium carbonate phase; develop a quality control procedure for such a carbonate for using it as
a component of the cathode material for microwave devices; study how the electronic structure of barium oxide
crystallites is affected by doping microimpurities from other phases of the cathode material.

Methods. The study used precision X-ray diffraction analysis and electron spectroscopy.

Results. A technology was developed for the co-precipitation of triple barium-strontium-calcium carbonates from
their nitrate salts. Under optimal precipitation conditions, this produces triple carbonate powders with nonequilibrium
phase compositions. Electron spectroscopy showed that the parameters of the electronic structure of the crystallites
are significantly affected by doping impurities of calcium, strontium, and nickel in barium oxide crystallites formed
by heat treatment of triple carbonates.

Conclusions. Calcium and strontium have a synergistic effect on the doping of barium oxide with the two other
chemical elements. As well as efficiently controlling the quality of the nonequilibrium phase composition of triple
carbonates, whichisformed during the synthesis of triple carbonates by the titration method, precision X-ray diffraction
analysis can be used to efficiently control the processes of agglomeration of nanoparticles or recrystallization
of nanostructured phases formed during the synthesis of triple carbonates.

Keywords: porous-metal cathodes, cathode material, thermionic emission, electronic structure, X-ray diffraction

analysis
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Pesiome

Llenu. TpoiiHble kapOoHaTbl 6apusi-CTPOHUMS-KaNbLMS Pa3fiMyHbIX MapOoK LUMPOKO MCMOJb3YOTCS A1 HAHeCeHs
OKCUOHbIX MOKPbITUI HA KaToAbl 91EKTPOBaKyyMHbIX MPUOOPOB. 13 BCex TUMOB KaToA0B B 3JIEKTPOBaKYYMHbIX NPU-
6opax OKCUOHbIE KaToAbl ABNSAIOTCSA OAHUMM U3 CaMblX PACMPOCTPAHEHHbIX, T.K. codeTaloT B cebe adpdeKTMBHOCTb,
[OJITOBEYHOCTb, paboTy NpY OTHOCUTENIbHO HEBOMbLUMX TeMnepaTypax U CPaBHUTENIbHO HEBbLICOKYIO CTOMMOCTb.
Llenn paboTbl — pa3paboTka TEXHOJIOMMM CUHTE3a TPOMHbIX KapOoHaTOB Bapusi-CTPOHLMSA-KaNbLMsS C HEPaBHOBEC-
HbiM (pa30BbIM COCTAaBOM, COCTOSILLMM M3 COOCTBEHHO TPOMHOro kapboHaTa 1 dasbl YNcToro kapboHata Gapus,
paspaboTka MeToANKM KOHTPOJIS KayecTBa Takoro kapboHaTta ajist MIpUMEeHeHUs! ero B kKa4ecTBe KOMMOHEHTAa KaTo/ -
Horo matepuana ans CBY-npnbopos, a Takxke nccnenoBaHne BAUSHUS Ha 3JIEKTPOHHYIO CTPYKTYPY KPUCTaNIUTOB
okcuaa 6apus NervpyoLmx MMKpPonprumecein n3 coctasa apyrux das katogHoro matepuana.

MeTopbl. Vicnonb3oBaHa MeToaMKa MPEeLM3VMOHHOIO PEHTIeHOCTPYKTYPHOro aHanmM3a U MeTodbl 9JIEKTPOHHOM
CNeKTPOCKOoMuUM.

PesynbTatbl. Pa3paboTaHa TEexXHOJOrnMs COBMECTHOIrO OCaXOeHUs TPOMHbIX kapboHaToB 6Gapusi-CTPOHLUUS-
KanbLMs U3 X a30THOKUCJILIX COJIEi, KOTOpasi Npu BbI6ope OnTrUMasibHOro pexuma ocaxaeHus no3BonsieT nojyyaTb
MOPOLLIKM TPOIMHOro kapboHaTta ¢ HepaBHOBECHbLIM (a30BbIM cOCTaBOM. MeTogamMm 371eKTPOHHOM CNeKTPOCKOoNnu
rnokKasaHo, 4TO JIernpyloLLMe NPUMECK KanbLns, CTPOHLUMS, HAKENS B KpUcTanautax okcuaa 6apusi, GopMnpytoLLImx-
¢Sl npu TepmMoobpaboTke TPOHbIX KapOOHATOB, CYLLIECTBEHHO BAUSIIOT HA NapaMeTpbl NIEKTPOHHOM CTPYKTYPbI KPU-
CTaN/INTOB.

BbiBoabl. COBMECTHOE BAUSIHME KaslbLMSi U CTPOHLMS CBUAETENbCTBYET O HaMYMN Tak Ha3blBAEMOIro CUHepreTu-
yeckoro addekTa npu nerMpoBaHnum okcuaa 6apus AByMs ApyriMmn XMMmnieckumMmm anemeHtammn. Metoguka npeum-
3MOHHOI0 PEHTreHOCTPYKTYPHOro aHannaa rno3eosisieT 3 deKTMBHO KOHTPOIMPOBaTb Ka4eCTBO HEPABHOBECHOIO
$a30BOro cocraBa TPOVHbIX KapOOHATOB, GOPMUPYIOLLEroCs NPU CUHTE3€e TPOMHbLIX KapOOHATOB METOA0M TUTPO-
BaHWS M KOHTPOMPOBATb MPOLECChI arioMepaLmm HaHoYacTUL, INO0 PeKPUCTaNIM3aunm HAHOCTPYKTYPUPOBAHHbIX
das3, GopMUPYIOLLMXCS NPU CUHTE3E TPOWMHbIX KApOOHATOB.

KnioueBble cnoBa: METaIoNoOPUCTbIE KAaTOAbl, KATOAHbI MaTepuas, TEPMOJJIEKTPOHHAA SMUCCUSA, DNIEKTPOHHAs
CTPYKTYpa, PEHTreHOCTPYKTYPHbI aHann3
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npOSpa'-IHOCTb dmuaucoaoﬁ AedaTesibHOCTU: ABTOpr He NMetoT CDI/IHaHCOBOI‘/JI 3anHTEepPeCOBaHHOCTW B nNpeacTaBieH-

HbIX MaTepunanax nam MetTogax.

ABTOPbI 3a9BNSIOT 06 OTCYTCTBUN KOHMMKTA MHTEPECOB.

INTRODUCTION

Triple  barium—strontium—calcium  carbonates
have been widely used as components of various
types of cathodes for microwave -electrovacuum
devices — in particular, as the main component of
a nickel oxide cathode. The chief characteristics of
triple carbonates are determined by their chemical
composition and particle size distribution [1, 2].
While there are various technologies for the synthesis
of triple carbonates [3—11], the functional efficiency
of cathodes using these materials strongly depends
on the technology used for their synthesis. Figure la
shows the equilibrium ternary phase diagram of ternary
carbonates [12], and Fig. 2b presents that of ternary
oxides [13], which are formed by the decomposition
of ternary carbonates during activation of cathodes
by heating at a temperature of about 1000°C. The
shaded areas in the diagrams indicate compositions of
materials used in cathode electronics.

Examples of practically used materials consisting
of triple carbonates include aragonite having a
rhombohedral crystal structure, comprising a ternary
solid carbonate solution. In the case of the thermal
decomposition of suchatriple carbonate during activation
of cathodes and the formation of a ternary solid solution
of barium-strontium—calcium oxides, the work function
of such a material is known to be higher than that of
pure barium oxide [14]. It is noted in the literature that
the phase composition of triple carbonates and, hence,
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their efficiency in the manufacture of cathodes strongly
depends on their synthesis conditions [12, 15].

The aims of this work were to create a technology
for the synthesis of triple barium—strontium—calcium
carbonates with nonequilibrium phase compositions that
comprise the triple carbonate proper and a pure barium
carbonate phase, as well as developing a quality control
procedure for such a carbonate for using it as a component
of the cathode material for microwave devices and
studying how the electronic structure of barium oxide
crystallites is affected by doping microimpurities from
other phases of the cathode material.

TRIPLE CARBONATE SYNTHESIS
TECHNOLOGY

Triple  barium—strontium—calcium  carbonates
of KTA-1-6 grade were prepared by rapidly adding
a 3.5 molal aqueous ammonium carbonate solution
stabilized with ammonia to a 1 molal aqueous solution
of the corresponding nitrate salts at room temperature.
Triple barium-—strontium—calcium carbonate of KTA-1-6
grade was obtained by adding a 0.9 molal aqueous
solution of the corresponding nitrate salts heated to 45°C
to a 3.5 molal aqueous ammonium carbonate solution
stabilized with ammonia.

When developing a technology for the synthesis
of triple carbonates with nonequilibrium phase
compositions, various synthesis conditions were tested.
These differed in the rate of addition of the precipitating

L0, Y,
BaO SrO
(b)

Fig. 1. Phase diagrams of the (a) BaCO4;-SrCO,;-CaCOg(a) [1] and (b) BaO-CaO-SrO [2] systems
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Table 1. Conditions of synthesis of triple barium-strontium—calcium carbonates

Variants of synthesis products
Parameter KTA-1-4 KT/.\j 1-6, KT/.\j 1-6, KTAT1_6’
conditions 1 conditions 2 conditions 3
Morphology of product Fig. 2a Fig. 2b Fig. 2¢ Fig. 2d
Average grallri ;tlé\f]:; 1;11311 }Eililbejrs’ulr{zds Sviv;;h PSKh-10a, 39 19 0.9 20
Composition BaCO;:SrC0O;:CaCO;, % 50:43:6 50:43:6 50:43:6 54:40:5
Temperature of nitrate solution, °C 46 26 30 30
Molar concentration of nitrate solution 0.9 1 1 1

KTA 1-4 Mag= 6.00 KX Zmss  HMM
EHT=2000kv TIMT
P

Mag= 500K X 2um
EHT=2000kv

-
KTA 1-6 pexun 2

KTA 1-6 pexum 1 Mag= 500K X zeiss VM

EHT =20.00 kv nMmT

Mag= 500K X zeiss  HMM
EMT = 20.00 kV nMr

KTA 1-6 pescins 3

Fig. 2. Micrographs of particles of triple barium-strontium-calcium carbonate

component to the solution of nitrate salts, as well as the
rate of mixing of the reacting solutions.

The structure of the powders of the synthesis
products was studied by electron spectroscopy, while
the phase composition was studied by X-ray powder
diffraction analysis. Table 1 presents the conditions
of the synthesis of triple carbonates, while Fig. 2
shows the morphology of particles of the synthesis
products.

INVESTIGATION OF THE PHASE COMPOSITION
OF SYNTHESIS PRODUCTS

The synthesis products were studied by X-ray powder
diffraction analysis. Since the parameters of the crystal
structure of germanium are known up to the fifth decimal
place, a germanium powder was added to the material to
be analyzed at a concentration of 20% to function as an
internal standard. Preliminarily, pure barium carbonate
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Fig. 3. X-ray powder diffraction patterns of (a) carbonate BaCO4 and (b) triple carbonate of grade KTA-1-4

was studied, the X-ray powder diffraction pattern of
which is shown in Fig. 3a. As an example, Fig. 3b presents
the X-ray powder diffraction pattern of the synthesized
KTA-1-4 grade triple carbonate.

Along with solid solutions of triple carbonates, the
analysis of the phase composition of triple carbonate
synthesis products demonstrated the presence of pure
barium carbonate, which content strongly depends
on the synthesis conditions. Table 2 presents the most
significant characteristics of the X-ray powder diffraction
analysis of the synthesis products of triple carbonates
along with the characteristics of pure barium carbonate.

By analyzing the recorded X-ray powder diffraction
patterns along with the parameters given in Table 2, it
was possible to formulate quality control criteria for
triple barium—strontium—calcium carbonates to permit
the efficient use of this material as a component of
microwave device cathodes. Figure 4 illustrates the
selection of quality criteria for triple carbonate using a
portion of the X-ray powder diffraction pattern in the 20
range 22°-28°.

Table 2. Quality control parameters for triple carbonates

Intensity, rel. units

22 24 26 28
20, deg

Fig. 4. Selection of quality control parameters
for triple carbonates

In Fig. 4, peak 1 is the germanium peak used as an
internal standard for determining the positions of other
peaks in the X-ray powder diffraction pattern up to the fifth
decimal place. Peak 2 characterizes a solid triple carbonate
solution phase, while peak 3 corresponds to a phase of
pure barium carbonate. To summarize the results of this

Material
e BaCo, KTA-1-4 ciﬂiiﬁﬁg’l conlgitTilz;ls 2 conlgitTi[(\);ls 3
a, position of peak of triple carbonate, deg — 23.318 23.654 24.673 23.644
d, interplanar distance at peak of triple carbonate, A - 3.660 3.611 3.608 3.613
80, broadening of peak of triple carbonate, deg - 0.40 0.43 0.46 0.42
a, position of peak of barium carbonate, deg 23.778 23.262 23.660 24.22 23.618
Aa, shift of peak of barium carbonate, deg Standard —-0.516 —0.118 0.442 -0.160
36, broadening of peak of barium carbonate, deg 0.31 0.20 0.06 0.07 0.10
g;tzzriigr?a;?;?gite to triple carbonate peak area 100 75 11 38 23
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study, physical criteria can be formulated for the quality of
triple barium—strontium—calcium carbonate for its use as a
component of the cathode materials for microwave devices:

e the position of peak 2 (triple carbonate) represents
the composition of the solid solution of triple
carbonate;

o the width of peak 2 (triple carbonate) represents the
scatter in the composition of triple carbonate;

o the position of peak 3 (pure barium carbonate)
represents the level of doping with microimpurities,
including calcium and strontium;

e the width of peak 3 (pure barium carbonate)
represents the size of crystallites of pure barium
carbonate;

o the ratio of the areas of peaks 3 and 2 represents the
content of pure barium carbonate in the synthesis
product.

INVESTIGATION OF THE ELECTRONIC
STRUCTURE OF MATERIALS

Along with triple barium—strontium—calcium
carbonate, another component of nickel oxide
cathodes is nickel powder having a particle size
of 15-25 pm. In addition to functioning as a
metal phase to increase the thermal and electrical
conductivity of the material, nickel acts as a catalyst
for the decomposition of triple carbonate to the
corresponding barium-—strontium—calcium oxides. In
addition, nickel atoms entering the crystal lattice of
barium oxide affect the parameters of the electronic
structure of the oxide. Obviously, the functions of a
catalyst and an alloying element can be performed
more efficiently by nickel nanoparticles introduced
into the cathode material as an additional component.
In this context, we studied the clectronic structure
of the material of the composition 0.9Ni + 0.1
(KTA-1-6-grade triple carbonate + 0.1Ni (nano)). The
nanopowder comprised a nickel powder with a particle
size of 80 nm, which was produced by electrical
nickel wire explosion by our order at NPK Peredovye
poroshkovye tekhnologii (Tomsk, Russia).

The electronic structure of the materials was
investigated using a Theta Probe high-resolution electron
spectrometer (Thermo Fisher Scientific, USA) equipped
with a high-resolution spherical mirror analyzer, an
X-ray source, and several types of electron gun. This
permits the study of materials by chemical analysis and
characteristic electron energy loss spectroscopy.

The initial components of test samples were a KTA-1-6
grade triple carbonate powder (OST 11-0D0.028.002-76',

' OST 11-0D0.028.002-76. Electro-vacuum devices.
Carbonate of alkaline-earth metals of barium, strontium, calcium.
Specifications. http://www.docum.ru/ost.asp?id=262135.
Accessed October 28, 2022 (in Russ.).

Pluton, Russia); a PNK-1L7 grade nickel powder with
particle sizes of 15-25 pm (Kolskaya GMK, Russia), and
a nano nickel powder (TU 1791-003-36280340-2008,
Peredovye poroshkovye tekhnologii,> Russia). After
mixing the components in a turbula-type mixer
(PASM1.000.001, NPK ISTEL, Russia), the samples
of the materials were placed into molybdenum vessels
(made by hand according to GOST 25442-823 from a
sheet of MCh grade molybdenum, sheet thickness of
0.22 mm, PO Volfram, Russia) with an alundum-coated
molybdenum insert (made by alunding molybdenum
sheets according to the internal technology of
the enterprise) on nickel plates and sintered in
bulk in a vacuum furnace (SShVE-1-2,5/25-12,
NPO TsNIITMASh, Russia) with a gradual temperature
rise to 1200°C for 2 h. The materials to be studied
were compacted into pellets 1 mm thick and 7.6 mm
in diameter on a laboratory press Vaneox 25t
(FLUXANA GmbH & Co.KG., Germany) in steel
molds at a specific pressing force of Py, ~ 4.5-5 t/cm?.

Figure 5 shows the electronic spectrum of barium
states in the studied sample of the material of the
composition 09Ni + 0.1 (KTA-1-6-grade triple
carbonate + 0.1Ni(nano)), while Table 3 presents the
results of the interpretation of this spectrum.
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Fig. 5. Electronic spectrum of barium in a sample of the
material 0.9Ni + 0.1(KTA + 0.1Ni (nano))

Characteristic electron energy loss spectroscopy
was used to study the electron plasma energy losses
upon excitation of bulk and surface plasmons in the
oxide phases listed in Table 3. Figure 6 shows the
characteristic electron energy loss spectrum after its
differentiation in order to more clearly distinguish the
peaks of characteristic losses.

2 http://www.nanosized-powders.com. Accessed October 28,
2022 (in Russ.).

3 GOST 25442-82. Interstate standard. Molibdenum
annealed strips for deep drawing. Specifications. Moscow: Izd.
Standartov; 2004 (in Russ.).
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Table 3. Interpretation of the electronic spectrum of barium in a sample of the material 0.9Ni + 0.1(KTA + 0.1Ni (nano))

No. of peak Peak energy, eV Peak intensity, counts/s Peak width, eV Barium in compound
1 778.43 124.17 1.96 Ba(OH)2 -2H,0
2 780.58 3806.47 1.74 Ba, 0 ,Ni,
3 782.51 262.61 1.98 BaO(lfx)
4 784.94 159.08 1.95 Ba, 0. ,Ca,

Table 4. Parameters of characteristic losses in the oxide phases of the material 0.9Ni + 0.1(KTA + 0.1Ni (nano))

Parameter
No. of phase Phase composition
E,eV E, eV N,m™ N,, m™3 N/N,
1 BaO(lfx) 1.96 2.56 4.84 - 10% 4.15-10% 1.17
2 Ba; , 0y Ca St 3.40 5.42 1.05 - 10% 1.33 - 10% 0.79
3 Ba(1 )O(l—x)Nl 7.81 10.84 4.76 - 10% 4.60 - 10% 1.03
1600 oxide, N, is the bulk concentration of oxygen vacancies,
1200 and N is the surface concentration of oxygen vacancies.
£ 800 The total losses AE due to the excitation of plasmon
> 400 oscillations are written as
e 0
- AE=n,E, + n,E 3
g —-800 1~b 2™s? ( )
B _1200 )
~1600 where n; and n, are integers.
-2000 Characteristic loss peaks 1-26 in Fig. 6 are well
30 25 20 15 10 5 0

Fig. 6. Characteristic electron energy loss spectrum
of the material 0.9Ni + 0.1(KTA + 0.1Ni (nano))

Barium oxide, which is formed by the heat treatment
of the material and contains oxygen vacancies, is a
donor-type semiconductor, whereas the other carbonate
or oxide phases in the cathode material are dielectrics.
Therefore, when the surface of the material is bombarded
by medium-energy electrons, they undergo characteristic
energy losses due to the excitation of bulk and surface
plasmons—collective oscillations of oxygen vacancy
electrons. Their energies, £, and E_, respectively, are
found from the well-known expressions

(M

2

where e is the effective charge of an oxygen vacancy,
m”" is the effective mass of oxygen vacancy electrons,
h is the Planck constant, g, is the vacuum permittivity,

= 3.6 is the high-frequency permittivity of barium

grouped into 9 groups, which (three rows each)
correspond to the phases BaO(lix), Ba(l,y)O(l,x)Nl
Ba(k y)O(k x)Ca » Table 4 presents summary data on the
parameters of the characteristic electron energy losses,
along with the calculated values of the volume and
surface concentrations of oxygen vacancies in various
phases of barium oxide.

CONCLUSIONS

It is shown that the technology of coprecipitation of
triple barium—strontium—calcium carbonates from their
nitrate salts can be used under optimal precipitation
conditions to produce powders of triple carbonates
having nonequilibrium phase compositions.

The results of the study of the electronic structure
of carbonates containing a nickel nanopowder suggested
the following conclusions:

(1) The higher bulk and surface concentrations of
oxygen vacancies in the Ba(1 )O(1 x)Ni phase than
in the simple BaO ., bhase should be accompanled
by a lower work functlon of this phase and, hence, a
higher thermal emission current density.

(2) Although the bulk concentration of vacancies is
lower in the Ba, Z)O(1 X)Ca Sr_ phase than in the

(1 y)O(1 x)Nl phase, the ratlo of the bulk and
volume concentrations of vacancies is significantly
less than unity; i.e., the surface is depleted in oxygen
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vacancies, which should be accompanied by a

decrease in the upward curvature of the energy bands,

i.e., a decrease in the work function of the material.
(3) Calcium and strontium have a synergistic effect

on the doping of barium oxide with the two other

chemical elements.

The results of the study of the crystal structure of
triple carbonates synthesized by the titration method
suggest the following conclusions:

e Precision X-ray diffraction analysis efficiently
controls the quality of the nonequilibrium phase
composition of triple carbonates, which is formed
during the synthesis of triple carbonates by the
titration method.

e (5)Precision X-ray diffraction analysis can be used to
efficiently control the processes of agglomeration of
nanoparticles or recrystallization of nanostructured
phases formed during the synthesis of triple
carbonates.
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Abstract

Objectives. Integral equations have long been used in mathematical physics to demonstrate existence and
uniqueness theorems for solving boundary value problems for differential equations. However, despite integral
equations have a number of advantages in comparison with corresponding boundary value problems where boundary
conditions are present in the kernels of equations, they are rarely used for obtaining numerical solutions of problems
due to the presence of equations with dense matrices that arise that when discretizing integral equations, as opposed
to sparse matrices in the case of differential equations. Recently, due to the development of computer technology
and methods of computational mathematics, integral equations have been used for the numerical solution of specific
problems. In the present work, two methods for numerical solution of two-dimensional and three-dimensional integral
equations are proposed for describing several significant classes of problems in mathematical physics.

Methods. The method of collocation on non-uniform and uniform grids is used to discretize integral equations.
To obtain a numerical solution of the resulting systems of linear algebraic equations (SLAES), iterative methods are
used. In the case of a uniform grid, an efficient method for multiplying the SLAE matrix by vector is created.
Results. Corresponding SLAEs describing the considered classes of problems are set up. Efficient solution
algorithms using fast Fourier transforms are proposed for solving systems of equations obtained using a uniform
grid.

Conclusions. While SLAEs using a non-uniform grid can be used to describe complex domain configurations, there
are significant constraints on the dimensionality of described systems. When using a uniform grid, the dimensionality
of SLAEs can be several orders of magnitude higher; however, in this case, it may be difficult to describe the complex
configuration of the domain. Selection of the particular method depends on the specific problem and available
computational resources. Thus, SLAEs on a non-uniform grid may be preferable for many two-dimensional problems,
while systems on a uniform grid may be preferable for three-dimensional problems.
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HAYHYHAA CTATbA

Metoasl 1 3¢ peKTUBHBIC AJTOPUTMbI PeILICHUSA
MHOIOMEPHBIX HHTErPAJIbLHBIX YPABHECHUH

A.B. CamoxuH

MWP3A — Poccuiicknii TexHos1Iorm4eckuii yamepcutet, Mocksa, 119454 Poccus
@ ABTOp AN nepenucku, e-mail: absamokhin@yandex.ru

Pe3iome

Uenun. VIHTerpanbHble ypaBHEHNSA ABHO U LLUMPOKO MCMNOJb3YIOTCH B MaTemMaTmnieckon puanke ang nokasaTenbcTea
TEOpeM CYLLECTBOBAHUSA N €AMHCTBEHHOCTU PELLIEHMS KpaeBbIX 3a4a4 aNns auddepeHumanbHbiX ypaBHeHUA. OgHa-
KO, HECMOTPS Ha TO YTO UHTErpasibHble YPaBHEHUS UMEIOT PR, NPENMYLLECTB MO CPABHEHMIO C COOTBETCTBYIOLLUMN
KpaeBbIMU 3aa4aMn — BCe KPaeBble YCOBUSA NPUCYTCTBYIOT B S4pax YPaBHEHWUM, OHU NPaKTUYECKM HE UCMONIb30-
BaJINCb /19 YNCIEHHOMO peLLeHns 3a4a4. OTO CBA3AHO C TEM, YTO MPU OUCKPETM3auUM UHTErPasbHbIX YPaBHEHNIA
BO3HMKAIOT CUCTEMbI YPABHEHUIM C MNAOTHLIMW MaTpuuamMu, B OTINYME OT Pa3pexeHHbIX MaTpul, B cnydae andoe-
peHuManbHbIX ypaBHEHW. B nocnegHee Bpemsi, B CBSA3U C PA3BUTUEM BbIHUCINTENBHON TEXHUKN U METOLOB BblYUC-
NNTENLHOM MaTeMaTunkun, MHTerpasbHble YypaBHEHNSA HavYaam MCNOMb30BaTLCS NPU YACIIEHHOM PEeLLUEHNU KOHKPET-
HbIX 3a4a4. B paboTe npennoxeHbl ABa METOAA YNCIEHHOMO PELLEHUS ABYXMEPHbIX U TPEXMEPHbIX MHTErpasibHbIX
YPaBHEHU, OMUCHIBAIOLLNX MHOTME BaXHbIE KI1aCCbl 3a4a4 MaTeMaTn4eCckom puamnkn.

MeToabl. [ng anckpeTnsaunm NHTerpanbHbiX ypaBHEHU MCNOJb30BasICA METOL KOIOKaLMN Ha HEPABHOMEPHOM
M PaBHOMEPHOW ceTkax. [ns YNCNeHHOro peLleHns NoJlyYMBLUUXCS CUCTEM JIMHENHBIX anrebpanyecknx ypaBHe-
HUI (CJTAY) MCnonb3yloTCa nTepauroHHble MeToapl. [Ans cnyyas paBHOMEPHOM CETKM NOCTPOEH 9D PEKTMBHbIN Me-
TOA, YMHOXeHusa matpuubl CJ1AY Ha BEKTOP.

PeaynbTaTbl. [locTpoeHbl cooTBeTCTRYOLWME CJIAY, onucbiBaloLLme paccMaTprBaeMsble knacchl 3aaad. ns pelle-
HUSI CUCTEM YPaBHEHUN, MOJIy4EHHbIX C MCNONb30BaHMEM PABHOMEPHOW CETKU, NpeanoXeHbl 9PdeKTMBHbIE anro-
PUTMbI peLleHmns, Ucnosbayoume ObicTpoe ANCcKpeTHoe npeobpasoBaHne Dypbe.

BbiBogbi. CJIAY C 1CN0J/Ib30BaHMEM HEPABHOMEPHO CETKU UMEIOT NPENMYLLIECTBO, CBA3AHHOE C XOPOLLUMM ONUCaHNEM
obnacTein CNoXHOM KOHPpUrypaLmm, Ho NpPu 3TOM ECTb CYLLIECTBEHHbIE OrpaHMYeHns Ha pasmepHocTb CJI1AY. Mpu ncnonb-
30BaHUN PABHOMEPHO CeTKM padMepHOCTb CJTAY MOXET ObITb Ha HECKOJILKO MOPSAKOB OO0JbLLUE, OOHAKO B 3TOM Clyvae
MOTYT BO3HMKATb TPYAHOCTU C OMUCAHMEM CIOXHOM KOHdUrypaumm obnactu. BeiGop TOro uim MHOro Metoaa 3aBuUCUT
OT KOHKPETHOM 331241 1 UMEIOLLMXCA BbIYUCTIUTESNbHBIX PECYPCOB. [1159 MHOMMX ABYXMEPHbIX 38424 MOXET ObITb Mpeanoy-
TuTenbHee CJ1AY Ha HepaBHOMEPHOW CETKE, a sl TPEXMEPHbIX 3aaa4 — NpeanodtutensHee CJ1AY Ha paBHOMEPHOW CeTke.

KnioueBble cnoBa: vHTerpasbHble ypaBHEeHUs!, MeTom Koiokauum, 6eicTpoe npeobpasoBaHne Pypbe

e Moctynuna: 14.12.2021 » flopa6oTaHa: 10.01.2022 ¢ MpuHaTa k ony6nukosaHuio: 15.09.2022

Ana umtnpoBaHusa: CamoxmH A.B. MeToabl  addEKTUBHBIE arOPUTMbI PELLEHNST MHOFOMEPHbIX MHTErpasbHbIX ypaB-
HeHwuin. Russ. Technol. J. 2022;10(6):70-77. https://doi.org/10.32362/2500-316X-2022-10-6-70-77

Mpo3payHocTb GUHAHCOBOW AeAaTeNbHOCTU: ABTOP HE UMeeT GMHAHCOBOM 3aMHTEPECOBAHHOCTM B NPEeACTaBNEH-
HbIX MaTepuanax uam meTogax.

ABTOp 3asBnseT 06 OTCYTCTBUM KOHMIMKTA UHTEPECOB.
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INTRODUCTION

Let the bounded domain Q be given in Euclidean
space E,, where n = 2, 3. This means that Q is a figure
on a plane (n = 2) or in space (n = 3). We shall consider
the following integral equation in domain Q:

1+ anCuo+ [ = nutrdy - "

=u%(x), xeQ, m<n.

Here, R=|x =y x = (X}, .0, X,); V= (Vs -os V)5
o, N, K, u® are known functions with K(x — y) being a
differentiable coordinate function; u is the unknown
function.

Equation (1) describes many practically significant
classes of problems. Below are some problems in
mathematical physics that may be reduced to equation (1):

e acoustic wave scattering on the inhomogeneous
transparent obstacle [1]. In this case, m <n, a =0
while other functions included in equation (1) are
scalar. Then the equation is the classical Fredholm
integral equation of the 2nd kind;

e scattering of electromagnetic waves on the
inhomogeneous, anisotropic in general, dielectric
body [2, 3]. In this case, m = n, and therefore the
integral operator in (1) is singular; « and «° are vector
functions; and n and K are tensor functions. Value
a determines the non-integral term of the singular
operator and depends on the shape of the singularity
and its center. For example, if the singularity is a
sphere (n = 3) or a circle (n =2), then a. = 1/n [4, 5].
Other classes of problems in math physics may also

be described using integral equations [6—8].

It is assumed that equation (1) has the only solution
in the corresponding function space. It is possible to use
only numerical methods for solution (1) when describing
real problems. Then equation (1) is approximated by
the system of linear algebraic equations (SLAE) with
dense matrix using the Galerkin method or collocation
method. In this case, the dimensionality N of resulting
systems is usually very high (N >> 1000) due to the
multidimensionality of the equation.

The main efficiency criteria of the numerical
algorithm are the number of arithmetic operations T
required for obtaining the original problem solution
and the amount of computer memory M required for
implementing the algorithm. When using the direct
Gaussian method for solving SLAE, it is necessary to
perform T ~ N3 arithmetic operations and store about
M ~ N? numbers in computer memory. It is clear that the
solution for the considered problems requires significant
computational resources. For iterative methods, the
specified characteristics of algorithms are estimated by
the following equations [9]:

T~LT,, M~M,, 2)

where T, is the number of arithmetic operations
required to multiply the SLAE matrix by vector; L is
the number of iterations required to obtain the solution
with a given accuracy; M, is the number of different
matrix elements.

COLLOCATION METHOD

The collocation method is used for approximating
integral equation (1) [3, 10, and 11]. Here, a significant
difference between multidimensional problems and
one-dimensional problems considered on interval [a, b]
should be noted. For such one-dimensional problems,
the numerical solution does not cause problems related
to describing the domain boundary. For two-dimensional
and three-dimensional problems, certain difficulties
arise in the discretization of integral equations defined
in domains of complex shape.

The domain Q is presented as a union of Ny cells
Q@),i=1,.., N Nodal points in these cells are selected
in their centers defined by the following equations [12]:

ledx
x¢ = £ ,1=1,....n, 3
! mes Q 3)

where dx = dx,dx, for two-dimensional problems,
dx = dxdx,dx, for three-dimensional problems, and
x¢ =(x7,...,X;;) is the center of the cell Q with mes Q
being its volume (n = 3) or area (n = 2).

If the differentiable function of its arguments f{x) is
defined in domain €, then the following approximation
is true:

[ F(o)dx = f(xymes Q. )
Q

Here, if f{x) is a linear function of arguments, then
expression (4) is exact equality.

Iftetrahedrons (n = 3) or arbitrary triangles (n =2) are
considered as cells, then many complex configurations
of domain Q may be described quite accurately. The
center of corresponding cells is defined by the following
simple equation:

n+l )
le
k=1

n+l

xj = ,[=1,..,n, &)

where (xfk),...,x,gk)) is Cartesian coordinates of the kth
vertex of the cell.
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We shall approximate integral equation (1) by SLAE
of dimension ~Ng with respect to the values of the
unknown function at node points of domain Q located in
centers x of cells Q(i), i =1, ..., NQ. The dimensions of
cells are selected to provide the desired function weakly
changing within a cell. Then corresponding SLAE may
be written in the following form [3, 13]:

Ng
y(Du@)+ Y. A, Hm(uf) =u’ (i),
Jj=1
i= l,..,NQ, v(0) =1+ a(i)n(),

ci
A= [ B gy s g agi=o,
() [ )

u(i) =u(x), u® (i) =u® (x), n(H) =n(x).  (6)

For vector problems, tensor a(7) is determined by the
shape of cell Q(7) and its center.

Approximation (5) or more accurate numerical
integration algorithms may be used for calculating
integrals in (6). It should be noted that since nodal points
are located in the center of cells, the approximation
accuracy of integral operators is ~h2, where 4 is the
maximum cell diameter (cell diameter is considered
as the maximum distance between border points).
For relatively small values N, < 10000, the system
of equations (6) may be solved by direct or iterative
methods. Efficient algorithms for solving the system
of equations (6) using iterative methods are discussed
below.

COLLOCATION METHOD
ON UNIFORM GRID

In the kernel of integral equation (1), the term
depending on the difference between the Cartesian
coordinates of points x and y presents itself. However,
this is not used in setting up SLAE (6). Below, we
shall create the efficient numerical method for solving
equation (1) using uniform grid and discrete Fourier
transform (DFT).

We shall write some auxiliary equations using
DFT first. Consider complex function f(n) of discrete
argument n =0, +1,£2, .... Here, it is assumed that f{n) is
a periodic function having period N, i.e., fin = N) = fin)
for any n.

The DTF of function f{n) is defined by the following
well-known equation:

N1 2n —_—
Fif1=/f=> exp(iﬁknjf(n), k=0,N -1, (7)
n=0

where, obviously, the Fourier transform ff(k) is also a
periodic function with period M.

If the Fourier transform ff(k) is known, then the
initial function fin) may be restored using inverse
DFT (IDFT), as follows:

FfF]=f(n) =
LS o[ 2| P ), =0 N
_NZexp zﬁnf(),n— , . (®)

k=0

Generally, the number of arithmetic operations
T(N) required for calculating DFT without calculating

2
functions of the form exp(iﬁnknj additionally can be

estimated by the following equation:

Te(N) ~ N2 )

When using fast Fourier transform (FFT) algorithms,
the number of required arithmetic operations is estimated
by the following equation [3]:

Te(N) ~ N LOG(N), (10)
where LOG(N) is integer logarithm, i.e., the sum of
all prime divisors of N. If N is a power of two, then
Tep(N) ~ N 1og2(N).

Let A(/) be a periodic function of a discrete argument
with period N. Consider sums of the following forms:

N-1
v(n) = Z A(n—m)u(m), n=0,N—1

m=0

an

Sums (11) arise from multiplying circular matrices
by vector. We shall apply DFT with period N to both
parts of (11). It is easy to show that

VE(k) = A¥ (kyu¥ (k), k=0,N-1. (12)

Using (12) and FFT algorithms, circular matrices
may be efficiently multiplied by vector. However, circular
matrices rarely appear in real problems. Although many
problems, particularly those discussed below, require the
calculation of sums of form (11) where the function A(/),
—(N—1) <1< (N - 1), is arbitrary within the specified
range. Such sums arise from multiplying Toeplitz
matrices by vector [14, 15]. The specified function A(/)
is defined at integer point (2N — 1). We shall predefine
the function 4(/) by zero at point /= N and extend it to all
integer values with period 2N. The function of discrete
argument u(m), m =0, ..., N— 1, is defined zero at points
m =N, ..., 2N — 1. We shall consider the sums of the
following form:
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2N-1 _
v(in)= Y. A(n—m)u(m), n=0,2N -1.

m=0

(13)

It follows from the above that function w(n)
from (13) coincides with values v(n) from (11) at
n=0, ..., N—1. The following equation may be used for
quickly calculating sums (13):

VE(k) = A¥ (k)uf (k), k=02N-1. (14)

In IDFT, components v(n), n=0,N-1, are of
significance only. Thus, it follows from (10) that the
number of arithmetic operations for calculating (11)
may be estimated by the following equation:

T, ~2NLOG(2N). (15)

In this case, the array with the number of the
following elements should be stored in computer
memory:

M, ~2N. (16)

Therefore, we shall discretize integral equation (1).
First, three-dimensional problems are considered. Let us
define parallelepiped P with domain Q being inside in
the Cartesian rectangular coordinate system. The edges
of the parallelepiped are parallel to the coordinate axes,
while the edge lengths are equal to Nh, [, = 1, 2, 3,
where A, are the grid steps in Cartesian coordinates.
Then parallelepiped P can be represented as the union of
cells (elementary parallelepipeds) P(p), p = (p}, p,, P3),
p;=0, ..., N,— 1. We shall define domain Q as the union
of N, cells which centers are located inside domain Q.
The nodal points at which function values are determined
can be defined in the centers of cells and denoted as x(p),
while the function values at these points are denoted
as f(p).

Integral equation (1) is approximated, similarly
to (6), using SLAE of the following form [5]:

Y(pu(p)+ Y, Alp—gn(@u(g)=u’(p), x(p)Q,
»(q)eQ

Ap-qy= [ BEDI gy g a0 =0,
M(q) [¥(P)~ ]|

v(p) =1+ a(p)n(p). amn

Since the nodal points are located in the center of
cells, the approximation accuracy of the integral operator

is~h2, h=\hE +h3 +hi.

It follows from (17) that the main computational
costs when multiplying the SLAE matrix by vector
(performing one iteration) are associated with calculating
sums of the following form:

W(p)= Y, Ap-9V(qg). x(p)eQ.
»(9)eQ

(18)

For calculating W(p) at nodal points x(p) € Q, it is
necessary to perform ~ Né arithmetic operations, where
N, is the number of nodal points in domain Q. However,
the number of arithmetical operations may be reduced
through using fast multiplication technique of Toeplitz
matrices by vector discussed above.

We shall complete the definition of function V(q)
by zero at points x(q) of parallelepiped P, which do not
belong to Q. The following sums are considered:

W(p1sP2aP3):
Ny-1 Ny—1 N3-1
=2 D D AP —a1.P, — 4203 — 43)V (41:45.95)-(19)
‘I1:0 q2:O 113:0

Obviously, values W(p) from (18) and (19) coincide at
x(p) € Q.In(19), the matrix function of discrete argument
A(p) is defined for values =(N, — 1) < p, < (N, — 1),
(N, =D <p, <(N, = 1), =(N; = 1) S p; < (N; - ).

Let us denote the parallelepiped with sides 2N, A,
2N,h,, and 2N;h, by P,. We extend the matrix function
of discrete argument A(p,, p,, p;) to all integer values
Dy» P,> and p, assuming it to be periodic for each variable
with periods 2N, 2N,, and 2N;, respectively. Here, we
shall complete the definition of function 4(p,, p,, p;) by
zero at points where it is undefined. Let us further define
the function of discrete argument V(p,, p,, p;) as zero at
all nodal points P, not belonging to P and extend it to all
integer values p|, p,, and p, assuming it to be periodic for
each variable with periods 2V,, 2N,, and 2N, respectively.

We shall consider the following equation:

W(P1»P2>P3):

2N;-1 2N,—1 2N5-1
= > > A -4, py 45 P53~ 43V (41.45.95). (20)

@=0 ¢,=0 ¢3=0

Given the above, it is clear that function W(p,, p,, p;)
from (20) coincides with values W(p,, p,, p;) from (18)
at x(p) € Q. Integer parallelepipeds with the number
of discrete arguments on each axis N, N,, and N; and
2N,, 2N,, and 2N, are denoted by P and P,, respectively.
Performing FDT on each variable from both parts
of (20), the following equation may be written:

WE (ki ky hy) = AY (ky ky kg VVE (Kyoky ky), k€ Py (21)
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Thus, since transformation of function 4(p,, p,, p;)
is performed once before the iteration procedure,
performing one iteration in solving SLAE (17) requires
direct Fourier transformation of function ¥V(p,, p,, p;) on
each variable and an inverse transformation of function
WF(kl, ky, ks). The number of arithmetic operations and
the amount of memory required for performing one
iteration is estimated by the following equations:

T, ~ 10N LOG(N), M, ~ 10N, N=N,N,N;. (22)

For solving two-dimensional problems in a
Cartesian coordinate system, domain Q is located inside
a defined rectangle. Further reasoning and calculations
with obvious modifications repeat the considered case.
The values M, and T, are evaluated by equations (22)
where Ny = 1.

When choosing grid steps and values N, N,, and N,
(three-dimensional ~ problems) or N,, N, (two-
dimensional problems), it is necessary to be guided by
the following criteria: first, the desired function varies

little within the cells; second, domain Q, consisting of
cells whose centers are inside Q, is sufficient for
describing Q.

When using FFT algorithms, values N comprising
multiples of a power of two are generally selected.
However, when discretizing integral equations, this
often results in significant additional computational
costs due to the rather high duty cycle of numbers of a
power of two. This may be examplified by the following.

Let N, =N, =N;=N,,i.e., Pisacube. It is assumed
that it would be sufficient to take value N, = 150 for
approximating the solution with the required accuracy.
The closest powers of two are numbers 128 and 256.
Since the value 128 does not satisfy the requirement
of approximating the solution, value N, = 256 should
be taken for using conventional FFT. Let T(N,) be the
number of arithmetic operations required to multiply the
SLAE matrix by vector depending on values of N,. Then
the following maybe derived from (22):

T(256) _256%log,(256) )
T(150) 150° LOG(150)

The amount of memory for storing the SLAE matrix
at N, = 256 is also several times larger than at N, = 150.
Thus, using FFT for N, = 150 is much more efficient
than using FFT with a power of two.

It should be noted that, for solving SLAE (17)
using the considered algorithm, only iterative methods
can be used. This is due to iterative algorithms being
based on multiplying the SLAE matrix by vector. The
number of arithmetic operations and the amount of
memory required for solving SLAE (17) are estimated
by equations (2) and (22). At the same time, the
number of iterations required for obtaining a solution is
typically much smaller than the SLAE dimensionality.
Thus, it may be possible to numerically solve integral
equation (1), which is reduced to high dimension SLAE
Ng > 10°.

CONCLUSIONS

The paper deals with two methods for obtaining
a numerical solution of two- and three-dimensional
integral equations describing many significant classes of
problems in mathematical physics. Here, the collocation
method on non-uniform and uniform grids is used for
discretizing equations. The corresponding SLAEs are
set up. SLAEs using non-uniform grid may have the
advantage of describing complex configuration domains
well. However, there are significant constraints on the
SLAE dimensionality. While the SLAE dimensionality
may be several orders of magnitude higher when using
a uniform grid, difficulties may arise when describing
the domain complex configuration. The selection of
one or another method depends on the specific problem
and available computational resources. In the author’s
opinion, SLAE on a non-uniform grid may be preferable
for many two-dimensional problems, while SLAE on a
uniform grid may be preferable for three-dimensional
problems.
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Abstract

Objectives. The paper presents and analyzes a model for the formation and evaluation of digital competencies
in students. The modelisaimed at the implementation of higher education programs for training specialists not directly
working in IT, but whose activities are directly related to using ready-made digital products. Digital competences
imply an ability to confidently, effectively, and safely select and apply information and communication technologies
invarious life practices including researching and critically analyzing information, using digital devices and accessing
social network functionality, conducting financial and trading transactions, as well as creating digital content. The
formation of such digital competences is one of the results of completing higher education programs.

Methods. The study is based on a model of digital competence formation having the following four interconnected
stages: basic digital competences; personal competences (soft skills); professional digital competences; digital culture.

Results. The presented general model for the formation and assessment of student digital competences in higher
education programs consists of four interrelated steps, each integral to the process of formation and assessment of the
student digital competences, none of which can be excluded without the risk of failing to achieving the specified goals.
Conclusions. The model developed in the paper is based on the existing extensive regulatory framework, as well
as existing domestic and foreign practices. Relying on expert community opinion (employers, primarily), it accounts
for sector- and region-specific features of universities along with specifics of training areas, as well as comprising
a list of optimal organizational and methodological conditions for formation of digital competency.
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HAYHYHAA CTATbA

Moneasb ¢popMupoBaHus HUPPOBHIX KOMIIETEHITUN
MPU peaju3aly NPorpaMM BbICHIEro 00pa3oBaHusA

O.T. Caeka ©,
M.H. Nycaposa,
C.B. CymuHa,
4.0. Knases,
A.A. Be3pykoB

MUWP3A — Poccuiicknii TexHosIorn4eckuii yamsepcutet, Mockea, 119454 Poccus
@ AsTOp A1 nepenucku, e-mail: savka@mirea.ru

Pe3iome

Llenu. LUenbio paboTbl sBASeTCS aHann3 Moaenv GpopmMrUpoBaHms 1 oLEHKN UG POBbLIX KOMMETEHLMIN 06yYatoLLMXCS
npv peann3auuun nporpamMm BeicLLero o6paszoBaHns, OPUEHTUPOBAHHOW Ha NMOArOTOBKY CMEUManMCTOB, HE OTHO-
CALLMXCS HernocpeacTBeHHo K UT-cdepe, HO AeATenbHOCTL KOTOPbIX HanpsiMyto OyaeT cBf3aHa C NPUMEHEHNEM
LuMdpoBbIX NPoaykToB. Moa undpPoBEIMU KOMMNETEHUMSMN NHONBMOA ChenyeT noHMmaTb ero CrnocoOHOCTb yBe-
pPEeHHO, 3P DEKTMBHO 1 6€30MaCHO BbIOMPAThL Y MPUMEHSITb B PA3SINYHBIX XU3HEHHbIX MPakTUKax MHPOPMaLMOHHO-
KOMMYHUKaLMOHHbIE TexHonorum (UKT), B T.4. OCYLLECTBAATL MOUCK 1 KPUTUHYECKOE OCMbICIEHME NHDOPMALVK; UC-
Nnonb30BaTb LMMPOBbLIE YCTPONCTBA, DYHKLMOHAN COLMANbHbIX CETEN; BbIMOMHATL B OHNAMH-pexXnMe GrHaHCOBbIE
1 TOProBble onepauuu; Npon3BoanTb UMMOPOBO KOHTEHT. DOpMUPOBaHME LIMPPOBLIX KOMMNETEHLMI Y 0OyHatoLLIMX-
CSl — OJMH N3 Pe3y/bTaTOB OCBOEHWNS MPOrpamMm BbICLLEr0 06pa3oBaHus.

MeTopabl. icnonb3oBaHa mMoaenb GOpMUPOBAHUS LMPPOBLIX KOMMETEHUMN, BKIIOYAOLWLAS YeTblpe CBA3AHHbIX
Mexnay coboi aTana: 6a3oBble LMPPOBbLIE KOMMNETEHLMN, MMYHOCTHLIE KOMNeTeHuun (soft skills), npodeccronarns-
Hble uMbpPOoBbIE KOMAETEHLMN, UMdPOBas KynbTypa.

PesynbTraTtbl. PaspaboTtaHa 6a3oBas (06Las) Moaesnb GOpMUPOBAHMS N OLEHKN LMD POBBLIX KOMMNETEHLMIA 00yyato-
LLMXCA NPV peanmsaumm NnporpamMm BeicLlero 06pasoBaHus. OHa COCTOUT N3 YeTbIPEX B3aMMOCBSI3aHHbIX CTYNEHEN,
KaXaas U3 KOTOPbIX SBASETCS HEOTbEMIEMOM HaCTbiO Npouecca GOPMUPOBAHUSA N OLEHKM LMPPOBbLIX KOMMNETEH-
LMii obyyatoLLerocs U He MOXET ObITb UCKITIOYeHA 6e3 prcka HEAOCTUXKEHNS NOCTABNEHHbIX 3a4aY.

BbiBoAabl. Pa3paboTaHHas aBTopaMn MOAeflb OCHOBaHa Ha 0OLIVPHOW HOPMaTUBHO-NPaBoBO 6a3e, CyLecTByo-
LLIMX OTEYECTBEHHbIX U 3apYyOEXHbIX NPaKTMKax; ONMpaeTcs Ha MHEHME SKCNepTHOro coobLecTBa (Npexae Bcero,
paboTopgarteneil); yuuTblBaeT OTPAC/IEeBbIe U PernoHanbHble 0COOEHHOCTUN By3a, cneunduky HanpaeneHui noaro-
TOBKMW; COOEPXUT NepeyeHb ONTUMAabHbIX OPraHM3auOHHO-METOANYECKMX YCIOBUIA GOPMUPOBAHNS LM POBBLIX
KOMMETEHLNA.

KniouyeBbie cnoBa: LI,I/I(DDOBaﬂ KOMMEeTEHTHOCTb, Ll,I/I(prBaFl rPaMoOTHOCTb, Ll,I/ICprBOI7I KOHTUHYYM, MOAEJb LI,I/ICb-
POBbIX KOMMETEHLNIA, aCCEeCMEHT, I'IpO(DeCCI/IOHaJ'IbeIe KomMneTeHuunn, Ll,I/ICprBaFI KynbTypa, I/IHCbOpMaLI,I/IOHHO-
KOMMYHUKaLUMOHHbIE TEXHO10I N

e Moctynuna: 14.03.2022 » Aopa6oTaHa: 21.04.2022 ¢ MpuHaTa k ony6nukoeaHuio: 13.09.2022

Ansa umtupoBanus: Caska O.I., N'ycaposa M.H., Cymunna C.B., KHaseB A.0., beapykos A.A. Mogenb GopMMpoBaHus
LMPPOBLIX KOMMETEHUUI NpU peanu3aunn nporpamm Bbicliero obpasoBaHus. Russ. Technol. J. 2022;10(6):78-90.
https://doi.org/10.32362/2500-316X-2022-10-6-78-90

MpospayHocTb pMHAHCOBOM AeATENbHOCTU: ABTOPbLI HE UMEIT PUHAHCOBOM 3aMHTEPECOBAHHOCTM B NPeLCTaB/IeH-
HbIX MaTepuanax uivM MmeToaax.

ABTOPbI 3a9BNSIOT 06 OTCYTCTBUM KOHMMKTA MHTEPECOB.
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GLOSSARY

Digitalization is the process of spreading and
implementing digital technologies in various spheres of
society: economy, culture, education, etc.

Digital competence is the ability to confidently,
effectively, critically, and safely select and apply
information and communication technologies in
different spheres of life (information environment,
communications, consumption, and the technosphere)
based on continuous competence mastering (knowledge,
skills, motivation, and responsibility), as well as the
readiness to participate in such activities.

Digital continuum is the set of tools, techniques,
and forms of education integrating the interaction of
all educational process participants both within and
outside the educational program, based on the use of
digital technologies necessary for forming skills and
competences demanded by the current labor market.

INTRODUCTION

Digital competences may be represented as the ability
to apply information and communication technologies
(ICT) in various spheres of life, namely, in creating and
distributing digital content, as well as solving complex
problems in the digital environment (e.g., project
and business tasks). The rapid development of digital
technologies necessitates the continuous updating and
expansion of digital competences of citizens in order to
effectively build a digital society.

It seems reasonable to clarify the above definition
of “digital competence.” In studies on this topic, various
approaches to defining digital competence have been
analyzed!- 2 [1]. For example, in the analytical report
for 2012 devoted to analyzing the identification and
transformation of digital competences, A. Ferrari has
proposed the following definition: “Digital competence
is the set of knowledge, skills, attitudes, abilities,
strategies, and awareness that is required when using
ICT and digital media to perform tasks, solve problems,
communicate, manage information, behave in an ethical
andresponsibleway, collaborate, create and share content
and knowledge for work, leisure, participation, learning,
socializing, empowerment, and consumerism” [2].

According to Ya.V. Dmitrieva and [.A. Alyabin [3],
digital competence entails a set of several digital skills
and acquired knowledge necessary for continuous

I Country digital readiness: Research to determine a country’s
digital readiness and key interventions. https://www.cisco.com/c/
dam/assets/csr/pdf/Country-Digital-Readiness-White-Paper-US.
pdf. Accessed November 15, 2021.

2 Djumalieva J., Sleeman C. Which digital skills do you
really need? 2018. Nesta. The Innovation Foundation. https://
media.nesta.org.uk/documents/Which_digital skills do_you
really need.pdf. Accessed November 15, 2021.

application in professional activities. Since digital
competence simultaneously “encompasses information
management, collaboration, communication and
sharing, content and knowledge creation, ethics and
responsibility, assessment and problem solving, and
technical operations,” it represents the sum of all digital
competences a person possesses.

In the study carried out by L.A. Volkova and
V.S. Petrova [4], it is assumed that digital competences
are the key to developing the digital economy not only as
an IT platform, but also as a digital product. In their view,
the following digitalization stages may be conventionally
distinguished: 1) digital inclusion; 2) digital law;
3) schools; 4) further education; 5) higher education; and
6) digital apprenticeship. Accordingly, within each of
the listed stages, five areas are identified through which
digital competence should pass: 1) digital financial
literacy; 2) digital information literacy; 3) digital capture
and exchange of cultural artifacts; 4) remote work; and
5) business data and systems integration.

The definition of digital competence proposed
by G.U. Soldatova covers a wide range of problems
and practices related to using ICT in modern society:
“the ability of a person to confidently, effectively,
critically and safely select and apply information and
communication technologies in various spheres of life
(information environment, communication, consumption,
and technosphere) based on continuous mastering
the competences (knowledge, skills, motivation, and
responsibility), as well as his or her readiness for such
activity focusing on the efficient result” [5].

In the digital competence structure proposed by
Soldatova, knowledge, abilities, skills, motivation, and
responsibility are included. An important component
of the last element is safety. Each of these components
is implemented to a greater or lesser extent in various
spheres of activity in the Internet environment. Four
types of digital competence are identified: media
competence aimed at finding, comprehending, critically
understanding  digital information, and creating
information objects using digital resources (text, image,
and audio/visual); communicative competence necessary
for various forms of communication (e-mail, chat
rooms, blogs, forums, social networks, etc.); technical
competence forming responsible use of hardware
and software tools for solving various problems; and
consumer competence based on solving everyday tasks
and life situations using digital devices and the Internet.

The conceptual framework for defining digital
competence based on studying cognitive and
metacognitive dimensions related to technologies
is proposed by A. Kalvani et al., called the digital
competence framework [6]. The authors find digital
competence to consist in the convergence of three basic
dimensions: technological, cognitive, and ethical. The
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technological dimension involves the ability to create
technologies, the cognitive dimension demonstrates
the ability to critically evaluate digital text and data,
while the ethical dimension entails the competency of
consciously interacting effectively with others using
various technological platforms.

In many cases, the study of digital competences
is based on using the concept of professional
competences. For example, the KSAO concept is based
on knowledge (K), skills (S), abilities (A), and other
characteristics (O) required by professionals for doing
their job effectively. The technological acceptance
model describes the extent to which citizens have faith
in their technological abilities (competences) and how
they use government e-services.

The study of digital competence can also be
based on sociocognitive and planned behavior
theories. According to such psychological theories, an
understanding and evaluation of digital competence is
based on the concept of self-efficacy. The underlying
knowledge providing insight into the cognitive
determinants of behavior includes a person’s beliefs
about his or her ability to be successful; here, the power
of control may function as an indicator for predicting a
person’s intentions [7].

The above suggests that digital competences can
be understood as a person’s ability to confidently,
effectively, and safely select and apply ICT as part
of various life practices. These include searching
and critically evaluating information; using digital
devices and social networking functionalities;
conducting online financial and trade transactions;
and producing digital content. Such abilities are based
on the relevant knowledge, skills, and abilities in the
field of digital development acquired in the process of
mastering various educational trajectories (secondary,
higher, and additional professional education). At the
same time, the formation and evaluation of digital
competences of higher education (HE) students as
specified by the relevant federal state educational
standards (FSES) should be reflected in implementing
HE programs [8].

METHODS

The developed model for forming digital
competences is based on the set of methodological
materials  (developed by leading educational
organizations in the country) presenting various digital
competence models (DCMs). Each of the analyzed
DCMs forms the appropriate focus and content of
actions for implementing it in the educational strategy
of the university.

The analysis of domestic DCMs allows suggesting
that the professional and personal competences

supplemented with variances of basic competences and
digital culture (digital ethics) are most often identified
by their developers relying on the voluminous body of
foreign literature covering this issue. When describing
the key characteristics of professional and personal
competences, foreign and Russian researchers adhere
to general methods and principles. For example,
the competence model proposed by researchers
from the Russian Presidential Academy of National
Economy and Public Administration includes four
interrelated blocks: basic digital competences, personal
competences, professional competences, and digital
culture [9].

In the model, personal competences (soft skills) are
represented by the following groups of competences:

1) result orientation—implying the ability to simulate
different development scenarios and thereby
achieve digital development goals in the most
effective way);

2) customer  centricity—implying the ability to
build trusting long-term relationships between all
interested parties);

3) communicativeness—implying selecting the most
effective communication strategy and tactics;

4) emotional intelligence—implying creating the
favorable psychological and emotional climate for
teamwork;

5) creativity—implying the ability to find a way out of
difficult situations using non-standard approaches;

6) criticalit—implying  formation of different
scenarios for achieving strategic goals as well as the
ability to create concepts and versions of strategies
for different time periods.

When all indicators cited by the researchers have
been achieved, a person is enabled to successfully
participate in implementing a digital transformation
strategy and participated in digital development projects.

In our view, it may be also reasonable to consider
the block of professional competences (hard skills)
in the field of digital development whose formation
determines the management of processes, projects,
products of digital transformation, and regular solving
difficult professional tasks in the digital environment.
Six key professional competences are presented in the
model. Each group may be characterized by specifying
the following most relevant indicators:

1) digital ~ development  management—implying
knowledge, skills and abilities to apply the strategic
management tools, techniques, and approaches in
digital development management;

2) organizational  culture  development—implying
knowledge, skills, and abilities to apply tools and
techniques of organizational culture formation
and broadcasting as well as organizational change
management techniques;
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3) management tools—implying knowledge, skills, and
abilities to apply tools and techniques of the project
approach (basics of project management; project
management system at the state and organization
level; projects, project programs, and project
portfolios); and project life cycle management
processes (initiation, preparation, implementation,
monitoring, control, and completion);

4) data management and use—implying knowledge,
skills, and abilities to apply data-driven decision-
making (DDDM) technologies (DDDM culture
and ethics; DDDM integration into business
processes of the organization; automatic decision-
making systems including artificial intelligence
systems; ensuring data security; and data lifecycle
management techniques (data model design, data
lifecycle stages);

5) application of digital technologies—implying
knowledge, skills, and abilities to apply end-to-end
(E2E) technologies (new production technologies,
neurotechnologies and artificial intelligence,
wireless communication technologies, components
of robotics and sensorics, quantum technologies,
distributed registry systems, and virtual and
augmented reality technologies); means and
methods of information security and cybersecurity;

6) IT infrastructure development—implying
knowledge, skills, and abilities in the field of
technical documentation regulating functioning of
information systems and IT products.

In the model, a digital culture comprises the system
of values, attitudes, and norms and rules of behavior
supported and broadcasted by the digital transformation
team.

The competence model proposed by the NAFI
multidisciplinary analytical center? is no less significant
for the study. It identifies the following competences:
1) information literacy (searching for information on
various resources and assessing its usefulness and
harm); 2) computer literacy (ease of use of any digital
devices); 3) media literacy (searching for and filtering
news from various sources); 4) communication literacy
(use of digital communication, i.e., social networks and
messengers); and 5) attitudes towards technological
innovation (readiness to quickly adapt to new
technologies).

Here, the model proposed by E.A. Khodyreva
from Innopolis University is worth mentioning. In the
report “Assessing digital competences in educational
programs” presented at the IV Annual Meeting of
Leaders in the Field of Education, Knowledge, and
Digitalization Management held in Sochi (October 2021),

3 Digital Literacy of Russians: A 2020 study. https:/nafi.
ru/analytics/tsifrovaya-gramotnost-rossiyan-issledovanie-2020/.
Accessed December 3, 2020 (in Russ.).

she specified the following main DCM blocks: basic
digital competences (digital skills); professional
competences in digital development including industry-
specific ones (hard skills); personal competences in
digital development (soft skills). Universal professional
competences include organization of project activities,
business processes, customer centricity, data culture,
application of digital products in industry (professional
activity), presentation (visualization), delivery of
information using data, and prototyping. Personal
competences include focusing on results, leadership,
communication, critical thinking, self-development,
resource management, strategic thinking, creative
thinking, and teamwork. In the report, information
literacy, communication literacy, digital content
creation, digital security, and problem-solving skills in
the digital environment are referred to as basic digital
competences.

The theoretical and methodological DCM analysis
carried out in the present study revealed a significant
segment of common characteristics: universality
(the ability to update the model for organizations,
departments, and teams of any type and economic
sector); scalability (the ability to adjust the set of
competences to corporate characteristics and industry
focus); the presence of block structure (attention is
paid not only to competences, but also to the values
underlying digital transformation); the ability to
create both own models and separate products
(e.g.,personal trajectories of professional development
in digital transformation, personal digital profiles
of digital transformation participants, etc.) based
on it.

It is reasonable to apply the principles and methods
embedded in DCMs, which have been developed by
Russian educational organizations for creating a model
of digital competence formation (DCF), to identify
a step-by-step process integrated into university
educational trajectories. At the present stage, the issue
of applying the DCF model in implementing the HE
program is yet to be comprehensively studied due to
the relevant practices being in the process of formation.
This gap may be filled by the DCF model proposed in
the paper for areas not related to the ICT professional
sphere.

RESULTS

The basic (general) model of formation and
assessment of student digital competences in
implementing HE programs developed in the paper
consists of four interrelated stages, none of which can
be excluded without the risk of failing to achieving the
defined goals due to being integral to the process of
formation and assessment of the digital competences
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Fig. 1. The basic (general) model of formation and assessment of student digital competences
in implementing HE programs

of students (Fig. 1). The model is focused on training
professionals for working in areas not directly related to
the ICT field, but whose activities are directly related to
applying final digital products.

Implementing the first step of the proposed model
being the conditions for the formation of digital
competences 1is a step-by-step process including
monitoring the labor market, creating the digital
educational continuum, and staffing the application of
digital technologies in the educational process.

In our opinion, it is reasonable to involve
published sources containing the results of
sociological surveys on requirements of employers,
not only for qualifications, but also primarily for
the digital skills and competences of professionals
according to labor market analysis. A review of the
relevant literature® [10, 11] concludes that the digital
economy requires personnel not just oriented towards
the digital environment, but also able to design and
create it by themselves, as well as to actively apply all
its resources and tools in their professional activity.
Of paramount importance here is not the amount of
information the person receives but the knowledge
and skills for effectively applying and managing it,

4 Sorokin D. Participation of the Russian Federation subjects
in the implementation of the “Personnel for the Digital Economy”
federal project. https://d-russia.ru/wp-content/uploads/2019/09/
sorokin.pdf. Accessed December 8, 2021 (in Russ.).

including the use of digital devices, communication
applications, and networks. According to the data of
the HeadHunter’ and Superjob® companies, which
represent the leading national online recruitment
agencies, today’s employer is more interested in
transprofessional competences, which allow the
professional not only to interact with digital products
and solutions, but literally to immerse him/herself
inside the virtual content, modeling and developing
it.

The second stage of the first step includes the
development and formation of the digital educational
continuum as a basic component of organizational
and methodological support for DCF in implementing
HE programs. In the paper, this is defined as the set of
tools, techniques, and forms of education integrating the
interaction of all educational process participants, both
within and outside the educational program, based on
the use of digital technologies necessary for forming
skills and competences demanded by the current labor
market.

The digital continuum implies much more than the
electronic information-educational environment due to
representing an effective and safe digital environment
for students; its components are educational content,
university mobile applications, and electronic interaction

5 https://hh.ru/. Accessed April 6, 2022 (in Russ.).
6 https://www.superjob.ru/. Accessed April 6, 2022 (in Russ.).
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channels. It is reasonable to assert the creation of a fully
digital environment wherein the student is not only
the user but also the full participant modeling it, for
example, for his/her personal educational trajectories.
The digital continuum formation accelerates immersion
in the environment of modern digital interactions similar
to the environment the graduate finds him/herself after
graduation.

An analysis of employer requirements concerning
digital skills and competences of graduates identifies
a set of hardware and software tools required for
setting up the digital continuum’ [12]. In terms of free
software, 1C:Enterprise 8.3% and Kompas-3D LT°
may be recommended, while EOS'°, T-FLEX CAD'!,
Astra Linux'?, and QForm"3 are examples of licensed
software for implementing HE programs. Certainly, this
list is not exhaustive. The list of software with regard
for the required digital skills in the professional field
should be independently determined by the educational
organization.

Using software products requires appropriate
hardware. The RTU MIREA long-term strategy for
increasing the hardware base of the educational process
proves that computer classrooms should be equipped
with modern multimedia equipment including the
projection screen, multimedia projector, plasma panel,
camcorder, computers, video conferencing equipment,
and audio equipment.

The formation of a digital continuum also implies
using modern professional databases, information
reference systems, and electronic library systems
relevant for corresponding HE programs. It would
be advisable to form such a list in consultation
with representatives of organizations providing the
base for practical training, as well as with potential
employers from state organizations and commercial
structures.

We believe that the number of current professional
databases and information reference systems should
include “1C:Enterprise for educational institutions
via the Internet,”!* CLE International!>, COMSOL

7 A set of materials on digital skills. Geneva, 2018:6-7.
https://psihdocs.ru/komplekt-materialov-po-cifrovim-navikam.
html. Accessed January 18, 2022 (in Russ.).

8 https://v8.1c.ru/podderzhka-i-obuchenie/uchebnye-
versii/distributiv-1s-predpriyatie-8-3-versiya-dlya-obucheniya-
programmirovaniyu/. Accessed April 6, 2022 (in Russ.).

9 https://kompas.ru/kompas-3d-It/about/. Accessed April 6,
2022 (in Russ.).

10 https://eos.ru/. Accessed April 6, 2022 (in Russ.).

I https://www.tflexcad.ru/. Accessed April 6, 2022 (in Russ.).

12 https://astralinux.ru/. Accessed April 6, 2022 (in Russ.).

13 https://qform3d.ru/. Accessed April 6, 2022 (in Russ.).

14 https://edu. 1 cfresh.com. Accessed April 6, 2022 (in Russ.).

15 https://www.cle-international.com. Accessed April 6,
2022 (in Russ.).

Multiphysics®!16 software for multiphysical modeling,
eLIBRARY.RU'7| etc. Among electronic library
systems can be identified, for example, Urait!'8, IPR
Books'?, EBS Znanium?®, and University Library
Online?!.

Staffing of the educational process being the third
stage of the first step implies formation of the teaching
staff from among teachers capable of applying ICTs
in the educational process and integrating digital
literacy with their other professional competences.
Obviously, a contemporary university teacher—just
like professional in any other field—should strive to
develop his/her transprofessional skills focused on
immersing in the digital environment and work in it.
This would allow the teacher to respond flexibly to the
development of new teaching models and maintain
their competitiveness in the labor market. The
educational organization, in its turn, should develop
the systematic approach to training and retraining the
teaching staff in the field of digital literacy, digital
technologies, products, and tools. Practitioners having
digital competences can be helpfully involved in the
educational process.

The study allows formulating the following
requirements for the teacher concerning mastering
necessary digital competences: use of the digital
environment for organizing the learning process, search
and analysis of information, cybersecurity, digital ethics,
information management, communication in the digital
environment, and continuous self-education.

Implementing the first step in the proposed model
is designing the list of required indicators for digital
competences (professional and personal).

The entry assessment, comprising the second stage
of the proposed model, determines the basic level of
student knowledge towards which the DCF educational
process is aimed. The entry control determines the
necessary requirements as to the content of disciplines
(modules) forming digital competences.

The first stage of the second step includes defining
the most complete list of basic digital competences and
developing the entry control tasks for identifying DCF
level among students. Basic digital competences are
the basic level of knowledge and skills for using ICT in
professional activities and common life practices. It is
assumed to be not lower than the level defined by FSES
for secondary education.

The entry control content should fully reflect the
subject fields related to digital technologies. Thus, the

16 https://www.comsol.ru. Accessed April 6, 2022 (in Russ.).
17 www.elibrary.ru. Accessed April 6, 2022 (in Russ.).

18 https://urait.ru/. Accessed April 6, 2022 (in Russ.).

19 hitps://www.iprbookshop.ru/. Accessed April 6, 2022 (in Russ.).
20 https://znanium.com/. Accessed April 6, 2022 (in Russ.).
21 https://biblioclub.ru/. Accessed April 6, 2022 (in Russ.).
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following topics of questions/tasks for determining
the basic digital competence level of students may be
recommended:

e formation and evolution of information society and

information technologies;

e basic terms and concepts of digitalization and digital

economy;

e the role of information in the modern world;
information and digital technologies in the media
segment and creative activities;
digital technologies in communication;
safety engineering when using office equipment;
information security;
ethical behavior in the digital environment;
selecting digital tools and applications required for
solving assigned tasks;
searching the Internet for information;

e analysis and processing of digital information;
algorithms and algorithmic models for solving
professional tasks;

data storage and processing;

text editors;

electronic spreadsheets;

databases.

At the second stage of the entry assessment (second
step), it is necessary to decide on the format of the entry
control and its implementation (test, oral questioning,
questionnaire, portfolio, essay, and case study). The

forms of entry control and using the results are shown
in Fig. 2.

Due to each format having its own advantages and
disadvantages, it seems reasonable to use the combination
of various formats. For example, testing may reveal
mastery of terminology and the digital knowledge basics
while case study or questionnaire reveals their depth.

The third step of the DCF model is focused on
teaching and broadcasting digital culture. This step
forms the digital competences required for successful
professional activity in the digital economy. Its
implementation is based on the achievements of the first
and second stages. The results are used to determine the
updating of educational disciplines (modules) in DCF
terms.

The study suggests that indicators of the required
DCF level with allowance for the subject field
characteristics, available tools for assessing their
formation, and current trends in the digital economy
should be relied on when updating working programs
of disciplines (modules). The unity of pedagogical
requirements for each digital competence may be
achieved by developing the unified assessment tool for
student progress monitoring and midterm attestation in
all educational disciplines.

Digital competences are formed throughout the
entire period of study. This is achieved through a
combination of wvarious factors. They include the

Oral questioning

(interview)

Tests

Questionnaire

Discussing the specific range of
issues for clarifying the level of digital
knowledge; in addition, it shows
the logical reasoning ability and
the mastery of the well-structured
speech as well as allows determining
communication skills

The simplest form of control
aimed at checking the mastery of
terminology and basic knowledge in
information technologies; however,
it does not allow judging the level of
professionalism, and therefore is not
suitable for determining the ability to
identify the originality and creativity

Direct or indirect method based
on analyzing information obtained
from a person under questionnaire
when the accurate data for knowledge
analysis cannot be obtained

Collection of works for a certain period
of time with reviews and testimonials
being the most significant

A small in scope written work on a
specific topic to be used for assessing
creative thinking skills, competent
terminology use, and the ability to
clearly set out the situation in writing

Simulation of a real-life event
combining specific skills and abilities
of the student, the ability to analyze
the situation and to determine the best
methods for solving the assigned task

Portfolio

Essay

Case study
(Case)

Fig. 2. Forms of entry control and using the results
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presence of interdisciplinary links in the educational
program and maintaining the continuity of the discipline.
Obviously, the required digital competence level can
be achieved only by their step-by-step formation at
the indicator level for each separate discipline in the
presence of interdisciplinary links in the educational
program. The significant amount of work in this regard
(methodological support, primarily) is carried out by the
scientific and methodological council of the university
that may involve the potential employer representatives
in these activities.

The educational process throughout the updated
programs of disciplines (modules) is accompanied by
broadcasting digital culture from the digital educational
continuum, ensuring harmonious integration of digital
competences into the student personal competences.
In the process of mastering the educational program,
professional digital competences may be transferred into
the category of everyday life practices, thus forming the
new generation digital personality.

We believe that the student digital competence
should be identified among the digital culture key
values. In our opinion, it is the readiness for innovative
technological challenges that forms the basis for
successful digital development and an integral part of
the digital culture of future professional having the
necessary knowledge and skills, understanding of using
ICTs and digital technologies in life and professional
activities, as well as respecting digital ethics and safety.
Achieving the claimed indicators is the result of the
third step aimed at the digital culture formation and
broadcasting.

The DCF control and assessment is the fourth step
of the proposed model consisting of two stages. The first
stage includes the assessment of educational achievements
(formation of digital competence indicators) planned for
disciplines (modules) and practices within the framework
of ongoing and midterm attestation; diagnostics of the
DCEF level; and final state attestation.

When assessing the achievement of learning
outcomes, the study recommends the creation of a
register of indicators displaying all DCF indicators of
the student.

The student mastery levels are established using
appropriate assessment tools; thereby, the educational
program should include the set of assessment materials
for checking the theoretical and practical knowledge
in the field of digital application. In our opinion, an
important component of the assessment material system
may be cases (problem-situational type of practical tasks
requiring comprehensive approach to their solution),
since their application is seemed the most effective
for solving practical professional tasks requiring
implementation of digital competences.

The second stage of the fourth step provides
an independent external assessment of the student
(future professional) DCF?? [12]. It includes various
implementation formats, namely the following:

e involving potential employers in forming
assessment materials; providing the basis for
practical training by them; and participation of
employer representatives from governmental
and non-governmental organizations in the
midterm and final state attestation, reviewing
the educational program in DCF terms in the
professional field;

e systematic questionnaire of employers on their
satisfaction with DCF level of graduates conducted
by the educational organization (at least once a
year). Based on the employer questionnaire results
analysis, the educational organization adjusts the
educational program;

e questionnaire of graduates (e.g., sending out
questionnaires through e-mail) on their professional
fulfillment degree in the labor market as well as
on the competitiveness and employer demand for
digital skills and competences acquired in their
training period.

Thus, the educational program may be updated by
the educational organization on the basis of the final state
attestation results and obtained values for independent
assessment of the graduate DCF (professional and
personal). Adjusting the educational program (Fig. 3.) is
a continuous multi-iterative process.

CONCLUSIONS

Thus, the study concludes by recommending that
the basic (general) model for formation and assessment
of the student digital competences in implementing HE
programs be focused on formation of the fundamentally
new personal and professional digital competences.
The development of approaches to their formation is
determined by new trends in the economy and society
development influenced by the rapid spread of digital
platforms, ecosystems, E2E technologies, and digital
tools. Graduates should acquire the skills, knowledge,
and abilities to flexibly adapt to market and employer
demands in the digital competence application; easily
socialize in the digital society; implement digital
projects; use digital tools to identify, access, manage,
analyze, assess, and synthesize digital resources; select
and apply ICT in everyday life practices and professional
activities effectively, critically, and safely.

22 Methodological recommendations on the use of digital
tools for confirming the results of the assessment of the digital
economy competencies. https://old.digitalskills.center/upload/
iblock/e0d/e0dd8b36038dee3fc37eceddb9becl3e.pdf?
ga=2.111898692.1115568595.1639414150-1681117855.1639414150.
Accessed December 2, 2021 (in Russ.).
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Fig. 3. Educational program adjustment

The presented model is based on the extensive
regulatory framework, digital competence models from
the leading domestic educational organizations, and the
voluminous body of literature revealing the concept of
digital competence along with its constituent blocks. It
complements and expands the already existing practices
of creating, implementing and assessing DCF models in
HE programs. The advantages of the model are in terms

of'its reliance on expert community opinion (employers,
primarily), as well as its accounting for sectoral and
regional specific features of HE institution, training
area specifics, and availability of optimal organizational
and methodological conditions for digital competence
formation.
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