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• �Information systems. Computer 
sciences. Issues of information  
security

• �Multiple robots (robotic centers)  
and systems. Remote sensing  
and non-destructive testing 

• �Modern radio engineering  
and telecommunication systems 

• �Micro- and nanoelectronics. Condensed 
matter physics

• �Analytical instrument engineering  
and technology

• �Mathematical modeling 
• �Economics of knowledge-intensive  

and high-tech enterprises and industries. 
Management in organizational systems

• �Product quality management. 
Standardization

• �Philosophical foundations of technology 
and society
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• �Информационные системы. 
Информатика. Проблемы 
информационной безопасности

• �Роботизированные комплексы и системы.  
Технологии дистанционного зондирова-
ния и неразрушающего контроля

• �Современные радиотехнические 
и телекоммуникационные системы

• �Микро- и наноэлектроника. Физика 
конденсированного состояния

• �Аналитическое приборостроение  
и технологии

• �Математическое моделирование
• �Экономика наукоемких и высокотехно

логичных предприятий и производств. 
Управление в организационных системах

• �Управление качеством продукции. 
Стандартизация

• �Мировоззренческие основы  
технологии и общества

РОССИЙСКИЙ 
ТЕХНОЛОГИЧЕСКИЙ 
ЖУРНАЛ
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Abstract. General Purpose computing for Graphical Processing Units (GPGPU) technology is a powerful tool for 
offloading parallel data processing tasks to Graphical Processing Units (GPUs). This technology finds its use in 
variety of domains—from science and commerce to hobbyists. GPU-run general-purpose programs will inevitably 
run into performance issues stemming from code branch predication. Code predication is a GPU feature that makes 
both conditional branches execute, masking the results of incorrect branch. This leads to considerable performance 
losses for GPU programs that have large amounts of code hidden away behind conditional operators. This paper 
focuses on the analysis of existing approaches to improving software performance in the context of relieving the 
aforementioned performance loss. Description of said approaches is provided, along with their upsides, downsides 
and extents of their applicability and whether they address the outlined problem. Covered approaches include: 
optimizing compilers, JIT-compilation, branch predictor, speculative execution, adaptive optimization, run-time 
algorithm specialization, profile-guided optimization. It is shown that the aforementioned methods are mostly 
catered to CPU-specific issues and are generally not applicable, as far as branch-predication performance loss 
is concerned. Lastly, we outline the need for a separate performance improving approach, addressing specifics of 
branch predication and GPGPU workflow. 
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ОБЗОР

Сравнительный анализ  
методов оптимизации программного обеспечения  

для борьбы с предикацией ветвлений  
на графических процессорах

И.Ю. Сесин @, 
Р.Г. Болбаков

МИРЭА – Российский технологический университет, Москва, 119454 Россия
@ Автор для переписки, e-mail: isesin@protonmail.com

Резюме. Технология GPGPU (General Purpose computing for Graphical Processing Units – расчеты общего 
назначения на графических процессорах) является мощным инструментом для переноса задач парал-
лельной обработки информации на GPU (Graphical Processing Unit – графический процессор). Эта тех-
нология находит применение практически в любой области, требующей проведения массы параллель-
ных расчетов, и применяется как в научной и коммерческой, так и в любительской среде. Разработчики 
программ общего назначения, запускаемых на GPU, неизбежно сталкиваются с падением производи-
тельности ввиду предикации ветвления кода. В условиях предикации ветвления исполняются обе ветви 
условного оператора вне зависимости от истинности условия, но посредством маскирования выполня-
емых инструкций программа учитывает только результат работы верной ветви. Из-за этого программы 
общего назначения, имеющие большие участки кода, скрытые за условными операторами, становятся 
существенно менее производительными на графических процессорах. В статье рассматриваются суще-
ствующие в предметной области методы и подходы к увеличению производительности программного 
обеспечения в рамках их применимости к решению проблемы падения производительности при пре-
дикации. Приводится описание методов, их сильных и слабых сторон, а также рамок их применимости, 
на базе чего делается заключение о возможности их использования на GPU. В число рассмотренных 
методов и подходов вошли следующие: оптимизирующие компиляторы, JIT-компиляция, предсказатель 
переходов, спекулятивное исполнение, адаптивная оптимизация, специализация алгоритма во время 
исполнения, оптимизация на основе профилирования. Показано, что указанные аппаратные и программ-
ные подходы к увеличению производительности программного обеспечения преимущественно ориенти-
рованы на решение проблем специфичных для CPU (Central Processing Unit – центральный процессор) и в 
целом неприменимы для разрешения потерь производительности при предикации на GPU. Указывается 
на необходимость создания отдельного подхода, ориентированного именно на решение проблемы пре-
дикации ветвления на GPU.

Ключевые слова: расчеты общего назначения на графических процессорах, оптимизирующие компилято-
ры, предикация

https://doi.org/10.32362/2500-316X-2021-9-6-7-15
mailto:isesin@protonmail.com


9

Russian Technological Journal. 2021;9(6):7–15

Igor Yu. Sesin,  
Roman G. Bolbakov

Comparative analysis of software optimization methods  
in context of branch predication on GPUs

INTRODUCTION

Graphics processors, or Graphics Processing 
Unit (GPU), are specialized hardware that performs 
the processing of graphical information. Unlike a 
central processing unit (CPU), graphics processors 
are specialized for parallel processing of large 
amounts of data, which causes certain differences 
in their architectural design:

•	 CPUs have a small number of physical cores (from 
1 to 32), GPUs have orders of magnitude more 
physical cores (can be hundreds or thousands1,  2, 
depending on the compromise between the number 
of cores and their power chosen by the hardware 
manufacturer); 

•	 cores in the CPU have additional hardware 
functionality, such as their own caches, 
instruction pipelines, and branch prediction 
modules. GPU kernels are very simple arithmetic 
kernels focused on fast processing of floating-
point numbers. A number of modern GPUs also 
include specialized cores for ray tracing and 
tensor computing [1, 2];

•	 CPU is separated from random access memory; 
GPUs have direct access to video memory located 
on the same board;

•	 GPU cores cannot write data in the memory area 
allocated for the executable code;

•	 CPU falls into the Multiple Instruction, Multiple Data 
(MIMD) classification, GPU falls into the Single 
Instruction, Multiple Data (SIMD) classification 
according to Flynn [3].
Using General Purpose Computing on Graphics 

Processing Units (GPGPU) technology, it is possible 
to run programs on GPUs other than highly specialized 
shader programs. This technology finds application 
in many areas—from mining crypto currencies to 
calculating the protein folding3.

Applying the GPGPU technology, one has to deal 
with certain peculiarities of the construction of programs 
and their behavior in the conditions of execution on a 
graphics processor. For example, in the course of writing 
a GPGPU program, the authors of this article noticed a 
downward trend in its performance as more functionality 
was added. At the same time, the performance losses  
 

1	 Advanced Micro Devices, Inc, Graphics Specifications, 
2021. URL: https://www.amd.com/en/products/specifications/
graphics. Accessed March 1, 2021.

2	 NVIDIA. Comparison of specifications of RTX 30 
video cards. URL: https://www.nvidia.com/ru-ru/geforce/
graphics-cards/30-series/compare/?section=compare-specs. 
Accessed March 1, 2021.

3	 Houston M. General Purpose Computation on Graphics 
Processors (GPGPU). ATI HD 2000 Series. Launch, Tunis, 
Tunisia; 2007. URL: https://graphics.stanford.edu/~mhouston/
public_talks/R520-mhouston.pdf. Accessed March 1, 2021.

were much more significant than could be assumed 
based on the complexity of the algorithm of the added 
functionality.

When looking into the above problem, it was found 
that this happens due to the specifics of the SIMD 
architecture of graphics processors: when the program 
executes a conditional operator, both branches will be 
executed, but the operations of the wrong branch will not 
be applied. This feature is called predication [4, p. 168] 
of branches of execution, and it is needed, first of all, to 
replace the dependence on the flow of execution with the 
dependence on data. The very need for such measures 
is justified by the fact that most of the hardware part 
of the GPU architecturally falls into the SIMD class of 
Flynn’s taxonomy [3], and individual modules of the 
system cannot have their own threads of execution and, 
accordingly, cannot follow along various branches of the 
conditional operator.

The degree of influence of the above feature on the 
program differs from program to program and correlates 
with the number of possible settings. So, if the program 
is initially designed to solve one maximally specific task 
without the possibility of customization (for example, 
calculating a certain hash function), then the influence 
of predication will be minimized.

Programs that perform more general tasks, and, 
therefore, have a large list of plug-in or optional 
functional that will be used in the process of the program 
only with certain input data, are more susceptible to 
performance degradation.

Let us take a 3D scene renderer as an example of such 
a program. Rendering in the field of computer graphics 
is a term used to describe the process of obtaining an 
image from certain data characterizing the objects of 
the displayed scene. A program that implements such a 
process is called a renderer. Professional renderers can 
include thousands of different options that change the 
behavior of the program—from adjusting the angle of 
the camera’s field of view to the detailed configuration 
of the bidirectional reflectance distribution function for 
each surface.

Taking a renderer program as an example, imagine 
a situation in which a certain scene is rendered with 
a set of primitives that can only scatter or emit light, 
but not reflect it. In this case, the code responsible for 
calculating the reflections should not be called, but 
its very presence will slow down the program due to 
predication.

To enable or disable the desired program behavior, 
in the vast majority of cases, one would use conditional 
statements that depend on some input data of the program, 
regardless of whether it just data or configuration 
settings.

As program’s functionality grows, the number of 
conditional statements will increase, and accordingly, 

https://www.amd.com/en/products/specifications/graphics
https://www.amd.com/en/products/specifications/graphics
https://www.nvidia.com/ru-ru/geforce/graphics-cards/30-series/compare/?section=compare-specs
https://www.nvidia.com/ru-ru/geforce/graphics-cards/30-series/compare/?section=compare-specs
https://graphics.stanford.edu/~mhouston/public_talks/R520-mhouston.pdf
https://graphics.stanford.edu/~mhouston/public_talks/R520-mhouston.pdf
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the costs spent by the GPU on processing conditional 
program branches will also increase, which, in turn, 
leads to a certain ceiling of program complexity—after a 
certain critical mass of branches, the program will slow 
down so much that will trigger the internal protection of 
the driver (if any) and abort the execution.

It should be noted that from a programmer’s point 
of view, the mere presence of additional code slows 
down the program, despite the fact that the code should 
not be executed. This behavior is highly uncommon for 
programs running on the CPU; Moreover, the correct 
use of conditional jumps is often the key to writing more 
efficient programs, thanks to the branch predicator built 
into the cores of modern CPUs.

RESEARCH OF EXISTING SOFTWARE  
AND HARDWARE FOR INCREASING 

PERFORMANCE

Let us consider the existing technologies for 
optimizing programs and increasing performance, 
assessing their applicability for solving the described 
problem.

It should be noted that within this article there will 
be no attempts to numerically compare the methods 
under consideration. This is due to the fact that almost 
all methods of increasing software performance are 
based on a certain characteristic of the optimized 
program, hardware platform or programming 
language. Techniques that work for some programs 
may be useless or even harmful to others. The quality 
of implementation of a particular method also has a 
direct impact on the result obtained, and the same 
approach, implemented in different ways, can give 
strikingly different results. The specific metric of the 
success of the application of methods depends on 
many factors, both quantitative and qualitative, which 
cannot be excluded from the study without jeopardizing 
the reproducibility of the study itself. On the other 
hand, the inclusion of these factors will narrow the 
study down to comparing particular cases, namely, 
comparing specific programs on specific hardware in a 
specific configuration, which is not representative for 
describing the overall picture.

In view of the above, the authors analyze 
mainly the qualitative characteristics to determine 
applicability of methods in lieu of software 
performance improvement.

Optimizing compilers continue to play a leading 
role in improving software performance. In general, 
an optimizing compiler is any compiler that performs 
special operations on compiled code to improve its 
performance.

Initially, this meant replacing certain operations 
with equivalent, but more efficient ones, such as 

replacing multiplication or integer division by numbers 
that are powers of two, with bit shift operations, but 
with the development of the scientific field, software 
development methodologies, and hardware capabilities, 
compilers have acquired an extensive arsenal of 
optimization techniques.

They are usually divided into low-level and high-
level optimizations. 

Low-level optimizations involve changing the 
generated machine code to make the best use of hardware 
platform features. This includes the use of more 
efficient machine code constructs, including the use of 
special commands available in the target architecture, 
vectorization of operations, function inlining, etc.

High-level optimizations operate at the level 
of abstract algorithmic elements that make up a 
program—loops, branches, and basic blocks. They use 
data about the structure of the program to transform the 
intermediate representation of the program into a more 
efficient form.

In practice, the line between these groups is blurred, 
since many methods involve elements of both high-level 
code analysis and low-level control over the generation 
of machine instructions.

Optimizations widely used by compilers include:
•	 constant folding—if a certain expression consists 

only of constants, then it is calculated at the 
compilation stage and its result is substituted instead 
of the original expression;

•	 eliminating the “dead code” [5], i.e., code sections 
that cannot be reached by the program;

•	 eliminating the dead stores [6], i.e., removal of 
operations storing value in the variable that goes 
unread further in the code;

•	 optimizing the register allocation [7] reorganizes 
the code in such a way as to minimize the 
number of memory accesses during the program 
operation by keeping the most frequently used 
variables in certain general-purpose registers of 
the processor;

•	 operation parallelization—changing the order of 
operations so that they can be run in parallel at the 
level of threads, memory or instructions;

•	 strength reduction—replacing slow operations 
with equivalent, but faster ones on the target 
architecture;

•	 loop optimization—a wide group of methods focused 
on working with loops, including such approaches 
as moving invariants out of the loop, inversion of 
loops, loop unrolling, dividing and merging loop 
bodies, removing conditional statements from the 
loop, etc.;

•	 instruction selection [8] allows the compiler to pick 
the most efficient machine code combination for the 
target processor;
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•	 Instruction Scheduling [9, 10]—reorganization 
of instructions so as not to cause downtime of the 
central processor pipeline as a result of long memory 
accesses, exhaustion of processor resources, or 
branching.
Most of the traditional methods of program 

optimization used in optimizing compilers can be 
excluded from consideration, since they are focused on 
CPU features that are not inherent in arithmetic cores 
used in graphics processors. The methods that can be 
applied are either already implemented by compilers 
of programs for GPUs, or do not solve the presented 
problem.

Let us consider more dynamic methods for increasing 
the performance.

JIT-compilation technology [11] (just-in-time) 
improves the performance of programs in languages 
that are compiled into the bytecode. The bytecode is 
called an intermediate representation of the program 
code [12–14], which is executed by a virtual machine, 
which is its key difference from machine code executed 
directly by the processor.

In the framework of the JIT-compilation technology, 
the bytecode of programs is compiled into machine code 
as needed, right at the time of the program execution4. 
This allows you to speed up the work of programs in 
several ways at once:

•	 the startup delay, which without this technology is 
caused by lengthy processing of the source code, is 
significantly reduced; compilation from source code 
to bytecode is significantly slower than compilation 
from the bytecode to machine code;

•	 using the features of specific hardware to improve 
the performance;

•	 optimizing the program using data obtained during 
program operation;

•	 the ability to dynamically link libraries without the 
overhead inherent in compiled languages.
However, the use of the JIT compilation within 

programs running on a GPU currently does not appear 
to be feasible due to architectural restrictions on 
dynamically changing the executable machine code on 
GPUs.

In addition, embedding compilation into the 
operation cycle of the GPU itself will require a lot of 
both hardware and software changes, and, in general, 
will not give the same performance gain as on the central 
processor; it is because there is no problem of connecting 
libraries on the GPU (due to the static compilation of 
programs), and the intermediate representation of the 
program will be fully compiled into machine code in 
the process of transferring the program to the GPU. In 

4	 Croce L. Just in Time Compilation. Columbia 
University. URL: http://www.cs.columbia.edu/~aho/cs6998/
Lectures/14-09-22_Croce_JIT.pdf. Accessed March 1, 2021.

general, these problems make the use of JIT impractical 
on the GPU.

One of the key elements ensuring the performance 
of modern CPUs is the branch predictor5. A branch 
predictor allows a pipelined processor to begin loading 
instructions from one of the branches of a branching 
statement into the pipeline before a condition is 
determined to be true.

This plays an important role in improving 
performance due to the parallel execution of 
instructions operating on mutually independent data. 
In the general case, without a predictor, the processor 
pipeline will not know which instructions from which 
branch should be used, and will be able to start loading 
them only after evaluating the truth of the condition in 
the conditional statement, which would entail pipeline 
stalling for each of the conditions. This can be avoided 
by predicting the result of the condition and starting 
loading instructions from the corresponding branch 
into the pipeline in advance. If the predictor fails, 
the pipeline will idle until the correct instructions are 
loaded.

The branch prediction itself is carried out 
heuristically [15−17], commonly, based on the statistics 
of the execution of a given section of the code. The time 
cost of a predictor error is inevitable due to imperfect 
prediction mechanisms, but with a sufficiently accurate 
prediction mechanism, the time loss from incorrect 
predictions becomes insignificant compared to the gain 
from correct predictions.

The branch prediction approach was developed in the 
form of speculative execution6—in addition to loading 
instructions onto the pipeline; the predicted branch is 
also executed before the condition is established. In 
case of an error, time losses increase, because you need 
to flush the entire pipeline and load the correct branch 
instructions into it.

The branch prediction and speculative execution 
approaches are implemented in hardware and 
are completely transparent to the programmer. 
Nevertheless, with certain program constructions, it is 
possible to get performance degradation, which is most 
noticeable in the case when the program consistently 
forces the module to mispredict the branch. The 
existing practice of optimizing low-level programs for 

5	 Fog A. The microarchitecture of Intel, AMD and 
VIA CPUs. An optimization guide for assembly programmers 
and compiler makers. Technical University of Denmark. URL: 
https://www.agner.org/optimize/microarchitecture.pdf. Accessed 
March 1, 2021.

6	 Gabbay F. Speculative execution based on value 
prediction. Research Proposal towards the Degree of Doctor 
of Sciences. Technion-Israel Institute of Technology (IIT), 
Department of Electrical Engineering. 1996. 65 p. URL: http://
citeseerx.ist.psu.edu/viewdoc/download?-doi=10.1.1.29.5397&re
p=rep1&type=pdf. Accessed March 1, 2021.

http://www.cs.columbia.edu/~aho/cs6998/Lectures/14-09-22_Croce_JIT.pdf
http://www.cs.columbia.edu/~aho/cs6998/Lectures/14-09-22_Croce_JIT.pdf
https://www.agner.org/optimize/microarchitecture.pdf
http://citeseerx.ist.psu.edu/viewdoc/download?-doi=10.1.1.29.5397&rep=rep1&type=pdf
http://citeseerx.ist.psu.edu/viewdoc/download?-doi=10.1.1.29.5397&rep=rep1&type=pdf
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better interaction with the branch predictor is a direct 
consequence of the imperfection of the used prediction 
methods.

The very presence of a branch prediction and 
speculative execution mechanism has also opened 
the way for a whole class of hardware vulnerabilities 
that allow a program to gain unauthorized access 
to information. A specially designed program can 
determine the contents of memory cells using side 
channels (typically access latency) arising from 
erroneous branch predictions [18–20].

The authors of this article believe that predicting 
transitions to the GPU does not make sense due to 
the absence of a pipeline on its cores, as well as the 
absence of branches in the executable machine code 
in their typical understanding due to predication. 
Instead, the code is structured linearly and no 
conditional statements are executed when executing 
conditional statements’ “jumps” of the instruction 
counter register.

Even if we assume that this obstacle will be 
overcome, implementing the prediction module into 
the GPU would be extremely difficult due to the 
complexity of such a module. A typical GPU includes 
a large number of weak arithmetic cores, orders of 
magnitude larger than the number of cores on a typical 
market CPU. Adding a predictor to each of them 
will increase their size and power consumption to 
unacceptable levels.

The adaptive optimization method [21] relies 
on a special toolkit, similar to JIT compilers, to 
recompile the program code while it is running. This 
method applies different optimization techniques 
to a program depending on the productivity of 
the code. For example, adaptive optimization will 
apply more aggressive optimization techniques in 
bottlenecks where the code is spending the most CPU 
time. Such aggressive optimization techniques are 
time-consuming and wasteful to apply to the entire 
program. Therefore, sections of the program that are 
rarely called will be optimized with more primitive, 
but faster methods, allowing you to save time in 
general, albeit at the expense of the fact that this code 
will run slower.

The application of the above approach to GPUs is 
impossible for a reason similar to JIT; for it to work, the 
program requires the ability to rewrite its code, which is 
not supported by modern GPUs.

Let us consider the run-time algorithm 
specialization, an approach that comes from the field 
of automatic theorem proving [22]. This approach 
implies the creation of specific implementations of 
complex functions for certain inputs, for which it is 
possible to represent the original function in a simpler 
form. This can sometimes translate into creating table 

values for the function and caching individual results 
for frequently repeated values. In more complex cases, 
several code variants can be generated corresponding to 
particular variants of the function, where, for example, 
part of the calculations is excluded due to specific 
values of the input data.

The aforementioned approach and methods similar 
to it [23] require not only writing to the memory 
area of the executable code, but also a large amount 
of additional memory for the code of the obtained 
specializations, which makes its application within the 
GPGPU technology impossible.

Let us consider now the profile-guided 
optimization technology. It is an approach to 
program optimization in which the optimization 
process is controlled by the performance results of 
the program [24, 25]. This approach often requires 
the use of a special compiler, which takes on the task 
of instrumentation and taking measurements of the 
program execution time. Such a special compiler 
translates, builds, and runs the program many times, 
analyzing during these test runs the frequency of use 
of various sections of the program and the speed of 
their invocation. Using this data, the compiler applies 
various optimization strategies to code sections that 
showed poor results during test runs. These strategies 
include selecting the optimal register allocation, 
function embedding, as well as a lot of techniques 
tied to the successful grouping of executable code 
in memory pages to speed up the work of caches 
at several levels at once—from the mechanism for 
managing virtual memory at the operating system 
level to the CPU instruction cache.

Due to the fact that the statistics collected by such 
a compiler is representative only of those actions that 
were performed by the program during the testing 
process, a typical set of tests should include the most 
common scenarios for working with the program. It 
could be much easier implemented for GPU programs, 
due to their lack of interactivity.

The authors of the article believe that the use of 
this method for GPU programs is impractical, since in 
the conditions of working with a GPU it is extremely 
difficult or even impossible to instrument the code and, 
accordingly, to obtain measurements of the performance 
of individual sections of the code necessary for the 
method to work.

From the analysis of existing technologies for 
increasing performance, it is clear that the problem of 
loss of performance with increasing functionality, which 
is typical for graphics processors, is atypical and non-
trivial.

None of the approaches discussed solve the problem 
of branch predication on GPUs, but they are an important 
starting point in the process of finding a solution.
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On the one hand, to solve the problem, the use of 
dynamic methods is required to maintain the flexibility 
of the program functionality for the GPU, but on the 
other hand, the considered existing solutions applied 
on the CPU cannot be used in the context of GPU in 
practice due to the particular features of the architecture 
focused on massively parallel calculations. Changes 
to the established GPU architecture are obviously 
impractical due to a number of factors, including a 
multiple increase in production costs and an inevitable 
decrease in performance.

By virtue of the stated provisions, it can be 
established that there is a need to find an approach to 
optimizing programs for GPU that is compatible with 
the limitations of graphic processors, but at the same 
time flexible enough to ensure the preservation of the 
program’s functionality.

CONCLUSIONS

The article discussed the problem of decreasing 
the performance of programs for general-purpose 
calculations on GPU, which arises in the course of 
increasing their functionality. The connection of this 
problem with branching predication—an essential 
feature of the organization of the hardware platform of 
graphics processors—was established.

A number of existing approaches and technologies 
for increasing the performance of programs on the 
CPU were considered and the low degree of their 
applicability to programs using the GPGPU technology 
was shown.

It was noted that the existing methods, even though 
their direct application is impossible, are an important 
starting point for further research.

Further development of the problems outlined in the 
article implies the development of a specialized method 
for optimizing programs for GPU.
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Abstract. The article is devoted to the problem of developing an analytical data processing system (ADPS) 
for monitoring information security within the information security management system of modern companies 
conducting their main activities in cyberspace and using cloud infrastructure. Based on the analysis of modern 
information technologies related to ensuring information security of cloud infrastructure and the most popular 
products for ensuring information security of cloud infrastructures, as well as existing scientific approaches, a 
formalized approach to the synthesis of an ADPS for monitoring the information security of an informatization object 
using cloud infrastructure is proposed. This approach takes into account the usefulness of the used information 
technologies from the viewpoint of information security. A general model of the structure of information support of 
an analytical data processing system for monitoring information security, as well as a model of the dependence of 
the usefulness of information technology on time and the ratio of the skill level of an information security specialist 
and an attacker are presented. The quality of the information security monitoring system is used as a criterion in 
the first optimization model. The following limitations are suggested: limitation on the time of making a decision 
on an incident; limitation on the degree of quality of analysis of information security events by the analytical data 
processing system and limitation on the compatibility of data analysis functions with data types about information 
security events. The cited results of the study of the second model show a logically consistent dependence of the 
usefulness of information technology on time and the ratio of the skill level of an information security specialist to the 
skill level of an attacker. The particular models of the structure of the information support of ADPS are presented. 
They make it possible to determine the rational structure information support of ADPS according to particular criteria. 
The following particular criteria are used: the maximin criterion of the usefulness of the information support of ADPS 
for monitoring the information security of an informatization object in the cloud infrastructure; the criterion for the 
maximum relevance of information support distributed over the nodes of the cloud infrastructure for systems with a 
low degree of centralization of management.
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облачную инфраструктуру
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Резюме. Статья посвящена разработке аналитической системы обработки данных (АСОД) для монито-
ринга информационной безопасности (ИБ) в рамках системы менеджмента ИБ современных компаний, 
ведущих свою основную деятельность в киберпространстве и использующих облачную инфраструктуру. 
На основе анализа современных информационных технологий (ИТ) и наиболее востребованных продуктов 
обеспечения ИБ облачных инфраструктур, а также существующих научных подходов предложен формали-
зованный подход к синтезу АСОД для мониторинга ИБ такого объекта информатизации. Этот подход учиты-
вает полезность используемых ИТ с позиции ИБ. Представлена общая модель структуры информационного 
обеспечения АСОД для мониторинга ИБ, а также модель зависимости полезности ИТ от времени и соотно-
шения уровня квалификации специалиста по ИБ и злоумышленника. В качестве критерия в первой опти-
мизационной модели используется качество системы мониторинга ИБ. В качестве ограничений предлага-
ются следующие: ограничение на время принятия решения на инцидент; ограничение на степень качества 
анализа событий ИБ аналитической системой обработки данных и ограничение на совместимость функций 
анализа данных с типами данных о событиях ИБ. Приведенные результаты исследования второй модели 
показывают логически непротиворечивую зависимость полезности ИТ от времени и соотношения уровня 
квалификации специалиста по ИБ к уровню квалификации злоумышленника. Представлены частные мо-
дели структуры информационного обеспечения АСОД, позволяющие определить рациональную структуру 
информационного обеспечения АСОД по частным критериям. В качестве частных критериев используются 
следующие: максиминный критерий полезности информационного обеспечения АСОД для мониторинга ИБ 
объекта информатизации в облачной инфраструктуре и критерий максимума актуальности информацион-
ного обеспечения, распределенного по узлам облачной инфраструктуры для систем с невысокой степенью 
централизации управления.

Ключевые слова: информационная безопасность, аналитическая система обработки данных, облачная ин-
фраструктура, компьютерное моделирование, математическое моделирование, мониторинг ИБ, объект инфор-
матизации
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INTRODUCTION

Analytical data processing systems (ADPS) for 
information security (IS) monitoring are a large emerging 
class of systems operating in the IS management system 
of modern companies.

Modern companies with main activities in cyberspace, 
using cloud infrastructure built on the technologies of 
cloud infrastructure service providers, use these systems 
to manage IS and to improve processes that implement 
IS methods, including monitoring processes in real time. 
The peculiarities of the technical implementation of such 
analytical systems determine special requirements for the 
convenience of their use by an IS engineer, efficiency, 
error-free operation, and quality of data processing 
in real time. In addition, the potential costs of a cloud 
service user for the transition from one service provider 
to another are characterized by the relationship between 
the consequences in the field of IS arising from cyber 
attacks, system failures, user errors, and other external 
factors and the difference in the levels of cybersecurity 
technologies of providers. Therefore, the level of IS 
provided by a cloud service provider is subject to the 
same tough conditions of bilateral market competition, 
which determines the prices of a cloud service provider 
and its strategy for providing customers with IS.

New information technologies (IT) actualize the 
problem of ensuring the security and protection of 
information for their developers, vendors and consumers. 
Currently, it is believed that the most effective way 
to ensure IS for the objects of informatization of the 
company and/or the cloud infrastructure used by it is the 

path of development and implementation of secure IT. 
Their use in cloud infrastructures can further reduce the 
cost of maintaining corporate information systems. A large 
number of modern IT used in cloud infrastructure is aimed 
at a comprehensive solution to the problem of increasing 
the efficiency of using available resources (Table 1).

The cloud infrastructure used to host corporate 
information systems is increasingly taking on a hybrid 
form. Part of the data most critical for the functioning 
of business processes is placed inside the company’s 
own infrastructure using universal cloud technologies, 
forming a “private cloud of the company.” Other 
data, in turn, are processed in “public clouds,” where 
infrastructure is provided by cloud providers in an 
“Infrastructure as a Service,” “Platform as a Service,” 
or “Software as a Service” model. This necessitates 
the use of modern data security technologies in cloud 
infrastructures. Being integrated with modern data 
processing technologies, such technologies turn into 
full-fledged high-tech products offered by the leading 
companies in the market of IS products for cloud 
infrastructures. Examples of such products are presented 
in Table 2.

The analysis of the presented technologies 
showed their complexity. For their development and 
improvement, it is necessary to apply a scientific 
approach, including methods of mathematical and 
computer simulation.

In [5], an overview of the maturity models of the 
capabilities and indicators of the security of systems 
is presented. It is noted that these models are mostly 
reactive rather than proactive and, therefore, do not 

Table 1. The content of modern IT related to the provision of IS in the cloud infrastructure

No. IT name Content
1 Data Center Network (DCN) [1] Network equipment that allows one to automatically allocate the load on local 

area networks (LANs) of the cloud infrastructure (both on the cloud network 
equipment itself and on communication channels), provided as a service. 

2 Proactive resource allocation [2] A technology that allows one to automatically allocate cloud infrastructure 
resources (hardware resources in the form of cloud servers and workstations and 
software resources in the form of software, including tools for its development 
and debugging), provided as a service, based on predicting the expected load. 

3 Self-diagnosis software [3] A technology designed to automatically detect and correct errors that occur 
during the operation of software and the implementation of its functions.

4 Data encryption in cloud infrastructures [4] A technology designed for distributed data encryption without using a single 
distribution and certification center.
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provide adequate measures to assess the overall security 
of the cloud system. Therefore, this paper proposes 
a Cloud Security Capabilities Maturity Model that 
augments existing cybersecurity models with a security 
metric. In [6], a methodology is presented to determine 
the best security measures for multi-cloud applications 
whose components are deployed in heterogeneous 
clouds. The methodology is based on application 
decomposition and threat modeling on components, 
followed by risk analysis along with capturing cloud 
business and security requirements. However, in these 
works, insufficient attention is paid to the processes and 
technologies of IS monitoring, which significantly affect 
the quality of its output information (completeness, 
relevance, timeliness, etc.).

The output information generated by ADPS is a 
collection of data obtained as a result of performing sets 
of data analytics functions included in its composition 
with a certain structure or several possible types of 
structures. Such collections of data can be used either 
in the current system, or redirected to other systems 
present in this cloud infrastructure. The quality of the 
ADPS output information is the degree of its suitability 
for use in detecting and investigating IS incidents by a 
security officer.

Computer modeling is one of the main methods 
proposed to improve the quality of data obtained as a 
result of the analysis of IS monitoring data using ADPS.

PROBLEM STATEMENT

Modern IS monitoring systems are created to ensure 
the possibility of an adequate and timely response to 
cyber attacks aimed at the information infrastructure 
of the electronic document management system and 
IS management of the company, which is the main 
component necessary for a prompt and strategic response 
to current threats, in accordance with the company’s IS 
policy. Such infrastructure can be built on the basis of 
LAN technologies, constituting a “private cloud of the 
company” and/or in the form of cloud infrastructures 
provided by cloud service providers, constituting a 
“public cloud of the company.” 

To create an effective IS management system, a 
company needs to automate its management functions 
as much as possible, taking into account modern 
requirements for IS monitoring and the characteristics 
of hybrid cloud infrastructures.

Thus, the task of developing models of an analytical 
data processing system for monitoring the IS of an 
informatization object using cloud infrastructure is 
urgent. It is advisable to divide this task into a number 
of subtasks.

The first subtask is to develop a general model of 
the structure of the information support of the analytical 
data processing system for IS monitoring. The solution 
of this problem allows one to determine rational 

Table 2. Purpose of modern products for IS of cloud infrastructures

No. 
Product name 
for IS in cloud 
infrastructures

Manufacturer of 
IS product in cloud 

infrastructures
Purpose

1 MVision Cloud McAfee Creation of a “dynamic protection perimeter” capable of adapting to the 
dynamic conditions of the external environment. Create security policies 
and apply them to SaaS, PaaS, IaaS solutions, containers and virtual 
cloud components.

2 Cisco Cloud Security Cisco Protect users, data, and applications in the cloud from compromised 
account attacks, malware, and data leaks, no matter where they are or 
where they access the Internet. Neutralizing malware before it spreads 
to the network or endpoints and shortens recovery time from infection.

3 FortiGate-VM FortiNet High-speed VPN connections are used to protect data. Security policies 
are enforced in all environments. Cloud Security Center provides a 
centralized and consistent implementation of corporate network security 
and communications, and maintains secure connectivity of networks, 
locations, clouds, and data centers.

4 Kaspersky Security for 
virtual and loud envi-

ronments 

Kaspersky Laboratory Simultaneous implementation of both the protection of the work 
environment and the concept of “security as code,” which ensures 
continuous integration of workflows and bridging the cybersecurity gap 
in development environments.

5 CheckPoint 
CloudGuard

CheckPoint Support of the widest range of cloud infrastructures including AWS, 
Microsoft Azure and Azure Stack, Google Cloud Platform, VMware 
Cloud on AWS, and more. Automatic provisioning and automatic 
scaling, along with automatic policy updates, ensures that defenses keep 
up with changes in your cloud. One unified console provides consistent 
visibility, policy management, logging, reporting, and control across all 
cloud environments and networks.
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solutions close to the optimal, which are certain sets of 
information elements distributed over the nodes of the 
ADPS computer network.

The second subtask is to determine the nature and 
degree of dependence of the usefulness of information 
technology on time and the ratio of the qualification 
level of an IS specialist and the skill level of an attacker. 
The solution to this problem allows us to identify the 
conditions under which the utility of IT will be the best.

The third subtask is the development of a set of private 
models of the ADPS information support structure for 
monitoring the IS of an informatization object in a cloud 
infrastructure. The solution to this problem allows us to 
determine the rational structure of information support 
for ADPS according to particular criteria [7, 8].

DEVELOPMENT OF A GENERAL MODEL  
OF THE INFORMATION SUPPORT STRUCTURE  

OF THE ADPS FOR MONITORING IS

Let:

	 θ = F(δ, t),� (1)

where θ is the quality of the IS monitoring system; F 
is the quality function of the IS monitoring system; 
δ = G(R), where δ is the quality of the analysis of events 
of the ADPS IS; t is the time required for the analytical 
data processing system to make a decision on how likely 
it is that a particular IS event or their combination is an 
IS incident; G is a function of the quality of the analysis 
of events of the ADPS IS;

R = H(S),

where R is the degree of compatibility of data 
analysis procedures with data types about IS events; 
H is a function of the degree of compatibility of data 
analysis procedures with data types about IS events; S 
is the structure of information support for ADPS (sets 
of information elements distributed over the nodes 
of the ADPS computer network: data on IS events, 
additional data for the analysis and investigation of 
IS incidents).

Then the general model of the structure of the 
information support of the analytical data processing 
system for IS monitoring is as follows:

Find max
{ }S

θ  under constraints:

	  t1 < t2; δ1 < δ < δ2; R1 < R < R2,� (2)

where t1–t2 is the time period for which it is necessary to 
make a decision as to how likely it is that a particular IS 
event or their combination is an IS incident for the most 
effective response to this incident and its investigation;

δ1–δ2 are the limits of the degree of quality of the 
analysis of IS events by the analytical data processing 
system, which make it possible to make a decision as 
to how likely it is that a particular IS event or their 
combination is an IS incident with the required degree 
of reliability;

R1–R2 are the limits of the degree of compatibility 
of data analysis functions with types of data on IS events, 
in which it is possible to make a decision as to how likely 
it is that a particular IS event or their combination is an 
IS incident.

DEVELOPMENT OF A MODEL  
OF DEPENDENCE OF THE USEFULNESS  

OF INFORMATION TECHNOLOGY ON TIME  
AND THE RATIO OF THE QUALIFICATION LEVEL 

OF AN IS SPECIALIST AND AN ATTACKER

To develop a model of the dependence of usefulness 
of information technology on time and the ratio of 
the skill level of an IS specialist and an attacker, it is 
proposed to use an analytical model based on the 
Rayleigh statistical distribution [9]. The ratio of the skill 
level of an IS specialist who eliminates vulnerabilities 
in software and hardware to the skill level of an attacker 
who attacks software and hardware that implements IT 
is used as a parameter of the Rayleigh distribution scale.

The assessment of the dependence of the utility of 
information technology on time and the ratio of skill 
levels of these categories is as follows:

	 P t t t
t

( , ) , ,σ
σ

σ > 0,2σ= − ≥
−

1 02
2e � (3)

where P is the level of IT usefulness at time t; σ 
is the ratio of the quantitative evaluation of the 
qualification level of an IS specialist to the skill level 
of the attacker.

The correspondence between quantitative and 
qualitative assessment of the qualification levels of an 
IS specialist and an attacker is given in Tables 3 and 4, 
respectively. In the case when the opposing sides  are 
groups of people, it is necessary to apply group quan
titative assessments of the level of their qualifications 
to them [10]. The final matrix of relationships between 
quantitative assessments of the qualification levels of an 
IS specialist and the skill level of an attacker is presented 
in Table 5.

The analysis of graphs in Fig. 1 shows that with an 
increase in the skill level of an attacker, the usefulness of 
IT for users decreases faster, and with an increase in the 
level of qualification of an IS specialist, the usefulness 
of IT for users quickly returns to the maximum value, 
which corresponds to reality.
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Table 3. Correspondence of quantitative and qualitative assessments of qualification levels of an IS specialist

IS specialist class Qualitative assessment of the qualification 
level of an IS specialist 

Quantitative assessment of the qualification 
level of an IS specialist

Highly qualified specialist High 1
Ordinary specialist Intermediate 2

Low-skilled specialist Low 3

Table 4. Correspondence of quantitative and qualitative assessments of the attacker’s skill levels

Attacker’s class Qualitative assessment of the qualification 
level of an attacker

Quantitative assessment of the qualification 
level of an attacker

Highly qualified specialist High 3
Ordinary specialist Intermediate 2

Low-skilled specialist Low 1

Table 5. The final matrix of relationships between quantitative assessments of the qualification levels of an IS specialist 
and the skill level of an attacker

IS specialist’s class
Attacker’s class Highly qualified specialist Ordinary specialist Low-skilled specialist

Highly qualified specialist 0.33 0.5 1
Ordinary specialist 0.66 1 2

Low-skilled specialist 1 1.5 3

Fig. 1. Dependence of the usefulness of information technology on time and the ratio of the qualification 
levels of an IS specialist and an attacker
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DEVELOPMENT OF PARTICULAR MODELS  
OF THE INFORMATION SUPPORT STRUCTURE  

OF THE ADPS FOR MONITORING SECURITY  
OF THE INFORMATIZATION OBJECT  

IN THE CLOUD INFRASTRUCTURE

Currently, in the field of IS management of modern 
informatization objects in cloud infrastructures, a group 
of IS incident management tasks is distinguished, which 
includes the following main tasks: monitoring IS events 
of informatization objects in cloud infrastructures and 
identifying IS incidents; registration of IS incidents; 
analysis of IS incidents; informing the administration of 
cloud infrastructure service providers about all cases of 
IS violations; collection of evidence for responding to 
incidents of IS in cloud infrastructures and others. From 
a practical point of view, one of the most effective ways 
to creating IS monitoring is the use of systems of the 
security information and event management (SIEM) 
class [11–14]. 

Solutions of the SIEM class are designed to provide 
the following functions:

•	 management of information and security events, 
including those in cloud infrastructures;

•	 collection and storage of registered security events;
•	 processing and analysis of IS events stored in 

internal databases using a system of rules created 
and managed by a security officer and unique for 
each cloud infrastructure.
The implementation of the above functions allows 

for the identification and analysis of incidents, as well 
as verification of the compliance of the IS management 
system with existing requirements and norms that are 
part of the standards, recommendations, orders and other 
regulatory and guidance documents in this area [15]. 
The implementation of the above functions assumes 
the presence of ADPS in systems of the SIEM class, 
the principles of construction of which were indicated 
earlier, or, at least, its key components.

However, the main disadvantage of such systems is 
the relatively long period of time required for them to 
analyze the data and make a decision about whether this 
IS event or their combination is an IS incident or not 
[16–18].

This drawback is based on the contradiction between 
the distributed nature of information sources about an IS 
event in cloud infrastructures (as a rule, these sources 
are IS tools integrated in cloud infrastructures) and a 
centralized way of deciding on actions with IS incidents. 
To resolve this contradiction, it is necessary, on the 
one hand, to provide the decision-making process with 
the most complete information, and on the other hand, 
this information must be relevant. Taking into account 
the large volumes of data on IS events in ADPS, it is 
necessary to optimize the structure of information 

support for ADPS, taking into account the structure and 
technical characteristics of the LAN.

The peculiarities of the functioning of ADPS for 
monitoring the IS of an informatization object based 
on cloud infrastructure allow for solving problems 
of improving the quality of output information using 
computer modeling, using the methods of utility theory, 
which make it possible to assess the useful effect of 
placing information elements in certain computing 
nodes of the cloud infrastructure [17]. Modern ADPS 
makes it possible to establish the degree of information 
reliability, taking into account not only the degree of 
completeness and accuracy of the data (the sufficiency 
of data for solving the problem and the correspondence 
of the structure and content of the data to the systems, 
the use of which is optimal for solving the assigned 
tasks), but also the degree of relevance of the data (the 
ability of information to reflect the real state of objects 
at the current time).

The method for determining the optimal computing 
nodes of the cloud infrastructure from the point of view 
of monitoring IS for placing certain types of information 
elements in them and distributing these elements 
among the nodes is based on computer modeling 
of the cloud infrastructure, in which IS is monitored 
and the application of the utility theory methods 
for assessing the degree of type correspondence 
information elements to one or another computing 
node of the cloud infrastructure. The specificity of 
IS incident management involves working with data 
arrays, which makes it possible to select the necessary 
data sets that can be distributed among the nodes of 
the cloud infrastructure based on the model [16–19]. 
Consequently, particular models should be used, 
among other things, to determine the structure and 
volumes of information exchange between nodes of the 
cloud infrastructure. The information support of ADPS 
for monitoring the IS of an informatization object in 
the cloud infrastructure can include both the data about 
the state of the IS of the informatization object in the 
cloud infrastructure, obtained directly from the IS tools 
deployed inside the cloud infrastructure, as well as 
their copies and/or prehistories received in the nodes 
cloud infrastructure in the places of their use ADPS 
for monitoring the IS of the object of informatization. 
It is advisable to use as particular criteria of these 
models: the maximin criterion of the usefulness of 
information support of ADPS for monitoring the IS of 
an informatization object in a cloud infrastructure; the 
criterion for the maximum relevance of information 
support distributed over the nodes of the cloud 
infrastructure for complex systems with a low degree 
of centralization of management [7, 8].

The result of solving the problem of developing the 
structure of the information support of the analytical 
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data processing system for monitoring the IS of the 
informatization object is the optimal composition, 
according to given criteria, of the information support 
components of the ADPS and their placement on the 
nodes of the cloud infrastructure.

CONCLUSIONS

This article has analyzed the problem of determining 
a rational structure of information support for ADPS for 
monitoring the IS of an informatization object in a cloud 
infrastructure. At the same time, the ISMS, built on the 
basis of modern SIEM-systems, were considered, and a 
formalized approach based on the development and use 
of methods of mathematical and computer modeling was 
proposed. 

The formalization and solution of this problem is 
based on the methods of utility theory and operations 

research, which allow using computer modeling to 
determine the optimal composition of the information 
support of ADPS and their distribution among the 
nodes of the cloud infrastructure in terms of the general 
usefulness of information, taking into account the 
analytical information technologies used in these nodes 
to identify IS incidents.

In general, this approach makes it possible to 
increase the efficiency of the procedure for identifying 
IS incidents by organizing a rational exchange of 
information between nodes of the cloud infrastructure 
(information protection means), taking into account 
the characteristics of analytical data processing 
procedures, and, in general, the quality of the IS 
monitoring system.
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Abstract. The article deals with the issues of synthesis and analysis of information-measuring and control systems 
of quadcopters (QCs). The main sensors and modules used to determine the parameters of the coordinates of QCs 
are given. The speed-controlled electric drives used for control and the features of their choice are considered. 
The coordinate systems (fixed and mobile) and the kinematic scheme are given, according to which a system of 
differential equations is presented. The system describes the dynamics of the QC movement and takes into account 
the expected smooth movement of the QC with small roll and pitch angles. A functional scheme and a mathematical 
model of the information-measuring and control system of the QC in the form of a block diagram are developed 
taking into account the influence of delays in the receipt of information from the sensors of the QC parameters. A 
special feature of this work is to take into account the specific characteristics of the elements: adjustable electric 
drives (both direct and alternating current), parameter sensors (barometers, accelerometers, rangefinders, etc.). 
The paper studies an illustrative algorithm for the operation of the information-measuring and control system of the 
quadcopter. The type and parameters of the controllers of the QC control systems are determined. Special attention 
is paid to the settings for the control contours at the corresponding coordinates. The influence of the controllers of 
the coordinate control systems of the information-measuring and control systems of the QC on the effects of the 
interaction of coordinates is considered. The simulation results are presented. The optimal number of control loops 
for the coordinates of the information-measuring and control systems of the QC and the optimal type of settings for 
obtaining smooth transients (without overshoot) and for excluding the interaction of coordinates on quality indicators 
are determined.
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Резюме. В статье рассмотрены вопросы синтеза и анализа информационно-измерительных и управляющих си-
стем квадрокоптеров. Приведены основные датчики и модули, применяемые для определения параметров коор-
динат квадрокоптеров. Рассмотрены регулируемые по скорости электроприводы, применяемые для управления, 
и особенности их выбора. Приведены системы координат (неподвижная и подвижная) и кинематическая схема, в 
соответствии с которыми представлена система дифференциальных уравнений, описывающая динамику движе-
ния квадрокоптера и учитывающая предполагаемое плавное движение квадрокоптера с малыми углами крена и 
тангажа. Разработаны функциональная схема и математическая модель информационно-измерительной и управ-
ляющей системы квадрокоптера (ИИУС КК) в виде структурной схемы, выполненные с учетом влияния запазды-
ваний поступления информации с датчиков параметров квадрокоптера. Особенностью данной работы является 
учет конкретных характеристик элементов: регулируемых электроприводов (как постоянного, так и переменного 
тока), датчиков параметров (барометров, акселерометров, дальномеров и пр.). В работе исследован показатель-
ный алгоритм работы информационно-измерительной и управляющей систем квадрокоптера, определены тип и 
параметры регуляторов систем управления. Особое внимание уделено параметрам настройки для соответствую-
щих контуров управления. Рассмотрено влияние указанных регуляторов информационно-измерительной и управ-
ляющей системы квадрокоптера на эффекты взаимовлияния координат. Представлены результаты моделирова-
ния. Определено оптимальное количество контуров управления координатами информационно-измерительной и 
управляющей системы квадрокоптера и оптимальный вид настроек для получения плавных переходных процес-
сов (без перерегулирования) и исключения взаимовлияния координат на показатели качества.

Ключевые слова: квадрокоптер, регулируемый электропривод, датчики параметров, оптимум по модулю
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GLOSSARIUM 

Yaw—angular movement of the aircraft around its 
vertical axis. 

Pitch—angular motion in which its longitudinal 
axis changes its direction relative to the horizontal 
plane. 

Roll—the deviation of the plane of symmetry from 
the vertical position.

INTRODUCTION

A modern quadcopter (QC) is an unmanned aerial 
vehicle with four controllable propellers providing 
movement along a given trajectory, designed for 
transporting usually light instruments and objects at a 
limited distance as well as for mineral exploration and 
other observations [1, 2]. General view of a typical 
quadcopter is shown in Fig. 1.
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Fig. 1. General view of a typical QS

The use of QCs provides certain advantages [3–5]:
•	 cost-effectiveness; 
•	 responsiveness;
•	 the capability of reaching high speed, gliding, and 

hovering over the control point;
•	 lower cost of manufacturing and operation (with com-

parable efficiency of fulfilling the assigned tasks);
•	 possibility of using without pilots. There is no dan-

ger of accident at that.
The disadvantages include the outstanding issues of 

integrating quadcopters into a common airspace as well 
as the certification, insurance, and registration issues, 
being already worked on.

MATERIALS AND METHODS

The QC motion is described in the fixed and moving 
coordinate systems shown in Fig. 2.  

Y1
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Fig. 2. (a) Fixed and moving coordinate systems,  
(b) kinematic scheme of a QC

Here, X, Y, and Z is the fixed coordinate system; 
X1, Y1, and Z1 is the moving coordinate system, Fi are 
propeller thrust forces; Vi are rotation speeds of actuator 
motors of electric drives; R is the yaw angle; T is the 
pitch angle; K is the roll angle; g is the acceleration of 
gravity; ωi is the rotational speed of rotation of the ith 
propeller (i = 1, ..., 4).

The QC dynamics may be described by a system of 
differential equations in the following form [6]:

	




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F F F F
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R T K R K
A
m
Xx
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+ + +

×

× +[ ] −
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cos sin cos sin sin , � (1)
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
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F F F F
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R T K R K
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×

× +[ ] −
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sin sin cos cos sin ,  � (2)

	  Z
F F F F

m
T K

A
m
Z gz=

+ + +
− −1 2 3 4 cos cos , � (3)

	 T l
J

F F
xx

= −( )4 2 , � (4)

	 K l
J

F F
yy

= −( )3 1 , � (5)

	 R lb
J K

F F F F
zz T

= − + −( )1 2 3 4 , � (6)

	 F Ki T i= ω 2. � (7)

Here, Fi stands for propeller thrust forces; Jxx, Jyy, 
Jzz are the QC inertia moments about corresponding 
axes; m is the QC weight; l is the distance from the 
QC center to the motor mounts; b is the process factor; 
Ax, Ay, and Az are drag coefficients, and ω is the motor 
shaft speed.

The QC specific values are the following:  
m  =  0.5 kg; l  =  0.25 m; КТ  =  4∙10−5 (Н∙s2)/rad2; 
b  =  1.2∙10−7 (Н∙m∙s2)/rad2; Ax  =  Ay  =  Az  =  1  kg/s; 
Jxx  =  Jyy  =  5∙10−3 kg∙m2; Jzz  =  9∙10−3  kg∙m2; 
ωimax = 300 rad/s. 

Since smooth motion of the QC with small roll 
and pitch angles is assumed, cosT ≈ cosK ≈ cosR ≈ 1, 
while sinT ≈ T, sinK ≈ K, and sin(R) ≈ 0. In addition, 
assuming smooth motion in the XOY plane, i.e., 
fulfillment of the condition (F1 + F2 + F3 + F4) = mg, 
equations (1)−(7) may be converted into the following 
form:

	  X K T
A
m
Xx

x= ( ) −T , �  (8)

	  Y K K
A

m
Yy

y= − ( ) −K , �  (9)

	  Z
F F F F

m
A
m
Z gz=

+ + +
− −1 2 3 4 , � (10)

	 T l
J

F F
xx

= −( )4 2 , �  (11)
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	 K l
J

F F
yy

= −( )3 1 , �  (12)

	 R lb
J K

F F F F
zz

=
×

− + −( )
T

1 2 3 4 . � (13)

Here, KTx and KKy are coefficients of mutual 
influence at corresponding coordinates (X, Y) of 
the QC.

To avoid possible uncertainties in understanding 
the following material, the concept of an information-
measuring and control system (IMCS) of a QC should 
be introduced.

The QC IMCS implies a combination of hardware 
and software collecting, storing, and processing data 
on motion parameters, as well as the development of 
control actions for the control elements [7].

The following basic sensors are used for determining 
the QC coordinate parameters [8–11].

A barometer is a pressure measurement device 
which readings may give an indication of the flight 
altitude. The combination of a pressure sensor and GPS 
altitude sensor indicates the least error in determining 
altitude. The parameters of the commonly used MS5611 
barometer (MEAS Switzerland SA) are the following:

•	 measured pressure ranges from 10 to 1200 hPa;
•	 accuracy is up to 0.1 m in the most accurate mode;
•	 measurement time is up to 10 ms.

An ultrasonic sensor is an instrument used for 
obtaining reliable information on the distance to large 
targets, even in environments with strong acoustic 
or electrical noise sources. The parameters of the 
commonly used I2XL-MaxSonar-EZ4 ultrasonic sensor 
are the following:

•	 reading interval is 67 ms (15 Hz);
•	 maximum distance is 765 cm;
•	 resolution within the range from 25 to 765 cm is 

0.1 m.
A magnetometer is an electronic compass providing 

flight information relative to the Earth’s magnetic field, 
located on the controller board.

A gyroscope is a device used for measuring the rate 
of angle change (usually measured along three axes). 

An accelerometer is a device used for measuring 
the QC linear acceleration in the three-axis system. The 
parameters of the commonly used device combining 
gyroscope and MPU6050 accelerometer are the following:

•	 the range of measured angular velocities for 
gyroscope is ±250, ±500, ±1000, and ±2000 °/s;

•	 the range of measured accelerations for accelerometer 
is ±2, ±4, ±8, and ±16g.
A camcorder is a device used for recording the 

captured image. The parameters of the widely used 
Stack-X-1080P camcorder are the following:

•	 focal length is 2.8 mm;
•	 lens angle is H: 130°, V: 98°;
•	 camera sensor is 1/2.5-inch CMOS;
•	 DVR frame rate is 60 fps;
•	 NTSC or PAL video format.

GPS/GLONASS navigation module (e.g., H507A-05 
Flight control PCBA) allows tracking and measuring 
distance, speed, and time. In fact, it is also a tracking system 
allowing identifying the exact location of the vehicle.

A flight controller module allows the QC to track its 
current location and speed. It also receives signals from 
the operator’s transmitter. The flight controller interacts 
with the sensors onboard the QC to ensure a smooth 
flight, in particular with accelerometer, gyroscopes, 
and all that. In addition, the flight controller calculates 
the speed of each of the four engines and sends control 
signals to the electronic speed controllers (ESC).

Adjustable electric drives (AED) play a key role in 
QCs. They consist of an ESC and an electric motor. It is 
essential that both magnetoelectric and brushless (BL) 
direct current motors are used currently as electric 
motors in QCs. However, BL motors have become 
commonly used recently, which is due to their good 
performance characteristics [12], such as high specific 
torque, quick response, and control simplicity.

The parameters of the commonly used AED 
consisting of the ESC HW30A control unit and Walkera 
QR X350 motor are the following: 

•	 supply voltage is 12 V; 
•	 maximum current is 30 A; 
•	 nominal rotor speed is 314 rad/s.

The development of the functional scheme and 
mathematical model for QC IMCS with special attention 
to its components will now be discussed [13–16]. Here, 
close attention should be paid to the values of delays in 
receiving information from corresponding sensors of QC 
parameters on the position of coordinates and their speeds. 
In the paper, these delays are considered as time constants 
for transfer functions of the corresponding sensors.

Taking into account the above equations, the 
functional and structural diagrams for the QC IMCS 
shown in Figs. 3 and 4 have been developed.

Here, the following designations are accepted: PCz, 
PCх, PCy, PCt, PCk, and PCr are position controllers for Z, 
X, Y, T, K, and R coordinates, respectively; AED1–AED4 
are four adjustable electric drives; SCt, SCk, and SCr 
are speed controllers for Т, К, and R coordinates; PSz, 
PSх, PSy, PSt, PSk, and PSr are position sensors for Z, X, 
Y, T, K, and R coordinates, respectively; SSt, SSk, and 
SSr are speed sensors for Т, К, and R coordinates; CE1 
and CE2 are correcting elements; USETz, USETx, USETy, 
USETt, USETk, and USETr are position setting signals 
for Z, X, Y, T, K, and R coordinates, respectively; USz, 
USx, USy, USt, USk, and USr are signals from position 
sensors for Z, X, Y, T, K, and R coordinates, respectively; 
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UPCz, UPCr are output signals from Z and R coordinate 
position controllers, respectively; USETt, USETk are 
signals of setting Т and К coordinates; USETSt, USETSk, 
and USETSr are signals of setting Т, К, and R coordinate 
speeds, respectively; USCt, USCk, USCr are signals from 
controllers of Т, К, and R coordinate speeds; Fz is the 
thrust force at Z coordinate; Р is QC weight; Vz is the 
displacement velocity at Z coordinate; Мk, Vk are the 
torque and speed at T coordinate; Mk, Vk are the torque 
and speed at K coordinate; Мr, Vr are the torque and speed 
at R coordinate; Кtz, Кtt, Кtk, and Кtr are physical factors; 
WPCz(S), WPCx(S), WPCy(S), WPCt(S), WPCk(S), and 
WPCr(S) are transfer functions of position controllers for 
Z, X, Y, T, K, and R coordinates, respectively; WSCt(S) and 
WSCk(S) are transfer functions of speed controllers for T 
and K coordinates, respectively; S is the Laplace operator; 
КAED and ТAED are the transfer factor and time constant 
for AED, respectively; КPSz and ТPSz are the transfer factor 
and time constant for position sensor at Z coordinate, 
respectively; КPSх and ТPSх are the transfer factor and time 
constant for position sensor at X coordinate, respectively; 
КPSy and ТPSy are the transfer factor and time constant 
for position sensor at Y coordinate, respectively; КPSt 
and ТPSt are the transfer factor and time constant for 
position sensor at T coordinate, respectively; КPSk and 
ТPSk are the transfer factor and time constant for position 
sensor at K coordinate, respectively; КPSr and ТPSr are the 
transfer factor and time constant for position sensor at R 
coordinate, respectively; КSSt and ТSSt are the transfer 
factor and time constant for speed sensor at T coordinate, 
respectively; КSSk and ТSSk are the transfer factor and time 
constant for speed sensor at K coordinate, respectively; 
КSSr and ТSSr are the transfer factor and time constant for 
speed sensor at R coordinate, respectively; Кvz and Тvz 
are the transfer factor and time constant for velocity node 
at Z coordinate, respectively; Кvx and Тvx are the transfer 
factor and time constant for velocity node at X coordinate, 
respectively; Кvy and Тvy are the transfer factor and time 
constant for velocity node at Y coordinate, respectively; 
Кvt is the transfer factor for velocity node at T coordinate; 
Кvk is the transfer factor for velocity node at K coordinate; 
Кvr is the transfer factor for velocity node at R coordinate; 
FPCz, FPCх, FPCy, FPCt, FPCk, FPCr, and FPCz are 
nonlinearities of position controllers at Z, X, Y, T, K, and 
R coordinates, respectively; F1, F2 are nonlinearities of 
correcting devices; FSCt and FSCk are nonlinearities of 
speed controllers at Т and К coordinates.

The QC coordinate control loops are adjusted to 
technical and symmetrical optimums [17]. Specific 
values for the QC IMCS are given below.

For the control loop at Z coordinate: 
Кtz  =  4·10−5 (Н·s2)/rad2; Кvz  =  5  (1/s); Тvz  =  2  s; 

КAED = 2.5 rad/(discrete·s); ТAED = 0.001 s; КPSz = 1; 
ТPSz  =  0.01 s. The loop is adjusted to the technical 
optimum; in this case, 

WPCz(S) = 5000(1 + 0.5S)/(1 + 0.05S).

For the control loop at X coordinate: 
Кtt  =  4∙10−5 (Н·s2)/rad2; Кvt  =  50  1/(kg·m2); 

Кvx = 50 (1/s); Тvх = 2 s; КSSt = 1; ТSSt = 0.01 s; КPSt = 1; 
ТPSt = 0.05 s; КPSx = 1; ТPSx = 0.05 s. The speed loop 
at T coordinate is adjusted to the technical optimum; in 
this case, 

WSCt(S) = 500.

The position loop at T coordinate is adjusted to 
the technical optimum; in this case, 

WPCt(S) = 500.

The position loop at X coordinate is adjusted to the 
technical optimum; in this case, 

WPCх(S) = 0.1(1 + 0.5S)/(1 + 0.05S).

For the control loop at Y coordinate: 
Кtk  =  4·10−5  (Н·s2)/rad2; Кvk  =  50  1/(kg·m2); 

Кvy = 50 (1/s); Тvy = 2 s; КSSk = 1; ТSSk = 0.01 s; КPSk = 1; 
ТPSk = 0.05 s; КPSy = 1; ТPSy = 0.05 s. 

The speed loop at К coordinate is adjusted to the 
technical optimum; in this case, WSCk(S) = 500. 

The position loop at К coordinate is adjusted to the 
technical optimum; in this case, WPCk(S) = 500. 

The position loop at Y coordinate is adjusted to the 
technical optimum; in this case, 

WPCy(S) = 0.1(1 + 0.5S)/(1 + 0.05S).

For the control loop at R coordinate: 
Кtr  =  4·10−5 (Н·s2)/rad2; Кvr  =  50  1/(kg·m2); 

КSSr = 1; ТSSk = 0.01 s; КPSr = 1; ТPSr = 0.01 s.
The speed loop at R coordinate is adjusted to the 

technical optimum; in this case, WSCr(S) = 500.
The position loop at R coordinate is adjusted to the 

technical optimum; in this case, WPCr(S) = 500.
Since all coordinate control systems of QC perform 

their functions through 4 actuating motors, there is a 
strong mutual influence between them to be considered 
in using.

In the paper, rather the simple but illustrative 
operation algorithm for the QC IMCS has been 
investigated: the QC gains a height of 1 m; after 1 s, 
the QC moves to the right by 1 m; then the QC moves 
to the left by 1 m. In this case, the control systems 
for Z coordinate, X coordinate, and T coordinate (as 
intermediate one) are activated in the QC. When 
the control system is in operation, it is essential to 
observe the influence of a single coordinate (e.g., X) 
on the control system operating at another coordinate 
(e.g.,  Z), one after one. This influence should be 
minimal with the controllers selected properly.
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SIMULATION RESULTS

The behavior of the synthesized QC IMCS is 
simulated by applying the step signal having amplitude 
of 1 m to the input of the Z coordinate control system 
as well as the meander-type signal having amplitude of 
1 m and frequency of 0.125 Hz to the input of the X 
coordinate control system after a time equal to 1 s. The 
simulation results are shown in Figs. 5–7.

The analysis of Figs. 5–7 shows that the synthesized 
IMСS as a part of the QC has the good control 

characteristics that are the absence of the overcontrol 
and the low static error (less than 10 mm). It should be 
noted that such good results have been obtained with the 
errors of the QC coordinate parameter sensors neglected. 
When they are taken into account, static errors increase 
significantly.

In addition, the regulators of the QC IMCS 
coordinate control system neutralize the mutual influence 
of coordinates.

With the parameters of coordinate controllers 
changing towards performance degradation of control 

(а)                                                                                                                     (b)
Fig. 5. Position setting signals for Z coordinate (a) and actual position signals (b)

(а)                                                                                                                    (b)
Fig. 6. Position setting signals for Х coordinate (a) and actual position signals (b) 

(а)                                                                                                                    (b)
Fig. 7. Position setting signals for Т (а) coordinate (a) and actual position signals (b)
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loops, the effects of mutual influence of coordinates 
manifesting in shifts of some coordinates during 
operation of other coordinates, etc., are evidenced.

CONCLUSIONS

Based on the above, the following conclusions can 
be drawn:

•	 it would be advisable to implement the QC IMCS in 
the form of four control loops for the X, Y, Z, and R 
coordinates;

•	 control loops for the T and K coordinates should be 
subordinated to the position controllers of control 
loops for the X and Y coordinates;

•	 control loops for coordinates should be adjusted 
to the optimum modulus, thus obtaining 
smooth transients (without overcontrolling) and 
practically excluding the mutual influence of 
coordinates.

Authors’ contribution. All authors equally contributed 
to the research work.
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Abstract.
Objectives. The quality of a radio receiver preselector largely determines its main characteristics, including sensitivity. 
A preselector usually consists of linear elements: inductors, capacitors, low noise amplifiers, and switches. At high 
frequencies, the components cannot be considered as ideal ones, since active and reactive parasitic parameters 
significantly affect the frequency response of the components and, as a consequence, the network. Therefore, 
simulation of the networks requires more sophisticated component models, which take into account parasitic 
parameters. However, if refined components models are applied, it is still possible to obtain unsatisfactory results, 
since interconnections and footprints pads also affect the frequency response. This is true even if short traces with a 
length of about 5 mm are used at frequencies of about 100 MHz. These features must be taken into account for RF 
network design. The purpose of the work is to ensure the required characteristics of the preselector in the design 
process based on computer simulation.
Methods. Egor Gurov’s methodology for analog VHF LC-filters was applied to radio receiver preselector design. The 
methodology contains the methods of discrete optimization, Monte-Carlo method, momentum analysis with Green’s 
functions. Experimental results were obtained by prototype implementation and measurement with a vector network 
analyzer. 
Results. The article presents the preselector design process. The preselector contains two analog switches, an 
analog band-pass filter, an analog high-pass filter, and a low-noise amplifier. Simulation and experimental results 
with their comparison are presented in the article.
Conclusions. Satisfactory results were obtained. It means that the Egor Gurov’s method for analog filters design 
can be applied for more complex networks design such as radio receiver preselectors.

Keywords: radio receiver, preselector, SPICE model, scattering matrix, mathematical modeling, electronic 
component, microstrip line, frequency range, parasitic parameters
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Резюме.
Цели. Качество преселектора радиоприемника в значительной мере определяет его основные характери-
стики, в том числе чувствительность. Преселектор обычно состоит из линейных элементов – катушек ин-
дуктивности, конденсаторов, малошумящих усилителей и ключей. При работе на высоких частотах нельзя 
считать эти компоненты идеальными, так как активные и реактивные паразитные параметры вносят зна-
чительный вклад в частотную характеристику цепей. Поэтому для моделирования высокочастотных схем 
требуются более сложные модели компонентов, учитывающие паразитные составляющие. Однако при 
применении для всех компонентов уточненных моделей или S-параметров вероятность получения неудов-
летворительных результатов сохраняется, поскольку соединительные линии и контактные площадки также 
вносят заметные искажения в частотную характеристику. Это наблюдается и для коротких линий длиной 
около 5 мм, которые оказывают влияние на частотах порядка 100 МГц. Поэтому подобные явления необ-
ходимо учитывать при разработке. Цель работы – обеспечение требуемых характеристик преселектора в 
процессе его автоматизированного схемотехнического проектирования на основе компьютерного моде-
лирования.
Методы. Использована методика Гурова Е.В. для проектирования аналоговых фильтров диапазона метро-
вых волн, но применительно к преселектору радиоприемника. Она включает в себя методы дискретной оп-
тимизации, имитационного моделирования Монте-Карло, метод моментов для электромагнитного модели-
рования с использованием функции Грина. Экспериментальные результаты получены путем изготовления 
опытного образца и измерений с помощью векторного анализатора цепей.
Результаты. Представлен процесс проектирования преселектора радиоприемника диапазона метровых 
волн, состоящего из двух аналоговых ключей, полосового фильтра на сосредоточенных компонентах, мало-
шумящего усилителя и фильтра высоких частот. Приведены результаты моделирования и эксперименталь-
ные результаты, их сравнение.
Выводы. Проведенные численные и натурные исследования позволяют говорить о том, что методика Гу-
рова Е.В. для проектирования аналоговых LC-фильтров в диапазоне метровых волн применима и для более 
сложных цепей, таких как преселектор радиоприемника.

Ключевые слова: радиоприемник, преселектор, SPICE-модель, матрица рассеивания, математическое мо-
делирование, электронный компонент, микрополосковая линия, диапазон частот, паразитные параметры
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INTRODUCTION

The maximum sensitivity of a radio receiver is 
determined by its noise level. Careful design of radio 
receiver units is required to achieve high sensitivity 
[1,  2]. The preselector is connected directly to the 
antenna and has the greatest influence on the intrinsic 
noise. This follows from the Friis formula for the noise 
figure in the case of a series connection of several stages:
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where Ftotal is the total output noise; n is the number of 
stages; F1 is the noise figure of the first stage; G1 is the 
power gain of the first stage, etc. The values of the noise 
coefficients and gains are dimensionless quantities.

It can be noted that the noise figure of the first stage 
is completely presented in the total output noise, and the 
noise figure of the second stage is divided by the gain 
of the first stage [1]. Hence, for maximum sensitivity, it 
is necessary to place a low-noise amplifier next to the 
antenna. However, as it was shown in [3], this approach 
does not always provide the minimum intrinsic noise 
level. In an environment with a large number of 
powerful emitting radio stations, such as large cities, 
a wideband low-noise amplifier may produce higher 
output noise than expected. The solution to this problem 
is a bandpass filter installation before the low-noise 
amplifier.

In the frequency range from several tens of 
megahertz to gigahertz, to obtain an arbitrary frequency 
response (arbitrary bandwidth and stopband), it is 
suitable to use passive inductor–capacitor (LC) filters. 
The design process for such filters is fully automated at 
the moment (for example, using Nuhertz Technologies 
FilterSolutions® software). Here, the well-known 
frequency response approximation method is used, 
which provides an electrical circuit of the filter with 
nominal values of the components, as well as a transfer 
function [4–7].

This method assumes that ideal passive components 
(inductors and capacitors) are applied and traces 
between the components do not affect the transfer 
function of the designed filter. However, at frequencies 

above 10 MHz, non-ideal components and topology 
on a printed circuit board have a noticeable influence 
on the frequency response  [8]. Nuhertz Technologies 
FilterSolutions® software can take a quality factor 
(Q-factor) of the components into account, and even 
replace them with S-parameters. However, it is not 
possible to take into account the printed circuit board 
topology influence. Keysight Genesys software tried to 
automate the filter design process, taking into account 
both parasitic parameters of the components and printed 
circuit board topology. The method for designing LC 
filters in Keysight Genesys software is presented in 
[9]. It takes into account parasitic parameters of the 
components, their tolerances, and printed circuit board 
topology.

A preselector of a radio receiver, besides the filter, 
may contain a low-noise amplifier, which usually has an 
uneven (slope-down) frequency response, and its input 
and output impedances may differ from the standard 
50 Ohm. It can also be used different bandpass filters 
selectable by analog switches.	

This article presents an example of a radio receiver 
preselector design. The preselector consists of analog 
switches that switch the bandpass filters, one bandpass 
filter, a low-noise amplifier, and one high-pass filter. 
Based on the simulation results, a prototype was 
implemented. Experimental results were obtained with 
a vector network analyzer [10]. The obtained data can 
be considered as an application extension of the method 
[9] for the synthesis of more complex circuits than LC 
filters.

PROBLEM STATEMENT

The preselector for the superhetherodyne radio 
receiver with an operating bandwidth of 114…122 MHz 
is under consideration. The maximum sensitivity 
is required at the frequency of 121.5 MHz, and an 
intermediate frequency of 87 MHz on the radio 
frequency (RF) input must be additionally suppressed. 
It is supposed to use three sub-bands, but within 
the framework of this article, only one sub-band is 
considered taking into account the effect of the analog 
switches. The block diagram of the preselector is shown 
in Fig. 1. 

https://doi.org/10.32362/2500-316X-2021-9-6-37-45
https://doi.org/10.32362/2500-316X-2021-9-6-37-45
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1 12 3 4

Fig. 1. Block diagram of the preselector:  
(1) analog switch, (2) bandpass filter,  

(3) low-noise amplifier, and (4) high-pass filter 

Peregrine Semiconductor’s (USA) PE42430 radio 
frequency switch was used for bandpass filter switching, 
and Qorvo’s (USA) TQP3M9035 was used as a low-
noise amplifier. A high-pass filter is required to suppress 
unwanted input signals at the intermediate frequency. It 
also increases the slope and improves the suppression 
of powerful broadcasting stations in the range of 
88...108 MHz. The bandpass filter should also suppress 
the image frequency by at least 50 dB.

Thus, the requirements for the entire network can be 
described by the following expressions:
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where A(f) is the frequency response of the circuit 
(gain vs. frequency); f is the frequency; Apass is the 
minimum allowable signal gain in the passband; Astop 
is the maximum allowable signal gain in the stopband; 
fpass1 and fpass2 are the minimum and the maximum 
frequencies of the passband respectively, fIF is the 
intermediate frequency; fIM is the minimum frequency of 
the image signal; K and B1 are the stability coefficients 
that are described on the Keysight Knowledge Center 
site1. Since the network has an active component, it is 
also necessary to make sure that self-oscillation will 
not occur; therefore, the extra stability requirements 

1	 URL: https://edadocs.software.keysight.com/genesys2018/
simulation/getting-started-with-genesys-simulation/getting-started-
with-measurements/stability-factor-and-measure. Accessed October 
25, 2021.

are imposed. Constraints on the stability coefficients 
must be met at all the frequencies. Here, considering the 
simulation frequencies only is enough, since there will 
be no self-oscillations of the networks if no signal gain. 
The stability coefficients application is limited by the 
networks with only one active amplifier stage.

SIMULATION OF THE PRESELECTOR

The preselector simulation was carried out in the 
Keysight Genesys 2018 software. The models of the RF 
switches and low-noise amplifier were downloaded from 
the manufacturer’s official websites. The software allows 
network simulation with S-parameters, SPICE models, 
carrying out electromagnetic analysis of the printed circuit 
board topology using the method of moments. Thus, both 
the parasitic parameters of the components and the printed 
circuit board topology are taken into account.

The functional diagram of the preselector is shown 
in Fig. 2. To minimize the size of the preselector and 
meet the conditions (2), a third-order bandpass filter 
was applied. A signal with the intermediate frequency 
is suppressed using the LC-shunt connected between the 
capacitors at the output of the low-noise amplifier.

All the capacitors are of standard size of 0402, 
inductors are of the standard size of 0603 or 1206. Blocking 
capacitors C1 and C6 have a capacitance of 0.01 μF.

As the next step, the schematic and topology were 
set up in the Keysight Genesys environment. All the 
components were connected with microstrip lines. 
The topological model is shown in Fig. 3. In addition 
to metallization and contact pads, it also contains the 
contours of the components on the silkscreen layer.

Fig. 3. The topology of the preselector

Fig. 2. Functional diagram of the preselector

https://edadocs.software.keysight.com/genesys2018/simulation/getting-started-with-genesys-simulation/getting-started-with-measurements/stability-factor-and-measure
https://edadocs.software.keysight.com/genesys2018/simulation/getting-started-with-genesys-simulation/getting-started-with-measurements/stability-factor-and-measure
https://edadocs.software.keysight.com/genesys2018/simulation/getting-started-with-genesys-simulation/getting-started-with-measurements/stability-factor-and-measure
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The models with Q-factor were initially chosen as 
the models of inductors and capacitors. The Q-factor 
model consists of an ideal capacitor or ideal inductor 
(for a capacitor and inductor, respectively) with a series 
connection of an ideal resistor (i.e., active resistance), 
it is also known as equivalent series resistance (ESR). 
This allows tuning the nominal values of the component, 
which may not be possible for the more complex and 
accurate models. Different components have different 
ESR values. At the current stage, it was assumed that the 
ESR is constant during the variation of the component’s 
nominal values2,  3 [11, 12]. The initial values of the 
components were obtained using the Keysight Genesys 
built-in automatic filter synthesis tools.

The nominal values of the components were 
calculated by optimization in accordance with the 
methodology [9]. This methodology first employs 
simple component models and selects component 
values. After the optimization, sensitivity analysis is 
conducted and the least sensitive component is replaced 
with the more complex model, which does not allow 
freely changing the value of the main parameter in a 
wide range. Then the optimization must be repeated. 
And so on until all the components are replaced with 
more complex models.

2	 Ceramic capacitors MLCC: application features. URL: 
https://www.compel.ru/lib/56541. Accessed October 25, 2021. (in 
Russ.).

3	 The physical meaning of the group delay of the filter. 
Digital filters with a linear phase-frequency characteristic. Theory 
and practice of digital signal processing. URL: http://www.dsplib.
ru/content/filters/linphase/linphase.html. Accessed October 25, 
2021. (in Russ.).

As a result, all models of the inductors and capacitors 
were replaced with the corresponding S-parameters 
provided by the manufacturers. The boundary conditions 
(2) were set up in the Keysight Genesys software, as 
shown in Fig. 4. Weights have been introduced to get 
the desired shape of the frequency response. Initially, 
they were all equal to 1 but then were manually 
changed during the optimization process. The criterion 
error was multiplied by the corresponding weight. The 
optimization goal was to minimize the total error.

Fig. 4. Boundary conditions for the optimization

The simulation results are presented below. 
Figure 5 shows the frequency response (S21) and the 
return losses (S11, S22). The shaded areas display the 
boundary conditions indicated in Fig. 4. Figure 6 shows 
the stability coefficients (K, B1) and the group delay 
(GD) of the entire network3. In this case, there were no 
requirements imposed for the GD, and it is noted just for 
information.

The applied components for the simulation are listed 
in Table.

Table. Preselector bill of components

Components Nominal value Part number Manufacturer

C1, C6, C9 0.01 μF 5% GRM1555C1E103JE01 Murata (Japan)

C2 3.9 ± 0.1 pF GJM1555C1H3R9BB01 Murata

C3, C4, С8 43 pF 2% GJM1555C1H430GB01 Murata

C5 3.3 ± 0.05 pF GJM1555C1H3R3WB01 Murata

C7 33 pF 5% GJM1555C1H330JB01 Murata

DA1, DA2 – PE42430 Peregrine (USA)

DA3 – TQP3M9035 Qorvo (USA)

L1 390 nH 2% 1206CS-391XGEB Coilcraft (USA)

L2 75 nH 2% LQW18AN75NG80 Murata

L3 8.2 ± 0.2 nH LQW18AN8N2C80 Murata

L4 470 nH 2% 1206CS-470XGEB Coilcraft

L5 47 nH 5% LQW18AN47NJ80 Murata

L6 82 nH 2% LQW18AN82NG80 Murata

https://www.compel.ru/lib/56541
http://www.dsplib.ru/content/filters/linphase/linphase.html
http://www.dsplib.ru/content/filters/linphase/linphase.html
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Fig. 5. Frequency response and return losses of the preselector:  
(1) frequency response, (2) return losses (S11),  

and (3) return losses (S22)

Fig. 6. Stability coefficients and GD of the preselector:  
(1) stability coefficient K (must be greater than 1), (2) GD,  

and (3) stability coefficient B1 (must be greater than 0)
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EXPERIMENTAL RESULTS

The preselector was implemented on the 4-layer 
printed circuit board made of FR-4 fiberglass. The 
topology in Fig. 3 was performed on the top layer, 
the nearest inner layer was a solid polygon connected 
to the “ground” reference layer [8]. The input signal 
was delivered from the SMA connector mounted on 
the printed circuit board, the output signal was taken 
through the U.FL-R-SMT connector. The frequency 
response was obtained using Rohde and Schwarz ZVA8 
vector network analyzer.

The capacitors of the GRM series were installed 
on the prototype instead of the GJM series capacitors 
because the right capacitors had not been purchased 
at that moment. GRM series capacitors have the 
status “not recommended for new designs.” These 
capacitors have a lower Q-factor; therefore, it 

could be expected more attenuation in the passband 
rather than in the simulation results, but without 
significant distortion of the frequency response  
curve.

The experimental results and their comparison to 
the simulated ones are presented in Fig. 7. The figure 
shows only the frequency response (S21). Return losses 
(S11 and S22), as well as stability factors, satisfied the 
required values.

The passband gain in the experimental curve was 
about 1 dB lower than in the simulation results, as was 
expected due to the lower Q-factor of the capacitors. In 
general, both results are in good agreement, especially 
at low frequencies. In the method  [9], it is noted that 
a better frequency response can be achieved by tuning 
(i.e., replacing with another one with different nominal 
value) the most sensitive components on the prototype. 
It has not been done here, since the frequency response 
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of the preselector meets the specified requirements. 
Careful selection of components can be useful as part of 
a release device.

CONCLUSIONS

The radio receiver preselector is the most important 
part since it significantly affects its sensitivity. The 
article describes the design process of the radio 
receiver preselector in the very high frequency (VHF) 
range. The preselector consists of analog switches, 
one bandpass filter, a low-noise amplifier, and an 
additional high-pass filter. The design takes into 
account input and output impedances and slope-down 
frequency response of the analog switches and low-
noise amplifier. 

The designed preselector was implemented in the 
prototype, and the experimental data was obtained 
with the vector network analyzer. The simulated and 
experimental results are in good agreement. This 
is shown in Fig. 7. The discrepancy between the 
gain in the passband of about 1 dB is caused by the 
capacitors on the prototype with the lower Q-factor 
than in the model since the capacitors in the model 

were not available at the time of printed circuit board 
assembly. In addition, the frequency response can be 
improved by selecting the most sensitive components 
directly on the prototype. This operation has not been 
done, because it was only the prototype, and such 
selection is reasonable in the release device device.

In [9] it is shown that in the VHF range the 
frequency response of analog filters is significantly 
affected by parasitic parameters of the components and 
interconnection on the printed circuit board topology.

Following the LC-filter design method [9], the 
radio receiver preselector has been designed. It is 
shown that the method also allows taking into account 
the frequency responses of analog switches and low-
noise amplifiers, as well as checking the stability of 
amplifying cascades.

In conclusion, the results presented in the article 
extend the applicability of the analog LC-filters design 
method of Egor Gurov for analog filters design [9]. It 
also allows the design of more complex networks, which 
can include active components as well.

Authors’ contribution. All authors equally 
contributed to the research work.
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Abstract. 
Objectives. The widespread use of radio data transmission systems using signals with multiposition phase shift 
keying (MPSK) is due to their high noise immunity and the simplicity of constructing the transmitting and receiving 
parts of the equipment. The conducted studies have shown that the presence of non-fluctuation interference, in 
particular, harmonic interference, in the radio channel significantly reduces the noise immunity of receiving discrete 
information. The energy loss in this case, depending on the interference intensity, can range from fractions of dB 
to 10 db or more. Therefore, interference suppression is an important task for such radio systems. The aim of the 
work is to synthesize and analyze an algorithm for optimal nonlinear filtering of MPSK signals against a background 
of harmonic interference with a random initial phase.
Methods. The provisions of the theory of optimal nonlinear signal filtering and methods of statistical radio engineering 
are used.
Results. The synthesis and analysis of the algorithm of optimal nonlinear filtering of MPSK signals against the 
background of harmonic interference with a random initial phase are carried out. The synthesized receiver contains 
a discrete symbol evaluation unit, two phase-locked frequency circuits of reference generators that form evaluation 
copies of the signal and interference, and cross-links between them. Analytical expressions are obtained that allow 
calculating the dependences of the bit error probability on the signal-to-noise ratio and the interference intensity µ. 
It is established that uncompensated fluctuations of the initial phase of the useful signal have a greater effect on the 
receiver noise immunity than similar fluctuations of the phase of harmonic interference, especially with low positional 
signals.
Conclusions. Comparison of the obtained results with the results obtained in the case when there are no harmonic 
interference compensation circuits shows that the use of the obtained phase filtering algorithms allows for almost 
complete suppression of harmonic interference. Thus, if µ = 0.5 and the probability of error is 10−2, the energy gain 
at M = 2 is about 2.5 dB, at M = 4 is about 6 dB, at M = 8 and M = 16 is at least 10 dB.

Keywords: multi-position phase manipulation, harmonic interference, optimal nonlinear filtering, noise immunity, 
bit error probability
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НАУЧНАЯ СТАТЬЯ

Оптимальная нелинейная фильтрация  
сигналов М-ФМ на фоне гармонической помехи  

со случайной начальной фазой

Г.В. Куликов @, 
До Чунг Тиен, 
Е.В. Самохина 

МИРЭА – Российский технологический университет, Москва, 119454 Россия
@ Автор для переписки, e-mail: kulikov@mirea.ru

Резюме. 
Цели. Широкое распространение радиосистем передачи данных с использованием сигналов с много-
позиционной фазовой манипуляции (М-ФМ) обусловлено их высокой помехоустойчивостью и простотой 
построения передающей и приемной частей аппаратуры. Проведенные исследования показали, что нали-
чие в радиоканале, кроме шумовой, нефлуктуационных, в частности, гармонических помех существенно 
снижает помехоустойчивость приема дискретной информации, энергетический проигрыш в этом случае 
в зависимости от интенсивности помехи может составлять от долей дБ до 10 дБ и более, поэтому борьба 
с ними является важной задачей для таких радиосистем. Цель работы – синтез и анализ алгоритма опти-
мальной нелинейной фильтрации сигналов М-ФМ на фоне гармонической помехи со случайной начальной 
фазой. 
Методы. Использованы положения теории оптимальной нелинейной фильтрации сигналов и методы стати-
стической радиотехники.
Результаты. Проведены синтез и анализ алгоритма оптимальной нелинейной фильтрации сигналов М-ФМ 
на фоне гармонической помехи со случайной начальной фазой. Синтезированный приемник содержит блок 
оценки дискретного символа, две схемы фазовой автоподстройки частоты опорных генераторов, форми-
рующих оценочные копии сигнала и помехи, и перекрестные связи между ними, получены аналитические 
выражения, позволяющие рассчитать зависимости вероятности битовой ошибки от отношения сигнал/шум 
и интенсивности помехи µ. Установлено, что нескомпенсированные флуктуации начальной фазы полезного 
сигнала оказывают большее влияние на помехоустойчивость приемника, чем аналогичные флуктуации фазы 
гармонической помехи, особенно при малой позиционности сигналов. 
Выводы. Сравнение полученных результатов с результатами, полученными в случае отсутствия цепи ком-
пенсации гармонической помехи, показывает, что использование полученных алгоритмов фильтрации фаз 
позволяет обеспечить практически полное подавление гармонической помехи. Так, при µ = 0.5 для вероят-
ности ошибки Peb = 10−2 энергетический выигрыш при М = 2 составляет около 2.5 дБ, при М = 4 – около 6 дБ, 
при М = 8 и М = 16 – не менее 10 дБ.

Ключевые слова: многопозиционная фазовая манипуляция, гармоническая помеха, оптимальная нелиней-
ная фильтрация, помехоустойчивость, вероятность битовой ошибки
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INTRODUCTION

The widespread use of multiple phase-shift 
keyed (MPSK) signals in modern digital information 
transmission systems is due to their high energy 
and spectral characteristics. However, the quality 
of communication was reported [1−7] to decrease 
significantly, if, in the radio channel, there is not only a 
noise interference, but also nonfluctuating interferences 
of various types. This is particularly so where such an 
interference is narrowband (harmonic) and has the same 
frequency as that of the desired signal [1, 2]. Depending 
on the interference intensity, the energy loss in this case 
can be fractions of decibel to 10 dB and more.

Such a decrease in the quality of reception is 
explained by the fact that demodulator algorithms are 
optimized to receive signals against the background 
of only white Gaussian noise and do not take 
into account the characteristics of nonfluctuating 
interferences. Introduction of units of compensation 
of such interferences to the demodulator circuit can 
considerably increase the noise immunity of signal 
reception. The purpose of this work was to synthesize 
and analyze an algorithm of optimal nonlinear filtrating 
of MPSK signals against the background of a harmonic 
interference with a random initial phase. 

SYNTHESIS OF AN ALGORITHM OF OPTIMAL 
NONLINEAR FILTERING

Let us consider the following receiver-input process 
over the time range t ∈ (0, kT]:

	

x t s t s t n t

s t
k

k

( ) ( , , ) ( , ) ( )

( , , ,

= + + =

=
Σ C

C

ϕ ϕ

ϕ ϕ
sig int int

sig,int sig iint ) ( ).+ n t � (1)

It is an additive mixture of MPSK signal sΣ(Ck, t, φsig), 
which in a certain (kth) digit time slot has the form

s C i t A t

i M t k T kT
k k i

i

( , , ) cos( ),

, (( ) , ],

= = + +

= ∈ −

ϕ ω ϕ ϕ

ϕ π
sig sig  0 0

2 1 ii M= −0 1 1, , ..., ;  
	

(2)

a harmonic interference with a random initial phase:

s t A tint ( , ) cos( );ϕ µ ω ϕint int int= +0

and noise interference n(t) with the parameters:

n t n t n t
N

t t( ) ; ( ) ( ) ( ).= = −0
21 2
0

2 1δ

Here, Ck is the vector of discrete information 
symbols.

Let us consider the MPSK signal as a discrete–
continuous Markov process in which the states of 
a discrete parameter can change at certain times, 
multiple of T, and the random initial phases jsig and 
jint of the signal and interference, respectively, are 
Wiener processes [8]:

ϕ ϕsig sig
( ) ( ),t n t=  ϕ ϕint int

( ) ( ).t n t=

Here, n tϕsig
( )  and n tϕint

( )  are white Gaussian 
noises with zero means and single-sided spectral den-
sities Nϕsig

 и Nϕint
,  respectively. Such a representa-

tion of these random processes describes well the 
fluctuating phase shifts in self-excited oscillators [9]. 
In practice, especially in narrowband channels, the 
rates of the continuous processes jsig(t) and jint(t) 
typically vary slowly in comparison with the rates of 
change of information and channel symbols;  
i.e.,

τ τϕ ϕsig int
>> >>T T, ,

where τϕsig
 and τϕint

 are the correlation times of these 
processes.

A priori information on each of the diffusion Markov 
processes, jsig(t) and jint(t), is given by the Fokker–
Planck–Kolmogorov equation [8].

Thus, in view of all the above, the circuit diagram 
of a receiver of such discrete–continuous processes can 
be synthesized using a previously proposed filtrating al-
gorithm [10]. In this case, the mixed a posteriori prob-
ability density of ssig,int(Ck,  t, jsig, jint) containing the 
vector Ck is

pps(t, Ck, jsig, jint) = 
 

= wps(t, jsig, jint)pps(t, Ck|jsig, jint),

• Поступила: 08.02.2021 • Доработана: 17.02.2021 • Принята к опубликованию: 25.07.2021

Для цитирования: Куликов Г.В., До Чунг Тиен, Самохина Е.В. Оптимальная нелинейная фильтрация сигналов 
М-ФМ на фоне гармонической помехи со случайной начальной фазой. Russ. Technol. J. 2021;9(6):46−56. https://
doi.org/10.32362/2500-316X-2021-9-6-46-56

Прозрачность финансовой деятельности: Никто из авторов не имеет финансовой заинтересованности в 
представленных материалах или методах.

Авторы заявляют об отсутствии конфликта интересов.

https://doi.org/10.32362/2500-316X-2021-9-6-46-56
https://doi.org/10.32362/2500-316X-2021-9-6-46-56


49

Russian Technological Journal. 2021;9(6):46–56

Gennady V. Kulikov,  
Do Trung Tien, Elena V. Samokhina

Optimal nonlinear filtering of MPSK signals against a background  
of harmonic interference with a random initial phase

where wps(t, jsig, jint) is the a posteriori probability den-
sity of the independent parameters jsig and jint, which 
is unconditional on the vector of discrete symbols; and 
pps(t, Ck|jsig, jint) is the conditional a posteriori prob-
ability of the state of the vector of discrete symbols at 
fixed values of jsig and jint.

The conditional a posteriori probability 
pps(t, Ck|jsig, jint) obeys the equation [10]
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Under the assumption that the a priori probabilities 
of the values of information symbols (for MPSK) in 
radio communication are identical and equal to 1/M, and 
also identical are the probabilities of the transition of a 
discrete symbol from one state to another, the solution of 
Eq. (3) at time t = kT is written as
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Here, for the writing to be more informative, the dis-
crete symbol Cj is separately indicated in the list of the 
arguments of the function Fj(×).

To find the a posteriori probability of one or another 
value of the symbol Ck, the latter expression should be 
averaged over M possible values C1, C2, …, Ck−1. This 
gives
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The expression can be significantly simplified 
under the additional assumption that the quality of 
reception is good. In this case, the symbols that have 
already been decided by the time t  =  kT can be 
replaced by their estimated values; i.e., the vector 
Ck−1 can be replaced by Ck kC C C− −= { }1 1 2 1

* * * *, ,..., .  
Combining the terms independent of Ck into 
coefficient K and taking into account the 
independence of symbols in the information sequence 
of the corresponding MPSK signal transmissions, 
one can obtain the formula
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An algorithm to estimate a discrete information 
symbol follows from the condition of the maximum of 
this a posteriori probability at time t = T:

	 (Ck = i) ⇒ max{pps(t, Ck|jsig, jint)}.� (5)

Let us introduce the notation
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τ
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(6)

The integrands of these formulas are found from 
expressions (4). Then, algorithm (5) can be rewritten in 
the form

	 (Ck = i) ⇒ max{exp(Ji)},� (7)

or

	 (Ck = i) ⇒ max{Ji}.� (8)
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Let us transform integrals (6), taking into account 
expressions (1) and (2):

J
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J
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Algorithm (8) is structurally similar to the MPSK 
signal processing algorithm for the case where signals are 
received against the background of only white Gaussian 
noise [11]. The difference consists in the presence of a 
procedure of subtraction from the received mixture x(t) 
a copy of the interference that is formed on the receiver 
side. The circuit contains a set of correlators (9), which 
determine the degree of similarity of the compensated 
mixture with reference signals corresponding to all the 
possible values of the information symbol Ck.

The reference signals and the copy of the inter
ference contain information on the initial phases jsig and 
jint. The true values of these quantities can be replaced 
by their estimated values ϕsig

*  and ϕint
* .  Let us develop 

algorithms to make these estimates.
Let us solve this problem by the Gaussian 

approximation [8, 12] of the a posteriori probability 
density of these random parameters. This method is 
valid at high signal-to-noise ratios and long observation 
times. In this case, such an assumption is valid, which 
makes it possible to transition from difficult-to-solve 
differential equations for probability densities, which 
follow from the Fokker–Planck–Kolmogorov equation 
[8], to approximate relations for the expected values ϕα

*  
and the a posteriori variances Kαβ of the approximating 
multidimensional (of dimension z) Gaussian distribution:
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The drift and diffusion coefficients for the 
independent Wiener processes jsig(t) and jint(t) are the 
following [8, 13]:
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and K Kϕ ϕ ϕ ϕsig int int sig
= = 0.

Assuming that the phase lock time is less than T, we 
obtain the equations of optimal nonlinear filtering of the 
parameters ϕsig

*  and ϕint
* :
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where the values of the a posteriori variances Kϕ ϕsig sig
 

and Kϕ ϕint int
 are determined from the system of 

equations
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At a high signal-to-noise ratio, the latter expressions 
are simplified. If the parity and symmetry of the 
constellation diagram of the MPSK signal are also taken 
into account, then,
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Making statistical averaging and assuming that, in 
the steady-state mode, at small filtering error,
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In the steady-state mode of filtering of the continuous 
parameters jsig and jint, the solution of Eqs. (11) tends 
to the steady-state values Kϕ ϕsig sig

 and Kϕ ϕint int
, 

the derivatives of which are zero. Hence,
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Finally, algorithms (10) of filtering of the random 
initial phases of the signal and the interference take the 
form
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where S1 and S2 are the transconductances of control 
elements (CEs) in each phase-lock channel, 

K
K

N S1
0 1

2
=

ϕ ϕsig sig , and K
K

N S2
0 2

2
=

ϕ ϕint int .

Figure 1 presents the circuit diagram of a quasi-
coherent receiver in which interrelated algorithms 
(7)−(9), (12), and (13) are implemented. The receiver 
contains an estimator of discrete symbol Ck

*,  two phase-
lock circuits of reference oscillators O1 and O2, and 
cross couplings between them.

Oscillators O1 and O2 generate estimation copies of 
the signal and the interference, which are phase-locked 
with the corresponding oscillations contained in the 
received mixture x(t). At the input of the receiver, two 
subtractors are installed. Subtractor S1 compensates 
the harmonic interference in the received mixture; 
after S1, the signal is transmitted to a demodulator to 
make a decision on the received symbol. Subtractor S2 
compensates the signal in the received mixture, and the 
obtained oscillation in the ideal case contains only the 
harmonic interference and noise. This oscillation is used 
by the phase-lock circuit of the interference channel.

ANALYSIS OF THE NOISE IMMUNITY  
OF THE SYNTHESIZED RECEIVER

Let us analyze the noise immunity of the synthe-
sized quasi-coherent receiver of MPSK signals using a 
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published procedure [2]. The symbol and bit error prob-
abilities can be defined as follows:
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The parameters mui and Dui are conditional on the 
values of φsig, ϕsig

* ,  φint, and ϕint
* .  To obtain the uncon-

ditional error probabilities, one should make the corre-
sponding averaging under the assumption that the a pos-
teriori probability densities of the random phases φsig 
and φint are Gaussian:
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Fig. 1. Circuit diagram of a quasi-coherent receiver of an MPSK signal against a background  
of a harmonic interference with a random initial phase
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and that the quantities ϕsig
*  and ϕint

*  are uniformly dis-
tributed in the range (0, 2π]. Moreover, in this case, one 
can use the approximate formula [8]
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Averaging over the parameters φsig and φint gives 
[14, 15]
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Analytical averaging over the parameter ηint
*  

failed; therefore, this averaging was performed 
numerically.

Figure 2 illustrates the dependences of the bit error 
probability Pbe on the signal-to-noise ratio Eb/N0 for the 
quasi-coherent receiver of MPSK signals at various M 
against the background of a harmonic interference with 

a random initial phase, Δωint, and a relative intensity of 
µ = 0.5. Here, the parameters are the a priori variances 
of the progressions of the phases φsig and φint in one digit 
time slot Т:

σ σϕ
ϕ

ϕ
ϕ

sig

sig

int
int 2 2

2 2
= =
N T N T

, .

For comparison, Fig. 2 presents curves 1 constructed 
at µ = 0. The other curves are constructed at the following 
parameters: (2) σϕint

.2 0 25=  and σϕsig
2 0= ,  (3) 

σϕint
2 0=  and σϕsig

2 0 25= . , and (4) σϕint
2 0 25= .  and 

σϕsig
2 0 25= . .

Analysis of the graphs shows the validity of the ob-
tained algorithms. It is seen that the uncompensated fluc-
tuations of the initial phase of the desired signal affect 
more strongly the interference immunity of the receiver 
than similar fluctuations of the phase of the harmonic 
interference. This is particularly clear at small M. This is 
due to the fact that it is the phase structure of the MPSK 
signal that contains information on the discrete symbol.

Figure 3 describes the effect of the interference µ on 
the bit error probability.

In Fig. 3, one of the curves is constructed without using 
interference compensation circuits, and the two others are 
built by simultaneously using algorithms (12) and (13). 
One can see that, in the former case, with increasing m, the 
error probability increases significantly (by one to several 
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Fig. 2. Dependences of the bit error probability on the signal-to-noise ratio  
in the reception of MPSK signals against a background of a harmonic interference  

with a random initial phase at M = (a) 2, (b) 4, (c) 8, and (d) 16 
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orders of magnitude), and in the latter cases, the harmonic 
interference is virtually completely suppressed at any m.

Comparison of the results of this work with the pre-
viously obtained data [2] for the case of the absence of 
harmonic interference compensation circuits showed that 
the use of the above-derived phase-filtering algorithms con
siderably improves the noise immunity of the receiver. For 
example, at µ = 0.5 and an error probability of Pbe = 10−2, 
the energy gain at M = 2 is about 2.5 dB; at M = 4, about 
6 dB; and at M = 8 and М = 16, no less than 10 dB.

CONCLUSIONS

The synthesized algorithm of the optimal nonlinear 
filtering of MPSK signals against the background of 

harmonic interference with a random initial phase 
considerably improves the noise immunity of discrete 
information reception under complex interference 
conditions and ensures a significant energy gain of 
the radio system. At the same time, of note is the 
significant structural complexity of such a receiver. 
Furthermore, on the receiver side, the interference 
frequency and level should be known a priori, 
which is difficult to ensure in practice. Therefore, 
the determined characteristics should be regarded 
as potentially achievable, the ones at which the 
development of interference compensation devices 
should be targeted.

Authors’ contribution. All authors equally contributed 
to the research work.

Fig. 3. Dependence of the bit error probability on the relative interference intensity  
at Eb/N0 = 13 dB and M = (a) 2, (b) 4, (c) 8, and (d) 16
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Abstract. A method for processing microfocus X-ray images is described. It is based on high-frequency filtration 
and morphological image processing, which increases the contrast of the X-ray details. One of the most informative 
X-ray techniques is microfocus X-ray. In some cases, microfocus X-ray images cannot be reliably analyzed due to 
the peculiarities of the shooting method. So, the main disadvantages of microfocus X-ray images are most often 
an uneven background, distorted brightness characteristics and the presence of noise. The proposed method 
for enhancing the contrast of fine image details is based on the idea of combining high-frequency filtering and 
morphological image processing. The method consists of the following steps: noise suppression in the image, 
high-frequency filtering, morphological image processing, obtaining the resulting image. As a result of applying the 
method, the brightness of the contours in the image is enhanced. In the resulting image, all objects will have double 
outlines. The method was tested in the processing of 50 chest radiographs of patients with various pathologies. 
Radiographs were performed at the Mariinsky Hospital of St. Petersburg using digital stationary and mobile X-ray 
machines. In most of the radiographs, it was possible to improve the images contrast, to highlight the objects 
boundaries. Besides, the method was applied in microfocus X-ray tomography to improve the information content of 
projection data and improve the reconstruction of the 3D image of the research object. In both the first and second 
cases, the method showed satisfactory results. The developed method makes it possible to significantly increase the 
information content of microfocus X-ray images. The obtained practical results make it possible to count on broad 
prospects for the method application, especially in microfocus X-ray.
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Резюме. Описан основанный на высокочастотной фильтрации и морфологической обработке изобра-
жения метод обработки микрофокусных рентгеновских снимков, повышающий контраст деталей рент-
генограммы. Одной из наиболее информативных методик рентгенографии является микрофокусная 
рентгенография. В ряде случаев микрофокусные рентгеновские изображения не могут быть достоверно 
проанализированы из-за особенностей способа съемки. Так, основными недостатками микрофокусных 
рентгеновских изображений чаще всего являются неравномерный фон, искаженные яркостные характе-
ристики и наличие шумов. Предлагаемый метод повышения контраста мелких деталей изображения осно-
ван на идее сочетания высокочастотной фильтрации и морфологической обработки изображений. Метод 
состоит из следующих шагов: подавление шумов на изображении, высокочастотная фильтрация, морфо-
логическая обработка изображения, получение результирующего изображения. В результате применения 
метода усиливается яркость контуров на изображении. На полученном изображении все объекты будут 
иметь двойные контуры. Метод был апробирован при обработке 50 рентгенограмм органов грудной клетки 
пациентов с разнообразной патологией. Рентгенограммы были выполнены в городской Мариинской боль-
нице Санкт-Петербурга на цифровых стационарных и передвижных рентгеновских аппаратах. На большей 
части рентгенограмм удалось улучшить контраст снимков, выделить границы объектов. Также метод был 
применен в микрофокусной рентгеновской томографии для улучшения информативности проекционных 
данных и улучшения восстановления 3D-образа объекта исследования. Как для первого, так и для второ-
го случаев метод показал удовлетворительные результаты. Разработанный метод позволяет существенно 
повысить информативность микрофокусных рентгеновских снимков. Полученные практические резуль-
таты позволяют рассчитывать на широкие перспективы применения метода, особенно в микрофокусной 
рентгенографии. 

Ключевые слова: микрофокусная рентгенография, цифровая обработка изображений, фильтрация изо-
бражений
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INTRODUCTION

It is well known that X-ray radiography is a method 
for studying a research object using X-rays. One of 
the most informative techniques of its application is 
microfocus X-ray using radiation sources with focal 
spots less than 100 µm in size.

Using of these sources allows obtaining images 
with direct geometric (projection) magnification of 
the image by 5–20 times. Today, microfocus X-ray 
is widely used in medicine, in quality assessment of 
agricultural crops, and in nondestructive industrial 
control [1–6].

In some cases, however, microfocus X-ray 
images cannot be analyzed accurately due to the poor 
image quality. Thus, the main disadvantages of the 
microfocus X-ray images are most often the uneven 
background, distorted brightness characteristics, 
and the presence of noise. In some cases, the widely 
used contrast enhancement algorithms [4−10] may 
not allow increasing the contrast of X-ray images, 
while keeping the noise level at the acceptable  
level.

The developed method solves this problem by 
enhancing the contrast of the object structure details 
without a significant increase in the image noise.

METHOD FOR ENHANCING  
THE CONTRAST OF THE IMAGE  

FINE DETAILS

The proposed method for enhancing the contrast 
of the image fine details is based on the concept of 
combining high-pass filtering with morphological 
processing of images. The method consists of the 
following steps: suppression of the image noise, high-
pass filtering, morphological processing of the image, 
and obtaining the resulting image.

In the paper, an adaptive median filter is used for 
noise reduction [4, 11].

High-pass filtering is performed by changing the 
Fourier image by multiplying it with the Gaussian high-
pass filter (HPF) image.

The Gaussian filter is set in the frequency domain 
according to the following expression:

H u v D u v D( , ) ( , ) / ,= − −1 22
0
2

e

where, D0 stands for a given constant taking values 
greater than zero, while D(u,  v) is the distance in the 
frequency domain between point (u, v) and the origin of 
coordinates.

Thus, after this filter, low-frequency components 
are significantly attenuated in the image, while high-
frequency components remain unchanged. In other 

words, the brightness of areas with slow changes in 
this parameter is significantly reduced, while the areas 
with sudden changes in brightness (object boundaries) 
remain unchanged.

The next step is morphological image processing 
[12]. A square-shaped structural element with the size of 
9 pixels is used for morphologic expansion (dilatation). 
After this operation, the thickness of all objects in the 
image is increased by 2 pixels.

The expansion of image A by structural element 
B is denoted by A ⊕ B and is given by the following 
expression: 

A B Ab
b B

⊕ =
∈


.

Structural element B is applied to all image 
pixels. Every time the origin of the structure element 
coordinates coincides with a single pixel, a carry 
and subsequent logical addition with corresponding 
image pixels is applied to the entire structural 
element.

In the next step, the image after HPF is multiplied 
by a constant (the value of the constant varies from 1.2 
to 1.8, depending on the image brightness and contrast), 
and then the image obtained by morphological expansion 
and also multiplied by a constant is subtracted from it 
[13]. The resulting image is described by the following 
expression:

I I I C I Cres s m= + × − ×1 2 ,

where I is the original image; Is is the image after high-
pass filtering; С1, С2 are positive constants; Im is the 
image obtained by morphological expansion.

This results in the brightness enhancement of 
contours in the image. In the resulting image, all objects 
have double contours; in case of the negative image 
(wherein denser structures have higher brightness), an 
inner contour which pixels have higher brightness than 
the object as well as an outer contour which pixels have 
lower brightness than the object appear [14, 15]. The 
algorithm for the positive image may be implemented 
in a similar way. 

DISCUSSION

An example of the algorithm is illustrated in Fig. 1 
showing chest X-rays before and after applying the 
method. The sharpness as well as the contrast of the 
image fine details enhance significantly. At the same 
time, there is no increase in the image noise, while 
the visual analysis becomes easier. Application of the 
proposed method allows detecting lung lesions more 
accurately.
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(а) (b)

Fig. 1. Chest X-rays:  
(a) before processing; (b) after processing 

(а) (b)
Fig. 2. Recovered results of tomographic analysis of tooth specimens:  

(a) before processing; (b) after processing
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The method has been tested in processing 50 chest 
X-rays (CXRs) of patients with multiple pathologies. 
The CXRs have been done at the Mariinsky Municipal 
Hospital (Saint Petersburg, Russia) using the digital 
stationary and mobile X-ray machines. Digital processing 
of a series of X-ray images showing the extensive 
inhomogeneous opacification of both lungs by this 
method allows focalizing and identifying the following: 
circumscribed areas of the increased transparency, 
inhomogeneous thickening of the distorted lung pattern 
due to interstitial elements, inhomogeneous infiltration 
in lung tissue, and pleural effusion boundaries. In a 
series of X-ray images showing focal lung disease, the 
method allows visualizing clearly the boundaries of low-
intensity foci identifying barely visible destruction sites in 
them. In CXRs of patients with COVID pneumonia, the 
postprocessing enhances the contrast and boundaries of 
polysegmental different-sized foci and infiltration sites. In 
CRSs of patients with traumatic injury to the chest organs, 
the method allows identifying barely visible signs of rib 
fracture, pneumomediastinum, and mantle pneumothorax. 

The method has also been used in microfocus X-ray 
tomography for increasing the information content of 
projective data as well as for improving the recovery of 

the 3D image of the research object. The method gives 
satisfactory results for both the first and the second 
cases. The slices obtained with the use of the MRCT-04 
microfocus X-ray tomograph in studying human tooth 
specimens have been used for analyzing tomographic 
data. The results of recovery without using the developed 
method are shown in Fig. 2a, while those of the recovery 
using the method are presented in Fig. 2b.

CONCLUSIONS

In the paper, the algorithmic support for the method 
of increasing the information content of X-ray images, 
first of all, the contrast, is considered. The method 
allows increasing the detection of low-contrast and 
fine details of the research object structure in its image 
significantly in a number of application areas for X-ray 
radiography. 

Practical results allow expecting ample opportunities 
for applying the method, especially to microfocus X-ray 
radiography.
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Abstract. The problem of testing in education is relevant for many countries. Testing solves three problems. The 
first task is to assess the quality of current training. The second task is to conduct a comparative analysis of learning 
outcomes. The third task is the management of the educational process in a particular educational institution and 
in the education sector. This determines the relevance of testing and the relevance of developing new methods for 
assessing test results. The article proposes a new method for assessing test results for different situations: “teacher–
student,” computer test, virtual testing model, test on a mixed reality model and others. To solve the problem, a special 
quasi-sigmoidal function is introduced. It is analogous to the logistic function, but takes into account the peculiarities 
of real testing of students. The logistic function ranges from minus infinity to plus infinity. There are no negative 
assessments in education. The introduced function lies only in the positive range of the argument. It describes actual 
positive scores when testing students. The authors called this function the complexity function. With its help, the 
complexity of the subject is assessed according to the test results. To substantiate the method, the function of the 
logarithms of the odds, logistic regression and the resulting Rasch method are investigated. The article notes two 
shortcomings of the Rasch method. The testing principle has been defined for the new function, which is used to 
estimate complexity. The article introduces two new concepts: the test difficulty function and the integral test score. 
Integral assessment of testing is a smooth function and makes it possible to go from a stepwise dependence to a 
continuous one. The cumulative test score translates the point test results into a continuous function and creates 
a correlation between the scores. The results of an experiment with the participation of RTU MIREA students are 
presented. The experimental results are analyzed. The possibility of using the method in educational processes is 
shown. The method is an alternative to the Rasch method.
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https://doi.org/10.32362/2500-316X-2021-9-6-64-72
http://V.Ya
mailto:cvj2@mail.ru
http://V.Ya
https://doi.org/10.32362/2500-316X-2021-9-6-64-72


65

Russian Technological Journal. 2021;9(6):64–72

Alexander S. Sigov,  
Viktor Ya. Tsvetkov, Igor E. Rogov

Method for assessing testing difficulty  
in educational sphere

НАУЧНАЯ СТАТЬЯ

Методы оценки сложности тестирования 
в сфере образования

А.С. Сигов, 
В.Я. Цветков @, 
И.Е. Рогов

МИРЭА – Российский технологический университет, Москва, 119454 Россия
@ Автор для переписки, e-mail: cvj2@mail.ru 

• Поступила: 27.08.2021 • Доработана: 04.10.2021 • Принята к опубликованию: 11.10.2021

Для цитирования: Сигов А.С., Цветков В.Я., Рогов И.Е. Методы оценки сложности тестирования в сфере обра-
зования. Russ. Technol. J. 2021;9(6):64−72. https://doi.org/10.32362/2500-316X-2021-9-6-64-72

Прозрачность финансовой деятельности: Никто из авторов не имеет финансовой заинтересованности в 
представленных материалах или методах.

Авторы заявляют об отсутствии конфликта интересов.

Резюме. Проблема тестирования в сфере образования является актуальной для многих стран. Тестирова-
ние решает три задачи: проводит оценку качества текущего обучения, дает инструмент для сравнительного 
анализа результатов обучения, дает инструмент для управления образовательным процессом в отдельном 
учебном заведении и по отрасли. Это определяет актуальность тестирования и разработки новых методов 
оценки результатов тестирования. Статья предлагает новый метод оценки результатов тестирования для 
разных ситуаций: «преподаватель – учащийся», компьютерный тест, виртуальная тестирующая модель, тест 
на модели смешанной реальности и другие. Для решения этой задачи вводится квазисигмоидальная функ-
ция. Она является аналогом логистической функции, но учитывает особенности реального тестирования. 
Логистическая функция лежит в интервале от минус до плюс бесконечности. В образовании отрицательных 
оценок не бывает. Введенная функция лежит только в положительной области аргумента, то есть оценок 
тестирования. Эту функцию авторы называют функцией сложности. Предварительно исследуется функция 
логарифмов шансов, логистическая регрессия и вытекающий из этого метод Раша. Отмечены два недостат-
ка метода Раша. Определяется принцип тестирования, который используется в функции сложности. Статья 
вводит два новых понятия: функция сложности тестирования и интегральная оценка тестирования. Инте-
гральная оценка тестирования является интегральной функцией от точечных оценок. Она переводит точеч-
ные результаты тестирования в непрерывную функцию и создает корреляцию между оценками. Приводят-
ся результаты эксперимента с участием студентов РТУ МИРЭА. Результаты эксперимента анализируются. 
Показана возможность применения метода в образовательных процессах. Метод является альтернативой 
методу Раша. 

Ключевые слова: алгоритм, образование, тестирование, сложность, программные компоненты, логиты, 
логистическое уравнение, модель Раша

INTRODUCTION

The problem of assessing the complexity of testing 
and testing programs [1–3] is one of the most important 
in the field of education. At the same time, the complexity 
of the software components [4] as a computational 
object and the complexity of the test as a technological 
object, taking into account cognitive factors, are 
distinguished. Testing algorithms are qualitatively 
different from computational ones. They are designed 
to include a person in the information processing chain 

in the “person–test” system. Testing algorithms include 
two groups: algorithms for informational interaction 
“student–test” and algorithms for processing test results. 
There is a difference between the two. Algorithms of 
information interaction “student–test” are interactive 
or the algorithms of the second kind. Algorithms for 
processing test results are direct or the algorithms of 
the first kind. Testing itself can be viewed as human–
machine interaction. Accordingly, the test structure or 
system can be considered as a human–machine system 
(HMS). Currently, the HMS comprises various systems, 
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including an informational HMS. An example of the 
informational HMS is a geographic information system, 
in which information is interactively processed, and the 
solution to the problem is carried out by the methods 
of human and computer iterations. The testing system 
can be considered as an information man–machine 
system. Human resources and cognitive components 
are especially important for testing systems designed 
to work with students of a certain level of knowledge 
and certain forms of cognitive perception. Therefore, 
it is important in the process of using testing systems 
to evaluate the complexity of tests, to adapt them to 
certain levels of students’ knowledge. Such adaptation is 
possible based on the analysis of testing results and the 
development of methods for comparative assessment of 
the complexity of testing programs based on the results 
of direct testing. This article is devoted to this issue.

1. RESEARCH METHODOLOGY

The research is based on logical, statistical, 
qualitative, and comparative analysis. The materials 
used were publications in the development of testing 
algorithms and the application of testing methods in 
education.

2. RESULTS OF STUDIES

2.1. Theoretical justification

In 1934, Chester Itner Bliss used the cumulative 
normal distribution function to map it and called 
it “probit” [7] as a kind of probability unit. In 1944, 
Joseph Berkson used the log of odds and called the 
function “logit,” an abbreviation for “log istic un it,” 
after the analogy of “probit.” This unit has a logarithmic 
connotation and can be viewed as a logarithmic unit. In 
statistics, the logit function or log-odds is the logarithm 
of the odds or logarithmic odds, and the ratio [8] 
p/(1 − p) is called the chance, where p is the probability 
of an event occurring, (1 – p) is the probability non-
occurrence of the event. Chance is a probabilistic 
characteristic, therefore logit connects the logarithmic 
and probabilistic components.

Logit-function (log-odds) plays an important role 
in logistic regression. By finding the p/(1 − p) relation, 
each probability can easily be transformed to logit. 
Notwithstanding a simple transformation, the physical 
meaning of log-odds can not always be comprehended. 
Jaccard, [9, p.10] called them “…illogical and 
complicated for interpretation, particularly in cases 
when large amount of statistical data is not available. 
However, corresponding formulas for their calculation 
are relatively simple, even though the results of 
calculation are difficult for deciphering.”

Chance is the ratio of the likelihood of success to the 
likelihood of failure. As an equation, this is p(A)/p(−A), 
where p(A) is the probability of event A, and p(−A) is 
the probability of “not A” (that is, the complement to A). 
The log odds (logit) give us the log odds of A, which can 
be written as

	 log(A) = log(р(A)/р(−A)) � (1)

Generically, we can describe logarithmic chances 
(logit) in the form:

	 log-odds = log[p/(1 − p)]. � (2)

Mathematically, logit is the inversion of a standard 
logistic function s(x)  =  1/(1  +  e−x), therefore, logit is 
defined as follows:

	 logit(p) = s−1(p) = log[p/(1 − p)]� (3)

for p∈(0, 1).
Thus, logit-function f(x) is a kind of function 

(Fig. 1), which maps probability values from (0, 1) on 
real numbers in set (−µ, +µ) [10].

6

4

2

0

–2

–4

–6

0.2 0.4 0.6 0.8 1.0

f(x) = log x
 1 – x 

Fig. 1. Plot of the logit function

In Fig. 1, probabilities are placed on the horizontal 
axis. Real numbers on a conventional scale are shown 
on the vertical axis. The scale is chosen according to the 
conditions of a specific task.

Associated with the concept of logits is the concept 
of logistic regression. Simple logistic regression is 
ideologically close to linear regression. There are two 
differences. Linear regression uses a linear relationship 
between two measurements (x, y). Logistic regression 
uses a logistic relationship or logistic function between 
one measurement x and its probability p.

The logistic function can be one-parameter, two-
parameter, three-parameter, and four-parameter [11]. 
A one-parameter function is used more often, which is 
in good agreement with the theory of logits.
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The logistic function belongs to the class of 
sigmoidal functions. Sigmoid or sigmoidal function 
is usually called a smooth monotonic function [12], 
shaped like the letter “S,” which has two asymptotes 
and describes the reaction and saturation (Fig. 1). The 
canonical example of a sigmoid is the one-parameter 
logistic function

	 f x x( ) .=
+ −

1
1 e

� (4)

Fig. 2. Ascending sigmoid

The sigmoid is bounded by two horizontal 
asymptotes (Fig. 2), to which it approaches as the 
argument approaches to ±∞. Usually, these asymptotes 
(for an one-parameter function) are “0” (at x = −∞) 
and some constant (at x = +∞). In many cases, the 
constant at x = +∞ is 1. This simplifies the relationship 
between probability and logistic functions. In Rasch’s 
assessment theory, the model in Fig. 2 is used to evaluate 
the performance of groups. This type of sigmoid can be 
called ascending. Such a sigmoid has positive function 
values for negative argument values. To shift it, you need 
to enter a special parameter b (Fig. 2). There is another 
type of sigmoid, which is called descending (Fig. 3). For 
this sigmoid, the reaction shows a transition from the 
upper asymptote to the lower one.

Fig. 3. Descending sigmoid

Figure 3 shows a descending sigmoid for which the 
probability values are plotted along the vertical axis and 
the test complexity values—along the horizontal axis.

The derivative of any sigmoid is a “Gaussian-
like” curve with a maximum at zero, asymptotically 
approaching to zero at x = ±∞. The sigmoid family 
includes arctangent, hyperbolic tangent, and other 
functions.

If we compare the logit function (Fig. 1) and the 
descending sigmoid (Fig. 3), then the rotation of Fig. 1 
by 90° clockwise will lead to complete similarity of the 
graphs in Fig. 1 and Fig. 3. This is what we mean when 
talking about the inversion of the logit function. The 
decreasing sigmoid (Fig. 3) is usually used to assess the 
difficulty of testing.

Thus, to assess the difficulty of testing, functions are 
used that have two asymptotes (upper and lower) and a 
smooth section connecting them.

2.2. Experimental research

Experimental researches were conducted in the 
study groups of the Institute of Information Technologies 
of the RTU MIREA. The shortcoming of the Rasch 
model when assessing the complexity of testing is 
that its argument exists from −∞ to +∞, while in real 
testing there are no negative values of the argument. 
This is mathematically explicable if we analyze the 
logit function (Fig. 1). This leads to the fact that most 
of the asymptote (Fig. 3) lies in the negative region of 
the argument, and the shift of the curve itself in Fig. 3 is 
used as a comparative characteristic of the test difficulty.

The basic concept of the Rasch model is that 
functions are needed that have two asymptotes and 
a transition region between them. To implement this 
idea, the authors introduce the “complexity function” 
fc(x) or “test complexity function,” which exists in the 
positive domain of the argument and has an asymptotic 
complexity constraint only from below. One can speak 
of a quasi-sigmoidal function, since it has a restricted 
domain of the argument, only in the positive region. Its 
initial value at x = 0 is equal to the constant “c.” This 
function allows us to assess the difficulty of different 
subjects based on the results of testing one group. There 
are many such functions that can be built. The authors 
have investigated a number of functions and chosen a 
simple form of the complexity function

	 f x c
kxc ( ) .=

+
1

1
� (5)

In Eq. (5) x is a real argument, fc(x) is an assessment 
function. For x  > 0, k  > 1, c ≥ 1. For the normalized 
function, fc is equal to 1 at x = 0 and asymptotically 
approaches to 0 as x → +∞. This function is a quasi-
sigmoid in the positive domain of the argument.

The ordered number of the student in the study 
group was chosen as an argument. This is a strictly point 
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value. The function was determined by the assessment 
of the given student. The ordered student number means 
that the students in the group were pre-ranked by their 
grade level in ascending order from lowest to highest. 
Conditionally, these can be the numbers that correspond 
to real names. If we compare the ordered numbers of 
students to their grades, then we get an approximate 
picture, shown in Fig. 4.

Fig. 4. Grouping grades within a group

Figure 4 shows the discrete values of the grades 
for the discrete value of the argument (student 
number in the group). There is no need to talk about 
any continuity in such a situation. Students can 
have the same grade, which corresponds to the rows 
of fixed grades on the graph. In the course of the 
research, it turned out that for sustainable assessment 
it is advisable to choose a function in the form of a 
cumulative or integral value. The formation of x is 
carried out as follows.

1.	The grades of students in group z, obtained during 
testing, are recorded. Then, the statistics in the form 
of a “comb” is collected.

2.	Grades z are ranked, ranked values z* and stepwise 
increasing statistics are obtained (Fig. 4).
z → z*.

3.	 After that, the integral grades x are formed according 
to the rule

x zi j
j

i
=

=
∑ *.

1

Figure 5 shows integral and point grades.

Fig. 5. Integral and point grades

In Fig. 5, integral grades (selectively) are shown 
by open squares. The formation of integral grades, as 
a method, to some degree resembles the smoothening 
of discrete values by the moving average method. Even 
the same point grades have different meanings in the 
integral grade. This creates correlation and continuity in 
the formation of grades.

The complexity function is constructed according to 
expression (5). The name of the function is due to the fact 
that it characterizes the complexity of the test or subject 
for a given study group. Table 1 shows the initial data 
of point grades for four subjects of students “Subject 1–
Subject 4.” In groups, 21 students were selected.

Table 1. Initial grades z* in ascending order for four 
subjects in one group

Number Subject 1 Subject 2 Subject 3 Subject 4

1 4 4.5 5 5.5

2 5 5.5 6 6.5

3 5.5 6 6.5 7

4 6 6.5 7 7.5

5 6 6.5 7 7.5

6 6 6.5 7 7.5

7 6.5 7 7.5 8

8 7 7.5 8 8.5

9 7 7.5 8 8.5

10 7.5 8 8.5 9

11 7.5 8 8.5 9

12 8 8.5 9 9.5

13 8 8.5 9 9.5

14 8 8.5 9 9.5

15 8.5 9 9.5 10

16 8.5 9 9.5 10

17 8.5 9 9.5 10

18 9 9.5 10 10

19 9 9.5 10 10

20 9 9.5 10 10

21 9 9.5 10 10

Students were assessed on a 10-point system. 
A 20-point assessment and even a 100-point one, as 
recommended by Khlebnikov [1], is acceptable. Our 
research has shown that it is better to normalize the 
grades, that is, to set the grade interval for processing 
from 0 to 1. Table 2 shows integral normalized grades 
for the same groups.
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Table 2. Normalized integral grades for four subjects

Number Subject 1 Subject 2 Subject 3 Subject 4

1 0.4 0.45 0.5 0.55

2 0.9 1 1.1 1.2

3 1.45 1.6 1.75 1.9

4 2.05 2.25 2.45 2.65

5 2.65 2.9 3.15 3.4

6 3.25 3.55 3.85 4.15

7 3.9 4.25 4.6 4.95

8 4.6 5 5.4 5.8

9 5.3 5.75 6.2 6.65

10 6.05 6.55 7.05 7.55

11 6.8 7.35 7.9 8.45

12 7.6 8.2 8.8 9.4

13 8.4 9.05 9.7 10.35

14 9.2 9.9 10.6 11.3

15 10.05 10.8 11.55 12.3

16 10.9 11.7 12.5 13.3

17 11.75 12.6 13.45 14.3

18 12.65 13.55 14.45 15.3

19 13.55 14.5 15.45 16.3

20 14.45 15.45 16.45 17.3

21 15.35 16.4 17.45 18.3

Table 3 shows the calculation of the complexity 
function for four subjects taken by the same group.

The values given in Table 3 are used to build the 
function shown below (Fig. 6).

0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

0
1	 2	 3	 4	 5	 6	 7	 8	 9	 10	11	12	 13	14	15	 16	17	18	19	20	21

Subject1 Subject2 Subject3 Subject4

Fig. 6. Plots of the complexity function for 4 subjects

A feature of real testing (Fig. 6) is that the graph 
displays only a part of the sigmoid (Fig. 3), since RTU 
MIREA students do not receive zero grades and low 
grades of type 1 and 2. A value of fc = 1 corresponds to 
a zero result in the test assessment. In reality, students 

always gain some points, and therefore the value of the 
function fc < 1 for learning conditions at RTU MIREA 
(Fig. 6).

In the research, it was shown that the graphical 
proximity of the complexity functions to each other is 
not clear. Therefore, the true comparison is based on 
tabular data. Tables such as Table 3 allow us to find 
numerical characteristics featuring the comparative 
complexity of objects for a given group. There are two 
such characteristics: integral and point. The integral 
grade is defined as the integral under the curves. The 
point grade is determined as the average of the columns 
in Table 3.

The difference between the dynamics of the 
complexity function and the function in the Rasch 
model is that the Rasch model is shifted horizontally, 
but the complexity function is shifted vertically; the 
more difficult the subject, the lower the curve. Unlike 
the logit-based Rasch model, the complexity function is 
calculated with a minimum of computational resources. 
Using the data of Table 3, the grades for a group 
performance were obtained (Table 4).

Table 3. Values of the complexity function for four subjects

Number Subject 1 Subject 2 Subject 3 Subject 4

1 0.714286 0.689655 0.666667 0.645161

2 0.526316 0.5 0.47619 0.454545

3 0.408163 0.384615 0.363636 0.344828

4 0.327869 0.307692 0.289855 0.273973

5 0.273973 0.25641 0.240964 0.227273

6 0.235294 0.21978 0.206186 0.194175

7 0.204082 0.190476 0.178571 0.168067

8 0.178571 0.166667 0.15625 0.147059

9 0.15873 0.148148 0.138889 0.130719

10 0.141844 0.13245 0.124224 0.116959

11 0.128205 0.11976 0.11236 0.10582

12 0.116279 0.108696 0.102041 0.096154

13 0.106383 0.099502 0.093458 0.088106

14 0.098039 0.091743 0.086207 0.081301

15 0.090498 0.084746 0.079681 0.075188

16 0.084034 0.07874 0.074074 0.06993

17 0.078431 0.073529 0.069204 0.065359

18 0.07326 0.068729 0.064725 0.06135

19 0.068729 0.064516 0.06079 0.057803

20 0.064725 0.06079 0.057307 0.054645

21 0.061162 0.057471 0.054201 0.051813
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Table 4. Final comparative characteristics of 
the complexity of 4 subjects for one test group

Indicators Subject 1 Subject 2 Subject 3 Subject 4

Integral indicator 
of complexity 4.139 3.904 3.695 3.510

Relative incre-
ment of integral 
indicator n/a 0.235 0.443 0.629

Point complexity 
indicator 0.197 0.186 0.176 0.167

Relative increment 
of point indicator n/a 0.011 0.021 0.030

It follows from Table 4 that the most difficult 
subject for this experiment turned out to be Subject 1. 
The easiest subject for testing for RTU MIREA students 
is Subject 4 (Mathematical logic). These indicators are 
comparative and can be used for different subjects, but 
for a given group within one university. Each group is a 
bearer of a collective intelligence. It is a self-organizing 
system in which group members “pull” each other up 
to a common level. For another group, a qualitative 
correlation between the complexity of subjects is 
possible, but it may have quantitative difference. This 
method is an alternative to the Rasch model and serves 
as the basis for constructing fairly simple software 
components and algorithms for processing test results. 
This technique allows conducting comparative analysis 
with robust results.

3. DISCUSSION

A functional approach [13] and a statistical 
approach can be distinguished in testing. An example 
of a statistical approach is the application of the Rasch 
model [14, 15]. A significant shortcoming of this 
model in assessing the complexity of testing is that 
in it the concept of probability is incorrectly used, 
that is incomprehensible for specialists who do not 
know statistics. And it is unknown whether Rasch 
himself knew it. Many humanitarians use the formula 
without understanding its meaning and limitations. In 
statistics, only the frequency of observations is usually 
equated with probability. Usually, a statistical value is 
equated to a statistical value. But in the Rasch model, 
the probability is determined not by the statistics of 
observations (interval grade), but by one (point) student’s 
grade. In this approach, the probability is considered 
to be 1 if a student (one-time grade) gets the highest 
grade, that is, a certain standard is chosen that equates 

to a probability equal to 1. The ratio of one student’s 
grade to the normative grade is declared a probability 
and the Rasch model is applied. In fact, the grade 
characterizes the intellectual level of the student, taking 
into account his mental state (anxiety, physical fatigue, 
mental fatigue, etc.). In a different state, a student can 
receive different grades at the same intellectual level. 
Accordingly, the application of the Rasch method to the 
same group will give different grades, meaning that it 
is a statistically unstable characteristic. The difference 
in this assessment is explained by the presence of an 
objective causal relationship, and not by a probabilistic 
characteristic, as in the Rasch model. Therefore, the 
Rasch’s model is simple and good, but completely 
unreliable.

The obtained results have shown that the complexity 
function is applicable for assessing the complexity of 
subjects and is easy to use. Application of the function 
gives relative grades [16] and group grades [17].

CONCLUSIONS

The proposed method is applicable for the majority 
of tests of the following kinds: “teacher–student,” 
“software program–student,” “virtual test simulator–
student,” “mixed reality simulator–student,” and others. 
Testing assessment quality increases with the increase 
of the grading scale up to a 10-score system and higher. 
This method differs from the majority of the assessment 
methods by introduction of an integral grade that relates 
to the grades in a group thereby reducing random errors. 
The method and the algorithm based on this method 
are fairly clear if compared to the Rasch model which 
is conditional. In the Rasch model, a single-parameter 
logistic function is used that has one asymptote at the 
zero value of the function and another asymptote at the 
value of the function equal to 1. Such a function can 
suitably be related with probabilities. However, the 
meaning of the sigmoid slope value stays behind the 
frames of this work. The study conducted by Arnol’d 
[18] has shown that in some cases the slope can change 
depending on the value of a parameter of the two-
parametric logistic model, and characterizes the rate 
of the resource consumption. The proposed method 
includes simple algorithms of ranging, computation of 
the integral variable, computation of the complexity 
function, and statistical processing of the results. The 
method is simple and available for the majority of 
teachers/professors in universities. At the same time, the 
method is accessible for researching other complexity 
functions.
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Abstract. A comparative analysis of the “general formal technology (GFT)” by S. M. Krylov is carried out in the 
context of the published book of the authors “General Theory of Technologies and Microelectronics” (2020) and on 
the basis of his work of 2008. Despite the abstractness of the algebraic-algorithmic approach, Krylov offers a number 
of specific constructions that are in demand during the fourth industrial revolution and for the future development of 
industrial technology in nanoelectronics and biotechnology. Industrial technology is considered as a complex object 
of management, i.e., it is the object of study of the new discipline “neocybernetics”. Although the foundations of 
this approach were laid in 1930s–1960s within the framework of logical and mathematical research, its expansion 
is inevitable when using self-organization processes to obtain functional supramolecular structures in technological 
processes of nanoelectronics (for example, DNA origami engineering). The issues of complexity quantification for a 
product itself (structure) and its manufacturing technology, or, according to Krylov, the complexity of technological 
automata, have become even more relevant than before. The theoretical issues of self-organization, the development 
of artificial life, and the creation of self-replicating technical systems also seem promising for solution. In our opinion, 
Krylov’s formal technology is an important “block” in the advancement of general theory of technologies (GTT) useful 
for describing the technology at the levels: operation, route, and process. We would like to encourage a wide range 
of readers to study the book and form a steady interest in general technological issues. The value of GTT and GFT 
extends beyond the sphere of technology and, in a narrow sense, factory production, but also into the area of “fine” 
regulation of physiology in biological objects and pharmacy, as well as into the problem field of cognitive sciences, 
psychology, and education. when the focus is on the personality structure and heterogeneous constructs “floating 
in the sea of the unconscious”. Both S.M. Krylov and we demonstrate that the issues of industrial technology cannot 
be considered without abstract formalization and without reference to philosophy.
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INTRODUCTION

In the paper, we would like to pay tribute to the 
memory of Sergey Mikhailovich Krylov (1948–2020), 
Doctor of Technical Sciences, Professor of the Computer 
Department at Samara State Technical University, who 
has contributed to the creation of the general theory 
of technologies (GTT) [1]. Krylov’s system of ideas 
on the formal theory of technologies (GFT, sometimes 

simply FT), as he called it, is presented in several 
papers [2], his dissertation [3], and three books [4–6]. 
Although the paper aims to compare the GTT and GFT, 
it would be appropriate to refer directly to only one 
book entitled “Neocybernetics” [5] (Fig. 1) fallen into 
the category of rare books. To understand the genesis 
and relationship between Krylov’s ideas beyond the 
scope of the GFT and GTT, the synopsis review form 
is chosen by the authors. The book itself is written in 
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Прозрачность финансовой деятельности: Никто из авторов не имеет финансовой заинтересованности в 
представленных материалах или методах.
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Резюме. В контексте вышедшей книги авторов «Общая теория технологий и микроэлектроника» (2020) про-
водится сравнительный анализ «общей формальной технологии (ОФТ))» С.М. Крылова на основе его работы 
2008 года. Несмотря на абстрактность алгебраико-алгоритмического подхода, Крылову удалось предложить 
ряд конкретных конструкций, востребованных в ходе четвертой промышленной революции и для будущего 
развития промышленной технологии наноэлектроники и биотехнологии. Промышленная технология рассма-
тривается как сложный объект управления, т.е. выступает объектом изучения новой дисциплины «неокибер-
нетика». Хотя основы данного подхода закладывались в 1930−1960 годах в рамках логико-математических 
исследований, но его расширение неизбежно при использовании процессов самоорганизации для получе-
ния функциональных надмолекулекулярных структур в технологических процессах наноэлектроники (напри-
мер, инженерия ДНК-оригами). Вопросы исчисления сложности самого изделия (конструкции) и технологии 
его изготовления, или, по Крылову, сложности технологических автоматов, стали еще более актуальными, 
чем раньше. Теоретические вопросы самоорганизации, разработки искусственной жизни, создания само-
воспроизводящихся технических систем также представляются перспективными для решения. Формальная 
технология Крылова выступает, по нашему мнению, важным «блоком» при построении общей теории тех-
нологий (ОТТ), полезным для описания технологии на уровне технологических: операции, маршрута и про-
цесса. Хочется побудить широкий круг читателей к прочтению книги и сформировать устойчивый интерес 
к общетехнологической проблематике. Значение ОТТ и ОФТ простирается за пределы сферы техники и, в 
узком смысле, заводских производств, в область «тонкой» регуляции физиологии в биологических объектах 
и фармацевтика, а также в проблемное поле когнитивных наук, психологии, образования, когда в центре вни-
мания оказываются структура личности и гетерогенные конструкты, «плавающие в море бессознательного». 
Мы, как и С.М. Крылов, демонстрируем, что вопросы промышленной технологии нельзя рассматривать без 
абстрактной формализации и без обращения к философии.

Ключевые слова: общая теория технологий, формальная технология, неокибернетика, конечные автоматы, 
самоорганизация, сложность
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a popular science style rather than in a scientific one. 
It should be noted that the term “neocybernetics” is 
increasingly used by different authors [7] while the 
distinction with Wiener cybernetics is along the lines 
of the control object complexity and, accordingly, 
incomplete information on its state. Any technological 
system can be considered just as a control object of 
higher complexity.

Fig. 1. S.M. Krylov and his book cover [5]1

To clarify the subject of the GTT and GFT study, 
it would be appropriate to quote one passage used 
by Krylov and other authors as well. In the article 
“Technology” published in 1901 in the Brockhaus 
and Efron Encyclopedic Dictionary, D.I. Mendeleev 
characterizes technology as the science dealing with 
producing artificial objects, i.e., objects that do not exist 
in nature, from natural raw materials: 

“The technology is the doctrine of advantageous 
(i.e., absorbing the least human labor and energy of 
nature) methods of processing natural products into the 
ones needed (necessary or useful, or convenient) for 
use in human life. Although technology is profoundly 
different from socioeconomic doctrines by its subject, 
it has rather many direct and indirect relations with 
them, since the economy (saving) of labor and material 
(raw material), as well as time and forces through 
them, is the first priority task of any production. And 
the essence of the factory production doctrine loses its 
ground completely if the production advantageousness 
(economy) is overlooked... The task of technology 
shows that it does not have those highest and absolute 
requirements which the abstract sciences related to 
the visible or internal nature have, that it contains in 
itself the application of other more abstract knowledge 
to life, and that its content must change according to 
the circumstances and conditions of place and time. 
However, these, so to speak, negative aspects of 
technology are redeemed, firstly, by the direct and vital 
importance, which factories and plants already have 

1 URL: http://vt.samgtu.ru/index.php. Accessed: October 25, 
2021 (in Russ.).

nowadays and which must strengthen more and more 
in the future. Secondly, by the fact that the doctrine of 
the methods used by plants and factories illuminates 
via scientific principles what is produced by practice. 
Through this not only the production is improved but 
also the scope of scientific understanding of things and 
phenomena is expanded” [8]. 

BOOK COMPOSITION

The Preface and Introduction provide the following 
three sources inspiring Krylov: “Tektology” by 
Bogdanov [9], “Notes by the Translator” by Augusta Ada 
Lovelace (1843), and works on synergetics. It should 
be reminded that Bogdanov has defined tektology as 
a general organizational science with emphasis placed 
on forms of organization (thus, “regulating forms” 
anticipate cybernetics). Why is the world organized? – 
this question arises for Krylov as well, so he writes: 
“The main goal of GFT is to try to explain logically 
(and technologically) the structure of the world around 
us at the level, first of all, of our perception, that is 
at macroscopic level, which ‘scale center’ is man 
himself. And the way this macrolevel can be realized 
in terms of different possible physical microlevels is 
kind of a secondary issue that is not considered here” 
[5, p. 11]. At the same time, “formal technology, on 
the contrary, starts from studying the most general 
properties of the most general operations on both real 
and imaginary (abstract) objects, moving down in the 
hierarchy towards more and more specific properties 
of more and more specific objects and operations” 
[5, pp. 6–7]. For better understanding, reference should 
be made to Bogdanov himself [9, p.  79]: “With the 
infinitely rich material of the Universe and the infinite 
variety of its forms, where can these persistent and 
systematic, repeating, and increasing, with the growth 
of knowledge, analogies come from? To regard them 
as ‘incidental coincidences’ is to introduce a great 
arbitrariness into the world-view and even to come into 
obvious contradiction with the theory of probabilities. 
There can be only one scientifically justified conclusion: 
the actual unity of organizational methods is found 
everywhere  – in mental and physical complexes, in 
living and dead nature, in the work of spontaneous 
forces and the conscious activity of people.” According 
to Bogdanov, Krylov represented formative forms as 
the development of systems: “The development of any 
system—material or informational—is a technological 
process to some extent. Therefore, a very important 
application area for formal technology is the most 
various development processes which we shall 
further call evolutionary: both natural existing in the 
surrounding environment and artificial realized by 
man or with his participation” [5,  p. 9]. It should be 
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noted that Krylov pursues the ideas of evolution more 
consistently, compared to the GTT, although evolution 
is considered here [1] not only in terms of technology 
but also in terms of technological operation (TO). 
Evolutionarity, manifesting itself in the technosphere 
through the creative activity of the spirit [1, p. 380], is 
a universal natural feature:

“In nature, through the chaos of innumerable 
variations, the same dialectical laws of motion that 
dominate the seemingly random events in history as 
well, being the same laws that run like a golden thread 
through the evolution of human thinking to gradually 
sink into the mind of thinking people, are paving their 
ways” [10].

Borrowed from Ada Lovelace, Byron’s daughter, 
the view of TO captures the systematicity of the object 
being modified, in addition to abstractness: “By the word 
operation we mean any procedure changing mutual 
relationship between two or more things, whatever kind 
of relationship they may be. This is the most general 
definition including all objects in the Universe. But the 
science of such operations being specifically derived 
from mathematics is an independent science having 
its own theoretical validity and significance, just as 
logic has its own validity, regardless of the objects to 
which its explanations and methods are applied.” In 
the GTT, TO is introduced as a change in the state of 
the substratum, but Krylov specifies any change as a 
change in the mutual relationship between parts. Then, 
Krylov identifies informational and “ordinary” material 
technologies according to the object types. The former 
is studied by the classical theory of algorithms [5, p. 11]: 
“Being the flesh and blood of mathematics (theory of 
algorithms, to be more exactly), GFT may adapt any 
of its methods developed so far to its needs without too 
much trouble. Moreover, the formal technology defines 
also the place of mathematics itself (as a computing 
technology) among all the many technologies very 
clearly.” This is in compliance with our definition 
of technology as “the objectification of widely used 
algorithms” [1, p. 30].

We paid attention to the complexity when considering 
the level of technological route (TR). Krylov goes a little 
further, linking quite rightly the complexity with self-
organization and thus, with synergetics (represented 
by Prigozhin primarily). He writes about synergetics 
and GFT: “Mutual recognition and ‘exchange of ideas’ 
may benefit both scientific areas, whereas a possible 
confrontation is likely to reflect only the typical social 
situation of ‘power seizure.’” It should be noted that 
synergetics connects holistic perception with the 
search for order parameters in the research object; 
i.e., there must be order in any object, and the task of 
synergetics is the search for it. Krylov also writes about 
the constructive nature of GFT up to the construction 

of new “physical worlds”, and, in our opinion, this 
only further focuses on the design technologies as twin 
ones in relation to the “manufacturing” technologies, as 
A.A. Ivlev has written [11]. In any case, studying self-
organization problems cannot be separated from those of 
the complexity calculus.

The focus on constructiveness represents, perhaps, 
the most original feature of Krylov’s approach consisting 
in “ultimate abstracting the notions of operation objects 
and mechanisms of linking objects to each other into 
various constructs and structures, whether it would be 
the words consisting of symbols, units and aggregates 
consisting of parts, or ‘molecules’ built of ‘atoms’... It 
should be noted that it took about ten years to develop 
this seemingly very crude and very simplified approach” 
[5, pp. 15–16].

Chapter 1 entitled “Formal Technology and 
Metaphysics” is historical and bibliographic in nature, 
while Chapter 2 entitled “What Does Functionality 
Give?” focuses on defining GFT. In our book, we 
have done exactly the same, while the notions of 
“product,” “target product,” and thus functionality, 
are put at the forefront of the GTT as well. Chapter 3 
entitled “Up the Ladder of Evolutionary Technologies” 
introduces the dynamic and evolutionary nature into 
GFT, but at the same time, the concept of hierarchy 
is naturally introduced [1, p. 69]. Not only changes in 
structures implementing each operation but also certain 
technologies and their evolutionary transformations, 
operations and working transitions of these operations, 
the role and nature of operations, and the change of 
this role during evolution may be analyzed. Thus, the 
evolution of microelectronics [1, Chapter IV] illustrates 
a general case of the technology evolution. Here, the 
evolution of processes as well as the evolution of the 
means implementing these processes are considered.

The next two chapters entitled “Why and How Life 
Emerges” and “Evolution of Systems” deal with the 
problems being fashionable in the 1960s, the discussions 
on which will be, certainly, continuing. Krylov refers 
to the concepts of entropy, negentropy, and adaptation 
mechanisms; and it is easy to see parallels with 
compositions of the fourth and fifth chapters [1] in this. 
Adaptability and homeostasis are important concepts 
when discussing the industrial technology. Chapters 6 
and 7 on program-controlled technological systems of 
the future and Church’s thesis, respectively, illustrate 
technical aspects of the production organization. Here, 
there is also some parallel with the chapters of our book 
on levels of production process and technology. Chapter 
8, “How and Where Do We Develop To? Social and 
Economic Systems,” where the focus is made on human 
aspects, e.g., beauty, is analogous to the last, seventh 
chapter [1], at least as far as the considered problem is 
concerned.
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CONTENT AND DISCUSSION OF CHAPTER 1

Chapter 1 begins with a lengthy discussion of 
man’s knowledge of the world gained through religion 
and then philosophy as well as through the unity of 
metaphysics and mathematics in terms of the number 
concept: “This was how the Pythagoreans emerged. 
Enthralled by the beauty and orderliness of arithmetical 
and geometrical constructions, they tried to deprive the 
number of its main advantage: the abstractness.” Today, 
mathematics has become a theory of algorithms, and 
a return to metaphysics is required on a new level to 
explain the world. So, the question is asked: “But there 
is no unified mathematical theory on the origin of life. 
And why not? What is so special about mathematics 
as a generalized universal method for describing and 
solving all problems, that radically distinguishes it 
from those methods used by nature?” And the answer 
is given: “In all cases without exception, mathematics 
operates exclusively with artificial objects: numbers 
or some of their “substitutes” (symbols and/or codes). 
Nature “works” only with physical objects... In short, 
real physical objects being in physical contact with 
each other always manifest their inherent functionality 
related to their inherent physics, that is, to the physics 
of the Universe in which the interaction takes place” 
[5, pp. 24–25].

The problem raised by Krylov is quite delicate and 
belongs to sophisticated metamathematics. In practical 
terms, Krylov is right referring to the hidden axiom of 
mathematics: “For any mathematical transformations, 
the primitive objects of mathematical operations 
(numbers and codes) have only one abstract property 
that is to represent some quantities.” However, it is 
commonly known that in Cantorian set theory being the 
qualitative theory of differential equations, numbers are 
secondary. This difference in approaches to mathematics 
occurs even in mathematical logic itself, if the works 
of the formalist Hilbert and his contemporary Gottlob 
Frege (predicate calculus) are compared. Syntactic 
thinking is characteristic of the Kolmogorov tradition 
as well as of the work “Algorithmic Theories of 
Everything” (2000) by Jürgen Schmidhuber cited by 
Krylov [12]. The physicosemantic approach is closer 
to us [1, p. 204]; and the same position is also shared 
by Krylov: “It is always possible to find objects whose 
description in ‘Schmidhuber universes’ turns out to 
be not only incomplete but completely inadequate” 
[5, p. 28]. On the other hand, any study, including that of 
technology, inevitably encounters problems of language 
and symbolism.

Here, the notion of functionality is used, but Krylov 
understands it unconventionally. In this case, attention 
is drawn to the object-oriented programming (OOP) 
paradigm and the “Object–Properties–Functionality” 

triad. A formula is written out [5, p. 30] stating the 
following: 1) an object can have several properties; 
2) each property depends on the properties of other 
objects (and other properties of the object itself), while 
functionality is the functional relationship itself. Krylov 
warns: “It makes no sense to consider only functionality 
without related physical properties: it would be just a 
part of a long-standing branch of mathematics called 
‘the general theory of computable functions.’” Two 
levels of GFT are identified: simple level based on the 
“Object–Properties” dyad; and the more developed 
one considering the entire triad. Two types of formal 
TOs are also immediately identified: synthesis similar 
to addition, and decomposition, i.e., separation. It is 
noteworthy that Krylov also introduces the TO analysis 
coinciding in meaning with the Measurement and 
Attestation (M&A) TO introduced by us [1, p. 116]; 
this is expressed mathematically as Fi(x) → < x,  β >, 
where β stands for the desired characteristic (parameter) 
of object x. Also, the seemingly incorrect case when 
β ∈  {0, 1} stands for the sign of absence or presence 
of an object as well as the general case of measurement 
as a comparison of the particular object form with a 
standard is considered.

The TO definition is given in [5, p. 35]: “Objects 
in FT may in fact be understood as everything to which 
its ‘technological operations’ can be applied, that is, 
operations affecting in some way the objects themselves 
or/and their properties, or/and their mutual arrangement.” 
By analogy with the alphabet in mathematical logic, 
Krylov introduces “naturally,” in his own words, 
basic elements or the base for technology. And after 
all, considering the history of microelectronics, this 
theoretical idea seemingly taken from a mathematical 
mind has been indeed embodied in a list of materials, 
structural elements (of electronic component base), 
and typical technological processes. At the same time, 
modern technologies are open to innovations; they 
evolve changing their own “axiomatics.” An algebraic, 
in spirit, definition of formal technology as a set of 
base and operations on its elements and structures, 
i.e., obtained from the elements of the base of complex 
objects, is given in [5, p. 36]. Here, the analogy with 
the carrier and signature of an algebraic system may be 
easily seen.

Then, the notion of creative technology is 
introduced, which is excessive in our opinion, since 
any practical technology always creates something new, 
setting aside the copying technology being an exotic 
case for production (e.g., polymerase chain reaction or 
the analogy with image transfer in microelectronics). 
Creativity, it seems, should be correlated with 
“usefulness.” In this case, Stanislaw Lem’s thought about 
classifying technology as science may be recalled, and it 
may be said that there is no useless science in the most 



78

Evgeny S. Gornev,  
Igor V. Matyushkin

A discussion of S.M. Krylov’s book “Neocybernetics” (2008)

Russian Technological Journal. 2021;9(6):73–87

pragmatic meaning of the word “useful,” since it is never 
known in advance what information on nature would be 
useful and, moreover, would be extremely important and 
necessary. On the other hand, the distinction between 
creative and non-creative technologies gives Krylov 
grounds to speak on self-replication of biological cells 
and on amplification of life forms during evolution (up 
to the emergence of intelligence) as well as to introduce 
the notion of “evolutionary technology” [5, p. 41]. When 
analyzing the sum of technologies and using the notion 
of conjugate points [1, p. 355], Krylov, like us, comes 
to the idea of evolution through the development and 
complication of the technology base, but in an alternative 
way using the notions of creativity and base.

Krylov draws attention to the fact that “the novelty of 
structures should be determined exclusively by means of 
technology itself.” This idea seems profound and important 
for analyzing the inventive activity and innovations, i.e., 
project activity becomes subordinate to the production 
and technological one. In practice, the opposite is usually 
true; at first, the structure, and then only the production 
route is determined. In a broader sense, it would be better 
to move to the level of the production process rather than 
to that of the route [1, p. 31]. Eventually, not “what to do” 
but rather “how to do it” becomes the main thing. Only 
then, the novelty would get the right to exist. At the same 
time, the inseparable unity of technology and structure 
has been pointed out, and Krylov strengthens and singles 
out the second side of this unity based on algebraic 
considerations. As for self-replication, Krylov’s thought 
refers to Codd’s cellular automata and sufficiency of a 
low level of functionality determined by the number of 
possible local transition functions and/or the number of 
cell states.

By analogy with a function of several variables, 
Krylov introduces a formal-technological function 
(FT-scheme of synthesis) that results in a new 
object/structure. Here, the set of acceptable TO 
parameters is explicitly introduced; in our terminology, 
this is the tekhne of the TO level [1, p. 115]. In addition 
to the schemes of synthesis, the “fixed disintegration” 
operation similar in meaning to “dosing” in food 
technology is introduced. Mathematical definitions for a 
number of private types of TO are given. And it should 
be said here that the TO described by Krylov is rather 
equivalent to microoperations [1, p. 108].

The following theorem on “the efficiency of 
accumulated knowledge,” i.e., on the possibility 
to number all TRs, is formulated. Krylov explains: 
“Any technology being a finite algorithmic system 
by definition (i.e., a system with a finite number of 
types of initial operation objects and a finite number of 
operations on objects themselves) can generate only a 
finite number of objects (syntheses or structures) for a 
finite number of stages.” The theorem is true abstractly 

and mathematically only. Some operations change the 
properties of objects while the combination of such 
properties, even with a finite number of operations, 
may be infinite in practical terms. This implies 
a somewhat fantastic, in our opinion, idea of the 
constructor–analyzer representing a Turing machine 
connected to a technological unit. According to 
Krylov, the technology is complete when it is infinitely 
creative and the technology of its synthesis can be 
recovered from the product design. The recoverability 
is seemingly understood as existence with an accuracy 
of unambiguity, since, for example, a joint can be made 
by different technological welding methods (laser, 
electric, ionic, etc.) exclusive of various additives. 
Krylov considers the coincidence of the term with 
completeness in logic accidental, but it seems that 
the analogy is quite adequate, since a formula is 
provable when there is a chain of formulas linking 
it with axioms. Chapter 1 is concluded by several 
mathematized definitions and statements as well as by 
a summary figure showing subtypes of technologies 
[5, p. 68], (Fig. 2).

Creative technologies

Non-creative 
technologies

Infinite-creative technologies
Complete technologies

Evolutionary technologies

Fig. 2. Types of technologies selected by S.M. Krylov

CONTENT AND DISCUSSION  
OF CHAPTER 2

Chapter 2 deals with abstract notions of property 
and functionality, being rather difficult to understand; it 
invades the realm of philosophy, and is based on works 
by M. Bunge and E.M. Karpov. Krylov is aware of the 
complexity of the issue: “Interpreting the meaning of the 
term ‘property’ in each specific case in relation to each 
version of representation of systems, their components, 
and relations between components is one of the most 
complexities in studying systems... Referring to 
properties of individual objects and systems of objects, 
the fundamental difference in properties related to the 
dynamics of their behavior and in properties statically 
connected with objects themselves, that is those that 
allow distinguishing one object from another regardless 
of their dynamics, are not usually emphasized” 
[5, p.  74]. Krylov embarks upon the path of G. Klir 
and E.M. Karpov and gives the following definition: 
“A  property of an object (element or structure) is its 
some numerical, geometrical, physical, or any other 
characteristic, including the imaginary one, remained 
steady under certain stable conditions, by which they 
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(elements, structures) may differ from each other or 
from their state preceding in time and/or space.” 

Krylov emphasizes the technical meaning of this 
definition and rightly points out that “the presence 
of object properties may not necessarily imply 
the presence, among analytical operations, of the 
corresponding technology for operations directly 
determining the ‘presence’ or ‘absence’ of certain 
properties, and even ‘measuring’ their value” [5, p. 78]. 
Krylov also extends the predicative meaning of the 
property and writes openly that it is quite possible 
to display the property using an integer or finite real 
number, not only a Boolean number. It should be noted 
that this approach exists in the probability theory 
when a random event is compared with a random 
variable. According to Krylov, “in this notation, the 
possibility to limit the real (i.e., quite complete) list of 
object properties by its reduced version representing 
a full picture of their behavior in a particular context 
becomes quite obvious” [5, p. 80]. This problem 
of incompleteness is rather essential for practicing 
M&A TO of industrial technology and interpreting 
their results (in this regard, see our comments on the 
physical–statistical approach in the reliability theory 
[1, p. 233]). With regard to the importance of OOP, 
Krylov writes: “For us, the significant thing in this 
concept is its most important, central link, namely, 
that any object should be represented by a single set 
of parameters describing its features (properties!) as 
well as methods (techniques and functions) describing 
the use (interaction) of parameters inside and outside 
the object, i.e., with other objects. Indeed, any real 
object of the real world is not just a set of its static 
characteristics. It is also a process of its existence in 
the world around, its dynamics, and its evolution” 
[5, p. 81].

The object state is defined as a set of specific 
values of its properties and is interpreted as a vector 
in a multidimensional “space” (in our understanding, 
this space is analogous to the phase space in statistical 
physics). Noteworthy is the “method of assigned 
functionalities” consisting in decomposition of a 
property having multiple values into several properties 
with few ones, e.g., binary values [5, p. 83]. And, 
as Krylov rightly notes, this method is often used in 
designing cellular automata.

It should be repeated that the notion of 
“functionality” is introduced nonconventionally. 
In the GTT, functionality is the property of the 
final product to perform a useful function, but it 
may be undoubtedly possible to postulate the local 
functionality of the element of product or semi-
finished product responding to external impact under 
some other given conditions in a “correct” manner, 
in the developer’s view. Such a need does arise in 

microelectronics when characterizing basic structural 
elements, while the degree of “correctness” is fixed 
in the “Platform Development Kit.” Krylov, though 
also mentioning external impact (through change), 
takes a different approach [5, p. 84]: “The property 
of an object (element or structure) is called functional 
when it allows changing the state of another object 
which this property of this object interacts with when 
these objects physically converge or connect.” In our 
opinion, it would be more correct to speak of linking by 
introducing the abstraction “linkage,” since it is hard to 
imagine physical convergence for information objects. 
Then, Krylov discusses the example of a 2AND–NOT 
gate where its two inputs are called input properties 
while its output, i.e., the output property, becomes 
functional only when it is connected to another gate. 
However, functionality does exist without a connection, 
being specified by the truth table and its “correctness.” 
Then, the operation of the four-component flip-flop is 
discussed in the language of functionality [5, p. 90]. 
As a more complex example, Krylov introduces the 
so-called “semistructured heterogeneous self-timed 
machine with individual object names” in the context of 
calculations using chemical reactions (in our opinion, a 
rather good example is given here by the Kirdin kinetic 
machine). Krylov refers to the Kauffman Boolean 
automaton being another network implementation. 

Several statements on emergent properties 
concludes Chapter 2. Whereas the system-wide 
statement on emergence is considered in the GTT only 
in the sense that each level of technology description 
generates new specific concepts, Krylov links 
emergence with functionality in a more classical way. 
“An emergent property is the property of object x (with 
a non-empty value) been absent at previous steps of 
technology in those objects which object x is obtained 
from” [5, p. 100]. Here is an example of statements: 
“Statement 2.1. The property ‘to have a given form’ 
is emergent (in technologies, with dimensionality at 
least 2).” In our understanding, the dimensionality of the 
technology is identified with the number of properties 
of its final structure. For the von Neumann 29-state 
cellular automaton, two statements are formulated in 
the language of functionality. “Functionality” turns 
out to be a notion analogous to “method” in OOP. 
“Kinematic emergence” is the last notion introduced 
in Chapter 2.

CONTENT AND DISCUSSION  
OF CHAPTERS 3–5

Chapters 3–5 deal, on the one hand, with the 
development of the notions of “functionality” 
and “complexity” and, on the other hand, with 
physicochemical processes of prebiological and 
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biological evolution. The property of self-replication 
is emergent when compared to organic molecules; this 
transition from the second to the third chapter is natural 
and subordinate to GFT logic. However, Chapter  3 
begins with strange postulates for evolutionary 
technology: “There is ‘space’ and ‘time’” [5, p. 111], 
with a reference to the everyday understanding (as 
far as we can see, this understanding corresponds to 
the Newtonian one). Statement 3.3 given on p. 102 
is clearly physicalist, which reduces its generality 
but specifies and fixes Krylov’s atomistics. Krylov’s 
quasiatoms are analogous to atoms in chemistry having 
mass and inertia while their properties are quantized 
(Statement 3.4) to enable replication of base elements; 
samples of elements can be replenished from an 
external source. Perhaps, analogies with the works of 
Democritus are relevant here. The notions of “fields” 
and correspondingly of “forces” are of first importance: 
“More complex, nonlinear or nonmonotonic, or even 
alternating-sign versions of the functional dependence 
of the attractive force on the distance between elements 
are extremely difficult to analyze due to the infinitely 
large number of elements and the infinity of space 
itself” [5, p. 115].

Physicalism and even mechanicalism are also 
perceptible in the appearance of the inertia law in 
Statement 3.5. However, the following more general 
formulation would be interesting: “In order for 
the technology satisfying Statements 3.3–3.4 to be 
evolutionary, it is necessary that elements of the base have 
the property of preserving the properties the direction of 
motion in the absence of external forces (attractive and/
or repulsive).” (Krylov’s text is crossed out while our 
one is underlined). Constructing a type of forces, Krylov 
necessarily embarks on the path of molecular dynamics 
methods; to give concrete expression, we shall give an 
effective type, in Krylov’s opinion, of the interaction 
force between two elements of the base:

F
K d r r

d
ij i j

ij
n=

− +( )( )
,

where i, j are element indexes, ri,j is their radii, dij is the 
distance between their centers, n is degree of interaction, 
and K is constant. For justification, Krylov refers to his 
own computer experiments demonstrating the presence 
of stable structures at n = 3 (which corresponds to the 
physics of our world) but refers only to one literature 
source published in 1997. It is noted that the introduction 
of the medium viscosity and heteropolarity of elements, 
i.e., the “charge” property, allows obtaining results that 
are more interesting. In our opinion, the book would 
have benefited has Krylov included a more detailed 
description beyond illustrations of lumping balls 

(Fig. 3). The summary is given on p. 121: “For example, 
ball-cells can be provided with a set of states and 
functionalities similar to those of von Neumann cellular 
self-replicating automata. This results in a structure 
wherein self-replication of structures may occur. 
Thus, for the first time we have approached the first 
formal–technological model of the ‘universe’ in which 
evolutionary (or rather, similar to them) technologies 
and processes are theoretically feasible.”

Krylov is skeptical of the probability of self-
replicating configurations as in the von Neumann 
automaton recording the following in the 
Statement 3.6: “The slightest inhomogeneity in the 
environment surrounding the automaton may result in 
a failure in the self-replicating process, and the later 
stops” [5, p. 122]. However, by equipping quasiatoms 
with the new “number of electrons” property resulting 
in an analogue of covalent bonding, Krylov has been 
able to obtain stable configurations preserving the 
structure under various collisions.

Chapter 4 begins with discussing the concept of 
entropy. We tend to agree with the following remark 
(p. 125, emphasis added): “... (The conventional 
approach) considers any system as already given, 
existing in nature, whether it is actually so or whether 
it is created in a constructive manner from some initial 
components. Hence the following paradox arises: as 
long as probabilities of appearing particular states 
of a system (i.e., its different ‘configurations’ in the 
broadest sense of the term) are unknown, nothing can 
be said either about the value of its entropy or about 
the nature of its possible changes under particular 
transformations (conversions) of the system.” The 
redundancy of the Shannon formula for the amount of 
information in a message as well as the great simplicity 
chosen by nature in the genetic code (64 codons per 20 
amino acids) and used by the developers of information 
systems are noted here.

Functional complexity as an all possible number 
of states of the system is introduced. Structural 
complexity, or structural functionality, is introduced 
first for linear structures understood through left-
right relations. It is stated on p. 131 that eventually 
the minimum number of functional states providing 
“three-dimensional” structural completeness of linear 
structures (analogue is the curve in three-dimensional 
space) is equal to five. Then, one of the basic objects 
is selected to be called an automaton (in the GTT, it 
is the TO processor): “According to this scheme, the 
required minimum number of states of the synthesis 
automaton itself can be easily identified. It turns out 
to be small and equal to 12. That is, the (molecular) 
automaton ... capable of synthesizing linear structures 
may have only 12 functional states.” As for any object-
structure, the automaton functionality is introduced. 
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Krylov draws attention to the role of the energy factor 
underestimated, in his opinion, in Langton’s works on 
artificial life. The scheme shown in Fig. 3 resembles the 
scheme of protein synthesis in ribosomes taken from 
some biology textbook. It should be noted that nature 
has really chosen linear structures, i.e., RNA molecules 
or protein primary sequences, but articulations of parts 
is more diverse in human engineering, not to mention 
the ways of association/connection in mental constructs.

c b a0

210

A

Fig. 3. Fragment of the schematic diagram 
for the random synthesis automaton A similar 

to the synthesis of a linear biopolymer. Circles show 
monomers, while the numbers in the circles are 

the values for the monomer states

The following four types of functionalities are listed 
on p. 135: dynamic (as the ability to move in space), 
structural (as the ability to articulate), logical (as the 
ability to control the assembly through the automaton), 
and energetic (introduced by Krylov vaguely). The first 
and the fourth types are closely related. Complementing 
the base with “automata–decomposition catalysts” 
makes the technology more productive. Krylov provides 
the results of computer simulation again but without 
a reference to the primary source. After appealing to 
the Kolmogorov complexity, the really fundamental 
theorem on a fixed point of self-replication is established 
(p. 145):

“Among linear technologies with the number of 
functional states per one base element greater than one, 
there are technologies in which the functional complexity 
of structures increases constantly with increasing length, 
whereas the functional complexity of the process 
(automaton) of their synthesis remains a constant value. 
Therefore, there are bound to be structures (or their 
combinations) whose functional complexity is equal 
to or even greater than the functional complexity of 
their synthesis procedure (automata) and, consequently, 
there are bound to be structures capable of replicating 
themselves.”

In our GTT version, we postulate and even provide 
non-strict justification for the statement that the 
complexity of the product does not exceed the complexity 
of its production route (generalizing, of technological 
process). We confirm indirectly by this that the number 
of technological alternatives and variations [1, p. 115] 
may be very large as opposed to the finite number of 
structural versions. Thus, both statements come into 
intuitive contradiction, although expressed in different 

terms. There is no attempt to solve this contradiction 
here, but simply record it; discussing all nuances of 
correlation of “tekhne,” “TR complexity,” and hidden 
information in TO prescriptions would require more 
than one paper. In our opinion, the emergence of these 
contradictions in different GTT versions is fruitful and 
bears the impress of dialectics.

Chapter 4 ends with the description of more complex 
structures of automata enhanced by the possibility 
of complementarity (in order to “capture” DNA 
synthesis). The possibility of their combined action is 
close to Manfred Eigen concept of an hypercycle, and 
its features may be seen in our GTT as well; first, in the 
duality thesis [1, p. 107], and second, in the origin of 
Moore’s law and scientific and technological progress 
[1, pp. 362, 373]. In our opinion, the idea of searching 
for ways of self-replication, despite its attractiveness, 
has had a somewhat detrimental effect on the 
development of science, only diverting intellectual 
forces from more achievable practical goals. Falling 
under the spell of this idea, Krylov continues trying to 
“attack self-replication” in Chapter 5 by introducing 
the concept of a partially self-replicating bio-like 
system (PSBS) along with two principles of Darwinian 
systems (mutation and selection). Three works by Eigen 
[13] translated into Russian in the 1970s have been 
apparently unnoticed by Krylov; otherwise, at least one 
of them would have been listed in references. While 
Eigen has used the apparatus of ordinary differential 
equations and nonlinear dynamics, Krylov is a vivid 
representative of the structural-algorithmic approach. 
The structural and functional features of the PSBS 
having a spatially distributed character, i.e., being 
intrinsically connectionist, are discussed on p. 173; the 
presence of control signals for activation and inhibition 
reinforces this analogy as well [14] (see Rumelhart’s 
principles).

COMMENTS ON THE CONTENT  
AND DISCUSSION OF CHAPTERS 6–8

Chapter 6 begins with the following semi-
definition: “Future technologies are, first of all, 
technologies integrated into multipurpose (ideally, 
extremely multifunctional, i.e., universal) automatically 
operating systems capable of solving a huge number 
of tasks without human intervention. Flexible 
automated manufacturing systems (FAMS) and, strange 
though it may seem, computers may be considered 
prototypes of such systems” [5, p. 178]. With regard to 
microelectronics, for example, it is seen how industrial 
technology is transformed into “high technology” 
[1, p. 262], which is associated with the transition to 
the so-called “Industry 4.0.” Then, Krylov declares: 
“Based on the formal technological analysis, we shall 
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try to develop some new basic model of the extremely 
multifunctional (universal) program-controlled device 
to perform any technological operations from a given 
set of operations F of some technology on any objects 
from the combined set A  ∪  B of base elements and 
structures of the same technology.” Then the problem 
of specifying a “universal technological system” arises. 
For solving it, Krylov informally uses the abstraction 
of the Turing machine, and the following definition 
appears: “It is natural to understand the universality 
of the system in any technology T  =  <  A  ∪  B,  F  > 
as the possibility to implement in it any sequence of 
any operations from F on any elements and structures 
from A  ∪  B allowed for these operations including 
all possible results of analysis operations from F that 
can change further sequences of operations.” In terms 
of the TO level, the analysis operations are control-
measuring ones, and the GFT and GTT positions 
coincide here; however, further on the difference arises: 
for Krylov it is, first of all, controllability (the if...
else conditional-branching test) while in the GTT, it is 
an element of tekhne at the production process level. 
A certain practical compromise here is the elimination 
of the defective semi-finished product from further 
technological process. 

Then, the notion of “recursive scheme” similar 
to recursive function in the theory of algorithms is 
introduced in [5, p. 181]. “Storage cells” are introduced 
in a somewhat unsophisticated way, i.e., Krylov tries to 
turn to and transcend some computing model [5, p. 183]: 
“This assumes that all such (structures – auth.) are fairly 
uniform (i.e., homogeneous) objects that can be stored 
in single-type storage cells and moved by single-type 
transport routes.” For conditions of the real production, 
the assumption of homogeneity seems rather shaky. 
It should be noted that the “computing model” is a 
relevant notion [15] from the computability theory 
requiring a separate analysis. Here, Krylov inserts some 
material and technical aspects. The very notion of a 
“storage cell” is used as a generalization of the memory 
cell in computer science; the difference between access 
by address and access by pointer in FAMS scheme 
is discussed (Fig. 6.2 in [5]). Krylov’s logic is very 
much affected by the notion of assembly production 
or assembly “chemistry,” but for us microelectronics 
serves as an example of a different, non-assembly 
technology. Krylov notes the following on p. 189: 
“To achieve ‘algorithmic completeness’, i.e., to create 
a sufficiently powerful information basis in various 
technologies equivalent to mathematics in its potential 
capabilities (and, therefore, providing a solution, among 
other things, to any problems related to controlling the 
universal technological system), the formal mechanism 
should not be that complicated. There should be at least 
‘something’ that may be distinguished from ‘nothing’ 

along with the ability to locate this ‘something’ in 
right places of space (in right storage cells) in the right 
sequence so that this sequence could then be processed 
again.”

In the final part of Chapter 6, Krylov turns to 
specific designs of schemes; here, the abstractness 
of presentation disappears giving way to Krylov’s 
scientific specialization in the design of “systems-on-a-
chip” as well as programmable logic integrated circuits 
and matrices. Although the general terminology is 
preserved, it is completely forgotten that an integrated 
circuit, first of all, converts a signal [1, p. 55] rather 
than something atomic and molecular. Thus, FAMS 
feasibility remains questionable, although for the 
GTT production process level, Krylov’s idea seems 
rather interesting and, perhaps, relevant in terms of 
process flow. Separation of storage cells and process 
cells in the context of smart chemical synthesis 
[5, p. 216] corresponds, in our view, to the logic of the 
pharmaceutical and genetic engineering development 
while the idea of controlling demonstrates the great 
potential of chip synthesis with biotechnology. In this 
respect, the book seems extremely useful for developers 
of “labs-on-a-chip” and microsystem technics (Fig. 4) 
being an excellent example of descending from abstract 
algebraic abstractions to the real production, even 
though biopharmaceutical for now. On the other hand, 
we are skeptical of disseminating these ideas to other 
technologies.

Krylov also rightly notes that technology may 
not always create linear objects (Chapter 4) and turns 
to planar objects estimating the complexity of their 
synthesis on p. 225. Technological cells and Krylov’s 
synthesis machine resemble in some way the cells 
of the cellular automaton but have a more complex 
internal structure inherited from the stored objects; 
there is also an analogy in the synthesis results (e.g., by 
S.M. Achasova [16]). 

Chapter 7 deals with adaptation of Church’s thesis 
for technological systems. The question is formulated as 
follows (p. 235): “What are the effective applicability 
limits of the computing technology operating with 
natural and rational numbers (i.e., the technology of 
partial recursive functions) in comparison with more 
complex technologies operating with objects of the 
real physical world?” The subordinate character of 
mathematics is noted once again (p. 240): “Mathematics 
is a tektology of neutral complexes (in Bogdanov’s 
understanding, complex is something very close to the 
notion of structure in FT).” The notions of “partially 
unknown technology” and “complexity threshold” are 
introduced. The proofs of 10 statements presented in 
Chapter 7 seem not to be rigorous enough.

In chapter 8, Krylov attempts expanding the GFT 
to cover social systems, and the intertwined nature of 
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personality traits that cannot always be separated along 
parameter axes is pointed out on p. 252. Recognizing 
the complexity of the problems, Krylov in his inexact 
reasoning relies on the model for implementing the 
shortest path of evolutionary development discussed in 
Section 5.1 as well as on the Kolmogorov complexity 
criterion of the multicomponent object (in FT 
interpretation) discussed in Chapter 4. The above views 
cannot avoid comments.

As rightly pointed out in Neocybernetics, “the 
main (‘basic’) component of various social, industrial 
and other groups of people is the human being (the 
individual).” While the natural and social sciences 
study nature and society, technologies create the 
human environment. According to P.K. Engel’meier 
[17], “...technology is a part of the social history 
of mankind inextricably linked to nature. Through 
technology man transforms the environment adapting it 
to his needs.” The manufacturing or social technology 
cannot develop without human activity. Technology 
(so far, at least) is not manless; it is a unitary whole 
only when “augmented by humanity,” and this is 
where the difference, maybe the most significant 
one, lies, since bioevolution is undoubtedly a non-
moral process, which is not the case of technological 
evolution. Technology is not a separate part of the 
process. Someone or something implements it. This is 
an indispensable condition for its existence. Without 
this, it is dead.

Reasoning about the impact of climate on the 
development of social structures and, especially, on 
the development of technology including currently 

are highly subjective. On the other hand, according 
to the classics of dialectics, “if man, by dint of his 
knowledge and inventive genius, has subdued the 
forces of nature, the latter avenge themselves upon 
him by subjecting him, in so far as he employs them, 
to a veritable despotism independent of all social 
organization” [18]. Krylov writes on p. 258: “The most 
important ‘internal’ mutagenic factor determining the 
possible rate of evolutionary development of a given 
society is ‘the degree of permitted free action of certain 
social subsystems.’ Simply stated, this is the degree 
of ‘inner freedom’ of a given society. If the level of 
this freedom is low, i.e., the system is rather rigidly 
organized (e.g., ‘totalitarian’), then, obviously, the 
rate of evolution of such system would be minimum, 
and it would inevitably lag behind in its development 
compared with its more ‘internally free’ neighbors. 
This, in turn, would result in the loss of efficiency as 
well as in losing the competitive struggle.” These 
conclusions are unsupported. In contrast, technological 
breakthroughs of the thirties in Germany and in the 
USSR should be noted. These countries are considered 
totalitarian regimes. In addition, what about the pace of 
technological advance in China today? The concept of 
the Megamachine proposed by L. Mumford may be also 
referred to. 

Krylov reveals the difference between a technocratic 
organization and a democratic one: “In the first case, 
restraints are developed by the ruling elite while in the 
second one they are the product of the social group 
activities and citizens interested in them.” The United 
States is a technocratic society despite its advanced 
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Fig. 4. Topography of the hypothetical nanofactory-on-chip having recursive structure 
and containing three microobject Input/Output devices (Fig. 6.13 in [5]) 
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democracy. Democratic France pursues the same path 
[19]. If only...democracy in form ceases to be democracy 
in substance. 

It is stated on p. 262: “The tragic mistake of 
the founders of Marxism was to accept the most 
unfortunate result of the development of social systems 
as the norm, as the ‘driving force of history,’ even 
though the social systems existed at that time deserved 
their fate,” and then on p. 263: “...therefore, it would 
hardly make sense to deny nature its ‘reasonableness.’ 
It is simply a reason of a different plane, different 
organization, and different destination than our own 
reason being the product of the former’s activity 
furthermore.” Then, Krylov pursues Vernadsky’s ideas 
of the noosphere: “All types of reasons are capable 
of solving (creatively!  – i.e., with creation of new 
‘inventions’) various problems, including those they 
face unexpectedly. In case, of course, these tasks 
are fundamentally solvable within the resources and 
technologies that are available to these reasons at the 
current stage of development.”

In the context of the fourth industrial revolution, 
the Marxist view of the driving force of history that 
is primarily the technology development acquires 
even greater relevance, but at the same time, Engels’s 
warning [20] should not be overlooked: “Let us not, 
however, flatter ourselves overmuch on account of our 
human victories over nature. For each such victory 
nature takes its revenge on us. Each victory, it is true, 
in the first place brings about the results we expected, 
but in the second and third places it has quite different, 
unforeseen effects which only too often cancel the 
first.” We would like to pursue Krylov’s thoughts on 
beauty and social reason [5, pp. 264–265] and tell the 
ideologists of revolutions (Klaus Schwab) that the 
world is more complicated than they think, and its self-
organization should be trusted. Apparently, this is why 
Krylov has made critical remarks addressing Marxism, 
although the debate over the essence of true Marxism is 
still continuing [21].

CONCLUSIONS

We hope that in the summary review form, we 
have managed to encourage the reader becoming 
directly acquainted with the books by S.M. Krylov. 
It should be noted that the monograph [6] is publicly 
available. Comparing both GTT and GFT theories 

(however, they are rather still sketches being far away 
from the status of a real “theory”), the first one is 
more general in terms of objects of consideration and 
may include GFT at three levels of six: technological 
operation, technological route, and technological 
process. In matters relating to the complexity measure 
and entropy, GFT has advanced further demonstrating 
an interesting approach inspired by algorithmic and 
atomic assembly processes of molecular “living” 
structures, but anyway, many issues are still far from 
being solved. In our book [1], Krylov’s works have 
not escaped our attention, but we have focused less on 
them than they deserve.

Nevertheless, the book may encourage a fundamental 
view of science—from arithmetic to quantum physics—
as opposed to the informational “pills” often used in 
teaching to “improve” education. These “improvements” 
ensuring seemingly immediate success and favoring 
technological “production” of personality structures 
suitable for society (and who is so brave as to define 
the criteria of suitability?) may result eventually in the 
destruction of that education awakening the desire to 
compete and overcome obstacles. 

The immediate success of such “improvements” 
overshadows further harms, which they are paid for 
with. The richer society is, the more obviously it 
embarks on this path. Who knows whether “synthetic 
obstacles” would ever begin to be implemented so that 
they return value to pursuing goals that are excessively 
facilitated?

In our opinion, the excessive regulation of 
educational goals and content by the state is an inevitable 
process, especially during the technology transition to 
the industrial stage [1] of its development. At the same 
time, this is a negative process reducing the diversity 
of personalities whose structures are formed through 
upbringing and education. Exactly in Krylov’s book, 
general formally algebraic principles of formation 
including mental-psychological constructs are given. 
Eliminating the possibility of self-organization, 
manifestation of human freedom, and the chaos inherent, 
albeit to a small extent, in nature, the social development 
path variability is eventually reduced. Contemporary 
philosophers note the chaos aspect: “From a traditionalist 
(deterministic) society we are moving to a stochastic 
(technological) one” [22].
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