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Abstract. General Purpose computing for Graphical Processing Units (GPGPU) technology is a powerful tool for
offloading parallel data processing tasks to Graphical Processing Units (GPUs). This technology finds its use in
variety of domains—from science and commerce to hobbyists. GPU-run general-purpose programs will inevitably
run into performance issues stemming from code branch predication. Code predication is a GPU feature that makes
both conditional branches execute, masking the results of incorrect branch. This leads to considerable performance
losses for GPU programs that have large amounts of code hidden away behind conditional operators. This paper
focuses on the analysis of existing approaches to improving software performance in the context of relieving the
aforementioned performance loss. Description of said approaches is provided, along with their upsides, downsides
and extents of their applicability and whether they address the outlined problem. Covered approaches include:
optimizing compilers, JIT-compilation, branch predictor, speculative execution, adaptive optimization, run-time
algorithm specialization, profile-guided optimization. It is shown that the aforementioned methods are mostly
catered to CPU-specific issues and are generally not applicable, as far as branch-predication performance loss
is concerned. Lastly, we outline the need for a separate performance improving approach, addressing specifics of
branch predication and GPGPU workflow.
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CpaBHHUTEJbHBIA AHAJIN3
METOIO0B ONTUMM3ALMH MPOTrPAMMHOI0 00ecCIeYeHus
IJIS 00PBLOBI € NpeAuKAIMe BeTBJICHUH
HA rpapuyecKuX mporeccopax

N.10. Cecun @,
P.lr. Bon6akos

MUP3A — Poccuiicknii TexHos1orn4ecknii yamsepceutet, Mocksa, 119454 Poccus
@ AsTOp AN nepenvcku, e-mail: isesin@protonmail.com

Peaiome. TexHonorus GPGPU (General Purpose computing for Graphical Processing Units — pacuyeTbl 06wwero
Ha3Ha4YeHUs Ha rpaduyecknx npoLeccopax) ABAsgeTcs MOLWHbIM MHCTPYMEHTOM 4S9 NepeHoca 3a4ay napari-
nenbHow obpaboTkm nHpopmaumm Ha GPU (Graphical Processing Unit — rpaduyeckuii npoueccop). 9T1a Tex-
HOJIOMMS HAXOAUT NPUMEHEeHMe npakTudeckn B nobol obnacTu, Tpebyowen NpoBeaeHNs Macchl napanniesb-
HbIX PACYeTOB, M NPUMEHSETCH Kak B Hay4HOW 1 KOMMEpPYeCKo, Tak 1 B NtobuTtenbckon cpene. PazpaboTtynkn
nporpamMmm obLLero HasHavyeHusl, 3anyckaembix Ha GPU, Hen3bexHo cTankmBalTcs C NageHnem npom3Boam-
TeNbHOCTW BBMAOY Npeankauum BeTBneHns koga. B ycnoBusx npegmkaumnm BETBEHUS UCNONHAOTCS 06e BEeTBU
YCJIOBHOIO orepaTtopa BHe 3aBUCMMOCTN OT UICTUHHOCTW YC/IOBUS!, HO NOCPEACTBOM MaCKMPOBaHUS BbIMOHS -
€MbIX MHCTPYKLWI NporpamMmma y4mTbiBaeT TONIbKO pe3ynbTaT paboTbl BEepHOI BeTBU. MI3-3a 9TOro nporpammel
obuiero HasHavyeHus1, nmetowme GonblUMe y4acTkM KoAa, CKPbITble 3a YCIIOBHLIMW OorepaTtopamMun, CTaHOBATCS
CYLLLECTBEHHO MeHee NPon3BOaUTENIbHbIMM Ha rpaduYeckmnx npoueccopax. B ctaTtbe paccmaTpurBaloTcs cyle-
CTBylOLIME B NpeaMeTHOM ob6nacTn MeToabl 1 noaxonbl K yBENMYEHUO NPOU3BOANTENIbHOCTU NMPOrpaMMHOro
obecrneyeHns B pamkax UxX NPMMEHMMOCTUN K peLlleHnio NpobnemMbl NnageHns Npon3BoaMTENbHOCTM Npu npe-
avkaumu. MpuBoguTCs onmcaHne MeToL0B, UX CUJIbHbLIX U cnabblX CTOPOH, a TakXke pamMokK UX MPUMEHUMOCTMH,
Ha 6a3e 4yero genaeTcs 3ak/lo4yeHrne O BO3MOXHOCTU UX ucnonb3oBaHus Ha GPU. B uncno paccMoTpeHHbIX
MeTO0B N NOAXO0A0B BOLAM Creaylolme: onTuMmnanpyiowme komnunatopsl, JIT-komannauns, npeackasartesb
nepexonoB, CNekynsaTMBHOE UCMNOJSIHEHWE, afanTuBHas ONTMMMU3auus, cneunanm3auns aaroputmva Bo Bpems
WCMOJIHEHUS, ONTUMM3aLNSA Ha OCHOBE NpodunnposaHus. NMokasaHo, 4TO yka3aHHbIe annapaTHble U NporpamMm-
Hble NOAX0Abl K YBENIMYEHUIO MPON3BOAUTENILHOCTU NPOrpaMMHOro obecrnevyeHns NpemMMyLLeCTBEHHO OPUEHTU-
poBaHbl Ha pelueHne npobnem crneundundHbix ang CPU (Central Processing Unit — ueHTpanbHbI Npoueccop) u B
LEeSIOM HEeENpUMEHMMbI A1 pa3peLleHmns noTepb NPOVU3BOANTENBHOCTM Npu Npeaukaummn Ha GPU. YkasbiBaeTcs
Ha HeobXx04MMOCTb CO3AaHNSA OTAENIbHOIrO NoAXxona, OPMEHTUPOBAHHOIO MMEHHO Ha pelleHne npobnemsbl npe-
ovkauum setsneHua Ha GPU.

KnioueBble cnoBa: pacyeTbl 06LLEro Ha3HaYeHNst Ha rpadUHeckrx NpoLeccopax, ONTUMU3MPYOLLME KOMIMUIATO-
pbl, Npeaukauuns

e Moctynuna: 22.03.2021 » flopa6oTaHa: 26.05.2021 ¢ MpuHaTa k ony6nukoeaHuio: 25.07.2021

Ansa uutnpoBaHus: CecuH W.10., Bonbakos P.I". CpaBHUTENbHbI aHANN3 MeTOA0B ONTUMN3ALMN MPOrPaMMHOro obe-
cnedveHus ans 60pbObl C Npeaukaumen BETBNEeHU Ha rpaduryecknx npoueccopax. Russ. Technol. J. 2021;9(6):7-15.
https://doi.org/10.32362/2500-316X-2021-9-6-7-15

MpospayHocTb PUHAHCOBON AeATeNbHOCTU: HMKTO M3 aBTOPOB He MMeeT PUMHAHCOBOW 3aUHTEPECOBAHHOCTU B
npencTaBfiEHHbIX MaTepuanax unm MeTogax.

ABTOpPbI 3a51BASAOT 06 OTCYTCTBMM KOHDIMKTA MHTEPECOB.
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INTRODUCTION

Graphics processors, or Graphics Processing
Unit (GPU), are specialized hardware that performs
the processing of graphical information. Unlike a
central processing unit (CPU), graphics processors
are specialized for parallel processing of large
amounts of data, which causes certain differences
in their architectural design:

e CPUs have a small number of physical cores (from

1 to 32), GPUs have orders of magnitude more

physical cores (can be hundreds or thousands'- 2,

depending on the compromise between the number

of cores and their power chosen by the hardware

manufacturer);
e cores in the CPU have additional hardware
functionality, such as their own caches,

instruction pipelines, and branch prediction

modules. GPU kernels are very simple arithmetic

kernels focused on fast processing of floating-
point numbers. A number of modern GPUs also
include specialized cores for ray tracing and

tensor computing [1, 2];

e CPU is separated from random access memory;
GPUs have direct access to video memory located
on the same board,;

e GPU cores cannot write data in the memory area
allocated for the executable code;

e CPU falls into the Multiple Instruction, Multiple Data
(MIMD) classification, GPU falls into the Single
Instruction, Multiple Data (SIMD) classification
according to Flynn [3].

Using General Purpose Computing on Graphics
Processing Units (GPGPU) technology, it is possible
to run programs on GPUs other than highly specialized
shader programs. This technology finds application
in many areas—from mining crypto currencies to
calculating the protein folding?.

Applying the GPGPU technology, one has to deal
with certain peculiarities of the construction of programs
and their behavior in the conditions of execution on a
graphics processor. For example, in the course of writing
a GPGPU program, the authors of this article noticed a
downward trend in its performance as more functionality
was added. At the same time, the performance losses

1 Advanced Micro Devices, Inc, Graphics Specifications,
2021. URL: https://www.amd.com/en/products/specifications/
graphics. Accessed March 1, 2021.

2 NVIDIA. Comparison of specifications of RTX 30
video cards. URL: https://www.nvidia.com/ru-ru/geforce/
graphics-cards/30-series/compare/?section=compare-specs.
Accessed March 1, 2021.

3 Houston M. General Purpose Computation on Graphics
Processors (GPGPU). ATI HD 2000 Series. Launch, Tunis,
Tunisia; 2007. URL: https://graphics.stanford.edu/~mhouston/
public_talks/R520-mhouston.pdf. Accessed March 1, 2021.

were much more significant than could be assumed
based on the complexity of the algorithm of the added
functionality.

When looking into the above problem, it was found
that this happens due to the specifics of the SIMD
architecture of graphics processors: when the program
executes a conditional operator, both branches will be
executed, but the operations of the wrong branch will not
be applied. This feature is called predication [4, p. 168]
of branches of execution, and it is needed, first of all, to
replace the dependence on the flow of execution with the
dependence on data. The very need for such measures
is justified by the fact that most of the hardware part
of the GPU architecturally falls into the SIMD class of
Flynn’s taxonomy [3], and individual modules of the
system cannot have their own threads of execution and,
accordingly, cannot follow along various branches of the
conditional operator.

The degree of influence of the above feature on the
program differs from program to program and correlates
with the number of possible settings. So, if the program
is initially designed to solve one maximally specific task
without the possibility of customization (for example,
calculating a certain hash function), then the influence
of predication will be minimized.

Programs that perform more general tasks, and,
therefore, have a large list of plug-in or optional
functional that will be used in the process of the program
only with certain input data, are more susceptible to
performance degradation.

Letus take a 3D scene renderer as an example of such
a program. Rendering in the field of computer graphics
is a term used to describe the process of obtaining an
image from certain data characterizing the objects of
the displayed scene. A program that implements such a
process is called a renderer. Professional renderers can
include thousands of different options that change the
behavior of the program—ifrom adjusting the angle of
the camera’s field of view to the detailed configuration
of the bidirectional reflectance distribution function for
each surface.

Taking a renderer program as an example, imagine
a situation in which a certain scene is rendered with
a set of primitives that can only scatter or emit light,
but not reflect it. In this case, the code responsible for
calculating the reflections should not be called, but
its very presence will slow down the program due to
predication.

To enable or disable the desired program behavior,
in the vast majority of cases, one would use conditional
statements that depend on some input data of the program,
regardless of whether it just data or configuration
settings.

As program’s functionality grows, the number of
conditional statements will increase, and accordingly,
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the costs spent by the GPU on processing conditional
program branches will also increase, which, in turn,
leads to a certain ceiling of program complexity—after a
certain critical mass of branches, the program will slow
down so much that will trigger the internal protection of
the driver (if any) and abort the execution.

It should be noted that from a programmer’s point
of view, the mere presence of additional code slows
down the program, despite the fact that the code should
not be executed. This behavior is highly uncommon for
programs running on the CPU; Moreover, the correct
use of conditional jumps is often the key to writing more
efficient programs, thanks to the branch predicator built
into the cores of modern CPUs.

RESEARCH OF EXISTING SOFTWARE
AND HARDWARE FOR INCREASING
PERFORMANCE

Let us consider the existing technologies for
optimizing programs and increasing performance,
assessing their applicability for solving the described
problem.

It should be noted that within this article there will
be no attempts to numerically compare the methods
under consideration. This is due to the fact that almost
all methods of increasing software performance are
based on a certain characteristic of the optimized
program, hardware platform or programming
language. Techniques that work for some programs
may be useless or even harmful to others. The quality
of implementation of a particular method also has a
direct impact on the result obtained, and the same
approach, implemented in different ways, can give
strikingly different results. The specific metric of the
success of the application of methods depends on
many factors, both quantitative and qualitative, which
cannot be excluded from the study without jeopardizing
the reproducibility of the study itself. On the other
hand, the inclusion of these factors will narrow the
study down to comparing particular cases, namely,
comparing specific programs on specific hardware in a
specific configuration, which is not representative for
describing the overall picture.

In view of the above, the authors analyze
mainly the qualitative characteristics to determine
applicability of methods in lieu of software
performance improvement.

Optimizing compilers continue to play a leading
role in improving software performance. In general,
an optimizing compiler is any compiler that performs
special operations on compiled code to improve its
performance.

Initially, this meant replacing certain operations
with equivalent, but more efficient ones, such as

replacing multiplication or integer division by numbers
that are powers of two, with bit shift operations, but
with the development of the scientific field, software
development methodologies, and hardware capabilities,
compilers have acquired an extensive arsenal of
optimization techniques.

They are usually divided into low-level and high-
level optimizations.

Low-level optimizations involve changing the
generated machine code to make the best use of hardware
platform features. This includes the use of more
efficient machine code constructs, including the use of
special commands available in the target architecture,
vectorization of operations, function inlining, etc.

High-level optimizations operate at the level
of abstract algorithmic elements that make up a
program—Ioops, branches, and basic blocks. They use
data about the structure of the program to transform the
intermediate representation of the program into a more
efficient form.

In practice, the line between these groups is blurred,
since many methods involve elements of both high-level
code analysis and low-level control over the generation
of machine instructions.

Optimizations widely used by compilers include:

e constant folding—if a certain expression consists
only of constants, then it is calculated at the
compilation stage and its result is substituted instead
of the original expression;

e climinating the “dead code” [5], i.e., code sections
that cannot be reached by the program;

e climinating the dead stores [6], i.e., removal of
operations storing value in the variable that goes
unread further in the code;

e optimizing the register allocation [7] reorganizes
the code in such a way as to minimize the
number of memory accesses during the program
operation by keeping the most frequently used
variables in certain general-purpose registers of
the processor;

e operation parallelization—changing the order of
operations so that they can be run in parallel at the
level of threads, memory or instructions;

o strength reduction—replacing slow operations
with equivalent, but faster ones on the target
architecture;

o loop optimization—a wide group of methods focused
on working with loops, including such approaches
as moving invariants out of the loop, inversion of
loops, loop unrolling, dividing and merging loop
bodies, removing conditional statements from the
loop, etc.;

e instruction selection [8] allows the compiler to pick
the most efficient machine code combination for the
target processor;
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e Instruction Scheduling [9, 10]—reorganization
of instructions so as not to cause downtime of the
central processor pipeline as a result of long memory
accesses, exhaustion of processor resources, or
branching.

Most of the traditional methods of program
optimization used in optimizing compilers can be
excluded from consideration, since they are focused on
CPU features that are not inherent in arithmetic cores
used in graphics processors. The methods that can be
applied are either already implemented by compilers
of programs for GPUs, or do not solve the presented
problem.

Letus consider more dynamic methods for increasing
the performance.

JIT-compilation technology [11] (just-in-time)
improves the performance of programs in languages
that are compiled into the bytecode. The bytecode is
called an intermediate representation of the program
code [12—14], which is executed by a virtual machine,
which is its key difference from machine code executed
directly by the processor.

In the framework of the JIT-compilation technology,
the bytecode of programs is compiled into machine code
as needed, right at the time of the program execution®.
This allows you to speed up the work of programs in
several ways at once:

e the startup delay, which without this technology is
caused by lengthy processing of the source code, is
significantly reduced; compilation from source code
to bytecode is significantly slower than compilation
from the bytecode to machine code;

o using the features of specific hardware to improve
the performance;

e optimizing the program using data obtained during
program operation;

o the ability to dynamically link libraries without the
overhead inherent in compiled languages.

However, the use of the JIT compilation within
programs running on a GPU currently does not appear
to be feasible due to architectural restrictions on
dynamically changing the executable machine code on
GPUs.

In addition, embedding compilation into the
operation cycle of the GPU itself will require a lot of
both hardware and software changes, and, in general,
will not give the same performance gain as on the central
processor; it is because there is no problem of connecting
libraries on the GPU (due to the static compilation of
programs), and the intermediate representation of the
program will be fully compiled into machine code in
the process of transferring the program to the GPU. In

4 Croce L. Just in Time Compilation. Columbia
University. URL:  http://www.cs.columbia.edu/~aho/cs6998/
Lectures/14-09-22 Croce JIT.pdf. Accessed March 1, 2021.

general, these problems make the use of JIT impractical
on the GPU.

One of the key elements ensuring the performance
of modern CPUs is the branch predictor’. A branch
predictor allows a pipelined processor to begin loading
instructions from one of the branches of a branching
statement into the pipeline before a condition is
determined to be true.

This plays an important role in improving
performance due to the parallel execution of
instructions operating on mutually independent data.
In the general case, without a predictor, the processor
pipeline will not know which instructions from which
branch should be used, and will be able to start loading
them only after evaluating the truth of the condition in
the conditional statement, which would entail pipeline
stalling for each of the conditions. This can be avoided
by predicting the result of the condition and starting
loading instructions from the corresponding branch
into the pipeline in advance. If the predictor fails,
the pipeline will idle until the correct instructions are
loaded.

The branch prediction itself is carried out
heuristically [15—17], commonly, based on the statistics
of the execution of a given section of the code. The time
cost of a predictor error is inevitable due to imperfect
prediction mechanisms, but with a sufficiently accurate
prediction mechanism, the time loss from incorrect
predictions becomes insignificant compared to the gain
from correct predictions.

The branch prediction approach was developed in the
form of speculative execution®—in addition to loading
instructions onto the pipeline; the predicted branch is
also executed before the condition is established. In
case of an error, time losses increase, because you need
to flush the entire pipeline and load the correct branch
instructions into it.

The branch prediction and speculative execution
approaches are implemented in hardware and
are completely transparent to the programmer.
Nevertheless, with certain program constructions, it is
possible to get performance degradation, which is most
noticeable in the case when the program consistently
forces the module to mispredict the branch. The
existing practice of optimizing low-level programs for

5> Fog A. The microarchitecture of Intel, AMD and
VIA CPUs. An optimization guide for assembly programmers
and compiler makers. Technical University of Denmark. URL:
https://www.agner.org/optimize/microarchitecture.pdf. Accessed
March 1, 2021.

6 Gabbay F. Speculative execution based on value
prediction. Research Proposal towards the Degree of Doctor
of Sciences. Technion-Israel Institute of Technology (IIT),
Department of Electrical Engineering. 1996. 65 p. URL: http://
citeseerx.ist.psu.edu/viewdoc/download?-doi=10.1.1.29.5397 &re
p=repl&type=pdf. Accessed March 1, 2021.
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better interaction with the branch predictor is a direct
consequence of the imperfection of the used prediction
methods.

The very presence of a branch prediction and
speculative execution mechanism has also opened
the way for a whole class of hardware vulnerabilities
that allow a program to gain unauthorized access
to information. A specially designed program can
determine the contents of memory cells using side
channels (typically access latency) arising from
erroneous branch predictions [18-20].

The authors of this article believe that predicting
transitions to the GPU does not make sense due to
the absence of a pipeline on its cores, as well as the
absence of branches in the executable machine code
in their typical understanding due to predication.
Instead, the code is structured linearly and no
conditional statements are executed when executing
conditional statements’ “jumps” of the instruction
counter register.

Even if we assume that this obstacle will be
overcome, implementing the prediction module into
the GPU would be extremely difficult due to the
complexity of such a module. A typical GPU includes
a large number of weak arithmetic cores, orders of
magnitude larger than the number of cores on a typical
market CPU. Adding a predictor to each of them
will increase their size and power consumption to
unacceptable levels.

The adaptive optimization method [21] relies
on a special toolkit, similar to JIT compilers, to
recompile the program code while it is running. This
method applies different optimization techniques
to a program depending on the productivity of
the code. For example, adaptive optimization will
apply more aggressive optimization techniques in
bottlenecks where the code is spending the most CPU
time. Such aggressive optimization techniques are
time-consuming and wasteful to apply to the entire
program. Therefore, sections of the program that are
rarely called will be optimized with more primitive,
but faster methods, allowing you to save time in
general, albeit at the expense of the fact that this code
will run slower.

The application of the above approach to GPUs is
impossible for a reason similar to JIT; for it to work, the
program requires the ability to rewrite its code, which is
not supported by modern GPUs.

Let us consider the run-time algorithm
specialization, an approach that comes from the field
of automatic theorem proving [22]. This approach
implies the creation of specific implementations of
complex functions for certain inputs, for which it is
possible to represent the original function in a simpler
form. This can sometimes translate into creating table

values for the function and caching individual results
for frequently repeated values. In more complex cases,
several code variants can be generated corresponding to
particular variants of the function, where, for example,
part of the calculations is excluded due to specific
values of the input data.

The aforementioned approach and methods similar
to it [23] require not only writing to the memory
area of the executable code, but also a large amount
of additional memory for the code of the obtained
specializations, which makes its application within the
GPGPU technology impossible.

Let us consider now the profile-guided
optimization technology. It is an approach to
program optimization in which the optimization
process is controlled by the performance results of
the program [24, 25]. This approach often requires
the use of a special compiler, which takes on the task
of instrumentation and taking measurements of the
program execution time. Such a special compiler
translates, builds, and runs the program many times,
analyzing during these test runs the frequency of use
of various sections of the program and the speed of
their invocation. Using this data, the compiler applies
various optimization strategies to code sections that
showed poor results during test runs. These strategies
include selecting the optimal register allocation,
function embedding, as well as a lot of techniques
tied to the successful grouping of executable code
in memory pages to speed up the work of caches
at several levels at once—from the mechanism for
managing virtual memory at the operating system
level to the CPU instruction cache.

Due to the fact that the statistics collected by such
a compiler is representative only of those actions that
were performed by the program during the testing
process, a typical set of tests should include the most
common scenarios for working with the program. It
could be much easier implemented for GPU programs,
due to their lack of interactivity.

The authors of the article believe that the use of
this method for GPU programs is impractical, since in
the conditions of working with a GPU it is extremely
difficult or even impossible to instrument the code and,
accordingly, to obtain measurements of the performance
of individual sections of the code necessary for the
method to work.

From the analysis of existing technologies for
increasing performance, it is clear that the problem of
loss of performance with increasing functionality, which
is typical for graphics processors, is atypical and non-
trivial.

None of the approaches discussed solve the problem
of'branch predication on GPUs, but they are an important
starting point in the process of finding a solution.
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On the one hand, to solve the problem, the use of
dynamic methods is required to maintain the flexibility
of the program functionality for the GPU, but on the
other hand, the considered existing solutions applied
on the CPU cannot be used in the context of GPU in
practice due to the particular features of the architecture
focused on massively parallel calculations. Changes
to the established GPU architecture are obviously
impractical due to a number of factors, including a
multiple increase in production costs and an inevitable
decrease in performance.

By virtue of the stated provisions, it can be
established that there is a need to find an approach to
optimizing programs for GPU that is compatible with
the limitations of graphic processors, but at the same
time flexible enough to ensure the preservation of the
program’s functionality.

CONCLUSIONS

The article discussed the problem of decreasing
the performance of programs for general-purpose
calculations on GPU, which arises in the course of
increasing their functionality. The connection of this
problem with branching predication—an essential
feature of the organization of the hardware platform of
graphics processors—was established.

A number of existing approaches and technologies
for increasing the performance of programs on the
CPU were considered and the low degree of their
applicability to programs using the GPGPU technology
was shown.

It was noted that the existing methods, even though
their direct application is impossible, are an important
starting point for further research.

Further development of the problems outlined in the
article implies the development of a specialized method
for optimizing programs for GPU.
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Abstract. The article is devoted to the problem of developing an analytical data processing system (ADPS)
for monitoring information security within the information security management system of modern companies
conducting their main activities in cyberspace and using cloud infrastructure. Based on the analysis of modern
information technologies related to ensuring information security of cloud infrastructure and the most popular
products for ensuring information security of cloud infrastructures, as well as existing scientific approaches, a
formalized approach to the synthesis of an ADPS for monitoring the information security of an informatization object
using cloud infrastructure is proposed. This approach takes into account the usefulness of the used information
technologies from the viewpoint of information security. A general model of the structure of information support of
an analytical data processing system for monitoring information security, as well as a model of the dependence of
the usefulness of information technology on time and the ratio of the skill level of an information security specialist
and an attacker are presented. The quality of the information security monitoring system is used as a criterion in
the first optimization model. The following limitations are suggested: limitation on the time of making a decision
on an incident; limitation on the degree of quality of analysis of information security events by the analytical data
processing system and limitation on the compatibility of data analysis functions with data types about information
security events. The cited results of the study of the second model show a logically consistent dependence of the
usefulness of information technology on time and the ratio of the skill level of an information security specialist to the
skill level of an attacker. The particular models of the structure of the information support of ADPS are presented.
They make it possible to determine the rational structure information support of ADPS according to particular criteria.
The following particular criteria are used: the maximin criterion of the usefulness of the information support of ADPS
for monitoring the information security of an informatization object in the cloud infrastructure; the criterion for the
maximum relevance of information support distributed over the nodes of the cloud infrastructure for systems with a
low degree of centralization of management.
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HAYYHAA CTATb4A

Pa3zpaborka Moaesieil aHAJIMTHYECKOM CUCTEMBI
00padoTKu JaHHBbIX AJs MOHUTOpUHIra Ub
o0bexTa MHPOPMATH3AIMH, UCIIOJIL3YIOIEr0

00JIa4HY 10 HHPPACTPYKTYPY

B.A. Cu3sos,
A.L. Kupos @

Poccuricknii akKoHOMUYeckuii yiuBepcuteT umenu I.B. [nexaHoBa, Mocksa, 117997 Poccus
@ AsTOp A5 nepenvcku, e-mail: kirov.ad@rea.ru

Pesiome. CtaTbsa nocesilleHa pa3paboTke aHaNIUTUYECKOW cucTeMbl 06paboTkn gaHHbix (ACO/L) ans MOHUTO-
puHra nHdopmaumoHHol 6esonacHoctn (MB) B pamkax cuctembl meHegxmeHTa VB coBpeMeHHbIX KOMMaHU,
BEJYLLMX CBOK OCHOBHYI OEATENbHOCTb B KMOEPNPOCTPAHCTBE M UCMONb3YIOLWMX 00NavyHy0 MHOPACTPYKTYPY.
Ha ocHoBe aHanmn3a coBpeMeHHbIX MHPOPMaLUNOHHbIX TexHonoruii (UT) n Hanbonee BocTpeboBaHHbLIX MPOAYKTOB
obecneveHns b obnayHbix MHPPACTPYKTYP, @ TakkKe CYLLECTBYIOLLMX HAYYHbIX MOAXOA0B NPeanoxeH Gopmanu-
30BaHHbIl noaxopn Kk cuHTedy ACO/L, ons moHuTopuHra Ub Takoro o6bekTa nHdopmaTmsaumm. 3ToT NoAxom, y4nTbl-
BaET None3HoCTb ncnosnbdyembix UT ¢ nosuumn UB. MpeacTtaBneHa obLias Moaenb CTPYKTYPbl MHGOPMAaLMOHHOIO
obecneveHua ACO/L ana moHutopuHra MB, a Takke Mogens 3aBUCUMOCTU None3HocTy VT oT BpeMeHU 1 COOTHO-
LeHns ypoBHS KBanudukaumn cneunanmcta no Nb n snoymeineHHrka. B kayecTBe Kputepumsa B NepBOn onTu-
MM3AUMOHHON MOLENN NCMONb3YETCHA KAYEeCTBO CUCTEMbI MOHMTOPUHra MIB. B kayecTBe orpaHnyYeHuin npegnara-
I0TCS Crieaylowpe: orpaHn4eHne Ha BpeMs NPUHATUSA PELLUEHNA HA MHUMOEHT; OrpaHNYeHne Ha CTENeHb Ka4yecTsa
aHanusa cobbiTuii Ub aHannTnyeckom cuctemor 06paboTkm AaHHbIX U OrpaHNUYeHNe Ha COBMECTUMOCTb DYHKLMNMA
aHanM3a [aHHbIX C TUNnamu gaHHbiX 0 cobbiTuax UB. MNpuBeneHHble pe3ynbTaTbl UCCNEA0BaHUSA BTOPON MOAENN
MoKasblBalOT JIOrMYECKN HENPOTUBOPEUYMNBYIO 3aBUCUMOCTb Nosie3HOCTU VT OT BpEMEHU M COOTHOLLEHNSA YPOBHS
KkBanudukaummn cneumanucta no b K yposHio kBanndukaumm 3noymbillsieHHVKa. [peacraBneHbl YacTHble MO-
[enn cTpykTypbl MHGopmaunoHHoro obecrnedeHns ACO/, no3BonsioLLmMe ONPeAENUTb PALMOHANbHYO CTPYKTYPY
nHdopmaumoHHoro obecnedeHns ACO/, no YaCcTHbIM KpUTEPUSM. B Ka4ecTBe YaCTHbIX KPUTEPUEB UCMOb3YOTCSH
cnepyolme: MakCUMUHHBIN KpUTepPUii None3HoCTn nHdopMaunoHHoro obecneveHmns ACO/, ans moHmutopudra b
obbekTa uHdpopmaTnzaumm B 061a4Hol MHOPACTPYKTYPE U KPUTEPUIA MaKCUMYyMa aKTyanbHOCTU MHDOPMALMOH-
HOro obecnevyeHus, pacnpeneneHHoro rno yanam obnaqyHo HGpPacTPyKTypPbl A5 CUCTEM C HEBLICOKOW CTENeHbI0
LLeHTpanm3auum ynpasieHns.

Kniouesble cnoea: nHdopmaumoHHas 6e30nacHOCTb, aHanMTuyYeckas cucrema o6paboTkm AaHHbIX, 06navyHas nH-
dpacTpykTypa, KOMMbIOTEPHOE MOAEIMPOBaHNE, MaTEMaTUYECKOE MOAENMPOBaHMe, MOHUTOPUHT NB, 06bekT nHoop-
MaTtmsaumm
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I'Ipoapatmocn» d)MHaHCOBOﬁ peatenbHocTU: HUKTo 13 aBTOpPOB He nmMmeeT d)IAHaHCOBOVI 3anHTEepecoBaHHOCTN B

npeacTaB/ieHHbIX MaTepuanax nin metTogax.

ABTOpPbI 329BASAOT 06 OTCYTCTBMM KOHMIMKTA MHTEPECOB.

INTRODUCTION

Analytical data processing systems (ADPS) for
information security (IS) monitoring are a large emerging
class of systems operating in the IS management system
of modern companies.

Modern companies with main activities in cyberspace,
using cloud infrastructure built on the technologies of
cloud infrastructure service providers, use these systems
to manage IS and to improve processes that implement
IS methods, including monitoring processes in real time.
The peculiarities of the technical implementation of such
analytical systems determine special requirements for the
convenience of their use by an IS engineer, efficiency,
error-free operation, and quality of data processing
in real time. In addition, the potential costs of a cloud
service user for the transition from one service provider
to another are characterized by the relationship between
the consequences in the field of IS arising from cyber
attacks, system failures, user errors, and other external
factors and the difference in the levels of cybersecurity
technologies of providers. Therefore, the level of IS
provided by a cloud service provider is subject to the
same tough conditions of bilateral market competition,
which determines the prices of a cloud service provider
and its strategy for providing customers with IS.

New information technologies (IT) actualize the
problem of ensuring the security and protection of
information for their developers, vendors and consumers.
Currently, it is believed that the most effective way
to ensure IS for the objects of informatization of the
company and/or the cloud infrastructure used by it is the

path of development and implementation of secure IT.
Their use in cloud infrastructures can further reduce the
cost of maintaining corporate information systems. A large
number of modern IT used in cloud infrastructure is aimed
at a comprehensive solution to the problem of increasing
the efficiency of using available resources (Table 1).

The cloud infrastructure used to host corporate
information systems is increasingly taking on a hybrid
form. Part of the data most critical for the functioning
of business processes is placed inside the company’s
own infrastructure using universal cloud technologies,
forming a “private cloud of the company.” Other
data, in turn, are processed in “public clouds,” where
infrastructure is provided by cloud providers in an
“Infrastructure as a Service,” “Platform as a Service,”
or “Software as a Service” model. This necessitates
the use of modern data security technologies in cloud
infrastructures. Being integrated with modern data
processing technologies, such technologies turn into
full-fledged high-tech products offered by the leading
companies in the market of IS products for cloud
infrastructures. Examples of such products are presented
in Table 2.

The analysis of the presented technologies
showed their complexity. For their development and
improvement, it is necessary to apply a scientific
approach, including methods of mathematical and
computer simulation.

In [5], an overview of the maturity models of the
capabilities and indicators of the security of systems
is presented. It is noted that these models are mostly
reactive rather than proactive and, therefore, do not

Table 1. The content of modern IT related to the provision of IS in the cloud infrastructure

No. IT name

Content

1 Data Center Network (DCN) [1]

Network equipment that allows one to automatically allocate the load on local
area networks (LANs) of the cloud infrastructure (both on the cloud network
equipment itself and on communication channels), provided as a service.

2 | Proactive resource allocation [2]

A technology that allows one to automatically allocate cloud infrastructure
resources (hardware resources in the form of cloud servers and workstations and
software resources in the form of software, including tools for its development
and debugging), provided as a service, based on predicting the expected load.

3 Self-diagnosis software [3]

A technology designed to automatically detect and correct errors that occur
during the operation of software and the implementation of its functions.

4 | Data encryption in cloud infrastructures [4] | A technology designed for distributed data encryption without using a single

distribution and certification center.
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Table 2. Purpose of modern products for IS of cloud infrastructures

Purpose

Creation of a “dynamic protection perimeter” capable of adapting to the
dynamic conditions of the external environment. Create security policies
and apply them to SaaS, PaaS, IaaS solutions, containers and virtual
cloud components.

Protect users, data, and applications in the cloud from compromised
account attacks, malware, and data leaks, no matter where they are or
where they access the Internet. Neutralizing malware before it spreads
to the network or endpoints and shortens recovery time from infection.

High-speed VPN connections are used to protect data. Security policies
are enforced in all environments. Cloud Security Center provides a
centralized and consistent implementation of corporate network security
and communications, and maintains secure connectivity of networks,
locations, clouds, and data centers.

Simultaneous implementation of both the protection of the work
environment and the concept of “security as code,” which ensures
continuous integration of workflows and bridging the cybersecurity gap
in development environments.

Product name Manufacturer of
No. for IS in cloud IS product in cloud
infrastructures infrastructures
1 MVision Cloud McAfee
2 Cisco Cloud Security Cisco
3 FortiGate-VM FortiNet
4 Kaspersky Security for | Kaspersky Laboratory
virtual and loud envi-
ronments
5 CheckPoint CheckPoint
CloudGuard

Support of the widest range of cloud infrastructures including AWS,
Microsoft Azure and Azure Stack, Google Cloud Platform, VMware
Cloud on AWS, and more. Automatic provisioning and automatic
scaling, along with automatic policy updates, ensures that defenses keep
up with changes in your cloud. One unified console provides consistent
visibility, policy management, logging, reporting, and control across all

cloud environments and networks.

provide adequate measures to assess the overall security
of the cloud system. Therefore, this paper proposes
a Cloud Security Capabilities Maturity Model that
augments existing cybersecurity models with a security
metric. In [6], a methodology is presented to determine
the best security measures for multi-cloud applications
whose components are deployed in heterogeneous
clouds. The methodology is based on application
decomposition and threat modeling on components,
followed by risk analysis along with capturing cloud
business and security requirements. However, in these
works, insufficient attention is paid to the processes and
technologies of IS monitoring, which significantly affect
the quality of its output information (completeness,
relevance, timeliness, etc.).

The output information generated by ADPS is a
collection of data obtained as a result of performing sets
of data analytics functions included in its composition
with a certain structure or several possible types of
structures. Such collections of data can be used either
in the current system, or redirected to other systems
present in this cloud infrastructure. The quality of the
ADPS output information is the degree of its suitability
for use in detecting and investigating IS incidents by a
security officer.

Computer modeling is one of the main methods
proposed to improve the quality of data obtained as a
result of the analysis of IS monitoring data using ADPS.

PROBLEM STATEMENT

Modern IS monitoring systems are created to ensure
the possibility of an adequate and timely response to
cyber attacks aimed at the information infrastructure
of the electronic document management system and
IS management of the company, which is the main
component necessary for a prompt and strategic response
to current threats, in accordance with the company’s IS
policy. Such infrastructure can be built on the basis of
LAN technologies, constituting a “private cloud of the
company” and/or in the form of cloud infrastructures
provided by cloud service providers, constituting a
“public cloud of the company.”

To create an effective IS management system, a
company needs to automate its management functions
as much as possible, taking into account modern
requirements for IS monitoring and the characteristics
of hybrid cloud infrastructures.

Thus, the task of developing models of an analytical
data processing system for monitoring the IS of an
informatization object using cloud infrastructure is
urgent. It is advisable to divide this task into a number
of subtasks.

The first subtask is to develop a general model of
the structure of the information support of the analytical
data processing system for IS monitoring. The solution
of this problem allows one to determine rational
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solutions close to the optimal, which are certain sets of
information elements distributed over the nodes of the
ADPS computer network.

The second subtask is to determine the nature and
degree of dependence of the usefulness of information
technology on time and the ratio of the qualification
level of an IS specialist and the skill level of an attacker.
The solution to this problem allows us to identify the
conditions under which the utility of IT will be the best.

The third subtask is the development of'a set of private
models of the ADPS information support structure for
monitoring the IS of an informatization object in a cloud
infrastructure. The solution to this problem allows us to
determine the rational structure of information support
for ADPS according to particular criteria [7, 8].

DEVELOPMENT OF A GENERAL MODEL
OF THE INFORMATION SUPPORT STRUCTURE
OF THE ADPS FOR MONITORING IS

Let:
0 =F(5, 1), (1)

where 6 is the quality of the IS monitoring system; £
is the quality function of the IS monitoring system;
d = G(R), where § is the quality of the analysis of events
of the ADPS IS; ¢ is the time required for the analytical
data processing system to make a decision on how likely
it is that a particular IS event or their combination is an
IS incident; G is a function of the quality of the analysis
of events of the ADPS IS;

R=H(S),

where R is the degree of compatibility of data
analysis procedures with data types about IS events;
H is a function of the degree of compatibility of data
analysis procedures with data types about IS events; S
is the structure of information support for ADPS (sets
of information elements distributed over the nodes
of the ADPS computer network: data on IS events,
additional data for the analysis and investigation of
IS incidents).

Then the general model of the structure of the
information support of the analytical data processing
system for IS monitoring is as follows:

Find II{I?}XG under constraints:

11 <12;01 <3<032; R1 <R<R2, 2

where 12 is the time period for which it is necessary to
make a decision as to how likely it is that a particular IS
event or their combination is an IS incident for the most
effective response to this incident and its investigation;

01-02 are the limits of the degree of quality of the
analysis of IS events by the analytical data processing
system, which make it possible to make a decision as
to how likely it is that a particular IS event or their
combination is an IS incident with the required degree
of reliability;

R1-R2 are the limits of the degree of compatibility
of data analysis functions with types of data on IS events,
in which it is possible to make a decision as to how likely
it is that a particular IS event or their combination is an
IS incident.

DEVELOPMENT OF A MODEL
OF DEPENDENCE OF THE USEFULNESS
OF INFORMATION TECHNOLOGY ON TIME
AND THE RATIO OF THE QUALIFICATION LEVEL
OF AN IS SPECIALIST AND AN ATTACKER

To develop a model of the dependence of usefulness
of information technology on time and the ratio of
the skill level of an IS specialist and an attacker, it is
proposed to use an analytical model based on the
Rayleigh statistical distribution [9]. The ratio of the skill
level of an IS specialist who eliminates vulnerabilities
in software and hardware to the skill level of an attacker
who attacks software and hardware that implements IT
is used as a parameter of the Rayleigh distribution scale.

The assessment of the dependence of the utility of
information technology on time and the ratio of skill
levels of these categories is as follows:

t
P(t,cs)zl—%e 262 1>0,06>0, 3)
o}

where P is the level of IT usefulness at time ¢; o
is the ratio of the quantitative evaluation of the
qualification level of an IS specialist to the skill level
of the attacker.

The correspondence between quantitative and
qualitative assessment of the qualification levels of an
IS specialist and an attacker is given in Tables 3 and 4,
respectively. In the case when the opposing sides are
groups of people, it is necessary to apply group quan-
titative assessments of the level of their qualifications
to them [10]. The final matrix of relationships between
quantitative assessments of the qualification levels of an
IS specialist and the skill level of an attacker is presented
in Table 5.

The analysis of graphs in Fig. 1 shows that with an
increase in the skill level of an attacker, the usefulness of
IT for users decreases faster, and with an increase in the
level of qualification of an IS specialist, the usefulness
of IT for users quickly returns to the maximum value,
which corresponds to reality.
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Table 3. Correspondence of quantitative and qualitative assessments of qualification levels of an IS specialist

IS specialist class

Qualitative assessment of the qualification
level of an IS specialist

Quantitative assessment of the qualification
level of an IS specialist

Highly qualified specialist High 1
Ordinary specialist Intermediate 2
Low-skilled specialist Low 3

Table 4. Correspondence of quantitative and qualitative assessments of the attacker’s skill levels

Attacker’s class

Qualitative assessment of the qualification
level of an attacker

Quantitative assessment of the qualification
level of an attacker

Highly qualified specialist High 3
Ordinary specialist Intermediate 2
Low-skilled specialist Low 1

Table 5. The final matrix of relationships between quantitative assessments of the qualification levels of an IS specialist

and the skill level of an attacker

Attacker’Solasy L IR Highly qualified specialist Ordinary specialist Low-skilled specialist
Highly qualified specialist 0.33 0.5 1
Ordinary specialist 0.66 1 2
Low-skilled specialist 1 1.5 3
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Fig. 1. Dependence of the usefulness of information technology on time and the ratio of the qualification
levels of an IS specialist and an attacker
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DEVELOPMENT OF PARTICULAR MODELS
OF THE INFORMATION SUPPORT STRUCTURE
OF THE ADPS FOR MONITORING SECURITY
OF THE INFORMATIZATION OBJECT
IN THE CLOUD INFRASTRUCTURE

Currently, in the field of IS management of modern
informatization objects in cloud infrastructures, a group
of IS incident management tasks is distinguished, which
includes the following main tasks: monitoring IS events
of informatization objects in cloud infrastructures and
identifying IS incidents; registration of IS incidents;
analysis of IS incidents; informing the administration of
cloud infrastructure service providers about all cases of
IS violations; collection of evidence for responding to
incidents of IS in cloud infrastructures and others. From
a practical point of view, one of the most effective ways
to creating IS monitoring is the use of systems of the
security information and event management (SIEM)
class [11-14].

Solutions of the SIEM class are designed to provide
the following functions:

e management of information and security events,
including those in cloud infrastructures;

e collection and storage of registered security events;

e processing and analysis of IS events stored in
internal databases using a system of rules created
and managed by a security officer and unique for
each cloud infrastructure.

The implementation of the above functions allows
for the identification and analysis of incidents, as well
as verification of the compliance of the IS management
system with existing requirements and norms that are
part of the standards, recommendations, orders and other
regulatory and guidance documents in this area [15].
The implementation of the above functions assumes
the presence of ADPS in systems of the SIEM class,
the principles of construction of which were indicated
earlier, or, at least, its key components.

However, the main disadvantage of such systems is
the relatively long period of time required for them to
analyze the data and make a decision about whether this
IS event or their combination is an IS incident or not
[16-18].

This drawback is based on the contradiction between
the distributed nature of information sources about an IS
event in cloud infrastructures (as a rule, these sources
are IS tools integrated in cloud infrastructures) and a
centralized way of deciding on actions with IS incidents.
To resolve this contradiction, it is necessary, on the
one hand, to provide the decision-making process with
the most complete information, and on the other hand,
this information must be relevant. Taking into account
the large volumes of data on IS events in ADPS, it is
necessary to optimize the structure of information

support for ADPS, taking into account the structure and
technical characteristics of the LAN.

The peculiarities of the functioning of ADPS for
monitoring the IS of an informatization object based
on cloud infrastructure allow for solving problems
of improving the quality of output information using
computer modeling, using the methods of utility theory,
which make it possible to assess the useful effect of
placing information elements in certain computing
nodes of the cloud infrastructure [17]. Modern ADPS
makes it possible to establish the degree of information
reliability, taking into account not only the degree of
completeness and accuracy of the data (the sufficiency
of data for solving the problem and the correspondence
of the structure and content of the data to the systems,
the use of which is optimal for solving the assigned
tasks), but also the degree of relevance of the data (the
ability of information to reflect the real state of objects
at the current time).

The method for determining the optimal computing
nodes of the cloud infrastructure from the point of view
of monitoring IS for placing certain types of information
elements in them and distributing these elements
among the nodes is based on computer modeling
of the cloud infrastructure, in which IS is monitored
and the application of the utility theory methods
for assessing the degree of type correspondence
information elements to one or another computing
node of the cloud infrastructure. The specificity of
IS incident management involves working with data
arrays, which makes it possible to select the necessary
data sets that can be distributed among the nodes of
the cloud infrastructure based on the model [16-19].
Consequently, particular models should be wused,
among other things, to determine the structure and
volumes of information exchange between nodes of the
cloud infrastructure. The information support of ADPS
for monitoring the IS of an informatization object in
the cloud infrastructure can include both the data about
the state of the IS of the informatization object in the
cloud infrastructure, obtained directly from the IS tools
deployed inside the cloud infrastructure, as well as
their copies and/or prehistories received in the nodes
cloud infrastructure in the places of their use ADPS
for monitoring the IS of the object of informatization.
It is advisable to use as particular criteria of these
models: the maximin criterion of the usefulness of
information support of ADPS for monitoring the IS of
an informatization object in a cloud infrastructure; the
criterion for the maximum relevance of information
support distributed over the nodes of the cloud
infrastructure for complex systems with a low degree
of centralization of management [7, §].

The result of solving the problem of developing the
structure of the information support of the analytical
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data processing system for monitoring the IS of the
informatization object is the optimal composition,
according to given criteria, of the information support
components of the ADPS and their placement on the
nodes of the cloud infrastructure.

CONCLUSIONS

This article has analyzed the problem of determining
a rational structure of information support for ADPS for
monitoring the IS of an informatization object in a cloud
infrastructure. At the same time, the ISMS, built on the
basis of modern SIEM-systems, were considered, and a
formalized approach based on the development and use
of methods of mathematical and computer modeling was
proposed.

The formalization and solution of this problem is
based on the methods of utility theory and operations
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Development of an information measuring
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Abstract. The article deals with the issues of synthesis and analysis of information-measuring and control systems
of quadcopters (QCs). The main sensors and modules used to determine the parameters of the coordinates of QCs
are given. The speed-controlled electric drives used for control and the features of their choice are considered.
The coordinate systems (fixed and mobile) and the kinematic scheme are given, according to which a system of
differential equations is presented. The system describes the dynamics of the QC movement and takes into account
the expected smooth movement of the QC with small roll and pitch angles. A functional scheme and a mathematical
model of the information-measuring and control system of the QC in the form of a block diagram are developed
taking into account the influence of delays in the receipt of information from the sensors of the QC parameters. A
special feature of this work is to take into account the specific characteristics of the elements: adjustable electric
drives (both direct and alternating current), parameter sensors (barometers, accelerometers, rangefinders, etc.).
The paper studies an illustrative algorithm for the operation of the information-measuring and control system of the
quadcopter. The type and parameters of the controllers of the QC control systems are determined. Special attention
is paid to the settings for the control contours at the corresponding coordinates. The influence of the controllers of
the coordinate control systems of the information-measuring and control systems of the QC on the effects of the
interaction of coordinates is considered. The simulation results are presented. The optimal number of control loops
for the coordinates of the information-measuring and control systems of the QC and the optimal type of settings for
obtaining smooth transients (without overshoot) and for excluding the interaction of coordinates on quality indicators
are determined.
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HAYHYHAA CTATbA

Pa3pa®orka nH(pOPMALIMOHHO-U3MEPUTEIbHOU
U YIPABJIAKOLICH CUCTEMbI KBAIPOKONTEPa

B.B. Cnenuos 1,
B.J1. ApOHMH 2,
A.E. A6naeBa ! @,
OuHb Ba Obionr !

T MUP3A — Poccuiickuii TexHonormnyeckuii yansepcutet, Mocksa, 119454 Poccust
2 MHeTnTyT MalumHoBeneHns um. A.A. Bnaronpasosa PAH, Mocksa, 101990 Poccusi

@ AsTOp AN nepenvcku, e-mail: ablaeva@mirea.ru

Pe3siome. B cTaThe pacCcMOTpEHbI BOMPOChI CUHTE3A U aHaIM3a MHPOPMALIMOHHO-N3MEPUTESBHBIX U YNPABSIOLLMX CU-
CTeM KBaapokonTepos. MprBeaeHbl OCHOBHBIE AATYMKU U MOLYSIU, NMPUMEHSIEMbIE 151 ONPeeneHns NapaMeTpoB KOop-
JyHaT KBaapOoKONTePOB. PacCMOTPEHbI PEryNMpyeEMbIE MO CKOPOCTU 31EKTPONPUBOAbI, MPUMEHSIEMbIE /15 YIPaBeHS,
1 0COBEHHOCTU 1X Bbibopa. MNprBeaeHbI CUCTEMbI KOOPAMHAT (HEMOABMXHAS U NMOABMXHAS) U KMHEMATMYECKas CXeMa, B
COOTBETCTBMU C KOTOPbLIMU NpeacTaBneHa cuctema anddepeHLmanbHbIX ypaBHEHWIA, ONMChIBAOLLAA AVMHAMUKY [BUXE-
HWS KBAPOKOMNTEPA W Y4MTbIBAIOLLIAS NpeanonaraeMoe MniaBHoe ABUKEHNE KBaApOKOoNTepa ¢ MasbIMU YriiaMu KpeHa u
TaHraxa. PaspaboTaHbl GyHKLMOHaIbHAs CXxeMa 1 MaTemMaTtdeckas Moaesb MHPOPMaLIMOHHO-N3MEPUTENBHON 1 yNpaB-
nsowen cuctemsl ksagpokontepa (MNYC KK) B Buae CTPyKTYPHOWM CXEMbI, BbINOSIHEHHBIE C YHETOM BAUSIHWS 3anasipl-
BaHWIN NOCTYNAeHns nHpopMaumn ¢ 4aTiMKoB NapameTpoB kBagpokonTepa. OcoBeHHOCTbIO AaHHOM paboThl ABNSETCS
YYET KOHKPETHBIX XapakTEPUCTUK S/IEMEHTOB: PETYIMPYEMbIX 3/IEKTPOMNPUBOAOB (Kak MOCTOSIHHOrO, Tak U MEPEMEHHOI0
TOKa), AATYMKOB NapamMeTpoB (6apoMeTpPOB, akCenepoMeTPOB, AalbHOMEPOB U Np.). B paboTe nccnenosaH nokasaresib-
HbIli @anropuT™ PaboTbl MHDOPMALIMOHHO-U3MEPUTENBHOM 1 YNpaBNsioLLEl CUCTEM KBaOpOKONTepa, onpenesneHs! T1M v
napameTphbl PEryNaToOpoB cUcTeM ynpasneHust. Ocoboe BHUMaHWE yaeneHo napamMmeTpam HaCcTPOKM 719 COOTBETCTBYHO-
LLIMX KOHTYPOB yrpaBfieHusi. PacCMOTPEHO BNIMSIHUE YKa3aHHbIX PEMYSIATOPOB MHDOPMALMOHHO-U3MEPUTESIbHOM 1 yrpaB-
NSAOLLEN CUCTEMbI KBaZPOKONTEPA Ha 3P @EKTbI B3aUMOBMSHMS kKoopauHart. MNpeacraBneHsl pedynbTaTel MOAENNPOBa-
Hus. OnpeaeneHo onNTrMasnbHOE KONMYECTBO KOHTYPOB YNPaBieHNst KOOPANHATaAMU MHPOPMALIMOHHO-U3MEPUTENBHON 1
yNpaBnsiloLLEl CUCTEMBI KBaAPOKOMTEPA M ONTUMAaNbHBIA B, HACTPOEK 151 MOyYEHS MIaBHbIX NEPEXOAHbIX MPOLIEC-
CoB (6e3 nepeperynmpoBaHns) N UCKJTIOHEHNS B3aUMOBJIMSIHMS KOOPAVHAT Ha nokasaTesiv Ka4ecTsa.

KnioueBble cnoBa: KBagpoKonTep, PeryimpyemMbiii 91eKTPONPUBOA, AATYMKN NapaMeTPoB, ONTUMYM MO MOAYJIO

e Moctynuna: 17.05.2021 » lopa6oTaHa: 24.05.2021 ¢ MpuHaTa kK ony6nukosaHuio: 25.07.2021

AnauutupoBanua: CnenuosB.B., A¢poHunH B.J1., AbnaeBaA.E., AuHb Bba @bloHr. PaspaboTka MHPOPMaLMOHHO-N3MEpPU-
TenbHOW 1 ynpaensioLen cucteMsl kBagpokonTtepa. Russ. Technol. J. 2021;9(6):26—-36. https://doi.org/10.32362/2500-

316X-2021-9-6-26-36

Mpo3payHocTb PUHAHCOBOWN AEATENbHOCTU: HUKTO U3 aBTOPOB He MMeeT PUHAHCOBOM 3auHTEPECOBAHHOCTU B

npencTaB/IEHHbIX MaTepuasiax nin Mmetogax.

ABTOPbI 3a59BNSIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

GLOSSARIUM

Yaw—angular movement of the aircraft around its
vertical axis.

Pitch—angular motion in which its longitudinal
axis changes its direction relative to the horizontal
plane.

Roll—the deviation of the plane of symmetry from
the vertical position.

INTRODUCTION

A modern quadcopter (QC) is an unmanned aerial
vehicle with four controllable propellers providing
movement along a given trajectory, designed for
transporting usually light instruments and objects at a
limited distance as well as for mineral exploration and
other observations [1, 2]. General view of a typical
quadcopter is shown in Fig. 1.
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Fig. 1. General view of a typical QS

The use of QCs provides certain advantages [3—5]:

e cost-effectiveness;

e responsiveness;

e the capability of reaching high speed, gliding, and
hovering over the control point;

e lower cost of manufacturing and operation (with com-
parable efficiency of fulfilling the assigned tasks);

e possibility of using without pilots. There is no dan-
ger of accident at that.

The disadvantages include the outstanding issues of
integrating quadcopters into a common airspace as well
as the certification, insurance, and registration issues,
being already worked on.

MATERIALS AND METHODS

The QC motion is described in the fixed and moving
coordinate systems shown in Fig. 2.

Fig. 2. (a) Fixed and moving coordinate systems,
(b) kinematic scheme of a QC

Here, X, Y, and Z is the fixed coordinate system;
X,, Y,, and Z, is the moving coordinate system, F . are
propeller thrust forces; V; are rotation speeds of actuator
motors of electric drives; R is the yaw angle; T is the
pitch angle; K is the roll angle; g is the acceleration of
gravity; o, is the rotational speed of rotation of the ith
propeller (i=1, ..., 4).

The QC dynamics may be described by a system of
differential equations in the following form [6]:

G AtBtRAE

m

: o A,
><[cosRsmTcosK+stsmK]——xX, )
m

s RtB+R+F

m

A, .
><[sinRsinTcosK+cosRsinK]——yY, 2)
m

. FKE+F+F +F, A .
Z="1""2 3 "dcosTcosk-~27Z-g, (3)
m m

/

f:_(F4‘F2)’ 4)
XX
K=-"(F - R). )
Iy
LD
R= F —F +F,—F,), 6
JzzKT(l 2T 13 4) )
Fy = Ko, )

Here, F, stands for propeller thrust forces; J, , Jyy,
J, are the QC inertia moments about corresponding
axes; m is the QC weight; / is the distance from the
QC center to the motor mounts; b is the process factor;
A, Ay, and 4, are drag coefficients, and o is the motor
shaft speed.

The QC specific values are the following:

m = 0.5 kg; [ = 025 m; K, = 4107 (H's?)/rad?;
b=1210"7 (Hms?)/rad?; 4, = A,=4, = 1kg/s;
J, =J, = 5107 kgm? J_ = 9107 kgm?

®, = y60 rad/s.

Since smooth motion of the QC with small roll
and pitch angles is assumed, cos7 = cosK =~ cosR = 1,
while sin7 = T, sinK ~ K, and sin(R) = 0. In addition,
assuming smooth motion in the XOY plane, i.e.,
fulfillment of the condition (<, + F, + Fy; + F,) = mg,
equations (1)—(7) may be converted into the following
form:

.. Ax .
X =K (T)=—0 X, ()
) 4,
Y=—K, (K)-—7, Q)

s _R+R+FR+F A

Z7-g, (10)
m m
. ]
szﬁa—gy (11)

XX
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. ]
K=-—(F-F). (12)
Yy
Ib
R:m(ﬂ—F2+F3—F4). (13)

Here, K. and KKy are coefficients of mutual
influence at corresponding coordinates (X, Y) of
the QC.

To avoid possible uncertainties in understanding
the following material, the concept of an information-
measuring and control system (IMCS) of a QC should
be introduced.

The QC IMCS implies a combination of hardware
and software collecting, storing, and processing data
on motion parameters, as well as the development of
control actions for the control elements [7].

The following basic sensors are used for determining
the QC coordinate parameters [8—11].

A barometer is a pressure measurement device
which readings may give an indication of the flight
altitude. The combination of a pressure sensor and GPS
altitude sensor indicates the least error in determining
altitude. The parameters of the commonly used MS5611
barometer (MEAS Switzerland SA) are the following:

e measured pressure ranges from 10 to 1200 hPa;
e accuracy is up to 0.1 m in the most accurate mode;
e measurement time is up to 10 ms.

An ultrasonic sensor is an instrument used for
obtaining reliable information on the distance to large
targets, even in environments with strong acoustic
or electrical noise sources. The parameters of the
commonly used [2XL.-MaxSonar-EZ4 ultrasonic sensor
are the following:

e reading interval is 67 ms (15 Hz);
e maximum distance is 765 cm;
e resolution within the range from 25 to 765 cm is

0.1 m.

A magnetometer is an electronic compass providing
flight information relative to the Earth’s magnetic field,
located on the controller board.

A gyroscope is a device used for measuring the rate
of angle change (usually measured along three axes).

An accelerometer is a device used for measuring
the QC linear acceleration in the three-axis system. The
parameters of the commonly used device combining
gyroscope and MPU6050 accelerometer are the following:

o the range of measured angular velocities for
gyroscope is £250, £500, £1000, and +2000 °/s;

o therange of measured accelerations foraccelerometer
is £2, +4, £8, and £16g.

A camcorder is a device used for recording the
captured image. The parameters of the widely used
Stack-X-1080P camcorder are the following:

focal length is 2.8 mm;

lens angle is H: 130°, V2 98°;

camera sensor is 1/2.5-inch CMOS;

DVR frame rate is 60 fps;

NTSC or PAL video format.

GPS/GLONASS navigation module (e.g., H507A-05
Flight control PCBA) allows tracking and measuring
distance, speed, and time. In fact, it is also a tracking system
allowing identifying the exact location of the vehicle.

Aflight controller module allows the QC to track its
current location and speed. It also receives signals from
the operator’s transmitter. The flight controller interacts
with the sensors onboard the QC to ensure a smooth
flight, in particular with accelerometer, gyroscopes,
and all that. In addition, the flight controller calculates
the speed of each of the four engines and sends control
signals to the electronic speed controllers (ESC).

Adjustable electric drives (AED) play a key role in
QCs. They consist of an ESC and an electric motor. It is
essential that both magnetoelectric and brushless (BL)
direct current motors are used currently as electric
motors in QCs. However, BL motors have become
commonly used recently, which is due to their good
performance characteristics [12], such as high specific
torque, quick response, and control simplicity.

The parameters of the commonly used AED
consisting of the ESC HW30A control unit and Walkera
QR X350 motor are the following:

e supply voltage is 12 V;
e maximum current is 30 A;
e nominal rotor speed is 314 rad/s.

The development of the functional scheme and
mathematical model for QC IMCS with special attention
to its components will now be discussed [13-16]. Here,
close attention should be paid to the values of delays in
receiving information from corresponding sensors of QC
parameters on the position of coordinates and their speeds.
In the paper, these delays are considered as time constants
for transfer functions of the corresponding sensors.

Taking into account the above equations, the
functional and structural diagrams for the QC IMCS
shown in Figs. 3 and 4 have been developed.

Here, the following designations are accepted: PC,
PC,, PCy, PC, PC,, and PC, are position controllers for Z,
X, Y, T, K, and R coordinates, respectively; AED1-AED4
are four adjustable electric drives; SC,, SC;, and SC,
are speed controllers for 7, K, and R coordinates; PS_,
PS,, PSy, PS,, PS,, and PS, are position sensors for Z, X,
Y, T, K, and R coordinates, respectively; SS, SS,, and
SS, are speed sensors for 7, K, and R coordinates; CE1
and CE2 are correcting elements; (.].SETZ’ USETX, QSETy,
Usgrp Ugprp @and Ugpr, are position setting signals
for Z, X, Y, T, K, and R coordinates, respectively; Ug.,
Ug,» USy’ Ug, Ug;, and Uy, are signals from position
sensors for Z, X, Y, T, K, and R coordinates, respectively;
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Upc,» Upc, are output signals from Z and R coordinate
position controllers, respectively; Ugpr, Ugpr, are
signals of setting 7 and K coordinates; Ugprg, Ugprese
and Ugp g, are signals of setting 7, K, and R coordinate
speeds, respectively; Ugq,, Ugey U, are signals from
controllers of 7, K, and R coordinate speeds; F is the
thrust force at Z coordinate; P is QC weight; V_ is the
displacement velocity at Z coordinate; M,, V, are the
torque and speed at T coordinate; M,, V, are the torque
and speed at K coordinate; M, V, are the torque and speed
at R coordinate; K, K,,, K;, and K. are physical factors;
WocS), Wpc(S), Wp (S), WpcS), Wpcy(S), and
Wp,(S) are transfer functions of position controllers for
Z,X, Y, T, K, and R coordinates, respectively; Wy (S) and
Wyci(S) are transfer functions of speed controllers for 7
and K coordinates, respectively; S is the Laplace operator;
K, pp and T,y are the transfer factor and time constant
for AED, respectively; Kpg_ and Tpg_ are the transfer factor
and time constant for position sensor at Z coordinate,
respectively; Kpg, and Tpq, are the transfer factor and time
constant for position sensor at X coordinate, respectively;
KPSy and T, psy are the transfer factor and time constant
for position sensor at Y coordinate, respectively; Kpg,
and Tpg, are the transfer factor and time constant for
position sensor at 7 coordinate, respectively; Kpg, and
Ty, are the transfer factor and time constant for position
sensor at K coordinate, respectively; Kpg, and T, are the
transfer factor and time constant for position sensor at R
coordinate, respectively; Kgg, and Tgg, are the transfer
factor and time constant for speed sensor at 7 coordinate,
respectively; K, and T, are the transfer factor and time
constant for speed sensor at K coordinate, respectively;
K, and T, are the transfer factor and time constant for
speed sensor at R coordinate, respectively; K| and T,
are the transfer factor and time constant for velocity node
at Z coordinate, respectively; K|, and 7 are the transfer
factor and time constant for velocity node at X coordinate,
respectively; KW and T y are the transfer factor and time
constant for velocity node at Y coordinate, respectively;
K, is the transfer factor for velocity node at 7' coordinate;
K, is the transfer factor for velocity node at K coordinate;
K, is the transfer factor for velocity node at R coordinate;
Fpeor Fpew Fpey Fpep Frop Fpep and Fpe, are
nonlinearities of position controllers at Z, X, Y, 7, K, and
R coordinates, respectively; F'1, F2 are nonlinearities of
correcting devices; Fg., and Fg, are nonlinearities of
speed controllers at 7 and K coordinates.

The QC coordinate control loops are adjusted to
technical and symmetrical optimums [17]. Specific
values for the QC IMCS are given below.

For the control loop at Z coordinate:

K, =410 (Hs?)/rad® K,_=5 (1/s); T, =2 s;
K\ pp = 2.5 rad/(discrete-s); Typp = 0.001 s; Kpg, = 1;
The. = 0.01 s. The loop is adjusted to the technical

PSz o
optimum,; in this case,

W e(S) = 5000(1 +0.58)/(1 + 0.055).

For the control loop at X coordinate:

K, = 4107 (H's)/rad’; K, = 50 1/(kg'm?);
K, =50(1/s); T, =2s;Kgg, = 1; Tgq, = 0.01 55 Kppg, = 15
Tpg, = 0.05 s; Kppg = 15 Tpg, = 0.05 s. The speed loop
at T coordinate is adjusted to the technical optimum; in
this case,

Wy AS) = 500.

The position loop at T coordinate is adjusted to
the technical optimum; in this case,

W S) = 500.

The position loop at X coordinate is adjusted to the
technical optimum; in this case,

W ($) = 0.1(1 +0.55)/(1 + 0.05S).

For the control loop at Y coordinate:

K, = 4 107 (H-s?)/rad?%; K, = 50 1/(kg'm?);
Kvy =50 (1/s); Tvy: 28, Ko, =15 Tgg, = 0.01 s; Kpg = 15
Tpg, = 0.05s; KPSy =1; TPSy =0.05s.

The speed loop at K coordinate is adjusted to the
technical optimum,; in this case, Wg,(S) = 500.

The position loop at K coordinate is adjusted to the
technical optimum,; in this case, Wp,(S) = 500.

The position loop at Y coordinate is adjusted to the
technical optimum; in this case,

Wpe,(S) = 0.1(1 + 0.58)/(1 +0.055).

For the control loop at R coordinate:
K. = 4107 (H-s?)/rad?; K, = 50 1/(kg'm?);

tr
Kyg, = 15 Tgg, = 0.01 s; Kppg, = 15 Tpg, = 0.01 s.

SSr PSr
The speed loop at R coordinate is adjusted to the
technical optimum; in this case, Wy, (S) = 500.

The position loop at R coordinate is adjusted to the
technical optimum; in this case, Wp,(S) = 500.

Since all coordinate control systems of QC perform
their functions through 4 actuating motors, there is a
strong mutual influence between them to be considered
in using.

In the paper, rather the simple but illustrative
operation algorithm for the QC IMCS has been
investigated: the QC gains a height of 1 m; after 1 s,
the QC moves to the right by 1 m; then the QC moves
to the left by 1 m. In this case, the control systems
for Z coordinate, X coordinate, and 7 coordinate (as
intermediate one) are activated in the QC. When
the control system is in operation, it is essential to
observe the influence of a single coordinate (e.g., X)
on the control system operating at another coordinate
(e.g., Z), one after one. This influence should be
minimal with the controllers selected properly.
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SIMULATION RESULTS

The behavior of the synthesized QC IMCS is
simulated by applying the step signal having amplitude
of 1 m to the input of the Z coordinate control system
as well as the meander-type signal having amplitude of
I m and frequency of 0.125 Hz to the input of the X
coordinate control system after a time equal to 1 s. The
simulation results are shown in Figs. 5-7.

The analysis of Figs. 5—7 shows that the synthesized
IMCS as a part of the QC has the good control

characteristics that are the absence of the overcontrol
and the low static error (less than 10 mm). It should be
noted that such good results have been obtained with the
errors of the QC coordinate parameter sensors neglected.
When they are taken into account, static errors increase
significantly.

In addition, the regulators of the QC IMCS
coordinate control system neutralize the mutual influence
of coordinates.

With the parameters of coordinate controllers
changing towards performance degradation of control
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Fig. 5. Position setting signals for Z coordinate (a) and actual position signals (b)
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Fig. 6. Position setting signals for X coordinate (a) and actual position signals (b)
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loops, the effects of mutual influence of coordinates
manifesting in shifts of some coordinates during
operation of other coordinates, etc., are evidenced.

CONCLUSIONS

Based on the above, the following conclusions can

be drawn:
e it would be advisable to implement the QC IMCS in

. Gololobov V.N., Ul’yanov V.I

the form of four control loops for the X, Y, Z, and R
coordinates;
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Abstract.

Objectives. The quality ofaradioreceiver preselectorlargely determinesits main characteristics, including sensitivity.
A preselector usually consists of linear elements: inductors, capacitors, low noise amplifiers, and switches. At high
frequencies, the components cannot be considered as ideal ones, since active and reactive parasitic parameters
significantly affect the frequency response of the components and, as a consequence, the network. Therefore,
simulation of the networks requires more sophisticated component models, which take into account parasitic
parameters. However, if refined components models are applied, it is still possible to obtain unsatisfactory results,
since interconnections and footprints pads also affect the frequency response. This is true even if short traces with a
length of about 5 mm are used at frequencies of about 100 MHz. These features must be taken into account for RF
network design. The purpose of the work is to ensure the required characteristics of the preselector in the design
process based on computer simulation.

Methods. Egor Gurov’s methodology for analog VHF LC-filters was applied to radio receiver preselector design. The
methodology contains the methods of discrete optimization, Monte-Carlo method, momentum analysis with Green’s
functions. Experimental results were obtained by prototype implementation and measurement with a vector network
analyzer.

Results. The article presents the preselector design process. The preselector contains two analog switches, an
analog band-pass filter, an analog high-pass filter, and a low-noise amplifier. Simulation and experimental results
with their comparison are presented in the article.

Conclusions. Satisfactory results were obtained. It means that the Egor Gurov’s method for analog filters design
can be applied for more complex networks design such as radio receiver preselectors.

Keywords: radio receiver, preselector, SPICE model, scattering matrix, mathematical modeling, electronic
component, microstrip line, frequency range, parasitic parameters
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Pesiome.

Llenu. KayecTBO npecenekropa pagMonpruemMHmka B 3Ha4MTENbHOM Mepe OnpeaensieT ero OCHOBHbIE XapakTepu-
CTWKW, B TOM YMCIe YyBCTBUTENLHOCTb. [TpecenekTop 06bIYHO COCTOUT U3 JIMHENHBIX 3NIEMEHTOB — KATYLLIEK UH-
DYKTMBHOCTU, KOHOEHCATOPOB, MasoWyMSLLNX YCUnUTenen n knodei. Mpn paboTe Ha BbICOKMX YaCTOTax HeNb3s
cynTaTb 9TU KOMMAOHEHTbI AEeaNbHbIMU, TaK KaK akTUBHbIE U PEaKTVBHbIE Mapas3uTHble NapamMeTpbl BHOCAT 3Ha-
YUTENbHbIM BKNAM, B YHAaCTOTHYIO XapakTepPUCTUKy Lenen. MNoatomy Ansg MooenvMpoBaHns BbICOKOHYACTOTHBIX CXEM
TpebyloTcs 6onee COXHbIE MOAENN KOMMOHEHTOB, YYUTbIBAKOLLME Napa3uTHble cocTasnsiowme. OgHako npu
NPYMEHEHNM A5 BCEX KOMMOHEHTOB YTOYHEHHbIX MOAenen nnm S-napamMeTpoB BEPOSATHOCTb NOSyYEHUsSI HEYA0B-
NIeTBOPUTESIbHbIX PE3Y/IbTATOB COXPAHSETCS, MOCKOJbKY COEAVHUTENbHBIE IMHUM N KOHTAKTHbIE NMIOLWAAKN TakxXe
BHOCSIT 3aMETHbIE MCKaXEHMS B YAaCTOTHYIO XapakTepucTuky. 3To HabnoaaeTcs U AN KOPOTKUX IMHUIA ANMHON
0KO0 5 MM, KOTOpPble OKa3blBalOT BAUSHME Ha YacToTax nopsaka 100 MIu. MoatoMy nogobHble siBNeHust Heob-
XOAMMO Y4nTbIBaTb Npu paspabdoTke. Llenb paboTbl — o6ecneyeHme TpedyeMbix XapakTepuUCcTUK NnpecesiekTopa B
npouecce ero aBTOMaTM3nNPOBAHHOIO CXEMOTEXHMNYECKOrO MPOEKTUPOBAHUS Ha OCHOBE KOMMbIOTEPHOrO MOAe-
NNPOBAHUS.

MeTopabl. Vicnonb3oBaHa metoauka N'yposa E.B. ong npoekTnpoBaHnsa aHanorosbix GUbLTPOB AnanasoHa METPO-
BbIX BOJIH, HO MPVIMEHUTENBLHO K NPECENEKTOPY paamonpuemHmnka. OHa BkoYaeT B cebs MeToapbl AMCKPETHON or-
TUMN3aLMN, UMUTALMOHHOIO MoaenpoBaHms MoHTe-Kapno, Metog MOMEHTOB 4151 91EKTPOMArHUTHOrO MOAENM-
pOBaHWUSA C NCNOb30BaHNeM GyHKUMK puHa. SKCneprMeHTanbHble pe3ynbTaTbl NOAYyYEHbl MYTEM U3rOTOBAEHUS
OnbITHOro o6pasLa 1 N3MePEHUIA C MOMOLLbIO BEKTOPHOI0 aHanmusaTopa Lene.

PesynbTaTtsbl. peacraBneH npouecc NpoekTUPOBaHUSA NMpecenekTopa paguonpuemMHmka amanasoHa MeTpOoBbIX
BOJIH, COCTOSILLLEr0 13 ABYX @HANIOrOBbIX KJO4YEN, MOIOCOBOro dubTpa Ha COCPEAOTOHYEHHbBIX KOMMOHEHTAX, Maso-
LWYyMSLLEro ycunutens u eunbTpa BbICOKUX 4acToT. [MpuBeaeHbl pesynbtaTel MOAEAVNPOBAHUS U SKCNEPUMEHTAb-
Hbl€ Pe3ybTaTbl, X CPABHEHME.

BbiBoAbl. [1pOBEAEHHbIE YACEHHBIE N HATYPHbIE NCCNEA0BaHNS MO3BONASIOT FOBOPUTL O TOM, 4TO MeToauka ly-
posa E.B. ons npoekTnpoBaHus aHanoroBbix LC-dunbTpoB B Arana3oHe METPOBbLIX BOJIH NMpYMeHUMa 1 Ans 6onee
CNOXHbIX LLenewn, Takmx Kak NpecenekTop paganonprueMHMKa.

Kniouesble cnoea: paganonpmneMHUuK, npecenekTop, SP|CE-MO,EI,eJ'Ib, MaTpuua paccemnsaHnda, MmatemaTn4eckoe Mo-

aennpoBaHue, 3]'IeKTp0HHbII7I KOMIMOHEHT, MUKPOMOJIOCKOBAdA NNHUA, AMarna3oH 4aCToT, Napa3nTHbIe NnapamMeTpbl
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npOSpa'-IHOCTb cbvmaucoaoﬁ AeaTesibHOCTU: ABTOpr He NMetoT CI)I/IHHHCOBOVI 3anHTEpPeCOBaHHOCTW B nNpeacTaBieH-

HbIX MaTepunanax nnm Metogax.

ABTOPbI 3a59BNSI0T 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

The maximum sensitivity of a radio receiver is
determined by its noise level. Careful design of radio
receiver units is required to achieve high sensitivity
[1, 2]. The preselector is connected directly to the
antenna and has the greatest influence on the intrinsic
noise. This follows from the Friis formula for the noise
figure in the case of a series connection of several stages:

F—-1 F-1 F, -1

+——t. (1)

F, ,
G GG, GG,...G,

total — Fl +

where F, . is the total output noise; 7 is the number of
stages; F| is the noise figure of the first stage; G, is the
power gain of the first stage, etc. The values of the noise
coefficients and gains are dimensionless quantities.

It can be noted that the noise figure of the first stage
is completely presented in the total output noise, and the
noise figure of the second stage is divided by the gain
of the first stage [1]. Hence, for maximum sensitivity, it
is necessary to place a low-noise amplifier next to the
antenna. However, as it was shown in [3], this approach
does not always provide the minimum intrinsic noise
level. In an environment with a large number of
powerful emitting radio stations, such as large cities,
a wideband low-noise amplifier may produce higher
output noise than expected. The solution to this problem
is a bandpass filter installation before the low-noise
amplifier.

In the frequency range from several tens of
megahertz to gigahertz, to obtain an arbitrary frequency
response (arbitrary bandwidth and stopband), it is
suitable to use passive inductor—capacitor (LC) filters.
The design process for such filters is fully automated at
the moment (for example, using Nuhertz Technologies
FilterSolutions® software). Here, the well-known
frequency response approximation method is used,
which provides an electrical circuit of the filter with
nominal values of the components, as well as a transfer
function [4-7].

This method assumes that ideal passive components
(inductors and capacitors) are applied and traces
between the components do not affect the transfer
function of the designed filter. However, at frequencies

above 10 MHz, non-ideal components and topology
on a printed circuit board have a noticeable influence
on the frequency response [8]. Nuhertz Technologies
FilterSolutions® software can take a quality factor
(Q-factor) of the components into account, and even
replace them with S-parameters. However, it is not
possible to take into account the printed circuit board
topology influence. Keysight Genesys software tried to
automate the filter design process, taking into account
both parasitic parameters of the components and printed
circuit board topology. The method for designing LC
filters in Keysight Genesys software is presented in
[9]. It takes into account parasitic parameters of the
components, their tolerances, and printed circuit board
topology.

A preselector of a radio receiver, besides the filter,
may contain a low-noise amplifier, which usually has an
uneven (slope-down) frequency response, and its input
and output impedances may differ from the standard
50 Ohm. It can also be used different bandpass filters
selectable by analog switches.

This article presents an example of a radio receiver
preselector design. The preselector consists of analog
switches that switch the bandpass filters, one bandpass
filter, a low-noise amplifier, and one high-pass filter.
Based on the simulation results, a prototype was
implemented. Experimental results were obtained with
a vector network analyzer [10]. The obtained data can
be considered as an application extension of the method
[9] for the synthesis of more complex circuits than LC
filters.

PROBLEM STATEMENT

The preselector for the superhetherodyne radio
receiver with an operating bandwidth of 114...122 MHz
is under consideration. The maximum sensitivity
is required at the frequency of 121.5 MHz, and an
intermediate frequency of 87 MHz on the radio
frequency (RF) input must be additionally suppressed.
It is supposed to use three sub-bands, but within
the framework of this article, only one sub-band is
considered taking into account the effect of the analog
switches. The block diagram of the preselector is shown
in Fig. 1.
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Fig. 1. Block diagram of the preselector:
(7) analog switch, (2) bandpass filter,
(3) low-noise amplifier, and (4) high-pass filter

Peregrine Semiconductor’s (USA) PE42430 radio
frequency switch was used for bandpass filter switching,
and Qorvo’s (USA) TQP3M9035 was used as a low-
noise amplifier. A high-pass filter is required to suppress
unwanted input signals at the intermediate frequency. It
also increases the slope and improves the suppression
of powerful broadcasting stations in the range of
88...108 MHz. The bandpass filter should also suppress
the image frequency by at least 50 dB.

Thus, the requirements for the entire network can be
described by the following expressions:

AL)> Agsr Foasst <1 < Srasss
A< Aggps [ < tips > I
K(f)>1,

B(f)>0.

2

where A(f) is the frequency response of the circuit
(gain vs. frequency); f is the frequency; A s is the
minimum allowable signal gain in the passband; Astop
is the maximum allowable signal gain in the stopband;
fpassl and j:)assz are the minimum and the maximum
frequencies of the passband respectively, fi. is the
intermediate frequency; ), , is the minimum frequency of
the image signal; K and B are the stability coefficients
that are described on the Keysight Knowledge Center
site!. Since the network has an active component, it is
also necessary to make sure that self-oscillation will
not occur; therefore, the extra stability requirements

1 URL: https://edadocs.software.keysight.com/genesys2018/
simulation/getting-started-with-genesys-simulation/getting-started-
with-measurements/stability-factor-and-measure. Accessed October
25,2021.

are imposed. Constraints on the stability coefficients
must be met at all the frequencies. Here, considering the
simulation frequencies only is enough, since there will
be no self-oscillations of the networks if no signal gain.
The stability coefficients application is limited by the
networks with only one active amplifier stage.

SIMULATION OF THE PRESELECTOR

The preselector simulation was carried out in the
Keysight Genesys 2018 software. The models of the RF
switches and low-noise amplifier were downloaded from
the manufacturer’s official websites. The software allows
network simulation with S-parameters, SPICE models,
carrying out electromagnetic analysis of the printed circuit
board topology using the method of moments. Thus, both
the parasitic parameters of the components and the printed
circuit board topology are taken into account.

The functional diagram of the preselector is shown
in Fig. 2. To minimize the size of the preselector and
meet the conditions (2), a third-order bandpass filter
was applied. A signal with the intermediate frequency
is suppressed using the LC-shunt connected between the
capacitors at the output of the low-noise amplifier.

All the capacitors are of standard size of 0402,
inductors are of the standard size of 0603 or 1206. Blocking
capacitors C1 and C6 have a capacitance of 0.01 puF.

As the next step, the schematic and topology were
set up in the Keysight Genesys environment. All the
components were connected with microstrip lines.
The topological model is shown in Fig. 3. In addition
to metallization and contact pads, it also contains the
contours of the components on the silkscreen layer.

Fig. 3. The topology of the preselector
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Fig. 2. Functional diagram of the preselector
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Table. Preselector bill of components
Components Nominal value Part number Manufacturer
Cl, C6, C9 0.01 pF 5% GRM1555C1E103JEO1 Murata (Japan)
C2 39+0.1 pF GIM1555C1H3R9BB01 Murata
C3,C4,C8 43 pF 2% GIM1555C1H430GB01 Murata
Cs 3.3+0.05pF GIM1555C1IH3R3WBO01 Murata
Cc7 33 pF 5% GIM1555C1H330JB01 Murata
DAI, DA2 - PE42430 Peregrine (USA)
DA3 - TQP3M9035 Qorvo (USA)
L1 390 nH 2% 1206CS-391XGEB Coilcraft (USA)
L2 75 nH 2% LQWI18AN75NG80 Murata
L3 8.2+0.2nH LQWI18ANSN2C80 Murata
L4 470 nH 2% 1206CS-470XGEB Coilcraft
L5 47 nH 5% LQW18AN47NJ80 Murata
L6 82 nH 2% LQWI18AN82NG80 Murata

The models with Q-factor were initially chosen as
the models of inductors and capacitors. The Q-factor
model consists of an ideal capacitor or ideal inductor
(for a capacitor and inductor, respectively) with a series
connection of an ideal resistor (i.e., active resistance),
it is also known as equivalent series resistance (ESR).
This allows tuning the nominal values of the component,
which may not be possible for the more complex and
accurate models. Different components have different
ESR values. At the current stage, it was assumed that the
ESR is constant during the variation of the component’s
nominal values® 3 [11, 12]. The initial values of the
components were obtained using the Keysight Genesys
built-in automatic filter synthesis tools.

The nominal values of the components were
calculated by optimization in accordance with the
methodology [9]. This methodology first employs
simple component models and selects component
values. After the optimization, sensitivity analysis is
conducted and the least sensitive component is replaced
with the more complex model, which does not allow
freely changing the value of the main parameter in a
wide range. Then the optimization must be repeated.
And so on until all the components are replaced with
more complex models.

2 Ceramic capacitors MLCC: application features. URL:
https://www.compel.ru/lib/56541. Accessed October 25, 2021. (in
Russ.).

3 The physical meaning of the group delay of the filter.
Digital filters with a linear phase-frequency characteristic. Theory
and practice of digital signal processing. URL: http://www.dsplib.
ru/content/filters/linphase/linphase.html. Accessed October 25,
2021. (in Russ.).

Asaresult, all models of the inductors and capacitors
were replaced with the corresponding S-parameters
provided by the manufacturers. The boundary conditions
(2) were set up in the Keysight Genesys software, as
shown in Fig. 4. Weights have been introduced to get
the desired shape of the frequency response. Initially,
they were all equal to 1 but then were manually
changed during the optimization process. The criterion
error was multiplied by the corresponding weight. The
optimization goal was to minimize the total error.

Optimization Properties

General Goals  Variables Method

Default Dataset or Equations: |Momentum1_Prototype_Data

Use Measurement Op Target Tl::'r‘gi'zt Weight Min Max Units
] |S521 > |245 dB 4 12 125 MHz
M [521 > |26 dB 5 18 124 MHz
] |s21 < |-29 dB 1 80 MHz
M [521 < |-42 db 1 255 MHz
M [s21 < |-39 dB 2 80 89 MHz
] [S22 < |-20 dB 1 12 125 (MHz)
M |s11 < |12 dB 1 12 125 (MHz)
] < None None

Fig. 4. Boundary conditions for the optimization

The simulation results are presented below.
Figure 5 shows the frequency response (S21) and the
return losses (S11, S22). The shaded areas display the
boundary conditions indicated in Fig. 4. Figure 6 shows
the stability coefficients (K, B1) and the group delay
(GD) of the entire network?. In this case, there were no
requirements imposed for the GD, and it is noted just for
information.

The applied components for the simulation are listed
in Table.
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Fig. 5. Frequency response and return losses of the preselector:
(7) frequency response, (2) return losses (S11),
and (3) return losses (S22)
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Fig. 6. Stability coefficients and GD of the preselector:
(7) stability coefficient K (must be greater than 1), (2) GD,
and (3) stability coefficient B1 (must be greater than 0)

EXPERIMENTAL RESULTS

The preselector was implemented on the 4-layer
printed circuit board made of FR-4 fiberglass. The
topology in Fig. 3 was performed on the top layer,
the nearest inner layer was a solid polygon connected
to the “ground” reference layer [8]. The input signal
was delivered from the SMA connector mounted on
the printed circuit board, the output signal was taken
through the U.FL-R-SMT connector. The frequency
response was obtained using Rohde and Schwarz ZVAS
vector network analyzer.

The capacitors of the GRM series were installed
on the prototype instead of the GJM series capacitors
because the right capacitors had not been purchased
at that moment. GRM series capacitors have the
status “not recommended for new designs.” These
capacitors have a lower Q-factor; therefore, it

could be expected more attenuation in the passband
rather than in the simulation results, but without
significant distortion of the frequency response
curve.

The experimental results and their comparison to
the simulated ones are presented in Fig. 7. The figure
shows only the frequency response (S21). Return losses
(S11 and S22), as well as stability factors, satisfied the
required values.

The passband gain in the experimental curve was
about 1 dB lower than in the simulation results, as was
expected due to the lower Q-factor of the capacitors. In
general, both results are in good agreement, especially
at low frequencies. In the method [9], it is noted that
a better frequency response can be achieved by tuning
(i.e., replacing with another one with different nominal
value) the most sensitive components on the prototype.
It has not been done here, since the frequency response
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Fig. 7. Frequency response of the preselector:
(7) simulation and (2) experimental data

of the preselector meets the specified requirements.
Careful selection of components can be useful as part of
a release device.

CONCLUSIONS

Theradioreceiver preselector is the most important
part since it significantly affects its sensitivity. The
article describes the design process of the radio
receiver preselector in the very high frequency (VHF)
range. The preselector consists of analog switches,
one bandpass filter, a low-noise amplifier, and an
additional high-pass filter. The design takes into
account input and output impedances and slope-down
frequency response of the analog switches and low-
noise amplifier.

The designed preselector was implemented in the
prototype, and the experimental data was obtained
with the vector network analyzer. The simulated and
experimental results are in good agreement. This
is shown in Fig. 7. The discrepancy between the
gain in the passband of about 1 dB is caused by the
capacitors on the prototype with the lower Q-factor
than in the model since the capacitors in the model

were not available at the time of printed circuit board
assembly. In addition, the frequency response can be
improved by selecting the most sensitive components
directly on the prototype. This operation has not been
done, because it was only the prototype, and such
selection is reasonable in the release device device.

In [9] it is shown that in the VHF range the
frequency response of analog filters is significantly
affected by parasitic parameters of the components and
interconnection on the printed circuit board topology.

Following the LC-filter design method [9], the
radio receiver preselector has been designed. It is
shown that the method also allows taking into account
the frequency responses of analog switches and low-
noise amplifiers, as well as checking the stability of
amplifying cascades.

In conclusion, the results presented in the article
extend the applicability of the analog LC-filters design
method of Egor Gurov for analog filters design [9]. It
also allows the design of more complex networks, which
can include active components as well.
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Abstract.

Objectives. The widespread use of radio data transmission systems using signals with multiposition phase shift
keying (MPSK) is due to their high noise immunity and the simplicity of constructing the transmitting and receiving
parts of the equipment. The conducted studies have shown that the presence of non-fluctuation interference, in
particular, harmonic interference, in the radio channel significantly reduces the noise immunity of receiving discrete
information. The energy loss in this case, depending on the interference intensity, can range from fractions of dB
to 10 db or more. Therefore, interference suppression is an important task for such radio systems. The aim of the
work is to synthesize and analyze an algorithm for optimal nonlinear filtering of MPSK signals against a background
of harmonic interference with a random initial phase.

Methods. The provisions of the theory of optimal nonlinear signal filtering and methods of statistical radio engineering
are used.

Results. The synthesis and analysis of the algorithm of optimal nonlinear filtering of MPSK signals against the
background of harmonic interference with a random initial phase are carried out. The synthesized receiver contains
a discrete symbol evaluation unit, two phase-locked frequency circuits of reference generators that form evaluation
copies of the signal and interference, and cross-links between them. Analytical expressions are obtained that allow
calculating the dependences of the bit error probability on the signal-to-noise ratio and the interference intensity p.
It is established that uncompensated fluctuations of the initial phase of the useful signal have a greater effect on the
receiver noise immunity than similar fluctuations of the phase of harmonic interference, especially with low positional
signals.

Conclusions. Comparison of the obtained results with the results obtained in the case when there are no harmonic
interference compensation circuits shows that the use of the obtained phase filtering algorithms allows for almost
complete suppression of harmonic interference. Thus, if u = 0.5 and the probability of error is 1072, the energy gain
atM=2isabout2.5dB,atM=4isabout6dB,at M=8 and M= 16 is at least 10 dB.

Keywords: multi-position phase manipulation, harmonic interference, optimal nonlinear filtering, noise immunity,
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HAYYHAA CTATb4A

OnTumajibHast HeJIMHEHHAsA PUIbTpanus
curnajioB M-®@M Ha (poHe rapMOHUYECKON ITOMEXHU
CO CJIyYallHON HAYaJIbHOU (pa30i

r.B. Kynukos @,
Ao YyHr TueH,
E.B. CamoxuHa

MUWP3A — Poccuiicknii TexHoIorm4eckuii yamepcutet, Mockea, 119454 Poccus
@ AsTOp A1 nepenvcku, e-mail: kulikov@mirea.ru

Pesilome.

Uenu. Lnpokoe pacnpocTpaHeHne paguocuUcTeM nepesadym OaHHblX C MCMNOJIb30BAHMEM CUMHANOB C MHOMO-
no3nunoHHoli dazoBoi maHunynsauum (M-®OM) 06ycnoBneHo nx BbICOKOM NOMEXOYCTOMYMBOCTBLIO U NMPOCTOTOMN
MOCTPOEHMUS NepearoLLen 1 NPUEMHON YacTeln annapartypsbl. [1poBefeHHbIe UCCef0BaHUS Nokasanu, YTo Hann-
yve B pagnokaHasne, KpoMe LYyMOBOW, HEdIYKTyaUMOHHbIX, B YACTHOCTW, FapMOHUYECKNX MOMEX CYLLECTBEHHO
CHMXaeT NOMEXOYCTOMYMBOCTb NpuemMa ANCKPETHON nHdOopMaLnmn, 3HEPreTU4eCKin NPOUrpbliLL B 3TOM Criy4ae
B 3aBMCUMOCTM OT MHTEHCUBHOCTU MOMEXN MOXET COCTaBNATb OT gosienn ob go 10 gb n 6onee, noatomy 60pbba
C HUMU SIBNSIETCS BaXKHOM 3a4a4ei Ans Takux pagmocucteM. Llenb paboTbl — CUHTE3 1 aHanmM3 anropmutma onTu-
ManbHOW HENNHENHOM dunbTpaumm curHanos M-®M Ha poHe rapMOHNYECKO MOMEXM CO CIyHanHOM HavYanbHOM
dason.

MeToabl. VIcnonb3oBaHbl MOSIOXEHNA TEOPUN ONTUMASIBHON HENIMHENHON GUNbTPAaLMN CUTHANIOB U METOAbl CTaTn-
CTUYECKOW PaaNOTEXHUKMN.

PesynbTatbl. [IpoBEAEHbI CUHTES 1 @aHANW3 anropuTMa onTUMasbHOW HeNMHeHOM dunbTpauun curHanos M-OM
Ha GpOoHEe rapMOHMNYECKON MOMEXN CO CNy4aliHON HavyanbHON daso. CUHTE3NPOBAHHbLI NMPUEMHUK COAEPXNUT BI0K
OLEHKN OMCKPETHOro CMMBOJSIA, ABe CxeMbl $Ha30oBOW aBTOMOACTPOMKM YaCTOThl OMNOPHbLIX reHepaTopos, GopMun-
PYIOLLMX OLLEHOYHbIE KOMUU CUrHana 1 NoMexm, 1 rnepekpecTHble CBA3WM MeXAy HUMU, MOJIyYeHbl aHaNIUTU4ecKne
BblpaXXeHsi, MO3BOJNISIIOLLME PacCUYUTaTb 3aBMCUMOCTU BEPOSITHOCTN GUTOBOM OLLIMOKM OT OTHOLLEHUS CUTHAS/LLYM
1 MIHTEHCUBHOCTM NOMeXM [. YCTaHOBJIEHO, YTO HECKOMIMEHCUPOBaHHbIE MNYKTyauum HavanbHoOM ¢asbl NONE3HOro
CuUrHasna okasblBaloT 60JIbLLEE BIINSHUE HA MOMEXOYCTOMYNBOCTb NMPUEMHMKA, YEM aHanornyHsle GnykTyaumm dasbl
rapMOHMNYECKOI MOMEXUN, 0COBEHHO NPV Masiol NO3ULMOHHOCTM CUMHANOB.

BbiBoabl. CpaBHEHME NONYYEHHbIX PE3YNbTATOB C pe3ynbTaTamMu, NOSYYEHHbIMU B Cllydae OTCYTCTBUS LLEMU KOM-
rneHcaumm rapMOHNYECKOM NOMEXM, NMokKasdblBaeT, YTO MCMNONIb30BaHME NOJTYYEHHbIX a/IrTOPUTMOB dunbTpaumn ¢as
no3BosisieT 06ecneynTb NPaKTUYECKN NOJIHOE NOAABNEHNE rapMOHMYEecKon nomexu. Tak, npu p = 0.5 ana BeposT-
HOCTU OWINOKN Py = 1072 sHepreTuyecknit BeIMrpsILL Npu M = 2 cocTasnseT okono 2.5 a6, npu M = 4 — okono 6 b,
npu M=8un M =16 — He meHee 10 ob.

KnioueBble cnoBa: MHOrono3vuMoHHas hasoBasi MaHUMyaums, rapMOHUYECcKasi omexa, onTuMasibHas HesIMHe-
Hast GUIbTPaLMsl, NTOMEX0YCTONYNBOCTb, BEPOSTHOCTb GMTOBOI OLUMOKMN
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I'Ipospatn-locn. dwmaucoaoﬁ aeatenbHocTU: HukTo 13 aBTOPOB He unmeet CDI/IHaHCOBOI‘/'I 3anHTEepecoBaHHOCTN B

npeacTtaB/eHHbIX MaTepuanax nin metTogax.

ABTOpbI 3a9BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

The widespread use of multiple phase-shift
keyed (MPSK) signals in modern digital information
transmission systems is due to their high energy
and spectral characteristics. However, the quality
of communication was reported [1—7] to decrease
significantly, if, in the radio channel, there is not only a
noise interference, but also nonfluctuating interferences
of various types. This is particularly so where such an
interference is narrowband (harmonic) and has the same
frequency as that of the desired signal [1, 2]. Depending
on the interference intensity, the energy loss in this case
can be fractions of decibel to 10 dB and more.

Such a decrease in the quality of reception is
explained by the fact that demodulator algorithms are
optimized to receive signals against the background
of only white Gaussian noise and do not take
into account the characteristics of nonfluctuating
interferences. Introduction of units of compensation
of such interferences to the demodulator circuit can
considerably increase the noise immunity of signal
reception. The purpose of this work was to synthesize
and analyze an algorithm of optimal nonlinear filtrating
of MPSK signals against the background of a harmonic
interference with a random initial phase.

SYNTHESIS OF AN ALGORITHM OF OPTIMAL
NONLINEAR FILTERING

Let us consider the following receiver-input process
over the time range ¢ € (0, £T7:

x(1) = sy (Ck,t,(psig) + 8, (6,95, )+ 1(t) =

= Ssig,int (Ck’t’ (psig’(pint) + }’l(t). (1)

It is an additive mixture of MPSK signal so(C, 7, 9,
which in a certain (kth) digit time slot has the form

5. (Cp = i,t,(psig) = Ay cos(®y? +@; + (psig),
¢, =i2n/M ,te((k-1T,kT],i=0,1,..,M -1; 2)

a harmonic interference with a random initial phase:

Sint (t’ (pint) = l’LAO COS((J)imt + (pint);

and noise interference n(¢) with the parameters:
N 0
(n()) = 0;{n(t,)n(ty)) = 76@2 —1).

Here, C, is the vector of discrete information
symbols.

Let us consider the MPSK signal as a discrete—
continuous Markov process in which the states of
a discrete parameter can change at certain times,
multiple of 7, and the random initial phases Dsig and
¢;,; of the signal and interference, respectively, are
Wiener processes [8]:

Ogig (1) = "0 ®, ¢ (D= Mg (-

Here, Mg (#) and M, (#) are white Gaussian
sig int

noises with zero means and single-sided spectral den-
sities N, u N_ , respectively. Such a representa-

(p51g Pint
tion of these random processes describes well the
fluctuating phase shifts in self-excited oscillators [9].
In practice, especially in narrowband channels, the
rates of the continuous processes (psig(t) and @, (?)

typically vary slowly in comparison with the rates of

change of information and channel symbols;
ie.,
T >T, 1 >>T,
Psig Pint
where T, and T, are the correlation times of these
Psig Pint

processes.

A priori information on each of the diffusion Markov
processes, (psig(t) and @, (?), is given by the Fokker—
Planck—Kolmogorov equation [8].

Thus, in view of all the above, the circuit diagram
of a receiver of such discrete—continuous processes can
be synthesized using a previously proposed filtrating al-
gorithm [10]. In this case, the mixed a posteriori prob-
ability density of ssig,im(Ck, t, ) containing the
vector C, is

sig’ Qint

pps(t’ Cka (psiga (pil’lt) =

= Wps(ta (psiga (pim)pps(ta Ck|(p5ig: (pint)a
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Where wﬁs(t., Pyig> 0,0 1s the a posteriori probability djcn-
§1ty of t e mdependent parameters'(pSig and @, ,, which
is unconditional on the vector of discrete symbols; and
pps(t, Ck|(psig, ¢;,,) 1s the conditional a posteriori prob-
ability of the state of the vector of discrete symbols at
fixed values of Pgig and @, ..

The conditional a  posteriori

pps(t, Ck|(psig, ¢;,,) obeys the equation [10]

probability

pps (tﬁ Ck (PSlg ’(plnt) =

= pps (t’ Ck (psig ’(pint) X

X{F(I,C > Psig Pint) ~ <F(t, Psig Apim)>}, )

where

k
F(tacka(psig’(pint) = ZFj(t’Cj’(Psig’(Pint)’
j=1
Fj (t’cj’(psig’(Pint) =

1
= _N_O[x(t) - SSig,intJ (C]’t’ (p51g ’(pint )]2 , (4)

<F(t’(psig ’(pint)> =
-1 M-1 M-1

M-1M
=Y X - X FChgy Pin) X

C=0C,=0 C;=0

X psig,int @, Ck (Psig »Pint )-

Under the assumption that the a priori probabilities
of the values of information symbols (for MPSK) in
radio communication are identical and equal to 1/M, and
also identical are the probabilities of the transition of a
discrete symbol from one state to another, the solution of
Eq. (3) at time ¢ = kT is written as

pps (kTa Ck

(psig ’(pint) =

k JT
exp z J Fj (T,Cj,Cj_l,(pSig,(pim)dr
J=1(j-nr

k JT
Yexp| Y | Fit.C,.Cy.04,.00)dT
¢ LFGonr

Here, for the writing to be more informative, the dis-
crete symbol CJ is separately indicated in the list of the
arguments of the function F'(X).

To find the a posteriori probability of one or another
value of the symbol C;, the latter expression should be
averaged over M possible values C,, C,, ..., C,_,. This
gives

pps (kT’ Ck (psig ’(pint) =

k JT
eXp 2 J. FJ (1:9 CJ s Cj_] s (psig 9(pint )dT

_ z J=1(-HT

kT

Cry
Sexp| Y j Fi(1.C;.C_1. Qg Oy )T
(¢, =G

The expression can be significantly simplified
under the additional assumption that the quality of
reception is good. In this case, the symbols that have
already been decided by the time ¢ = kT can be
replaced by their estimated values; i.e., the vector
C,_, can be replaced by Cz_l ={C1*,C;,...,CZ_1}.
Combining the terms independent of C, into
coefficient K and taking into account the
independence of symbols in the information sequence
of the corresponding MPSK signal transmissions,
one can obtain the formula

pps(Tack

(psig ’(pint) =

T
exp Ii_“ £ (T, G5 Dgig - Pin )dT]
© 0

M-1 T '
2 CXp J‘Fk (Ta Ck’(psig 7(pint )dT
Ck:() O

An algorithm to estimate a discrete information
symbol follows from the condition of the maximum of
this a posteriori probability at time ¢ = T

(Ck =i)= max{pps(t, Ck|(Psig, (pint)}‘ (5
Let us introduce the notation

T

JO = '[ Fk (T, Ck =0, (Psig Ping )dr,
0

(6)

T

Trpe1 = [ Fe (.G = M =190, ).
0

The integrands of these formulas are found from
expressions (4). Then, algorithm (5) can be rewritten in
the form

(C, = i) > max{exp(/))}, (7
or

(C, = 1) = max{J}. ()

Russian Technological Journal. 2021;9(6):46-56

49



Optimal nonlinear filtering of MPSK signals against a background

of harmonic interference with a random initial phase

Gennady V. Kulikov,
Do Trung Tien, Elena V. Samokhina

Let us transform integrals (6), taking into account
expressions (1) and (2):

Jo=or j [3(0) = $i0 (1, @y )15 (15 Cy, = 0,05 )l
Mo 0
©)
Ty =—j[x(r) St (1 @iIsye (1.Cp = M =19, el
No 0

Algorithm (8) is structurally similar to the MPSK
signal processing algorithm for the case where signals are
received against the background of only white Gaussian
noise [11]. The difference consists in the presence of a
procedure of subtraction from the received mixture x(¢)
a copy of the interference that is formed on the receiver
side. The circuit contains a set of correlators (9), which
determine the degree of similarity of the compensated
mixture with reference signals corresponding to all the
possible values of the information symbol C,.

The reference signals and the copy of the inter-
ference contain information on the initial phases @ o and
¢, The true values of these quantities can be replaced
by their estimated values (p:ig and (pz‘m. Let us develop

algorithms to make these estimates.

Let us solve this problem by the Gaussian
approximation [8, 12] of the a posteriori probability
density of these random parameters. This method is
valid at high signal-to-noise ratios and long observation
times. In this case, such an assumption is valid, which
makes it possible to transition from difficult-to-solve
differential equations for probability densities, which
follow from the Fokker—Planck—Kolmogorov equation
[8], to approximate relations for the expected values (p’(;
and the a posteriori variances K 4 of the approximating
multidimensional (of dimension z) Gaussian distribution:

. - I<F(t,0")>
(pa:aa((p )+ZK(XB(—(9)

poi o5
da ((p) dag(9")
(xB Z 9 K, +a—* ov
v=I (pv Gy
RCRES I WEE-LICLRE
of a5 av a(pia(p:; -

The drift and diffusion coefficients for the
independent Wiener processes (psig(t) and @, (?) are the
following [8, 13]:

a((p51g) = a((Pint) = 0’

N,
(p51g

2

N(plnt
2

b((psig) = b( 1nt )

and K,

= K =
q)sig(pim (pint(psig

Assuming that the phase lock time is less than 7, we
obtain the equations of optimal nonlinear filtering of the

* *
parameters @, and Q;,

(P (1.5 0h)

Psig = PsigPsig a(P:ig ’

(10)
L 8<Fk(l,(Psig’(pint)>
Pint PintPint a(P;knt ’

where the values of the a posteriori variances K, . , .
PsigPsig

and are determined from the system of

K
. Pint Pint
equations

N(psig 2 9 <Fk (t’(p:ig’(p;knt )>

PsigPsig 2 Psig Psig a(le ? ,
: (11)
2 RO
K Moy Pt , g2 ? <Fk(t (PSig’(pim)>
Pyt Pint 2 PintPint a(pmt ’
and
< Fk(tv(p:ig’(p?nt) ==
expJ,
:Fk(t,ck 0(p51g’(plnt)F+
2 expJ;
epr
+Fk(l Ck = la(pslg’ lnt)F—i_
2 expJ;
eXpJZ
+Ft,C = ’(pmg’(Pmt)W-i_ -t
Z expJ;
i=0
expJ
+Fk([,Ck = D(Pslg’ 1nt)—.
Y expJ;
i=0

In view of expressions (4),

a < Fk (t (p51g ’(plnt) 2A0

[20(0) = 3 (0, 93 )] X

a(psig Ny
M-I
expJ;
X 2 sp(t,Cp =1, (p51g)—’
i=0 Z expJ;
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d< Fk(t’(p:ig’(p;knt) > _ ZFLAO

- sin(w; .+ @; )X
Wi T
M1 . expJ;
RO Xy 5t Ce =) S|
1= SXPJ;

Here,

L ds (G =09G,)
S]?(I,Ck :l,(psig): d(p* =
sig

= — Ay sin(! + @; + Py ).

At a high signal-to-noise ratio, the latter expressions
are simplified. If the parity and symmetry of the
constellation diagram of the MPSK signal are also taken
into account, then,

<l P P> 20y o gt
int > Yint

a(p:ig No
Mj2 -1
X Y, sp.Cp = iggo)th I,
i=0

a<Fk(t’(p:ig’(p;knt)> 2 . *
=~ — N sm(o)imt + (pim) X

a(p;knt 0
M/2-1
X[x(0)= Y, 5310 =i, 9gg)th J 1.
i=0

Making statistical averaging and assuming that, in
the steady-state mode, at small filtering error,

COS(Qy = Do) = 1, COS(Pg, = PYig) = 1,

we obtain

82<Fk([a(p:iga(PTnt)> - Ag (1+thAgT]

9P, 2N, 2N,

0 < F(t.Qge-9in) > 242
L) I ——

Clo Ny

In the steady-state mode of filtering of the continuous
parameters @, and @._, the solution of Egs. (11) tends

. K
to the steady-state values PigPsig and

the derivatives of which are zero. Hence,

int’

K
PintPint

I N(psigN 0
Ko 0. = |—F— 5~
PsigPsig A&T
A 1+th 2
2N,
K — N(pintNO
Pint Pint 2“'21402 ’

Finally, algorithms (10) of filtering of the random
initial phases of the signal and the interference take the
form

(b:ig =51K,4, [x(f) = Sint (t’(p?nt)] X
M/2-1
x Y sht,Cy = i, @)t J;, (12)
i=0

(.p;knt = _SZKZHAO Sin((’ointt + (P;knt) X
M/2-1

X)) = Y, 5(.C =i05,)th ], (13)
i=0

where S| and S, are the transconductances of control

elements (CEs) in each phase-lock channel,
2K
_ (psig(Psig _ ZK(pint(pint
Ki=——,and K, =—————.
N OSI N OS2

Figure 1 presents the circuit diagram of a quasi-
coherent receiver in which interrelated algorithms
(7)—(9), (12), and (13) are implemented. The receiver

contains an estimator of discrete symbol CZ , two phase-
lock circuits of reference oscillators O1 and O2, and
cross couplings between them.

Oscillators O1 and O2 generate estimation copies of
the signal and the interference, which are phase-locked
with the corresponding oscillations contained in the
received mixture x(¢). At the input of the receiver, two
subtractors are installed. Subtractor S1 compensates
the harmonic interference in the received mixture;
after S1, the signal is transmitted to a demodulator to
make a decision on the received symbol. Subtractor S2
compensates the signal in the received mixture, and the
obtained oscillation in the ideal case contains only the
harmonic interference and noise. This oscillation is used
by the phase-lock circuit of the interference channel.

ANALYSIS OF THE NOISE IMMUNITY
OF THE SYNTHESIZED RECEIVER

Let us analyze the noise immunity of the synthe-
sized quasi-coherent receiver of MPSK signals using a
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Fig. 1. Circuit diagram of a quasi-coherent receiver of an MPSK signal against a background
of a harmonic interference with a random initial phase
published procedure [2]. The symbol and bit error prob- AE
abilities can be defined as follows: D, = —(1-cos(i2n/M)),
0
M-1
Fe=1- q plu; = Joy—J;>0), where  x=Aw T/2, Aoy =05 -0, M =
= * * * *
= A(l)intT/2 F Qe — (psig and Nint = AmintT/z T Pine — (psig'
The parameters m . and D . are conditional on the
PbeZPse/logzM’ P * “ Y .
values of ¢, Pgig> Pine and ¢, .. To obtain the uncon-
ditional error probabilities, one should make the corre-
where plu,=Jy—J; > 0)|0 ) i and  sponding averaging under the assumption that the a pos-
1 1 >

VD, teriori probability densities of the random phases Psig
ar and ¢, are Gaussian:
®(x) = —— [
V2m
Using (1), (2), and (9), we obtain 1 ((Psig - (P:ig )2
W(Qs]g) = eXp| — ’
2FE * 2K
m,; = < JO - Ji > = N—S[COS((psig - (psig) X 2TCK(psigq)sig PsigPsig
0

x (1= cos(i2m/ M)) —sin(¢g, (p:ig)sin(i2n/M)]+

_ ((pint B (p;knt )2

exp ,

2K
2m K(pint(pint Pint®Pint

2E sinx . .
No9 X [(cos My, — cos My )(1 — cos(i2m/ M) — W( Qi) = \/

— (sinmy, —sinn;,)sin(i21/M)],

+u
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and that the quantities (P:ig and (P?m are uniformly dis-

tributed in the range (0, 2n]. Moreover, in this case, one
can use the approximate formula [8]

m. .
=1-P| << H

>>
/ PgioPint
Dui sigrin

(psig Pint

<< p(u; >0)

>>
0 (psig Pint

<my,; >>
=1-®

D

ui

Averaging over the parameters Dsig and ¢, gives
[14, 15]

<<m . >> =
ut (psigq)int

2Es [(1 (i2m/M))exp(— K, 2)
NO Ccos (7 eXp (psigq)sig /

N uﬂ%(exp(—@/m —1)((1—cos (i2m/M)) x

X COS nfm —sin (i21/ M) sin T];km NI

Analytical averaging over the parameter Tf;nt
failed; therefore, this averaging was performed
numerically.

Figure 2 illustrates the dependences of the bit error
probability P, on the signal-to-noise ratio £,/N,, for the
quasi-coherent receiver of MPSK signals at various M
against the background of a harmonic interference with

100,

1072 \\

104,
g0 |

%106,

10°¢

10-10%
4

5 6 7 8 9 10 11 12 13
E,/Ny, dB
(c)

a random initial phase, Ao, , and a relative intensity of
p = 0.5. Here, the parameters are the a priori variances
of the progressions of the phases ¢ . and ¢, in one digit

time slot 7+

N, T
(p .
sig GZ

__ Oint

2
o - s
Pint 2

Psig 2

For comparison, Fig. 2 presents curves / constructed
at 1 =0. The other curves are constructed at the following

(2) op =025 and cfpsig=0, 3

=025, and (4) o =025 and

parameters:

Géint =0 and G(zpsig
2

c . 0.25.

Analysis of the graphs shows the validity of the ob-
tained algorithms. It is seen that the uncompensated fluc-
tuations of the initial phase of the desired signal affect
more strongly the interference immunity of the receiver
than similar fluctuations of the phase of the harmonic
interference. This is particularly clear at small M. This is
due to the fact that it is the phase structure of the MPSK
signal that contains information on the discrete symbol.

Figure 3 describes the effect of the interference p on
the bit error probability.

In Fig. 3, one of the curves is constructed without using
interference compensation circuits, and the two others are
built by simultaneously using algorithms (12) and (13).
One can see that, in the former case, with increasing U, the
error probability increases significantly (by one to several

100

102 ===

1078,

10-10 ‘ ‘ ‘ j ‘ ‘ y
4 5 6 7 8 9 10 11 12 13
E,/Ny, dB
(b)

100;

E,/N,, dB
(d)

Fig. 2. Dependences of the bit error probability on the signal-to-noise ratio
in the reception of MPSK signals against a background of a harmonic interference
with a random initial phase at M = (a) 2, (b) 4, (c) 8, and (d) 16
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Fig. 3. Dependence of the bit error probability on the relative interference intensity
atE /Ny=13dBand M= (a) 2, (b) 4, (c) 8, and (d) 16

orders of magnitude), and in the latter cases, the harmonic
interference is virtually completely suppressed at any L.

Comparison of the results of this work with the pre-
viously obtained data [2] for the case of the absence of
harmonic interference compensation circuits showed that
the use of the above-derived phase-filtering algorithms con-
siderably improves the noise immunity of the receiver. For
example, at p = 0.5 and an error probability of Py = 1072,
the energy gain at M = 2 is about 2.5 dB; at M = 4, about
6 dB; and at M =8 and M = 16, no less than 10 dB.

CONCLUSIONS

The synthesized algorithm of the optimal nonlinear
filtering of MPSK signals against the background of
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Abstract. A method for processing microfocus X-ray images is described. It is based on high-frequency filtration
and morphological image processing, which increases the contrast of the X-ray details. One of the most informative
X-ray techniques is microfocus X-ray. In some cases, microfocus X-ray images cannot be reliably analyzed due to
the peculiarities of the shooting method. So, the main disadvantages of microfocus X-ray images are most often
an uneven background, distorted brightness characteristics and the presence of noise. The proposed method
for enhancing the contrast of fine image details is based on the idea of combining high-frequency filtering and
morphological image processing. The method consists of the following steps: noise suppression in the image,
high-frequency filtering, morphological image processing, obtaining the resulting image. As a result of applying the
method, the brightness of the contours in the image is enhanced. In the resulting image, all objects will have double
outlines. The method was tested in the processing of 50 chest radiographs of patients with various pathologies.
Radiographs were performed at the Mariinsky Hospital of St. Petersburg using digital stationary and mobile X-ray
machines. In most of the radiographs, it was possible to improve the images contrast, to highlight the objects
boundaries. Besides, the method was applied in microfocus X-ray tomography to improve the information content of
projection data and improve the reconstruction of the 3D image of the research object. In both the first and second
cases, the method showed satisfactory results. The developed method makes it possible to significantly increase the
information content of microfocus X-ray images. The obtained practical results make it possible to count on broad
prospects for the method application, especially in microfocus X-ray.
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Pesiome. OnuncaH OCHOBaAHHbLIA Ha BbICOKOYACTOTHOM GunbTpauum n Mopdonornyeckor obpaboTtke n3obpa-
XeHns meton, 06paboTkm MUKPODOKYCHBIX PEHTFEHOBCKUX CHUMKOB, MOBbLILLAIOWNI KOHTPACT AeTanen peHT-
reHorpammbl. OgHol 13 Hambonee UHPOPMATUBHBIX METOAMK PEHTreHorpadum aBnsieTcss MUKPOdOKycHas
peHTreHorpadusa. B psae cnyyaeB MMKPODOKYCHbIE PEHTIEHOBCKME N300paxXeHns He MOryT ObiTb JOCTOBEPHO
npoaHann3npoBaHbl N3-3a 0COBeHHOCTEeN cnocoba cbeMky. Tak, OCHOBHbIMWU HELOCTAaTKaMU MUKPOQOKYCHbIX
PEHTrEHOBCKNX M300paxXeHnin Yalle BCero ABAsioTCS HepPaBHOMEPHbIA POH, NCKaXEHHbIE SPKOCTHbIE XapaKkTe-
PUCTUKM 1 HaNn4yme Wwymos. NpeanaraemMelii METOL, NOBLILLIEHWS KOHTPACTa MENKNX AeTanen n3o6paxeHns OCHO-
BaH Ha naee coYyeTaHns BbICOKOYACTOTHOM GunbTpauum n mopdonornyeckor o6paboTkn nsobpaxeHunii. Metop,
COCTOUT N3 CleayloLux Laros: NogaBfeHne LWYMOB Ha M306paxeHnn, BbICOKOYACTOTHas dunbTpaums, Mmopdo-
nornyeckas o6paboTka n3obpaxeHus, NoayYyeHne pesynbTMpyoLLero n3obpaxeHuns. B pesynbtate npuMeHeHns
MeTo[a YCUMBAETCs PKOCTb KOHTYPOB Ha M300paxeHun. Ha nonyd4eHHOM n3obpaxeHun Bce 0O6bekTbl OyayT
UMETb ABOMHbIE KOHTYPbI. MeTon, 6k anpoburpoBaH npy o6paboTke 50 peHTreHorpamMm OpraHoB rpyaAHOM KNEeTKN
nauneHToB C pa3HoobpasHoi naTtonornen. PeHTreHorpaMmmbl 6b1511 BbINOIHEHBI B TOPOACKOM MapumHckon 60b-
Huue CaHkT-MeTepbypra Ha LMdPOBbLIX CTALMOHAPHBIX U NEPEaBUXHbIX PEHTrEHOBCKMX annapaTtax. Ha 6onbLuei
4acTW PEHTreHorpaMm yaanoch yayylnTb KOHTPACT CHUMKOB, BbIAENNUTb rpaHnLbl 06bEKTOB. Takxke MeToz, Obin
NPUMEHEH B MUKPOMDOKYCHOM PEHTrEHOBCKON ToMorpadumn ons ynyyweHms MHOOPMaTUBHOCTU NPOEKLMOHHBIX
JaHHbIX 1 ynyyLeHns BoccTaHoBneHns 3D-o6pasa o6bekTa nccnenoBaHms. Kak ons neporo, Tak n ans BTOpo-
ro cfy4aeB MeTO[, NMokasan yooBNeTBOPUTENbHbIE pe3ynbTaThl. Pa3paboTaHHbI METOL NO3BONSIET CYLLECTBEHHO
NOBbICUTb MHDOPMATUBHOCTb MUKPODOKYCHbIX PEHTFEHOBCKUX CHUMKOB. [ofly4eHHbIE MpakTUYeckne pesyib-
TaTbl NO3BONSAIOT PACCYUTLIBATb HA LUMPOKME NEPCMNEKTUBbLI MPUMEHEHNA METOAA, 0COOEHHO B MUKPOMOKYCHOM
peHTreHorpadum.

KnioueBble cnoBa: MnkpodokycHas peHTreHorpadus, uyudppoBas odbpadboTka n3odbpaxeHnin, GunbtTpaums n3o-
OpaxeHuni

e Moctynuna: 18.03.2021 » flopa6oTaHa: 19.08.2021 ¢ MpuHaTa Kk ony6nukoeaHuio: 20.08.2021

Ans yutupoBanua: Ctaposepos H.E., NpsasHos A.1O., KambiwaHckas W.TI"., MoTtpaxos H.H., Xononosa E.[]. MeToga noBbI-
LeHns MHGOPMATUBHOCTU PEHTTEHOBCKMX CHUMKOB. Russ. Technol. J. 2021;9(6):57-63. https://doi.org/10.32362/2500-
316X-2021-9-6-57-63

Mpo3spayHocTb PUHAHCOBON AEATENbHOCTU: HMKTO M3 aBTOPOB He MmMeeT PUHAHCOBOW 3aMHTEPECOBAHHOCTU B
npeacTaBfiEHHbIX MaTepuanax nnn MeToaax.

ABTOpbI 329BNSIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.
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INTRODUCTION

It is well known that X-ray radiography is a method
for studying a research object using X-rays. One of
the most informative techniques of its application is
microfocus X-ray using radiation sources with focal
spots less than 100 pm in size.

Using of these sources allows obtaining images
with direct geometric (projection) magnification of
the image by 5-20 times. Today, microfocus X-ray
is widely used in medicine, in quality assessment of
agricultural crops, and in nondestructive industrial
control [1-6].

In some cases, however, microfocus X-ray
images cannot be analyzed accurately due to the poor
image quality. Thus, the main disadvantages of the
microfocus X-ray images are most often the uneven
background, distorted brightness characteristics,
and the presence of noise. In some cases, the widely
used contrast enhancement algorithms [4—10] may
not allow increasing the contrast of X-ray images,
while keeping the noise level at the acceptable
level.

The developed method solves this problem by
enhancing the contrast of the object structure details
without a significant increase in the image noise.

METHOD FOR ENHANCING
THE CONTRAST OF THE IMAGE
FINE DETAILS

The proposed method for enhancing the contrast
of the image fine details is based on the concept of
combining high-pass filtering with morphological
processing of images. The method consists of the
following steps: suppression of the image noise, high-
pass filtering, morphological processing of the image,
and obtaining the resulting image.

In the paper, an adaptive median filter is used for
noise reduction [4, 11].

High-pass filtering is performed by changing the
Fourier image by multiplying it with the Gaussian high-
pass filter (HPF) image.

The Gaussian filter is set in the frequency domain
according to the following expression:

_D2 2
H(uv)=1-¢ D (u,v)/ZDO’

where, D, stands for a given constant taking values
greater than zero, while D(u, v) is the distance in the
frequency domain between point (u, v) and the origin of
coordinates.

Thus, after this filter, low-frequency components
are significantly attenuated in the image, while high-
frequency components remain unchanged. In other

words, the brightness of areas with slow changes in
this parameter is significantly reduced, while the areas
with sudden changes in brightness (object boundaries)
remain unchanged.

The next step is morphological image processing
[12]. A square-shaped structural element with the size of
9 pixels is used for morphologic expansion (dilatation).
After this operation, the thickness of all objects in the
image is increased by 2 pixels.

The expansion of image 4 by structural element
B is denoted by 4 € B and is given by the following
expression:

A@B= 4,
beB

Structural element B is applied to all image
pixels. Every time the origin of the structure element
coordinates coincides with a single pixel, a carry
and subsequent logical addition with corresponding
image pixels is applied to the entire structural
element.

In the next step, the image after HPF is multiplied
by a constant (the value of the constant varies from 1.2
to 1.8, depending on the image brightness and contrast),
and then the image obtained by morphological expansion
and also multiplied by a constant is subtracted from it
[13]. The resulting image is described by the following
expression:

Lo =1+I,xXC -1 XC,,

where 7 is the original image; / is the image after high-
pass filtering; C,, C, are positive constants; /_ is the
image obtained by morphological expansion.

This results in the brightness enhancement of
contours in the image. In the resulting image, all objects
have double contours; in case of the negative image
(wherein denser structures have higher brightness), an
inner contour which pixels have higher brightness than
the object as well as an outer contour which pixels have
lower brightness than the object appear [14, 15]. The
algorithm for the positive image may be implemented
in a similar way.

DISCUSSION

An example of the algorithm is illustrated in Fig. 1
showing chest X-rays before and after applying the
method. The sharpness as well as the contrast of the
image fine details enhance significantly. At the same
time, there is no increase in the image noise, while
the visual analysis becomes easier. Application of the
proposed method allows detecting lung lesions more
accurately.
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Fig. 1. Chest X-rays:
(a) before processing; (b) after processing

(@) (b)
Fig. 2. Recovered results of tomographic analysis of tooth specimens:
(a) before processing; (b) after processing
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The method has been tested in processing 50 chest
X-rays (CXRs) of patients with multiple pathologies.
The CXRs have been done at the Mariinsky Municipal
Hospital (Saint Petersburg, Russia) using the digital
stationary and mobile X-ray machines. Digital processing
of a series of X-ray images showing the extensive
inhomogeneous opacification of both lungs by this
method allows focalizing and identifying the following:
circumscribed areas of the increased transparency,
inhomogeneous thickening of the distorted lung pattern
due to interstitial elements, inhomogeneous infiltration
in lung tissue, and pleural effusion boundaries. In a
series of X-ray images showing focal lung disease, the
method allows visualizing clearly the boundaries of low-
intensity foci identifying barely visible destruction sites in
them. In CXRs of patients with COVID pneumonia, the
postprocessing enhances the contrast and boundaries of
polysegmental different-sized foci and infiltration sites. In
CRSs of patients with traumatic injury to the chest organs,
the method allows identifying barely visible signs of rib
fracture, pneumomediastinum, and mantle pneumothorax.

The method has also been used in microfocus X-ray
tomography for increasing the information content of
projective data as well as for improving the recovery of
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Abstract. The problem of testing in education is relevant for many countries. Testing solves three problems. The
first task is to assess the quality of current training. The second task is to conduct a comparative analysis of learning
outcomes. The third task is the management of the educational process in a particular educational institution and
in the education sector. This determines the relevance of testing and the relevance of developing new methods for
assessing test results. The article proposes a new method for assessing test results for different situations: “teacher—
student,” computer test, virtual testing model, test on a mixed reality model and others. To solve the problem, a special
quasi-sigmoidal function is introduced. It is analogous to the logistic function, but takes into account the peculiarities
of real testing of students. The logistic function ranges from minus infinity to plus infinity. There are no negative
assessments in education. The introduced function lies only in the positive range of the argument. It describes actual
positive scores when testing students. The authors called this function the complexity function. With its help, the
complexity of the subject is assessed according to the test results. To substantiate the method, the function of the
logarithms of the odds, logistic regression and the resulting Rasch method are investigated. The article notes two
shortcomings of the Rasch method. The testing principle has been defined for the new function, which is used to
estimate complexity. The article introduces two new concepts: the test difficulty function and the integral test score.
Integral assessment of testing is a smooth function and makes it possible to go from a stepwise dependence to a
continuous one. The cumulative test score translates the point test results into a continuous function and creates
a correlation between the scores. The results of an experiment with the participation of RTU MIREA students are
presented. The experimental results are analyzed. The possibility of using the method in educational processes is
shown. The method is an alternative to the Rasch method.
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HAYHYHAA CTATbA

MeToabl OLIEHKH CJI0KHOCTH TECTUPOBAHMS
B cepe oOpazoBaHus
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Pesiome. Npobnema TecTnpoBaHus B chepe 06pa3oBaHns ABASETCSA akTyanbHOM AN MHOMMX CTpaH. TecTupoBa-
HWe peLuaeT TpW 3a4a4n: NPOBOAUT OLLEHKY Ka4ecTBa TEKYLLLEro 0OyyYeHns, [AeT MHCTPYMEHT A1 CPaBHUTENIbHOIO
aHanusa pesynbTaToB 00y4YeHMUs, JaeT MHCTPYMEHT AJis yripaBneHns o6pasoBaTesibHbIM NPOLECCOM B OTAESIbHOM
y4ebHOM 3aBeAEHMM 1 MO OTPACIN. DTO ONPEAENseT akTyanbHOCTb TECTUPOBAHUS 1 pa3paboTKM HOBbIX METOO0B
OLLEHKN pe3ynbTaToB TecTupoBaHus. CTaTes NpeanaraeT HOBbI METOA OLEHKN pe3ynbTaToB TECTUPOBAHUSA O1g
pasHbIX CUTYyaLMin: «<NnpenoaaBaTesib — yHalwWuncs», KOMMNbIOTEPHbIN TECT, BUPTYyasibHaA TECTUPYIOLWAA MOAESb, TECT
Ha MOAENN CMeLUaHHOM peanbHOCTU 1 apyrue. [ng peweHns 3Ton 3agad4m BBOAUTCHA KBa3McUrmomnaasnbHaa QyHK-
ums. OHa 9BNSIETCS aHaNIOroM JIOrMCTUYECKON DYHKLUMKN, HO YYUTbIBAET OCOBEHHOCTU peasibHOro TECTUPOBAHUS.
JlorncTtnyeckas GyHKUMS NEXNUT B MHTEPBane 0T MUHYC A0 nitoc 6eckoHeYHOCTU. B obpazoBaHnM oTpuLaTenbHbIX
OLLEHOK He ObiBaeT. BBeaeHHas OYHKUUSA NEXUT TONbKO B MONIOXUTENIbHON 061aCcTW aprymMeHTa, TO eCTb OLLEHOK
TECTMPOBaHUA. Ty OYHKLMIO aBTOPbI Ha3blBAT PyHKUMEN CNOXHOCTU. [TpeasapmntenbHO nccnenyetcsa GyHkKumns
norapvdMOB LLAHCOB, NOrMCTUYECKasi PErpPeccus U BolTeKaloLwmiin n3 atoro meton, Pawa. OTMeyeHbl ABa HegocTat-
Ka metoga Pawa. Onpegenserca npuHUUN TECTUPOBAHUS, KOTOPbIA MCNOb3YeTCs B PYHKUNM CIOXHOCTU. CTaTbs
BBOAMUT [Ba HOBbIX MOHATUA: PYHKLNA CIOXHOCTU TECTUPOBAHUA U MHTErpasbHas oueHka TeCTupoBaHud. VHTe-
rpanbHasi OLEeHKa TECTUPOBAHUS ABASETCS UHTErpanbHON GyHKUMEN OT TOYEYHbIX OLeHOK. OHa nepeBOauT To4YeY-
Hble pe3dyfibTaTbl TECTUPOBAHUA B HEMPEPLIBHYIO DYHKUMIO U CO3OaeT KOPPENAUMIO MexXay oueHkamu. [NpmusoaaT-
CS pesynbTaTtbl 3KCNEPMMEHTa C y4acTmeM ctygeHToB PTY MUP3A. Pe3ynbTatbl 3KCNEPUMEHTA aHaNIM3npPYOTCS.
MNMoka3zaHa BO3MOXHOCTb NPUMEHEHNSI MeTOAA B 06pa3oBaTefbHbIX npoueccax. MeTton, saBnseTcs anbTepHaTUBOM
meToay Pawa.

KnioueBble cnoBa: anroputm, obpasoBaHne, TECTUPOBAHWE, CITOXHOCTb, MPOrpaMMHble KOMMOHEHTbI, JIOrUThI,
NIOrMCTUYECKOE ypaBHeHne, Moaenb Pawwa

e Moctynuna: 27.08.2021 » Jopa6oTaHa: 04.10.2021 ¢ MpuHaTa kK ony6nukoBanuio: 11.10.2021

Ona untnpoBanusa: Curos A.C., LiseTkos B.4., Poroe N.E. MeToabl OLLEHKN CITOXHOCTM TECTUPOBaHUS B cpepe obpa-
30BaHus. Russ. Technol. J. 2021;9(6):64-72. https://doi.org/10.32362/2500-316X-2021-9-6-64-72

npOSpa'-IHOCTb d)MHaHCOBOVI pearenbHoCcTU: HUKTo 13 aBTOPOB He nmeet q)l/lHaHCOBOI7I 3anHTEpPeCoOBaHHOCTN B
npegcTtaBJIEHHbIX MaTepuanax nin metogax.

ABTOPbI 3a9BNSIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION in the “person—test” system. Testing algorithms include

two groups: algorithms for informational interaction

The problem of assessing the complexity of testing
and testing programs [1-3] is one of the most important
in the field of education. At the same time, the complexity
of the software components [4] as a computational
object and the complexity of the test as a technological
object, taking into account cognitive factors, are
distinguished. Testing algorithms are qualitatively
different from computational ones. They are designed
to include a person in the information processing chain

“student—test” and algorithms for processing test results.
There is a difference between the two. Algorithms of
information interaction “student—test” are interactive
or the algorithms of the second kind. Algorithms for
processing test results are direct or the algorithms of
the first kind. Testing itself can be viewed as human—
machine interaction. Accordingly, the test structure or
system can be considered as a human—machine system
(HMS). Currently, the HMS comprises various systems,
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including an informational HMS. An example of the
informational HMS is a geographic information system,
in which information is interactively processed, and the
solution to the problem is carried out by the methods
of human and computer iterations. The testing system
can be considered as an information man—machine
system. Human resources and cognitive components
are especially important for testing systems designed
to work with students of a certain level of knowledge
and certain forms of cognitive perception. Therefore,
it is important in the process of using testing systems
to evaluate the complexity of tests, to adapt them to
certain levels of students’ knowledge. Such adaptation is
possible based on the analysis of testing results and the
development of methods for comparative assessment of
the complexity of testing programs based on the results
of direct testing. This article is devoted to this issue.

1. RESEARCH METHODOLOGY

The research is based on logical, statistical,
qualitative, and comparative analysis. The materials
used were publications in the development of testing
algorithms and the application of testing methods in
education.

2. RESULTS OF STUDIES
2.1. Theoretical justification

In 1934, Chester Itner Bliss used the cumulative
normal distribution function to map it and called
it “probit” [7] as a kind of probability unit. In 1944,
Joseph Berkson used the log of odds and called the
function “logit,” an abbreviation for “log istic un it,”
after the analogy of “probit.” This unit has a logarithmic
connotation and can be viewed as a logarithmic unit. In
statistics, the logit function or log-odds is the logarithm
of the odds or logarithmic odds, and the ratio [§]
p/(1 — p) is called the chance, where p is the probability
of an event occurring, (1 — p) is the probability non-
occurrence of the event. Chance is a probabilistic
characteristic, therefore logit connects the logarithmic
and probabilistic components.

Logit-function (log-odds) plays an important role
in logistic regression. By finding the p/(1 — p) relation,
each probability can easily be transformed to logit.
Notwithstanding a simple transformation, the physical
meaning of log-odds can not always be comprehended.
Jaccard, [9, p.10] called them *...illogical and
complicated for interpretation, particularly in cases
when large amount of statistical data is not available.
However, corresponding formulas for their calculation
are relatively simple, even though the results of
calculation are difficult for deciphering.”

Chance is the ratio of the likelihood of success to the
likelihood of failure. As an equation, this is p(A)/p(—A),
where p(A) is the probability of event A, and p(—A) is
the probability of “not A” (that is, the complement to A).
The log odds (logit) give us the log odds of A, which can
be written as

log(A) = log(p(A)p(—A)) (M

Generically, we can describe logarithmic chances
(logit) in the form:

log-odds = log[p/(1 — p)]. 2)

Mathematically, logit is the inversion of a standard
logistic function o(x) = 1/(1 + e™), therefore, logit is
defined as follows:

logit(p) = 6~ (p) = log[p/(1 — p)] 3)

for pe(0, 1).

Thus, logit-function f{x) is a kind of function
(Fig. 1), which maps probability values from (0, 1) on
real numbers in set (—u, +u) [10].

6 e —f(x)=|og1):x

1.0

Fig. 1. Plot of the logit function

In Fig. 1, probabilities are placed on the horizontal
axis. Real numbers on a conventional scale are shown
on the vertical axis. The scale is chosen according to the
conditions of a specific task.

Associated with the concept of logits is the concept
of logistic regression. Simple logistic regression is
ideologically close to linear regression. There are two
differences. Linear regression uses a linear relationship
between two measurements (x, y). Logistic regression
uses a logistic relationship or logistic function between
one measurement x and its probability p.

The logistic function can be one-parameter, two-
parameter, three-parameter, and four-parameter [11].
A one-parameter function is used more often, which is
in good agreement with the theory of logits.
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The logistic function belongs to the class of
sigmoidal functions. Sigmoid or sigmoidal function
is usually called a smooth monotonic function [12],
shaped like the letter “S,” which has two asymptotes
and describes the reaction and saturation (Fig. 1). The
canonical example of a sigmoid is the one-parameter
logistic function

J(x)=

1
=" “)

l+e

>
0 X
Fig. 2. Ascending sigmoid

The sigmoid is bounded by two horizontal
asymptotes (Fig. 2), to which it approaches as the
argument approaches to *oo. Usually, these asymptotes
(for an one-parameter function) are “0” (at x = —)
and some constant (at x = +o). In many cases, the
constant at x = +oo is 1. This simplifies the relationship
between probability and logistic functions. In Rasch’s
assessment theory, the model in Fig. 2 is used to evaluate
the performance of groups. This type of sigmoid can be
called ascending. Such a sigmoid has positive function
values for negative argument values. To shift it, you need
to enter a special parameter b (Fig. 2). There is another
type of sigmoid, which is called descending (Fig. 3). For
this sigmoid, the reaction shows a transition from the
upper asymptote to the lower one.

Pc A

1.0

0.5

0.0

=

b=p
Fig. 3. Descending sigmoid

Figure 3 shows a descending sigmoid for which the
probability values are plotted along the vertical axis and
the test complexity values—along the horizontal axis.

The derivative of any sigmoid is a “Gaussian-
like” curve with a maximum at zero, asymptotically
approaching to zero at x = too. The sigmoid family
includes arctangent, hyperbolic tangent, and other
functions.

If we compare the logit function (Fig. 1) and the
descending sigmoid (Fig. 3), then the rotation of Fig. 1
by 90° clockwise will lead to complete similarity of the
graphs in Fig. 1 and Fig. 3. This is what we mean when
talking about the inversion of the logit function. The
decreasing sigmoid (Fig. 3) is usually used to assess the
difficulty of testing.

Thus, to assess the difficulty of testing, functions are
used that have two asymptotes (upper and lower) and a
smooth section connecting them.

2.2. Experimental research

Experimental researches were conducted in the
study groups of the Institute of Information Technologies
of the RTU MIREA. The shortcoming of the Rasch
model when assessing the complexity of testing is
that its argument exists from —o to +oo, while in real
testing there are no negative values of the argument.
This is mathematically explicable if we analyze the
logit function (Fig. 1). This leads to the fact that most
of the asymptote (Fig. 3) lies in the negative region of
the argument, and the shift of the curve itself in Fig. 3 is
used as a comparative characteristic of the test difficulty.

The basic concept of the Rasch model is that
functions are needed that have two asymptotes and
a transition region between them. To implement this
idea, the authors introduce the “complexity function”
f(x) or “test complexity function,” which exists in the
positive domain of the argument and has an asymptotic
complexity constraint only from below. One can speak
of a quasi-sigmoidal function, since it has a restricted
domain of the argument, only in the positive region. Its
initial value at x = 0 is equal to the constant “c.” This
function allows us to assess the difficulty of different
subjects based on the results of testing one group. There
are many such functions that can be built. The authors
have investigated a number of functions and chosen a
simple form of the complexity function

1
fc(x)=cm- 5

In Eq. (5) x is a real argument, £ (x) is an assessment
function. For x > 0, £ > 1, ¢ > 1. For the normalized
function, f, is equal to 1 at x = 0 and asymptotically
approaches to 0 as x — +oo. This function is a quasi-
sigmoid in the positive domain of the argument.

The ordered number of the student in the study
group was chosen as an argument. This is a strictly point
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value. The function was determined by the assessment
of the given student. The ordered student number means
that the students in the group were pre-ranked by their
grade level in ascending order from lowest to highest.
Conditionally, these can be the numbers that correspond
to real names. If we compare the ordered numbers of
students to their grades, then we get an approximate
picture, shown in Fig. 4.

A
Point
grade

\J

1 Students in group N

Fig. 4. Grouping grades within a group

Figure 4 shows the discrete values of the grades
for the discrete value of the argument (student
number in the group). There is no need to talk about
any continuity in such a situation. Students can
have the same grade, which corresponds to the rows
of fixed grades on the graph. In the course of the
research, it turned out that for sustainable assessment
it is advisable to choose a function in the form of a
cumulative or integral value. The formation of x is
carried out as follows.

1. The grades of students in group z, obtained during
testing, are recorded. Then, the statistics in the form
of'a “comb” is collected.

2. Grades z are ranked, ranked values z* and stepwise
increasing statistics are obtained (Fig. 4).
z—> Z*.

3. After that, the integral grades x are formed according
to the rule

Figure 5 shows integral and point grades.

Integral grades

A

Grades
EEEEEN

EEEEEN
Point grades

\J

Number of students in group

Fig. 5. Integral and point grades

In Fig. 5, integral grades (selectively) are shown
by open squares. The formation of integral grades, as
a method, to some degree resembles the smoothening
of discrete values by the moving average method. Even
the same point grades have different meanings in the
integral grade. This creates correlation and continuity in
the formation of grades.

The complexity function is constructed according to
expression (5). The name of the function is due to the fact
that it characterizes the complexity of the test or subject
for a given study group. Table 1 shows the initial data
of point grades for four subjects of students “Subject 1—
Subject 4.” In groups, 21 students were selected.

Table 1. Initial grades z" in ascending order for four
subjects in one group

Number | Subject1 | Subject2 | Subject3 | Subject4
1 4 4.5 5 5.5
2 5 5.5 6 6.5
3 5.5 6 6.5 7
4 6 6.5 7 7.5
5 6 6.5 7 7.5
6 6 6.5 7 7.5
7 6.5 7 7.5 8
8 7 7.5 8 8.5
9 7 7.5 8 8.5
10 7.5 8 8.5 9
11 7.5 8 8.5 9
12 8 8.5 9 9.5
13 8 8.5 9 9.5
14 8 8.5 9 9.5
15 8.5 9 9.5 10
16 8.5 9 9.5 10
17 8.5 9 9.5 10
18 9 9.5 10 10
19 9 9.5 10 10

20 9 9.5 10 10
21 9 9.5 10 10

Students were assessed on a 10-point system.
A 20-point assessment and even a 100-point one, as
recommended by Khlebnikov [1], is acceptable. Our
research has shown that it is better to normalize the
grades, that is, to set the grade interval for processing
from 0 to 1. Table 2 shows integral normalized grades
for the same groups.
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Table 2. Normalized integral grades for four subjects

Table 3. Values of the complexity function for four subjects

Number | Subject1 | Subject2 | Subject3 | Subject4 Number | Subject 1 | Subject2 | Subject3 | Subject4
1 0.4 0.45 0.5 0.55 1 0.714286 | 0.689655 | 0.666667 | 0.645161
2 0.9 1 1.1 1.2 2 0.526316 0.5 0.47619 | 0.454545
3 1.45 1.6 1.75 1.9 3 0.408163 | 0.384615 | 0.363636 | 0.344828
4 2.05 2.25 2.45 2.65 4 0.327869 | 0.307692 | 0.289855 | 0.273973
5 2.65 2.9 3.15 3.4 5 0.273973 | 0.25641 0.240964 | 0.227273
6 3.25 3.55 3.85 4.15 6 0.235294 | 0.21978 | 0.206186 | 0.194175
7 3.9 4.25 4.6 4.95 7 0.204082 | 0.190476 | 0.178571 | 0.168067
8 4.6 5 5.4 5.8 8 0.178571 | 0.166667 | 0.15625 0.147059
9 5.3 5.75 6.2 6.65 9 0.15873 0.148148 | 0.138889 | 0.130719
10 6.05 6.55 7.05 7.55 10 0.141844 | 0.13245 0.124224 | 0.116959
11 6.8 7.35 7.9 8.45 11 0.128205 0.11976 0.11236 0.10582
12 7.6 8.2 8.8 9.4 12 0.116279 | 0.108696 | 0.102041 | 0.096154
13 8.4 9.05 9.7 10.35 13 0.106383 | 0.099502 | 0.093458 | 0.088106
14 9.2 9.9 10.6 11.3 14 0.098039 | 0.091743 | 0.086207 | 0.081301
15 10.05 10.8 11.55 12.3 15 0.090498 | 0.084746 | 0.079681 | 0.075188
16 10.9 11.7 12.5 13.3 16 0.084034 | 0.07874 | 0.074074 | 0.06993
17 11.75 12.6 13.45 14.3 17 0.078431 | 0.073529 | 0.069204 | 0.065359
18 12.65 13.55 14.45 153 18 0.07326 | 0.068729 | 0.064725 0.06135
19 13.55 14.5 15.45 16.3 19 0.068729 | 0.064516 | 0.06079 | 0.057803

20 14.45 15.45 16.45 17.3 20 0.064725 | 0.06079 | 0.057307 | 0.054645
21 15.35 16.4 17.45 18.3 21 0.061162 | 0.057471 | 0.054201 | 0.051813

Table 3 shows the calculation of the complexity
function for four subjects taken by the same group.

The values given in Table 3 are used to build the
function shown below (Fig. 6).

0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

1 234567 8 9101112131415 161718 192021
—o— Subject! == Subject?2 —e— Subject3 Subject4

Fig. 6. Plots of the complexity function for 4 subjects

A feature of real testing (Fig. 6) is that the graph
displays only a part of the sigmoid (Fig. 3), since RTU
MIREA students do not receive zero grades and low
grades of type 1 and 2. A value of f, = 1 corresponds to
a zero result in the test assessment. In reality, students

always gain some points, and therefore the value of the
function f, < 1 for learning conditions at RTU MIREA
(Fig. 6).

In the research, it was shown that the graphical
proximity of the complexity functions to each other is
not clear. Therefore, the true comparison is based on
tabular data. Tables such as Table 3 allow us to find
numerical characteristics featuring the comparative
complexity of objects for a given group. There are two
such characteristics: integral and point. The integral
grade is defined as the integral under the curves. The
point grade is determined as the average of the columns
in Table 3.

The difference between the dynamics of the
complexity function and the function in the Rasch
model is that the Rasch model is shifted horizontally,
but the complexity function is shifted vertically; the
more difficult the subject, the lower the curve. Unlike
the logit-based Rasch model, the complexity function is
calculated with a minimum of computational resources.
Using the data of Table 3, the grades for a group
performance were obtained (Table 4).
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Table 4. Final comparative characteristics of
the complexity of 4 subjects for one test group

Indicators Subject 1 | Subject 2 | Subject 3 | Subject 4
Integral indicator
of complexity 4.139 3.904 3.695 3.510
Relative incre-
ment of integral
indicator n/a 0.235 0.443 0.629
Point complexity
indicator 0.197 0.186 0.176 0.167
Relative increment
of point indicator n/a 0.011 0.021 0.030

It follows from Table 4 that the most difficult
subject for this experiment turned out to be Subject 1.
The easiest subject for testing for RTU MIREA students
is Subject 4 (Mathematical logic). These indicators are
comparative and can be used for different subjects, but
for a given group within one university. Each group is a
bearer of a collective intelligence. It is a self-organizing
system in which group members “pull” each other up
to a common level. For another group, a qualitative
correlation between the complexity of subjects is
possible, but it may have quantitative difference. This
method is an alternative to the Rasch model and serves
as the basis for constructing fairly simple software
components and algorithms for processing test results.
This technique allows conducting comparative analysis
with robust results.

3. DISCUSSION

A functional approach [13] and a statistical
approach can be distinguished in testing. An example
of a statistical approach is the application of the Rasch
model [14, 15]. A significant shortcoming of this
model in assessing the complexity of testing is that
in it the concept of probability is incorrectly used,
that is incomprehensible for specialists who do not
know statistics. And it is unknown whether Rasch
himself knew it. Many humanitarians use the formula
without understanding its meaning and limitations. In
statistics, only the frequency of observations is usually
equated with probability. Usually, a statistical value is
equated to a statistical value. But in the Rasch model,
the probability is determined not by the statistics of
observations (interval grade), but by one (point) student’s
grade. In this approach, the probability is considered
to be 1 if a student (one-time grade) gets the highest
grade, that is, a certain standard is chosen that equates

to a probability equal to 1. The ratio of one student’s
grade to the normative grade is declared a probability
and the Rasch model is applied. In fact, the grade
characterizes the intellectual level of the student, taking
into account his mental state (anxiety, physical fatigue,
mental fatigue, etc.). In a different state, a student can
receive different grades at the same intellectual level.
Accordingly, the application of the Rasch method to the
same group will give different grades, meaning that it
is a statistically unstable characteristic. The difference
in this assessment is explained by the presence of an
objective causal relationship, and not by a probabilistic
characteristic, as in the Rasch model. Therefore, the
Rasch’s model is simple and good, but completely
unreliable.

The obtained results have shown that the complexity
function is applicable for assessing the complexity of
subjects and is easy to use. Application of the function
gives relative grades [16] and group grades [17].

CONCLUSIONS

The proposed method is applicable for the majority
of tests of the following kinds: “teacher—student,”
“software program—student,” “virtual test simulator—
student,” “mixed reality simulator—student,” and others.
Testing assessment quality increases with the increase
of the grading scale up to a 10-score system and higher.
This method differs from the majority of the assessment
methods by introduction of an integral grade that relates
to the grades in a group thereby reducing random errors.
The method and the algorithm based on this method
are fairly clear if compared to the Rasch model which
is conditional. In the Rasch model, a single-parameter
logistic function is used that has one asymptote at the
zero value of the function and another asymptote at the
value of the function equal to 1. Such a function can
suitably be related with probabilities. However, the
meaning of the sigmoid slope value stays behind the
frames of this work. The study conducted by Arnol’d
[18] has shown that in some cases the slope can change
depending on the value of a parameter of the two-
parametric logistic model, and characterizes the rate
of the resource consumption. The proposed method
includes simple algorithms of ranging, computation of
the integral variable, computation of the complexity
function, and statistical processing of the results. The
method is simple and available for the majority of
teachers/professors in universities. At the same time, the
method is accessible for researching other complexity
functions.
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Abstract. A comparative analysis of the “general formal technology (GFT)” by S. M. Krylov is carried out in the
context of the published book of the authors “General Theory of Technologies and Microelectronics” (2020) and on
the basis of his work of 2008. Despite the abstractness of the algebraic-algorithmic approach, Krylov offers a number
of specific constructions that are in demand during the fourth industrial revolution and for the future development of
industrial technology in nanoelectronics and biotechnology. Industrial technology is considered as a complex object
of management, i.e., it is the object of study of the new discipline “neocybernetics”. Although the foundations of
this approach were laid in 1930s-1960s within the framework of logical and mathematical research, its expansion
is inevitable when using self-organization processes to obtain functional supramolecular structures in technological
processes of nanoelectronics (for example, DNA origami engineering). The issues of complexity quantification for a
product itself (structure) and its manufacturing technology, or, according to Krylov, the complexity of technological
automata, have become even more relevant than before. The theoretical issues of self-organization, the development
of artificial life, and the creation of self-replicating technical systems also seem promising for solution. In our opinion,
Krylov’s formal technology is an important “block” in the advancement of general theory of technologies (GTT) useful
for describing the technology at the levels: operation, route, and process. We would like to encourage a wide range
of readers to study the book and form a steady interest in general technological issues. The value of GTT and GFT
extends beyond the sphere of technology and, in a narrow sense, factory production, but also into the area of “fine”
regulation of physiology in biological objects and pharmacy, as well as into the problem field of cognitive sciences,
psychology, and education. when the focus is on the personality structure and heterogeneous constructs “floating
in the sea of the unconscious”. Both S.M. Krylov and we demonstrate that the issues of industrial technology cannot
be considered without abstract formalization and without reference to philosophy.
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Pesiome. B KOHTeEKCTE BhilLeALIEeN KHUMM aBTOPOB «O6LLas TeopUst TEXHONOMMIA 1 MUKPO3NeKTpoHMKa» (2020) npo-
BOJANTCS CPABHUTENbHbI aHann3 «obLein popmanbHoi TexHonorum (OPT))» C.M. KpblnoBa Ha OCHOBe ero paboThbl
2008 ropa. HecmoTpsi Ha abCTpakTHOCTL anrebpanko-anropuTMrU4eckoro noaxoaa, Kpbinosy yaanock npeaioxuTb
psiO, KOHKPETHBIX KOHCTPYKLUMI, BOCTPEOOBAHHbIX B XO4€e HYeTBEPTOW NMPOMbILLIIEHHOV PEBOIOLMN U Ans OyayLIero
pa3BUTUS MPOMBILLIEHHOW TEXHOIOMMM HAHO3NEKTPOHUKN 1 BUOTEXHONOrMN. MPOMBILLIEHHAS TEXHONOI St paccMa-
TPUBAETCS KaK C/IOXHbI 0OBLEKT yrpaB/ieHs, T.€. BbICTYNaeT 06bEKTOM U3YyHEHWSI HOBOW ANCLMIMNHBI «<HEOKNbep-
HeTuka». XOTs OCHOBbI A@HHOrO noaxoaa 3aknaasisanucek B 1930—-1960 rogax B pamkax 10rvko-mMareMaTnyeckmx
nccnenoBaHuie, Ho ero paclunmpeHne Hem3BexxHO Npu UCMNoJIb30BaHUKM NPOLECCOB CaMOOpPraHM3aLmm 4ss nosy4ye-
HUS1 YHKLMOHANbHBIX HAAMOEKYIEKYNSPHBIX CTPYKTYP B TEXHOIOMMYECKMX MPOLECCAaX HAHO3NEKTPOHMKN (Hanpu-
mep, nHxeHepusa JHK-opuramm). Bonpockl ncumcneHmns CnoXxXHOCTU CamMoro n3aenuns (KOHCTPYKLMN) 1 TEXHONOMN
€ro U3rotoBneHus, unu, no KpbinoBy, CNOXHOCTU TEXHOJIOMMYECKMX aBTOMATOB, CTanu elle 6onee akTyasbHbIMU,
4yeM paHblue. TeopeTryeckne BONPOChH caMoopraHM3aumm, pa3paboTkn NCKYCCTBEHHOM XN3HU, CO34aHUsl caMo-
BOCMPOU3BOASLLMXCH TEXHUYECKMX CUCTEM TakXe NPeACcTaBNsioTCS NepCcrnekTUBHbIMU s pewleHust. @opmanbHas
TexHonorus KpbijioBa BbICTYNaET, N0 HaLeMy MHEHWIO, BaXKHbIM «BJI0KOM» MPU NMOCTPOEHUM 0OLLEN TeOpUn Tex-
Honoruin (OTT), NONe3HbIM A8 ONMCAHNSA TEXHOIOMMU Ha YPOBHE TEXHOJIOMMYECKMX: onepaLumn, MapLupyTa 1 npo-
uecca. Xo4yetcst nobyauTb LUMPOKUIA KPYr YnTaTenen K NpoYTEHUIO KHUMM 1 CHOPMUPOBATh YCTONYMBLIA UHTEPEC
K obeTexHonornyeckor npobnematuke. 3HadeHne OTT n ODT npocTmpaeTcsa 3a npenenbl chepbl TEXHUKM U, B
Y3KOM CMbICIE, 3aBOACKMX MPON3BOACTB, B 06/1aCTb «TOHKOM» perynsaumm Gusmnonornm B GMonornieckmx oobekrtax
n apmMaueBTMKa, a Takxe B NpoB6IEMHOE MoJie KOFHUTUBHbBIX HAYK, MCUX0JIOrMn, 06pa3oBaHuns, KOraa B LLIEHTPE BHU-
MaHWsl 0Ka3bIBAKOTCS CTPYKTypa JIMHHOCTU U FETEPOreHHbIE KOHCTPYKThI, «MiaBatoLLme B Mope 6€CCO3HATENTIbHOI0».
Mel, kak n C.M. KpblsloB, AEMOHCTPUPYEM, YTO BOMPOCHI MPOMBbILLIEHHOW TEXHOMOMMK HENb3s paccMmaTtpuBaTth 6e3
abcTpakTHoM dopmanusaummn n 6e3 obpalleHns K dunocodbun.

KnioueBble cnoea: o6uias Teopurs TEXHONOrMin, popmMasnbHasg TEXHONOMMS, HEOKMBEepPHETMKA, KOHEYHbIE aBTOMaThI,
camoopraHusauus, CloXHOCTb

e MocTtynuna: 26.04.2021 » Alopa6oTaHa: 20.09.2021 ¢ MpuHaATa kK ony6nukoBauuio: 27.09.2021

Ansa uutuposanusa: NopHes E.C., MatiowkumH WU.B. Anckyccus no kHure C.M. Kpbinoea «HeoknbepHeTunka» (2008).
Russ. Technol. J. 2021;9(6):73—-87. https://doi.org/10.32362/2500-316X-2021-9-6-73-87

Mpo3payHocTb PUHAHCOBOIN AedaTeNnbHOCTU: HUKTO 13 aBTOPOB He MMeeT GUHAHCOBON 3aMHTEPECOBaHHOCTY B
npeacTaBfeHHbIX MaTepuanax unnm Metoaax.

ABTOpPbI 3a9BASAOT 06 OTCYTCTBMM KOHMIMKTA MHTEPECOB.

INTRODUCTION simply FT), as he called it, is presented in several
papers [2], his dissertation [3], and three books [4—-6].
Although the paper aims to compare the GTT and GFT,

it would be appropriate to refer directly to only one

In the paper, we would like to pay tribute to the
memory of Sergey Mikhailovich Krylov (1948-2020),

Doctorof Technical Sciences, Professor ofthe Computer
Department at Samara State Technical University, who
has contributed to the creation of the general theory
of technologies (GTT) [1]. Krylov’s system of ideas
on the formal theory of technologies (GFT, sometimes

book entitled “Neocybernetics” [5] (Fig. 1) fallen into
the category of rare books. To understand the genesis
and relationship between Krylov’s ideas beyond the
scope of the GFT and GTT, the synopsis review form
is chosen by the authors. The book itself is written in
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a popular science style rather than in a scientific one.
It should be noted that the term “neocybernetics” is
increasingly used by different authors [7] while the
distinction with Wiener cybernetics is along the lines
of the control object complexity and, accordingly,
incomplete information on its state. Any technological
system can be considered just as a control object of
higher complexity.

Fig. 1. S.M. Krylov and his book cover [5]

To clarify the subject of the GTT and GFT study,
it would be appropriate to quote one passage used
by Krylov and other authors as well. In the article
“Technology” published in 1901 in the Brockhaus
and Efron Encyclopedic Dictionary, D.I. Mendeleev
characterizes technology as the science dealing with
producing artificial objects, i.e., objects that do not exist
in nature, from natural raw materials:

“The technology is the doctrine of advantageous
(i.e., absorbing the least human labor and energy of
nature) methods of processing natural products into the
ones needed (necessary or useful, or convenient) for
use in human life. Although technology is profoundly
different from socioeconomic doctrines by its subject,
it has rather many direct and indirect relations with
them, since the economy (saving) of labor and material
(raw material), as well as time and forces through
them, is the first priority task of any production. And
the essence of the factory production doctrine loses its
ground completely if the production advantageousness
(economy) is overlooked... The task of technology
shows that it does not have those highest and absolute
requirements which the abstract sciences related to
the visible or internal nature have, that it contains in
itself the application of other more abstract knowledge
to life, and that its content must change according to
the circumstances and conditions of place and time.
However, these, so to speak, negative aspects of
technology are redeemed, firstly, by the direct and vital
importance, which factories and plants already have

T'URL: http://vt.samgtu.ru/index.php. Accessed: October 25,
2021 (in Russ.).

nowadays and which must strengthen more and more
in the future. Secondly, by the fact that the doctrine of
the methods used by plants and factories illuminates
via scientific principles what is produced by practice.
Through this not only the production is improved but
also the scope of scientific understanding of things and
phenomena is expanded” [8].

BOOK COMPOSITION

The Preface and Introduction provide the following
three sources inspiring Krylov: “Tektology” by
Bogdanov [9], “Notes by the Translator” by Augusta Ada
Lovelace (1843), and works on synergetics. It should
be reminded that Bogdanov has defined tektology as
a general organizational science with emphasis placed
on forms of organization (thus, “regulating forms”
anticipate cybernetics). Why is the world organized? —
this question arises for Krylov as well, so he writes:
“The main goal of GFT is to try to explain logically
(and technologically) the structure of the world around
us at the level, first of all, of our perception, that is
at macroscopic level, which ‘scale center’ is man
himself. And the way this macrolevel can be realized
in terms of different possible physical microlevels is
kind of a secondary issue that is not considered here”
[5, p. 11]. At the same time, “formal technology, on
the contrary, starts from studying the most general
properties of the most general operations on both real
and imaginary (abstract) objects, moving down in the
hierarchy towards more and more specific properties
of more and more specific objects and operations”
[5, pp. 6-7]. For better understanding, reference should
be made to Bogdanov himself [9, p. 79]: “With the
infinitely rich material of the Universe and the infinite
variety of its forms, where can these persistent and
systematic, repeating, and increasing, with the growth
of knowledge, analogies come from? To regard them
as ‘incidental coincidences’ is to introduce a great
arbitrariness into the world-view and even to come into
obvious contradiction with the theory of probabilities.
There can be only one scientifically justified conclusion:
the actual unity of organizational methods is found
everywhere — in mental and physical complexes, in
living and dead nature, in the work of spontaneous
forces and the conscious activity of people.” According
to Bogdanov, Krylov represented formative forms as
the development of systems: “The development of any
system—material or informational—is a technological
process to some extent. Therefore, a very important
application area for formal technology is the most
various development processes which we shall
further call evolutionary: both natural existing in the
surrounding environment and artificial realized by
man or with his participation” [5, p. 9]. It should be
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noted that Krylov pursues the ideas of evolution more
consistently, compared to the GTT, although evolution
is considered here [1] not only in terms of technology
but also in terms of technological operation (TO).
Evolutionarity, manifesting itself in the technosphere
through the creative activity of the spirit [1, p. 380], is
a universal natural feature:

“In nature, through the chaos of innumerable
variations, the same dialectical laws of motion that
dominate the seemingly random events in history as
well, being the same laws that run like a golden thread
through the evolution of human thinking to gradually
sink into the mind of thinking people, are paving their
ways” [10].

Borrowed from Ada Lovelace, Byron’s daughter,
the view of TO captures the systematicity of the object
being modified, in addition to abstractness: “By the word
operation we mean any procedure changing mutual
relationship between two or more things, whatever kind
of relationship they may be. This is the most general
definition including all objects in the Universe. But the
science of such operations being specifically derived
from mathematics is an independent science having
its own theoretical validity and significance, just as
logic has its own validity, regardless of the objects to
which its explanations and methods are applied.” In
the GTT, TO is introduced as a change in the state of
the substratum, but Krylov specifies any change as a
change in the mutual relationship between parts. Then,
Krylov identifies informational and “ordinary” material
technologies according to the object types. The former
is studied by the classical theory of algorithms [5, p. 11]:
“Being the flesh and blood of mathematics (theory of
algorithms, to be more exactly), GFT may adapt any
of its methods developed so far to its needs without too
much trouble. Moreover, the formal technology defines
also the place of mathematics itself (as a computing
technology) among all the many technologies very
clearly.” This is in compliance with our definition
of technology as “the objectification of widely used
algorithms” [1, p. 30].

We paid attention to the complexity when considering
the level of technological route (TR). Krylov goes a little
further, linking quite rightly the complexity with self-
organization and thus, with synergetics (represented
by Prigozhin primarily). He writes about synergetics
and GFT: “Mutual recognition and ‘exchange of ideas’
may benefit both scientific areas, whereas a possible
confrontation is likely to reflect only the typical social
situation of ‘power seizure.”” It should be noted that
synergetics connects holistic perception with the
search for order parameters in the research object;
i.e., there must be order in any object, and the task of
synergetics is the search for it. Krylov also writes about
the constructive nature of GFT up to the construction

of new “physical worlds”, and, in our opinion, this
only further focuses on the design technologies as twin
ones in relation to the “manufacturing” technologies, as
A.A. Ivlev has written [11]. In any case, studying self-
organization problems cannot be separated from those of
the complexity calculus.

The focus on constructiveness represents, perhaps,
the most original feature of Krylov’s approach consisting
in “ultimate abstracting the notions of operation objects
and mechanisms of linking objects to each other into
various constructs and structures, whether it would be
the words consisting of symbols, units and aggregates
consisting of parts, or ‘molecules’ built of ‘atoms’... It
should be noted that it took about ten years to develop
this seemingly very crude and very simplified approach”
[5, pp. 15-16].

Chapter 1 entitled “Formal Technology and
Metaphysics” is historical and bibliographic in nature,
while Chapter 2 entitled “What Does Functionality
Give?” focuses on defining GFT. In our book, we
have done exactly the same, while the notions of
“product,” “target product,” and thus functionality,
are put at the forefront of the GTT as well. Chapter 3
entitled “Up the Ladder of Evolutionary Technologies”
introduces the dynamic and evolutionary nature into
GFT, but at the same time, the concept of hierarchy
is naturally introduced [1, p. 69]. Not only changes in
structures implementing each operation but also certain
technologies and their evolutionary transformations,
operations and working transitions of these operations,
the role and nature of operations, and the change of
this role during evolution may be analyzed. Thus, the
evolution of microelectronics [1, Chapter IV] illustrates
a general case of the technology evolution. Here, the
evolution of processes as well as the evolution of the
means implementing these processes are considered.

The next two chapters entitled “Why and How Life
Emerges” and “Evolution of Systems” deal with the
problems being fashionable in the 1960s, the discussions
on which will be, certainly, continuing. Krylov refers
to the concepts of entropy, negentropy, and adaptation
mechanisms; and it is easy to see parallels with
compositions of the fourth and fifth chapters [1] in this.
Adaptability and homeostasis are important concepts
when discussing the industrial technology. Chapters 6
and 7 on program-controlled technological systems of
the future and Church’s thesis, respectively, illustrate
technical aspects of the production organization. Here,
there is also some parallel with the chapters of our book
on levels of production process and technology. Chapter
8, “How and Where Do We Develop To? Social and
Economic Systems,” where the focus is made on human
aspects, e.g., beauty, is analogous to the last, seventh
chapter [1], at least as far as the considered problem is
concerned.
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CONTENT AND DISCUSSION OF CHAPTER 1

Chapter 1 begins with a lengthy discussion of
man’s knowledge of the world gained through religion
and then philosophy as well as through the unity of
metaphysics and mathematics in terms of the number
concept: “This was how the Pythagoreans emerged.
Enthralled by the beauty and orderliness of arithmetical
and geometrical constructions, they tried to deprive the
number of its main advantage: the abstractness.” Today,
mathematics has become a theory of algorithms, and
a return to metaphysics is required on a new level to
explain the world. So, the question is asked: “But there
is no unified mathematical theory on the origin of life.
And why not? What is so special about mathematics
as a generalized universal method for describing and
solving all problems, that radically distinguishes it
from those methods used by nature?” And the answer
is given: “In all cases without exception, mathematics
operates exclusively with artificial objects: numbers
or some of their “substitutes” (symbols and/or codes).
Nature “works” only with physical objects... In short,
real physical objects being in physical contact with
each other always manifest their inherent functionality
related to their inherent physics, that is, to the physics
of the Universe in which the interaction takes place”
[5, pp. 24-25].

The problem raised by Krylov is quite delicate and
belongs to sophisticated metamathematics. In practical
terms, Krylov is right referring to the hidden axiom of
mathematics: “For any mathematical transformations,
the primitive objects of mathematical operations
(numbers and codes) have only one abstract property
that is to represent some quantities.” However, it is
commonly known that in Cantorian set theory being the
qualitative theory of differential equations, numbers are
secondary. This difference in approaches to mathematics
occurs even in mathematical logic itself, if the works
of the formalist Hilbert and his contemporary Gottlob
Frege (predicate calculus) are compared. Syntactic
thinking is characteristic of the Kolmogorov tradition
as well as of the work “Algorithmic Theories of
Everything” (2000) by Jirgen Schmidhuber cited by
Krylov [12]. The physicosemantic approach is closer
to us [1, p. 204]; and the same position is also shared
by Krylov: “It is always possible to find objects whose
description in ‘Schmidhuber universes’ turns out to
be not only incomplete but completely inadequate”
[5, p. 28]. On the other hand, any study, including that of
technology, inevitably encounters problems of language
and symbolism.

Here, the notion of functionality is used, but Krylov
understands it unconventionally. In this case, attention
is drawn to the object-oriented programming (OOP)
paradigm and the “Object—Properties—Functionality”

triad. A formula is written out [5, p. 30] stating the
following: 1) an object can have several properties;
2) each property depends on the properties of other
objects (and other properties of the object itself), while
functionality is the functional relationship itself. Krylov
warns: “It makes no sense to consider only functionality
without related physical properties: it would be just a
part of a long-standing branch of mathematics called
‘the general theory of computable functions.”” Two
levels of GFT are identified: simple level based on the
“Object—Properties” dyad; and the more developed
one considering the entire triad. Two types of formal
TOs are also immediately identified: synthesis similar
to addition, and decomposition, i.e., separation. It is
noteworthy that Krylov also introduces the TO analysis
coinciding in meaning with the Measurement and
Attestation (M&A) TO introduced by us [1, p. 116];
this is expressed mathematically as F(x) — <x, B >,
where B3 stands for the desired characteristic (parameter)
of object x. Also, the seemingly incorrect case when
B € {0, 1} stands for the sign of absence or presence
of an object as well as the general case of measurement
as a comparison of the particular object form with a
standard is considered.

The TO definition is given in [5, p. 35]: “Objects
in FT may in fact be understood as everything to which
its ‘technological operations’ can be applied, that is,
operations affecting in some way the objects themselves
or/and their properties, or/and their mutual arrangement.”
By analogy with the alphabet in mathematical logic,
Krylov introduces ‘“naturally,” in his own words,
basic elements or the base for technology. And after
all, considering the history of microelectronics, this
theoretical idea seemingly taken from a mathematical
mind has been indeed embodied in a list of materials,
structural elements (of electronic component base),
and typical technological processes. At the same time,
modern technologies are open to innovations; they
evolve changing their own “axiomatics.” An algebraic,
in spirit, definition of formal technology as a set of
base and operations on its elements and structures,
i.e., obtained from the elements of the base of complex
objects, is given in [5, p. 36]. Here, the analogy with
the carrier and signature of an algebraic system may be
easily seen.

Then, the notion of creative technology is
introduced, which is excessive in our opinion, since
any practical technology always creates something new,
setting aside the copying technology being an exotic
case for production (e.g., polymerase chain reaction or
the analogy with image transfer in microelectronics).
Creativity, it seems, should be correlated with
“usefulness.” In this case, Stanislaw Lem’s thought about
classifying technology as science may be recalled, and it
may be said that there is no useless science in the most
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pragmatic meaning of the word “useful,” since it is never
known in advance what information on nature would be
useful and, moreover, would be extremely important and
necessary. On the other hand, the distinction between
creative and non-creative technologies gives Krylov
grounds to speak on self-replication of biological cells
and on amplification of life forms during evolution (up
to the emergence of intelligence) as well as to introduce
the notion of “evolutionary technology” [5, p. 41]. When
analyzing the sum of technologies and using the notion
of conjugate points [1, p. 355], Krylov, like us, comes
to the idea of evolution through the development and
complication of the technology base, but in an alternative
way using the notions of creativity and base.

Krylov draws attention to the fact that “the novelty of
structures should be determined exclusively by means of
technology itself.” Thisideaseems profound and important
for analyzing the inventive activity and innovations, i.e.,
project activity becomes subordinate to the production
and technological one. In practice, the opposite is usually
true; at first, the structure, and then only the production
route is determined. In a broader sense, it would be better
to move to the level of the production process rather than
to that of the route [1, p. 31]. Eventually, not “what to do”
but rather “how to do it” becomes the main thing. Only
then, the novelty would get the right to exist. At the same
time, the inseparable unity of technology and structure
has been pointed out, and Krylov strengthens and singles
out the second side of this unity based on algebraic
considerations. As for self-replication, Krylov’s thought
refers to Codd’s cellular automata and sufficiency of a
low level of functionality determined by the number of
possible local transition functions and/or the number of
cell states.

By analogy with a function of several variables,
Krylov introduces a formal-technological function
(FT-scheme of synthesis) that results in a new
object/structure. Here, the set of acceptable TO
parameters is explicitly introduced; in our terminology,
this is the tekhne of the TO level [1, p. 115]. In addition
to the schemes of synthesis, the “fixed disintegration”
operation similar in meaning to “dosing” in food
technology is introduced. Mathematical definitions for a
number of private types of TO are given. And it should
be said here that the TO described by Krylov is rather
equivalent to microoperations [1, p. 108].

The following theorem on “the efficiency of
accumulated knowledge,” i.e., on the possibility
to number all TRs, is formulated. Krylov explains:
“Any technology being a finite algorithmic system
by definition (i.e., a system with a finite number of
types of initial operation objects and a finite number of
operations on objects themselves) can generate only a
finite number of objects (syntheses or structures) for a
finite number of stages.” The theorem is true abstractly

and mathematically only. Some operations change the
properties of objects while the combination of such
properties, even with a finite number of operations,
may be infinite in practical terms. This implies
a somewhat fantastic, in our opinion, idea of the
constructor—analyzer representing a Turing machine
connected to a technological unit. According to
Krylov, the technology is complete when it is infinitely
creative and the technology of its synthesis can be
recovered from the product design. The recoverability
is seemingly understood as existence with an accuracy
of unambiguity, since, for example, a joint can be made
by different technological welding methods (laser,
electric, ionic, etc.) exclusive of various additives.
Krylov considers the coincidence of the term with
completeness in logic accidental, but it seems that
the analogy is quite adequate, since a formula is
provable when there is a chain of formulas linking
it with axioms. Chapter 1 is concluded by several
mathematized definitions and statements as well as by
a summary figure showing subtypes of technologies
[5, p. 68], (Fig. 2).

Creative technologies

Infinite-creative technologies
Complete technologies

Non-creative
technologies

Evolutionary technologies

Fig. 2. Types of technologies selected by S.M. Krylov

CONTENT AND DISCUSSION
OF CHAPTER 2

Chapter 2 deals with abstract notions of property
and functionality, being rather difficult to understand; it
invades the realm of philosophy, and is based on works
by M. Bunge and E.M. Karpov. Krylov is aware of the
complexity of the issue: “Interpreting the meaning of the
term ‘property’ in each specific case in relation to each
version of representation of systems, their components,
and relations between components is one of the most
complexities in studying systems... Referring to
properties of individual objects and systems of objects,
the fundamental difference in properties related to the
dynamics of their behavior and in properties statically
connected with objects themselves, that is those that
allow distinguishing one object from another regardless
of their dynamics, are not usually emphasized”
[5, p. 74]. Krylov embarks upon the path of G. Klir
and E.M. Karpov and gives the following definition:
“A property of an object (element or structure) is its
some numerical, geometrical, physical, or any other
characteristic, including the imaginary one, remained
steady under certain stable conditions, by which they
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(elements, structures) may differ from each other or
from their state preceding in time and/or space.”

Krylov emphasizes the technical meaning of this
definition and rightly points out that “the presence
of object properties may not necessarily imply
the presence, among analytical operations, of the
corresponding technology for operations directly
determining the ‘presence’ or ‘absence’ of certain
properties, and even ‘measuring’ their value” [5, p. 78].
Krylov also extends the predicative meaning of the
property and writes openly that it is quite possible
to display the property using an integer or finite real
number, not only a Boolean number. It should be noted
that this approach exists in the probability theory
when a random event is compared with a random
variable. According to Krylov, “in this notation, the
possibility to limit the real (i.e., quite complete) list of
object properties by its reduced version representing
a full picture of their behavior in a particular context
becomes quite obvious” [5, p. 80]. This problem
of incompleteness is rather essential for practicing
M&A TO of industrial technology and interpreting
their results (in this regard, see our comments on the
physical—statistical approach in the reliability theory
[1, p. 233]). With regard to the importance of OOP,
Krylov writes: “For us, the significant thing in this
concept is its most important, central link, namely,
that any object should be represented by a single set
of parameters describing its features (properties!) as
well as methods (techniques and functions) describing
the use (interaction) of parameters inside and outside
the object, i.e., with other objects. Indeed, any real
object of the real world is not just a set of its static
characteristics. It is also a process of its existence in
the world around, its dynamics, and its evolution”
[5, p. 81].

The object state is defined as a set of specific
values of its properties and is interpreted as a vector
in a multidimensional “space” (in our understanding,
this space is analogous to the phase space in statistical
physics). Noteworthy is the “method of assigned
functionalities” consisting in decomposition of a
property having multiple values into several properties
with few ones, e.g., binary values [5, p. 83]. And,
as Krylov rightly notes, this method is often used in
designing cellular automata.

It should be repeated that the notion of
“functionality” is introduced nonconventionally.
In the GTT, functionality is the property of the
final product to perform a useful function, but it
may be undoubtedly possible to postulate the local
functionality of the element of product or semi-
finished product responding to external impact under
some other given conditions in a “correct” manner,
in the developer’s view. Such a need does arise in

microelectronics when characterizing basic structural
elements, while the degree of “correctness” is fixed
in the “Platform Development Kit.” Krylov, though
also mentioning external impact (through change),
takes a different approach [5, p. 84]: “The property
of an object (element or structure) is called functional
when it allows changing the state of another object
which this property of this object interacts with when
these objects physically converge or connect.” In our
opinion, it would be more correct to speak of linking by
introducing the abstraction “linkage,” since it is hard to
imagine physical convergence for information objects.
Then, Krylov discusses the example of a 2AND-NOT
gate where its two inputs are called input properties
while its output, i.e., the output property, becomes
functional only when it is connected to another gate.
However, functionality does exist without a connection,
being specified by the truth table and its “correctness.”
Then, the operation of the four-component flip-flop is
discussed in the language of functionality [5, p. 90].
As a more complex example, Krylov introduces the
so-called “semistructured heterogeneous self-timed
machine with individual object names” in the context of
calculations using chemical reactions (in our opinion, a
rather good example is given here by the Kirdin kinetic
machine). Krylov refers to the Kauffman Boolean
automaton being another network implementation.

Several statements on emergent properties
concludes Chapter 2. Whereas the system-wide
statement on emergence is considered in the GTT only
in the sense that each level of technology description
generates new specific concepts, Krylov links
emergence with functionality in a more classical way.
“An emergent property is the property of object x (with
a non-empty value) been absent at previous steps of
technology in those objects which object x is obtained
from” [5, p. 100]. Here is an example of statements:
“Statement 2.1. The property ‘to have a given form’
is emergent (in technologies, with dimensionality at
least 2).” In our understanding, the dimensionality of the
technology is identified with the number of properties
of its final structure. For the von Neumann 29-state
cellular automaton, two statements are formulated in
the language of functionality. “Functionality” turns
out to be a notion analogous to “method” in OOP.
“Kinematic emergence” is the last notion introduced
in Chapter 2.

CONTENT AND DISCUSSION
OF CHAPTERS 3-5

Chapters 3-5 deal, on the one hand, with the
development of the notions of “functionality”
and “complexity” and, on the other hand, with
physicochemical processes of prebiological and
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biological evolution. The property of self-replication
is emergent when compared to organic molecules; this
transition from the second to the third chapter is natural
and subordinate to GFT logic. However, Chapter 3
begins with strange postulates for evolutionary
technology: “There is ‘space’ and ‘time’” [5, p. 111],
with a reference to the everyday understanding (as
far as we can see, this understanding corresponds to
the Newtonian one). Statement 3.3 given on p. 102
is clearly physicalist, which reduces its generality
but specifies and fixes Krylov’s atomistics. Krylov’s
quasiatoms are analogous to atoms in chemistry having
mass and inertia while their properties are quantized
(Statement 3.4) to enable replication of base elements;
samples of elements can be replenished from an
external source. Perhaps, analogies with the works of
Democritus are relevant here. The notions of “fields”
and correspondingly of “forces” are of first importance:
“More complex, nonlinear or nonmonotonic, or even
alternating-sign versions of the functional dependence
of the attractive force on the distance between elements
are extremely difficult to analyze due to the infinitely
large number of elements and the infinity of space
itself” [5, p. 115].

Physicalism and even mechanicalism are also
perceptible in the appearance of the inertia law in
Statement 3.5. However, the following more general
formulation would be interesting: “In order for
the technology satisfying Statements 3.3-3.4 to be
evolutionary, itis necessary that elements of the base have
the property of preserving the properties the-directionof
motion in the absence of external forces (attractive-and/
or-repulsive).” (Krylov'’s text is crossed out while our
one is underlined). Constructing a type of forces, Krylov
necessarily embarks on the path of molecular dynamics
methods; to give concrete expression, we shall give an
effective type, in Krylov’s opinion, of the interaction
force between two elements of the base:

. K(dij‘(ri”j)),
d,’

where 7, j are element indexes, rii is their radii, d i is the
distance between their centers, 7 1s degree of interaction,
and K is constant. For justification, Krylov refers to his
own computer experiments demonstrating the presence
of stable structures at n = 3 (which corresponds to the
physics of our world) but refers only to one literature
source published in 1997. It is noted that the introduction
of the medium viscosity and heteropolarity of elements,
i.e., the “charge” property, allows obtaining results that
are more interesting. In our opinion, the book would
have benefited has Krylov included a more detailed
description beyond illustrations of lumping balls

(Fig. 3). The summary is given on p. 121: “For example,
ball-cells can be provided with a set of states and
functionalities similar to those of von Neumann cellular
self-replicating automata. This results in a structure
wherein self-replication of structures may occur.
Thus, for the first time we have approached the first
formal—technological model of the ‘universe’ in which
evolutionary (or rather, similar to them) technologies
and processes are theoretically feasible.”

Krylov is skeptical of the probability of self-
replicating configurations as in the von Neumann
automaton recording the following in the
Statement 3.6: “The slightest inhomogeneity in the
environment surrounding the automaton may result in
a failure in the self-replicating process, and the later
stops” [5, p. 122]. However, by equipping quasiatoms
with the new “number of electrons” property resulting
in an analogue of covalent bonding, Krylov has been
able to obtain stable configurations preserving the
structure under various collisions.

Chapter 4 begins with discussing the concept of
entropy. We tend to agree with the following remark
(p. 125, emphasis added): “... (The conventional
approach) considers any system as already given,
existing in nature, whether it is actually so or whether
it is created in a constructive manner from some initial
components. Hence the following paradox arises: as
long as probabilities of appearing particular states
of a system (i.e., its different ‘configurations’ in the
broadest sense of the term) are unknown, nothing can
be said either about the value of its entropy or about
the nature of its possible changes under particular
transformations (conversions) of the system.” The
redundancy of the Shannon formula for the amount of
information in a message as well as the great simplicity
chosen by nature in the genetic code (64 codons per 20
amino acids) and used by the developers of information
systems are noted here.

Functional complexity as an all possible number
of states of the system is introduced. Structural
complexity, or structural functionality, is introduced
first for linear structures understood through left-
right relations. It is stated on p. 131 that eventually
the minimum number of functional states providing
“three-dimensional” structural completeness of linear
structures (analogue is the curve in three-dimensional
space) is equal to five. Then, one of the basic objects
is selected to be called an automaton (in the GTT, it
is the TO processor): “According to this scheme, the
required minimum number of states of the synthesis
automaton itself can be easily identified. It turns out
to be small and equal to 12. That is, the (molecular)
automaton ... capable of synthesizing linear structures
may have only 12 functional states.” As for any object-
structure, the automaton functionality is introduced.
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Krylov draws attention to the role of the energy factor
underestimated, in his opinion, in Langton’s works on
artificial life. The scheme shown in Fig. 3 resembles the
scheme of protein synthesis in ribosomes taken from
some biology textbook. It should be noted that nature
has really chosen linear structures, i.e., RNA molecules
or protein primary sequences, but articulations of parts
is more diverse in human engineering, not to mention
the ways of association/connection in mental constructs.

c b a,

000

A

Fig. 3. Fragment of the schematic diagram
for the random synthesis automaton A similar
to the synthesis of a linear biopolymer. Circles show
monomers, while the numbers in the circles are
the values for the monomer states

The following four types of functionalities are listed
on p. 135: dynamic (as the ability to move in space),
structural (as the ability to articulate), logical (as the
ability to control the assembly through the automaton),
and energetic (introduced by Krylov vaguely). The first
and the fourth types are closely related. Complementing
the base with “automata—decomposition catalysts”
makes the technology more productive. Krylov provides
the results of computer simulation again but without
a reference to the primary source. After appealing to
the Kolmogorov complexity, the really fundamental
theorem on a fixed point of self-replication is established
(p. 145):

“Among linear technologies with the number of
functional states per one base element greater than one,
there are technologies in which the functional complexity
of structures increases constantly with increasing length,
whereas the functional complexity of the process
(automaton) of their synthesis remains a constant value.
Therefore, there are bound to be structures (or their
combinations) whose functional complexity is equal
to or even greater than the functional complexity of
their synthesis procedure (automata) and, consequently,
there are bound to be structures capable of replicating
themselves.”

In our GTT version, we postulate and even provide
non-strict justification for the statement that the
complexity of the product does not exceed the complexity
of its production route (generalizing, of technological
process). We confirm indirectly by this that the number
of technological alternatives and variations [1, p. 115]
may be very large as opposed to the finite number of
structural versions. Thus, both statements come into
intuitive contradiction, although expressed in different

terms. There is no attempt to solve this contradiction
here, but simply record it; discussing all nuances of
correlation of “tekhne,” “TR complexity,” and hidden
information in TO prescriptions would require more
than one paper. In our opinion, the emergence of these
contradictions in different GTT versions is fruitful and
bears the impress of dialectics.

Chapter 4 ends with the description of more complex
structures of automata enhanced by the possibility
of complementarity (in order to “capture” DNA
synthesis). The possibility of their combined action is
close to Manfred Eigen concept of an hypercycle, and
its features may be seen in our GTT as well; first, in the
duality thesis [1, p. 107], and second, in the origin of
Moore’s law and scientific and technological progress
[1, pp. 362, 373]. In our opinion, the idea of searching
for ways of self-replication, despite its attractiveness,
has had a somewhat detrimental effect on the
development of science, only diverting intellectual
forces from more achievable practical goals. Falling
under the spell of this idea, Krylov continues trying to
“attack self-replication” in Chapter 5 by introducing
the concept of a partially self-replicating bio-like
system (PSBS) along with two principles of Darwinian
systems (mutation and selection). Three works by Eigen
[13] translated into Russian in the 1970s have been
apparently unnoticed by Krylov; otherwise, at least one
of them would have been listed in references. While
Eigen has used the apparatus of ordinary differential
equations and nonlinear dynamics, Krylov is a vivid
representative of the structural-algorithmic approach.
The structural and functional features of the PSBS
having a spatially distributed character, i.e., being
intrinsically connectionist, are discussed on p. 173; the
presence of control signals for activation and inhibition
reinforces this analogy as well [14] (see Rumelhart’s
principles).

COMMENTS ON THE CONTENT
AND DISCUSSION OF CHAPTERS 6—-8

Chapter 6 begins with the following semi-
definition: “Future technologies are, first of all,
technologies integrated into multipurpose (ideally,
extremely multifunctional, i.e., universal) automatically
operating systems capable of solving a huge number
of tasks without human intervention. Flexible
automated manufacturing systems (FAMS) and, strange
though it may seem, computers may be considered
prototypes of such systems” [5, p. 178]. With regard to
microelectronics, for example, it is seen how industrial
technology is transformed into “high technology”
[1, p. 262], which is associated with the transition to
the so-called “Industry 4.0.” Then, Krylov declares:
“Based on the formal technological analysis, we shall
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try to develop some new basic model of the extremely
multifunctional (universal) program-controlled device
to perform any technological operations from a given
set of operations F of some technology on any objects
from the combined set A U B of base elements and
structures of the same technology.” Then the problem
of specifying a “universal technological system” arises.
For solving it, Krylov informally uses the abstraction
of the Turing machine, and the following definition
appears: “It is natural to understand the universality
of the system in any technology T=<A U B, F >
as the possibility to implement in it any sequence of
any operations from F on any elements and structures
from A U B allowed for these operations including
all possible results of analysis operations from F that
can change further sequences of operations.” In terms
of the TO level, the analysis operations are control-
measuring ones, and the GFT and GTT positions
coincide here; however, further on the difference arises:
for Krylov it is, first of all, controllability (the if...
else conditional-branching test) while in the GTT, it is
an element of tekhne at the production process level.
A certain practical compromise here is the elimination
of the defective semi-finished product from further
technological process.

Then, the notion of “recursive scheme” similar
to recursive function in the theory of algorithms is
introduced in [5, p. 181]. “Storage cells” are introduced
in a somewhat unsophisticated way, i.e., Krylov tries to
turn to and transcend some computing model [5, p. 183]:
“This assumes that all such (structures — auth.) are fairly
uniform (i.e., homogeneous) objects that can be stored
in single-type storage cells and moved by single-type
transport routes.” For conditions of the real production,
the assumption of homogeneity seems rather shaky.
It should be noted that the “computing model” is a
relevant notion [15] from the computability theory
requiring a separate analysis. Here, Krylov inserts some
material and technical aspects. The very notion of a
“storage cell” is used as a generalization of the memory
cell in computer science; the difference between access
by address and access by pointer in FAMS scheme
is discussed (Fig. 6.2 in [5]). Krylov’s logic is very
much affected by the notion of assembly production
or assembly “chemistry,” but for us microelectronics
serves as an example of a different, non-assembly
technology. Krylov notes the following on p. 189:
“To achieve ‘algorithmic completeness’, i.e., to create
a sufficiently powerful information basis in various
technologies equivalent to mathematics in its potential
capabilities (and, therefore, providing a solution, among
other things, to any problems related to controlling the
universal technological system), the formal mechanism
should not be that complicated. There should be at least
‘something’ that may be distinguished from ‘nothing’

along with the ability to locate this ‘something’ in
right places of space (in right storage cells) in the right
sequence so that this sequence could then be processed
again.”

In the final part of Chapter 6, Krylov turns to
specific designs of schemes; here, the abstractness
of presentation disappears giving way to Krylov’s
scientific specialization in the design of “systems-on-a-
chip” as well as programmable logic integrated circuits
and matrices. Although the general terminology is
preserved, it is completely forgotten that an integrated
circuit, first of all, converts a signal [1, p. 55] rather
than something atomic and molecular. Thus, FAMS
feasibility remains questionable, although for the
GTT production process level, Krylov’s idea seems
rather interesting and, perhaps, relevant in terms of
process flow. Separation of storage cells and process
cells in the context of smart chemical synthesis
[5, p. 216] corresponds, in our view, to the logic of the
pharmaceutical and genetic engineering development
while the idea of controlling demonstrates the great
potential of chip synthesis with biotechnology. In this
respect, the book seems extremely useful for developers
of “labs-on-a-chip” and microsystem technics (Fig. 4)
being an excellent example of descending from abstract
algebraic abstractions to the real production, even
though biopharmaceutical for now. On the other hand,
we are skeptical of disseminating these ideas to other
technologies.

Krylov also rightly notes that technology may
not always create linear objects (Chapter 4) and turns
to planar objects estimating the complexity of their
synthesis on p. 225. Technological cells and Krylov’s
synthesis machine resemble in some way the cells
of the cellular automaton but have a more complex
internal structure inherited from the stored objects;
there is also an analogy in the synthesis results (e.g., by
S.M. Achasova [16]).

Chapter 7 deals with adaptation of Church’s thesis
for technological systems. The question is formulated as
follows (p. 235): “What are the effective applicability
limits of the computing technology operating with
natural and rational numbers (i.e., the technology of
partial recursive functions) in comparison with more
complex technologies operating with objects of the
real physical world?” The subordinate character of
mathematics is noted once again (p. 240): “Mathematics
is a tektology of neutral complexes (in Bogdanov’s
understanding, complex is something very close to the
notion of structure in FT).” The notions of “partially
unknown technology” and “complexity threshold” are
introduced. The proofs of 10 statements presented in
Chapter 7 seem not to be rigorous enough.

In chapter 8, Krylov attempts expanding the GFT
to cover social systems, and the intertwined nature of
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Fig. 4. Topography of the hypothetical nanofactory-on-chip having recursive structure
and containing three microobject Input/Output devices (Fig. 6.13 in [5])

personality traits that cannot always be separated along
parameter axes is pointed out on p. 252. Recognizing
the complexity of the problems, Krylov in his inexact
reasoning relies on the model for implementing the
shortest path of evolutionary development discussed in
Section 5.1 as well as on the Kolmogorov complexity
criterion of the multicomponent object (in FT
interpretation) discussed in Chapter 4. The above views
cannot avoid comments.

As rightly pointed out in Neocybernetics, “the
main (‘basic’) component of various social, industrial
and other groups of people is the human being (the
individual).” While the natural and social sciences
study nature and society, technologies create the
human environment. According to P.K. Engel’meier
[17], “...technology is a part of the social history
of mankind inextricably linked to nature. Through
technology man transforms the environment adapting it
to his needs.” The manufacturing or social technology
cannot develop without human activity. Technology
(so far, at least) is not manless; it is a unitary whole
only when “augmented by humanity,” and this is
where the difference, maybe the most significant
one, lies, since bioevolution is undoubtedly a non-
moral process, which is not the case of technological
evolution. Technology is not a separate part of the
process. Someone or something implements it. This is
an indispensable condition for its existence. Without
this, it is dead.

Reasoning about the impact of climate on the
development of social structures and, especially, on
the development of technology including currently

are highly subjective. On the other hand, according
to the classics of dialectics, “if man, by dint of his
knowledge and inventive genius, has subdued the
forces of nature, the latter avenge themselves upon
him by subjecting him, in so far as he employs them,
to a veritable despotism independent of all social
organization” [18]. Krylov writes on p. 258: “The most
important ‘internal’ mutagenic factor determining the
possible rate of evolutionary development of a given
society is ‘the degree of permitted free action of certain
social subsystems.” Simply stated, this is the degree
of ‘inner freedom’ of a given society. If the level of
this freedom is low, i.e., the system is rather rigidly
organized (e.g., ‘totalitarian’), then, obviously, the
rate of evolution of such system would be minimum,
and it would inevitably lag behind in its development
compared with its more ‘internally free’ neighbors.
This, in turn, would result in the loss of efficiency as
well as in losing the competitive struggle.” These
conclusions are unsupported. In contrast, technological
breakthroughs of the thirties in Germany and in the
USSR should be noted. These countries are considered
totalitarian regimes. In addition, what about the pace of
technological advance in China today? The concept of
the Megamachine proposed by L. Mumford may be also
referred to.

Krylov reveals the difference between a technocratic
organization and a democratic one: “In the first case,
restraints are developed by the ruling elite while in the
second one they are the product of the social group
activities and citizens interested in them.” The United
States is a technocratic society despite its advanced
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democracy. Democratic France pursues the same path
[19]. If only...democracy in form ceases to be democracy
in substance.

It is stated on p. 262: “The tragic mistake of
the founders of Marxism was to accept the most
unfortunate result of the development of social systems
as the norm, as the ‘driving force of history,” even
though the social systems existed at that time deserved
their fate,” and then on p. 263: “...therefore, it would
hardly make sense to deny nature its ‘reasonableness.’
It is simply a reason of a different plane, different
organization, and different destination than our own
reason being the product of the former’s activity
furthermore.” Then, Krylov pursues Vernadsky’s ideas
of the noosphere: “All types of reasons are capable
of solving (creatively! — i.e., with creation of new
‘inventions’) various problems, including those they
face unexpectedly. In case, of course, these tasks
are fundamentally solvable within the resources and
technologies that are available to these reasons at the
current stage of development.”

In the context of the fourth industrial revolution,
the Marxist view of the driving force of history that
is primarily the technology development acquires
even greater relevance, but at the same time, Engels’s
warning [20] should not be overlooked: “Let us not,
however, flatter ourselves overmuch on account of our
human victories over nature. For each such victory
nature takes its revenge on us. Each victory, it is true,
in the first place brings about the results we expected,
but in the second and third places it has quite different,
unforeseen effects which only too often cancel the
first.” We would like to pursue Krylov’s thoughts on
beauty and social reason [5, pp. 264-265] and tell the
ideologists of revolutions (Klaus Schwab) that the
world is more complicated than they think, and its self-
organization should be trusted. Apparently, this is why
Krylov has made critical remarks addressing Marxism,
although the debate over the essence of true Marxism is
still continuing [21].

CONCLUSIONS

We hope that in the summary review form, we
have managed to encourage the reader becoming
directly acquainted with the books by S.M. Krylov.
It should be noted that the monograph [6] is publicly
available. Comparing both GTT and GFT theories

(however, they are rather still sketches being far away
from the status of a real “theory”), the first one is
more general in terms of objects of consideration and
may include GFT at three levels of six: technological
operation, technological route, and technological
process. In matters relating to the complexity measure
and entropy, GFT has advanced further demonstrating
an interesting approach inspired by algorithmic and
atomic assembly processes of molecular “living”
structures, but anyway, many issues are still far from
being solved. In our book [1], Krylov’s works have
not escaped our attention, but we have focused less on
them than they deserve.

Nevertheless, the book may encourage a fundamental
view of science—from arithmetic to quantum physics—
as opposed to the informational “pills” often used in
teaching to “improve” education. These “improvements”
ensuring seemingly immediate success and favoring
technological “production” of personality structures
suitable for society (and who is so brave as to define
the criteria of suitability?) may result eventually in the
destruction of that education awakening the desire to
compete and overcome obstacles.

The immediate success of such “improvements”
overshadows further harms, which they are paid for
with. The richer society is, the more obviously it
embarks on this path. Who knows whether “synthetic
obstacles” would ever begin to be implemented so that
they return value to pursuing goals that are excessively
facilitated?

In our opinion, the excessive regulation of
educational goals and content by the state is an inevitable
process, especially during the technology transition to
the industrial stage [1] of its development. At the same
time, this is a negative process reducing the diversity
of personalities whose structures are formed through
upbringing and education. Exactly in Krylov’s book,
general formally algebraic principles of formation
including mental-psychological constructs are given.
Eliminating the possibility of self-organization,
manifestation of human freedom, and the chaos inherent,
albeit to a small extent, in nature, the social development
path variability is eventually reduced. Contemporary
philosophers note the chaos aspect: “From a traditionalist
(deterministic) society we are moving to a stochastic
(technological) one” [22].
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