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Design solutions of domestic VLSI were obtained as a result of the application of computer-
aided design tools of a foreign supplier (CAD Synopsys, Cadence Design Systems and Mentor
Graphics), based on standard libraries of PDK elements (Project Design KIT) of factories and
IC-modules also supplied mainly by foreign companies. As a rule, the developer does not
have its own production facilities, using the services provided by foreign factories (fabless-
companies). Due to this fact, relevant are the studies aimed at the development of a complex of
measures, excluding the possibility of unauthorized changes into IC, i.e. protection of projects
against intentional hardware and technology violations made during the formation of the control
information for handing it over to the production facility and/or in case of IC manufacture at the
factory. This paper considers this task from the standpoint of the analysis of the methodology
of design for testability (DFT), i.e., a complex of measures that provide obtaining solutions
at the design stage. The solutions include the verification of the correct performance of the
manufactured chip by means of external tests and/or self-testing procedures. It was proposed,
inter alia: 1) to analyze the libraries of standard elements used in the project with full disclosure
of'their specifications; 2) to create nodes with the physical non-cloning function in the projects on
the basis of the libraries of standard elements in models and analysis programs; 3) to analyze IP
modules used in the project with the maximum disclosure of structure, methods and algorithms
for providing test coverings; 4) to provide for the development in projects of special test kits
and methods of their generation at the design stage of functions in order to detect malicious
nodes and programs both within SoC cores and at the level of system buses; 5) to develop at
the design stage and to apply during tests a technique of special hardware measurements of
parameters of the manufactured circuits and analysis of their results, inter alia, according to
measurements of delays in distribution of signals and/or buses current consumption.

Keywords: design for testability, instrument bugs/Trojans, IC project verification, test

coverings, self-testing units, design for security.
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[IpoektHbie pemenust otedecTBeHHBIX CBUC mosydeHsl B pe3ynbrare NpUMEHEHUs UH-
CTPYMEHTOB aBTOMAaTH3HUPOBAHHOTO MPOCKTUPOBaHUS 3apyOexHoro moctaBiuka (CAIIP
Synopsys, Cadence Design Systems u Mentor Graphics) Ha ocHOBe OMOIMOTEK CTaHAAPTHBIX
anemeHToB PDK (Project Design KIT) ¢abpuk u IP-momynelt, mocraBiumkaMu KOTOPBIX TaK-
e SIBJISIIOTCS B OCHOBHOM 3apyOeskHble koMiiaHuu. Kak mpaBuiio, KoMmaHuUs-pa3pabOTUUK HE
MMeeT COOCTBEHHBIX MPOU3BOICTBEHHBIX MOIIHOCTEH, MONB3YSICh YCIyraMH HWHOCTPAaHHBIX
(habpuk (fabless-kommanun). B 3Toi CBS3M aKTya bHBIMH SIBJISIFOTCSI UCCIIEAOBAHMS 110 CO3/a-
HUIO KOMILUIEKCA Mep, UCKITIOYAIOIINX BO3MOXXHOCTH BHECEHUSI HECAHKIIMOHUPOBAHHBIX H3Me-
HeHull B uHTerpanbubie cxembl (MC), T. e. 3aIIMTHI IPOEKTOB OT HAMEPEHHBIX alMapaTHbIX
Y TEXHOJOTMYECKUX HapylIeHUI, BHOCUMBIX MpH (HOPMUPOBAHUHU YIpaBisomel nudopma-
UM IS TIepeadd Ha TPOU3BOICTBO w/wim nipu u3rortoBnennn VC Ha ¢abpuke. B mannoi
pabote 3Ta mpobiIemMa paccMaTpUBaeTCs C MO3UIUI aHaM3a METOAOJIOTMH TECTONPUTOTHOTO
npoektupoBanus (DFT), T.e. komIuiekca mMep, MpeayCMaTPUBAIOIINX Ha ATare MPOSKTHPOBa-
HUS TTONTyYEHUE PEUICHHH, B KOTOPBIX 3aJI05KEHBI MPOBEPKH MPABUIILHOTO (YHKIIMOHUPOBAHUS
W3TOTOBJIEHHOM MUKPOCXEMBI C MIOMOIIBIO0 BHEIIHUX TECTOB W/WIIM MPOIETypbl CAMOTECTUPO-
BaHus. [IpeanoxkeHo, B yacTHOCTHU: 1) MPOBOIUTH aHATIN3 IPUMEHSEMBIX B IPOEKTE OMOIHOTEK
CTaHJAPTHBIX AJIEMEHTOB C MOJTHBIM PACKPBITHEM WX crienu@uKanuu, 2) Ha OCHOBE OMOIH-
OTEK CTaHIApTHBIX JIEMEHTOB MOJIEJIel U MPOrpaMM aHaliu3a CO3/1aBaTh B MPOEKTaX Y3JIbl C
¢dbyHK1Med (u3nueckoro HEKJIOHUPOBAHUS; 3) MPOBOAMTH aHAINU3 MPUMEHSIEMBIX B MPOEKTE
[P-mMonynelt ¢ MaKCUMaJIbHBIM PacKpPhITHEM CTPYKTYPbI, METOJIOB U aJITOPUTMOB 0O€CTIeUeHUS
TECTOBOTO TMOKPBITHSL;, 4) MpeaycMaTpuBaTh B MPOEKTaX pa3padOTKy CIENUaIbHBIX TECTOBBIX
HaOOPOB U METOJIOB UX T€HEPAIIMU Ha ATare MPOEKTUPOBAHUS (PYHKIUH € 1IeNbI0 OOHAPYKEHUS
BPEIOHOCHBIX y3JI0B U Mporpamm kak BHyTpH ajep CHK, Tak 1 Ha ypoBHE CUCTEMHBIX ILIHH; 5)
pa3pabarhIBaTh Ha dTare NPOEKTUPOBAHUS U MMPUMEHATH IPU TECTAX METOIANKHU CIEIUATbHBIX
anmnapaTHbIX U3MEPEHHH apaMeTPOB U3TOTOBIIEHHBIX CXEM U aHallu3a UX Pe3yJIbTaToB, B 4acT-
HOCTH, 10 TaHHBIM U3MEPEHHH 3a/1epKeK pacIpOCTPaHEHUsI CUTHAJIOB M/WJIM TOKOB MOTpedIie-
HUS IINH.

Knrwoueevie cnosa: TecCTONPUroJHOE MPOCKTHPOBAHHE, allllapaTHBIC 3aKIaJKH/TPOSHBI,
Bepudukaus npoekra VC, TecToBbIe MOKPHITHS, Y3IIbl CAMOTECTHPOBAHHUS.

Introduction

espite numerous procedures of verification of an IC project, chips that have already
been manufactured may contain defects that disrupt its performance. A breach of
functional specifications may be due to both objective factors, such as defects in raw materials
or fluctuations in technological modes, and to subjective ones, intentional changes (hardware
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Trojans). Verification of IC after its manufacture is a complex and expensive procedure that
requires the solution of a whole range of engineering tasks. The contemporary approach to IC
design is based on the concept of embedding additional components into the project. They are
specifically designed to check VLSI for defects. Such design methodology with the possibility
of testing or designing for the implementation of controllability (Design for Testability, DFT) is
currently an integral part of all commercial integrated circuit projects, such as microprocessors,
systems on chip or systems in package [1-3].

Design for testability methods

Any DFT project is based on two components: 1) implementation of the necessary links
(connections or circuits) inside the IC to ensure complex effective testing and 2) application of
test templates (test vectors), which are specially designed sets of effects on IC inputs and the
adequate expected sets of signals at the outputs.

According to the generally accepted classification, performance tests of the finished ICs
are divided into: 1) diagnostic, when the developer performs a targeted search for a defective
node; 2) functional, determining compliance with the specification stated in the technical
specification; 3) parametric, designed to test certain parameters. These parameters can be, inter
alia, maximum clock-rate, immunity to noise, temperature, etc. An integral part of testing is
specialized automated testing equipment, the cost of which is rather high.

While implementing DFT strategy, one should consider that the test covering, which provides for
the enumeration of all possible combinations of input signals, considering VLSI of the microprocessor
as a serial device with a set of output statuses determined by the inputs and internal statuses (Mealy
machine) is almost impossible, as it will require resources impractical from the technical point of
view. The following two circumstances provide guiding ideas for the process of the combinatorial
circuit tests design: 1) optimization of the test covering volume at the level of 95-99%, and 2) the
impact of one defect can manifest in the whole range of input signals, so one test pattern is enough to
identify a specific defect, while all the others detecting the same failure are redundant.

When testing the sequential circuits, the number of required input test vectors increases
significantly due to the fact that before applying a particular effect, firstly, it is necessary to bring
circuits to a certain initial condition, and secondly, to ensure the transfer of the circuit response
to these patterns to one of the outputs. Accordingly, while implementing the DFT concept, it is
necessary to analyze the controllability and observability of specific project components.

Since the number of internal statuses of a circuit can be very large, the number of input
vectors required to test only one specific sequential circuit error becomes unacceptably large.
As a result, the original (special, ad hoc) methods can be applied in the design process. The
following are typical examples:

1) Introduction of additional hardware into the circuit. This facilitates the testing, but
produces no effect on the functional features of the circuit.

2) Introduction of additional inputs and outputs and adding test points into the circuit. They
serve for the testing process implementation.

3) Partitioning of large finite state automation.

4) Introduction of special test buses.

In any case, the effectiveness of such methods depends on the subjective properties of the
developer, inter alia, his qualifications and experience, which cannot be taken into account in
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the design automation process. Therefore, the following two common unified methods (e.g., see
[3]) are integrated and applied in contemporary VLSI CAD systems:

1) Testing based on scanning (boundary scan), when the feedback loops break in the process
of testing, and the sequential circuit is converted into a combinatorial one, and peripheral
scanning of the circuit is being performed.

2) Built-in self-test (BIST), when modules are embedded into the integrated circuit,
providing the self-test opportunity without the application of external templates or with a
minimum number of them (the self-control concept).

The contemporary design implementation with a sequential scanning for the first time assumes
that the circuit registers are modified so that, in addition to the normal operation mode in the test
mode, they are sequentially connected and form a sequential shift register. A simple example
illustrating this approach is shown in Fig. 1.

In0 In1 In2 In3
TestEn DC ’_{[: ’_{[: ’_{[: ’_{[:
L L L L
Scanin T 1 ScanOut
DFF DFF DFF DFF
Out0 Out1 Out2 Out3

Fig. 1. Diagram of a 4-bit register with a sequential scan chain.

When the «Test» signal level is low, the circuit is in the normal operation mode. In the
test mode, «Scanln» input is activated, and the registers are connected into the scan chain so
that the 4-bit register output is connected to the output branching logic and is duplicated at
«ScanOut»output, which is in turn connected to «Scanln» input of the adjacent register.

The most common and technically complete solution of the sequential scanning is the status
scan method (Level-Sensitive Scan Design — LSSD), the main idea of which is to use the shift
register latch (SRL), the operation of which is shown in Fig. 2.

I
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Fig. 2. Shift Register Latch.
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The circuit consists of two latches, and the second one is used only when scanning. In
the normal mode, A and B inputs are at low level and D, C and Q signals form data inputs,
clocking and output, respectively. In the scan mode, the clock signal is generated by the
low C level, SI is the input, and SO is the output, while A and B operate as two-phase clock
signals of the test mode.

LSSD method is widely applied in the test automation programs. IEEE 1149 standard is
currently the regulatory document for the organization of scanning systems.

The self-control methodology is an alternative to scanning, which is increasingly applied
in the automation of VLSI and ICS design. In this case, the circuit itself generates tests
and checks their results. Tests can be exhaustive, i.e., detecting all possible failures, which
requires a lot of resources. In practice, a random subset is formed from the whole range of
possible input signals.

Analysis and model description of possible circuit faults always comes before the
automated development of test codes. In the most critical cases, the standard models of short-
circuit defects such as stuck-at-zero (sa0) and stuck-at-one (sal) can be added to the fault
models of such types as «permanently open transistor» or «open circuit» (stuck-at-open) and
stuck-at-short. However, the addition of these faults requires proper justification, as it leads
to a significant complication in the process of generating test codes, while many faults of this
type can be replaced by sal or sa0.

In the process of automatic generation of test codes, a minimum amount of test vectors
is set. It is usually assigned on a random basis, but covering most of the errors in the circuit.
Determining the minimum amount of test vectors is based on the accepted fault model and
special algorithms and is a complex technical task, which belongs to one of the intensive areas
of development in the field of computer-aided design and is solved by CAD developers in a
different manner. As a standard example illustrating the research nature of such activities one
can mention the work [4] performed by the MIREA — Russian Technological University. During
the work, inter alia, a software tool for automating the methods of the test systems building was
developed on the basis of the proposed methods of dynamic verification of system exchange
modules and universal verification technology. This allowed more than 30% reduction of the
labor costs for the development of test systems for dynamic verification of system exchange
modules in the course of development of the domestic microprocessors of a new generation [5].

The example of a pseudorandom generator of a subset of input signals is the circuit of
N sequentially connected one-bit registers with an EXCLUSIVE OR element connected to
two of them, the output of which is supplied to the input of the first register. Thus, Linear
Feedback Shift Register — LFSR is formed, which runs through 2N-1 statuses, which is a
pseudorandom sequence, and the initial register loading determines which pseudorandom
sequence will be formed.

The response analyzer is a compare circuit with possible statuses, the sets of which are
stored inside the circuit memory. To reduce service costs a response compression method is
applied before comparison. This approach is called a signature analysis, because in this case
the response analyzer consists of the output dynamic compression circuit of the tested circuit
and the comparator. The simplest single-bit stream signature generator counting the number
of transitions from zero to one and from one to zero is presented in Fig. 3.
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Fig. 3. Example of the circuit signature generator.

Matching of the received signature with the predetermined one can be considered as a
successful passing of the test, since the probability of obtaining a signature match with an
erroneous sequence of transitions is small.

The circuit combining the modules of test code generation and signature analysis is a
modification of the self-testing methodology. In this case, the EXCLUSIVE OR operation
is applied to the output word and LFSR content, forming a test signature at the end of the
test sequence. In case of such activation, by means of the actuating signals the circuit can be
switched from the test configuration to the shift register or to the scanning shift register. This
method is called the built-in logic block observation — BILBO. The three-bit BILBO controller
circuit is shown in table and Fig. 4.

Three-bit BILBO controller operating modes

BO Bl State
1 1 Normal Operation
0 0 Scan
1 0 Pattern Generation or Analysis
0 1 Reset
BO |po D1 D2
B1
Scan Input Scan Output
R R R
SO s1 s2
Scan Input Scan Output
- == F—_—_——————— — — >
Y |
Input < pe) Output
> Combinational > Combinational —>
2 b et > S b mnar
= circuit = circuit
[aa] [aa]
I A

Fig. 4. Three-bit BILBO controller circuit and its operating modes.

Before the test some number is loaded into the register A of the circuit that initializes the
register B. The register A operates in the mode of generating pseudorandom codes, while the
register B, in the signature analysis mode. The signature is read from B upon the completion of
the test sequence transfer.
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Difficulties of determining the project malfunctions

Contemporary VLSI can not only be systems on chip (SoC), but also systems in package
(SiP). In this case, due to the fact that each chip can have its own testing system, the entire
assembly test can only be performed using a built-in self-test. ICS test concept involves the
inclusion of test modules into the configurable interface nodes connecting the chips and
providing synchronization and data exchange. Development of ICS design and verification
ideology is, inter alia, represented through an increase in the level of project abstraction aimed
at the application of higher-level languages in CAD [6].

Despite numerous procedures of IC project verification, chips that have already been
manufactured may contain defects that disrupt its performance. A breach of functional
specifications may be due to both objective factors, such as defects in raw materials or
fluctuations in technological modes, and subjective ones, intentional changes (hardware Trojans).
Verification of IC after its manufacture is a complex and expensive procedure that requires the
solution of a whole range of engineering tasks. The detailed analysis of possible threats caused
by the violation of functions of the executed projects is represented in the monograph [7].

Protection of integrated circuits and systems based on them, which is aimed at identifying
and eliminating unnecessary interventions into the design solutions, should be implemented
through various methods. In particular: 1) at the level of standard project library elements
testing; 2) by means of IC boundary scan systems; 3) by means of an appropriate upgrade of
vulnerable software. Detailed studies of this task and analysis of their results show that the
development of trusted intelligent data processing systems is a complex scientific and technical
task that requires thorough analysis and research to develop grounded technical solutions at
all the design stages. In the microelectronics CAD market, the testing solutions are mainly
represented by major DFT suppliers in the field (Cadence Design Systems, Mentor Graphics,
Synopsys). These packages vary significantly in terms of technology, design overhead costs,
design rules, and ease of use.

It is obligatory for the structure of contemporary CAD to contain 1) modules for checking
the implementation of design rules (design Rules Check, DRC) set by the manufacturer and 2)
modules for checking the compliance of the pattern of the obtained topology and functional
diagram of the device (Layout Versus Schematic, LVS). The correct application of the rules
and LVS tools in principle provides for conducting the analysis of intentional or unintentional
errors in the chip topology after its manufacture. The set of standard library elements (valves,
logic cells, triggers, etc.) serves the basis of any project. Thus, conformance testing of the
behavioral description and the results of the designed operations is the necessary stage of IC.
Such testing is carried out by modeling in specialized tools of different CAD manufacturers
(Cadence Design Systems, Synopsys and Mentor Graphics) and comparative analysis of the
results. The developed method of conformance testing of topology and the electrical circuit
was checked using test chips. The method consists of the following procedures: recognizing
circuit elements by a topological pattern; restoring links between the elements; forming chains
of connection (net list) matching the real electric circuit; comparing the extracted net list with
the original one.

Recognition of circuit elements by topological pattern is based on the preliminary geometric
processing of the topology pattern for layer-by-layer coding of the contours of all elements of the
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topology and subsequent application of logical operations with the figures in order to identify
transistors, interconnects and other circuit elements. E.g.: «polysilicon layer» — AND operation
— «diffusion layer» = «transistor channel»; «diffusion layer» — AND operation — «metal layer»—
AND operation — «contact layer» = «transistor outputy.

Restoration of links between the elements is carried out by monitoring the routes of the identified
interconnects connecting the outputs of the identified elements with subsequent conformance
testing of the topology and the electric circuit. The method analysis demonstrated that it is more
effective to compare the connections at the logical level, not at the level of transistors.

The report on testing results contains: information about the match of the output data of the
Spectre and Verilog simulation; check for compliance with the design rules of the manufacturer;
check for errors in LVS report. Contemporary CAD tools provide the opportunity for detailed
research and analysis of a particular element operation. Cadence NC-Verilog simulator
combined with SimVision visualization tool can serve as an example, as well as Spectre MDL
and Cadence ViVA.

Special hardware protection modules built into IC, the control of which will allow the
developer to identify possible bugs and breaches that can lead to operation failures and correct
them, serve as an additional measure of protection of IC projects manufactured by foreign
companies. The detailed development of such modules should be project-specific and is a
subject of separate studies. IEEE Std 1500 standard is the basis of such methods, according
to which each core of the designed system on chip should have a test harnessing. A detailed
description of hardware and software methods to counter malicious inclusions into chips and
design for IC security purposes is given in the papers [7, 8].

A significant addition to CAD tools providing for verification and even correction of the
already manufactured chips is represented by the methods for analyzing IC topology. The
methods are based on the technology of the ion beams preparation. Examples of such studies
are presented in publications [9].

Thus, in terms of the analysis of possible breaches of project integrity and development
of the requirement to the description and structure of models of standard digital circuits and
complex functional modules, one can make the following conclusions.

Contemporary VLSI CAD applications provide for achieving the full covering of the
project, but the resources required for this purpose can be non-optimal, both in terms of time
required and the cost of test equipment. As a result the control of the functional integrity of the
project is possible with some degree of probability.

The built-in self-testing units are usually generated automatically in the form of RTL code
or part of a netlist and are difficult to distinguish from units also included in the project, but
performing any other function, inter alia, a malicious one. The correctly implemented means of
scan testing and built-in self-testing can confirm only the completeness of the project functionality,
but not redundancy, especially if the redundant functions are not activated by digital signals of the
circuit, or the results of its operation do not affect the basic functionality of the circuit.

The test circuits generating means, both scanning circuits and built-in self-testing can pose
threats to information security, since VLSI CAD software products are proprietary, and their
source code is closed, and control of the project changes made by the test generation programs
is performed by these means.

It is essential that in the standard design flow, usually provided by the manufacturer in the
form of PDK, standard testing tools are not designed to control the topological integrity of the
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project. Formal verification of the project, both before and after the implementation of testing
circuits, for the presence of changes in the functionality of the project itself may not reveal the
breach done, especially if the formal verification is carried out by means of CAD of the same
manufacturer as CAD for the testing circuits’ generation.

As long as all contemporary developments of domestic VLSI are manufactured with
varying degrees of the foreign companies involvement, a prerequisite for ensuring the reliable
operation of these products is the development and implementation of special organizational
and technical measures aimed at analysis, identification and elimination of possible distortion
of projects in the form of software and/or instrument bugs directly at the design stage, inter alia,
in the form of nodes complementing scanning and self-testing modules. Such measures, inter
alia, are:

— Analysis of the libraries of standard elements used in the project with complete disclosure
of their specifications, i.e., descriptions at the topology level, circuit diagrams and methods of
checking design and verification rules.

— Creation on the basis of libraries of standard elements in models and programs of the
analysis of special nodes with a function of physical non-cloning, serving as standards for
comparison with results of tests and the manufactured chip.

— Analysis of IP modules used in the project with the maximum disclosure of the internal
structure, and especially the methods and algorithms for providing test covering and circuits for
peripheral scanning and/or built-in self-testing nodes.

— Introduction of special modules (IP-infrastructure Security-I1IPS [10]) into the project,
which are complex functional units specifically designed to check for protection against possible
bugs (hardware Trojans).

— Development of special test kits and methods of their generation at the function design stage
to detect malicious nodes and programs both inside SoC cores and at the level of system buses.

— Development of methods for special hardware measurements of the manufactured circuits
parameters and analysis of their results, inter alia, according to the measurement of delays in
signal propagation and/or bus consumption currents.

Conclusions

Specific examples show that the protection of integrated circuits and systems based on
them, the purpose of which is to identify and eliminate undesirable interference in design
solutions, should be implemented by various methods: at the level of standard project library
elements testing; by means of IC boundary scan systems and by means of appropriate upgrade
of vulnerable software. Performed studies and analysis of their results show that development
of trusted intelligent data processing systems is a complex scientific and technical task that
requires thorough analysis and research to develop grounded technical solutions at all the
design stages.
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