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Abstract

Objectives. Radiophysical processes involving the electrodynamic formation of signal radio images diffusely
scattered by the signature of small-sized objects or induced by the near field of radio devices are relevant for
identifying radiogenomic (cumulant) features of objects in the microwave range in the development of neuroimaging
ultra-short pulse (USP) signal radio vision systems, telemonitoring, and near-radio detection. The paper sets out
to develop methods and algorithms for vector analysis of radio wave deformation of nonstationary fields forming
a signal radio image based on radiophysical and topological characteristics of small-sized objects; to develop
software and hardware for registration and neural network recognition of signal radio images, including methods
for the synthesis and extraction of signal radiogenomes using digital twins of objects obtained through vector
electrodynamic modeling; and to analyze signal radio images induced by elements of printed topology of electronic
devices.

Methods. The study is based on statistical radiophysics methods, time-frequency approaches for wavelet
transformation of USP radio images, numerical electrodynamic methods for creating digital twins of small-sized
objects, as well as neural network authentication algorithms based on the cumulant theory of pole-genetic and
resonant physically unclonable functions used in identifying signal radio images.

Results. The results of fundamental research on electrodynamic effects of vector-wave deformation of nonstationary
fields of sub-nanosecond configuration are presented as a means of identifying and authenticating signal radio
images. Neural network techniques for cumulant formation of radio genomes of signal radio images are proposed
on the basis of pole-genetic and resonant functions.

Conclusions. A radiogenome, representing the unique authenticator of a radio image, is shown to be formed on the
basis of physically unclonable functions determined by the structure and set of radiophysical parameters of the
image. Cumulant features of signal radio images identified on the basis of pole-genetic and physically unclonable
resonant functions of small-sized objects are revealed.
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Pesilome

Llenu. Llenb paboTbl — paspaboTka METOA0B 1 anrOPUTMOB BEKTOPHOIO aHanmM3a pazroBOIHOBOM Aedopmanmm He-
CTaLMOHApPHbIX Nonen, obpasyloLmx CUrHaibHOE paamonsobpaxeHue, onpenensemoe pagnodn3nyeckumMmm n To-
NOJIOrMYECKNMM NMPU3HAKaMy ManopasMepHbIX 0ObEKTOB; CO3AaHMeE NPOrpaMMHO-annapaTHbIX CPeacTB perncTpa-
UMM 1N HEMPOCETEBOr0 Pacrno3HaBaHWs CUMHasNbHbIX PAAMOM300paxXeHunii, B T.4. METOO0B CUHTE3a N 3KCTPaAKLMN
CUrHaNbHbIX PAAVMOreHOMOB MPY MOMOLLM LIMPPOBbLIX ABOMHNKOB 0OBbEKTOB, MOMYYEHHbIX MOCPEACTBOM BEKTOPHOIO
3/1EKTPOANHAMMNYECKOrO MOAENVPOBAHWS; aHANIN3 CUMHANbHbIX PaANON300paXKeHN, HABOONUMbBIX 9NIEMEHTaMK Nne-
4aTHOW TOMONIOrNN 3NEKTPOHHbBIX YCTPONCTB.

MeTopabl. /cnonb3oBaHbl MeTOAbl CTAaTUCTMYECKON paanmodu3nkm, 4YaCTOTHO-BPEMEHHbIE METOObl BEVBNET-
npeobpazoBaHNa GUHUTHBLIX BO BDEMEHW CUTHAMNBbHbIX PAANOM300PaXeHUI, YACTEHHbIE METOAbI 9NEKTPOANHAMUKN
npwv co3aaHnm undpoBbIX ABOMHUKOB Manopa3MepHbIX 0ObEKTOB, a Takke HEMPOCETEBbIE aNrOPUTMbI ayTEHTUMU-
Kaumn, OCHOBAHHbIE Ha KYMYJIIHTHO TEOPUM NOJTIKOCHO-TEHETUYECKNX U PE3OHAHCHBIX PU3NYECKM HEKITOHNPYEMBIX
GyHKUMIA (PHD), ncnonb3yembix Npy pacno3HaBaHUW CUTHANbHbIX PAAMON306pakeHNiA.

PesynbTatbl. [pyBeaeHbl HaydHble pes3ynbTaTbl GyHAAMEHTaNbHbIX UCCNEeN0BaHUI 3NEKTPOANHAMNYECKUX 3P-
$eKToB BEKTOPHO-BONMHOBOW AedopMaunn HecTaumoHapHbIX Mofeii CybHaHOCEKYHOHOW KOHbUrypaumm, npes-
CTaBNsIOLLME UHTEPEC NPW Pacrno3HaBaHUM N ayTEHTUdUKAUMN CUTHANBbHBIX paanon3obpaxeHuii. MNpennoxeHsi
HeMpoCceTeBble METOAbI KYMYNISIHTHOrO (pOPMUPOBAHUSA PaaNOreHOMOB CUTHaNbHbIX paaon3obpaxeHnii Ha 6ase
MOJIIOCHO-TEHETUYECKNX U PE3OHAHCHbLIX PYHKLIMIA.

BeiBoAbl. [oka3aHo, YTO PAAMOreHOM — YHUKa/bHbIA ayTeHTUdMKATOP paamonsobpaxeHms — popmupyeTcs B 6a-
3uce PHD, onpepensiembix CTPYKTYPO M HAGOPOM PaaMopr3NYECKUX NapamMeTpoB 00bekTa. BbiSBNEHbI KyMYyNsSHT-
Hble NPU3HAaKN Pacno3HaBaHUS CUMHAJbHbIX PaAMON300paxKeHNnin B 6a3nce NontoCHO-reHeTUYECKMX U PE30HAHCHbIX
DOH®D manopasmMepHbIX 0O6LEKTOB.

KnioueBble cnoea: CurHasibHOE PaavoBuAEHUE, PAONOreHOM, PaanonsodpaxeHue, hrUsnyeckn HeKIoHpyemas

GYHKUMS, KYMYSIHTa, MOMIOCHO-reHeTndYeckme hyHKUUN

e Moctynuna: 28.01.2024 » Aopa6oTtaHa: 21.02.2024  MpuHsaTa k onyonukosanuio: 19.05.2024
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Mpo3pavyHocTb GPUHAHCOBOW AEeATENIbHOCTU: ABTOPbI HE MMEIOT GUHAHCOBOV 3aUHTEPECOBAHHOCTU B MPEACTaBMEH-
HbIX MaTepuanax nam meToaax.

ABTOpPbI 3aBASOT 06 OTCYTCTBMM KOHDIMKTA MHTEPECOB.
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INTRODUCTION

Signal radio vision is a field of radiophysics
that studies methods for forming, processing, and
authenticating vector radio images of objects in the
superhigh frequency (SHF) range, which result from
the diffuse scattering by the object signature of an ultra-
short pulse (USP) object or USP induced by electronic
devices during transients on their components and
distributed topology reactivities [1, 2]. Signal radio
vision technology is based on the electrodynamic effect
of vector-wave deformation of nonstationary fields of
subnanosecond configuration. For ultra-wideband radio
monitoring tasks, this can be used to obtain not only
a vector radio image in the form of a signal radio profile
(SRP) but also information about the radiophysical
parameters of the irradiated object, including synthesizing
a time-spectral radiogenome or unique authenticator on
the basis of physical unclonable functions (PUF) [1-9].
Indeed, radiometric authenticators of objects (including
radioelectronic devices) determined by the parametric
distribution of reference element characteristics and
inhomogeneities composing their structure (signature,
topology, architecture, etc.) are hidden in wave
deformations (dispersive, dissipative, polarization, time-
frequency, and phase-dynamic) of the electromagnetic
field scattered or induced into the USP space [10-14].
In order to identify radiogenomic features of small-sized
objects in the SHF range, a neural network approach for
authenticating radio images via cumulants on the basis of
pole-genetic and resonant PUF synthesized using digital
twin technology (numerical methods of electrodynamic
modeling) [3, 10] is proposed.

On the basis of previously published research
results in the field of signal radio imaging, including
those presented in [1, 2, and 12], it can be shown that
authenticators of different objects defined by the PUF
reference basis are hidden in wave deformations of the
USP field. Due to the quasi-identical envelopes of wave
profiles of signal radio images of dissimilar objects,
restrictions are imposed on their identification by means
of USP envelopes. As a consequence, it becomes relevant
to practically implement radio wave technologies of
subnanosecond resolution.

1. FORMATION AND AUTHENTICATION OF
SIGNAL RADIO IMAGES DIFFUSELY SCATTERED
BY SIGNATURE OF SMALL-SIZED OBJECTS

The time-frequency authentication of signal radio
images is determined on the basis of a priori research
data on electrodynamic features of the radio wave
processes of non-stationary fields, which are scattered on
the impedance inhomogeneities of an irradiated object.
This involves the development of adaptive algorithms

for analyzing USP based on singular-statistical methods
for obtaining reference frames (radiogenomes) in the
time profiles of signal radio images, forming the most
complete representation of the object structure in the
SHF range (Fig. 1) [1, 2, and 9].

Neural network algorithms have been developed
on the basis of cumulant theory of pole-genetic and
resonant functions for finding and identifying reference
frames in a radio signal image, which can be achieved by
experimentally synthesizing specified impulse responses
(IR) or using digital twin technology [1, 2, 9]. A neural
network used for identifying signal radio images with
an ultra-precise ConvNet architecture consisting of
three layers is based on an Intel Neural Compute
Stick 2 16-core USB computing module (Intel
Corporation, USA), which uses backpropagation while
training to minimize error probability when identifying
the signature of a small-sized object.

Fig. 1. Reduced signal radio image of a small-size UAV
object: (a) USP periodicity on the equivalent time interval;
(b) reference frame of the signal radio image. S is scale
reduced to the USP power maximum (dimensionless);
tis equivalent time of stroboscopic transformation

Analyzing the time-frequency distribution of
diffusely scattered USP implies a preliminary wavelet
transformation of the complete radio response,
whose signal radio image concentrates the signature
radio genome of the small-sized object’s equivalent
inhomogeneity, which is formed by its instantaneous
effective scattering area (ESA). This influences the
nature of the spectral formant superposition produced by
the electrodynamic process of wave deformations of the
nonstationary field £,H-components [1-10]. In this case,
decomposition of the signal radio response of the object
in the coordinated mode can also be achieved by discrete
formation of the USP power spectral density function
in time [10]. This provides a unique opportunity to
create a library of signal radio genomes of small-sized
objects of the “unmanned aerial vehicle” (UAV) type by
specified signatures for generating a priori information
about USP radio images [1, 2, and 10]. Indeed, in
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case of USP diffuse scattering by a small-sized object
with dynamic ESA, the wavelet transform at the time
set by a given windowed frame function permits the
radiophysical behavior of USP wave deformations s(¢)
to be localized and even identified when interacting with
the signature. Thus, the functional character of the USP
signal change y(7) is shown to be completely determined
by IR properties A(f) of the propagation medium and the
family of local IR of the object, as follows:

[ee]

Y0 =H[s0)]= [ st -)dx,

—00

where H is the USP wave deformation operator
determined by radiophysical and topological properties
of the object signature.

At the same time, the singular-statistical evaluation
of radio image reproducibility shows that the beat
interference generation conditioned by multipath copies
of y(?) significantly affects ambiguity when identifying
pole-genetic functions of the radiogenome [3]. At the
same time, wavelet cepstral postprocessing of the form

+
Clg)=—- Tdry In[S(@)]’ /% do,
21

~Opdry

which is the most effective approach when decomposing
signal radio images by pole-genetic functions, can be
used to compensate for the impact of Rician
interference [ 1, 2]. Here, S(®) is USP amplitude spectrum
s(f); *pgry is boundary frequencies of integration;

ln[S(oo)]2 is logospectrum; and g, is cepstral time
variable.
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Considering the case when the radio image of
an object can be represented by the difference in its
intrinsic IR of the same signature shifted by the USP
duration, the radio genome of the small-sized object
is defined by complex basis of intrinsic resonant
frequencies ®,,, m = 1, 2, ..., N, while the evaluation of
the small-sized object IR is reduced to finding its pole
functions

c: C
o)=—L—-——"_ 4 =0 _+jy ,
0, (®) ord g I On

concentrated in the frequency-to-time mapping (FTM)
of the scattered USP radio response. Here, it is assumed
that each of basic functions Q, (w) with complex

amplitude C,, contains pole cumulant ¢,, with
frequency o, and dissipation coefficienty,, set as a priori
information when constructing a recurrent neural
network for identifying signal radio images.

The vector radio images of the baseline signatures
of the radiogenome of small-sized UAV-type objects
and their corresponding pole functions at signal-to-noise
ratio (SNR) equal to 12 dB shown in Fig. 2 include
those used to determine the functional relationship
between the change of the object signature in time and
its radiogenome [1, 2—8, and 10].

The object signature PUFs (reference identifiers)
can also be resonant frequencies (resonant cumulants)
characterizing the set of reference elements and object
signature inhomogeneities forming the superposition of
resonators.

The nature of the PUF distribution comprises two
elements, a “forced” component due to the influence of
polarization, field strength distribution rate, direction

x 10710
2.5
Q,dBm No object
- ==-Phase 1
Phase 2
2.0 Phase 3
=rmime Phase 4

(b)

Fig. 2. UAV vector radio images (a) and their corresponding pole functions
(b) obtained at periodic time phases of 10 ns; fis linear frequency (w = 21f)
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Fig. 3. Cepstral representation of the resonant components of the UAV signal radio image for two orthogonal
signatures of a small-sized object: (a) angular position at 0°, (b) angular position at 90°

and conditions of the USP propagation medium, etc.,
and a “mode” component associated with USP diffuse
scattering on resonant and selective structures of the
object signature. Thus, in order to extract the mode
component on the basis of a priori information on
resonant frequencies obtained, for example, when
irradiating a digital twin (electrodynamic model) of
a small-sized object, a discriminative (anti-resonant)
signal d(7) of finite duration 7, fitted to the radio image
compensates for resonances in scattered USP s(7), at
which convolution

Te
w(6)=d s(t) = j d (st —1)dt
0

for ¢ > T, tends to zero.

Figure 3 shows cepstral functions C(g) of resonant
cumulants and the mode component comprising the
radio genome of the UAV signal radio image [7, 10],
whose vector radio image of pole functions is shown in
Fig. 2.

According to published research, at SNR equal to
12 dB and a discriminative difference of 10 dB between
scattered USP and reference PUF, the reproducibility of
radio image identification by resonant responses may
reach 0.95. In other words, since the singularization of
radio images of small-sized objects in a given basis of
resonant frequencies (radiogenomic features) used as
cumulants of the neural network does not require a priori
information about the complete time-spectral function
of the object radio image, the probability of identifying
object radio images by reference identifiers can be
increased [9, 7, 10-12].

2. FORMING AND MONITORING SIGNAL RADIO
IMAGES INDUCED BY PRINTING TOPOLOGY
ELEMENTS OF ELECTRONIC DEVICES

Signal processes on reactive components of
electronic devices (ED) are generally accompanied by
the energy redistribution between capacitive and
inductive elements (hereinafter referred to as
accumulators) determined for a multiparameter system
by stochastically oscillating electromagnetic radiation
induced into space, forming SRP or a unique ED
radiometric image. In this case, parasitic reactivities in
conducting lines distributed as electronic circuit
parameters that include interlayer topology elements can
result in signal distortions related to the steepness of
signal edges and impedance over-reflections [11]. This
typically results in a lowered maximum frequency of
digital devices or reduced capacity of microcircuit power
outputs. At the same time, the supply line in the ED
printing module topology accumulates electric and
magnetic energy, combining inductances, capacitances,
and ohmic losses whose values depend on the line
topology and material properties. When analyzing SRP
formation in the ED module with radiating circuit
architecture (topology), the relationship between
consumer loads and accumulators should be taken into
account. These interrelations are determined by the
values of roots of the secular equation set up for the ED
radiating circuit architecture. The radiation in the ED
fragment topology results in the energy redistribution
between reactive accumulators. The general solution of
this equation is the oscillation free component (U,;) with
complex-conjugate roots 151,2 =-01 jo. The ED node
usually comprises a group of components forming the
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electrical circuit architecture. The total operating field of
an electronic circuit node is a superposition of emissions
of input and output circuits constituting it. At time
instants corresponding to the arrival of an actuating
pulse (supply voltage, mode switching, or clocking),
these components emit free damped oscillations
described by the following expression:

N N 5
U(t)= Z}Uﬁi ()= §U0ie‘ (1=t0i) in 2mf; (1~ 1) .

here, N is the number of components; Uy, is the reduced
value of the free component of ith oscillation; U, is the
reduced amplitude of the first half-wave of ith oscillation;
9; s the damping factor of ith oscillation; # is the current
time; #,, is the radiation time of ith oscillation; and f; is
the frequency of ith oscillation.

The ED SRP decomposition with decomposition
into formant components is shown in Fig. 4.

Analyzing the curves shown in Fig. 4b, it can be
seen that signal parameters of SRP N-formant
components carry information about the electronic
node [12-15]. The number of sources of damped
oscillations can be obtained from the N value to estimate
whether all node elements of interest participate in
radiation. Since not all emitters participate in the SRP
formation, fewer emitters than in the reference SRP
(received from a functioning original ED) means that
ED malfunction (or unoriginality) has been detected.
A number of emitters exceeding the reference value
indicates incorrect measurement or that interference
occurred during measurement. The amplitude of the first
half-wave of oscillations U, (Fig. 4b) depends on the
radiation power of the considered node components. The
power of this radiation is proportional to the voltage
drop across the emitter and inversely proportional to
double the wave impedance of emitter Z [16]. Since the

(a)

wave impedance of the emitter does not depend on
electrical ~ characteristics of the investigated
radioelectronic node, the reduced amplitude of the first
half-wave of the oscillation can be used to estimate the
electrical potential at the emitter. The oscillation the
damping factor & determined by inductance and ohmic
resistance shows the energy dissipation rate. While
parasitic and concentrated inductances are not
significantly dependent on changes in external factors,
the equivalent ohmic resistance significantly depends on
temperature. The biggest changes are in specific
resistances of supply conductors p and conducting

. . . d
regions of semiconductor devices ﬁ =a,p, where o,

is the temperature coefficient of conductor specific
resistance (for copper, o, = 4.1 - 1073 1/K). Thus, the
damping factor essentially indicates the temperature
difference between the radiating node and the temperature
at which the SRP reference measurement has been taken.

At equivalent capacitance values of the order of tens
picofarads and equivalent ohmic resistances measured
in tenths of 1 ohm, oscillation frequency f contains
information about the quality of gate dielectrics of metal-
oxide-semiconductor structures or modes of operation
of p-n-junctions of ED radiating radioelectronic
nodes. Here, oscillation frequencies are informative
provided that there is a reference signal with previously
extracted parameters. In this case, the radiation start
time ¢, reflects the transmission rate of the disturbing
influence and characterizes the response rate of the node.
By comparing the measured value of this parameter with
the reference value, the conclusion can be made about
the change in the responsiveness of the considered ED
components.

The physically unclonable function obtained
by registering the electrical component of the
electromagnetic radiation of ED electronic components
defines physical parameters of the item taking into

U
f, 6, i=1
U01
N\ s, i=2
IU02
fs 6, i=3
UO
f
\ 4 8, i=4
04 too -
0 2 o4 6 8 10 t,ns
(b)

Fig. 4. SRP time representation:
(a) superposition of radiations, (b) SRP components
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account the scatter of technological tolerances on
component parameters. Reconstruction and analysis
of this PUF by cross-correlation with the reference
accepted by ED manufacturer, as well as comparison
of the parameters obtained by the complex PUF
decomposition allow evaluating the originality of the
radioelectronic item remotely [17].

For recording SRP in laboratory research, sensitive
ultrabroadband antennas, oscilloscopes with memory
(or data transmission) function, and low-noise power
preamplifiers providing a bandwidth of several
gigahertz can be used. The detail of SRP research and
the possibility of estimating the device radiometric
characteristics depend on the bandwidth and sampling
frequency. Due to its flexibility, the software-defined
radio system for receiving and processing SRP opens
up new opportunities in fields of nondestructive testing
(NDT) and determining ED authenticity [18].

The total operating field in digital ED is emitted
while applying the supply voltage to generate signals for
controlling internal and external periphery at changes of
power consumption mode. In the case of analog circuits,
SRP is emitted only at the moment of supply voltage
application.

In order to obtain the damping factor and the
elementary radiation phase, the windowed Fourier
transform is used. This method can be used to obtain
the spectrum of damped oscillations with corresponding
bias for each discrete quantity. For visualizing data in
the form of samples, a three-dimensional dependence of
the reduced value of signal energy X on frequency fand
window position ¢ is plotted (Fig. 5).

( SRP registration j

Correlation analysis
of SRP and reference
mark

Authentication j

Decomposition
(N, , ty, 6, Up)

[ Unidentified j

Creating
compliance
matrix

X2 <0.95

¢ X?>0.95

Pearson’s —
[ chi-squared test H Identified j

2
A

Fig. 5. SRP three-dimensional spectrum

When the amplitude value reduced to frequency
increases or does not change with increasing time, the
absence of radiation at this readout is indicated.
A decrease in amplitude indicates the presence of
radiation induction. The starting point of radiation is
defined by the moment of transition from increasing
amplitude to decay (peak point). The damping of the
reduced energy value corresponds to the dumped
oscillation law with the same factors X; =X0ie_6it,
where X, is the amplitude spectrum of ith oscillation at
the start point. Correct SRP decomposition with
parameter extraction is possible at SNR more than
18 dB.

For ED authentication, the compliance matrix is
created (Fig. 6), where “1” stands for the transmitter
parameter falling within the confidence interval
determined by simulation results or experimental
data.

Parameters miters ! 2 3 4
f 1 1 1 0

o) 1 0 1 1

ty 1 1 1 1

Uy 1 1 0 1

Fig. 6. Architectural algorithmics of ED authentication by SRP. N_ is the number of desired emitters,
while r(t) is the correlation between the received SPR and the reference mark

Russian Technological Journal. 2024;12(4):59-69

65



Digital technologies for signal radio vision
and radio monitoring

Mihail S. Kostin,
Konstantin A. Boikov

Taking into account that during ED authentication
the sample of SRP parameters is expected to fall into the
confidence interval (Fig. 6) determined for each emitter
experimentally, the Pearson’s chi-squared test may be
determined, as follows:

k e )2
o

J

where u; is the observed frequency of the feature in jth
group and e is the theoretical frequency of the feature
in jth group

The analysis based on the experimental data show
that for > > 0.95, the ED authentication reliability is
determined to be at least 95% [19, 20].

CONCLUSIONS

The radiogenome formed on the basis of PUF
determined by the structure and the set of radiophysical
parameters of the object serves as a unique radio image
authenticator to obtain information about radiophysical
parameters of both irradiated and radiating SRP of the
object.Radiometricauthenticatorsofobjectsincluding ED
determined by parametric distribution of characteristics
of reference elements and inhomogeneities constituting
their structure (signature, topology, architecture, etc.) are
hidden in wave deformations (dispersive, dissipative,
polarization, frequency-time, and phase-dynamic
ones) of the electromagnetic field scattered or induced
into the USP space. The vector-wave deformation of
nonstationary fields of subnanosecond configuration can
be used to identify and authenticate objects according
to signal radio images or so-called radio genomes on
the basis of synthesized pole-genetic and resonant

PUFs using neural network algorithms. The extraction of
SRP parameters using floating “window” provides new
opportunities in identifying ED radio-physical parameters,
including the development of new SHF technologies
for signal radio vision, telemonitoring, and short-range
radio detection. Further development of signal radio
vision technology will involve creating an algorithm for
identifying radio wave images based on vector analysis, as
well as the adaptation and emulation of a neural network
for identifying signal radio images with ultra-precise
ConvNet architecture on a single-board module, and the
formation and extraction of a database of radiogenomes of
small-sized objects and ED in order to create a prototype
of an autonomous neuroimaging hardware and software
system for short-range radio detection.

ACKNOWLEDGMENTS

The study was carried out within the framework
of the 170-IRI initiative research project on the topic
“Microwave technologies for signal radio vision,
telemonitoring and short-range radio detection.”
Scientific and practical results of recording radio images
were obtained using control and measuring equipment
from Rohde & Schwarz! in the laboratory of “Radio
wave processes and microwave modules” of the TESLA
educational and scientific center of the Department of
Radio Wave Processes and Technologies of the Institute
of Radio Electronics and Informatics of RTU MIREA.

Authors’ contributions

M.S. Kostin—formulation of the problem, conducting
the experiment, analyzing the results obtained, formulating
conclusions, and writing the text of the article.

K.A. Boikov—conducting the experiment, analyzing
the results, formulating conclusions, and writing the text
of the article.

REFERENCES

1. Kostin M.S., Boikov K.A. Radiovolnovye tekhnologii subnanosekundnogo razresheniya: monografiya (Radio Wave
Technologies of Subnanosecond Resolution: monograph). Moscow: RTU MIREA; 2021. 142 p. (in Russ.). ISBN 978-5-7339-

1565-4

2. Kostin M.S., Boikov K.A. Signal 'no-arkhitekturnyi reinzhiniring i radiosensornoe raspoznavanie elektronnykh sredstv (Signal-
Architectural Reengineering and Radiosensor Recognition of Electronic Devices: textbook). Moscow; Vologda: Infra-Inzheneriya;

2024. 152 p. (in Russ.). ISBN 978-5-9729-1832-4

3. Shadinov S.S. Spatial ultra-wideband visualization of probed near-field surveillance objects. Zhurnal Radioelektroniki =
J. Radio Electronics. 2020;7 (in Russ.). https://doi.org/10.30898/1684-1719.2020.7.8. Available from URL: http://jre.cplire.

ru/jre/jul20/8/text.pdf

4. Nerukh A., Benson T. Non-stationary Electromagnetics. USA: Jenny Stanford Publishing; 2012. 616 p. https://doi.

org/10.1201/b13058

5. Allen B., Dohler M., Okon E.E., et al. Ultra-Wideband Antennas and Propagation for Communications, Radar and Imaging.

USA: John Wiley & Sons; 2007. 475 p.

! https://www.rsh-tech.ru/ (in Russ.). Accessed January 31, 2024.

Russian Technological Journal. 2024;12(4):59-69

66


https://doi.org/10.30898/1684-1719.2020.7.8
http://jre.cplire.ru/jre/jul20/8/text.pdf
http://jre.cplire.ru/jre/jul20/8/text.pdf
https://doi.org/10.1201/b13058
https://doi.org/10.1201/b13058

Digital technologies for signal radio vision Mihail S. Kostin,
and radio monitoring Konstantin A. Boikov

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

11.

12.

. Mahafza B.R. Radar Signal Analysis and Processing Using Matlab. USA: CRC Press; 2016. 504 p.
. Carrer L., Yarovoy A.G. Concealed weapon detection using UWB 3-D radar imaging and automatic target recognition.

In: The 8th European Conference on Antennas and Propagation (EuCAP). 2014. P. 2786-2790. https://doi.org/10.1109/
EuCAP.2014.6902403

. Glnther L. Electromagnetic Field Theory for Engineers and Physicists. Berlin, Heidelberg: Springer; 2010. 659 p.
. Oppermann 1., Himéldinen M., linatti J. UWB: Theory and Applications. John Wiley & Sons; 2004. 248 p.
. Taylor 1.D. (Ed.). Advanced Ultrawideband Radar. Signals, Targets, and Advanced Ultrawideband Radar Systems.

Boca Raton, USA: CRC Press; 2016. 494 p.

Wang X., Dinh A., Teng D. Radar Sensing Using Ultra Wideband — Design and Implementation. In: Matin M.A. (Ed.). Ultra
Wideband — Current Status and Future Trends. 2013;11:41-63. https://dx.doi.org/10.5772/48587

Shadinov S.S., Kostin M.S., Konyashkin G.V.,, et al. Vector S-Parametric Analysis of Signal Phase Dynamic Radio Images.
Dokl. Phys. 2023;68(9):311-318. https://doi.org/10.1134/S1028335823090057

[Original Russian Text: Shadinov S.S., Kostin M.S., Konyashkin G.V., Korchagin A.S., Romanovskii M.Yu.,
Gusein-zade N.G. Vector S-parametric analysis of signal phase dynamic radio images. Doklady Rossiiskoi akademii nauk.
Fizika, tekhnicheskie nauki. 2023;512(1):78-86 (in Russ.). https://doi.org/10.31857/S2686740023050115]

Boikov K.A. Determination of parameters of electronic devices by the method of passive radio-sensor technical diagnostics.
Izvestiya vysshikh uchebnykh zavedenii Rossii. Radioelektronika = Journal of the Russian Universities. Radioelectronics.
2021;24(6):63—70 (in Russ.). https://doi.org/10.32603/1993-8985-2021-24-6-63-70

LebedevE.F.,Ostashev V.E., Ulyanov A.V. Means for generating ultra-wideband radio frequency emissions with semiconductor
field generators. Vestnik Kontserna VKO Almaz-Antei = Bulletin of Concern VKO Almaz-Antey.2018;1(24):35-42 (in Russ.).
Boikov K.A., Shamin A.E. Software Analysis of the Signal Radio Profile during Passive Radio-Sensor Technical Diagnostics.
J. Commun. Technol. Electron. 2022;67(11):1337—-1344. https://doi.org/10.1134/S1064226922110018

Astakhov N.V., Bashkirov A.V., Zhurilova O.E., Makarov O.Yu. Time-frequency analysis of non-stationary signals by
wavelet transform and windowed Fourier transform. Radiotekhnika = Radioengineering. 2019;83(6-8):109—112 (in Russ.).
Herder C., Ren L., van Dijk M., Yu M.-D., Devadas S. Trapdoor Computational Fuzzy Extractors and Cryptographically-
Secure Physical Unclonable Functions. IEEE Transactions on Dependable and Secure Computing. 2017;14(1):65-82. https://
doi.org/10.1109/TDSC.2016.2536609

Lukyanchikov A.V., Lyzlov A.V. Radio broadcast monitoring system using SDR technology. SVCh-tekhnika i
telekommunikatsionnye tekhnologii = Microwave and Telecommunication Technology. 2021;3:69—70 (in Russ.). Available
from URL: https://elibrary.ru/dxiqdb

Huang R., Cui H. Consistency of chi-squared test with varying number of classes. J. Syst. Sci. Complex. 2015;28(2):439-450.
https://doi.org/10.1007/s11424-015-3051-2

Liu Y., Mu Y., Chen K., et al. Daily Activity Feature Selection in Smart Homes Based on Pearson Correlation Coefficient.
Neural Process. Lett. 2020;51(2):1771-1787. https://doi.org/10.1007/s11063-019-10185-8

CNUCOK IUTEPATYPbI

. Koctun M.C., BoiikoB K.A. Paoduosonnosvie mexnonoauu cyoHanocekynono2o paspeutenus: MoHorpadus. M.: PTY MUPDA,;

2021. 142 c. ISBN 978-5-7339-1565-4

. Koctun M.C., boiikoB K.A. Cuenanvho-apxumexmyphwiti peuHsicunupumne u paouoceHcopHoe pacno3Hasanue 371eKmpoHHbIX

cpedcma: yuaeOHuk. M.: Bonorna: Mudpa-Nmxenepus; 2024. 152 c¢. ISBN 978-5-9729-1832-4

. Hlagunos C.C. TIpocTpaHCTBEHHAsI CBEPXIIMPOKOIMOIOCHAS BU3YaIN3allUsl 30HIUPYEMbIX OOBEKTOB OJMIKHETO paJuoHa-

omonenust. XKypran paouosnexkmponuxu. 2020;7. https://doi.org/10.30898/1684-1719.2020.7.8. URL: http://jre.cplire.ru/jre/
jul20/8/text.pdf

. Nerukh A., Benson T. Non-stationary Electromagnetics. USA: Jenny Stanford Publishing; 2012. 616 p. https://doi.

org/10.1201/b13058

. Allen B., Dohler M., Okon E.E., et al. Ultra-Wideband Antennas and Propagation for Communications, Radar and Imaging.

USA: John Wiley & Sons; 2007. 475 p.

. Mahafza B.R. Radar Signal Analysis and Processing Using Matlab. USA: CRC Press; 2016. 504 p.
. Carrer L., Yarovoy A.G. Concealed weapon detection using UWB 3-D radar imaging and automatic target recognition.

In: The 8th European Conference on Antennas and Propagation (EuCAP). 2014. P. 2786-2790. https://doi.org/10.1109/
EuCAP.2014.6902403

. Gilinther L. Electromagnetic Field Theory for Engineers and Physicists. Berlin, Heidelberg: Springer; 2010. 659 p.
. Oppermann 1., Himéldinen M., linatti J. UWB: Theory and Applications. John Wiley & Sons; 2004. 248 p.
. Taylor 1.D. (Ed.). Advanced Ultrawideband Radar. Signals, Targets, and Advanced Ultrawideband Radar Systems.

Boca Raton, USA: CRC Press; 2016. 494 p.

Wang X., Dinh A., Teng D. Radar Sensing Using Ultra Wideband — Design and Implementation. In: Matin M. A. (Ed.). Ultra
Wideband — Current Status and Future Trends. 2013;11:41-63. https://dx.doi.org/10.5772/48587

[Magunos C.C., Koctua M.C., Konsimukun I'B., Kopuarun A.C., Pomanosckuii M.1O., I'yceitn-3ane H.I. BexropHslii S-na-
paMeTpUUYCCKUI aHAIN3 CUTHABHBIX (Da30JMHAMHUCCKUX PATHON300paxeHuil. Jokradvl Poccutickotl akademuu nayk. Du-
3uxa, mexnuveckue Hayku. 2023;512(1):78-86. https://doi.org/10.31857/S2686740023050115

Russian Technological Journal. 2024;12(4):59-69
67


https://doi.org/10.1109/EuCAP.2014.6902403
https://doi.org/10.1109/EuCAP.2014.6902403
https://dx.doi.org/10.5772/48587
https://doi.org/10.1134/S1028335823090057
https://doi.org/10.31857/S2686740023050115
https://doi.org/10.32603/1993-8985-2021-24-6-63-70
https://doi.org/10.1134/S1064226922110018
https://doi.org/10.1109/TDSC.2016.2536609
https://doi.org/10.1109/TDSC.2016.2536609
https://elibrary.ru/dxiqdb
https://doi.org/10.1007/s11424-015-3051-2
https://doi.org/10.1007/s11063-019-10185-8
https://doi.org/10.30898/1684-1719.2020.7.8
http://jre.cplire.ru/jre/jul20/8/text.pdf
http://jre.cplire.ru/jre/jul20/8/text.pdf
https://doi.org/10.1201/b13058
https://doi.org/10.1201/b13058
https://doi.org/10.1109/EuCAP.2014.6902403
https://doi.org/10.1109/EuCAP.2014.6902403
https://dx.doi.org/10.5772/48587
https://doi.org/10.31857/S2686740023050115

Digital technologies for signal radio vision Mihail S. Kostin,
and radio monitoring Konstantin A. Boikov

13.

14.

15.

16.

17.

18.

19.

20.

boiikoB K.A. Omnpejenenne mapaMeTpoB 3JICKTPOHHBIX YCTPOHCTB METOJIOM ITAaCCHBHOM PAJHOCCHCOPHOW TEXHUUE-
CKOM JTMaTHOCTHKH. M38ecmusi gvicuux yueOHvix 3a6edenutl Poccuu. Paduosnexkmponuka. 2021;24(6):63—70. https://doi.
org/10.32603/1993-8985-2021-24-6-63-70

Jle6ener E.®., Ocramies B.E., YnbsHoB A.B. YcTpoiicTBa reHeprpOBaHUSI CBEPXIITUPOKOTIOIIOCHBIX H3TYUYECHHUH paii0o4acToT-
HOTO JIMaIla30Ha ¢ FeHepaTopaMu BO30YyXJICHUS MOIYIIPOBOIHUKOBOrO Tuna. Becmuuk Konyepna BKO «Anmas — Anmeiiy.
2018;1(24):35-42.

Boikov K.A., Shamin A.E. Software Analysis of the Signal Radio Profile during Passive Radio-Sensor Technical Diagnostics.
J. Commun. Technol. Electron. 2022;67(11):1337—-1344. https://doi.org/10.1134/S1064226922110018

AcraxoB H.B., bamkupos A.B., Kypunosa O.E., Makapos O.}O. YacToTHO-BpeMeHHOI aHAJIN3 HECTAIIMOHAPHBIX CUT'HAJIOB
METOJIaMH BEHBIIET-TTpe00pa3oBaHus 1 OKOHHOTO nipeodpaszoBanusi Dypwe. Paouomexnuxa. 2019;83(6-8):109—112.

Herder C., Ren L., van Dijk M., Yu M.-D., Devadas S. Trapdoor Computational Fuzzy Extractors and Cryptographically-
Secure Physical Unclonable Functions. /[EEE Transactions on Dependable and Secure Computing. 2017;14(1):65-82. https://
doi.org/10.1109/TDSC.2016.2536609

JlykbsinunkoB A.B., JIei3noB A.B. Cuctema MOHUTOpPHHTA pagino 3dupa ¢ ucrnosb3oBaHueM Texnonorun SDR. CBY-mexHu-
Ka u menekomMmyHuxayuonnvle mexunonoeuu. 2021;3:69—70. URL: https://elibrary.ru/dxiqdb

Huang R., Cui H. Consistency of chi-squared test with varying number of classes. J. Syst. Sci. Complex. 2015;28(2):439-450.
https://doi.org/10.1007/s11424-015-3051-2

Liu Y., Mu Y., Chen K., et al. Daily Activity Feature Selection in Smart Homes Based on Pearson Correlation Coefficient.
Neural Process. Lett. 2020;51(2):1771-1787. https://doi.org/10.1007/s11063-019-10185-8

About the authors

Mihail S. Kostin, Dr. Sci. (Eng.), Associate Professor, Head of the Department of Radio Wave Processes and

Technologies, Deputy Director, Institute of Radio Electronics and Informatics, MIREA — Russian Technological University
(78, Vernadskogo pr., Moscow, 119454 Russia). E-mail: kostin_m@mirea.ru. Scopus Author ID 57208434671,
RSCI SPIN-code 5819-2178, http://orcid.org/0000-0002-5232-5478

Konstantin A. Boikov, Dr. Sci. (Eng.), Associate Professor, Department of Radio Wave Processes and

Technologies, Institute of Radio Electronics and Informatics, MIREA — Russian Technological University (78,
Vernadskogo pr., Moscow, 119454 Russia). E-mail: bojkov_k®@mirea.ru. Scopus Author ID 57208926258,
RSCI SPIN-code 2014-6951, http://orcid.org/0000-0003-0213-7337

68

Russian Technological Journal. 2024;12(4):59-69


mailto:kostin_m@mirea.ru
http://orcid.org/0000-0002-5232-5478
mailto:bojkov_k@mirea.ru
http://orcid.org/0000-0003-0213-7337
https://doi.org/10.32603/1993-8985-2021-24-6-63-70
https://doi.org/10.32603/1993-8985-2021-24-6-63-70
https://doi.org/10.1134/S1064226922110018
https://doi.org/10.1109/TDSC.2016.2536609
https://doi.org/10.1109/TDSC.2016.2536609
https://elibrary.ru/dxiqdb
https://doi.org/10.1007/s11424-015-3051-2
https://doi.org/10.1007/s11063-019-10185-8

Digital technologies for signal radio vision Mihail S. Kostin,
and radio monitoring Konstantin A. Boikov

06 aBTOpax

Koctun Muxaunn CepreeBud, 4.7.H., JOLEHT, 3aBeAyOLLMii Kadenpon paanoBOSIHOBbIX MPOLECCOB N TEXHOJIO-
rmin, 3amecTuTeNb ampekTopa MIHCTUTYTa paamnoanekTpoHukm n nipopmatukm, @reQy BO «MUPI3A — Poccuiickuin
TexHosormyeckmin yimesepcuteT» (119454, Poccusa, Mockea, np-T BepHagckoro, a. 78). E-mail: kostin_m®@mirea.ru.
Scopus Author ID 57208434671, SPIN-kon, PUHL]L 5819-2178, http://orcid.org/0000-0002-5232-5478

BoiikoB KoHCTaHTUH AHaTONbeBUY, O.T.H., A0OLEHT, kKadeapa paanoBOSTHOBbLIX MPOLLECCOB N TEXHOMOINi, VH-
CTUTYT Paguo3anNekTPOHUKN N nHdopmatnkn, @re0y BO «MUPI3A — Poccuiickuii TEXHONOMMYEeCKUiA YHUBEPCUTET»
(119454, Poccus, Mocksa, np-T BepHagckoro, a. 78). E-mail: bojkov_k@mirea.ru. Scopus Author ID 57208926258,
SPIN-kog PUHL, 2014-6951, http://orcid.org/0000-0003-0213-7337

Translated from Russian into English by K. Nazarov
Edited for English language and spelling by Thomas A. Beavitt

Russian Technological Journal. 2024;12(4):59-69
69


mailto:kostin_m@mirea.ru
http://orcid.org/0000-0002-5232-5478
mailto:bojkov_k@mirea.ru
http://orcid.org/0000-0003-0213-7337



