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Abstract
Objectives. The currently increasing number of targeted cyberattacks raises the importance of investigating 
information security incidents. Depending on the available means of protection, computer forensic experts use 
software and hardware tools for analyzing digital artifacts of various operating systems and network traffic to create 
an event chronology (timeline) of the incident. However, to date, there is no formal approach for assessing 
the effectiveness of expert activities when investigating an information security incident within the framework 
of a targeted cyberattack. The present study aims to develop partial indicators of promptness, effectiveness, and 
resource intensity as part of the suitability criterion for investigating an information security incident.
Methods. Methods informed by purposeful process efficiency and set theory are used along with expert evaluation 
approaches.
Results. An analysis of works in the field of investigation of computer incidents is presented. The terminology and 
main guiding documents on specifics of conducting information security incident investigations are described along 
with examples of digital artifacts defined in the form of classification. The expediency of forming criteria and indicators 
for assessing the quality of an information security incident investigation is substantiated. The suitability criterion and 
subsequent indicators for assessing the quality of the investigation are selected: the effectiveness (completeness) 
indicator for detecting digital artifacts by a computer criminologist is based on the conducted activities, resource 
intensity indicator, and promptness indicator for investigating an information security incident.
Conclusions. The obtained results can be used not only by heads of departments but also by rank-and-file 
information security professionals for objective analysis of the available software and human resources, the time 
spent on these activities, and the identified digital artifacts as part of a cyber incident investigation.
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НАУЧНАЯ СТАТЬЯ
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Резюме 
Цели. В настоящее время при нарастающем числе целевых атак задача расследования инцидента инфор-
мационной безопасности (ИБ) приобретает важное значение. Компьютерные криминалисты, в зависимости 
от имеющихся средств защиты, применяют программные и программно-аппаратные средства форензики, 
проводят анализ цифровых артефактов различных операционных систем и сетевого трафика с построени-
ем хронологии событий (таймлайна) инцидента. На сегодняшний день отсутствует какой-либо формальный 
подход к оцениванию эффективности действий специалистов при проведении расследования инцидента 
ИБ в рамках целевой кибератаки. Целью работы является формирование частных показателей оперативно-
сти, результативности и ресурсоемкости в рамках критерия пригодности при расследовании инцидента ИБ.
Методы. Использованы методы теории эффективности целенаправленных процессов, методы экспертных 
оценок и теории множеств.
Результаты. Проведен анализ актуальных работ в области расследования компьютерных инцидентов. Пред-
ставлены терминология и основные руководящие документы спецификации проведения расследования ин-
цидента ИБ. Определены примеры цифровых артефактов в виде классификации. Обоснована целесообраз-
ность формирования критериев и показателей оценки качества проведения расследования инцидента ИБ. 
Выбраны критерий пригодности и следующие показатели оценивания качества проведения расследования: 
показатель результативности (полноты) выявления цифровых артефактов компьютерным криминалистом 
на основе проведенных мероприятий, показатель ресурсоемкости и показатель оперативности расследо-
вания инцидента ИБ.
Выводы. Полученные результаты могут быть использованы не только руководителями подразделений, 
но и рядовыми специалистами по ИБ для объективного анализа имеющихся программных и человеческих 
ресурсов, времени, затраченного на эти мероприятия, и выявленных цифровых артефактов в рамках рассле-
дования киберинцидента.

Ключевые слова: инцидент информационной безопасности, целевая кибератака, расследование киберин-
цидента, матрица MITRE ATT&CK, цифровой артефакт, оценка угроз безопасности информации, целенаправлен-
ный процесс, критерий и показатели оценки качества
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INTRODUCTION

In recent years, geopolitical events around the 
world have substantially influenced the increased 
activity of hacker groups. According to the Positive 
Technologies1 company final report for 2022, the 
number of information security (InfoSec) incidents 
increased by 20.8% over the past year, among which 
the volume of successful targeted attacks using 
ransomware (encryptors) amounted to 51%. The practice 
of responding to modern InfoSec incidents shows that, 
over the last decade, the number of techniques and tools 
used by attackers in targeted attacks on information 
and telecommunications networks of organizations has 
been increasing daily [1].

As a result, the organization of an integrated approach 
when investigating an InfoSec incident acquires increased 
importance. Such an integrated approach consists in 
aggregating identified digital artifacts from various 
security systems (e.g., security information and event 
management (SIEM), intrusion detection/prevention 
system (IDS/IPS), data loss prevention (DPL), next 
generation firewall (NGFW), etc.) to create cyberattack 
timelines. In case this information is not available in the 
organization, it becomes much more difficult for experts 
to search for forensically significant data, thus increasing 
the investigation timeframe. An important role in this 
process is played by the availability of live systems by 
means of which computer forensic experts can capture 
random access memory (RAM) dumps.

Thus, one of the most urgent scientific directions 
within the InfoSec incident investigation consists in the 
creation of a theoretical framework for calculating the 
effectiveness of computer forensics activities depending 
on the availability of forensic software and protection 
systems in the organization. The present work aims to 
develop partial indicators of promptness, effectiveness, 
and resource intensity in terms of suitability criterion for 
investigating an InfoSec incident from targeted attacks.

The paper continues studies [2, 3] aimed at 
developing a theoretical basis for assessing the 
effectiveness of targeted processes.

TERMINOLOGY AND KEY GUIDANCE 
DOCUMENTS ON THE SPECIFICS 

OF CONDUCTING AN INFOSEC INCIDENT 
INVESTIGATION

A number of regulatory documents and instructions 
issued by commercial organizations describe professional 
activities when investigating and responding to computer 
attacks. At the same time, state standards do not define 
criteria and indicators for assessing the quality of cyber 

1 https://www.ptsecurity.com/ru-ru/research/analytics/
cybersecurity-threatscape-2022/ (in Russ.). Accessed March 30, 2023.

incident investigation. For example, the guidance 
document GOST R 59709-20222 defines only terms and 
definitions, as well as their interconnections within these 
processes, while the GOST R 59712-20223 standard is 
limited to an organizational description of the actions of 
cyber incident management units.

The methodological document of the Federal 
Service for Technical and Export Control “Methodology 
for Assessing Information Security Threats” lists ten 
basic tactics and corresponding techniques used to build 
scenarios for implementing InfoSec threats.4 The MITRE 
ATT&CK5 matrix serves as a basis for developing this 
list. According to GOST R ISO/IEC TO 18044-20076, 
when the first signs of an InfoSec incident are detected, 
computer forensic experts are faced with the task of 
determining their causes. In this regard, digital artifacts 
are collected whose main sources include hard disk 
copies, RAM dumps, security event logs, and network 
device traffic.

The basic terminology of the InfoSec incident 
investigation is summarized below, which is essential 
for further research.

• Computer attack is a purposeful unauthorized 
network computer impact (or sequence thereof) on 
an information resource carried out by an intruder 
using software and/or hardware and information 
technologies with the aim of disrupting and/or 
stopping the functioning of an information resource 
or to implement a threat to the security of information 
processed by this resource.7

• Targeted cyberattack is a continuous process of 
unauthorized activity in the infrastructure of the 
information system (IS) under attack, remotely 
hand-operated in real time.8

2 GOST R 59709-2022. National Standard of the Russian 
Federation. Information protection. Detection, prevention 
and liquidation of the consequences of computer attacks and 
response to computer incidents. Terms and Definitions. Moscow: 
Rosstandart; 2022 (in Russ.).

3 GOST R 59712-2022. National Standard of the Russian 
Federation. Guide to Planning and Prepare for Incident Response 
ISO/IEC 27035-2. Moscow: Rosstandart; 2022 (in Russ.).

4 https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-
normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-
2021-g (in Russ.). Accessed April 06, 2023.

5 https://attack.mitre.org/. Accessed April 06, 2023.
6 GOST R ISO/IEC TO 18044-2007. National Standard 

of the Russian Federation. Information technologies. Methods 
and means of ensuring security. Information security incident 
management. Moscow: Standartinform; 2007 (in Russ.).

7 GOST R 59709-2022. National Standard of the Russian 
Federation. Information protection. Detection, prevention 
and liquidation of the consequences of computer attacks and 
response to computer incidents. Terms and Definitions. Moscow: 
Rosstandart; 2022 (in Russ.).

8 https://www.kaspersky.ru/blog/targeted-attack-anatomy/ 
4388/ (in Russ.). Accessed March 14, 2023.

https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2022/
https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2022/
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g
https://attack.mitre.org/
https://www.kaspersky.ru/blog/targeted-attack-anatomy/4388/
https://www.kaspersky.ru/blog/targeted-attack-anatomy/4388/
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• InfoSec incident is the occurrence of one or more 
undesirable InfoSec events that may cause IS failure 
or disruption9. According to GOST R ISO/IEC 
13335-1-200610, examples of cyber incidents may 
include loss of equipment (devices), system user 
errors, failure to comply with InfoSec policy or 
recommendations, violation of physical protection 
measures, software failures, technical failures, 
system failures or overloads, and violation of access 
rules.

• InfoSec incident investigation is a set of actions by 
InfoSec experts aimed at identifying the vector of 
a targeted cyberattack for minimizing the damage 
and developing recommendations to prevent an 
InfoSec incident in the future [2].

• Computer incident response is the process (procedure, 
function) of automatic (automated) processing of 
a computer incident.11

• Digital artifact is potential evidence found on 
a target device (e.g., personal computer, mobile 
device, and network device) that can be used in 
forensic practice [3].

• Forensically significant data is computerized 
information used to substantiate the conclusions of 
forensic investigations and solve the tasks set for 
forensic investigation.12

A classification of digital artifacts that can be used by 
experts in investigating an InfoSec incident is presented 
in Figure. In the classification, significant evidence of 
common operating systems (OS) and network traffic is 
specified.

By establishing criteria and indicators for assessing 
the quality of a cyber incident investigation, the 
effectiveness of the process can be improved, as well 
as the consequent process of responding to a computer 
attack for minimizing financial and reputational damage 
to the organization. Thus, the better a cyber incident 
investigation is conducted by experts, the more quickly 
they are able to respond to and stop the malicious 
process.

9 https://normative_reference_dictionary.academic.ru/23474/  
(in Russ.). Accessed March 15, 2023.

10 GOST R ISO/IEC 13335-1-2006. National Standard of the 
Russian Federation. Information technology. Methods and means 
of ensuring security. Part 1. Concept and models of security 
management of information and telecommunication technologies. 
Moscow: Standartinform; 2006 (in Russ.).

11 GOST R 59709-2022. National Standard of the Russian 
Federation. Information protection. Detection, prevention 
and liquidation of the consequences of computer attacks and 
response to computer incidents. Terms and Definitions. Moscow: 
Rosstandart; 2022 (in Russ.).

12 https://www.group-ib.com/wp-content/uploads/media/ 
2016/02/Group-IB_dbo_instruction.pdf (in  Russ.). Accessed 
March 13, 2023.

REVIEW OF RELEVANT STUDIES  
IN THE FIELD OF INFOSEC INCIDENT 

INVESTIGATION

Practical issues of investigating InfoSec incidents 
are discussed in the works of S.I. Makarenko [4], 
M.A. Eremeev [5], P.D. Zegrzda, D.P. Zegzhda [6], 
A.G. Lomako [7], V.A. Ovcharov [8], S.A. Petrenko [9], 
I.B. Saenko [10], I.V. Kotenko [11], I.A. Pribylov [12], 
V.S. Avramenko [13], and D.S. Levshun [14].

While there are a number of existing instructions 
for Russian commercial organizations to describe 
the actions of experts in responding to a cyber 
incident, these instructions have a number of 
disadvantages.

The experts from F.A.C.C.T (formerly Group-IB in 
Russia) have developed an instruction13 for responding 
to incidents related to remote banking systems. The 
main disadvantage of this document is its use only in IS 
of financial institutions.

In the manual14 published by Kaspersky Lab, 
employees describe the actions of experts in responding 
to InfoSec incidents. However, this document is not 
a universal instruction, but only describes the use of 
basic tools for data collection as well as analysis of 
potential threats and their removal. This guide requires 
modifications based on knowledge of modern techniques 
and methods used by attackers.

In an earlier thesis15, the present author introduced 
a generalized indicator of malicious authentication 
activity of the attacker based on the completeness 
indicator of detecting authentication actions performed 
by the attacker during “horizontal movement” in the 
domain, and the promptness indicator of investigating 
a cyber incident. This indicator can be considered 
only in the case of a cyberattack on the organization’s 
domain.

The above analysis of existing studies pertaining to 
cyber incident investigation demonstrates that existing 
documents adopted at state and commercial levels 
describe only approximate actions of experts and fail 
to define timeframes for assessing the quality of cyber 
incident investigation.

13 https://www.group-ib.com/wp-content/uploads/media/ 
2016/02/Group-IB_dbo_instruction.pdf (in Russ.). Accessed 
March 13, 2023.

14 https://media.kasperskycontenthub.com/wp-content/
uploads/sites/43/2018/03/07172131/Incident_Response_Guide_
rus.pdf (in Russ.). Accessed March 15, 2023.

15 Smirnov S.I. A methodology for conducting a cyber 
incident investigation based on an automated analysis of domain 
security events: Cand. Sci. Thesis. St. Petersburg, 2022. 124 p.  
https://www.elibrary.ru/item.asp?id=54428705 (in Russ.). Accessed  
March 25, 2023.

https://normative_reference_dictionary.academic.ru/23474/ 
https://www.group-ib.com/wp-content/uploads/media/2016/02/Group-IB_dbo_instruction.pdf
https://www.group-ib.com/wp-content/uploads/media/2016/02/Group-IB_dbo_instruction.pdf
https://www.group-ib.com/wp-content/uploads/media/2016/02/Group-IB_dbo_instruction.pdf
https://www.group-ib.com/wp-content/uploads/media/2016/02/Group-IB_dbo_instruction.pdf
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07172131/Incident_Response_Guide_rus.pdf
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07172131/Incident_Response_Guide_rus.pdf
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07172131/Incident_Response_Guide_rus.pdf
https://www.elibrary.ru/item.asp?id=54428705
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DESCRIPTION OF CRITERIA AND INDICATORS 
FOR ASSESSING THE QUALITY OF CONDUCTING 

THE CYBER INCIDENT INVESTIGATION WITHIN 
TARGETED CYBERATTACK

The theory of efficiency of purposeful processes 
defines the following concept: efficiency is a complex 
operational property of a purposeful functioning process 
that characterizes its adaptability to perform the task 
facing the system [15].

The concept of efficiency is directly related to the concept 
of quality. Quality is a property or a set of properties of an 
object that determine its suitability for intended use. Each of 
the properties of an object can be described quantitatively 
using some variable, whose value characterizes the 
measure (intensity) of its quality in relation to this property. 
This measure is called the property indicator or single, 
partial indicator of quality of the object [15].

When assessing the quality of any object described 
by an n-dimensional vector index, a set of criteria is 
implemented, each of which can belong to one of three 
classes in general case:

• class {G} of suitability criteria;
• class {O} of optimality;
• class {S} of superiority [15].

Criteria can be represented either in vector or scalar 
form.

The effectiveness assessment criterion comprises 
a set of conditions defining operation objectives (InfoSec 
incident investigation) and the suitability, optimality, or 
superiority of the investigated operation based on it [15].

In the paper, the suitability criterion G is selected 
for the study.

For assessing the quality of InfoSec incident 
investigation within the targeted cyberattack (including 
an ongoing one), the following indicators are proposed:

• effectiveness (completeness) indicator for detecting 
digital artifacts by a computer forensic investigator 
based on the conducted activities, r;

• resource intensity indicator (availability of forensics 
software products and expenditure of human 
resources), p;

• promptness indicator of the InfoSec incident 
investigation, t.

DESCRIPTION OF EFFECTIVENESS INDICATOR 

The effectiveness indicator, which is determined by 
the degree of completeness of detecting digital artifacts r, 
directly depends on nine main activities implemented 
during the investigation:

1) collecting and analyzing event logs of the domain 
controller and workstations or servers;

2) analyzing processes from the RAM dump of 
workstations or servers;

3) analyzing browser history of workstations;

4) analyzing mail messages of workstations;
5) analyzing logs of antivirus systems available in the 

organization;
6) analyzing hard disk copies from workstations or 

servers;
7) analyzing traffic from available network devices 

(routers, firewalls) and intrusion detection/
prevention systems (if any);

8) analyzing SIEM-system events (if any);
9) building a timeline of the target attack.

The main activities are determined on the basis of 
practical recommendations of experts from Division 
“K” of the Ministry of Internal Affairs of the Russian 
Federation16. Using the collected numerical evidence, an 
expert should form a report on the conducted activities, 
providing recommendations for the prompt elimination 
of the abnormal situation.

Based on the activities described above, a table has 
been compiled to present the notation of the effectiveness 
(completeness) indicator r in s activities and, accordingly, 
the required values with its description (Table 1).

Table 1. Description of the required effectiveness when 
investigating an InfoSec incident

Event 
No. 

Notation of 
the effectiveness 

indicator  
for event s

Description of typical results 
for each activity

1 r1

Detecting non-standard methods  
of attacker authentication  
(e.g., Pass-the-Hash, Kerberoasting 
techniques), password brute force 
methods, and authentication 
of domain users after hours

2 r2

Detecting malicious processes 
from RAM dump of “infected” 
machines or servers

3 r3
Detecting the web resource through 
which the workstation is infected

4 r4
Detecting the phishing email 
infected the workstation

5 r5
Detecting warnings or malware 
in antivirus logs

6 r6
Detecting malicious files or 
software in hard disk copies

7 r7

Detecting malicious files or software 
as well as the presence of network 
connections to the attacker’s command 
and control server from traffic

16 Department of Information Technologies, Communications 
and Information Protection of the Ministry of Internal Affairs 
of the Russian Federation. https://xn--b1aew.xn--p1ai/mvd/
structure1/Upravlenija/%D1%83%D0%B1%D0%BA/%D0%BF
%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%
D0%B8%D0%B5 (in Russ.). Accessed March 30, 2023.

https://xn--b1aew.xn--p1ai/mvd/structure1/Upravlenija/%D1%83%D0%B1%D0%BA/%D0%BF%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5
https://xn--b1aew.xn--p1ai/mvd/structure1/Upravlenija/%D1%83%D0%B1%D0%BA/%D0%BF%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5
https://xn--b1aew.xn--p1ai/mvd/structure1/Upravlenija/%D1%83%D0%B1%D0%BA/%D0%BF%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5
https://xn--b1aew.xn--p1ai/mvd/structure1/Upravlenija/%D1%83%D0%B1%D0%BA/%D0%BF%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5


31

Russian Technological Journal. 2024;12(3):25–36

Stanislav I. Smirnov, 
et al.

Criteria and indicators for assessing the quality of the investigation  
of an information security incident as part of a targeted cyberattack

Table 1. Continued

Event 
No. 

Notation of 
the effectiveness 

indicator  
for event s

Description of typical results 
for each activity

8 r8

Detecting SIEM system warnings 
about a cyberattack through 
correlation rules and normalization 
of security events

9 r9

Creating a chronology of the target 
attack specifying the attacker’s 
penetration vector

Thus, the effectiveness (completeness) indicator 
of detection of digital artifacts r is equal to the sum of 
success rates of activities from the set {rs} described in 
binary form (completed/not completed). The formula for 
calculating the effectiveness indicator is as follows:

 r = r1 + r2 + (r3 ∨ r4) + r5 + r6 + r7 + r8 + r9. (1)

The suitability criterion for the effectiveness 
(completeness) indicator of digital artifact detection can 
be represented as the inequality r > rreq. The value of the 
required effectiveness indicator (rreq = 7) is determined 
based on the method of expert assessments excluding the 
following measures: #3 or #4 depending on the vector of 
the target cyberattack (logical addition is applied).

DESCRIPTION OF RESOURCE INTENSITY 
INDICATOR

The resource intensity indicator p is determined by 
the availability of forensic software tools in cyber incident 
investigation along with human resources. It is proposed 
that the software tools be divided into three subsets. Since 
these OSs are most common in organizations when building 
information and communication networks, it is necessary 
to conduct the analysis of network traffic from network 
equipment for a complete picture of the InfoSec incident:

• for analyzing Windows-like systems {pwin};
• for analyzing Unix-like systems {punix};
• for analyzing network traffic{ptraf}.

The proposed subsets are calculated based on 
available InfoSec incident investigation software 
tools (available/not available). Examples of these 
programs are presented below.

For analyzing Windows-like systems, computer 
forensic investigators should possess the necessary set of 
software tools such as UserAssist17, ESEDatabaseView18,  

17 https://www.nirsoft.net/utils/userassist_view.html. 
Accessed April 30, 2023.

18 https://www.nirsoft.net/utils/ese_database_view.html. 
Accessed April 30, 2023.

wmi-parser19, RegRipper20, NirSoft21 utilities (e.g., 
winprefetchview, fulleventlogview), Eric Zimmerman’s 
toolkit22 (e.g., AmcacheParser, Registry Explorer, 
MFTECmd, AppCompatCacheParser, and PECmd), 
and Microsoft’s Sysinternals Suite23 (e.g., PSLoglist, 
Process Monitor, Process Explorer, Autoruns, 
Autologon, etc.).

For studying Unix-like systems, the built-in utilities 
such as dc3dd, ddrescue, Autopsy, LiME, Bulk Extractor, 
Dumpzilla, and others should be used.

For analyzing traffic, the wireshark, NetworkMiner24, 
tcpdump25, Kismet26, SolarWinds Network Bandwidth 
Analyzer27, Xplico28, and others are used.

The FTK Imager29, volatility330, artifactcollector31, 
osquery32, and ir-rescue33 utilities are cross-platform 
and suitable for studying popular OSs.

When investigating an InfoSec incident, department 
heads should understand the number of experts available 
for promptly conducting the event. In the study, the 
maximum number of computer forensic experts is 
defined as the staffing of the department.

Human resource (HR) costs of investigating an 
InfoSec incident are roughly categorized into three 
subsets:

• Up to 2 specialists {ptwo};
• Group of experts (3–5 persons) {pgroup};
• In-house department (10–12 persons) {pdep}.

Mathematically, the relation of these sets is represented 
by disjunction. The coefficient k demonstrating a direct  

19 https://github.com/woanware/wmi-parser/releases. 
Accessed April 30, 2023.

20 https://github.com/keydet89/RegRipper3.0. Accessed 
April 30, 2023.

21 https://nirsoft.net/. Accessed April 30, 2023.
22 https://github.com/EricZimmerman/. Accessed April 30, 

2023.
23 https://learn.microsoft.com/ru-ru/sysinternals/downloads/

sysinternals-suite/ (in Russ.). Accessed April 30, 2023.
24 https://networkminer.softonic.ru/ (in Russ.). Accessed 

April 30, 2023.
25 https://www.microolap.ru/products/tcpdump-for-

windows/ (in Russ.). Accessed April 30, 2023.
26 https://ru.freedownloadmanager.org/Windows-PC/

Kismet-FREE.html (in Russ.). Accessed April 30, 2023.
27 https://softradar.com/solarwinds-network-bandwidth-

analyzer-pack/. Accessed April 30, 2023.
28 https://www.xplico.org/download. Accessed April 30, 

2023.
29 https://accessdata-ftk-imager.software.informer.com/3.1/. 

Accessed April 30, 2023.
30 https://github.com/volatilityfoundation/volatility3. 

Accessed April 30, 2023.
31 https://github.com/forensicanalysis/artifactcollector. 

Accessed April 30, 2023.
32 https://github.com/osquery/osquery. Accessed April 30, 

2023.
33 https://github.com/diogo-fernan/ir-rescue. Accessed April 30, 

2023.

https://www.nirsoft.net/utils/userassist_view.html
https://www.nirsoft.net/utils/ese_database_view.html
https://github.com/woanware/wmi-parser/releases
https://github.com/keydet89/RegRipper3.0
https://nirsoft.net/
https://github.com/EricZimmerman/
https://learn.microsoft.com/ru-ru/sysinternals/downloads/sysinternals-suite/
https://learn.microsoft.com/ru-ru/sysinternals/downloads/sysinternals-suite/
https://networkminer.softonic.ru/
https://www.microolap.ru/products/tcpdump-for-windows/
https://www.microolap.ru/products/tcpdump-for-windows/
https://ru.freedownloadmanager.org/Windows-PC/Kismet-FREE.html
https://ru.freedownloadmanager.org/Windows-PC/Kismet-FREE.html
https://softradar.com/solarwinds-network-bandwidth-analyzer-pack/
https://softradar.com/solarwinds-network-bandwidth-analyzer-pack/
https://www.xplico.org/download
https://accessdata-ftk-imager.software.informer.com/3.1/
https://github.com/volatilityfoundation/volatility3
https://github.com/forensicanalysis/artifactcollector
https://github.com/osquery/osquery
https://github.com/diogo-fernan/ir-rescue
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dependence on the number of computer forensic 
specialists involved in the investigation is introduced: 
ktwo = 0.8, kgroup = 1, kdep = 1.2. These coefficients 
are determined on the basis of the expert evaluation 
method for investigating modern cyber incidents. For 
successfully solving the task assigned to computer 
forensic experts, a group of experts is required; 
therefore, a coefficient equal to one is assigned  
to this subset.

Thus, the resource intensity indicator p is equal 
to the product of the resource intensity indicators 
of three types of software described in binary form  
(available/not available) by the sum of the logical 
addition of HR availability using k factor.

Mathematically, calculation of the resource intensity 
indicator is represented by the following formula:

 p = ({pwin} + {punix} + {ptraf}) ∙ (ktwo{ptwo} ∨� �

� ∨�kgroup{pgroup} ∨�kdep{pdep}). (2)

The suitability criterion in terms of resource 
intensity (availability of software and HR) can be 
represented as inequality p > preq. Since, in targeted 
cyberattacks, attackers primarily target the organization’s 
domain in order to encrypt all data, the value of the 
required resource intensity indicator (preq = 3) is 
determined based on the expert evaluation method 
excluding software tools for Unix-like systems. This 
also includes the value of the required resource intensity 
of HR availability.

DESCRIPTION OF PROMPTNESS INDICATOR

The InfoSec incident investigation timeliness 
indicator t is calculated based on timeframes 
of events (s = 9) conducted by the computer 
forensic investigator. It defines time aspects of the 
investigation.

The InfoSec incident investigation timeliness 
indicator t is calculated using the following formula:

 
1

,
=

=∑
s

i
i

t t  (3)

where ti is the time spent on one event.
The required timeframes for 9 events in investigating 

the incident given in Table 2 are calculated on the 
basis of the expert evaluation method in past Russian 
investigations. The total required investigation time treq 
should not exceed 2 h.

The suitability criterion for the promptness indicator 
in conducting the InfoSec incident investigation can 
be represented as inequality t < treq. The value of the 
required effectiveness indicator is treq = 2.

Thus, suitability criterion G is mathematically 
represented based on three indicators described earlier, 
as follows:

req req req

1
: (( { }),( { }), ( { }))

, [ 1(1) )],
=

> > > ≅

≅ =



n
i i i
j j j j j j

i
G r r p p t t

U j m
 (4)

Table 2. Timeframes required for nine events in InfoSec incident investigation

Event No. Notation of the promptness indicator 
for event s

Required value of the event timeframe when investigating 
InfoSec incident, h

1 t1_req 0.25

2 t2_req 0.15

3 t3_req 0.25

4 t4_req 0.25

5 t5_req 0.1

6 t6_req 0.3

7 t7_req 0.2

8 t8_req 0.15

9 t9_req 0.35

10 treq 2
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where U is a valid event (true statement); ∩ is a Boolean 
intersection symbol for events; j = 1(1)m is an ordered 
set of variables at which the linear objective function 
reaches the extreme value with all constraints in the 
form of equalities or inequalities satisfied.

CONCLUSIONS

The paper describes indicators for assessing 
the quality of an investigation on the basis of the 
suitability criterion. An attempt has been undertaken 
to provide a scientific basis for the process of 
InfoSec incident investigation into a targeted attack, 
namely, to form indicators and criteria for assessing 
the quality of the investigation at the qualitative 
and quantitative level based on purposeful process 
efficiency theory. Since the scientific results 
presented in the paper more deliberative than 
definitive, the authors hope that they will represent 

a useful starting point for managers and computer 
forensic experts when developing scientific 
approaches in their professional activities.

Further planned studies will develop the 
mathematical apparatus for this research area to 
increase the number of indicators/criteria for assessing 
the process of investigating an InfoSec incident from 
modern targeted attacks.
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