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Abstract

Objectives. The aim of this study is to develop analytical methods to evaluate the probabilistic and temporal
characteristics and performance of wireless networks using the CSMA/CA access method. These methods
enable the process of selecting rational operating modes to be automated and the impact of collisions in networks
implementing the 802.11 protocols to be reduced.

Methods. The methods employed herein include reliability theory, theory of random processes, queuing theory, and
the Laplace-Stieltjes transform.

Results. A problem statement is presented and developed, along with an analytical method for evaluating the
probabilistic and temporal characteristics and performance of wireless networks using the CSMA/CA access method.
This method considers time constraints on information transmission, thus expanding the applicability of previously
proposed analytical approaches for studying Ethernet local area networks. The analysis of networks that use the
CSMA/CA access method was carried out. An original mathematical model was developed that allows evaluating
various characteristics of packet transmission processes in wireless networks under time constraints on the
transmission. These characteristics include latency, packet transfer time, node load, and network performance.
A software package was developed to simplify the analysis and evaluation of various operation modes of wireless
networks using the CSMA/CA access method.

Conclusions. We demonstrate the need for developing nested analytical models describing packet transmission
processes in wireless networks under time constraints on link-layer transmission. This implies the development
of more complex models for more exact description of packet transmission processes in such networks. The
software package developed herein enables the various options for the functioning of the network to be studied
and analytical calculations to be performed. Calculations were carried out, in order to assess the probabilistic and
temporal characteristics of packet transmission processes and the wireless network performance. The research
involved varying the number of workstations and the intensity of packet flows entering the network nodes under
the time constraint on packet transmission. The application of the developed mathematical models will be useful
in creating and optimizing wireless networks such as Wi-Fi networks, networks based on the IEEE 802.11 standard,
and other data transmission systems using the CSMA/CA access method. Such models and the analysis based
on them will be useful in optimizing network performance, adjusting parameters, as well as selecting the capacity
and configuration of wireless networks.
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Pesiome

Llenu. Llenbio cTatby siBnsieTcs pa3paboTka aHaIMTUYECKNX METOLOB OLLEHKN BEPOSITHOCTHO-BPEMEHHbIX XapaKkTe-
PUCTUK 1 MPOU3BOANTENIbHOCTI 6ECnpoBOAHbIX ceTel ¢ MmeTogom aoctyna CSMA/CA, no3BosSiOLMX aBTOMATU3N-
poBaTb NPOLLECCHI BbIBOPA paunoHasibHbIX PEXUMOB PaboTbl 1 CHU3UTb BIIUSIHUE HANTOXEHWNI B CETSIX, PEASINIYIOLLNX
npotokonbl 802.11.

MeTogabl. Vicnonb3oBaHbl METOAbl TEOPUM HAAEXHOCTU, TEOPUN CNyHaiHbIX NPOLLECCOB 1 TEOPUM MACCOBOro 00-
CcnyxuBaHus, npeobpasoBaHue Jlannaca — Ctuntbeca.

PesynbTaTtbl. PadpaboTaH aHaNnUTUYECKNA METO, OLEHKM BEPOSTHOCTHO-BPEMEHHbIX XapakTEPUCTUK 1 NPOU3BO-
ANTENbLHOCTN BECNPOBOAHLIX ceTel ¢ MeToaoM aoctyna CSMA/CA ¢ y4eTOM OrpaHMyeHnin Ha BpeMs nNepeaadm NH-
dopmaumn. MeTtop paclumpsieT 06nactb NPUMEHUMOCTUN aHANIUTUYECKUX MOAXOAO0B, NPEASIOXKEHHbIX paHee s Uc-
cnenoBaHusa nokanbHbix ceTen Ethernet. MpoBeaeH aHanus ceTen, KoTopble MCNONb3yT MeToa aoctyna CSMA/CA.
PaspaboTaHa opurnHanbHas MaTemMaTMyeckasi Moagesb, No3BONAOLLANA OLLEHUTb Pa3/INYHbIe XapakTePUCTUKIM MPO-
LLeCCOB MNepeaayn nakeToB B 6€CNPOBOAHbIX CETSX MPU OrpaHNYEHNsX Ha BPEMS Nepefadn. TN XxapakTepUCTUKA
BKJ1IOYAIOT BPEMS OXUOAHUSA, BpeEMA nepenadqm naketos, 3arpy3Ky y3/10B U NPOU3BOAUTESNIbHOCTb ceTu. ng ynpo-
LLIEHMS aHaNM3a 1 OLLEHKWN PasfinyHbIX PEXNMOB PaboTbl 6eCNPOBOAHbLIX ceTel ¢ MeTogom aoctyna CSMA/CA 6bin
paspaboTaH NpPorpamMmMHbIii KOMIIEKC.

BeiBoAbl. [Toka3zaHa HEOGXOAMMOCTL NEPBOOYEPEAHOM Pa3paboTKM BAOXEHHbLIX aHANUTUYECKUX MOJENEN, ONUCHI-
BaloOLLMX NPOLLECCHI Nepeaayn naketoB B 6€CNpoBOAHbLIX CETSAX MPU OrpaHMYEHMSX Ha BPEMS nepeaayn nHdopma-
LM Ha KaHaNlbHOM YpPOBHE. DTO O3Ha4yaeT, Y4To As1s 6osiee TOYHOro ONrcaHKs NPOLECCOB Nepeaayn NnakeTos B Ta-
Kux ceTsix TpebyeTcs co3naHne 6osee CnoxHbIX Moaenel. PaspaboTaHHbI NPOrpaMMHbIA KOMMIEKC MO3BOJISET
n3yyartb pasnnyHble BapuaHTbl GYHKLMOHMPOBAHUSA CETU 1 NPOBOAUTL aHAIMTUYECKUE pacyeTbl. Bbinv nposeneHsbl
pacyeTbl 419 OLEHKN BEPOATHOCTHO-BPEMEHHbIX XapakTEPUCTUK NPOLLECCOB Nepeaayun nakeTos 1 NPON3BOANTESb-
HocTu 6ecnpoBoAHON CeTU. ViccnenoBaHns BKIOYaNM M3MEHEHME KOIMYECTBA Paboyumx CTaHUMA U MHTEHCUBHO-
CTM MOTOKOB MakeToB, MOCTYNalLWMX B y3/ibl CETU, NPU OrPaHNYEHNN BPEMEHM Nnepenayn nakeTos. [NpyumMmeHeHne
pa3paboTaHHbIX MaTeEMaTMYECKUX MOAENEN MOXET OblTb MONE3HBLIM MPY CO3AaHUN U ONTUMMU3auUn 6eCrnpoBOAHbLIX
ceTen, Takmx kak Wi-Fi-ceTn, ceTn cBa3u Ha ocHoBe cTanpapTa IEEE 802.11 v gpyrmne cuctembl nepenayn OaHHbIX
C ncnonb3oBaHnem metoaa goctyna CSMA/CA. Takne MOAENU 1N aHANN3 HA X OCHOBE Pa3/INMYHbIX PEXMMOB (PYHK-
LMOHNPOBaHMs 6ECNPOBOAHbLIX CETEN MOTYT MOMOYb B ONTMMU3ALUN NPON3BOAUTENBHOCTN CETEN, HACTPOIiKe Na-
pamMeTpoB, a Takxke npu BbIBOPE EMKOCTU 1 KOHMUrypaLmm 6ecnpoBOAHbIX CETEN.
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ABTOPbI 3a5BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

The search for new ways of improving the
performance of wireless local area network (WLAN) is
driven by the dramatic increase in the number of Wi-Fi
enabled devices, as well as by the intense growing
demand.

In order to achieve a high quality of streaming,
WLAN uses a common physical medium to exchange
data between active devices. An important challenge
in WLAN is to control access to the physical
medium. In the most common Wi-Fi networks, the
medium access station uses carrier sensing multiple
access with collision avoidance (CSMA/CA).
The use of a portion of the network bandwidth
for CSMA/CA implementation reduces network
bandwidth for subscriber traffic, thus negatively
impacting wireless network performance.

The methods used to access the physical medium of
wireless networks play an important role in the operation
of the medium access control (MAC) sublayer. Access
to the WLAN physical medium is governed by the
IEEE 802.11 standard!'. The most widely used MAC
address is based on the CSMA/CA scheme. The scheme
provides competitive access to the physical medium.

In early IEEE 802.11 versions, the CSMA/CA
mechanism is implemented as a distributed coordination
function which provides equal access to all nodes in the
network.

In addition, in AP-centric networks, the IEEE 802.11
standard implements a point coordination function which
provides centralized access to the physical medium. The
distributed coordination function does not maintain the
quality of service (QoS).

In general terms, higher priority frames have more
chance of being transmitted, while the channel load
is reduced. There have been many studies aimed at
improving the performance of the MAC sublayer using
different techniques and approaches. While most of them

I IEEE 802.11 is a set of communication standards for com-
munication in the wireless local area networking frequency bands
of 2.4, 3.6, and 5 GHz.

focus on ensuring the transmission of different types of
traffic, the impact of different ratios of traffic types on
network performance has not yet been studied. Knowing
this would enable the development of specialized
algorithms for improving the information transmission
in wireless networks.

The MAC sublayer is oriented towards specific
ratios of traffic types in each particular application.

The development of mathematical methods to estimate
node load, transmission medium, time characteristics,
and performance of local and wireless networks allows
the design process [1, 2] to be automated, thus resulting
in improved network efficiency. Modern network
technologies and protocols are described in [3, 4].

The main research techniques of multimachine
computing systems and local networks include
methods based on the reliability theory [5-7],
queuing theory, and simulation modeling [8-15].
Known analytical research techniques do not consider
directive constraints on the packet transmission time
in wireless networks. For the CSMA/CA access
method, certain ratios of the “transmission rate/frame
size” and “network size/frame size” parameters need
to be maintained.

This paper presents an original analytical model for
evaluating the probabilistic and temporal characteristics
and performance of wireless networks with
CSMA/CA access method under directive constraints on
the information transmission time. It thus develops the
well-known analytical research techniques for Ethernet
networks [16].

1. CHARACTERIZING THE CSMA/CA
ACCESS METHOD

The probability of data transmission error is much
higher in a wireless medium rather than in a wired
medium. The transmitted signal strength is much
higher than that of the received signal. The operating
range of transmitters is limited in this case, so not all
the computers on the Wi-Fi network are able to receive
the transmitted data. This results in a number of
problems. The most prominent of these are hidden and
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exposed terminal problems [11, 12]. In the Ethernet
network, the carrier senses multiple access using the
collision detection or CSMA/CD access method, since
conflicts are relatively cheap. They are detected almost
immediately, and computers stop the transmission
at once [4]. In Wi-Fi wireless networks, the carrier
senses multiple access using the conflict avoidance or
CSMA/CA access method, since collisions are very
expensive [9, 10]. In[11, 12], modern data transmission
technologies and prospects for their development are
considered.

The CSMA/CA access method is most often used in
wireless networks in which operation at the physical layer
is described by the ISO/OSI (International Organization for
Standardization / Open Systems Interconnection) model
and 802.11 standard. In particular, the IEEE 802.11x,
802.11ac, 802.1lax, and 802.11be communication
standards are used in high-speed Wi-Fi networks [16].
The CSMA/CA method demonstrates a high level of
efficiency in compact wireless networks with a small
number of nodes.

With an increasing number of workstations and
workload, a dramatic decrease in the efficiency of the
wireless network can be observed. These two factors
inevitably increase the number of conflicts and result in
more time spent on resolving them. Unlike methods for
studying cable or fiber-optic local area networks [16],
analytical methods used in studying probabilistic and
temporal characteristics of wireless networks are not
sufficiently developed. When developing models based
on simulation techniques [13, 14] it can be cumbersome
and time-consuming to achieve reliable results in the
entire research area of CSMA/CA-enabled transport
medium and network node load. This is because the
number of conflicts is highly dependent on the load. In
addition, this model is nested with respect to models used
to estimate the probabilistic and temporal characteristics
of information processes in the distributed computing
system. Thus, calculations require its multiple use,
dramatically increasing the time required for study.

Networks which implement 802.11 protocols
require analytical methods for evaluating probabilistic
and temporal characteristics to be developed. They also
require the implementation of wireless networks with
CSMA/CA access method, thus allowing the processes
of selecting rational operating modes to be automated
and the impact of collisions to be reduced. These factors
represent both relevant and indisputable novelty.

2. PROBLEM STATEMENT

Given:

1. The transmitting medium of wireless network is
ether.

2. Access to the transmitting medium is CSMA/CA.

3. The number of nodes in the wireless network is N.

4. Placement of nodes. The main characteristic: the
distance between the nodes in the network is L, m,
(i and k are node numbers).
5. Bandwidth is ¢, Mbit/s.
6. Signal propagation speed is ¥, m/s.
7.Delay in the jampack retransmission when
conflicts are detected is T, s.
8. Jampack size is Lipmo bit.
9. Delay inreceiving confirmation for the transmitted
jampack is Az, s.
10. Info pack length is Lpack’ bits.
11. Directive time of the info pack transmission is
s
12. Streams of packs coming to the wireless network
nodes is A, pack/s (k =1,N).
13. Interframe interval is At, s.

To be defined:

1. Tk(l) is the delivery time of info packs
(k=1N).

2. O, is probability of the info pack on-time delivery
(k=1,N).

3. Ay, 18 network performance.
4. Load of nodes and transmission medium of
wireless network.
The wireless network performance is defined as the
total intensity of the on-time served stream.

3. MATHEMATICAL MODEL
OF THE METHOD FOR EVALUATING WIRELESS
NETWORK CHARACTERISTICS

The problem is resolved under the assumption of the

Poisson nature of streams A, (k =1, N), coming to the
wireless network nodes for service.

When transmitting a jampack from the kth node,
a conflict occurs if node 7 starts transmitting a jampack
in the interval (0, 7], or node i starts transmitting
a jampack in the interval [T}, 0), as follows:

Ty =Ly IV, i=LN, i#k}.

The probability that node i will not start transmission
in the interval 27, with a Poisson stream of packets
arriving at the nodes of the network is determined by
ratio e %%k

Then the probability that the transmission of
a jampack from the kth node will not cause conflicts with
jampacks transmitted from other nodes in the network

can be evaluated using the following formula:

N
[T ¢, k=1N. (1)
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Let P (s)=[e'dP.(t) be the Laplace-Stieltjes

transform of the (i)istribution function P(?) of the packet
transmission time from the kth node allowing for
emerging conflicts, and let s be a complex parameter.
Pk*(s) is defined by the following expression:

B ()= Y {B(X )" (7 () F ()}, ()

n=1

where B, =(l—gk)"_1gk is the probability that the
packet will be transmitted in exactly » attempts (when
transmitting jampack, conflicts will occur n — 1 times);

F*(s)= I e S'dF(t), F(f) is the dependence of the

0
transmission time of a data pack with jampack without

o0
overlay. X *(s) = Ie_“dX (t), X(¢) is the distribution

0
function of random delay in the jampack retransmission,
in the event of conflict (overlay of jampacks from
different  nodes of the  network);  while

Vk*(s): Je‘SIde (), V(1) is the dependence of the

0
jampack transmission time and delay in confirmation

transmission on the transmitted jampack from the kth
node in case of conflict.
Then

)= 1= g (X () x
= 3)

1
x * n_l * — *
OO0 = 8 Oy

Considering the properties of the Laplace—Stieltjes

transform [16], expressions for moments Pk(]) and Pk(z)
of distribution function P, (¢) are easily obtained using
differentiating expression (3) by s.

The methods for calculating the moments of
distribution function V,(7) and X(7) together with the
necessary calculation formulas to evaluate the load of the
transmission medium and network nodes are presented
in [16].

The moments of distribution function G(7) of the
service time for a packet arriving at the kth node of the
network are determined by the following formula:

GO = PO D GO _p® oy @) (4

wherein Wk(l) and Wk(z) are the moments of distribution
function W, (¢) of the waiting time for starting the

packet transmission when it arrives at the free Ath node
of the wireless network [16].

Considering the Poisson character of packet streams
arriving to the network nodes, the average waiting time
of packets in the queue for service in the kth

node We(;% i

formula [10], as follows:

is determined by the Pollaczek—Khinchine

(2)
0, =t 5)
exp h
2 12,6

The average packet service time 7! allowing for the
waiting time for starting the transmission in the network
nodes is determined by the following expression:

1O =wh +c0. (6)

exp

As in [16], the probabilities of the on-time delivery
of packets Q,, arriving at the kth node of the wireless
network are also defined by the following relations:

_ h(1-2,G D)
h=X, +1, G, (h)

O G (h), k=LN, (7)

where h=1/T4), Ty (1)=1-e", TQis the directive
packet transmission time in the network.

. 1 (G, V)2
G h=——, x,=——"-7-——
k k 5
( 3 Jxk Gk(2) _(Gk(l))2
—+1
Vi ®)
G. M
Ye= o2 : D2
Gk( )_(Gk( ))

Relations (8) can be easily established by
approximating the distribution function G(7) at two
moments G k(l) and G k(z) by means of gamma distribution,
while also considering the assumption that the constraint
on the directive packet service time in the network
T}, (1) is a random variable distributed according to the
exponential law. The corresponding transformations are
presented in [16].

The total intensity of the on-time served
stream (network performance) is calculated by the
following formula:

N
heum = 2 MO 9)
k=1

where Q, is determined by relation (7).
The method thus developed for evaluating the
efficiency of wireless networks with the CSMA/CA
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access method forms the basis for implementing the
computer-aided design systems for multi-purpose
wireless networks. These include Wi-Fi and long-
distance wireless networks using narrow-area antennas
and CSMA/CA access method for communication.

4. MODELING THE WIRELESS NETWORK
EFFICIENCY EVALUATION

A software package entitled “The analytical
modeling system for information transmission processes
in networks” has been developed for the general purposes
of implementing the analytical model considered here.
The aim is to evaluate the efficiency of networks with
CSMA/CA access method in C++ language in the
Boland C++ Builder object-oriented programming
environment,

Initial data is entered from the display screen in the
dialog mode according to the forms specified. Without
leaving the modeling system, the operator is able
to adjust the initial data and save the corresponding
calculation results in text and graphic files.

The on-screen form for entering the initial data and
outputting simulation results is shown in Fig. 1.

The software package enables the network
bandwidth to be calculated for any given size of
the wireless network with CSMA/CA and different
placement of network nodes. The type of node
placement can be random or deterministic. In
deterministic placement, nodes can be located at the
same distance from neighboring nodes (equidistant
placement) or at different distances (non-equidistant
placement). The packet transmission time constraint
must be defined when entering initial data. The
probability of delivering packets in less time than the
directive one depends significantly on the constraint
defined for the packet delivery time. The performance
defined as the total on-time transmitted packet stream in
the wireless network also depends significantly on the
given packet delivery time constraints. Characteristics
such as node and transmission medium load, as well
as probabilistic and temporal characteristics (waiting
time in queues, packet transmission time) do not
depend on the constraints imposed on the transmission
time. However, they certainly depend significantly
on the transmission medium bandwidth, the number
of nodes and their placement, the network size, the
intensity of packet streams arriving at the wireless
network nodes for service, the length of info packs,
and time delays resulting from jampacks overlay.
During modeling, the speed of signal propagation in
the transmission medium is assumed to be equivalent
to the speed of light.

The packet transmission in the wireless network
with CSMA/CA is simulated, in order to demonstrate

calculations of probability-time characteristics of packet
delivery processes and wireless network performance
using the developed analytical method. For modeling
purposes, the following initial data was selected:

o the size of the wireless network with CSMA/CA is

500 m;

o the type of node distribution in the network is
random;
the number of nodes in the network N = 100;
bandwidth is 100 Mbps;
signal propagation speed is 3 - 108 m/s;
maximum packet retransmission delay is 10 ps;
jampack length is 32 bits;
directive time is 0.005 s;
info pack length is 1 Kbit;
packet arrival rate is the same in all nodes.
It should be noted that the developed software
package also enables modeling to be performed at
different packet arrival rate at network nodes for service.

The calculation results for probabilistic and
temporal characteristics, performance, load of nodes
and transmission medium with the defined initial
data at load change (change of intensity of packet
streams arriving at the network nodes for service) are
presented in Fig. 2—-6.

Packet delivery time in a wireless network
depends on the time of waiting for transmission in the
queue at network nodes, as well as the time of packet
transmission allowing for emerging conflicts. Therefore,
the parameters of information processing in a wireless
network should be selected in such a way that no
bottlenecks, i.e., overloads of individual nodes and the
transmission medium might occur within the entire range
of changes in the intensity of the packet streams being
processed in the system. In a balanced system, the load
of the transmission medium and the load of the nodes
when the load increases should be close to each other. As
the network length decreases and the number of nodes
decreases for a given transmission medium capacity,
the length of the transmitted packets should increase in
order to balance the network when the load increases.

When increasing the network size and the number
of nodes at a given network bandwidth, in order to
balance the network within the entire range of load
changes, the length of transmitted information packets
must be reduced. This will enable optimal performance
under transmission time constraints, due to a reduced
probability of conflicts.

Specific recommendations on selecting parameters
and modes of operation for the wireless network can
be obtained by conducting multivariate analytical
calculations. This can be done by using the software
package implementing the analytical method used for
studying wireless networks with CSMA/CA access to
the transmission medium.
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Fig. 1. The screen form for input/output of simulation results
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Fig. 2. Dependence of the average waiting time for
packet transmission in nodes (s) on the packet arrival
rate at the wireless network nodes and equal packet
arrival rate at the network nodes
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Fig. 3. Dependence of network performance on the
packet arrival rate at the wireless network nodes at
random node placement (N = 100), equal packet arrival
rate at network nodes, and constraints on the packet
delivery time
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Fig. 4. Dependence of the probability of on-time
packet delivery on the packet arrival rate of the wireless
network nodes under random node placement (N = 100),
equal packet arrival rate at network nodes, and packet
delivery time constraint
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Fig. 5. Dependence of the transmission medium load
during packet arrival at the node on the packet arrival
rate at the wireless network nodes at random node
placement (N = 100), and equal packets arrival rate at
network nodes
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Fig. 6. Dependence of network node load
on the packet arrival rate at wireless network nodes at
random node placement (N = 100) and equal packet
arrival rate at the network nodes

CONCLUSIONS

In this paper, the following main results were
obtained.

Models used to analyze the probability-time
characteristics of information processing in distributed
information-computing systems were classified.

The paper also demonstrated the necessity of priority
development of nested analytical models describing the
processes of packet transmission under limitations on
the time of information transmission in networks at the
channel level.

Analytical  formulas for evaluating time
characteristics of packet transmission, node load,
transmission medium load, and performance of
wireless networks with CSMA/CA access method
were established. Their operation is described by the
IEEE 802.11 communication standard.

The software package is based on the developed
analytical method. Use of the software allows the
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performance of wireless network and probabilistic
and temporal characteristics of packet transmission at
different transmission medium bandwidths and network
sizes to be evaluated. It also provides an opportunity for
multivariate analysis of different operating modes of
wireless networks with CSMA/CA access method to be
performed.

the time constraint on information transmission in
wireless networks with CSMA/CA is universal. It is
used in the development of practical works in such
disciplines as “Architecture of computing systems”
and “Methods and means of protection of computer
information” at the MIREA — Russian Technological
University.

proposed analytical method for evaluating probabilistic
and temporal characteristics and performance under

The description of the theoretical principles of the
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