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Abstract

Objectives. This article discusses a new way of generating keyboard handwriting using a touch keyboard for
authentication in currently existing mobile systems.

Methods. Due to the insufficient reliability of single password authentication, the proposal is to use it in combination
with characteristics which correspond to handwriting on mobile devices. This article demonstrates the possibility of
using individual user characteristics in the formulation of keyboard handwriting on devices with touch keyboards. The
type of keyboard used affects the characteristics of keyboard handwriting, so this aspect can be used to improve
password authentication reliability. The authentication process in the information environment can be supplemented
with data on the nature of the impact on a touch keyboard. The use of the built-in 3D Touch function is also of
interest. Thisis available when working on mobile devices and appliances equipped with a touch keyboard. The paper
demonstrates that the use of one parameter only is insufficient for accurate authentication. The study proposes
a method of determining an acceptable error range for both the touch force and the intermediate interval during
authentication. For this purpose, the Laplace function which formulates the interval of each characteristic depending
on the required probability of user recognition is used.

Results. Touch force and the intermediate interval are sufficient to obtain the necessary characteristics, in order to
formulate a refined user portrait depending on the user’s keyboard handwriting. Experimental statistics are given
separately for an average sample of three different users depending on touch force. They also provide the results of
authentication when using both standard deviations of pressing and the intervals when using the touch keyboard for
the iOSXcode platform.

Conclusions. The conclusion relates to the possibility of user authentication by keyboard handwriting, formulated
on the basis of both the touch force on the keyboard symbols and intervals between pressing. Using the values of
the sample mean and standard deviations allows authentication according to the required recognition probability.
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Pe3iome

Llenu. B ctaTbe paccmartpuBaeTcst HOBbI cnocob GopMUPOBaHUS KaBMaTypHOro rnovyepka npu Mcrnonb3oBaHum
CEHCOPHOW KNaBmaTypbl A1t ayTEHTUDUKALMN B CYLLLECTBYIOLLMX HA A@HHbLIA MOMEHT MOOUIIbHBIX CUCTEMAX.
MeTopabl. B cuny HeQoCTaToO4MHOM HAAEXHOCTU OTAENbHO B3ATOWM MaposibHOM ayTeHTudukaumm npeanaraetcs
MCMNoNb30BaTb e KOMOUHALMIO C XapaKTEPUCTMKAMM, KOTOPblE COOTBETCTBYIOT MNOYEPKY HA MOOUIIbHbLIX YCTPO-
cTBax. B cTtatbe npoaeMoOHCTPMPOBaHa BO3MOXHOCTb UCMOb30BAHUS MHONBUAYANIbHBIX XapakTepPUCTUK NOb30-
BaTens npu GopmMmMpoBaHNKM KNaBnaTypHOro novyepka Ha ycTpomcTBax C CEHCOPHOM knaBuaTypon. NokasaHo, 4To
TUN NCNONb3YEMON KaBMaTypbl BANAET HA XapakTePUCTUKM KNaBMATYPHOrO NoYepka, NO3TOMY AaHHbIA acnekT
MO>XHO MCM0J1Ib30BaTb 4151 NOBbILLEHUS HAAEXHOCTU NapofibHOM ayTeHTudukaunn. NpeanaraeTcsa 4ONOAHUTb NPO-
Lecc ayteHTudunkaumm B MHGOPMaLMOHHON cpeae JaHHbIMU O XapakTepe BO3AENCTBUS HA CEHCOPHYIO KnaBma-
Typy. MHTepec npeacrtaBnsieT ncnonb3oBaHme BCTPoeHHoW dyHkumm 3D Touch, koTopas goctynHa npu paboTte
Ha MOOWbHBLIX YCTPOMCTBAX U TEXHMKE, OCHALL,EHHOM CeHCOPHOW KnaBmaTypoii. B ctaTtbe NpoaemMoHCTPUPOBaHO,
4YTO MCMNONBb30BaHNSA TOSIbKO OAHOrO NapamMeTpa HegOCTaTOYHO ANs TOYHOW ayTeHTudwukaumn. MNpeanoxeH cno-
cob onpeneneHns oNycTMMOro AmanasoHa norpeLlHoCTY, B KOTOPBIN AOKHbBI YKNaAbIBaTbCS Kak CuUla HaxaTus,
Tak 1 NPOMEXYTOYHbIN MHTEPBA NpPu NPOBeAeHUn ayTeHTUdUKauumn. ng aToro ncnonbdyetcsa GyHkumvs Jlannaca,
noseonsiowas chopMnpoBaTb MHTEPBAS KaXKAOWM XapakTePUCTUKN B 3aBUCUMOCTU OT Tpebyemol BEPOSITHOCTHU
pacno3HaBaHVsa NoNb30BaTENS.

PesynbTatbl. [Toka3aHo, 4TO CUJbl HAXXATUS U MPOMEXYTOYHOIO MHTEPBaa AOCTATOYHO AJ1si MONy4YeHUs HeoOX0-
OVIMBbIX XapakTepucTUK, NO3BONSIOLLNX CHOPMMPOBATL YTOHHEHHbIV MOPTPET NOb30BaTENS MO €ro K1aBnaTtypHoOMy
noyepky. MprBeneHbl aKCneprUMeHTasbHblE CTAaTUCTUYECKNE AaHHbIE OTAENIbHO CPEeAHEro BbIOOPKM A TPEX pPas-
JINYHBIX NOb30BaTENEN COMrNAacHO CUie HaxaTus, a Takke pesynbTatbl ayTeHTUdmKaumm npm NCNoAbL30BaHUN O4-
HOBPEMEHHO CpeaHEeKBaAPaTUYHbIX OTKIIOHEHN CUJIbl HAXATUIA U MHTEPBASIOB MEXAY HUMW MPU UCMOSIb30BaAHUN
CEeHCOpHOM knaemaTypbl ans nnatdopmel iOSXcode.

BeiBoabl. CoenaH BbIBOL, O BO3MOXHOCTY NMPUMEHEHMS cnocoba ayTeHTudurkaumm nonb3oBaTenel no knaBmaTyp-
HOMY Mo4epky, COOPMMPOBAHHOMY HA OCHOBE OQHOBPEMEHHO CUJbl HAXATWIN HA CUMBOJIbI KNaBuaTypbl U UHTepBa-
NIOB Mexay HaxaTtusmn. Micnonb3oBaHne 3Ha4YeHU cpefHero Belbopky 1 cpeaHeKBaapaTuyHbIX OTKIOHEHUIA MO~
3BONSIET MPOBOAMTbL ayTEHTUDUKALMIO COrNacHO TPeByeMO BEPOSTHOCTY pacno3HaBaHus.

KnioueBble cnoea: ayteHTUdukaums, MobunbHOE yCTPOMCTBO, KNIaBMaTYPHbI NOYEPK, CU1a HaXaTus, BPDEMEHHOM
MHTEpBan Mexay HaxaTuamu

e Moctynuna: 24.04.2023 » fopa6oTaHa: 22.06.2023 ¢ MpuHgaTa k onyonukoeaHuio: 04.09.2023

Ansg uutupoBanua: MeaHosa C.M., NnbuyeHkosa 3.B. dopmMurpoBaHme kKnaBnaTypHOro nodepka npu ayteHTnudunkaumm
Ha MOOWNbHBIX yCcTpoicTBax. Russ. Technol. J. 2023;11(6):7—-15. https://doi.org/10.32362/2500-316X-2023-11-6-7-15

Mpo3payHocTb hMHAHCOBOIN AEeATEJNIbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aUHTEPECOBAHHOCTM B NPEeACTaB/IEH-
HbIX MaTepuanax uam meTogax.

ABTOpbI 329BNSI0T 06 OTCYTCTBUWN KOHMNNKTA MHTEPECOB.
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INTRODUCTION

Authentication systems on mobile devices today
are usually based on knowledge possessed by the
user (password or graphical authentication) or on the
user’s biometric characteristics (fingerprint or face
authentication) [1, 2]. However, the above methods,
as a rule, do not provide the required accuracy! and do
not have the functionality of customizing the required
level of security [3—5]. There may also be situations
when itis not possible to use a biometric authentication
device. For example, such situations may arise when
a person is in non-standard conditions, for example
when the user is unable to raise the Smartphone to
face level [6, 7]. In this regard, it seems reasonable
to use multi-factor authentication using the keyboard
handwriting of mobile device users. Since the owner
of the device enters text regularly, the handwriting
can remain pertinent at all times. Also, if necessary,
it allows the use of handwriting not only for
authentication.

Keyboard handwriting can be formulated based on
the use of user preferences and modern technologies
available for these types of gadgets. Such technologies
include 3D Touch? technology based on determining
the touch force on various characters on the touch
keyboard [8, 9]. The capabilities of this development
can be used on all modern iPhone devices® and on most
smartphones. 3D Touch makes it possible to personalize
the way the user interacts with the device.

Keyboard handwriting generation and recognition
systems are usually based on software signal
processing [10-12]. Therefore, the method of
authentication on mobile devices based on keyboard
handwriting, including the use of 3D Touch technology,
is relatively inexpensive and well integrated into existing
systems.

Biometric handwriting includes the statistical
processing of data obtained when a user enters a given
phrase [13, 14]. When a user performs password
authentication, the phrase entered is usually fixed.
However, when the passwords of different users roughly
coincide, there is an increased probability of matching
the keyboard handwriting, based on the duration of
pressing a certain symbol. Studies have shown that the
use of keyboard handwriting alone does not guarantee the
necessary authentication reliability [15, 16]. Moreover,
with the widespread use of mobile devices, the duration

' Golubkova V.B., Braginskii A.L. Issues of theoretical and
applied computer science: textbook. Moscow: MADI; 2018.
72 p. (in Russ.).

2 What Is 3D Touch and How It Works. https://itechguidesad.
pages.dev/posts/what-is-3d-touch-and-how-it-works-/. Accessed
April 22, 2023.

3 https://www.apple.com/iphone/. Accessed April 22, 2023.

of pressing is gradually changing. Thus, this parameter
cannot be considered as a determinant [17].

When determining the keyboard handwriting
of a user, the following factors should be taken into
account: identity of a smartphone or other authentication
device, and psychophysical characteristics of the state
of the device owner [18, 19]. However, if handwriting
statistics are requisite for authentication on a particular
device, the first aspect can be neglected [20].

GENERATING INFORMATION
ON KEYBOARD HANDWRITING

With the rapid evolution of software in the use of
password authentication, factors such as how the user
interacts with the touchscreen keyboard should also be
taken into consideration.

The following characteristics can be used to
generate the keyboard handwriting: input speed and
dynamics, frequency of errors, duration of pauses/signal
overlapping, and 3D Touch value when working with
a touch keyboard.

There are several types of touch keyboards in
mobile devices. Most of the time, the user uses the same
layout to which he or she is accustomed. However, the
keyboard type may sometimes be altered for ease of
input. Depending on the type of keyboard, it is not so
much the duration of pressing the keys which changes,
but rather the interval between significant keys. When
entering a password, the spacing also changes, if the user
has to switch from a character keyboard to a numeric
keyboard. On mobile devices, the duration or the touch
force applied upon the character may be different when
selecting digits or service characters. This depends on
the use of the keyboard, since they can be selected on the
basic layout by holding down the finger or by including
a special corresponding character set.

The results of the 3D Touch mechanism can be
used to gradate the touch force and several levels can be
defined according to the value obtained. It is simplest of
all to follow the gradation of normal pressure and strong
pressure. In the first case, the user is operating the screen
of the mobile device in a standard way when performing
actions. In the second case, there is a stronger pressure on
the characters, leading to a physical impact accompanied
by deflection of the glass panel. The 3D Touch mechanism
can differentiate between these levels of impact force.
In order to determine touch force, Force property of the
UlTouch object can be used. This function is present
in the objects of iPhone version 6 and above and
characterizes touch force. The MaximumPossibleForce
property characterizes the maximum possible value of
the touch force. Using both values, the relative value of
the character’s touch force can be defined. A value of
1.0 represents the average force defined by the system.
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For increased passphrase security, Latin characters
should be used in combination with numbers and service
characters. Different mobile devices use different types
of keyboards. However, in all devices special characters
are placed in a separate keyboard. Sometimes there
are also numeric keys on a special tab. It is proposed,
therefore, to supplement the touch force applied on the
characters with information about the duration of pauses
between informational (included in the password)
characters which require keyboard switching.

User recognition is a two-stage process. The first stage
is required for initial generation of the user’s keyboard
handwriting. The resulting data is then used in the next stage
for authentication. The combination of the two stages makes
it possible to conclude that either the user is legitimate or that
an intruder has attempted to log on to the system.

In accordance with the above, the proposal is to
formulate keyboard handwriting by taking characteristics
of the sample mean and standard deviation of the touch
force and the intervals between pressing characters.
This pair of statistical data is characterized by their
heterogeneity which allows for more accurate estimation.

At the first stage, each user enters a passphrase which
meets the security requirements several times. In order to
increase the representativeness of the sample, additional
password requirements can be formulated to include not
only generalized rules, but also to define the sequence of
typing. For example, the need to switch repeatedly from
one character type to another can be included.

Depending on the parameters selected, the required
characteristics are calculated character by character and
then grouped (Tables 1, 2).

Table 1. Format for character touch force data
presentation

Standard

Sample mean () deviation (o)
X

Character (x,)

Table 2. Format for presenting data on intervals between
pressing characters

Standard
deviation (o,)

Sequential

characters (x,) Sample mean (X)

Calculation of the values of the second and third
columns of the tables is carried out by means of the
following formulae:

where the variable n shows how many times the
passphrase has been repeated.

Since during authentication, the received data
x, . will differ, a possible range of values (x; , x...)
needs to be established within which user legitimacy is
indicated. The ability to vary the length of the interval
depending on the required probability of errors will also
be useful. Therefore, when determining the interval
boundaries, it seems reasonable to take into account the
value of the standard deviation:

P(xmin < Xn+1 < xmax)

-F xmax_)_c _F f_xmin
Ox Oy ,

where F(-) is the Laplace function and the distribution of
the random variable x is normal.

During authentication, errors of the first kind (i.e.,
a legitimate user is not recognized as such) and of the
second kind (an attacker is recognized as a registered
user) are possible. In order to reduce errors of the
second kind, the value of the probability of erroneous
recognition of the user will be reduced.

Since in recognition systems the deviations from the
mean value in both directions are equivalent, the probability
of hitting the required interval can be written as:

X—X_.
P(xmin <X, < xmax): 2F£—mln J

Oy

Thus, the values of the acceptable range limits can
be adjusted depending on tolerance of errors of the first
or second kind.

After formulating the keyboard handwriting, user
authentication is performed by entering a password.
For a new phrase, the same statistical characteristics
are defined and they are checked to to see whether they
fall within the specified interval. Depending on the
result, a decision about the user’s legitimacy is to be
made.

EXPERIMENTAL AUTHENTICATION

In order to test the performance of the proposed
method of user control, a program to obtain information
about the intensity of data input and the force of
pressing the characters on the keyboard of the mobile
device was written. In this work, the iOSXcode*
platform was wused. Calculations were performed
for 10 consecutive inputs performed under the same
conditions. For three different users (Userl, User2,
User3), the corresponding statistical characteristics were
calculated for the input data “1@35f1” (Tables 3-5).

4 Xcode.
April 22, 2023.

https://developer.apple.com/xcode/.  Accessed
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Table 3. Character touch force data (User1)

Character Sample mean Standard deviation
1 0.4334 0.034916
@ 0.4872 0.033796
3 0.558444 0.033623
5 0.539917 0.033619
f 0.492778 0.031256
1 0.479875 0.018871274

Table 4. Character touch force data (User2)

Character Sample mean Standard deviation
1 0.35947 0.024012
@ 0.460015 0.031145
3 0.501201 0.035001
5 0.54102 0.032115
f 0.402495 0.030598
1 0.483985 0.032012

Table 5. Character touch force data (User3)

Character Sample mean Standard deviation
1 0.590235 0.034985
@ 0.58098 0.032998
3 0.6001 0.025198
5 0.63101 0.028957
f 0.56398 0.032015
1 0.55356 0.030011

The value 1.0 of the pressing force represents the average
force determined by the system.

Figure 1 shows data obtained on the magnitude
of the touch force on different characters in the form
of a comparison chart for each of the three users. The
results were obtained for a user recognition probability
equal to 0.95.

According to this data, only for the character “3”
do the ranges obtained not overlap. However, a single
character sample cannot be considered sufficient.
Therefore, it is suggested that s data about the pressing
intervals of significant characters be added to the
analysis without taking into account the keyboard type
switch presses (Tables 6-8).

0.65 0.65 0.70
Q [0] (]
o o o
] (] (]
+ 0.60 - + 0.65
§ 0.55 g g 0.60
S 2 0.55 Q
° © °
CINJ 0.50 ——. g g 0.55 -
© © 0.50 ©
£ 045 | £ . € 0.50 O
z z z
0.40 0.45 0.45

User2
(a)

User1 User3 User1

User2

User3 User2

(c)

User1 User3

Fig. 1. Permissible touch force ranges: (a) character “@”, (b) character “3”, (c) character “5”
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Table 6. Data on interval between pressing characters (User1)

Sequential characters Sample mean (1079, s) Stand?lr ggexsf;ation
1-@ 46915.5 143.2862
@-3 47625.13 141.8598
3-5 46764.5 139.9112
5-f 47696.38 133.5322
-1 46917.25 118.9138

Table 7. Data on interval between pressing characters (User2)

Sequential characters Sample mean (1079, s) Stand?lr (C)l_%e\s/;atlon

1-@ 59807.5 181.7389

@-3 69081.63 171.6768

3-5 46779.13 158.8777

5-f 69025.38 106.3336

f-1 59943.13 144.3076

Table 8. Data on interval between pressing characters (User3)

Sequential characters Sample mean (1079, s) Standzllr g,%e:;atlon

1-@ 57835.25 152.0627

@-3 67866.13 150.8391

3-5 45906.38 137.8881

5-f 67908 162.6047

-1 57937.25 104.8996

Analysis of the data obtained shows that the time
interval between pressing the symbols located on
the same keyboard does not guarantee the required
differentiation of values (Fig. 2c¢). Switching the
keyboard from symbolic to numeric (User2, User3)

or selecting numeric or service symbols with the help
of increased pressure on the symbols of the main
keyboard (Userl) enables the required difference in the
characteristics of keyboard handwriting (Fig. 2a, 2b) to
be attained.

59 000 — 70000 — 47 500
T » 57000 — =R - B
© © ©
2% 55000 g5 00000 5% 47000 -
£ IS ESI
2 2 53000 2 2 60000 29
£3 =3 = 2 46500 -
5% 51000 5o 5o
§¢ § g 55000 §%
© 2 49000 T = T =
) e = = 46 000
38 3 & 50000 38
47 000 — _
45000 45000 45 500
User1 User2  User3 User1l  User2 User3 User1  User2 User3
(a) (b) (c)

Fig. 2. Permissible ranges for interval between pressing characters (a) “1-@”, (b) “@-3", (c) “8-5"
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CONCLUSIONS

When using password authentication, the use of
additional information about keyboard handwriting,
based on the touch force applied on the keys and
the duration between successive presses, allows the
accuracy of recognition to be increased to the requisite
probability. The advantages of the method proposed
include the possibility of modifying the parameters to
balance between first and second type errors. Obtaining
new information in the same format as the original
information, allows data to be updated, if necessary.
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