
7

Russian Technological Journal. 2023;11(6):7–15

© S.M. Ivanova, Z.V. Ilyichenkova, 2023

ISSN 2500-316X (Online)

UDC  004.056.2
https://doi.org/10.32362/2500-316X-2023-11-6-7-15 

Information systems. Computer sciences. Issues of information security

Информационные системы. Информатика. Проблемы информационной безопасности

RESEARCH ARTICLE

Generation of keyboard handwriting  
during user authentication on mobile devices

Svetlana M. Ivanova, 
Zoya V. Ilyichenkova @

MIREA – Russian Technological University, Moscow, 119454 Russia
@ Corresponding author, e-mail: ilichenkova@mirea.ru 

Abstract
Objectives. This article discusses a new way of generating keyboard handwriting using a touch keyboard for 
authentication in currently existing mobile systems.
Methods. Due to the insufficient reliability of single password authentication, the proposal is to use it in combination 
with characteristics which correspond to handwriting on mobile devices. This article demonstrates the possibility of 
using individual user characteristics in the formulation of keyboard handwriting on devices with touch keyboards. The 
type of keyboard used affects the characteristics of keyboard handwriting, so this aspect can be used to improve 
password authentication reliability. The authentication process in the information environment can be supplemented 
with data on the nature of the impact on a touch keyboard. The use of the built-in 3D Touch function is also of 
interest. This is available when working on mobile devices and appliances equipped with a touch keyboard. The paper 
demonstrates that the use of one parameter only is insufficient for accurate authentication. The study proposes 
a method of determining an acceptable error range for both the touch force and the intermediate interval during 
authentication. For this purpose, the Laplace function which formulates the interval of each characteristic depending 
on the required probability of user recognition is used.
Results. Touch force and the intermediate interval are sufficient to obtain the necessary characteristics, in order to 
formulate a refined user portrait depending on the user’s keyboard handwriting. Experimental statistics are given 
separately for an average sample of three different users depending on touch force. They also provide the results of 
authentication when using both standard deviations of pressing and the intervals when using the touch keyboard for 
the iOSXcode platform.
Conclusions. The conclusion relates to the possibility of user authentication by keyboard handwriting, formulated 
on the basis of both the touch force on the keyboard symbols and intervals between pressing. Using the values of 
the sample mean and standard deviations allows authentication according to the required recognition probability.
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НАУЧНАЯ СТАТЬЯ

Формирование клавиатурного почерка 
при аутентификации на мобильных устройствах

С.М. Иванова, 
З.В. Ильиченкова @

МИРЭА – Российский технологический университет, Москва, 119454 Россия
@ Автор для переписки, e-mail: ilichenkova@mirea.ru 

Резюме 
Цели. В статье рассматривается новый способ формирования клавиатурного почерка при использовании 
сенсорной клавиатуры для аутентификации в существующих на данный момент мобильных системах. 
Методы. В силу недостаточной надежности отдельно взятой парольной аутентификации предлагается 
использовать ее комбинацию с характеристиками, которые соответствуют почерку на мобильных устрой-
ствах. В статье продемонстрирована возможность использования индивидуальных характеристик пользо-
вателя при формировании клавиатурного почерка на устройствах с сенсорной клавиатурой. Показано, что 
тип используемой клавиатуры влияет на характеристики клавиатурного почерка, поэтому данный аспект 
можно использовать для повышения надежности парольной аутентификации. Предлагается дополнить про-
цесс аутентификации в информационной среде данными о характере воздействия на сенсорную клавиа-
туру. Интерес представляет использование встроенной функции 3D Touch, которая доступна при работе 
на мобильных устройствах и технике, оснащенной сенсорной клавиатурой. В статье продемонстрировано, 
что использования только одного параметра недостаточно для точной аутентификации. Предложен спо-
соб определения допустимого диапазона погрешности, в который должны укладываться как сила нажатия, 
так и промежуточный интервал при проведении аутентификации. Для этого используется функция Лапласа, 
позволяющая сформировать интервал каждой характеристики в зависимости от требуемой вероятности 
распознавания пользователя. 
Результаты. Показано, что силы нажатия и промежуточного интервала достаточно для получения необхо-
димых характеристик, позволяющих сформировать уточненный портрет пользователя по его клавиатурному 
почерку. Приведены экспериментальные статистические данные отдельно среднего выборки для трех раз-
личных пользователей согласно силе нажатия, а также результаты аутентификации при использовании од-
новременно среднеквадратичных отклонений силы нажатий и интервалов между ними при использовании 
сенсорной клавиатуры для платформы iOSXcode.
Выводы. Сделан вывод о возможности применения способа аутентификации пользователей по клавиатур-
ному почерку, сформированному на основе одновременно силы нажатий на символы клавиатуры и интерва-
лов между нажатиями. Использование значений среднего выборки и среднеквадратичных отклонений по-
зволяет проводить аутентификацию согласно требуемой вероятности распознавания. 

Ключевые слова: аутентификация, мобильное устройство, клавиатурный почерк, сила нажатия, временной 
интервал между нажатиями
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INTRODUCTION

Authentication systems on mobile devices today 
are usually based on knowledge possessed by the 
user (password or graphical authentication) or on the 
user’s biometric characteristics (fingerprint or face 
authentication) [1, 2]. However, the above methods, 
as a rule, do not provide the required accuracy1 and do 
not have the functionality of customizing the required 
level of security [3–5]. There may also be situations 
when it is not possible to use a biometric authentication 
device. For example, such situations may arise when 
a person is in non-standard conditions, for example 
when the user is unable to raise the Smartphone to 
face level [6, 7]. In this regard, it seems reasonable 
to use multi-factor authentication using the keyboard 
handwriting of mobile device users. Since the owner 
of the device enters text regularly, the handwriting 
can remain pertinent at all times. Also, if necessary, 
it allows the use of handwriting not only for 
authentication.

Keyboard handwriting can be formulated based on 
the use of user preferences and modern technologies 
available for these types of gadgets. Such technologies 
include 3D Touch2 technology based on determining 
the touch force on various characters on the touch 
keyboard [8, 9]. The capabilities of this development 
can be used on all modern iPhone devices3 and on most 
smartphones. 3D Touch makes it possible to personalize 
the way the user interacts with the device.

Keyboard handwriting generation and recognition 
systems are usually based on software signal 
processing [10–12]. Therefore, the method of 
authentication on mobile devices based on keyboard 
handwriting, including the use of 3D Touch technology, 
is relatively inexpensive and well integrated into existing 
systems.

Biometric handwriting includes the statistical 
processing of data obtained when a user enters a given 
phrase [13, 14]. When a user performs password 
authentication, the phrase entered is usually fixed. 
However, when the passwords of different users roughly 
coincide, there is an increased probability of matching 
the keyboard handwriting, based on the duration of 
pressing a certain symbol. Studies have shown that the 
use of keyboard handwriting alone does not guarantee the 
necessary authentication reliability [15, 16]. Moreover, 
with the widespread use of mobile devices, the duration 

1  Golubkova V.B., Braginskii A.I. Issues of theoretical and 
applied computer science: textbook. Moscow: MADI; 2018. 
72 p. (in Russ.).

2  What Is 3D Touch and How It Works. https://itechguidesad.
pages.dev/posts/what-is-3d-touch-and-how-it-works-/. Accessed 
April 22, 2023.

3  https://www.apple.com/iphone/. Accessed April 22, 2023.

of pressing is gradually changing. Thus, this parameter 
cannot be considered as a determinant [17].

When determining the keyboard handwriting 
of a user, the following factors should be taken into 
account: identity of a smartphone or other authentication 
device, and psychophysical characteristics of the state 
of the device owner [18, 19]. However, if handwriting 
statistics are requisite for authentication on a particular 
device, the first aspect can be neglected [20].

GENERATING INFORMATION 
ON KEYBOARD HANDWRITING

With the rapid evolution of software in the use of 
password authentication, factors such as how the user 
interacts with the touchscreen keyboard should also be 
taken into consideration. 

The following characteristics can be used to 
generate the keyboard handwriting: input speed and 
dynamics, frequency of errors, duration of pauses/signal 
overlapping, and 3D Touch value when working with 
a touch keyboard.

There are several types of touch keyboards in 
mobile devices. Most of the time, the user uses the same 
layout to which he or she is accustomed. However, the 
keyboard type may sometimes be altered for ease of 
input. Depending on the type of keyboard, it is not so 
much the duration of pressing the keys which changes, 
but rather the interval between significant keys. When 
entering a password, the spacing also changes, if the user 
has to switch from a character keyboard to a numeric 
keyboard. On mobile devices, the duration or the touch 
force applied upon the character may be different when 
selecting digits or service characters. This depends on 
the use of the keyboard, since they can be selected on the 
basic layout by holding down the finger or by including 
a special corresponding character set.

The results of the 3D Touch mechanism can be 
used to gradate the touch force and several levels can be 
defined according to the value obtained. It is simplest of 
all to follow the gradation of normal pressure and strong 
pressure. In the first case, the user is operating the screen 
of the mobile device in a standard way when performing 
actions. In the second case, there is a stronger pressure on 
the characters, leading to a physical impact accompanied 
by deflection of the glass panel. The 3D Touch mechanism 
can differentiate between these levels of impact force. 
In order to determine touch force, Force property of the 
UITouch object can be used. This function is present 
in the objects of iPhone version 6 and above and 
characterizes touch force. The MaximumPossibleForce 
property characterizes the maximum possible value of 
the touch force. Using both values, the relative value of 
the character’s touch force can be defined. A value of 
1.0 represents the average force defined by the system.

https://itechguidesad.pages.dev/posts/what-is-3d-touch-and-how-it-works-/
https://itechguidesad.pages.dev/posts/what-is-3d-touch-and-how-it-works-/
https://www.apple.com/iphone/
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For increased passphrase security, Latin characters 
should be used in combination with numbers and service 
characters. Different mobile devices use different types 
of keyboards. However, in all devices special characters 
are placed in a separate keyboard. Sometimes there 
are also numeric keys on a special tab. It is proposed, 
therefore, to supplement the touch force applied on the 
characters with information about the duration of pauses 
between informational (included in the password) 
characters which require keyboard switching.

User recognition is a two-stage process. The first stage 
is required for initial generation of the user’s keyboard 
handwriting. The resulting data is then used in the next stage 
for authentication. The combination of the two stages makes 
it possible to conclude that either the user is legitimate or that 
an intruder has attempted to log on to the system.

In accordance with the above, the proposal is to 
formulate keyboard handwriting by taking characteristics 
of the sample mean and standard deviation of the touch 
force and the intervals between pressing characters. 
This pair of statistical data is characterized by their 
heterogeneity which allows for more accurate estimation.

At the first stage, each user enters a passphrase which 
meets the security requirements several times. In order to 
increase the representativeness of the sample, additional 
password requirements can be formulated to include not 
only generalized rules, but also to define the sequence of 
typing. For example, the need to switch repeatedly from 
one character type to another can be included.

Depending on the parameters selected, the required 
characteristics are calculated character by character and 
then grouped (Tables 1, 2).

Table 1. Format for character touch force data 
presentation

Character (xi) Sample mean ( )x Standard 
deviation (σx)

... ... ...

Table 2. Format for presenting data on intervals between 
pressing characters

Sequential 
characters (xi)

Sample mean ( )x Standard 
deviation (σx)

... ... ...

Calculation of the values of the second and third 
columns of the tables is carried out by means of the 
following formulae:

1 ,

n

i
i

x
x

n
==
∑

 
( )2

,
1

n

i
i

x

x x

n

−

s =
−

∑

where the variable n shows how many times the 
passphrase has been repeated.

Since during authentication, the received data 
xn + 1 will differ, a possible range of values (xmin, xmax) 
needs to be established within which user legitimacy is 
indicated. The ability to vary the length of the interval 
depending on the required probability of errors will also 
be useful. Therefore, when determining the interval 
boundaries, it seems reasonable to take into account the 
value of the standard deviation:

( )min 1 max

max min ,

+< < =

   − −
= −      s s   

n

x x

P x x x

x x x x
F F

where F(∙) is the Laplace function and the distribution of 
the random variable x is normal.

During authentication, errors of the first kind (i.e., 
a legitimate user is not recognized as such) and of the 
second kind (an attacker is recognized as a registered 
user) are possible. In order to reduce errors of the 
second kind, the value of the probability of erroneous 
recognition of the user will be reduced.

Since in recognition systems the deviations from the 
mean value in both directions are equivalent, the probability 
of hitting the required interval can be written as:

( ) min
min 1 max 2 .n

x

x x
P x x x F+

 −
< < =   s 

Thus, the values of the acceptable range limits can 
be adjusted depending on tolerance of errors of the first 
or second kind.

After formulating the keyboard handwriting, user 
authentication is performed by entering a password. 
For a new phrase, the same statistical characteristics 
are defined and they are checked to to see whether they 
fall within the specified interval. Depending on the 
result, a decision about the user’s legitimacy is to be 
made.

EXPERIMENTAL AUTHENTICATION

In order to test the performance of the proposed 
method of user control, a program to obtain information 
about the intensity of data input and the force of 
pressing the characters on the keyboard of the mobile 
device was written. In this work, the iOSXcode4 
platform was used. Calculations were performed 
for 10 consecutive inputs performed under the same 
conditions. For three different users (User1, User2, 
User3), the corresponding statistical characteristics were 
calculated for the input data “1@35f1” (Tables 3–5). 

4 Xcode. https://developer.apple.com/xcode/. Accessed 
April 22, 2023.

https://developer.apple.com/xcode/
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Table 3. Character touch force data (User1)

Character Sample mean Standard deviation

1 0.4334 0.034916

@ 0.4872 0.033796

3 0.558444 0.033623

5 0.539917 0.033619

f 0.492778 0.031256

1 0.479875 0.018871274

Table 4. Character touch force data (User2)

Character Sample mean Standard deviation

1 0.35947 0.024012

@ 0.460015 0.031145

3 0.501201 0.035001

5 0.54102 0.032115

f 0.402495 0.030598

1 0.483985 0.032012

Table 5. Character touch force data (User3)

Character Sample mean Standard deviation

1 0.590235 0.034985

@ 0.58098 0.032998

3 0.6001 0.025198

5 0.63101 0.028957

f 0.56398 0.032015

1 0.55356 0.030011

(а) (b) (c)

0.65

0.60
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0.50
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0.40
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0.60

0.55

0.50

0.45

0.70
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0.60

0.55

0.50

0.45
User1 User1 User1User2 User2 User2User3 User3 User3

Fig. 1. Permissible touch force ranges: (а) character “@”, (b) character “3”, (c) character “5”
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The value 1.0 of the pressing force represents the average 
force determined by the system.

Figure 1 shows data obtained on the magnitude 
of the touch force on different characters in the form 
of a comparison chart for each of the three users. The 
results were obtained for a user recognition probability 
equal to 0.95.

According to this data, only for the character “3” 
do the ranges obtained not overlap. However, a single 
character sample cannot be considered sufficient. 
Therefore, it is suggested that s data about the pressing 
intervals of significant characters be added to the 
analysis without taking into account the keyboard type 
switch presses (Tables 6–8).
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Table 6. Data on interval between pressing characters (User1)

Sequential characters Sample mean (10−6, s) Standard deviation 
 (10−6, s)

1–@ 46915.5 143.2862

@–3 47625.13 141.8598

3–5 46764.5 139.9112

5–f 47696.38 133.5322

f–1 46917.25 118.9138

Table 7. Data on interval between pressing characters (User2)

Sequential characters Sample mean (10−6, s) Standard deviation 
 (10−6, s)

1–@ 59807.5 181.7389

@–3 69081.63 171.6768

3–5 46779.13 158.8777

5–f 69025.38 106.3336

f–1 59943.13 144.3076

Table 8. Data on interval between pressing characters (User3)

Sequential characters Sample mean (10−6, s) Standard deviation 
 (10−6, s)

1–@ 57835.25 152.0627

@–3 67866.13 150.8391

3–5 45906.38 137.8881

5–f 67908 162.6047

f–1 57937.25 104.8996

(а) (b) (c)
User1

59 000

57 000

55 000

53 000

51 000

49 000

47 000

45 000

User2 User3 User1

70 000

65 000

60 000

55 000

50 000

45 000

User2 User3 User1

47 500

47 000

46 500

46 000

45 500

User2 User3

Fig. 2. Permissible ranges for interval between pressing characters (a) “1–@”, (b) “@–3”, (c) “3–5”
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Analysis of the data obtained shows that the time 
interval between pressing the symbols located on 
the same keyboard does not guarantee the required 
differentiation of values (Fig. 2c). Switching the 
keyboard from symbolic to numeric (User2, User3) 

or selecting numeric or service symbols with the help 
of increased pressure on the symbols of the main 
keyboard (User1) enables the required difference in the 
characteristics of keyboard handwriting (Fig. 2a, 2b) to 
be attained.
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CONCLUSIONS

When using password authentication, the use of 
additional information about keyboard handwriting, 
based on the touch force applied on the keys and 
the duration between successive presses, allows the 
accuracy of recognition to be increased to the requisite 
probability. The advantages of the method proposed 
include the possibility of modifying the parameters to 
balance between first and second type errors. Obtaining 
new information in the same format as the original 
information, allows data to be updated, if necessary.
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