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Abstract

Objectives. Programmable logic integrated circuits of the field programmable gate array (FPGA) type based on
static configuration memory are widely used in the electronics of onboard spacecraft systems. Under the influence of
space radiation, errors may occur in the FPGA configuration memory. The main methods of protection against such
errors involve various options for reservation triggers, as well as the use of error-correcting codes in special error
detection and correction circuits. The purpose of the present work is to determine which error-correcting codes are
best suited to the implementation of internal scrubbing of the FPGA configuration memory taking redundancy into
account.

Methods. The paper analyses various methods for scrubbing FPGA configuration memory, which are used to correct
errors caused by the action of space radiation. It is proposed to increase the efficiency of internal scrubbing of the
FPGA configuration memory using codes that correct both single- and double-adjacent SEC-DED-DAEC errors. In
this case, the need to perform external scrubbing of the configuration memory is reduced by overwriting it with a
reference configuration from non-volatile radiation-resistant memory; in this way, FPGA downtime caused by the
external scrubbing procedure is reduced. Due to the known SEC-DED-DAEC codes having a non-zero probability
of erroneous detection and subsequent erroneous correction of a double non-adjacent error, as well as various
redundancy and implementation complexities, a study was made of the most efficient code for internal scrubbing.
Results. The results showed that the Datta, Neale and Hoyoon-Yongsurk codes are optimal from the indicated
positions. Recommendations are given for selecting a specific code depending on the specific requirements for a
particular planned space mission.

Conclusions. The study confirms the effectiveness of protecting the memory of programmable logic by using
two-error-correcting codes.
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Pe3iome

Lenu. Nporpammmnpyemas norvka tuna field programmable gate array (FPGA) Ha ocHOBe cTaTn4eckom KoHdurypaum-
OHHOW NaMSATK LUMPOKO NPUMEHSIETCS B 3/IEKTPOHNKE BOPTOBbLIX CUCTEM KOCMUYECKMX annapaTos. [1oa Bo3aeicTBuem
KOCMWYECKOWN paamaumm B KOHUrypaumoHHoi namstn FPGA moryT Bo3HMKaTb oLMOkM. OCHOBHbIMW MeETOAAMU 3a-
LNTBI OT HUX ABASIOTCH PA3/IMYHbIE BAPUAHTbI PE3EPBUPOBAHMS TPUITEPOB, a TaKKe MPUMEHEHNE MOMEXOYCTONYMBbIX
KOOOB B CreLMalibHbIX CXeMax AeTEKTUPOBAHUS U UcrpaBneHns owmnbok. Lienb paboTbl — onpeaeneHve u3 rpynmebl
NOMEXOYCTONYMBBIX KOJOB TEX, KOTOPbIE C YHETOM UX N3OLITOYHOCTU HAMUMYHLLMM 0O6Pa30M NOAXOANAT A/ peann3aumm
BHYTPEHHEro CkpabOuHra KOHOUrypaLMOHHOW NAaMSTX NPOrPaMMUPYEMBIX JIOTMHYECKNX MHTETPaSIbHBIX CXEM.
MeTopabl. B paboTe paccMOTpeHbl MeTOAbI CKpabOuHra KoHdUrypaumoHHol namatn FPGA, KoTopble NpUMeHSIoTCS
05l ee OYUCTKM OT OLIMBOK, BbI3BAHHbIX AIENCTBMEM KOCMUYECKOM paanaumn. MNpepnaraetcs Ans noBbllleHns adh-
(dEKTUBHOCTU BHYTPEHHErO ckpabbuHra koHdurypaumoHHol namsatu FPGA ncnonb3oBaTtb KOabl, MCNpaBnsioLLme
Kak 0HOKpaTHble, Tak 1 ABYKpPaTHble cMexXHble ownbkm SEC-DED-DAEC. B atom crnyyae ymeHbLuaeTcst Heobxoam-
MOCTb BbINOJIHEHUS BHELLHEr0 ckpabbuHra KOHPUrypaunmoHHOM naMaT NyTeM ee nepe3anncy 3TanoHHON KOHU-
rypaumel n3 sHeproHe3aBUCUMON paanaLmoHHO-CTOMKOM namsaTu. Takum obpa3oM, CHUXAeTCs BpeMsi Hepabo-
TocrnocobHoro coctosiHusa FPGA, BbiaBaHHOE NMpoueaypon BHELWHero ckpabbuHra. B cBA3u ¢ TeM, 4TO N3BECTHbIe
koabl SEC-DED-DAEC nmeloT HeHyNEBYIO BEPOSTHOCTb OLUMOOYHOIr0 AETEKTMPOBaAHMS, @ 3aTEM — OLUMOGOYHOIO 1C-
npasneHnst ABOMHON HECMEXHOW OLLIMOKN, a Takxke 06naaaloT pasHol N36bITOYHOCTBLIO 1 CIOXHOCTbLIO peanmaaLmm,
Obl110 NpUBEOEHO nccnenoBaHne Hanbonee addPeKTMBHOIo Koaa At BHYTPEHHero ckpabouHra.

PesynbTatbl. Pe3ynbTartel MCCNEA0BaHMS MOKa3anu, YTO HAWIYYLWVMU C YKa3aHHbIX MNO3ULMIA SBASIOTCS KOAbI
HatTa, Huna n XooHa — MoHrcypka. MpueeneHsl peaynbTaTsl CPaBHEHMS KOLOB MO BbIGPaHHLIM KpUTEpUaM. JaHb
pekoMeHaauunm ans sbibopa KOHKPETHOr O KOoAa B 3aBUCMMOCTM OT BO3MOXHbIX TPEOOBAHUI K MNaHUPYEMOI KOCMU-
4eCKOW MUCCUN.
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BbiBoabl. [1IpoBeaeHHOE nccnenosaHme nokasano 3d@EKTMBHOCTb 3aLUMThl NaMATV NPOrpaMmMrUpyeEMOn JI0rmkm
C MOMOLLIbIO MPUMEHEHUS KOAO0B C UCMPABIEHMEM ABYX OLUMOOK.

KnioueBble cnoBa: nporpammupyemMas iormieckast uHterpasnbHas cxema, c6oi B KOHOUIypaumoHHOM namstu,
MeTOoAbl O4NCTKM KOHDUTYPaLMOHHOW NamMsATK OT CO0EB, KOAbl C UCTIPaBIEHNEM ABYX CMEXHbIX OLLUMBOK

* Moctynuna: 30.01.2023 » Aopa6oTaHa: 17.05.2023 ¢ MpuHaTa k onyonukosaHuio: 07.07.2023

Ansa untuposanusa: JlenéwknHa E.C., Kyctos H.[., XaHoB B.X. lNMprMmeHeHne KOO0B C UCMNPaBieHMEM ABYX OLLIMOOK
AN 3amTbl KOHPUIypauMOHHON NaMsaTh NPOrpaMMupyeMon IOrTMkU OT OEeNCTBUS KOCMUYEeCcKon paauauuun. Russ.
Technol. J. 2023;11(5):54-62. https://doi.org/10.32362/2500-316X-2023-11-5-54-62

Mpo3payHocTb pUHAHCOBOMN AEeATENIbHOCTU: ABTOPbLI HE UMEIDT PUHAHCOBOM 3aMHTEPECOBAHHOCTM B NPEACTaBNEH-

HbIX MaTepunanax nin MmetTogax.

ABTOPbI 3a5BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

Currently, there is a significant progress in the
development of space electronics, which has significantly
expanded the functionality of modern spacecraft, while
reducing the size, mass and power consumption of
on-board systems. At the same time, the problem of
protecting hardware from radiation failures in electronic
components remains urgent, especially since cheap
components from the commercial electronic component
base (ECB), which lacks failure protection mechanisms
typical of radiation-resistant space ECB, have begun to
be widely used on small spacecraft. In hardware based on
commercial ECBs,onlysingleeventupset(SEU)protection
methods, which set out to correct single events of charged
radiation particles hitting electronic components, are for
the most part capable of application [1]. Such failures
cause logic errors without destroying the component,
i.e.,, they do not cause irreversible processes in the
semiconductor structure of the component [2]. However,
SEU failures tend to occur in response to triggers, with
which any electronic equipment can be easily saturated.
The main drawback of such an approach is the relatively
high probability of such failures.

The main methods of protection against SEU failures
are various options of redundancy, including triple
modular redundancy (TMR) [3, 4] of the triggers, as
well as the use of error correction codes (ECC) in special
error detection and correction circuits (EDAC) [5, 6],
which typically correct a single error (one-bit error)
in the structure of several triggers, for example, in the
SRAM word (static random access memory).

One of the widely used components in space
instrumentation consists in the SRAM FPGA (static
random access memory field programmable gate array)
type of programmable logic integrated circuits. Such
programmable logic integrated circuits (FPGAs), which
mainly belong to the commercial category of microcircuits,
are characterized by a large number of programmable
elements, low power consumption, and a high speed of
operation of the circuits implanted in them, but low fault

tolerance to SEU events [7]. SEU errors can occur not
only in the triggers of the SRAM-implemented FPGA
circuit, but also in the SRAM configuration memory. The
latter type of error is the most dangerous due to the change
to the structure of the implemented circuit, resulting in
constant periodic failures whenever signals pass through
the damaged part of the circuit [8].

The main method of SRAM FPGA protection
from SEU is scrubbing, which consists in overwriting
the faulty contents of the configuration memory by the
reference configuration whenever an error is detected in
the implemented circuit [9, 10].

In this paper, various scrubbing variants are
considered, and the possibilities of applying ECCs for
scrubbing are analyzed. In this connection, the efficiency
of the known SEC-DED-DAEC codes for the purpose
of scrubbing SRAM FPGA configuration memory is
evaluated assuming the application of SEC-DED-DAEC
(single error correction, double error detection and
double-adjacent error correction) type codes.

RELATED WORKS

Since the content of FPGA SRAM configuration
memory can be corrupted by radiation exposure,
configuration memory errors must be detected and
corrected quickly in order to maintain correct operation
in a radiation-exposed environment such as outer
space. Configuration memory errors are eliminated by
scrubbing, comprising a method for overwriting memory
with a reference configuration.

There are two main overwriting approaches: full and
partial. Full scrubbing consists in overwriting the entire
contents of the configuration memory, while partial
scrubbing comprises a block-by-block overwriting
of the configuration memory [11]. In the second case,
the system inoperability time due to loading the full
configuration is reduced.

Scrubbing can also be “blind” and “sighted” [12].
“Blind” scrubbing consists in periodic overwriting of
full or sequentially block configuration memory. Here,
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the overwriting period is selected from the anticipated
error rate, for example, depending on the orbital altitude
of the spacecraft. “Sight” scrubbing is performed
following the detection of an error, possibly when the
configuration memory block has been localized, errors
have accumulated, and it is impossible to correct them
by any other additional method.

There are direct and indirect approaches for
detecting errors in the configuration memory. The
indirect method consists in identifying errors in the
internal FPGA system configured with the contents of
the configuration memory. If there is a failure in the
configuration memory, it will appear in the system in
the form of an error, which can be used to detect (and
rectify) TMR blocks distributed in the system. In case of
a repeated (3-5 times consecutively) detected error, the
scrubbing procedure should be started [11].

The direct method consists in periodic
block-by-block comparison of the contents of the
configuration memory with the corresponding block
of the reference configuration, which is located in non-
volatile and radiation-resistant memory. Here, ECCs can
be used to accelerate the work. In this case, each block of
the reference configuration in the non-volatile memory
also stores its checksum. When the corresponding block
is read back from the FPGA configuration memory,
its checksum is calculated and compared with the
corresponding sum from the non-volatile memory. If the
sums do not match, it means that a failure has occurred
in this block of the configuration memory and that this
block must consequently be overwritten [8].

Modern Xilinx! FPGAs have built-in mechanisms
based on the application of EDAC and single error
correction and double error detection (SEC-DED)
codes for block-by-block scanning of the configuration
memory and automatic correction of single errors in it, as
well as double errors detection in the scanned block [8].
This approach, further referred to in the paper as internal
scrubbing, allows to reduce the number of runs of
external partial scrubbing of configuration memory to
correct double and larger multiplicity errors, and thus
to reduce downtime of the FPGA-implemented system
associated with the execution of external scrubbing.

PROBLEM STATEMENT

SEC-DED codes are known to fix one fault in
a memory word. The SEC-DED code used must be
low redundancy, fast, and easy to implement (for
FPGA, it comprises a small number of logic elements
for implementing a particular code). These criteria are
best met by the Hsiao code (39, 32) [13] (where 39 is
the codeword size in bits, 32 is informational), which
belongs to the group of modified Hamming codes [14].

! https://www.xilinx.com/. Accessed February 16, 2023.

With the development of new ECB creation
technologies and the transition to finer component
production processes, the probability of multibit
failures—primarily two-bit failures—increases [15].
One of the approaches to solving this problem
consists in the use of SEC-DED-DAEC codes [16].
Codes belonging to this group correct 2 adjacent
errors (adjacent means located in two adjacent bits of
one memory word). Such codes also belong to the group
of modified Hamming codes, meaning that they are fast
and have low redundancy. Any SEC-DED-DAEC code
copes well with the tasks of correcting single- and double
adjacent errors. However, such codes have a specific
disadvantage, consisting in the probability of incorrect
correction of non-adjacent double errors; it can happen
that one code from this group has a higher probability,
while for another code, the probability is lower.

It should be noted that the probability of a contiguous
double error in a memory word is significantly higher than
the probability of a double non-contiguous error. A double
contiguous error ensues from a single SEU event spanning
two adjacent bits of the same word, while a double non-
adjacent error comprises an accumulation of errors. First
there is a failure that causes an error in one bit of a memory
word, then, as time passes, another failure occurs causing
an error in another bit of the same memory word, resulting
in a double non-contiguous error. Clearly, although this
process is unlikely, it cannot be ruled out. Therefore, it
would be wrong to exclude from the SEC-DED-DAEC
code analysis the estimation of the probability of
incorrectly correcting unrelated double errors.

SEC-DED-DAEC codes are proposed as a means
to improve the efficiency of internal scrubbing of the
FPGA configuration memory. In this case, both single
and double contiguous errors are corrected in the
configuration memory to permit less recourse to external
scrubbing of the configuration memory by overwriting
it with a reference configuration from the non-volatile
radiation-resistant memory.

The research task then appears as follows. Due
to the fact that the number of SEC-DED-DAEC
codes comprises some set, each of them has different
parameters; therefore, it is necessary to conduct research
in order to obtain an estimate of the probability of false
detection (and subsequent false correction) of a twofold
unrelated error along with the required resources
for the implementation of the encoder/decoder, thus
determining which of them are best fitted to implement
internal FPGA configuration memory scrubbing given
their additional redundancy.

RESEARCH PROVISION

As it was noted earlier, for SEC-DED-DAEC codes
there is a probability of erroneous detection of double
non-contiguous error as double contiguous, which
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subsequently leads to erroneous correction of code
word bits. The determination of such probability for
this or that code is carried out by means of functional
modeling.

For this purpose, a functional model was developed,
presented as a program in C++, developed in the
Microsoft Visual Studio® environment. The main logical
parts of the program are described below:

1) variable initialization block (generating G-matrix
and validating H-matrix);

2) information word generation
(one-dimensional Boolean array)
a pseudorandom function;

3) information word coding block by enumerating
the columns of G-matrix. When one appears, an
XOR operation is performed on the current bit of
the codeword and the corresponding bit of the
information word;

4) a block for introducing a double non-adjacent error
using a pseudorandom function to determine random
non-adjacent positions and subsequent inversion of
the codeword bits;

5) error syndrome detection block by enumerating
columns of the H-matrix. When one appears, an
XOR operation is performed on the current bit of
the syndrome and the corresponding bit of the
codeword;

6) block of double adjacent error detection by
comparing the resulting syndrome with the
syndromes of double adjacent errors resulting from
the XOR operation on two neighboring columns of
the H-matrix;

7) block for detecting a double non-adjacent error.
A double non-adjacent error is detected if a double
adjacent error is not detected.

The algorithm goes through a large number of
iterations. The probability of error-free detection of
a double non-adjacent error is determined by the ratio
of the number of outcomes of double non-adjacent
error detection to the total number of code words with
introduced double non-adjacent error that have passed
through the algorithm.

In order to determine the resources required to
implement the encoder and decoder codes (the number
of logical elements), a simulation was performed. For
this purpose, a program was developed using the VHDL
language in the Quartus® development environment.
Functional debugging was performed in the ModelSim?
environment.

block
using

2 https://visualstudio.microsoft.com/ru/ (in Russ.). Accessed
February 16, 2023.

3 http://altera.ru/soft_quartus.html. Accessed February 16,
2023.

4 https://altera.co.uk/products/software/quartus-ii/modelsim/
qts-modelsim-index.html. Accessed February 16, 2023.

The logical parts of the encoder are organized as
follows:

1) initialization block for variables (CLK clock signal,
input data word and output codeword);

2) coding block. When the CLK signal changes,
a cycle of encoding the checksum bits according to
the G-matrix is started using the XOR operation;

3) codeword output block (initial information word
and control sum).

Logical parts of a decoder:

1) initialization block for variables (CLK clock signal,
input codeword, output corrected word);

2) error syndrome detection block. When the CLK
signal changes, the loop for the codeword bits is
started; the error syndrome is calculated according
to the H-matrix;

3) decoding block. Firstly, the case without an error is
checked (if the syndrome is zero). If the syndrome
is non-zero, the resulting syndrome is compared
to single error syndromes and error correction is
performed. If there are no coincidences with single
error syndromes, comparison with double adjacent
error syndromes and error correction takes place.
If there are no matches with syndromes, a non-
adjacent error is detected,

4) block of corrected word output.

Simulation was performed for FPGA Cyclone
IV E EP4CE6E22A7 (Intel, USA). As a result of the
synthesis, the number of used encoder and decoder logic
elements was counted.

Functional and simulation models for several
codes were developed in accordance with the presented
description. The main criterion for the selection of
the codes under study is the explicit description in the
scientific and technical literature of the H-matrices of the
codes. In this case, the probability of incorrect generation
of the check matrix is excluded, the research process is
simplified, and the probability of an error occurring in the
simulated results is minimized. Thus, the following codes
with 32-bit information word were chosen as the codes
under study: Dutta (39, 32) [17], Datta (42, 32) [18],
Neale (42, 32) [19], Reviriego (39, 32) [20],
Cha—Yoon (39,32)[21], Hoyoon—Yongsurk (41,32)[22].

In addition to the SEC-DED-DAEC codes, we
present for comparison data for one SEC-DED code,
namely, the Hsiao code [13], which is widely used
in the implementation of the EDAC mechanism for
memory.

RESULTS

The results of the studies are presented in the table.
The given data show that the leading positions are
occupied by the Datta, Neale and Hoyoon—Yongsurk
codes. While the Hsiao code shows the average values
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for the selected comparison criteria, it should be kept
in mind that it does not correct two adjacent errors.
Comparing them with each other in relation to the use
of FPGA configuration SRAM memory scanning, the
following recommendations can be made.

Table. Comparison of SEC-DED-DAEC codes according
to the criteria of error-free detection of a double
non-adjacent error and implementation complexity

Probability of Number of
error-free detection | encoder/decoder
Code .

of a double logical
non-adjacent error elements

Hsiao (39, 32) 63.4 164/332
Dutta (39, 32) 435 170/407
Datta (40, 32) 78.9 164/354

Neale (42, 32) 84.4 57/391
Reviriego (39, 32) 38.4 175/373
Cha—Yoon (39, 32) 60.7 123/272

Hoyoon—

Yongsurk (41, 32) 95.7 178/384

For the Datta code, the redundancy of the codeword
is aligned to the byte dimension, which can simplify the
construction of the FPGA configuration memory. While
the probability of error detection of double non-adjacent
error is the worst of the considered three codes, it is
slightly inferior to the Neale code. The complexities of
the coder and decoder code are low; the complexity of
the coder is average.

For the Neale code, the redundancy of the codeword
is not aligned with the byte boundary. The probability
of erroneous detection of double non-adjacent error is
average, but at a rather high level. Encoder complexity
is very low; decoder complexity is the highest.

The redundancy for the Hoyoon—Yongsurk code is
also not aligned with the byte boundary. Here, while the
probability of error detection of double non-adjacent
error is the best and encoder complexity is the highest,
decoder complexity is average.

The selection of one or another code choice for
implementation should take into account the initial
data for the planned space mission. If simplicity and
speed of implementation are critical with an acceptable
probability of false detection of double non-adjacent
error under conditions of low intensity of radiation
failures, the Datta configuration memory code can be
recommended for use in the EDAC mechanism. The
Neale code can also qualify for this position, but it has
the highest redundancy, and is not aligned on the byte
boundary. If the planned space mission is long-term and
will be carried out under conditions of a high failure
rate, it may be better to use the Hoyoon—Yongsurk code,

despite its relative implementation complexity and low
performance.

In addition, we note that the complexity of the
analyzed triplet codes, expressed in the number of
required logical elements for the implementation
of the encoder/decoder, on average corresponds to
the complexity of the commonly used Hsiao code.
Therefore, problems do not arise in terms of the use
of FPGA resources with their implementation for the
purpose of configuration memory scanning when
scrubbing.

CONCLUSIONS

The present work proposes that the algorithm of the
internal scanning method be changed for the internal
scrubbing of the FPGA SRAM configuration memory:
instead of one of the SEC-DED codes, such as the Hsiao
code, it is proposed to use one of the SEC-DED-DAEC
codes. In this case, both a single error and two adjacent
errors will be corrected in the configuration SRAM, which
will reduce the number of external partial configuration
memory scrubbing runs to correct double and larger
multiplicity errors, thus reducing the downtime of the
FPGA-implemented system associated with scrubbing
implementation.

SEC-DED-DAEC codes have one negative property:
non-zero probability of erroneous detection (and then
erroneous correction) of double non-adjacent error.
In addition, they have different redundancies for
storing the checksum in SRAM memory, as well as
various complexities of implementation, which can be
estimated by the required number of logical elements to
implement the encoder/decoder. A study was carried out
to determine the most efficient code according to these
criteria among SEC-DED-DAEC codes with known
check matrices. The results of the study showed that the
Datta, Neale, and Hoyoon—Yongsurk codes are optimal
from these positions. While the Hoyun—Yongsurk code
has almost zero probability of error detection of double
adjacent error, at the same time, it has the greatest
complexity. The Dutta code is the easiest to implement,
but the probability of detecting a double non-adjacent
error in error is about 20%. The Neale code occupies an
intermediate position. When selecting error correction
approaches, the choice of a particular code should be
determined by the requirements of the planned space
mission.
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