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Abstract
Objectives. Programmable logic integrated circuits of the field programmable gate array (FPGA) type based on 
static configuration memory are widely used in the electronics of onboard spacecraft systems. Under the influence of 
space radiation, errors may occur in the FPGA configuration memory. The main methods of protection against such 
errors involve various options for reservation triggers, as well as the use of error-correcting codes in special error 
detection and correction circuits. The purpose of the present work is to determine which error-correcting codes are 
best suited to the implementation of internal scrubbing of the FPGA configuration memory taking redundancy into 
account.
Methods. The paper analyses various methods for scrubbing FPGA configuration memory, which are used to correct 
errors caused by the action of space radiation. It is proposed to increase the efficiency of internal scrubbing of the 
FPGA configuration memory using codes that correct both single- and double-adjacent SEC-DED-DAEC errors. In 
this case, the need to perform external scrubbing of the configuration memory is reduced by overwriting it with a 
reference configuration from non-volatile radiation-resistant memory; in this way, FPGA downtime caused by the 
external scrubbing procedure is reduced. Due to the known SEC-DED-DAEC codes having a non-zero probability 
of erroneous detection and subsequent erroneous correction of a double non-adjacent error, as well as various 
redundancy and implementation complexities, a study was made of the most efficient code for internal scrubbing.
Results. The results showed that the Datta, Neale and Hoyoon–Yongsurk codes are optimal from the indicated 
positions. Recommendations are given for selecting a specific code depending on the specific requirements for a 
particular planned space mission.
Conclusions. The study confirms the effectiveness of protecting the memory of programmable logic by using  
two-error-correcting codes.
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для защиты конфигурационной памяти 
программируемой логики от действия 

космической радиации
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Резюме 
Цели. Программируемая логика типа field programmable gate array (FPGA) на основе статической конфигураци-
онной памяти широко применяется в электронике бортовых систем космических аппаратов. Под воздействием 
космической радиации в конфигурационной памяти FPGA могут возникать ошибки. Основными методами за-
щиты от них являются различные варианты резервирования триггеров, а также применение помехоустойчивых 
кодов в специальных схемах детектирования и исправления ошибок. Цель работы – определение из группы 
помехоустойчивых кодов тех, которые с учетом их избыточности наилучшим образом подходят для реализации 
внутреннего скраббинга конфигурационной памяти программируемых логических интегральных схем.
Методы. В работе рассмотрены методы скраббинга конфигурационной памяти FPGA, которые применяются 
для ее очистки от ошибок, вызванных действием космической радиации. Предлагается для повышения эф-
фективности внутреннего скраббинга конфигурационной памяти FPGA использовать коды, исправляющие 
как однократные, так и двукратные смежные ошибки SEC-DED-DAEC. В этом случае уменьшается необходи-
мость выполнения внешнего скраббинга конфигурационной памяти путем ее перезаписи эталонной конфи-
гурацией из энергонезависимой радиационно-стойкой памяти. Таким образом, снижается время нерабо-
тоспособного состояния FPGA, вызванное процедурой внешнего скраббинга. В связи с тем, что известные 
коды SEC-DED-DAEC имеют ненулевую вероятность ошибочного детектирования, а затем – ошибочного ис-
правления двойной несмежной ошибки, а также обладают разной избыточностью и сложностью реализации, 
было приведено исследование наиболее эффективного кода для внутреннего скраббинга.
Результаты. Результаты исследования показали, что наилучшими с указанных позиций являются коды 
Датта, Нила и Хоюна – Йонгсурка. Приведены результаты сравнения кодов по выбранным критериям. Даны 
рекомендации для выбора конкретного кода в зависимости от возможных требований к планируемой косми-
ческой миссии.
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INTRODUCTION

Currently, there is a  significant progress in the 
development of space electronics, which has significantly 
expanded the functionality of modern spacecraft, while 
reducing the size, mass and power consumption of 
on-board systems. At the same time, the problem of 
protecting hardware from radiation failures in electronic 
components remains urgent, especially since cheap 
components from the commercial electronic component 
base  (ECB), which lacks failure protection mechanisms 
typical of radiation-resistant space ECB, have begun to 
be widely used on small spacecraft. In hardware based on 
commercial ECBs, only single event upset (SEU) protection 
methods, which set out to correct single events of charged 
radiation particles hitting electronic components, are for 
the most part capable of application  [1]. Such failures 
cause logic errors without destroying the component, 
i.e., they do not cause irreversible processes in the 
semiconductor structure of the component [2]. However, 
SEU failures tend to occur in response to triggers, with 
which any electronic equipment can be easily saturated. 
The main drawback of such an approach is the relatively 
high probability of such failures.

The main methods of protection against SEU failures 
are various options of redundancy, including triple 
modular redundancy  (TMR)  [3, 4] of the triggers, as 
well as the use of error correction codes (ECC) in special 
error detection and correction circuits  (EDAC)  [5, 6], 
which typically correct a  single error  (one-bit error) 
in the structure of several triggers, for example, in the 
SRAM word (static random access memory).

One of the widely used components in space 
instrumentation consists in the SRAM FPGA  (static 
random access memory field programmable gate array) 
type of programmable logic integrated circuits. Such 
programmable logic integrated circuits  (FPGAs), which 
mainly belong to the commercial category of microcircuits, 
are characterized by a  large number of programmable 
elements, low power consumption, and a high speed of 
operation of the circuits implanted in them, but low fault 

tolerance to SEU events  [7]. SEU errors can occur not 
only in the triggers of the SRAM-implemented FPGA 
circuit, but also in the SRAM configuration memory. The 
latter type of error is the most dangerous due to the change 
to the structure of the implemented circuit, resulting in 
constant periodic failures whenever signals pass through 
the damaged part of the circuit [8].

The main method of SRAM FPGA protection 
from SEU is scrubbing, which consists in overwriting 
the faulty contents of the configuration memory by the 
reference configuration whenever an error is detected in 
the implemented circuit [9, 10].

In this paper, various scrubbing variants are 
considered, and the possibilities of applying ECCs for 
scrubbing are analyzed. In this connection, the efficiency 
of the known SEC-DED-DAEC codes for the purpose 
of scrubbing SRAM FPGA configuration memory is 
evaluated assuming the application of SEC-DED-DAEC 
(single error correction, double error detection and 
double-adjacent error correction) type codes.

RELATED WORKS

Since the content of FPGA SRAM configuration 
memory can be corrupted by radiation exposure, 
configuration memory errors must be detected and 
corrected quickly in order to maintain correct operation 
in a  radiation-exposed environment such as outer 
space. Configuration memory errors are eliminated by 
scrubbing, comprising a method for overwriting memory 
with a reference configuration. 

There are two main overwriting approaches: full and 
partial. Full scrubbing consists in overwriting the entire 
contents of the configuration memory, while partial 
scrubbing comprises a  block-by-block overwriting 
of the configuration memory  [11]. In the second case, 
the system inoperability time due to loading the full 
configuration is reduced.

Scrubbing can also be “blind” and “sighted”  [12]. 
“Blind” scrubbing consists in periodic overwriting of 
full or sequentially block configuration memory. Here, 
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the overwriting period is selected from the anticipated 
error rate, for example, depending on the orbital altitude 
of the spacecraft. “Sight” scrubbing is performed 
following the detection of an error, possibly when the 
configuration memory block has been localized, errors 
have accumulated, and it is impossible to correct them 
by any other additional method.

There are direct and indirect approaches for 
detecting errors in the configuration memory. The 
indirect method consists in identifying errors in the 
internal FPGA system configured with the contents of 
the configuration memory. If there is a  failure in the 
configuration memory, it will appear in the system in 
the form of an error, which can be used to detect (and 
rectify) TMR blocks distributed in the system. In case of 
a repeated (3–5 times consecutively) detected error, the 
scrubbing procedure should be started [11].

The direct method consists in periodic 
block-by-block comparison of the contents of the 
configuration memory with the corresponding block 
of the reference configuration, which is located in non-
volatile and radiation-resistant memory. Here, ECCs can 
be used to accelerate the work. In this case, each block of 
the reference configuration in the non-volatile memory 
also stores its checksum. When the corresponding block 
is read back from the FPGA configuration memory, 
its checksum is calculated and compared with the 
corresponding sum from the non-volatile memory. If the 
sums do not match, it means that a failure has occurred 
in this block of the configuration memory and that this 
block must consequently be overwritten [8].

Modern Xilinx1 FPGAs have built-in mechanisms 
based on the application of EDAC and single error 
correction and double error detection  (SEC-DED) 
codes for block-by-block scanning of the configuration 
memory and automatic correction of single errors in it, as 
well as double errors detection in the scanned block [8]. 
This approach, further referred to in the paper as internal 
scrubbing, allows to reduce the number of runs of 
external partial scrubbing of configuration memory to 
correct double and larger multiplicity errors, and thus 
to reduce downtime of the FPGA-implemented system 
associated with the execution of external scrubbing.

PROBLEM STATEMENT

SEC-DED codes are known to fix one fault in 
a  memory word. The SEC-DED code used must be 
low redundancy, fast, and easy to implement  (for 
FPGA, it comprises a  small number of logic elements 
for implementing a particular code). These criteria are 
best met by the Hsiao code (39, 32) [13] (where 39  is 
the codeword size in bits, 32  is informational), which 
belongs to the group of modified Hamming codes [14].

1   https://www.xilinx.com/. Accessed February 16, 2023.

With the development of new ECB creation 
technologies and the transition to finer component 
production processes, the probability of multibit 
failures—primarily two-bit failures—increases  [15]. 
One of the approaches to solving this problem 
consists in the use of SEC-DED-DAEC codes  [16]. 
Codes belonging to this group correct 2  adjacent 
errors  (adjacent means located in two adjacent bits of 
one memory word). Such codes also belong to the group 
of modified Hamming codes, meaning that they are fast 
and have low redundancy. Any SEC-DED-DAEC code 
copes well with the tasks of correcting single- and double 
adjacent errors. However, such codes have a  specific 
disadvantage, consisting in the probability of incorrect 
correction of non-adjacent double errors; it can happen 
that one code from this group has a higher probability, 
while for another code, the probability is lower.

It should be noted that the probability of a contiguous 
double error in a memory word is significantly higher than 
the probability of a double non-contiguous error. A double 
contiguous error ensues from a single SEU event spanning 
two adjacent bits of the same word, while a double non-
adjacent error comprises an accumulation of errors. First 
there is a failure that causes an error in one bit of a memory 
word, then, as time passes, another failure occurs causing 
an error in another bit of the same memory word, resulting 
in a  double non-contiguous error. Clearly, although this 
process is unlikely, it cannot be ruled out. Therefore, it 
would be wrong to exclude from the SEC-DED-DAEC 
code analysis the estimation of the probability of 
incorrectly correcting unrelated double errors.

SEC-DED-DAEC codes are proposed as a  means 
to improve the efficiency of internal scrubbing of the 
FPGA configuration memory. In this case, both single 
and double contiguous errors are corrected in the 
configuration memory to permit less recourse to external 
scrubbing of the configuration memory by overwriting 
it with a  reference configuration from the non-volatile 
radiation-resistant memory. 

The research task then appears as follows. Due 
to the fact that the number of SEC-DED-DAEC 
codes comprises some set, each of them has different 
parameters; therefore, it is necessary to conduct research 
in order to obtain an estimate of the probability of false 
detection (and subsequent false correction) of a twofold 
unrelated error along with the required resources 
for the implementation of the encoder/decoder, thus 
determining which of them are best fitted to implement 
internal FPGA configuration memory scrubbing given 
their additional redundancy.

RESEARCH PROVISION

As it was noted earlier, for SEC-DED-DAEC codes 
there is a probability of erroneous detection of double 
non-contiguous error as double contiguous, which 

https://www.xilinx.com/
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subsequently leads to erroneous correction of code 
word bits. The determination of such probability for 
this or that code is carried out by means of functional 
modeling.

For this purpose, a functional model was developed, 
presented as a  program in C++, developed in the 
Microsoft Visual Studio2 environment. The main logical 
parts of the program are described below:

1)	variable initialization block  (generating G-matrix 
and validating H-matrix);

2)	information word generation block 
(one-dimensional Boolean array) using 
a pseudorandom function;

3)	information word coding block by enumerating 
the columns of G-matrix. When one appears, an 
XOR operation is performed on the current bit of 
the codeword and the corresponding bit of the 
information word;

4)	a block for introducing a double non-adjacent error 
using a pseudorandom function to determine random 
non-adjacent positions and subsequent inversion of 
the codeword bits;

5)	error syndrome detection block by enumerating 
columns of the H-matrix. When one appears, an 
XOR operation is performed on the current bit of 
the syndrome and the corresponding bit of the 
codeword;

6)	block of double adjacent error detection by 
comparing the resulting syndrome with the 
syndromes of double adjacent errors resulting from 
the XOR operation on two neighboring columns of 
the H-matrix;

7)	block for detecting a  double non-adjacent error. 
A double non-adjacent error is detected if a double 
adjacent error is not detected.
The algorithm goes through a  large number of 

iterations. The probability of error-free detection of 
a double non-adjacent error is determined by the ratio 
of the number of outcomes of double non-adjacent 
error detection to the total number of code words with 
introduced double non-adjacent error that have passed 
through the algorithm.

In order to determine the resources required to 
implement the encoder and decoder codes (the number 
of logical elements), a  simulation was performed. For 
this purpose, a program was developed using the VHDL 
language in the Quartus3 development environment. 
Functional debugging was performed in the ModelSim4 
environment.

2   https://visualstudio.microsoft.com/ru/ (in Russ.). Accessed 
February 16, 2023.

3   http://altera.ru/soft_quartus.html. Accessed February 16, 
2023.

4   https://altera.co.uk/products/software/quartus-ii/modelsim/
qts-modelsim-index.html. Accessed February 16, 2023.

The logical parts of the encoder are organized as 
follows:

1)	initialization block for variables (CLK clock signal, 
input data word and output codeword);

2)	coding block. When the CLK signal changes, 
a cycle of encoding the checksum bits according to 
the G-matrix is started using the XOR operation;

3)	codeword output block  (initial information word 
and control sum).
Logical parts of a decoder:

1)	initialization block for variables (CLK clock signal, 
input codeword, output corrected word);

2)	error syndrome detection block. When the CLK 
signal changes, the loop for the codeword bits is 
started; the error syndrome is calculated according 
to the H-matrix;

3)	decoding block. Firstly, the case without an error is 
checked (if the syndrome is zero). If the syndrome 
is non-zero, the resulting syndrome is compared 
to single error syndromes and error correction is 
performed. If there are no coincidences with single 
error syndromes, comparison with double adjacent 
error syndromes and error correction takes place. 
If there are no matches with syndromes, a  non-
adjacent error is detected;

4)	block of corrected word output.
Simulation was performed for FPGA Cyclone 

IV E  EP4CE6E22A7  (Intel, USA). As a  result of the 
synthesis, the number of used encoder and decoder logic 
elements was counted.

Functional and simulation models for several 
codes were developed in accordance with the presented 
description. The main criterion for the selection of 
the codes under study is the explicit description in the 
scientific and technical literature of the H-matrices of the 
codes. In this case, the probability of incorrect generation 
of the check matrix is excluded, the research process is 
simplified, and the probability of an error occurring in the 
simulated results is minimized. Thus, the following codes 
with 32-bit information word were chosen as the codes 
under study: Dutta  (39, 32)  [17], Datta  (42,  32)  [18], 
Neale  (42, 32)  [19], Reviriego  (39,  32)  [20],  
Cha–Yoon (39, 32) [21], Hoyoon–Yongsurk (41, 32) [22]. 

In addition to the SEC-DED-DAEC codes, we 
present for comparison data for one SEC-DED code, 
namely, the Hsiao code  [13], which is widely used 
in the implementation of the EDAC mechanism for 
memory.

RESULTS

The results of the studies are presented in the table. 
The given data show that the leading positions are 
occupied by the Datta, Neale and Hoyoon–Yongsurk 
codes. While the Hsiao code shows the average values 

https://visualstudio.microsoft.com/ru/
http://altera.ru/soft_quartus.html
https://altera.co.uk/products/software/quartus-ii/modelsim/qts-modelsim-index.html
https://altera.co.uk/products/software/quartus-ii/modelsim/qts-modelsim-index.html
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for the selected comparison criteria, it should be kept 
in mind that it does not correct two adjacent errors. 
Comparing them with each other in relation to the use 
of FPGA configuration SRAM memory scanning, the 
following recommendations can be made.

Table. Comparison of SEC-DED-DAEC codes according 
to the criteria of error-free detection of a double 
non-adjacent error and implementation complexity

Code

Probability of 
error-free detection 

of a double 
non-adjacent error

Number of  
encoder/decoder  

logical 
elements

Hsiao (39, 32) 63.4 164/332

Dutta (39, 32) 43.5 170/407

Datta (40, 32) 78.9 164/354

Neale (42, 32) 84.4 57/391

Reviriego (39, 32) 38.4 175/373

Cha–Yoon (39, 32) 60.7 123/272

Hoyoon–
Yongsurk (41, 32) 95.7 178/384

For the Datta code, the redundancy of the codeword 
is aligned to the byte dimension, which can simplify the 
construction of the FPGA configuration memory. While 
the probability of error detection of double non-adjacent 
error is the worst of the considered three codes, it is 
slightly inferior to the Neale code. The complexities of 
the coder and decoder code are low; the complexity of 
the coder is average.

For the Neale code, the redundancy of the codeword 
is not aligned with the byte boundary. The probability 
of erroneous detection of double non-adjacent error is 
average, but at a rather high level. Encoder complexity 
is very low; decoder complexity is the highest.

The redundancy for the Hoyoon–Yongsurk code is 
also not aligned with the byte boundary. Here, while the 
probability of error detection of double non-adjacent 
error is the best and encoder complexity is the highest, 
decoder complexity is average.

The selection of one or another code choice for 
implementation should take into account the initial 
data for the planned space mission. If simplicity and 
speed of implementation are critical with an acceptable 
probability of false detection of double non-adjacent 
error under conditions of low intensity of radiation 
failures, the Datta configuration memory code can be 
recommended for use in the EDAC mechanism. The 
Neale code can also qualify for this position, but it has 
the highest redundancy, and is not aligned on the byte 
boundary. If the planned space mission is long-term and 
will be carried out under conditions of a  high failure 
rate, it may be better to use the Hoyoon–Yongsurk code, 

despite its relative implementation complexity and low 
performance.

In addition, we note that the complexity of the 
analyzed triplet codes, expressed in the number of 
required logical elements for the implementation 
of the encoder/decoder, on average corresponds to 
the complexity of the commonly used Hsiao code. 
Therefore, problems do not arise in terms of the use 
of FPGA resources with their implementation for the 
purpose of configuration memory scanning when 
scrubbing.

CONCLUSIONS

The present work proposes that the algorithm of the 
internal scanning method be changed for the internal 
scrubbing of the FPGA SRAM configuration memory: 
instead of one of the SEC-DED codes, such as the Hsiao 
code, it is proposed to use one of the SEC-DED-DAEC 
codes. In this case, both a single error and two adjacent 
errors will be corrected in the configuration SRAM, which 
will reduce the number of external partial configuration 
memory scrubbing runs to correct double and larger 
multiplicity errors, thus reducing the downtime of the 
FPGA-implemented system associated with scrubbing 
implementation.

SEC-DED-DAEC codes have one negative property: 
non-zero probability of erroneous detection  (and then 
erroneous correction) of double non-adjacent error. 
In addition, they have different redundancies for 
storing the checksum in SRAM memory, as well as 
various complexities of implementation, which can be 
estimated by the required number of logical elements to 
implement the encoder/decoder. A study was carried out 
to determine the most efficient code according to these 
criteria among SEC-DED-DAEC codes with known 
check matrices. The results of the study showed that the 
Datta, Neale, and Hoyoon–Yongsurk codes are optimal 
from these positions. While the Hoyun–Yongsurk code 
has almost zero probability of error detection of double 
adjacent error, at the same time, it has the greatest 
complexity. The Dutta code is the easiest to implement, 
but the probability of detecting a  double non-adjacent 
error in error is about 20%. The Neale code occupies an 
intermediate position. When selecting error correction 
approaches, the choice of a  particular code should be 
determined by the requirements of the planned space 
mission.
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