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Abstract

Objectives. Following the imposition of sanctions against the Russian Federation, which included a ban on the
supply of foreign electronic equipment—including automation systems—to Russian enterprises, the continuing
development of science and technology in Russia became a question of ensuring technological sovereignty according
to the principle of import substitution. According to plans developed by the Ministry of Industry and Trade of the
Russian Federation, the policy of import substitution, including automation systems, will ensure the replacement of
imported equipment with domestic counterparts.

Methods. Approaches underlying the joint project of MIREA — Russian Technological University and Environmental
Industrial Policy Center to solve the problems of import substitution are described. Various substitution strategies
available in the world experience, as well as objective and subjective obstacles to their implementation in Russia,
including the insufficiency of domestic regulatory legal acts and previously formed attachments to imported
technologies and regulatory frameworks, are considered. Distinctive features of contemporary external relations are
adduced to the necessity and urgency of developing technological sovereignty. The main functional requirements
for a software and hardware platform for developing modern automated control systems (ACS) for mechanical
engineering applications, as well as the required capabilities of an engineering center for solving applied problems
of overcoming import dependence, are described. The components of the production of capital goods (engineering)
and its role in the product life cycle are shown.

Results. The selection of a pilot engineering object comprising a sectional glass-forming machine, along with a
software-hardware complex including elements of industrial electronics and ACS, is justified. The main functional
elements of the ACS and their interrelations are shown.

Conclusions. The results confirm the necessity of achieving complete import substitution for the creation of digital
products. Prospects for cooperation with interested organizations are shown.

Keywords: product life cycle, technological sovereignty, import substitution, mechanical engineering, software and
hardware platform, glass-forming machine, automated control system, reverse engineering
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Pesiome

Llenu. Mocne BBeaeHus caHkumii npotns Poccuiickoih @epepaumn v 3anpeta NnocTaBki MHOCTPAHHOW 3/1eKTPOH-
HOM TEXHWUKU, B T.4. CAUCTEM aBTOMATU3ALMNN, POCCUNCKUM NPEeanpPUSaTUAM, BXXHENLLEN 3a4a4el PasBuUTUS HayKu
TexXHUKN B Poccum aBnsieTcs obecnevyeHne TeXHONOrm4eckoro cysepeHuteta. OamH n3 «KMprnmymkos» B GyHOaAMEH-
Te peLleHns JaHHOoM 3aia4m — 3To uMnopTo3amelleHne. CornacHo niaHam, paspabdotaHHbiM MYHUCTEPCTBOM NpPo-
MBILLNEHHOCTU 1 Toproenu Poccuiickon denepaumm, Kypc Ha UMNOPTO3aMeLLEHNE MOMOXET NMPOU3BECTU 3aMEHY
MMMNOPTHOro 060pyA0BaHNS OTEYECTBEHHBLIMM aHaIoramu.

MeTopabl. OnucbiBalOTCS NOAXOAbl, MOMOXEHHbIE B OCHOBY COBMeCTHOro npoekta PTY MUP3A n HUN «LL3MMM»
Nno peLLeHnIO 3a4a4 MMNopTo3ameLleHns. PAacCMOTPEHbI MELWMECH B MUPOBOM OMbITE CTPATErMn 3amMeLLeHNs,
a Takxe 0O6bEKTVBHbIE 1 CYOBEKTMBHbIE NPENATCTBUS AJ15 €ro NpoBeaeHns B Poccumn, cpean KOTOpbIX HeA0CTaTou -
Hast GYHKLMOHAIbHOCTb HOPMATMBHO-MNPABOBbIX aKTOB 1 CHOPMUPOBAHHAS MPUBA3AHHOCTb K UMMOPTHBIM TEXHOJO-
rmsam n npasunam. NokazaHa 0CO6EHHOCTb COBPEMEHHbIX BHELLIHMX B3AaUMOOTHOLLEHMI Poccumn kak npuynHa Heoo-
XOAMMOCTU 1 CPOYHOCTN GOPMMPOBAHMS TEXHONIOIMYECKOro cyBepeHuTeTa. OnncaHbl OCHOBHbIE GYHKLIMOHAsbHbIE
TpeboBaHMsa K NporpaMMHo-annapaTHon nnaTtdopmMe Afs NOCTPOEHUS COBPEMEHHbLIX aBTOMATU3UPOBAHHbIX CU-
ctem ynpaeneHnsa (ACY) ansg mMawmnHOCTPOEHMUS, a TakxKe BO3MOXHOCTU UHXUHUPUHIOBOIO LIEHTPA s peLlleHmns
NPVKNagHbIX 3a4a4 N0 NPEOAOEHNIO MMMOPTO3aBUCUMOCTU. [1oka3aHbl COCTaBHbIE YaCTU NPOM3BOACTBA CPEACTB
NPOM3BOACTBA (MALLUMHOCTPOEHNS) U €0 POJb B XXU3HEHHOM LMKIIE NPOAYKLUMNN.

PesynbTatbl. O60CHOBaH BbIGOP MUIOTHONO 06BbEKTA MHXMHUPUHIA — CEKLMOHHOM CTEKNIO(MOPMYIOLLEN MaLLVHbI,
npegMeTa paspaboTky — NPOrpaMMHO-annapaTHOro KOMIMJEKCA, BKTIOYAIOLLErO 3/1eMEHTbI MPOMbILLIIEHHOM 3NeK-
TpoHukM 1 ACY, nokasaHbl OCHOBHbIE DYHKLMOHANbHbIE 9nemMeHTbl ACY 1 BO3HUMKAIOLLME MEXAY HUMWN CBA3.
BeiBoabl. [oaTBEPXAAETCS, YTO B CO3A4aHUN UMOPOBLIX NPOAYKTOB HEOOXOAMMO [OOUTHCS MOSIHOMO MMMNOPTO3a-
MeLLeHus. [NpeacTaBneHbl NepPCneKTUBbl COTPYOHNYECTBA C 3aMHTEPECOBAHHBIMY OPraHM3auusMu.

KnioueBble cnoBa: XXM3HEHHbIN LMK npoaykuun, TEXHONOrM4eCKnin CyBEPEHUTET, MMMNOPTO3aMeLleHne, Malln-

HOCTpPOEHue, nNporpamMmMmHO-anmnapaTtHas nnaﬂbopma, CTeKﬂO(bOpMyIOLLI,aﬂ MallnHa, aBTOMaTtnu3npoBaHHaaA cCcuUctemMa
ynpasJieHnd, peBepC-NHXNHNPUHT
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npospaquocn: d)MHaHCOBOVI AedaTesibHOCTuU: ABTOpr HEe NnMeloT q)l/lHaHCOBOI7I 3anHTEepecoBaHHOCTW B nNpeacTaB/leH-

HbIX MaTepunasiax nin MmetTogax.

ABTOpPbI 3a9BASIOT 06 OTCYTCTBUM KOHMIMKTA MHTEPECOB.

INTRODUCTION

From the point of view of classical economics, the
expenditure of resources on import substitution cannot
be considered highly efficient. This is explained by the
fact that the customer of the process will be forced to
spend money to re-learn the existing mode of production.

The reasons prompting the Russian Federation to
import substitution policy in 2023 were not so much
fundamental, stemming from the opportunity to increase
domestic economic potential, as situational, caused by
sanctions, which created an existential threat to the state
and its economy [1]. The prevailing environment of
hostile or suspended relations with yesterday’s economic
partners dictates the need and urgency to localize the
full range of products. At the same time, critical types
of production activities need to be oriented exclusively
to the domestic market, recreating production chains
within the country [2].

In 2022, a comprehensive block of urgent measures
was introduced in response to the sanctions policy,
which, although contradicting the concept of import
substitution, made it possible to avoid the risks of
a catastrophic fall in production and consumption. Thus,
while allowing parallel imports without the permission
of rights holders and zeroing import duties merely
changed the form of import dependency, they appear
to have represented a necessary temporary solution,
not only in terms of creating a window for the creation
and consumption of domestic products, but also in
terms of allowing the characteristics of domestically

manufactured goods to be improved as compared with
their imported equivalents. This provides a basis on
which the imperative to create technological sovereignty
can be formulated.

CAPITAL GOODS PRODUCTION AS THE BASIS
OF THE TECHNOLOGICAL SOVEREIGNTY OF THE
COUNTRY

Under contemporary conditions, a particular
country generally specializes in the production of
those products where it has an advantage in terms of its
possession of factors of production [3]. Comparative
cost theory [4, 5] considers that a country cannot have
a competitive advantage across the entire spectrum of
locally produced goods, which are also available on
global markets. Under sanctions, however, the need for
domestic production increases regardless of the presence
or absence of competitive advantages.

An analysis of the industrial life cycle diagram
depicted in Fig. 1 shows that the sector of manufacture
of technical means of production or mechanical
engineering, which has an impact on the whole chain
of transformations (redistribution) of the substance—
from the extraction of raw materials to the disposal of
the product. Obviously, synchronization of multivector
substitution is required—manufacture of the means
of production and consumption items. Ultimately, the
need for consumption should ensure the effectiveness
of import substitution of the technical means of
production.

Capital goods production

Extraction

materials (initial processing)

and Production
rocessing ! of components and L
P of raw 9 semi-finished products

Production Recycling
of consumer goods > and final
(higher processing) disposal

t

t |

Fig. 1. Diagram of the industrial product lifecycle

Russian Technological Journal. 2023;11(4):105-115

107


https://doi.org/10.32362/2500-316X-2023-11-4-105-115
https://doi.org/10.32362/2500-316X-2023-11-4-105-115

Organization of an engineering center
for industrial import substitution

Dmitry Kh. Mikhailidi,
etal.

Capital goods production

Physical element (mechanics, electrics, electronics, pneumatics, hydraulics)

Plastic and rubber Metal products, Other elements
) . of prefabricated
products including fasteners
structures
Industrial Industrial Production
assembly testing sample
4

Digital element (software products)

Automated control
systems

Supervisory control
and data acquisition
system (SCADA)

Predictive analytical
systems

Fig. 2. Interaction of industrial elements in the production of capital goods

The mentioned sector consists of two industrial
elements (Fig. 2): physical (machines, machining
workstations) and digital (data collection, process
control). The digital element is implemented in
the physical by means of software and hardware
platforms (SHP) to ensure the proper functionality of
automatic control systems, relying on actuators (valves,
servo drives, etc.). The supervisory control and data
acquisition (SCADA) system is used to control complex
production equipment, which centralizes the functions
of actuators, as well as providing production statistics for
automated control systems (ACS) of the technological
process and for predictive analytical systems.

As well as constituting a national security goal,
the development of mechanical engineering represents
a fundamental condition for further growth and
development of the country. Even taking into account
the reduction already occurring over the past 8 years,
the continuing dependence on imports for 50-90% of
equipment components represents the main constraint
on the development of domestic production and ensuing
economic growth.!%3%5  This determines import
substitution priorities, without which the associated
processes are likely to occur haphazardly and lacking
proper efficiency [1].

An import substitution phase was experienced
by the majority of newly industrialized countries

during the period between the 1950s and 1970s [6].
This was concomitant with the economic assumption
that the economic situation of commodity-exporting
countries (developing countries) will tend to deteriorate
if they do not resort to an import-substitution policy
during the process of industrialization (Prebisch—Singer
hypothesis [7]). While South American countries
mainly concentrated their efforts on saturating domestic
markets, Southeast Asia tended to be more export-
focused. While the export strategy turned out to be
more effective [8], this could only be achieved if the
national currency is constantly weakened, which tends
to lead to a decrease in the added value of the product,
high domestic inflation, or restrictions on the growth of
living standards [9].

In Russia, import substitution (where it was
implemented) was based on an export strategy [10].
In November 2015, the State Council of the Russian
Federation adopted basic decisions on this issue. As part
of the recommended actions, it was proposed to:

e support the process of import substitution with
financial resources, mainly through changes in
taxation, as well as with funds from the Industrial
Development Fund and the Federal Corporation for
the Development of Small and Medium Business,
including project financing and the provision of state
guarantees;

! Order of the Ministry of Industry and Trade of the Russian Federation No. 2486 dated 07.07.2021. https://rulaws.ru/acts/Prikaz-
Minpromtorga-Rossii-ot-07.07.2021-N-2486/. Accessed April 04, 2023 (in Russ.).

2 Order of the Ministry of Industry and Trade of the Russian Federation No. 2913 dated 02.08.2021. https://rulaws.ru/acts/Prikaz-
Minpromtorga-Rossii-ot-02.08.2021-N-2913/. Accessed April 04, 2023 (in Russ.).

3 Order of the Ministry of Industry and Trade of the Russian Federation No. 3273 dated 20.08.2021. https://rulaws.ru/acts/Prikaz-
Minpromtorga-Rossii-ot-20.08.2021-N-3273/. Accessed April 04, 2023 (in Russ.).

4 Order of the Ministry of Industry and Trade of the Russian Federation No. 2882 dated 30.07.2021. https://rulaws.ru/acts/Prikaz-
Minpromtorga-Rossii-ot-30.07.2021-N-2882/. Accessed April 04, 2023 (in Russ.).

5 Order of the Ministry of Industry and Trade of the Russian Federation No. 2881 dated 30.07.2021. https://legalacts.ru/doc/prikaz-
minpromtorga-rossii-ot-30072021-n-2881-ob-utverzhdenii/. Accessed April 04, 2023 (in Russ.).
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e completely focus the system of public procurement
on the purchase of domestic equipment, applying
special incentives to stimulate Russian production
facilities;

e create a system of centralized management of import
substitution and related control, which would allow
blocking the purchase of foreign products if Russian
analogs are available.

In pursuance of these tasks, several laws and
regulations (L&R) were enacted, in particular,
RF Government Decree No. 2087 and RF Government
Decree No. 2098 dated February 18, 2022. While
acknowledging their obvious advantages, we would like
here to draw attention to some of their disadvantages.
For example, the criterion of effectiveness stipulated in
RF GD No. 209 is the number of created sets of design
documentation, which cannot be said to reflect economic
effectiveness. While RF GD No. 208 seems to offer
a better mechanism, it lacks mechanisms for the vertical
integration and aggregation of development objects
according to various attributes; moreover, each component
is developed by separate teams, which greatly increases
the unit costs of product development as a whole [11].

Local development of software and electronics is
supported in Russia. Import substitution programs are
additionally implemented within the framework of the
national project Small and Medium Entrepreneurship,
where the division of efforts occurs in two directions:
deployment of serial production, as well as the
production of unique equipment and the creation of new
technologies facilitating the introduction of know-how
and science-intensive capital goods [12].

The purpose of the enacted L&R is to support the
deployment of domestic production to create products
that replace imported analogs and surpass the latter in
their consumer characteristics, as well as leading to the
development of new technologies (Fig. 3) [13]. For the
Russian economy, this concerns not only products, but
also technologies and institutions (rules), whose import
has largely determined the continuing dependence
on global engineering development centers. This
development strategy was imposed not only on industry,
but also in education and science, whose development
is tied to external assessments and standards: the result
was the “implicit sanctions model” [1] implemented long
before the beginning of the present confrontational era.

etal.
Stage Type of technology Type of improvement
Prospective Intention
Introduction
Bringing it up

Working out New
Replication

Upgrading

to best practice

. Improvement
Transient . -
(increase of efficiency)

Old

- Significant changes
(traditional)

are not possible

Disappearing

Cessation

Fig. 3. Evolution of technologies according
to O.S. Sukharev [14]

The formed attachments to imported technologies
and standards represent one of the main obstacles to their
replacement. Since this managerial effect is related to the
core of technological content, domestic developers need
to create such a core and put it into action in the face of
fierce competition with the currently functioning—albeit
at the expense of parallel imports—infrastructure [1].
As a rule, manufacturing industries try to exclude from
their daily activities the risks associated with the need
to improve skills, carry out research and development,
and develop other time-consuming innovations. This
explains the inertial reaction to the imposition of
sanctions, since it is always easier to obtain parallel
imports than to force elements of a complex system to
localize technology and equipment.

In the context of import substitution, this represents
a fundamental limitation. While technological substitution
provides an opportunity to create your own product, it will
continue to reduce the competitive potential of the individual
industry and the economy as a whole if current patterns of
economic orientation to the imported product are not altered.
Therefore, centers of competence for overcoming import
dependence become engineering centers, representing
elements of innovative development [15].

Under contemporary conditions, the main focus
of import substitution projects should be not be aimed
at updating fixed assets, thus merely replicating the
already achieved technological level, but instead focus
on creating a basis for the rapid development and
modernization of the real sector of the economy.

For most areas of manufacture of technical means
of production, the creation of automatic and ACS

6 State Council commissions discussed the idea of creating a unified service for import substitution. https://tass.ru/ekonomika/14848255.

Accessed April 04, 2023 (in Russ.).

7 On the granting of subsidies from the federal budget to the autonomous non-profit organization “Agency for Technological
Development” to support projects involving the development of design documentation for components required for industries. Decree
of the Government of the Russian Federation No. 208 dated 18.02.2022. http://static.government.ru/media/files/zISr7dzERAaYQYON2

HBwbN4FoBahIM6Y.pdf. Accessed April 04, 2023 (in Russ.).

8 On providing grants in the form of subsidies from the federal budget for the implementation of projects to create and (or) develop
engineering development centers on the basis of educational organizations of higher education and scientific organizations implementing
projects related to the development of components. Decree of the Government of the Russian Federation No. 209 dated 18.02.2022.
http://government.ru/docs/all/139438/. Accessed April 04, 2023 (in Russ.).
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presents a significant challenge. The current uncertainty
in maintaining the operability of production equipment
in this area is a consequence of its having been
characterized by its reliance on foreign microelectronic
and software solutions over the past decades. Thus,
the insufficient development of the Russian industrial
controllers, peripherals and development tools means
that problems of localization of mechanical engineering
cannot be promptly solved.

The problem of creating domestic SHP solutions,
comprising a set of hardware and software used to
monitor and control production processes, maintain
feedback, and actively influence the course of the
process when it deviates from the declared parameters,
as well as regulate and optimize the controlled process, is
especially acute. Comprising a branched structure with
distributed I/O and centralized signal processing, an SHP
must ensure the physical interconnection of actuators
and sensors of technological equipment. Depending on
the type, the signal lines are connected to analog and
discrete signal input/output modules, which are in turn
connected to a programmable logic controller (PLC)
via a fieldbus. To increase fault tolerance, two industrial
PLC modules supporting hot redundancy can be used. In
the event of a cable break or failure of one of the remote
I/0 devices, a minimum restoration time of the entire
system should be required. Through industrial protocols
such as Modbus, Industrial Ethernet, etc. The PLC
provides information communication with the central
control system, possibly via a fault protection system.

Integrated application development tools (e.g.,
Codesys, ISAGRaf, etc.) supporting all 5 IEC 61131-3
programming languages (LD, FBD, IL, ST, SFC). Thus,
the PLC is responsible for receiving information from
the sensors in real time through the industrial network,
converting it and exchanging with other components
of the automation system, as well as controlling
actuators. Further data exchange between controllers
and operator stations takes place via the backbone
network. The operator level includes servers and user
automated workstations for monitoring the operational
technological and production process and, if necessary,
sending commands to change parameters.

In mechanical engineering, SHP is implemented
in the form of development and implementation of
applied software and hardware complexes (SHC) with
different degrees of universalization. The MIREA —
Russian Technological University and Environmental
Industrial Policy Center began a joint project to
establish the functionality of such platform on the
example of engineering the ACS of a glass-forming
machine (GFM) (Fig. 4). Unlike the physical element

9 National Standard of the Russian Federation. Programmable
Controllers. Part 3. Programming languages. https://docs.cntd.ru/
document/1200135008. Accessed April 04, 2023 (in Russ.).

of the equipment, where there are objective restrictions
to achieving 100% independence (for example, natural
rubber, comprising a component of many rubber
products, cannot be produced in Russia for climatic
reasons), the potential for import substitution of
the digital element has almost no limitations and is
recognized as a development priority for reasons of
production and information security in compliance with
the requirements of the best available technologies.

The object of engineering was selected on the basis
of scientific experience, close relations with industry
enterprises, first of all in the field of compliance with
the best available technologies. In cooperation with
one of the largest enterprises of the glass industry,
an eight-section GFM became available, for which
a reverse-engineering program is in the process of being
developed (Fig. 5). Our potential joint development
of the ACS GFM, which relates to import substitution
in the field of mechanical engineering (manufacture
of technical means of production), is on the priority
list of industrial policy due to mechanical engineering
comprising a fundamental condition for the growth and
development of the country’s economy.

ACS is typically considered in terms of a holistic
solution for ensuring the automation of technological
processes. The concept of “automated,” as opposed
to “automatic,” emphasizes the need for human
participation in individual operations, both in order
to maintain control over the process and due to the
complexity or inexpediency of automating individual
operations. ACS ensures safety of operations by means
of highly reliable alarms, interlocks and protections
having a minimum response time, exact fulfillment of
process regulations, elimination of erroneous actions of
operating personnel, maintaining the reliable operation
of equipment, and preventing emergency situations.

ACS level includes the development of a control
algorithm that collects information from the primary
sensors and actuators, processes the received information,
automatically regulates (maintaining process parameters
at the set value), manually and/or automatically controls
electric drives and process equipment, transmits
information from controllers and automation systems
to the upper level. Industrial networks are used for
information communication of all subsystems.

Within the framework of works on import
substitution, the main goal consists in the development
of ACS (software application part), implementation
of the technical means of automation for the existing
Russian fleet of sectional SFM based on the Russian
element base and use of applied and system products
from the register of Russian software!?. The next step

10 https://reestr.digital.gov.ru/. Accessed April 04, 2023
(in Russ.).
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Digital element (software products)

Automated control Supervisory control Predictive
systems and data acquisition analytical
system (SCADA) systems
SHP development
Component ) o Database
) Visualization )
selection processing
¥ y ¥
Programming
Testing
\ | [
\

/
\ "

Test bench of the engineering center

Fig. 4. Engineering center competencies

consists in the adaptation of technological equipment of
the machine, including control panels, sensors of media
parameters, electromechanical valves, servomotors,
stepper motors, pumps, etc., with gradual transition to
the use of emerging Russian products. The result of the
system development will be the GFC SHC, combining
application software, providing algorithms of trouble-
free control of actuating mechanisms and control of
machine parameters. The software will be implemented
on section control PLCs (sectional controllers), devices
for setting of synchronous pulse sequences by the central

controller, speed and position control of frequency
converters through SCADA (Fig. 6).

SCADA is a software tool whose purpose is to
automate the control of technological processes, with
the adjustment of parameters being carried out in
real time. The operator receives comprehensive and
reliable information about the objects and performs
the necessary actions with the help of efficient means.
In industry, the functionality of monitoring, control,
archiving of the received data, alerting, and reporting,
are in demand. One of the key tools of the software

¢ Creation of design and working documentation, taking into
account expected improvements, launch of the pilot batch,
testing, mass production

Product
* Search for manufacturers, suppliers, work on reducing
Effort the cost of an element/assembly part/finished product,
distribution expansion of cooperation
® Prioritization of the method of import substitution
of an element based on technical requirements
Ranking and economic opportunities, assessment of the
expected improvements
« Creation of equipment specification,
Cataloging primary systematization

Element-by-element disassembly

of the object of comparison

* |nitial determination of form
and material, creation of draft
assembly documentation

Fig. 5. Hierarchical diagram of reverse engineering
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Fig. 6. Functional diagram for the development of the ACS bench. I0—input/output;
IDE—integrated development environment

package consists in the hierarchy of access levels. The
most common SCADAs on our market were products
manufactured by Siemens!!, Aveva'?, GE Digital'3 and
other companies. Currently, the functionality of Russian
analogs implemented on the platform of Astra Linux!'4
system is being improved, including support for object-
oriented production models.

In the course of experimental (seminatural) tests of
system algorithms carried out on the electromechanical
bench, the fastest and cheapest stage of prototyping
and testing of ACS algorithms of one section uses the
elements of a digital twin to virtually simulate the work
of other sections.

In the development of the systems created on the
basis of the comparison object, the planned development
of versions of the SHC adapted to different versions of
the GFM will involve varying degrees of localization of
the production of elements of the physical element of the
machine. The solution of the tasks requires the combined
efforts of interested parties. At the stage of SHC
development, financing is provided by own funds. Since
the current cost of such systems occupies a significant
proportion of the cost of equipment, a substitute product
has a significant commercial potential.

Importance is attributed to the possibility of providing
practical training to students of Russian education

11 https://www.siemens.com/global/en.html. Accessed April 04,
2023.

12 https://www.aveva.com/. Accessed April 04, 2023.

13 https://www.ge.com/digital/. Accessed April 04, 2023.

14 https://astralinux.ru/. Accessed April 04, 2023 (in Russ.).

institutes and the personnel of enterprises on the basis of
the Engineering Center. To reduce familiarization time,
the SCADA interface is designed to be visually similar
to that used in the existing GFM.

CONCLUSIONS

Based on the results of research on import dependence
overcoming and creating a technological sovereignty,
the authors came to the following conclusions:

1. Development of the ACS GFM platform is related
to import substitution in the field of mechanical
engineering, which is on the priority list of Russian
industrial policy.

2. Parallel imports are a temporary mitigation, but not
asolution to the problem. Critical components, which
include the production of electronic components and
software, can and should be locked into the domestic
market, recreating production chains within the
country.

3. Since technology comprises not only equipment, but
also carriers of knowledge, a key role is played by
personnel training. Engineering centers thus become
elements of innovative development, having the
potential to provide additional education for students
and industry specialists.

4. Technological sovereignty must be based on
technologies and products that are similar or superior
to the world’s best examples and practices.

5. Developers of technology and equipment must
cooperate and coordinate their efforts to maximize
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the efficiency of both innovation and reverse-
engineering. Since we are talking about the
manufacture of the means of production rather than
mass consumption products, it is inappropriate to
develop the same elements (physical and digital)
in parallel by different organizations. Combining
production orders and their long-term planning
will reduce the cost of productive machines, which
will affect the economy of mass-market products.
. Although the development and implementation
of ACS of technological processes offer strong
prospects for monetization, the initial stage of
research in the absence of innovative investors
is usually carried out at the expense of self-
financing. The existing methods of state support
are insufficiently coordinated with each other and
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