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Abstract

Objectives. A multi-agent knowledge representation and processing system (MKRPS) comprises a distributed
artificial intelligence system designed to solve problems that are difficult or impossible to solve using monolithic
systems. Solving complex problems in an MKRPS is accomplished by communities of intelligent software agents
that use cognitive data structures, logical inference, and machine learning. Intelligent software agents are able to act
rationally under conditions of incompleteness and ambiguity of incoming information. The aim of the present work is
to identify models and methods, as well as software modules and tools, for use in developing a highly efficient MKRPS.
Methods. Agent-based modeling methods were used to formally describe and programmatically simulate the
rational behavior of intelligent agents, expert evaluation methods, the mathematical apparatus of automata theory,
Markov chains, fuzzy logic, neural networks, and reinforcement learning.

Results. An MKRPS structure diagram, a multi-agent solver, and microservices access control diagram were
developed. Methods for distribution of intelligent software agents on the MKRPS nodes are proposed along with
algorithms for optimizing the logical structure of the distributed knowledge base (DKB) to improve the performance
of the MKRPS in terms of volume, cost and time criteria.

Conclusions. The proposed approach to the development and use of intelligent software agents combines
knowledge-based reasoning mechanisms with neural network models. The developed MKRPS structure and DKB
control diagram includes described methods for optimizing the DKB, determining the availability of microservices
used by the agents, ensuring the reliability assurance and coordinated functioning of the computing nodes of the
system, as well as instrumental software tools to simplify the design and implementation of the MKRPS. The results
demonstrate the effectiveness of the presented approach to knowledge management and the development of a
high-performance problem-oriented MKRPS.
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Peslome

Uenun. MynbTnareHTHasa cuctema npeacrtaBneHms n o6pabotkm 3HaHuii (MCIO3) — a70 pacnpeneneHHas cuctema
MICKYCCTBEHHOIO MHTENJIEKTA, NPEeAHA3HAYeHHas ONs peLleHns Nnpobnem, KOTopble TPYAHO UM HEBO3SMOXHO pe-
LUNTb C MOMOLLLbIO MOHONIUTHOW MHTENEKTYyalbHOM CUCTEMBI. PelleHne cnoxHbix npobnem B MCIMO3 ocywiecTns-
€TCH IHTENNEKTYaIbHbIMU MPOrPaMMHbIMU areHTaMu, KOTOPbIE MHKAMCYIMPYIOT B MPOrPaMMHbIX KIACCax KOrHUTUB-
Hble CTPYKTYPbI AHHbIX, METOAbI JIOTMYECKOro BbIBOAA U MALUMHHOIO 00y4YeHnst. IHTennekTyasnbHble MPOrpaMMHbIe
areHtel MCINO3 cnocobHbl paumoHanbHO AeNCTBOBAThL B YCOBUSX HEMOMHOTHI M HEYETKOCTU MOCTYMNaloLWen NH-
dopmaumn. Liensamu paboTbl SBASIOTCS UCCNefoBaHne 1 pa3paboTka Moaenen, MeToA0B, MPOrpaMMHbIX MOAY e
1 MUHCTPYMEHTasbHbIX MPOrPaMMHbIX CPeACTB, KOTOPbIE MO3BONSIOT CO3A4aTb BbICOKO3d dekTnBHY0 MCIMO3.
MeTopabl. B paboTe MCcnonb30BanmMCcb MeETOAbl areHTHOro MOAENMPOBAHUS, MO3BONSIOLWLME POPMABHO ONUCLIBATb
1 MPOrpaMMHO UMUTUPOBATL PALMOHANIbHOE NOBEAEHNE VHTENEKTYalIbHbIX areHTOB, METOAbl 9KCMEPTHbIX OLEHOK,
MaTtemaTu4eckuii annapart Teopn aBTOMaToOB, MapPKOBCKME LIENW, HeYeTKas 10rvka, HeMpoOHHbIE CETU, anropUTMbI
MaLLUMHHOro 06y4yeHusi C NOAKPENIEHNEM.

PesynbTatbl. Pa3paboTtaHbl cTpykTypHas cxema MCIO3, MynbTuareHTHbI pellaTtenb, CXxema yrnpaBieHus Oo-
CTYNoOM K MuUkpocepBucam. MNpennoxeHbl MeToapl pacnpeneneHns MHTenekTyaabHbIX NPOrpaMMHbIX areHTOB Mo
y3nam MCIO3, a Takke anropuTMbl ONTUMNI3ALIMN NIOTMYECKON CTPYKTYPbl pacnpeaeneHHon 6a3bl 3Hanun (PB3),
Mo3BONSAIOLLME NOBLICUTb 3PPEKTUBHOCTL OObEMHbIX, CTOMMOCTHbIX 1 BDEMEHHbIX XxapakTepuctuk MCMO3.
BbiBoAbI. [TpegnoxeH noaxon k paspaboTke 1 NCNONb30BAHUIO MHTENEKTYabHbIX MPOrPaMMHbIX areHTOB, KOTO-
pblil 00BbEANHAET MEXAHU3MbI PACCYXAEHUI HA2 OCHOBE 3HAHWUI C HEMPOCETEBBLIMU MOAENSAMU. Pa3paboTaHbl CTPYK-
Typa MCIO3, cxema ynpasneHnsa PE3, meToabl ontumusaummn PB3, onpeaeneHns OOCTYMHOCTU UCMONb3yEMbIX
areHTaMu MMKpPOCEPBUCOB, 00ecnevyeHnst HAAEXHOCTU 1 CKOOPANHUPOBAHHOIO GYHKLIMOHUPOBAHNSA BbIYUCNTEb-
HbIX Y3/I0B CUCTEMbI, @ TakKXe MHCTPYMEHTalIbHble MPOrpaMMHbIE CPEACTBA, MO3BOMSIOWME YIPOCTUTL NMPOLECC
npoekTupoBaHus n peanndaumm MCIO3. MNonyyeHHble pe3ynbTaThl AEMOHCTPUPYIOT 9PPEKTUBHOCTL NPEACTaB-
JIEHHOr0 NOAX0Aa K YNPABIEHNIO 3HAHNSIMU 1 Pa3paboTke BbICOKOMPON3BOAUTENbHON MPO61EMHO-0OPUEHTUPOBAH-
Hoi MCMNO3.

KnioueBblie cnosa: MyJnbTUareHTHaa cuctemMa, NMHTesisieKTyasibHble NporpamMmMHbIe areHThl, MyJ'IbTVIaI'eHTHbII7| NH-

TennekTyasbHbI pelaTtesib, cucTeMa npeacTaBneHns n 06paboTky 3HaHN, 06y4eHme ¢ NoaKpenIeHemM

* Moctynuna: 24.10.2022  fopa6oTaHa: 27.01.2023 ¢ MpuHaTa k ony6nukosaHuio: 02.05.2023

Ans umtupoanus: 3aiues E.U., HypmaTtosa E.B. O nogxoae K ynpasneHuto 3HaHUSIMU 1 pa3paboTke MyNibTUareHTHOM
CUCTEMbI NPeAcTaBneHns n 06paboTkun 3HaHui. Russ. Technol. J. 2023;11(4):16—25. https://doi.org/10.32362/2500-
316X-2023-11-4-16-25

Mpo3spayHocTb hMHAHCOBOM AEATENbHOCTU: ABTOPbI HE UMEIOT PUHAHCOBOM 3aMHTEPECOBAHHOCTN B NPEACTaB/IEH-
HbIX MaTepuanax nav MeToaax.

ABTOpPbI 3a9BAAIOT 06 OTCYTCTBUN KOHDNKTA MHTEPECOB.
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INTRODUCTION

In a multi-agent knowledge representation and
processing system (MKRPS), complex, ill-defined
problems are solved by intelligent software agents, which
are able to act rationally under conditions of uncertainty,
including the incompleteness and ambiguity of incoming
information [1-5]. Making decisions and carrying out
rational actions, software agents use a knowledge base
and event-driven microservices, which are designed
as separate interacting processes with lightweight
inter-process communications. Agents interact with
microservices through events, which can be simple
notifications or complex state-supported structures.

The solution of complex problems in the MKRPS
is performed by decomposing the problems into
subtasks, which are jointly solved by reactive and
cognitive application software agents. Both horizontal
decomposition, which creates a multi-connected system
having a flat structure, and vertical decomposition, which
creates a hierarchical system with several levels, are used.

Due to the implementation of Reinforcement
Learning (RL) machine learning methods in the MKRPS,
the behavior of applied software agents becomes more
rational when solving problems repeatedly. The Actor-
Critic algorithm [6-10] is used to train the applied
software agents in the MKRPS.

In order to improve performance, special application
programming interfaces (API) and system software
modules associated with system software agents are
implemented in the MKRPS. System software agents
plan and manage the computational resources of the
MKRPS, as well as providing mobility for the application
software agents. Application agents can roam nodes of the
MKRPS that provide the necessary environment for them.
In contrast to containers implemented on the basis of
namespaces (e.g., by the Docker platform?), specialized
LibOS (Library Operating System) modules are used to
support the technology of mobile agents in the MKRPS.

The performance of an MKRPS is largely
determined by the selected approach for structuring,
storing and processing knowledge [11, 12]. A high-
performance problem-oriented multi-agent solver has
been developed, the logical structure of whose DKB has
been optimized to support minimal total processing time
of queries and transactions.

MKRPS STRUCTURE

The structural diagram of the MKRPS is shown in
Fig. 1. There are two types of applied (intelligent) software
agents at each computational node of the MKRPS:
reactive and cognitive [13]. Application software
agents interact with each other, as well as with system

I https://www.docker.com/. Accessed March 20, 2023.

software agents that are part of the external shared user-
level library LibOS, which is oriented on the exokernel
architecture of the OS. System software agents are used
for planning and managing computing resources, as well
as load balancing and system monitoring.

Special  software methods and Cognitive
Data Structures (CDS) associated with cognitive
software agents are used to represent agent-based
abstractions (goals, desires, intentions, beliefs of agents)
and implement logical inferences.

Figure 2 shows an example of a state-transition
diagram of a cognitive software agent comprising one of
the MKRPS nodes.

As follows from the diagram, a cognitive software
agent can be in one of five states, two of which are
composite, i.e., they have nested states. A change of the
state of a software agent occurs as a result of an event. It
is possible to switch to a new state without committing an
event, which is carried out immediately after performing
actions (or activities) associated with the previous state.

From the “Initialization” state, the cognitive agent
switches to the “Choice” composite state. In this state,
astrategy is generated and the necessary knowledge source
is selected, taking into account the links established during
the initialization stage and the informative messages
received from other software agents. Then, the cognitive
software agent enters the “Coordination” composite state,
in which new knowledge sources are activated and the
actions of reactive software agents are coordinated.

Ifthe reactive software agents do not find a consistent
solution (the “No Solution” state), the cognitive software
agent returns to the nested partial solution state of the
problem. If a solution is found (the “Solution” state), the
data obtained at this stage are used to form new queries
to the knowledge base.

To work with the knowledge base, four types of
methods are implemented to form queries and process
the results of these queries:

e analysis (ANS method) for implementing a logical
analysis of events;

e association (ASS method) used to get responses to
queries about links between objects and events;

e comparison of events or objects (CMP method);

e object specification (VAL method).

Both explicit and fuzzy queries to the knowledge
base can be used to specify objects. When implementing
fuzzy queries, different types of affiliation functions
can be used; these are chosen by the knowledge
engineer on the basis of the results of computational
experiments.

Cognitive software agents coordinate the work
of reactive software agents associated with local
knowledge sources. An example of an interaction
diagram of reactive software agents of one of the
MKRPS nodes is shown in Fig. 3.

Russian Technological Journal. 2023;11(4):16-25

18


https://www.docker.com/

Approach to knowledge management and the development
of a multi-agent knowledge representation and processing system

Evgeniy |. Zaytsev,

Elena V. Nurmatova

KNOWLEDGE
BASE

NODEN

KNOWLEDGE
BASE

TableU_1.
TableSovU 1

1

Reactive

Reactive

e
System agents

—
System agents

TableType_Num.
TableFirm.
TableConfig

TableU_1.

TableSovU _1

TableType_Num.
TableFirm.
TableConfig

Reactive agent,,

TableU_2.
TableSovU_2

CDS

]

Methods

TableU_3.
TableSovU_3

CDS

Messages X,
Reactive agentg,

Properties

e Lo
Cognitive
agent 1

Methods

handlers

Event

Methods

TableU_N-1.

A AAA A | A
. Messages X,

Events l

TableSovU_N-1

Reactive agent,, l

TableU N 4-%.-

CDS

-|—, _____

Knowledge
base query
analyzer

—

Methods

—

OS, exokernel
(OS - operating
system)

"

Cognitive
agent N

Properties

Methods

Event
handlers

&

-

A A A ‘Il

. Messages X,

Events l

Knowledge
base query
analyzer

—

OS, exokernel
(OS - operating
system)

Fig. 1. MKRPS structure

INITIALIZATION

Creating knowledge
sources

CHOICE

Creating

NO SOLUTION

a strategy

®

‘ Fo

aY,-message

rming

H

Knowledge source

activation

o

COORDINATION

To change the

knowledge source

Partial solution
of the problem |"

To change the state

of a knowledge
source

Analysis of
the X

wc—/’

SOLUTION

Forming SQL-query

parameters

message

Fig. 2. State-transition diagram of a cognitive software

Russian Technological Journal. 2023;11(4):16-25

19



Approach to knowledge management and the development
of a multi-agent knowledge representation and processing system

Evgeniy |. Zaytsev,
Elena V. Nurmatova

Agent k
Components of the
knowledge base access

To activate Y-message
a knowledge source——* F(k;)

To apply the rules of the
knowledge source k

L

Agent (k- 1)

Agent 1

Components of the
knowledge base access

Components of the
knowledge base access

To apply the rules of the
knowledge source (k— 1)

--------

To apply the rules of the
knowledge source 1

v

S(k;, (k- 1))

S(k;, 1)

s

F Y

F Y

X-message
Interaction 4]

result

Fig. 3. Diagram of reactive software agent interaction

In the interaction diagram, time moves from top to
bottom. Knowledge base access software components
and agents are represented by vertical lines. Messages
between agents (components) are marked with horizontal
arrows. Upon receipt of a message, each agent (source of
knowledge) invokes the corresponding program method (a
member function of class F() or S()) and returns the result.
The figure on the left shows the comments. In this case,
each reactive software agent with number £ interacts only
with its nearest neighbor having the number (k£ — 1). The
software agents in this group sequentially perform their
assigned tasks within a single process (without switching
the context). The priorities of the reactive software agents
comprising the associated MKRPS node are set according
to the agent’s sequence number. The first reactive agent
uses high-priority frames associated with TableU 1 and
TableSovU 1. The software agent with number £ has the
lowest priority and is associated with TableU N.

If the MKRPS node is a multiprocessor system, the
agents of this node can act simultaneously. To organize
parallel computations, the application software agents
of each MKRPS node are distributed into groups using
compatibility and inclusion matrices.

The compatibility matrix S has the following form:

0 55 593 SIAR!

$21 0 Som |52
S=|s3; 83 0 S35
Sm1 Sm2 Sm3 0 Sy

where s, = 1 if agents 4; and 4; should work in parallel,

Y . ! .
otherwise 8= 0; S, is the ith row of the coherence matrix
S; M is the number of agents.

The inclusion matrix R is used to distribute the
software agents of the node into groups:

M1 o | R
7 7 .. T R
R=| 21 22 am |2
Nt N2 "vm | Ry

where N is the number of groups; r,; = 1 if agent 4, is
included in group Y. Agent 4, is incl]uded in group Y, if
S;NR = J, i.e., matrix rows do not intersect.

For optimal partitioning of the set of agents into
subsets when using compatibility and inclusion matrices,
it is necessary to consider the structure of the MKRPS
node, the functional features of software agents, and
their requirements to computing resources.

In Multi-Agent Reinforcement Learning (MARL),
the environment depends on all software agents. Unlike
centralized learning, in which software agents have full
control over the computational process (the relevant
policies being distributed by a central agent), in the
decentralized model used in MKRPS, independent agents
can share experiences and policies. In the decentralized
model, execution and learning are implemented locally,
allowing the application software agents to adapt to the
local perception of the environment (Fig. 4).

A decentralized model of multi-agent reinforcement
learning allows the use of standard RL algorithms.
Applied software agents of MKRPS are trained through
a series of rewards and punishments based on the Actor-
Critic algorithm, in which a strategy generates actions,
while a value function critiques those actions.

Since there is an actor and a critic for each software
agent, agents may have different strategies (policies) and
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Fig. 4. Decentralized model of multi-agent reinforcement
learning

rewards. The agents of MKRPS cooperate to optimize
the overall long-term goal. Function approximation in
MKRPS is implemented based on neural networks that
model both policy and value functions.

For effective implementation of the multi-agent
reinforcement learning, problems of multidimensional
and multimodal targets, scalability, instability, and
optimality must be solved [7].

In the process of solving subtasks, software agents
use microservices, which are duplicated on different
nodes of the MKRPS to improve reliability and
performance. The system software agents distribute the
computational load and manage the microservices based
on the data provided by the monitor agents (Fig. 5).

SYNTHESIS OF DISTRIBUTED COGNITIVE
DATA STRUCTURES

Due to the large dimensionality of the created
cognitive data structures, operations with data structures
in MKRPS, whether representing data replenishment
or retrieval, are performed by keys. To do this, the
entire logical CDS structure must be broken down
into a number of clusters that have the smallest
interconnection under various constraints. In this case,
we will accept restrictions on the dimensionality of
clusters and restrictions on the degree of semantic
proximity of logical records included in the clusters,
taking into account the type of storage systems used.

Let us introduce a binary parameter Z }g to
characterize the use by the kth query of the ith data group

Intelligent software
agent

System software
~agent

OS exokernel

Microservices
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"*__

OS exokernel

Microservices
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1
i* -

OS exokernel

————
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Fig. 5. Microservices and system monitor agents
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related to the jth logical record. The calculation of this
parameter is based on the binary variable a;, which is
equal to one if the ith data group is included in the kth
query, and zero if it is not. This parameter, which is
given by the link logic that data groups are included in
logical records, is amplified by the variable X which, by
analogy, is equal to one if the ith data group is included
in the jth logical record; X = 0 if it is not.

We have the following calculation of the Z ,fy
parameter:

1, at Zalkx >1,
Z, =

% /

0, at Zaikxij =0.
i=1

The complete problem of synthesis of the distributed
data structure for MKRPS will be solved by taking
into account the criterion of the minimum total time of
execution of user requests under such constraints as the
uniqueness of the data sets in the record, the length of
the logical record, the total number of types of logical
records in the structure, the data search time structured
by duration of requests, as well as the uniqueness of the
input nodes in the structure and their total number.

In the present work, we give an approximate algorithm
for solving the problem of synthesis of the optimal
distributed data structure by the criterion of minimum
total query execution time. Thus, in order to determine
the distribution of groups by the criterion of the minimum
total traffic, we first use an approximate algorithm for
the distribution of data clusters between the server and
clients of the local network, then reduce the canonical
graph of the data structure to an uncoupled graph with the
calculation of the weight of each data group.

The data group weight includes the weights of the
group itself, as well as the weights of the arcs, taking
into account the requirements of MKRPS users:

V,=VE +V2E,

where V,g is the total weight of the data group; V;; B
the weight of the arcs of the connected graph of the
canonical data structure; i’ is the index of the group

adjacent to the ith data group.

ko pg

— q g9

- z Z ykpSkpSpl’
k=1 p=1

Cg _ZZ“/q 5} szzgpz’a i

k=1 p=1 i'#i

where YEp is the frequency of query usage by user; 5%0
are elements of user query matrix; 3 ;118 the matrix of

data groups in query processmg,a % is the matrix of
semantic adjacency of the ith data group with the data
group that has index i .

For a particular ith group, the weight will be:

& L q 89 . G
Vi= z Z ykpSkpSpl I+ zgpi'aii' :

k=1 p=1 i'#i

Then the graph of the computer network is converted
into an unconnected graph with calculation of node
weight:

Ry
Vr :tr + Ztrr"

r'£r

where ¢, is the total average duration of data processing
in the rth node, consisting of the time of decomposition
of the request into subrequests, route selection, and
connection establishment; 7,,.. is the average duration of
data transmission between nodes, determined on the
basis of the matrix of logical distances between servers
of the computer network nodes.

Then a matrix V = ||v, || is formed, the elements of
which are defined as the Cartesian product of the weight
of each node by the weight of each data group:

=V.x Vfor i=1,1,r =L R,

ll‘

Next, we solve the problem

1 Ry

min> v, %,

{xl”}l =lr=1
with the following restrictions:

e by the number of data groups that can be localized
on one node:

! _
inr <N,,r=Lr;
i=1

e on the permissible redundancy of groups by network
nodes:

D, <M, i<TT

e the capacity of the available external memory of the
data storage system:
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1

DSD
inrpi i < N, ’
i=1

where p, are values of data group lengths; w; is the

amount of instances in groups; n]r) D is the amount of

available external data storage device (DSD) memory on
the node; x;. = 1 if the ith data group is included in the
rth network node, x,, = 0 if it is not.

The solution of the linear integer programming
problem is used not only to determine the optimal
localization of data groups by network nodes, but also
to define the optimal structure of data groups placed on
the network nodes.

At the next stage we solve the problem of optimal
distribution of node data groups in each node of the
network by types of logical records according to the
criterion of minimum total time of local data processing.
Here, the number of synthesis tasks is determined by the
number of network nodes. The initial data are comprised
of the subgraphs of the canonical data structure graph,
as well as the temporal and volumetric characteristics
of the subgraphs of their canonical structure, a set of
user requests, and network nodes [14, 15]. The synthesis
problem is solved by approximate algorithms with
restrictions on the number of groups in a record, on the
uniqueness of the inclusion of groups in a record, on the
cost of storing information, and on the total time of the
request service. As a result, the logical structures of the
database are determined for each node of the network
along with the formed distribution matrices of the set of
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as well as providing reliable and coordinated work
of computing nodes, are considered. Examples of
interaction-, state- and transition diagrams for cognitive
and reactive software agents are given. Algorithms for the
optimization of logical DKB structure are described. The
optimization of DKB improves the efficiency of MKRPS
in terms of time-, volume- and cost characteristics
to make it more productive, flexible and functional.
The obtained results confirm the effectiveness of the
presented approach to the development of MKRPS.
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