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Abstract

Objectives. One of the most commonly used authentication methods in computer systems, password authentication
is susceptible to various attacks including brute-force and dictionary attacks. This susceptibility requires not only the
strict protection of user credentials, but also the definition of criteria for increasing a password’s strength to minimize
the possibility of its exploitation by an attacker. Thus, an important task is the development of a verifier for checking
passwords for strength and prohibiting the user from setting passwords that are susceptible to cracking. The use
of machine learning methods to construct a verifier involves algorithms for formulating requirements for password
complexity based on lists of known passwords available for each strength category.

Methods. The proposed supervised machine learning algorithms comprise support vector machines, random
forest, boosting, and long short-term memory (LSTM) recurrent neural network types. Embedding and term
frequency-inverse document frequency (TF-IDF) methods are used for data preprocessing, while cross-validation
is used for selecting hyperparameters.

Results. Password strength recommendations and requirements from international and Russian standards are
described. The existing methods of password strength verification in various operating systems are analyzed. The
experimental results based on existing datasets comprising passwords having an associated level of strength are
presented.

Conclusions. A LSTM recurrent neural network is highlighted as one of the most promising areas for building a
password strength verifier.
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Pe3iome

Lenb. AyTeHTudunkaumsa ¢ NCNosb30BaHMEM Maponen ABNSeTcs 0aHUM U3 Hanbosiee pacnpoCTPaHEHHbIX CMOCO-
O0B NPOBEPKM NOAJIMHHOCTM B KOMIMbIOTEPHbIX cucTemax. CyLLeCcTByOLME aTakm Ha Naposn, BKIOYaloLLmMe B cebs,
B T.4. aTakm nepebopa 1 ataku rno CnoBapto, TPEOYIOT HE TOJbKO 3aLLMTbI YHETHbIX AaHHbIX NOIb30BaTENS HA aTane
aKkcnyaTtaummn naponen, Ho 1 onpeneneHns TpeboBaHui K Naposio, NO3BOMSIOLLMX NOBLICUTL CTOMKOCTbL Mapons
K atakam, MUHUMU3NPYSA BO3MOXHOCTb X peanm3aLnmn 3/10yMblLLIEHHUKOM. BaxxHOM 3apa4ven Nnpy 9TOM CTaHOBUT-
cs1 pa3paboTka BepudukaTopa, OCyLLECTBASIOLLEro NPOBEPKY Naposist HA CTOMKOCTb 1 NMO3BOJISIOLLENO UCKITIOHYNTD
3aZlaHne noJsib3oBartenieM naponen, NogBepPXeHHbIX B3/IOMY. [ocTpoeHne BepudurkaTopa C UCNoSIb30BaHNEM Me-
TOOOB MALLUMHHOIO 00y4YeHUss MO3BONET anropuTMam camMmum GopMynmpoBaTb TPeOOBaHMS K CIOXHOCTU Napons
B NPOWN3BOJIbHO KOMMIEKCHON POPME, OTTANKMBAACH TOJIbKO OT MHUMOEHTOB, UMEIOLLIMXCH A9 KaXA0N KaTeropum
CTOMKOCTM CNUCKOB U3BECTHbIX Naponen.

MeTopabl. [MpennoxeHbl anropuTMbl MaLLMHHOIO 0B6YYEHUS C yYUTENEM: METO/ OMOPHbLIX BEKTOPOB, CTy4YalHbIl Nec,
OycTuHr, pekyppeHTHasa LSTM (long short-term memory) HelipoHHasa ceTb. B akcnepumeHTe ana npenobpaboT-
KU OAHHbIX NPUMEHEHbl MeTo, NPOCTOM MHAEKCALMN CMMBOJIOB C nocneayollein obpaboTkort embedding-cnoem
n meton, TF-IDF (term frequency-inverse document frequency). nsa Beibopa rmnepnapamMmeTpoB anropMTMoB Obina
MCMNOJIb30BaHa KPOCC-BanuaaLms.

Pe3ynbTaTthl. [TpoBeaeH aHanna pekoMeHgaumin u TpeboBaHUi K NaposiaM B MEXAYHAPOAHbIX M OTEYECTBEHHbIX
CTaHgapTax 1 BO3MOXHOCTU X peann3auum B Buae sepndunkatopa CTOMKOCTU Napois B pasinyHbiX OnepaumoHHbIX
cucTtemax. MNMpuBeaeHsbl pe3ynbTaThl 3KCMEPUMEHTA Ha CYLLLECTBYIOLL,EM HABOPEe MOMEYEHHbIX MO YPOBHIO CTOMKOCTU
naponemn. NpoBegeHa nx oLEeHKa ¢ NCrNonb3oBaHeM macro f1-mepsbl.

BbiBOAbI. VIcnonb3oBaHMe pekyppeHTHOM LSTM HelpOHHOWM ceTu BbIAENEHO Kak OAHO U3 Hanbonee nepcnekTus-
HbIX HANPaB/IEHUI 151 NOCTPOEHMA BepudmkaTopa CTOMKOCTU Napons.

KnioueBbie cnoea: KoMnbloTepHas 6€30MacHOCTb, CTOMKOCTb Naporisi, MalUMHHOE 00YYEHME C yumTEeNIEM, PEKYP-
pEeHTHasa HeMpoOHHas ceTb, LSTM

e Moctynuna: 11.12.2022 e flopaboTaHa: 01.02.2023 ¢ MpuHaTa k ony6nmukoBaHuio: 02.05.2023
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INTRODUCTION

Password authentication represents one of the most
common authentication methods used in computer
systems [1]. Existing password threats, including
brute-force-, dictionary-, and rainbow table attacks,
require not only the protection of user credentials
during password exploitation, but also the definition of
password requirements when setting a password. Such
requirements should increase password strength to
withstand specified attacks, minimizing the possibility
of their being compromised by an attacker [2]. In this
connection, an important task involves the development
of a verifier checking the password for strength to
prohibit users from setting passwords that are vulnerable
to cracking [3].

ANALYSIS OF EXISTING APPROACHES
TO BUILDING A PASSWORD STRENGTH VERIFIER

The most commonly used Russian standards for
setting a strong password are set out [4] in the following
documents:

1) National Institute of Standards and
Technology (NIST) Special Publication “Digital
Identity Guidelines. Authentication and Lifecycle
Management”!;

2) Methodological document of the Federal Service for
Technical and Export Control (FSTEC) “Information
Protection Measures in State Information Systems™?.
These guidelines contain recommendations for

users when creating passwords, as well as requirements
and recommendations for verifiers (websites, software,
etc.) that contain a system for checking and processing
passwords.

The first document refers to passwords as
“memorized secrets.” Among the general provisions are
the following:

1) memorized secrets (passwords) must be at least
8 characters long if selected by the user;

2) memorized secrets (passwords) randomly generated
by the computer or verifier must be at least
6 characters long and may consist entirely of digits;

3) if the computer or verifier prohibits the selected
memorized secret (password) on the grounds that it
is contained in the previously accepted blacklist of
compromised values, the user should select another
memorized secret (password).

In the FSTEC document, the recommended
minimum password length of 6 characters achieves the

I https://pages.nist.gov/800-63-3/sp800-63b.html. Accessed
February 01, 2023.

2 https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-
normativnye-dokumenty/metodicheskij-dokument-ot-11-
fevralya-2014-g (in Russ.). Accessed February 01, 2023.

requirements of the simplest level (level 4) of personal
data security [5].

When processing requests to establish and change
memorized secrets, verifiers should compare assumed
secrets with a list of frequently used, expected or
compromised passwords. For example, the list may
include:

1) passwords obtained from the database of cracked
passwords;

2) vocabulary words;

3) repetitive or sequential characters (for example,
“qqqqqq,” “qwerty123457);

4) context-dependent words such as service name, user
name, and their derivatives (e.g., “mireastudent,”
“ivanivanov”).

A convenient way to check a password for strength
is to use special services such as those offered on the
Kaspersky website?. This service provides information
on password strength, occurrence of the password in
leaked databases, as well as how long it would take
to crack a particular password using a brute-force
attack (Fig. 1).

mire@Sr 1ty@457K1%

@ Strong password!

- The good news is that you have a strong password.

«Your password is not found in the databases of leaked passwords.

It will take 10000+ centuries

for your password.

Fig. 1. Demonstration of password verification on the
Kaspersky website

The complexity of user-selected passwords can
be characterized using the concept of information
theory, whose founder is widely considered to be the
American mathematician, Claude Shannon. Although
entropy, representing a measure of the information
capacity of the system, can be easily computed for data
with deterministic distribution functions, evaluation
of entropy for user-chosen passwords represents a
complicated task, which defeats attempts to derive an
exact result on this basis. For this reason, for example,
the NIST publication uses an approach based primarily
on password length.

3 https://password.kaspersky.com/ru/ (in Russ.). Accessed
February 01, 2023.
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In order to provide password strength testing in
different operating systems, special modules are used to
evaluate passwords against some criteria that adhere to
generally accepted recommendations, as well as offering
the possibility of setting such criteria by the system
administrator. In general, this is referred to in terms of
password policy, comprising a set of rules improving the
security of user accounts by encouraging them to use
stronger passwords.

Linux operating systems have long used the
pluggable authentication module (PAM) pam_cracklib
designed for verifying passwords by dictionary
words [6]. In recent versions of Linux, this module has
been replaced by the pam_pwquality module based on
the pam_cracklib module, which is fully backward-
compatible with its predecessors. This module offers
a simpler password policy approach for verifying that
users have conformed with the administrator’s password
requirements.

The following list of requirements represents an
example of a password policy set using the specified
module:

1) minimum password length is 10 characters;

2) the new password must contain 6 new characters not
present in the old password;

3)the password must contain lowercase letters,
uppercase letters, special characters, and numbers;

4) the password must not contain more than two
characters in a row;

5) the password must have no more than six consecutive
characters from the same class;

6) the presence of GESOC check;

7) prohibiting the words “mirea,” *

“password,” and “cyber.”

The configuration file /etc/security/pwquality.conf
reflecting the described security policy is shown in
Fig. 2.

EENT3

security,” “admin,”

pwquality.conf [Re...

fetefsecurity - = o

Open ~ | [+l

1difok = 6
2minlen = 10
3 deredit
4 ycredit
5 lcredit
6 ocredit
7 minclass = 4

8 maxrepeat = 2

9 maxclassrepeat = 6

10 gecoscheck = 1

11 dictpath =

12 badwords = mirea security admin password cyber|

o
SN

Plain Text ~ Tab width: 8 ~ Ln12, Col 47 e INS

Fig. 2. Configuration file pwquality.conf

The pwscore utility included in the libpwquality
package can be used for checking the correctness of the
specified password policy. An example of testing the

password that contains a forbidden word and one that
meets all requirements using the pwscore utility, which
gives a score from 0 to 100, is shown in Fig. 3.

root@ivan-VirtualBox: /home/ivan2 /Desktop# pwscore
mireal23Doc&

Password quality check failed:
The password contains forbidden words in some form

root@ivan-VirtualBox: /home/ivan2/Desktop# pwscore
MGTU123Doc%

47

Fig. 3. Password testing

In Windows operating systems (OS), the password
policy setting is set in the “Local Security Policy”
section of the gpedit.msc utility [7] (Fig. 4).

Offering only eight configurable options, Windows
OS allows the password policy to be set and changed
according to strictness criteria, including and/or
combining the set values of these options. One of the
most important of these is the “Password must meet
complexity requirements” option. Enabling this option
specifies that all passwords should meet the following
requirements:

1) the password must not contain a user account
name or parts of a full user name longer than two
consecutive characters;

2) the minimum password length is 6 characters;

3) the password must contain characters from at
least three classes: Latin uppercase letters, Latin
lowercase letters, numbers, and special characters.
In Windows 11, the fourth class requiring any
Unicode character is added.

Thus, the analysis of existing approaches to
password strength verifier construction shows that
the most common solution consists in the allocation
of rules focusing primarily on password length and
its presence in existing password dictionaries. This
solution has a number of disadvantages including
the difficulty of implementing more complex
requirements reflecting rigorous password-strength
properties. In contrast, machine-learning approaches
to building a verifier uses algorithms to formulate these
requirements themselves in an arbitrarily complex form
relying only on incidents that comprise lists of known
passwords available for each strength category. One of
the properties of this approach is its versatility, since
creating and customizing a password policy (number
of special characters, number of digits, etc.) for each
specific case is not required. The machine simulates
a mixture of many password verification algorithms.
The trained machine can be used as a separate
module (for example, PAM module in Linux)
for ensuring that password strength is accurately
determined. For example, if a developer is creating
some new social network, it is sufficient to teach the
machine using a dataset from other popular social
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Security Setting

0 passwords remembered
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0 characters

Not Defined

Disabled

Not Defined

Disabled

5 g Password Policy
» @ Account Lockout Palicy
» (@ Local Policies
» (] Windows Defender Firewall with Advanced Security
] Network List Manager Policies
» [ Public Key Policies
» ] Software Restriction Policies
» [ Application Control Policies
> {8, IP Security Policies on Local Computer
» [l Advanced Audit Pclicy Configuration
> gl Policy-based QoS
3 [ Administrative Templates
~ &, User Configuration
> ] Software Settings
> ] Windows Settings
> (1 Administrative Templates

Fig. 4. Password policy settings window in Windows OS

networks, where the password policy is considered
to be effective: TikTok?, Twitter’ (banned in Russia),
Facebook® (banned in Russia), etc. The machine is
then built in as a verifier evaluating the password and
providing the corresponding information to the user
when registering. In this case, if the entered password
is given the highest stability score, the user can be sure
that his/her password is really stable without being
bound to specific requirements and recommendations.

METHODOLOGY
AND EXPERIMENTAL RESULTS

The task of password strength verification can be
presented as a classification problem where the data
object is a password while the class is its strength
level.

The dataset of one of the largest password leaks,
comprising the hosting site 000webhost [8], is used
as the dataset for the experiment. Using the PARS
tool [9] containing many counters evaluating password
strength, the password database and its evaluation
are based on three different algorithms implemented
by Twitter, Microsoft’, and Battle.net’, which were
created by an independent developer. The dataset itself
contains only the passwords rated equally by all three

4 https://www.tiktok.com/. Accessed February 01, 2023.

> https://twitter.com/. Accessed February 01, 2023.

6 http://facebook.com/. Accessed February 01, 2023.

7 https://www.microsoft.com/. Accessed February 01, 2023.
8 https://www.battle.net. Accessed February 01, 2023.

measures. There are three classes of password scores in
the dataset (0 is low, 1 is medium, and 2 is high). The
dataset contains unbalanced data: 496 649 passwords
rated “1,” 89 662 passwords rated “0,” and 83113 strong
passwords.

The examples of passwords for each strength level
are shown in Table 1. The distributions of password
length for the whole dataset, as well as for individual
strength levels, are shown in Figs. 5 and 6.

Table 1. Examples of passwords from training dataset

Password strength Password examples
0 wewes19
asdas95
1 oyeleyel
80188063JA
5 JFRTgxTQyNQTh9ZD
d7a6 Ao TMxMwOdLVy
2]
2
S
= 200000
)
©
[oX
S 100000
(]
9
1S
z
0 0 10 20 30

Password length

Fig. 5. Histogram of the password length in the dataset
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Table 2. Learning results evaluated on the training
dataset by cross—validation

Table 3. Learning results evaluated on the test set

Algorithm Found hyperparameter | Macro f1-measure Value Eestiing LSTM recurrent
. network
Support vector Regularization 0.806
machine coefficient: 1 ' Precision 0.972 0.9995
Random forest Maxlmun;;ree depth: 0.903 Accuracy 0.971 0.9994
Completeness 0.971 0.9990
. Maximum tree depth:
Boosting 32 0.946 Macro f1-measure 0.971 0.9992
, classical algorithms and for selecting hyperparameters,
200 respectively. The results of learning the algorithms

..

£ 150 ;

o

c

o

B

g 100

]

©

o '
50
0 v

0 1 2
Password strength

Fig. 6. Distribution of password length depending
on strength in the dataset

For the experiment, the set is split into a training
set (80%) and a test set (20%) after random mixing.

The term frequency—inverse document frequency
(TF-IDF) method [10] is used for representing the text
password as a vector of numeric values in order to
consider not only the presence, but also the weight of
each individual character, as follows:

TF - number of character occurencies in password

total number of characters in password

IDF =log, total number of passwords

number of passwords with character

TFIDF = TF - IDF,

After applying the TF-IDF method to the set of
passwords, a set is obtained where each password has
the same length as the size of the dictionary, while each
element vector has TF-IDF weight of the character
whose serial number in the dictionary corresponds to the
serial number of the vector element.

The equalization of the number of instances in
each class with an undersampling technique and -fold
cross—validation [11] with k£ = 5 is used for learning

on the training dataset evaluated using the macro
f1-measure [12] are presented in Table 2.

At the same time, the use of classical machine
learning methods is complicated by the need to transform
passwords using TF-IDF algorithm; due to the necessity
of recalculating weights when the password set is updated,
this is a costly procedure. In addition, these algorithms
represent passwords as an unordered set of characters (a
simplification used in the “bag of words™® approach), which
does not consider the mutual arrangement of characters.
This can be partially fixed by using bigram- and trigram
models, which in turn makes the learning process much
more difficult. In contrast, recurrent neural networks work
directly with character sequences of arbitrary length [13].
Thus, for a recurrent neural network, the “PASSWORD”
and “AWSSODPR” passwords are determined by two
different vectors, whereas when using TF-IDF they are
determined by one. Therefore, for evaluating password
strength in the experiment, the neural network implemented
using the PyTorch library [14] is also used as a method
alternative to classical machine learning algorithms. The
network consists of the following layers:

1) embedding layer, used for converting a password
consisting of characters into a vector of numeric values;
2)long  short-term memory (LSTM) layer,
representing a special kind of recurrent neural
network architecture, capable of learning long-term
dependencies (which is important when working

with long-length passwords [15]);

3) linear layer used for converting the internal state of

LSTM layer into category scores.

The results of comparing the performance of the
boosting algorithm and recurrent LSTM network on the
test set are shown in Table 3.

The source code of the experiment can be found on
the website!?.

9 A simplified representation of the text as a bag (multiset) of
its words without any regard to grammar or word order but with
retention of information about their number.

10 https://github.com/james116blue/password_strength
verifier. Accessed February 01, 2023.
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It should be noted that the approach used in the
experiment in no way reduces the hacker’s capabilities
in the case of phishing-, keylogger-, and man-in-the-
middle attacks. However, according to the 2020 Data
Breach Investigation Report [16], 89% of all hackings
involve some type of credential abuse (brute force
attacks and their subtypes, as well as attacks aimed
at reusing credentials). This fact suggests that the
approach to password strength using machine learning
minimizes the risks for most attack vectors, thus also
explaining a significant amount of current research in
this area [17-21].

Thus, it may be concluded that the recurrent LSTM
network outperforms conventional machine learning
methods, bringing the password strength classification
quality score closer to one.

CONCLUSIONS

The present work, which proposes an approach to
building a password strength verifier using machine
learning methods, compares several algorithms on a
set of password data tagged by strength level. This
approach is shown to have a number of advantages
over classical password strength verification methods
operating without machine learning techniques.
Thus, using machine learning methods for verifier
construction allows the formulation of password strength
requirements in an arbitrary complex form, which relies

on incidents only. In addition, the proposed approach
allows better resistance to attacks comprising a subset
of brute force attacks, as well as rainbow table attacks.
In the first case, this is achieved due to the fact that a
complex password whose strength is evaluated using
the machine learning algorithm makes brute force attack
impossible due to the huge time required for the attacker
to accomplish this task. In the second case, attacking a
complex password would only be possible by applying
a large rainbow table, which would require, in turn, the
use of a significant amount of attacker resources, thus
making the risks of such an attack almost trivial.

Among the considered machine learning methods,
recurrent neural networks demonstrate a particular
efficiency. Here, the representation learning of the text
password as a vector of numerical values, consisting
in finding the embedding layer weights, occurs
simultaneously with training of the entire network to
maximize classification accuracy. This allows the neural
network itself to choose such a password vectorization
that is effective exactly for the task at hand. In addition,
neural networks work with a sequence of characters,
not just their presence in the password, thus allowing
avoiding the simplification used in the “bag of words”
approach. This allows the recurrent neural network to
be recommended as one of the most promising research
areas for building a password strength verifier.
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