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Abstract

Objectives. The most important distinguishing feature of satellite communication networks (SCNs) is topology,
which consolidates the scheme for combining nodes and communication channels into a single structure and largely
determines the main characteristics of communication systems. The following topologies are used in SCNs: fully
connected, tree-like, ring-shaped, and radial (“star” type). The topology can be changed depending on the tasks
being solved; for example, to ensure high reliability rates. The most frequently used indicator characterizing the
reliability of communication networks is the readiness factor. Considering the SCN as a complex recoverable system,
it is advisable to analyze the operational readiness factor along with the readiness factor. This paper investigates the
influence of the network topology on the reliability of the SCN.

Methods. Queuing theory was used to analyze the flow of events, that is, the flow of failures and recoveries.
Results. Assuming that the exponential Mean Time Between Failures (MTBF) model can be used for a central
node with a radial network topology, the time dependences of the operational readiness factor were obtained. The
reliability of networks with ring and radial topology was compared in terms of the operational readiness factor.
Conclusions. To achieve a higher reliability, it is necessary to use an SCN with a radial structure. For example, on a
time interval of 12000 h, the operational readiness factor of a two-node SCN with a radial structure is 0.9, and for an
SCN with aring topology with the number of nodes 2, 3, 4, itis 0.7, 0.59, and 0.5, respectively. The study also showed
that radial topology is more efficient even with less reliable nodes, that is, with higher failure rates. The advantage of
a radial network topology increases as the number of nodes increases. However, in an SCN with a radial topology,
failure of the central unit leads to complete degradation of the entire system.
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Pe3iome

Llenun. BaxHENLLIMM OTANYUTENBHBIM MPU3HAKOM CMYTHUKOBBIX ceTel cBA3n (CCC) aBnaeTcsa Tononorus, xapakrepu-
3yloLlasi cxeMy 06beMHEHMS Y3II0B U KaHANIOB CBA3W B €AMHYI0 CTPYKTYPY Y BO MHOFOM OMpeaensioLas OCHOBHbIE
xapakrepuctukm cuctem ceasn. B CCC ncnonb3yloTca cnenyoLme Tononormm: NOAHOCBA3Has, APEBOBMAHAS, KOJb-
LeBas v pagmanbHag (Tuna «3sesga»). Tononormo MOXHO M3MEHATb B 3aBMCUMOCTU OT PeLLaeMblxX 3a4a4, Hanpumep,
nna obecneyeHns BbICOKUX nokasatenei HaaexHocTn. O6LmMM, Hambonee 4acTo NPUMEHSIEMbIM Noka3aTeneMm, xa-
PaKkTEPUIYIOLLNM HAOEXHOCTb CETEN CBA3U, ABASETCA KO3ddUUMEHT roToBHOCTU. Paccmatpuas CCC kak CoXHy0
BOCCTaHaBNMBAEMYIO CUCTEMY, LienecoobpasHo Hapsay ¢ KOAPMULIMEHTOM rOTOBHOCTU aHannM3npoBaTb koadohuum-
€HT ornepaTrBHOM rOTOBHOCTU. B paboTe nccnenyetcst BIMsIHUE TOMOMIOMMMN CETU Ha HaaexHocTb CCC.

MeTopabl. Vlcnonb3yeTcs Teopms MaccoBOro 06CNyXnMBaHUS Af1 aHann3a notoka cobblTuii, TO ECTb NOTOKA OTKA30B
1 BOCCTaAHOBJ/IEHUIA.

Pe3ynbTarsl. [Tonaras, 4to ons LEHTPaNbHOro y3na Nnpu pagananbHOM TONOAOrMY CETU MOXHO MCMOb30BaTh 9KC-
NOHEHUManbHY0 MoAe b HapaboTkKM [0 0TKa3a, Nosy4eHbl 3aBUCUMOCTU KOG DULMEHTA ONEPATMBHOW FOTOBHOCTH
OT BPEMEHMW. BbINONHEHO CpaBHEHWE HAAEXHOCTU CETEN C KOMbLEBOW N paguasnbHOM TOMOJIormen no KoadouumeH-
Ty ONepaTMBHOM rOTOBHOCTMU.

BbiBoAgbl. [TokasaHo, 4TO 4N OOCTUXEHUs 6onee BbICOKOW HaOeXHOCTU Heobxoammo mcnosb3oBate CCC ¢ pa-
AVanbHOM CTPYKTypor. Hanpumep, Ha nHtepeane sBpemenn 12000 yacoB k0adPULUMEHT onepaTnBHOM FOTOBHOCTH
nByxyanoson CCC c pagmanbHon cTpykTypor paseH 0.9, a gna CCC ¢ KonbLeBOW TONOMOrMEN NP KONYECTBE
y3noB 2, 3, 4 cooTBeTCTBEHHO paBeH 0.7, 0.59, 0.5. MiccnepoBaHmne Takke nokasasno, YTo pagmanbHas Tononaorus
addekTnBHEE faxKe NP MEHEE HAAEXHbIX y3n1ax, TO eCTb NPU YBENYEHUN NHTEHCMBHOCTN OTKa30B. [Npenmyuie-
CTBO pPaanasnbHON TOMOOrMM CETM BO3pacTaeT No Mepe yBennyeHus yncna y3nos. OgHako B CCC ¢ paguanbHoi
TOMOJIOTMEN BbIXO, U3 CTPOS LLIEHTPANbHOMO y31a NpuBOAMUT K NOIHOW AerpagaLmmn BCen CUCTEMBI.

KnioueBble cnoea: HageXHOCTb, CIYTHMKOBasA CBSA3b, CETb CBA3U, TOMNONOMNS CeTU, KOIDDULIMEHT onepaTnBHOMN

rOTOBHOCTUN

e Moctynuna: 30.09.2021 » Aopa6oTaHa: 31.10.2021 ¢ MpuHaTa kK ony6nukoeaHuio: 07.12.2021

Ana umtupoBaHua: lenbpman T.9., Mupxaska A.MN. KoapduumeHT onepaTnBHOM rOTOBHOCTU CMYTHUKOBbLIX CETEl CBA3MN.
Russ. Technol. J. 2022;10(1):35-40. https://doi.org/10.32362/2500-316X-2022-10- 1-35-40

MpospayHocTb PUHAHCOBOWN AEATENbHOCTU: HUKTO 13 aBTOPOB He MMeeT PUHAHCOBOM 3aMHTEPECOBAHHOCTU B

npencTaBJZIEHHbIX MaTepunasiax nin metogax.

ABTOpr 3asBnat0T 00 OTCYTCTBUA KOHd)J'II/IKTa NHTEepeCOoB.

INTRODUCTION

It is extremely difficult to increase the reliability
of satellite communication networks (SCNs) during
operation. This is due to the fact that expected reliability
is mainly based on the design of networks and the
manufacture of equipment. During operation, reliability
only decreases [1, 2]. The rate of decrease in reliability
depends on the operating methods, the qualifications of
the maintenance personnel, and the operating conditions.

There are effective methods to improve the reliability

of communication networks:

redundancy [3, 4],

simplification of the system,

use of the most reliable elements,

standardization and unification of elements and
assemblies,

built-in checks,

automation of checks.
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The effectiveness of these methods lies in that
they allow building reliable systems from unreliable
elements. These techniques can reduce system failure
rates, decrease mean time to recovery, and increase the
system’s duration of continuous operation. The issues of
assessing the reliability of communication networks and
analyzing the effectiveness of methods for increasing
reliability are relevant for INFOCOM communication
networks [5-9].

The general indicator characterizing the reliability
of any equipment (including communication networks)
is the readiness factor—the limit of the instantaneous
readiness factor when the considered moment of
time tends to infinity. The instantaneous readiness
factor (readiness function) is the probability that an
object will be in a working state at a given time!. The
readiness factor is one of the main reliability indicators
of the communication network [10]. When formulating
the requirements for the reliability indicators of
communication networks, the readiness factor is usually
standardized [11].

Considering the SCN as a complex recoverable
system, it is advisable, along with the readiness
factor, to analyze the operational readiness factor—
the probability that the object will be in a working
state at an arbitrary point in time, except for the
scheduled periods during which the use of the object
for its intended purpose is not provided, and, starting
from this moment in time, will work flawlessly for a
specified time interval'.

The operational readiness factor K. is determined
by the formula [1]:

K o(0) = KP(). (1)

where K is the readiness factor; P(7) is the probability of
failure-free operation of the system at time ¢, provided
that the system is ready for operation at an arbitrary
moment in time.

The most important distinguishing feature of a
communication network is the network topology?, the
properties of which can be changed during the operation
depending on the tasks being solved, for example,
ensuring high reliability indicators [12]. The following
network topologies are used in the SCN [13].

Fully coupled topology provides the highest
reliability of the SCN functioning, since in case of a
dedicated communication channel failure, information
can be transmitted along bypass paths through

1 GOST 27.002-2015. Nadezhnost’ v tekhnike. Terminy i
opredeleniya (Dependability in technics. Terms and definitions).
Moscow: Standartinform; 2016. 30 p. (in Russ.).

2 Gol’dshtein B.S., Sokolov N.A., Yanovskii G.G.
Communication networks: textbook for universities. St.
Petersburg: BHV-Petersburg; 2010. 400 p. (in Russ.). ISBN: 978-
5-9775-0474-4

intermediate nodes. However, the implementation of
such technology requires the organization of direct
communication among all nodes, which leads to an
increase in the cost of SCN.

The tree topology is characterized by low reliability,
since the failure of even one of the communication
channels can lead to separation of the network into two
isolated subnets. Therefore, the most commonly used
topologies are the ring and radial topologies.

The ring topology (Fig. 1a), like the tree topology,
has low reliability, since the failure of any one channel
leads to a network failure. However, redundancy can
improve the reliability of a ring topology by using
multiple rings.

The radial topology (“star” type) (Fig. 1b) has a
fairly high reliability compared to other topologies,
since the peripheral nodes operate independently of each
other. The failure of the central node leads to the failure
of the entire network. Therefore, it is necessary to use
the redundancy of this node.

(a) (b)
Fig. 1. Main SCN topologies: (a) ring, (b) radial (“star”)

If a node or communication channel fails, the
system should automatically recover in a set (usually
very short) time. In this case, one of the backup routes
of data delivery from the sender to the recipient should
be used. Redundancy of communication channels allows
you to minimize delays in data transmission, while at
the same time significantly increase the values of the
system’s MTBF parameters.

Let us compare the reliability of the ring and radial
topologies in terms of the operational readiness factor.

DETERMINATION
OF THE OPERATIONAL READINESS FACTOR
FOR THE “STAR” STRUCTURE

An SCN with radial topology is operational if at
least one peripheral node is working while the central
node is working. If all nodes or the central node fail, the
network is inoperative.

As an example of a star structure SCN, consider a
network consisting of a central node and 2 peripheral
nodes. Then the operational readiness factor is
determined according to the basic structural diagram of
reliability by the following expression [1]:
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2T;
KOT star (t) = P

T.+2T. " (Z)[Ze_m - e—2kt], (2)
r f

1
where Ty = — is the mean time between failures of the

A

1
peripheral unit; 7. = E is the average recovery time of

the peripheral node; P_ () is the probability of failure-
free operation of the central node; A is the rate of failure
of the peripheral node; p is the rate of recovery of the
peripheral node.

Assuming that an exponential model of MTBF
can be used for the central node, we will transform
expression (2) to the following form:

27,
K 1) = f e_x‘cnt Ze—lt _ e—27ut , 3
orstar () T +27; [ ] 3)
where A is the failure rate of the central node. Usually,
the central node is more reliable than the peripheral
nodes, so we set A = M2,

The dependencies of K, (f) for p = 0.04 and
different values of A (1.5 - 107, 2.5 - 1073, and 5 - 1079)
are shown in Fig. 2.

K

or star

1.0
0.8
0.6
0.4

0.2

0O 4 8 12 16 20 24 28 32 36

Hours - 1038

Fig. 2. Operational readiness factor
of an SCN with radial topology

DETERMINATION
OF THE OPERATIONAL READINESS FACTOR
WITH A RING TOPOLOGY

An SCN with a ring topology is operational if all
nodes are operational, which corresponds to a sequential
reliability model. If one of the nodes fails, the network
is inoperative.

The operational readiness factor of the SCN with
the “ring” structure is determined by the following
expression [1]:

Tf e—n?x,t

Kor ring (t) = T + Tf > (4)
r

where 7 is the number of nodes.
The dependencies K, ;. (1) forA =5 - 1072, u=0.04
and the number of nodes n = 2, 3, 4 are shown in Fig. 3.

Kor ring

1.0
0.8
0.6
0.4

0.2

0O 4 8 12 16 20 24 28 32 36

Hours - 103

Fig. 3. Operational readiness factor
of an SCN with ring topology

Figures 2 and 3 show that to achieve higher
reliability, it is necessary to use an SCN with a “star”
topology. For example, at £ = 12000 h, the operational
readiness factor of a network with a radial topology is
0.9, and for an SCN with a ring topology at n =2, 3, and
4,1t s 0.7, 0.59, and 0.5, respectively.

CONCLUSIONS

The operational readiness factor determines the
probability that the network is in operational state during
the given time interval starting from a certain moment in
time. The comparison of the ring and radial SCN topologies
made in terms of the operational readiness factor showed
that the radial topology, even with less reliable nodes,
features for any time interval higher reliability than that
of the ring topology. The advantage of a radial network
topology increases as the number of nodes increases.
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