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Abstract

Objectives. Digitalization of the economy has led to a situation in which organizations accumulate huge amounts of
digital data, the loss or damage of which leads to irreparable damage to the organizations. The issue of increasing
data safety is relevant. One of the ways to improve the safety of data is backing them up. The study aimed to develop
an effective strategy for backing up data for critical enterprise information systems.

Methods. The method for solving the problem was to create backup copies of enterprise information systems using
a flexible architecture based on the backup—as a service in external cloud structures—in combination with technical
resources of the organization.

Results. This article discussed backup solutions and tools, which include: backup volumes and schedule, target
point and recovery time. The strategies and mechanisms of data backup were analyzed. The most common backup
mechanisms are removable media, backups, external hard drive, hardware, backup software, cloud backup services.
To create backups on a network, a large external hard drive is created and archival software is used to save changes
to local files on that hard drive. This article covered: backup strategy, concept of backup storage, different types of
backup storage methods, including network storage, external hard drives, and cloud storage. The main provisions
and rules for backing up critical information systems were described. The rules for copying servers were given.
Conclusions. This article discusses a data backup architecture for mission-critical enterprise information systems.
The authors believe that there should be at least three backups, two of which are located in the “cloud.” The 3-2-1
strategy developed by the authors gives quite satisfactory results for the safety of critical data.
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Pesome

Llenu. LindpoBnsaumsa akKoOHOMUKN NpuBena kK ToMy, Y4To fitobas opraHn3aLmsi HakananmeaeT OrpoOMHOE KOJINYeCTBO
UMDPOBbLIX AaHHbIX, MOTEPS UK NopYa KOTOPLIX MPMBOANT K HEBOCMOIHUMOMY YLLepOy ans opraHmaauum. AKTyarsb-
HbIM SIBJIIeTCS1 BOMPOC MOBbILUEHNS COXPAHHOCTU AaHHbIX. OAHMM 13 cnocOoOO0B MOBbLILLIEHWS COXPAHHOCTU AaHHbIX
ABNISIETCS pe3epBHOE KonpoBaHue. Llenbio ctaTbu sBnsieTcs pa3paboTka addekTUBHOM cTpaTernn pe3eperpoBa-
HUS AAHHBIX OJ151 KOUTUYECKN BaXKHbIX MHPOPMAaLIMOHHbBIX CUCTEM NPeanpusaTus.

MeTopabli. MeTOOOM pelleHns 3aga4yn SBASeTCS co3faHmne pe3epBHbIX KON MHOOPMAaLMOHHBIX CUCTEM Npes-
NMPUSTUS HA OCHOBE NPUMEHEHUSI TMOKOM apXUTEKTYPbl, OCHOBAHHOW Ha CO4YEeTaHMN Pe3ePBHOro KOMMPOBaHUS Kak
YCJIYr1 BO BHELUHNX 06/1a4HbIX CTPYKTYPax C TEXHNYECKMMU CpeacTBaMm, HAXOASLWMMUCS B pacrnopsiXXeHnm opra-
HU3aunu.

PesaynbTaTthl. B cTatbe 06CyXaaloTcs peLleHns N MHCTPYMEHTbI /151 pe3epPBHOM0 KOMMPOBaHUS, Cpean KOTOpPbIX:
06beMbI 1 pacnmcaHne pe3epBHOro KONMpPOoBaHUS, LiefieBasi Touka 1 BpeMsi BOCCTaHOBIEHMS AaHHbIX. PaccMoTpe-
Hbl CTpaTermm n MexaHn3mbl Pe3epBHOr0 KONMPOBaHUS AaHHbIX. Hanbonee pacnpocTpaHeHHbIMU MexaHU3MaMu
pe3epBHOr0 KOMMPOBaHUSA ABASIOTCA CbeMHbIe HOCUTENW, pe3epPBMPOBaHME, BHELLIHUA XEeCTKMUIA ANCK, anmnapaTHble
cpencTsa, nporpamMmMmHoe obecrnedeHne OJjisi pe3epBHOro KONMpPOoBaHWUS, YCIyr pe3epBHOr0 KOMMPoBaHUs B «06-
nako». ns co3pgaHns pe3epBHbIX KOMWi B CBOEN CETU CO30aeTCsl BHELLHUI XEeCTKUn Auck 60nblioro obbema um
MCMNONb3yeTCcsl apXMBHOE NporpamMmMHoe obecrnedyeHne s COXpaHeHUs UBMEHEHUI B NloKasibHbIX dainax Ha 3TOM
XEeCcTKOM aucke. B ctaTbe pacCMOTPEHbI: CTpaTerusi pe3epBHOIr0 KONMMPOBaHWS, KOHLLEMNLMS XpaHUAMLLA Pe3epPBHbIX
KOMWIA, pasfinyHble TUMbl METOA0B XPaHeHMs pe3epPBHbIX KOMWIA, BKITlOYasi CETEBOE XPaHWUJINLLIE, BHELLHWE XeCTKme
OMCKM 1 obnadHoe xpaHunuie. OnmcaHbl OCHOBHbBIE MOJIOXEHUS 1 NpaBuia pe3epBHOro KONMPOBaHNS KPUTUYECKN
BaXHbIX NHPOPMALIMOHHbIX cucTeM. MNprBeaeHbl NpaBuna KONMpoBaHNS CEPBEPOB.

BbiBoAbI. B cTaTbe 06CyXAaeTcsi apxXUTekTypa pe3epBHOro KONMPOBaHNS AaHHbIX 4151 KOUTUYECKU BadKHbIX MHGOP-
MaLMNOHHbIX CUCTEM MPeanpuaTus. ABTOpPbl CHMTAIOT, YTO Pe3epPBHbIX KOMUA A0SIXHO ObiTb HE MeHee TpeX, OBe U3
KOTOpPbIX pa3mellatoTcs B «obnake». PaspaboTaHHas aBTopamu cTpaterus 3—2—1 naet BroJsiHe yOOBETBOPUTESIb-
Hble pe3yfibTaTbl N0 COXPaHHOCTUN KPUTUYECKM BaXKHbIX OAHHbIX.

KniouyeBble crnoBa: pe3epBHOE KONMMPOBaHMe, BOCCTAaHOB/IEHME AaHHbIX, CETEBOE XpaHunuLe, o6na4yHble TEXHONO-
rnn, 6GaHKOBCKMIA CEKTOP, TMMBpUaHbIE «0bnaka»

e Moctynuna: 13.09.2021 » flopa6oTaHa: 14.10.2021 ¢ MpuHaTa kK ony6nukoeaHuio: 15.12.2021

Ansa untmnpoBanusa: Lantypa C.B., MNMutkesny M.H. MeToabl pe3epBMpOBaHMA OaHHbIX O KPUTUHECKN BaXKHbIX
MHOOPMALUMOHHBIX cuctem npepnpuatua. Russ. Technol. J. 2022;10(1):28-34. https://doi.org/10.32362/2500-
316X-2022-10-1-28-34

Mpo3payHocTb PUHAHCOBOWN AEATENBHOCTU: HUKTO M3 aBTOPOB He MMeeT PUHAHCOBOM 3aUHTEPECOBAHHOCTU B
npeacTaB/IEeHHbIX MaTepuanax niM MeToaax.

ABTOpbI 3a59BAAOT 006 OTCYTCTBUMN KOHMINKTA MHTEPECOB.
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INTRODUCTION

In the digital economy [1], backing up data [2—4] is
vital for the functioning of an organization [5]. Data can
be stolen, corrupted, or lost. Data backup is a practice
that combines methods and solutions for efficient and
economical data storage with the process of parallel
computing [6, 7], that leads to a synergistic effect [8, 9].
Corporate data are copied to one or more locations at
predetermined frequency and varying capacities.
A flexible backup operation can be set up using either the
company’s own architecture or the available Backup as a
Service (BaaS) solutions, mixing them with local storage
[10-12]. Today there are many technical solutions for
corporate storage [13], which allow the company to
protect data [14—16], avoid their loss, prevent leakage,
and calculate costs [17-19].

Data backup is the practice of copying information
from a primary to a secondary location to protect it in the
event of a disaster, accident, or malicious act. Data is a
vital resource of modern organizations, and its loss can
cause serious damage to security [20, 21]. Therefore,
backups are critical for all businesses.

The most common causes of data loss are hardware
and system failure (31%), human error (29%), viruses
and ransomware (29%) [14, 22, 23].

METHODS FOR SOLVING THE PROBLEM

Typically, backup data is essential information for
workloads running on a corporate server. These can
include documents, media files, configuration files,
computer images, operating systems, and registry
files. Basically, any data that needs to be saved can be
backed up.

Backing up data
concepts.

Backup solutions and tools. While it is possible to
manually back up the data, in order to ensure that this is
done regularly and consistently, most organizations use
technology-based solutions to back up their data.

Backup administrator. Each organization should
designate a backup administrator. This person verifies
that the backup systems are configured correctly, tests
them periodically, and ensures that critical data is
actually backed up.

The volume and schedule of backups. An organization
should choose a backup policy, specifying which files
and systems are important enough to back up and how
often to back it up.

Recovery Point Objective (RPO). This is the amount
of data that an organization is prepared to lose in the
event of a disaster, and it is determined by the frequency
of backups. If the systems are backed up once a day,
the RPO is 24 h. The lower the RPO, the more storage,

includes several important

compute, and network resources are required for frequent
backups.

Recovery Time Objective (RTO). This is the time
it takes for an organization to restore data or systems
from a backup and resume normal operation. For large
amounts of data and/or backups stored off-site, copying
data and restoring systems can take a significant amount
of time. Reliable technical solutions are required to
ensure low RTO values.

DATA BACKUP MECHANISMS

There are many ways to back up a file [3, 24, 25].
Choosing the right option can help an organization to
create the best backup plan. The most common backup
mechanisms are: removable media, backups, external
hard drive, hardware, backup software, cloud backup
services.

An easy option is to back up the files to removable
media such as CDs, DVDs, Blu-Ray discs, or USB
drives.

An additional hard drive can be configured, which
will be a copy of the drive of critical information
systems of the enterprise. It is possible set up a large
external hard drive on your network and use archive
software to save changes to local files on that hard drive.
The archiving software allows you to recover files from
external hardware in just a few minutes. However, as
data volumes grow, a single external drive will not be
enough.

Many vendors provide off-the-shelf backup
devices, typically 19” rack mountable. Backup devices
come with large storage capacities and pre-integrated
software. Backup agents are installed on the systems
for which you want to run the backup, a schedule and
backup policy are defined, and data are transferred to the
backup device. As with the other options, you can place
the backup device isolated from the local network and,
if possible, in a remote location.

Backup software solutions are more difficult to set
up and configure than hardware appliances, but they
provide more flexibility. They allow you to determine
which systems and data will be backed up, place the
backups on the selected storage device, and automatically
manage this process.

Cloud providers offer BaaS solutions where you can
send on-premises data to the public or private cloud, and
in the event of a disaster, recover the data back from
the cloud. BaaS solutions are easy to use; their great
advantage is that the data are stored remotely. However,
when using the public cloud, you must comply with
applicable regulations and standards, and bear in mind
that over time, the cost of storing data in the cloud will
be much higher than the cost of setting up similar storage
locally.

Russian Technological Journal. 2022;10(1):28-34

30



Data backup methods
for mission-critical information systems

Sergey V. Shaytura,
Pavel N. Pitkevich

STRATEGY 3—2—-1 BACKUP
FOR CRITICAL CORPORATE
INFORMATION SYSTEMS

The authors proposed a 3—2—1 backup strategy for
critical corporate information systems. This strategy is
to ensure that systems are adequately backed up and
recovered reliably. The essence of the strategy is that
three copies of important information systems of an
organization are created on at least two different media,
and at least one copy is stored remotely.

Three copies of the data include the original data
and two duplicates. This ensures that a lost backup or
damaged media will not affect your ability to recover.

Two different storage types reduce the risk of media-
specific failures by using two different technologies.
Common options include internal and external hard
drives, removable media, or cloud storage

In this case, one copy is stored directly in the
organization. Incremental or differential backups are
performed daily. There are two backups in different
remote locations (“‘cloud”). Once a week, a full copy
of the computer disks is made and sent to “cloud”
No. 1. Additionally, once a month, another full copy is
made, the results of which are sent to “cloud” No. 2.
The composition of the daily and weekly set is constant.
Thus, compared to simple rotation, the archive contains
only monthly copies and the latest weekly and daily
copies.

One remote copy eliminates the risk of a single
point of failure. External copies are essential for robust
disaster recovery and data backup strategies, and can
provide failover during local failures when needed.

BACKUP OF CRITICAL IT SYSTEMS

The easiest way to back up a server is the solutions
proposedin [10, 11]. This is a full server backup. It can be
performed weekly, monthly, or quarterly and performed
using compression techniques. These solutions are
usually designed to help back up server data to another
on-premises server, cloud server, or hybrid system. In
particular, backups to hybrid systems are becoming
increasingly popular. This is because such systems can
optimize resources, support simple redundancy across
multiple regions, and can provide faster recovery and
failover.

Typically, server backup solutions should include
the following functions.

Support for various file types. All kinds of files
must be supported. In particular, solutions must support
documents, spreadsheets, media files, and configuration
files.

Backup location. 1t should be possible to specify the
backup locations. The solution should support backups

to multiple locations and media, including internal and
external resources.

Scheduling and automation. In addition to be able
to perform manual backups, solutions must support the
automation of backups through scheduling. This ensures
that the user always has the most recent backup and that
the backups are created in a consistent manner.

Backup management. You need to be able to manage
the lifecycle of your backups, including the number and
length of storage. Ideally, solutions also make it easy to
export backups for transfer to external resources.

Section selection. Partitions are isolated segments of
a storage resource and are often used to separate data on
a system. Solutions should allow users to self-back up
and recover partitions.

Compression of data. To minimize the amount of
storage required for multiple backups, solutions must
compress the backup data. This compression must be
lossless and maintain the integrity of all data.

Selecting the type of backup. 1t should be possible
to create various types of backups, including full,
differential and incremental. Differential backups
contain a copy of the changes since the last full backup,
while incremental backups contain a record of the
changes since the last incremental backup. This can help
reduce the size of backups and speed up backup times.

Scaling. Backup capabilities should not be limited by
the amount of data on users’ servers. Solutions must be
scaled as well as data and support backups of any size.

BACKUP TECHNOLOGY

Backup storage is the physical location or device
for storing copies of data for recovery in the event of a
disaster or data loss. Backup storage systems typically
include both hardware and software for backup and
recovery management. This includes everything from
simple flash storage to hybrid local physical storage and
remote cloud storage.

Whichever method is used for backup, in the end, the
data must be stored somewhere [12—14]. The technology
used to store the backup data is very important. The
more economical the technology, the more data can be
stored and the faster that data will be retrieved. The more
reliable the storage technology, the more reliable will be
the safety of backups.

Network resources and NAS. You can configure
centralized storage such as Network Attached Storage
(NAS), Storage Area Network (SAN), or regular hard
drives connected as a network share using the Network
File System (NFS) protocol. This is a convenient option
for providing local devices with a large amount of
backup storage. However, it is susceptible to threats
such as fire, flooding and other threats of destruction
affecting the entire data center, as well as cyber attacks.
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Cloud storage of objects. When using cloud
providers, there is access to a variety of storage services.
There are tools that allow you to automatically create
backups of data, both from the “cloud” and from local
machines. The most popular are:

AMANDA (Advanced Maryland Automatic Network
Disk Archiver) is a system for backing up and archiving
information.

Bacula is a client/server software that allows you to
manage backup, recover and validate data over the network
for computers and operating systems of various types.

Duplicity is backs up encrypted volumes in tar-
format locally or to a remote host.
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