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Abstract
Objectives. Digitalization of the economy has led to a situation in which organizations accumulate huge amounts of 
digital data, the loss or damage of which leads to irreparable damage to the organizations. The issue of increasing 
data safety is relevant. One of the ways to improve the safety of data is backing them up. The study aimed to develop 
an effective strategy for backing up data for critical enterprise information systems.
Methods. The method for solving the problem was to create backup copies of enterprise information systems using 
a flexible architecture based on the backup—as a service in external cloud structures—in combination with technical 
resources of the organization.
Results. This article discussed backup solutions and tools, which include: backup volumes and schedule, target 
point and recovery time. The strategies and mechanisms of data backup were analyzed. The most common backup 
mechanisms are removable media, backups, external hard drive, hardware, backup software, cloud backup services. 
To create backups on a network, a large external hard drive is created and archival software is used to save changes 
to local files on that hard drive. This article covered: backup strategy, concept of backup storage, different types of 
backup storage methods, including network storage, external hard drives, and cloud storage. The main provisions 
and rules for backing up critical information systems were described. The rules for copying servers were given.
Conclusions. This article discusses a data backup architecture for mission-critical enterprise information systems. 
The authors believe that there should be at least three backups, two of which are located in the “cloud.” The 3–2–1 
strategy developed by the authors gives quite satisfactory results for the safety of critical data.
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Резюме 
Цели. Цифровизация экономики привела к тому, что любая организация накапливает огромное количество 
цифровых данных, потеря или порча которых приводит к невосполнимому ущербу для организации. Актуаль-
ным является вопрос повышения сохранности данных. Одним из способов повышения сохранности данных 
является резервное копирование. Целью статьи является разработка эффективной стратегии резервирова-
ния данных для критически важных информационных систем предприятия. 
Методы. Методом решения задачи является создание резервных копий информационных систем пред-
приятия на основе применения гибкой архитектуры, основанной на сочетании резервного копирования как 
услуги во внешних облачных структурах с техническими средствами, находящимися в распоряжении орга-
низации. 
Результаты. В статье обсуждаются решения и инструменты для резервного копирования, среди которых: 
объемы и расписание резервного копирования, целевая точка и время восстановления данных. Рассмотре-
ны стратегии и механизмы резервного копирования данных. Наиболее распространенными механизмами 
резервного копирования являются съемные носители, резервирование, внешний жесткий диск, аппаратные 
средства, программное обеспечение для резервного копирования, услуги резервного копирования в «об-
лако». Для создания резервных копий в своей сети создается внешний жесткий диск большого объема и 
используется архивное программное обеспечение для сохранения изменений в локальных файлах на этом 
жестком диске. В статье рассмотрены: стратегия резервного копирования, концепция хранилища резервных 
копий, различные типы методов хранения резервных копий, включая сетевое хранилище, внешние жесткие 
диски и облачное хранилище. Описаны основные положения и правила резервного копирования критически 
важных информационных систем. Приведены правила копирования серверов. 
Выводы. В статье обсуждается архитектура резервного копирования данных для критически важных инфор-
мационных систем предприятия. Авторы считают, что резервных копий должно быть не менее трех, две из 
которых размещаются в «облаке». Разработанная авторами стратегия 3–2–1 дает вполне удовлетворитель-
ные результаты по сохранности критически важных данных. 

Ключевые слова: резервное копирование, восстановление данных, сетевое хранилище, облачные техноло-
гии, банковский сектор, гибридные «облака»
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INTRODUCTION

In the digital economy [1], backing up data [2–4] is 
vital for the functioning of an organization [5]. Data can 
be stolen, corrupted, or lost. Data backup is a practice 
that combines methods and solutions for efficient and 
economical data storage with the process of parallel 
computing [6, 7], that leads to a synergistic effect [8, 9]. 
Corporate data are copied to one or more locations at 
predetermined frequency and varying capacities. 
A flexible backup operation can be set up using either the 
company’s own architecture or the available Backup as a 
Service (BaaS) solutions, mixing them with local storage 
[10–12]. Today there are many technical solutions for 
corporate storage [13], which allow the company to 
protect data [14–16], avoid their loss, prevent leakage, 
and calculate costs [17–19]. 

Data backup is the practice of copying information 
from a primary to a secondary location to protect it in the 
event of a disaster, accident, or malicious act. Data is a 
vital resource of modern organizations, and its loss can 
cause serious damage to security [20, 21]. Therefore, 
backups are critical for all businesses. 

The most common causes of data loss are hardware 
and system failure (31%), human error (29%), viruses 
and ransomware (29%) [14, 22, 23].

METHODS FOR SOLVING THE PROBLEM

Typically, backup data is essential information for 
workloads running on a corporate server. These can 
include documents, media files, configuration files, 
computer images, operating systems, and registry 
files. Basically, any data that needs to be saved can be 
backed up.

Backing up data includes several important 
concepts.

Backup solutions and tools. While it is possible to 
manually back up the data, in order to ensure that this is 
done regularly and consistently, most organizations use 
technology-based solutions to back up their data.

Backup administrator. Each organization should 
designate a backup administrator. This person verifies 
that the backup systems are configured correctly, tests 
them periodically, and ensures that critical data is 
actually backed up.

The volume and schedule of backups. An organization 
should choose a backup policy, specifying which files 
and systems are important enough to back up and how 
often to back it up.

Recovery Point Objective (RPO). This is the amount 
of data that an organization is prepared to lose in the 
event of a disaster, and it is determined by the frequency 
of backups. If the systems are backed up once a day, 
the RPO is 24 h. The lower the RPO, the more storage, 

compute, and network resources are required for frequent 
backups.

Recovery Time Objective (RTO). This is the time 
it takes for an organization to restore data or systems 
from a backup and resume normal operation. For large 
amounts of data and/or backups stored off-site, copying 
data and restoring systems can take a significant amount 
of time. Reliable technical solutions are required to 
ensure low RTO values.

DATA BACKUP MECHANISMS

There are many ways to back up a file [3, 24, 25]. 
Choosing the right option can help an organization to 
create the best backup plan. The most common backup 
mechanisms are: removable media, backups, external 
hard drive, hardware, backup software, cloud backup 
services.

An easy option is to back up the files to removable 
media such as CDs, DVDs, Blu-Ray discs, or USB 
drives.

An additional hard drive can be configured, which 
will be a copy of the drive of critical information 
systems of the enterprise. It is possible set up a large 
external hard drive on your network and use archive 
software to save changes to local files on that hard drive. 
The archiving software allows you to recover files from 
external hardware in just a few minutes. However, as 
data volumes grow, a single external drive will not be 
enough.

Many vendors provide off-the-shelf backup 
devices, typically 19″ rack mountable. Backup devices 
come with large storage capacities and pre-integrated 
software. Backup agents are installed on the systems 
for which you want to run the backup, a schedule and 
backup policy are defined, and data are transferred to the 
backup device. As with the other options, you can place 
the backup device isolated from the local network and, 
if possible, in a remote location.

Backup software solutions are more difficult to set 
up and configure than hardware appliances, but they 
provide more flexibility. They allow you to determine 
which systems and data will be backed up, place the 
backups on the selected storage device, and automatically 
manage this process.

Cloud providers offer BaaS solutions where you can 
send on-premises data to the public or private cloud, and 
in the event of a disaster, recover the data back from 
the cloud. BaaS solutions are easy to use; their great 
advantage is that the data are stored remotely. However, 
when using the public cloud, you must comply with 
applicable regulations and standards, and bear in mind 
that over time, the cost of storing data in the cloud will 
be much higher than the cost of setting up similar storage 
locally.
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STRATEGY 3–2–1 BACKUP  
FOR CRITICAL CORPORATE  

INFORMATION SYSTEMS

The authors proposed a 3–2–1 backup strategy for 
critical corporate information systems. This strategy is 
to ensure that systems are adequately backed up and 
recovered reliably. The essence of the strategy is that 
three copies of important information systems of an 
organization are created on at least two different media, 
and at least one copy is stored remotely.

Three copies of the data include the original data 
and two duplicates. This ensures that a lost backup or 
damaged media will not affect your ability to recover.

Two different storage types reduce the risk of media-
specific failures by using two different technologies. 
Common options include internal and external hard 
drives, removable media, or cloud storage

In this case, one copy is stored directly in the 
organization. Incremental or differential backups are 
performed daily. There are two backups in different 
remote locations (“cloud”). Once a week, a full copy 
of the computer disks is made and sent to “cloud” 
No. 1. Additionally, once a month, another full copy is 
made, the results of which are sent to “cloud” No. 2. 
The composition of the daily and weekly set is constant. 
Thus, compared to simple rotation, the archive contains 
only monthly copies and the latest weekly and daily 
copies.

One remote copy eliminates the risk of a single 
point of failure. External copies are essential for robust 
disaster recovery and data backup strategies, and can 
provide failover during local failures when needed.

BACKUP OF CRITICAL IT SYSTEMS

The easiest way to back up a server is the solutions 
proposed in [10, 11]. This is a full server backup. It can be 
performed weekly, monthly, or quarterly and performed 
using compression techniques. These solutions are 
usually designed to help back up server data to another 
on-premises server, cloud server, or hybrid system. In 
particular, backups to hybrid systems are becoming 
increasingly popular. This is because such systems can 
optimize resources, support simple redundancy across 
multiple regions, and can provide faster recovery and 
failover.

Typically, server backup solutions should include 
the following functions.

Support for various file types. All kinds of files 
must be supported. In particular, solutions must support 
documents, spreadsheets, media files, and configuration 
files.

Backup location. It should be possible to specify the 
backup locations. The solution should support backups 

to multiple locations and media, including internal and 
external resources.

Scheduling and automation. In addition to be able 
to perform manual backups, solutions must support the 
automation of backups through scheduling. This ensures 
that the user always has the most recent backup and that 
the backups are created in a consistent manner.

Backup management. You need to be able to manage 
the lifecycle of your backups, including the number and 
length of storage. Ideally, solutions also make it easy to 
export backups for transfer to external resources.

Section selection. Partitions are isolated segments of 
a storage resource and are often used to separate data on 
a system. Solutions should allow users to self-back up 
and recover partitions.

Compression of data. To minimize the amount of 
storage required for multiple backups, solutions must 
compress the backup data. This compression must be 
lossless and maintain the integrity of all data.

Selecting the type of backup. It should be possible 
to create various types of backups, including full, 
differential and incremental. Differential backups 
contain a copy of the changes since the last full backup, 
while incremental backups contain a record of the 
changes since the last incremental backup. This can help 
reduce the size of backups and speed up backup times.

Scaling. Backup capabilities should not be limited by 
the amount of data on users’ servers. Solutions must be 
scaled as well as data and support backups of any size.

BACKUP TECHNOLOGY

Backup storage is the physical location or device 
for storing copies of data for recovery in the event of a 
disaster or data loss. Backup storage systems typically 
include both hardware and software for backup and 
recovery management. This includes everything from 
simple flash storage to hybrid local physical storage and 
remote cloud storage.

Whichever method is used for backup, in the end, the 
data must be stored somewhere [12–14]. The technology 
used to store the backup data is very important. The 
more economical the technology, the more data can be 
stored and the faster that data will be retrieved. The more 
reliable the storage technology, the more reliable will be 
the safety of backups.

Network resources and NAS. You can configure 
centralized storage such as Network Attached Storage 
(NAS), Storage Area Network (SAN), or regular hard 
drives connected as a network share using the Network 
File System (NFS) protocol. This is a convenient option 
for providing local devices with a large amount of 
backup storage. However, it is susceptible to threats 
such as fire, flooding and other threats of destruction 
affecting the entire data center, as well as cyber attacks.
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Cloud storage of objects. When using cloud 
providers, there is access to a variety of storage services. 
There are tools that allow you to automatically create 
backups of data, both from the “cloud” and from local 
machines. The most popular are:

AMANDA (Advanced Maryland Automatic Network 
Disk Archiver) is a system for backing up and archiving 
information.

Bacula is a client/server software that allows you to 
manage backup, recover and validate data over the network 
for computers and operating systems of various types.

Duplicity is backs up encrypted volumes in tar-
format locally or to a remote host.

CONCLUSIONS

This article discusses a data backup architecture 
for mission-critical enterprise information systems. 
The authors believe that there should be at least three 
backups, two of which are located in the “cloud.” The 
3–2–1 strategy developed by the authors gives quite 
satisfactory results for the safety of critical data. It 
protects against both accidents and malicious threats 
such as ransomware and provides reliable data backup 
and recovery.

Authors’ contribution. All authors equally 
contributed to the research work.
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