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Abstract. The article is devoted to the problem of developing an analytical data processing system (ADPS)
for monitoring information security within the information security management system of modern companies
conducting their main activities in cyberspace and using cloud infrastructure. Based on the analysis of modern
information technologies related to ensuring information security of cloud infrastructure and the most popular
products for ensuring information security of cloud infrastructures, as well as existing scientific approaches, a
formalized approach to the synthesis of an ADPS for monitoring the information security of an informatization object
using cloud infrastructure is proposed. This approach takes into account the usefulness of the used information
technologies from the viewpoint of information security. A general model of the structure of information support of
an analytical data processing system for monitoring information security, as well as a model of the dependence of
the usefulness of information technology on time and the ratio of the skill level of an information security specialist
and an attacker are presented. The quality of the information security monitoring system is used as a criterion in
the first optimization model. The following limitations are suggested: limitation on the time of making a decision
on an incident; limitation on the degree of quality of analysis of information security events by the analytical data
processing system and limitation on the compatibility of data analysis functions with data types about information
security events. The cited results of the study of the second model show a logically consistent dependence of the
usefulness of information technology on time and the ratio of the skill level of an information security specialist to the
skill level of an attacker. The particular models of the structure of the information support of ADPS are presented.
They make it possible to determine the rational structure information support of ADPS according to particular criteria.
The following particular criteria are used: the maximin criterion of the usefulness of the information support of ADPS
for monitoring the information security of an informatization object in the cloud infrastructure; the criterion for the
maximum relevance of information support distributed over the nodes of the cloud infrastructure for systems with a
low degree of centralization of management.
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HAYYHAA CTATb4A

Pa3zpaborka Moaesieil aHAJIMTHYECKOM CUCTEMBI
00padoTKu JaHHBbIX AJs MOHUTOpUHIra Ub
o0bexTa MHPOPMATH3AIMH, UCIIOJIL3YIOIEr0

00JIa4HY 10 HHPPACTPYKTYPY
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Poccuricknii akKoHOMUYeckuii yiuBepcuteT umenu I.B. [nexaHoBa, Mocksa, 117997 Poccus
@ AsTOp A5 nepenvcku, e-mail: kirov.ad@rea.ru

Pesiome. CtaTbsa nocesilleHa pa3paboTke aHaNIUTUYECKOW cucTeMbl 06paboTkn gaHHbix (ACO/L) ans MOHUTO-
puHra nHdopmaumoHHol 6esonacHoctn (MB) B pamkax cuctembl meHegxmeHTa VB coBpeMeHHbIX KOMMaHU,
BEJYLLMX CBOK OCHOBHYI OEATENbHOCTb B KMOEPNPOCTPAHCTBE M UCMONb3YIOLWMX 00NavyHy0 MHOPACTPYKTYPY.
Ha ocHoBe aHanmn3a coBpeMeHHbIX MHPOPMaLUNOHHbIX TexHonoruii (UT) n Hanbonee BocTpeboBaHHbLIX MPOAYKTOB
obecneveHns b obnayHbix MHPPACTPYKTYP, @ TakkKe CYLLECTBYIOLLMX HAYYHbIX MOAXOA0B NPeanoxeH Gopmanu-
30BaHHbIl noaxopn Kk cuHTedy ACO/L, ons moHuTopuHra Ub Takoro o6bekTa nHdopmaTmsaumm. 3ToT NoAxom, y4nTbl-
BaET None3HoCTb ncnosnbdyembix UT ¢ nosuumn UB. MpeacTtaBneHa obLias Moaenb CTPYKTYPbl MHGOPMAaLMOHHOIO
obecneveHua ACO/L ana moHutopuHra MB, a Takke Mogens 3aBUCUMOCTU None3HocTy VT oT BpeMeHU 1 COOTHO-
LeHns ypoBHS KBanudukaumn cneunanmcta no Nb n snoymeineHHrka. B kayecTBe Kputepumsa B NepBOn onTu-
MM3AUMOHHON MOLENN NCMONb3YETCHA KAYEeCTBO CUCTEMbI MOHMTOPUHra MIB. B kayecTBe orpaHnyYeHuin npegnara-
I0TCS Crieaylowpe: orpaHn4eHne Ha BpeMs NPUHATUSA PELLUEHNA HA MHUMOEHT; OrpaHNYeHne Ha CTENeHb Ka4yecTsa
aHanusa cobbiTuii Ub aHannTnyeckom cuctemor 06paboTkm AaHHbIX U OrpaHNUYeHNe Ha COBMECTUMOCTb DYHKLMNMA
aHanM3a [aHHbIX C TUNnamu gaHHbiX 0 cobbiTuax UB. MNpuBeneHHble pe3ynbTaTbl UCCNEA0BaHUSA BTOPON MOAENN
MoKasblBalOT JIOrMYECKN HENPOTUBOPEUYMNBYIO 3aBUCUMOCTb Nosie3HOCTU VT OT BpEMEHU M COOTHOLLEHNSA YPOBHS
KkBanudukaummn cneumanucta no b K yposHio kBanndukaumm 3noymbillsieHHVKa. [peacraBneHbl YacTHble MO-
[enn cTpykTypbl MHGopmaunoHHoro obecrnedeHns ACO/, no3BonsioLLmMe ONPeAENUTb PALMOHANbHYO CTPYKTYPY
nHdopmaumoHHoro obecnedeHns ACO/, no YaCcTHbIM KpUTEPUSM. B Ka4ecTBe YaCTHbIX KPUTEPUEB UCMOb3YOTCSH
cnepyolme: MakCUMUHHBIN KpUTepPUii None3HoCTn nHdopMaunoHHoro obecneveHmns ACO/, ans moHmutopudra b
obbekTa uHdpopmaTnzaumm B 061a4Hol MHOPACTPYKTYPE U KPUTEPUIA MaKCUMYyMa aKTyanbHOCTU MHDOPMALMOH-
HOro obecnevyeHus, pacnpeneneHHoro rno yanam obnaqyHo HGpPacTPyKTypPbl A5 CUCTEM C HEBLICOKOW CTENeHbI0
LLeHTpanm3auum ynpasieHns.

Kniouesble cnoea: nHdopmaumoHHas 6e30nacHOCTb, aHanMTuyYeckas cucrema o6paboTkm AaHHbIX, 06navyHas nH-
dpacTpykTypa, KOMMbIOTEPHOE MOAEIMPOBaHNE, MaTEMaTUYECKOE MOAENMPOBaHMe, MOHUTOPUHT NB, 06bekT nHoop-
MaTtmsaumm
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I'Ipoapatmocn» d)MHaHCOBOﬁ peatenbHocTU: HUKTo 13 aBTOpPOB He nmMmeeT d)IAHaHCOBOVI 3anHTEepecoBaHHOCTN B

npeacTaB/ieHHbIX MaTepuanax nin metTogax.

ABTOpPbI 329BASAOT 06 OTCYTCTBMM KOHMIMKTA MHTEPECOB.

INTRODUCTION

Analytical data processing systems (ADPS) for
information security (IS) monitoring are a large emerging
class of systems operating in the IS management system
of modern companies.

Modern companies with main activities in cyberspace,
using cloud infrastructure built on the technologies of
cloud infrastructure service providers, use these systems
to manage IS and to improve processes that implement
IS methods, including monitoring processes in real time.
The peculiarities of the technical implementation of such
analytical systems determine special requirements for the
convenience of their use by an IS engineer, efficiency,
error-free operation, and quality of data processing
in real time. In addition, the potential costs of a cloud
service user for the transition from one service provider
to another are characterized by the relationship between
the consequences in the field of IS arising from cyber
attacks, system failures, user errors, and other external
factors and the difference in the levels of cybersecurity
technologies of providers. Therefore, the level of IS
provided by a cloud service provider is subject to the
same tough conditions of bilateral market competition,
which determines the prices of a cloud service provider
and its strategy for providing customers with IS.

New information technologies (IT) actualize the
problem of ensuring the security and protection of
information for their developers, vendors and consumers.
Currently, it is believed that the most effective way
to ensure IS for the objects of informatization of the
company and/or the cloud infrastructure used by it is the

path of development and implementation of secure IT.
Their use in cloud infrastructures can further reduce the
cost of maintaining corporate information systems. A large
number of modern IT used in cloud infrastructure is aimed
at a comprehensive solution to the problem of increasing
the efficiency of using available resources (Table 1).

The cloud infrastructure used to host corporate
information systems is increasingly taking on a hybrid
form. Part of the data most critical for the functioning
of business processes is placed inside the company’s
own infrastructure using universal cloud technologies,
forming a “private cloud of the company.” Other
data, in turn, are processed in “public clouds,” where
infrastructure is provided by cloud providers in an
“Infrastructure as a Service,” “Platform as a Service,”
or “Software as a Service” model. This necessitates
the use of modern data security technologies in cloud
infrastructures. Being integrated with modern data
processing technologies, such technologies turn into
full-fledged high-tech products offered by the leading
companies in the market of IS products for cloud
infrastructures. Examples of such products are presented
in Table 2.

The analysis of the presented technologies
showed their complexity. For their development and
improvement, it is necessary to apply a scientific
approach, including methods of mathematical and
computer simulation.

In [5], an overview of the maturity models of the
capabilities and indicators of the security of systems
is presented. It is noted that these models are mostly
reactive rather than proactive and, therefore, do not

Table 1. The content of modern IT related to the provision of IS in the cloud infrastructure

No. IT name

Content

1 Data Center Network (DCN) [1]

Network equipment that allows one to automatically allocate the load on local
area networks (LANs) of the cloud infrastructure (both on the cloud network
equipment itself and on communication channels), provided as a service.

2 | Proactive resource allocation [2]

A technology that allows one to automatically allocate cloud infrastructure
resources (hardware resources in the form of cloud servers and workstations and
software resources in the form of software, including tools for its development
and debugging), provided as a service, based on predicting the expected load.

3 Self-diagnosis software [3]

A technology designed to automatically detect and correct errors that occur
during the operation of software and the implementation of its functions.

4 | Data encryption in cloud infrastructures [4] | A technology designed for distributed data encryption without using a single

distribution and certification center.
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Table 2. Purpose of modern products for IS of cloud infrastructures

Purpose

Creation of a “dynamic protection perimeter” capable of adapting to the
dynamic conditions of the external environment. Create security policies
and apply them to SaaS, PaaS, IaaS solutions, containers and virtual
cloud components.

Protect users, data, and applications in the cloud from compromised
account attacks, malware, and data leaks, no matter where they are or
where they access the Internet. Neutralizing malware before it spreads
to the network or endpoints and shortens recovery time from infection.

High-speed VPN connections are used to protect data. Security policies
are enforced in all environments. Cloud Security Center provides a
centralized and consistent implementation of corporate network security
and communications, and maintains secure connectivity of networks,
locations, clouds, and data centers.

Simultaneous implementation of both the protection of the work
environment and the concept of “security as code,” which ensures
continuous integration of workflows and bridging the cybersecurity gap
in development environments.

Product name Manufacturer of
No. for IS in cloud IS product in cloud
infrastructures infrastructures
1 MVision Cloud McAfee
2 Cisco Cloud Security Cisco
3 FortiGate-VM FortiNet
4 Kaspersky Security for | Kaspersky Laboratory
virtual and loud envi-
ronments
5 CheckPoint CheckPoint
CloudGuard

Support of the widest range of cloud infrastructures including AWS,
Microsoft Azure and Azure Stack, Google Cloud Platform, VMware
Cloud on AWS, and more. Automatic provisioning and automatic
scaling, along with automatic policy updates, ensures that defenses keep
up with changes in your cloud. One unified console provides consistent
visibility, policy management, logging, reporting, and control across all

cloud environments and networks.

provide adequate measures to assess the overall security
of the cloud system. Therefore, this paper proposes
a Cloud Security Capabilities Maturity Model that
augments existing cybersecurity models with a security
metric. In [6], a methodology is presented to determine
the best security measures for multi-cloud applications
whose components are deployed in heterogeneous
clouds. The methodology is based on application
decomposition and threat modeling on components,
followed by risk analysis along with capturing cloud
business and security requirements. However, in these
works, insufficient attention is paid to the processes and
technologies of IS monitoring, which significantly affect
the quality of its output information (completeness,
relevance, timeliness, etc.).

The output information generated by ADPS is a
collection of data obtained as a result of performing sets
of data analytics functions included in its composition
with a certain structure or several possible types of
structures. Such collections of data can be used either
in the current system, or redirected to other systems
present in this cloud infrastructure. The quality of the
ADPS output information is the degree of its suitability
for use in detecting and investigating IS incidents by a
security officer.

Computer modeling is one of the main methods
proposed to improve the quality of data obtained as a
result of the analysis of IS monitoring data using ADPS.

PROBLEM STATEMENT

Modern IS monitoring systems are created to ensure
the possibility of an adequate and timely response to
cyber attacks aimed at the information infrastructure
of the electronic document management system and
IS management of the company, which is the main
component necessary for a prompt and strategic response
to current threats, in accordance with the company’s IS
policy. Such infrastructure can be built on the basis of
LAN technologies, constituting a “private cloud of the
company” and/or in the form of cloud infrastructures
provided by cloud service providers, constituting a
“public cloud of the company.”

To create an effective IS management system, a
company needs to automate its management functions
as much as possible, taking into account modern
requirements for IS monitoring and the characteristics
of hybrid cloud infrastructures.

Thus, the task of developing models of an analytical
data processing system for monitoring the IS of an
informatization object using cloud infrastructure is
urgent. It is advisable to divide this task into a number
of subtasks.

The first subtask is to develop a general model of
the structure of the information support of the analytical
data processing system for IS monitoring. The solution
of this problem allows one to determine rational
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solutions close to the optimal, which are certain sets of
information elements distributed over the nodes of the
ADPS computer network.

The second subtask is to determine the nature and
degree of dependence of the usefulness of information
technology on time and the ratio of the qualification
level of an IS specialist and the skill level of an attacker.
The solution to this problem allows us to identify the
conditions under which the utility of IT will be the best.

The third subtask is the development of'a set of private
models of the ADPS information support structure for
monitoring the IS of an informatization object in a cloud
infrastructure. The solution to this problem allows us to
determine the rational structure of information support
for ADPS according to particular criteria [7, 8].

DEVELOPMENT OF A GENERAL MODEL
OF THE INFORMATION SUPPORT STRUCTURE
OF THE ADPS FOR MONITORING IS

Let:
0 =F(5, 1), (1)

where 6 is the quality of the IS monitoring system; £
is the quality function of the IS monitoring system;
d = G(R), where § is the quality of the analysis of events
of the ADPS IS; ¢ is the time required for the analytical
data processing system to make a decision on how likely
it is that a particular IS event or their combination is an
IS incident; G is a function of the quality of the analysis
of events of the ADPS IS;

R=H(S),

where R is the degree of compatibility of data
analysis procedures with data types about IS events;
H is a function of the degree of compatibility of data
analysis procedures with data types about IS events; S
is the structure of information support for ADPS (sets
of information elements distributed over the nodes
of the ADPS computer network: data on IS events,
additional data for the analysis and investigation of
IS incidents).

Then the general model of the structure of the
information support of the analytical data processing
system for IS monitoring is as follows:

Find II{I?}XG under constraints:

11 <12;01 <3<032; R1 <R<R2, 2

where 12 is the time period for which it is necessary to
make a decision as to how likely it is that a particular IS
event or their combination is an IS incident for the most
effective response to this incident and its investigation;

01-02 are the limits of the degree of quality of the
analysis of IS events by the analytical data processing
system, which make it possible to make a decision as
to how likely it is that a particular IS event or their
combination is an IS incident with the required degree
of reliability;

R1-R2 are the limits of the degree of compatibility
of data analysis functions with types of data on IS events,
in which it is possible to make a decision as to how likely
it is that a particular IS event or their combination is an
IS incident.

DEVELOPMENT OF A MODEL
OF DEPENDENCE OF THE USEFULNESS
OF INFORMATION TECHNOLOGY ON TIME
AND THE RATIO OF THE QUALIFICATION LEVEL
OF AN IS SPECIALIST AND AN ATTACKER

To develop a model of the dependence of usefulness
of information technology on time and the ratio of
the skill level of an IS specialist and an attacker, it is
proposed to use an analytical model based on the
Rayleigh statistical distribution [9]. The ratio of the skill
level of an IS specialist who eliminates vulnerabilities
in software and hardware to the skill level of an attacker
who attacks software and hardware that implements IT
is used as a parameter of the Rayleigh distribution scale.

The assessment of the dependence of the utility of
information technology on time and the ratio of skill
levels of these categories is as follows:

t
P(t,cs)zl—%e 262 1>0,06>0, 3)
o}

where P is the level of IT usefulness at time ¢; o
is the ratio of the quantitative evaluation of the
qualification level of an IS specialist to the skill level
of the attacker.

The correspondence between quantitative and
qualitative assessment of the qualification levels of an
IS specialist and an attacker is given in Tables 3 and 4,
respectively. In the case when the opposing sides are
groups of people, it is necessary to apply group quan-
titative assessments of the level of their qualifications
to them [10]. The final matrix of relationships between
quantitative assessments of the qualification levels of an
IS specialist and the skill level of an attacker is presented
in Table 5.

The analysis of graphs in Fig. 1 shows that with an
increase in the skill level of an attacker, the usefulness of
IT for users decreases faster, and with an increase in the
level of qualification of an IS specialist, the usefulness
of IT for users quickly returns to the maximum value,
which corresponds to reality.
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Table 3. Correspondence of quantitative and qualitative assessments of qualification levels of an IS specialist

IS specialist class

Qualitative assessment of the qualification
level of an IS specialist

Quantitative assessment of the qualification
level of an IS specialist

Highly qualified specialist High 1
Ordinary specialist Intermediate 2
Low-skilled specialist Low 3

Table 4. Correspondence of quantitative and qualitative assessments of the attacker’s skill levels

Attacker’s class

Qualitative assessment of the qualification
level of an attacker

Quantitative assessment of the qualification
level of an attacker

Highly qualified specialist High 3
Ordinary specialist Intermediate 2
Low-skilled specialist Low 1

Table 5. The final matrix of relationships between quantitative assessments of the qualification levels of an IS specialist

and the skill level of an attacker

Attacker’Solasy L IR Highly qualified specialist Ordinary specialist Low-skilled specialist
Highly qualified specialist 0.33 0.5 1
Ordinary specialist 0.66 1 2
Low-skilled specialist 1 1.5 3
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Fig. 1. Dependence of the usefulness of information technology on time and the ratio of the qualification
levels of an IS specialist and an attacker

Russian Technological Journal. 2021;9(6):16-25

21



The development of models of an analytical data processing system for monitoring
information security of an informatization object using cloud infrastructure

Valerii A. Sizov,
Aleksey D. Kirov

DEVELOPMENT OF PARTICULAR MODELS
OF THE INFORMATION SUPPORT STRUCTURE
OF THE ADPS FOR MONITORING SECURITY
OF THE INFORMATIZATION OBJECT
IN THE CLOUD INFRASTRUCTURE

Currently, in the field of IS management of modern
informatization objects in cloud infrastructures, a group
of IS incident management tasks is distinguished, which
includes the following main tasks: monitoring IS events
of informatization objects in cloud infrastructures and
identifying IS incidents; registration of IS incidents;
analysis of IS incidents; informing the administration of
cloud infrastructure service providers about all cases of
IS violations; collection of evidence for responding to
incidents of IS in cloud infrastructures and others. From
a practical point of view, one of the most effective ways
to creating IS monitoring is the use of systems of the
security information and event management (SIEM)
class [11-14].

Solutions of the SIEM class are designed to provide
the following functions:

e management of information and security events,
including those in cloud infrastructures;

e collection and storage of registered security events;

e processing and analysis of IS events stored in
internal databases using a system of rules created
and managed by a security officer and unique for
each cloud infrastructure.

The implementation of the above functions allows
for the identification and analysis of incidents, as well
as verification of the compliance of the IS management
system with existing requirements and norms that are
part of the standards, recommendations, orders and other
regulatory and guidance documents in this area [15].
The implementation of the above functions assumes
the presence of ADPS in systems of the SIEM class,
the principles of construction of which were indicated
earlier, or, at least, its key components.

However, the main disadvantage of such systems is
the relatively long period of time required for them to
analyze the data and make a decision about whether this
IS event or their combination is an IS incident or not
[16-18].

This drawback is based on the contradiction between
the distributed nature of information sources about an IS
event in cloud infrastructures (as a rule, these sources
are IS tools integrated in cloud infrastructures) and a
centralized way of deciding on actions with IS incidents.
To resolve this contradiction, it is necessary, on the
one hand, to provide the decision-making process with
the most complete information, and on the other hand,
this information must be relevant. Taking into account
the large volumes of data on IS events in ADPS, it is
necessary to optimize the structure of information

support for ADPS, taking into account the structure and
technical characteristics of the LAN.

The peculiarities of the functioning of ADPS for
monitoring the IS of an informatization object based
on cloud infrastructure allow for solving problems
of improving the quality of output information using
computer modeling, using the methods of utility theory,
which make it possible to assess the useful effect of
placing information elements in certain computing
nodes of the cloud infrastructure [17]. Modern ADPS
makes it possible to establish the degree of information
reliability, taking into account not only the degree of
completeness and accuracy of the data (the sufficiency
of data for solving the problem and the correspondence
of the structure and content of the data to the systems,
the use of which is optimal for solving the assigned
tasks), but also the degree of relevance of the data (the
ability of information to reflect the real state of objects
at the current time).

The method for determining the optimal computing
nodes of the cloud infrastructure from the point of view
of monitoring IS for placing certain types of information
elements in them and distributing these elements
among the nodes is based on computer modeling
of the cloud infrastructure, in which IS is monitored
and the application of the utility theory methods
for assessing the degree of type correspondence
information elements to one or another computing
node of the cloud infrastructure. The specificity of
IS incident management involves working with data
arrays, which makes it possible to select the necessary
data sets that can be distributed among the nodes of
the cloud infrastructure based on the model [16-19].
Consequently, particular models should be wused,
among other things, to determine the structure and
volumes of information exchange between nodes of the
cloud infrastructure. The information support of ADPS
for monitoring the IS of an informatization object in
the cloud infrastructure can include both the data about
the state of the IS of the informatization object in the
cloud infrastructure, obtained directly from the IS tools
deployed inside the cloud infrastructure, as well as
their copies and/or prehistories received in the nodes
cloud infrastructure in the places of their use ADPS
for monitoring the IS of the object of informatization.
It is advisable to use as particular criteria of these
models: the maximin criterion of the usefulness of
information support of ADPS for monitoring the IS of
an informatization object in a cloud infrastructure; the
criterion for the maximum relevance of information
support distributed over the nodes of the cloud
infrastructure for complex systems with a low degree
of centralization of management [7, §].

The result of solving the problem of developing the
structure of the information support of the analytical
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data processing system for monitoring the IS of the
informatization object is the optimal composition,
according to given criteria, of the information support
components of the ADPS and their placement on the
nodes of the cloud infrastructure.

CONCLUSIONS

This article has analyzed the problem of determining
a rational structure of information support for ADPS for
monitoring the IS of an informatization object in a cloud
infrastructure. At the same time, the ISMS, built on the
basis of modern SIEM-systems, were considered, and a
formalized approach based on the development and use
of methods of mathematical and computer modeling was
proposed.

The formalization and solution of this problem is
based on the methods of utility theory and operations

REFERENCES

1. Liu Z., Zhao A., Liang M. A port-based forwarding load-
balancing scheduling approach for cloud datacenter
networks. J. Cloud Comp. 2021;10(1):13. https://doi.
org/10.1186/s13677-021-00226-w

2. Chen J., Wang Y., Liu T. A proactive resource allocation
method based on adaptive prediction of resource requests
in cloud computing. J. Wireless Com. Network. 2021;24.
https://doi.org/10.1186/s13638-021-01912-8

3. Wang J., Zhang G., Wang W., Zhang K., Sheng Y.
Cloud-based intelligent self-diagnosis and department
recommendation service using Chinese medical BERT.
J. Cloud Comp.: Advances, Systems and Applications.
2021;10(1):4. https://doi.org/10.1186/s13677-020-00218-2

4. Chen Y., Liu H., Wang B., Sonompil B., Ping Y., Zhang
Z. A threshold hybrid encryption method for integrity
audit without trusted center. J. Cloud Comp.: Advances,
Systems and Applications. 2021;10(1):3. https://doi.
org/10.1186/s13677-020-00222-6

5. NgocT.L.,DoanB.H. Capability maturity modeland metrics
framework for cyber cloud security. Scalable Computing:
Practice and Experience. 2017;18(4):277-290. https://
doi.org/10.12694/scpe.v18i4.1329

6. Afolaranmi S.O., Moctezuma L.E.G., Rak M., Casola V.,
Rios E., Lastra J.L.M. Methodology to Obtain the Security
Controls in Multi-cloud Applications. In: Proceedings of
the 6th International Conference on Cloud Computing and
Services Science (CLOSER 2016). V.1. 2016, p. 327-332.
http://doi.org/10.5220/0005912603270332

7. Sizov V.A. Development of models for improving the
efficiency of data safety in a distributed computing
environment based on dynamic data reservation. In:
Advances in Science and Technology: Collection of
articles of the XXI International Scientific and Practical
Conference. 2019, p. 96—100. (in Russ.).

8. Sizov V.A. Models and methods of virtual-recovered
redundancy of data of automatic information-control
systems under extreme conditions. Aufom. Remote
Control. 1998;59(7):1047—1053.

research, which allow using computer modeling to
determine the optimal composition of the information
support of ADPS and their distribution among the
nodes of the cloud infrastructure in terms of the general
usefulness of information, taking into account the
analytical information technologies used in these nodes
to identify IS incidents.

In general, this approach makes it possible to
increase the efficiency of the procedure for identifying
IS incidents by organizing a rational exchange of
information between nodes of the cloud infrastructure
(information protection means), taking into account
the characteristics of analytical data processing
procedures, and, in general, the quality of the IS
monitoring system.

Authors’ contribution. All authors equally
contributed to the research work.
CMUCOK JINTEPATYPbI

1. Liu Z., Zhao A., Liang M. A port-based forwarding load-
balancing scheduling approach for cloud datacenter
networks. J. Cloud Comp. 2021;10(1):13. https://doi.
org/10.1186/s13677-021-00226-w

2. Chen J., Wang Y., Liu T. A proactive resource allocation
method based on adaptive prediction of resource requests
in cloud computing. J. Wireless Com. Network. 2021;24.
https://doi.org/10.1186/s13638-021-01912-8

3. Wang J., Zhang G., Wang W., Zhang K., Sheng Y.
Cloud-based intelligent self-diagnosis and department
recommendation service using Chinese medical BERT.
J. Cloud Comp.: Advances, Systems and Applications.
2021;10(1):4. https://doi.org/10.1186/s13677-020-00218-2

4. Chen Y., Liu H., Wang B., Sonompil B., Ping Y., Zhang
Z. A threshold hybrid encryption method for integrity
audit without trusted center. J. Cloud Comp.: Advances,
Systems and Applications. 2021;10(1):3. https://doi.
org/10.1186/s13677-020-00222-6

5. NgocT.L., Doan B.H. Capability maturity model and metrics
framework for cyber cloud security. Scalable Computing:
Practice and Experience. 2017;18(4):277-290. https://doi.
org/10.12694/scpe.v18i4.1329

6. Afolaranmi S.O., Moctezuma L.E.G., Rak M., Casola V.,
Rios E., Lastra J.L.M. Methodology to Obtain the Security
Controls in Multi-cloud Applications. In: Proceedings of
the 6th International Conference on Cloud Computing and
Services Science (CLOSER 2016).2016. V.1. p. 327-332.
http://doi.org/10.5220/0005912603270332

7. Cm3oB B.A. Pa3paborka Mozened moBbImeHHs 3(dek-
TUBHOCTH COXPAHHOCTH JaHHBIX B paclpene’IeHHOH
BBIYUCIIATENBHON Cpefie Ha OCHOBE AMHAMHYECKOTO pe-
3epBUPOBaHUS JaHHBIX. B ¢0.: Advances in Science and
Technology: c6. cmamei XXI medicoynapooHoti nayu-
HO-npakmuyeckoll KoH@epenyuu. M.: «AKTyallbHOCTb.
Pd», 2019. C. 96-100.

8. CuzoB B.A. Monenn u MeToapl BUPTyallbHO-BOCCTaHO-
BUTEJIBHOTO PE3EPBUPOBAHUS JTAHHBIX aBTOMATH3UPOBaH-
HBIX HH()OPMAIIOHHO-YIPABIISIONINX CHCTEM B YCIIOBUSIX

Russian Technological Journal. 2021;9(6):16-25

23


https://doi.org/10.1186/s13677-021-00226-w
https://doi.org/10.1186/s13677-021-00226-w
https://doi.org/10.1186/s13638-021-01912-8
https://doi.org/10.1186/s13677-020-00218-2
https://doi.org/10.1186/s13677-020-00222-6
https://doi.org/10.1186/s13677-020-00222-6
https://doi.org/10.12694/scpe.v18i4.1329
https://doi.org/10.12694/scpe.v18i4.1329
http://doi.org/10.5220/0005912603270332
https://doi.org/10.1186/s13677-021-00226-w
https://doi.org/10.1186/s13677-021-00226-w
https://doi.org/10.1186/s13638-021-01912-8
https://doi.org/10.1186/s13677-020-00218-2
https://doi.org/10.1186/s13677-020-00222-6
https://doi.org/10.1186/s13677-020-00222-6
https://doi.org/10.12694/scpe.v18i4.1329
https://doi.org/10.12694/scpe.v18i4.1329
http://doi.org/10.5220/0005912603270332

The development of models of an analytical data processing system for monitoring
information security of an informatization object using cloud infrastructure

Valerii A. Sizov,
Aleksey D. Kirov

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

[Sizov V.A. Models and methods of virtual-recovered
redundancy of data of automatic information-control
systems under extreme conditions. Automat. i Telemekh.
1998;(7):176—184 (in Russ.).]

. Arce D.G. Cybersecurity and platform competition in the

cloud. Computers & Security. 2020;93:101774. https://
doi.org/10.1016/j.cose.2020.101774

Dzhincharadze G.R. Methodological aspects of the
organization of the personnel assessment procedure.
Inzhenernyi Vestnik Dona = Engineering journal of Don.
2012;2(20):340—345 (in Russ.). Available from URL:
https://cyberleninka.ru/article/n/metodicheskie-aspekty-
organizatsii-protsedury-otsenki-personala

Sizov V.A., Kirov A.D. Problems of implementation
SIEM-systems in the practice of managing information
security of economic entities. Otkrytoe obrazovanie =
Open Education. 2020;24(1):69—79 (in Russ.). https://
doi.org/10.21686/1818-4243-2020-1-69-79

Lee J.,, Kim Y.S., Kim JH., Kim LK. Toward the
SIEM architecture for cloud-based security services.
In: 2017 IEEE Conference on Communications and
Network — Security  (CNS).  https://doi.org/10.1109/
CNS.2017.8228696

Granadillo G.G., El-Barboni M., Debar H. New
Types of Alert Correlation for Security Information
and Event Management Systems. In: 20/6 8" IFIP
International Conference on New Technologies, Mobility
and Security (NTMS). 2016. https://doi.org/10.1109/
NTMS.2016.7792462

Kavanagh M., Rochford O. Magic Quadrant for Security
Information and Event Management. Gartner technical
report. 2015. 15 p.

MarkovA.S., Tsirlov V.L. Structured content of information
security requirements. Monitoring pravoprimeneniya =
Monitoring of Law Enforcement. 2017;1(22):53—61 (in
Russ.). https://doi.org/10.21681/2412-8163-2017-1-53-61
Nabil M., Soukainat S., Lakbabi A., Ghizlane O. SIEM
selection criteria for an efficient contextual security. In:
2017 International Symposium on Networks, Computers
and Communications (ISNCC). https://doi.org/10.1109/
ISNCC.2017.8072035

Kirsanov K.K. The theory of utility in the period of change
of conceptual provisions. Naukovedenie (The Eurasian
Journal). 2015;7(2):38 (in Russ.). Available from URL:
http://naukovedenie.ru/PDF/37EVN215.pdf

Kotenko 1.V., Fedorchenko A.V., Saenko 1.B., Kushnerevich
A.G. Big data technologies for security event correlation
based on event type accounting. Voprosy kiberbezopasnosti =
Cybersecurity issues. 2017;5(24):2—16 (in Russ.). https://
doi.org/10.21681/2311-3456-2017-5-2-16

Fedorchenko A.V., Levshun D.S., Chechulin A.A.,
Kotenko I.V. An Analysis of Security Event Correlation
Techniques in SIEM-Systems. Part 2. Trudy SPIIRAN =
SPIIRAS Proceedings. 2016;6(49):209-225 (in Russ.).
https://doi.org/10.15622/sp.49.11

9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

4Ype3BBIYANHBIX CUTYalUUH. Aemomamuka u meiemexanu-
xa. 1998;7:176—184.

Arce D.G. Cybersecurity and platform competition in the
cloud. Computers & Security. 2020;93:101774. https://
doi.org/10.1016/j.cose.2020.101774

Jxuruapanze [.P. Metonudeckue actieKThl OpraHU3aInn
IPOLIEAYPHI OLIEHKHU NepcoHana. Muowceneproiii Becmuux
Jlona.2012;2(20):340—345. URL: https://cyberleninka.ru/
article/n/metodicheskie-aspekty-organizatsii-protsedury-
otsenki-personala

CuzoB B.A., Kupos A.JI. IIpoGiemsl
SIEM-cucteM B MpakTHKy YIpaBlieHUS HHDOpP-
MalMOHHONH 0€30IaCHOCTbI0  CyOBEKTOB  3KOHOMU-
yeckoil gestenbHOCTH. OmKpwvimoe  o0Opazoganue.
2020;24(1):69—79. https://doi.org/10.21686/1818-4243-
2020-1-69-79

Lee J, Kim Y.S., Kim JH., Kim [.K. Toward the
SIEM architecture for cloud-based security services.
In: 2017 IEEE Conference on Communications and
Network — Security  (CNS).  https://doi.org/10.1109/
CNS.2017.8228696

Granadillo G.G., El-Barboni M., Debar H. New types
of alert correlation for security information and event
management systems. In: 2016 8" IFIP International
Conference on New Technologies, Mobility and
Security  (NTMS).  2016.  https://doi.org/10.1109/
NTMS.2016.7792462

Kavanagh M., Rochford O. Magic Quadrant for Security
Information and Event Management. Gartner technical
report. 2015. 15 p.

Mapkos A.C., Hupnos B.JI. CtpykTypHOE comep:kaHHe
TpeOoBaHMi HHPOPMAIIMOHHOH Oe30macHoCTH. MoHumo-
pune npasonpumerernusi. 2017;1(22):53—-61.

Nabil M., Soukainat S., Lakbabi A., Ghizlane O. SIEM
selection criteria for an efficient contextual security. In:
2017 International Symposium on Networks, Computers
and  Communications (ISNCC). 2017. https://doi.
org/10.1109/ISNCC.2017.8072035

Kupcanos K.K. Teopus none3sHocTd B NEPUOA CMEHBI
KOHLICNITYyaJbHBIX MOJOKeHU. Haykosedenue (Becm-
nux Eepasutickou nayku). 2015;7(2):38. URL: http:/
naukovedenie.ru/PDF/37EVN215.pdf

Korenko U.B., ®enopuenko A.B., Caenxo W1.b., Kymine-
pesuu A.T. TexHonoruu OOJBIINX JAHHBIX IS KOppe-
JSIMUK COOBITHIT OE30MaCHOCTH Ha OCHOBE y4eTa THIIOB
cBsi3eil. Bonpocwl kubepbezonacnocmu. 2017;5(24):2—16.
https://doi.org/10.21681/2311-3456-2017-5-2-16
®enopuenxo A.B., Jlemryn /I.C., YUeuymun A.A., Koten-
ko M.B. AHanu3 MeTo0B KOoppemsiiuu coObIThii Ge3omac-
Hoctu B SIEM-cucremax. Yacte 2. Tpyowr CITHHUPAH.
2016;6(49):208—225. https://doi.org/10.15622/sp.49.11

BHEAPCHUSA

24

Russian Technological Journal. 2021;9(6):16-25


https://doi.org/10.1016/j.cose.2020.101774
https://doi.org/10.1016/j.cose.2020.101774
https://cyberleninka.ru/article/n/metodicheskie-aspekty-organizatsii-protsedury-otsenki-personala
https://cyberleninka.ru/article/n/metodicheskie-aspekty-organizatsii-protsedury-otsenki-personala
https://cyberleninka.ru/article/n/metodicheskie-aspekty-organizatsii-protsedury-otsenki-personala
https://doi.org/10.21686/1818-4243-2020-1-69-79
https://doi.org/10.21686/1818-4243-2020-1-69-79
https://doi.org/10.1109/CNS.2017.8228696
https://doi.org/10.1109/CNS.2017.8228696
https://doi.org/10.1109/NTMS.2016.7792462
https://doi.org/10.1109/NTMS.2016.7792462
https://doi.org/10.1109/ISNCC.2017.8072035
https://doi.org/10.1109/ISNCC.2017.8072035
http://naukovedenie.ru/PDF/37EVN215.pdf
http://naukovedenie.ru/PDF/37EVN215.pdf
https://doi.org/10.21681/2311-3456-2017-5-2-16
https://doi.org/10.15622/sp.49.11
https://doi.org/10.1016/j.cose.2020.101774
https://doi.org/10.1016/j.cose.2020.101774
https://cyberleninka.ru/article/n/metodicheskie-aspekty-organizatsii-protsedury-otsenki-personala
https://cyberleninka.ru/article/n/metodicheskie-aspekty-organizatsii-protsedury-otsenki-personala
https://doi.org/10.21686/1818-4243-2020-1-69-79
https://doi.org/10.21686/1818-4243-2020-1-69-79
https://doi.org/10.1109/CNS.2017.8228696
https://doi.org/10.1109/CNS.2017.8228696
https://doi.org/10.1109/NTMS.2016.7792462
https://doi.org/10.1109/NTMS.2016.7792462
https://doi.org/10.21681/2412-8163-2017-1-53-61
https://doi.org/10.1109/ISNCC.2017.8072035
https://doi.org/10.1109/ISNCC.2017.8072035
http://naukovedenie.ru/PDF/37EVN215.pdf
https://doi.org/10.21681/2311-3456-2017-5-2-16
https://doi.org/10.21681/2311-3456-2017-5-2-16
https://doi.org/10.15622/sp.49.11

The development of models of an analytical data processing system for monitoring Valerii A. Sizov,
information security of an informatization object using cloud infrastructure Aleksey D. Kirov

About the authors

Valerii A. Sizov, Dr. Sci. (Eng.), Professor, Department of Applied Informatics and Information Security,
Institute of Mathematics, Information Systems and Digital Economy, Plekhanov Russian University of Economics (36,
Stremyanny per., Moscow, 117997 Russia). E-mail: sizov.va®@rea.ru. https://orcid.org/0000-0002-4844-4714

Aleksey D. Kirov, Specialist, Specialized Educational and Scientific Laboratory on Information Confrontation in
Business, Department of Applied Informatics and Information Security, Institute of Mathematics, Information Systems
and Digital Economy, Plekhanov Russian University of Economics (36, Stremyanny per., Moscow, 117997 Russia).
E-mail: kirov.ad@rea.ru. https://orcid.org/0000-0002-8424-3071

006 aBTOpPax

Cun3soB Banepuii AnekcaHgpoBud, 4.T.H., npodeccop, kadeapa MNMpuknagHon nHbdopmaTnkn n NHGOPMAaLMOH-
HoW 6e3onacHocTy NHCTUTYTa MaTeMaTturkm, MHGOPMALMOHHBLIX CUCTEM U LMdpoBoi akoHoMukn PIBOY BO «Poc-
CUIACKMIA 3KOHOMUYECKNN yHUBepcuTeT nmenn I.B. MNnexaHosa» (117997, Poccusa, Mockea, CTpeMsHHbIN nep., 36).
E-mail: sizov.va@rea.ru. https://orcid.org/0000-0002-4844-4714

Kupoe Anekceit AMUTpuUEBUY, CNeLNannCT, creumann3vpoBaHHas yiebHo-Hay4yHas nabopaTtopusi Nno MH-
dopmaumoHHoMy npoTrMBo6opcTBY B BU3Hece, kadenpa MpuknagHoi nHbopmMaTukn 1 nHopmaLmoHHol 6e30-
nacHoctTu MIHCTUTyTa MaTtemMaTukmn, MHOOPMALMOHHbIX CUCTEM U LMdpoBoi akoHoMukn PIrEOY BO «Poccuiicknin
9KOHOMMYECKMIA yHMBepcUTeT nmenn I.B. MNMnexaHosa» (117997, Poccua, Mocksa, CTpemMsaHHbIn nep., 36). E-mail:
kirov.ad@rea.ru. https://orcid.org/0000-0002-8424-3071

Translated by E. Shklovskii

Russian Technological Journal. 2021;9(6):16-25
25


mailto:Sizov.VA@rea.ru
https://orcid.org/0000-0002-4844-4714
mailto:kirov.ad@rea.ru
https://orcid.org/0000-0002-8424-3071
mailto:Sizov.VA@rea.ru
https://orcid.org/0000-0002-4844-4714
mailto:kirov.ad@rea.ru
https://orcid.org/0000-0002-8424-3071

