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Abstract. The article is devoted to the problem of developing an analytical data processing system (ADPS) 
for monitoring information security within the information security management system of modern companies 
conducting their main activities in cyberspace and using cloud infrastructure. Based on the analysis of modern 
information technologies related to ensuring information security of cloud infrastructure and the most popular 
products for ensuring information security of cloud infrastructures, as well as existing scientific approaches, a 
formalized approach to the synthesis of an ADPS for monitoring the information security of an informatization object 
using cloud infrastructure is proposed. This approach takes into account the usefulness of the used information 
technologies from the viewpoint of information security. A general model of the structure of information support of 
an analytical data processing system for monitoring information security, as well as a model of the dependence of 
the usefulness of information technology on time and the ratio of the skill level of an information security specialist 
and an attacker are presented. The quality of the information security monitoring system is used as a criterion in 
the first optimization model. The following limitations are suggested: limitation on the time of making a decision 
on an incident; limitation on the degree of quality of analysis of information security events by the analytical data 
processing system and limitation on the compatibility of data analysis functions with data types about information 
security events. The cited results of the study of the second model show a logically consistent dependence of the 
usefulness of information technology on time and the ratio of the skill level of an information security specialist to the 
skill level of an attacker. The particular models of the structure of the information support of ADPS are presented. 
They make it possible to determine the rational structure information support of ADPS according to particular criteria. 
The following particular criteria are used: the maximin criterion of the usefulness of the information support of ADPS 
for monitoring the information security of an informatization object in the cloud infrastructure; the criterion for the 
maximum relevance of information support distributed over the nodes of the cloud infrastructure for systems with a 
low degree of centralization of management.
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НАУЧНАЯ СТАТЬЯ

Разработка моделей аналитической системы 
обработки данных для мониторинга ИБ 

объекта информатизации, использующего 
облачную инфраструктуру
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Резюме. Статья посвящена разработке аналитической системы обработки данных (АСОД) для монито-
ринга информационной безопасности (ИБ) в рамках системы менеджмента ИБ современных компаний, 
ведущих свою основную деятельность в киберпространстве и использующих облачную инфраструктуру. 
На основе анализа современных информационных технологий (ИТ) и наиболее востребованных продуктов 
обеспечения ИБ облачных инфраструктур, а также существующих научных подходов предложен формали-
зованный подход к синтезу АСОД для мониторинга ИБ такого объекта информатизации. Этот подход учиты-
вает полезность используемых ИТ с позиции ИБ. Представлена общая модель структуры информационного 
обеспечения АСОД для мониторинга ИБ, а также модель зависимости полезности ИТ от времени и соотно-
шения уровня квалификации специалиста по ИБ и злоумышленника. В качестве критерия в первой опти-
мизационной модели используется качество системы мониторинга ИБ. В качестве ограничений предлага-
ются следующие: ограничение на время принятия решения на инцидент; ограничение на степень качества 
анализа событий ИБ аналитической системой обработки данных и ограничение на совместимость функций 
анализа данных с типами данных о событиях ИБ. Приведенные результаты исследования второй модели 
показывают логически непротиворечивую зависимость полезности ИТ от времени и соотношения уровня 
квалификации специалиста по ИБ к уровню квалификации злоумышленника. Представлены частные мо-
дели структуры информационного обеспечения АСОД, позволяющие определить рациональную структуру 
информационного обеспечения АСОД по частным критериям. В качестве частных критериев используются 
следующие: максиминный критерий полезности информационного обеспечения АСОД для мониторинга ИБ 
объекта информатизации в облачной инфраструктуре и критерий максимума актуальности информацион-
ного обеспечения, распределенного по узлам облачной инфраструктуры для систем с невысокой степенью 
централизации управления.

Ключевые слова: информационная безопасность, аналитическая система обработки данных, облачная ин-
фраструктура, компьютерное моделирование, математическое моделирование, мониторинг ИБ, объект инфор-
матизации
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INTRODUCTION

Analytical data processing systems (ADPS) for 
information security (IS) monitoring are a large emerging 
class of systems operating in the IS management system 
of modern companies.

Modern companies with main activities in cyberspace, 
using cloud infrastructure built on the technologies of 
cloud infrastructure service providers, use these systems 
to manage IS and to improve processes that implement 
IS methods, including monitoring processes in real time. 
The peculiarities of the technical implementation of such 
analytical systems determine special requirements for the 
convenience of their use by an IS engineer, efficiency, 
error-free operation, and quality of data processing 
in real time. In addition, the potential costs of a cloud 
service user for the transition from one service provider 
to another are characterized by the relationship between 
the consequences in the field of IS arising from cyber 
attacks, system failures, user errors, and other external 
factors and the difference in the levels of cybersecurity 
technologies of providers. Therefore, the level of IS 
provided by a cloud service provider is subject to the 
same tough conditions of bilateral market competition, 
which determines the prices of a cloud service provider 
and its strategy for providing customers with IS.

New information technologies (IT) actualize the 
problem of ensuring the security and protection of 
information for their developers, vendors and consumers. 
Currently, it is believed that the most effective way 
to ensure IS for the objects of informatization of the 
company and/or the cloud infrastructure used by it is the 

path of development and implementation of secure IT. 
Their use in cloud infrastructures can further reduce the 
cost of maintaining corporate information systems. A large 
number of modern IT used in cloud infrastructure is aimed 
at a comprehensive solution to the problem of increasing 
the efficiency of using available resources (Table 1).

The cloud infrastructure used to host corporate 
information systems is increasingly taking on a hybrid 
form. Part of the data most critical for the functioning 
of business processes is placed inside the company’s 
own infrastructure using universal cloud technologies, 
forming a “private cloud of the company.” Other 
data, in turn, are processed in “public clouds,” where 
infrastructure is provided by cloud providers in an 
“Infrastructure as a Service,” “Platform as a Service,” 
or “Software as a Service” model. This necessitates 
the use of modern data security technologies in cloud 
infrastructures. Being integrated with modern data 
processing technologies, such technologies turn into 
full-fledged high-tech products offered by the leading 
companies in the market of IS products for cloud 
infrastructures. Examples of such products are presented 
in Table 2.

The analysis of the presented technologies 
showed their complexity. For their development and 
improvement, it is necessary to apply a scientific 
approach, including methods of mathematical and 
computer simulation.

In [5], an overview of the maturity models of the 
capabilities and indicators of the security of systems 
is presented. It is noted that these models are mostly 
reactive rather than proactive and, therefore, do not 

Table 1. The content of modern IT related to the provision of IS in the cloud infrastructure

No. IT name Content
1 Data Center Network (DCN) [1] Network equipment that allows one to automatically allocate the load on local 

area networks (LANs) of the cloud infrastructure (both on the cloud network 
equipment itself and on communication channels), provided as a service. 

2 Proactive resource allocation [2] A technology that allows one to automatically allocate cloud infrastructure 
resources (hardware resources in the form of cloud servers and workstations and 
software resources in the form of software, including tools for its development 
and debugging), provided as a service, based on predicting the expected load. 

3 Self-diagnosis software [3] A technology designed to automatically detect and correct errors that occur 
during the operation of software and the implementation of its functions.

4 Data encryption in cloud infrastructures [4] A technology designed for distributed data encryption without using a single 
distribution and certification center.
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provide adequate measures to assess the overall security 
of the cloud system. Therefore, this paper proposes 
a Cloud Security Capabilities Maturity Model that 
augments existing cybersecurity models with a security 
metric. In [6], a methodology is presented to determine 
the best security measures for multi-cloud applications 
whose components are deployed in heterogeneous 
clouds. The methodology is based on application 
decomposition and threat modeling on components, 
followed by risk analysis along with capturing cloud 
business and security requirements. However, in these 
works, insufficient attention is paid to the processes and 
technologies of IS monitoring, which significantly affect 
the quality of its output information (completeness, 
relevance, timeliness, etc.).

The output information generated by ADPS is a 
collection of data obtained as a result of performing sets 
of data analytics functions included in its composition 
with a certain structure or several possible types of 
structures. Such collections of data can be used either 
in the current system, or redirected to other systems 
present in this cloud infrastructure. The quality of the 
ADPS output information is the degree of its suitability 
for use in detecting and investigating IS incidents by a 
security officer.

Computer modeling is one of the main methods 
proposed to improve the quality of data obtained as a 
result of the analysis of IS monitoring data using ADPS.

PROBLEM STATEMENT

Modern IS monitoring systems are created to ensure 
the possibility of an adequate and timely response to 
cyber attacks aimed at the information infrastructure 
of the electronic document management system and 
IS management of the company, which is the main 
component necessary for a prompt and strategic response 
to current threats, in accordance with the company’s IS 
policy. Such infrastructure can be built on the basis of 
LAN technologies, constituting a “private cloud of the 
company” and/or in the form of cloud infrastructures 
provided by cloud service providers, constituting a 
“public cloud of the company.” 

To create an effective IS management system, a 
company needs to automate its management functions 
as much as possible, taking into account modern 
requirements for IS monitoring and the characteristics 
of hybrid cloud infrastructures.

Thus, the task of developing models of an analytical 
data processing system for monitoring the IS of an 
informatization object using cloud infrastructure is 
urgent. It is advisable to divide this task into a number 
of subtasks.

The first subtask is to develop a general model of 
the structure of the information support of the analytical 
data processing system for IS monitoring. The solution 
of this problem allows one to determine rational 

Table 2. Purpose of modern products for IS of cloud infrastructures

No. 
Product name 
for IS in cloud 
infrastructures

Manufacturer of 
IS product in cloud 

infrastructures
Purpose

1 MVision Cloud McAfee Creation of a “dynamic protection perimeter” capable of adapting to the 
dynamic conditions of the external environment. Create security policies 
and apply them to SaaS, PaaS, IaaS solutions, containers and virtual 
cloud components.

2 Cisco Cloud Security Cisco Protect users, data, and applications in the cloud from compromised 
account attacks, malware, and data leaks, no matter where they are or 
where they access the Internet. Neutralizing malware before it spreads 
to the network or endpoints and shortens recovery time from infection.

3 FortiGate-VM FortiNet High-speed VPN connections are used to protect data. Security policies 
are enforced in all environments. Cloud Security Center provides a 
centralized and consistent implementation of corporate network security 
and communications, and maintains secure connectivity of networks, 
locations, clouds, and data centers.

4 Kaspersky Security for 
virtual and loud envi-

ronments 

Kaspersky Laboratory Simultaneous implementation of both the protection of the work 
environment and the concept of “security as code,” which ensures 
continuous integration of workflows and bridging the cybersecurity gap 
in development environments.

5 CheckPoint 
CloudGuard

CheckPoint Support of the widest range of cloud infrastructures including AWS, 
Microsoft Azure and Azure Stack, Google Cloud Platform, VMware 
Cloud on AWS, and more. Automatic provisioning and automatic 
scaling, along with automatic policy updates, ensures that defenses keep 
up with changes in your cloud. One unified console provides consistent 
visibility, policy management, logging, reporting, and control across all 
cloud environments and networks.
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solutions close to the optimal, which are certain sets of 
information elements distributed over the nodes of the 
ADPS computer network.

The second subtask is to determine the nature and 
degree of dependence of the usefulness of information 
technology on time and the ratio of the qualification 
level of an IS specialist and the skill level of an attacker. 
The solution to this problem allows us to identify the 
conditions under which the utility of IT will be the best.

The third subtask is the development of a set of private 
models of the ADPS information support structure for 
monitoring the IS of an informatization object in a cloud 
infrastructure. The solution to this problem allows us to 
determine the rational structure of information support 
for ADPS according to particular criteria [7, 8].

DEVELOPMENT OF A GENERAL MODEL  
OF THE INFORMATION SUPPORT STRUCTURE  

OF THE ADPS FOR MONITORING IS

Let:

	 θ = F(δ, t),� (1)

where θ is the quality of the IS monitoring system; F 
is the quality function of the IS monitoring system; 
δ = G(R), where δ is the quality of the analysis of events 
of the ADPS IS; t is the time required for the analytical 
data processing system to make a decision on how likely 
it is that a particular IS event or their combination is an 
IS incident; G is a function of the quality of the analysis 
of events of the ADPS IS;

R = H(S),

where R is the degree of compatibility of data 
analysis procedures with data types about IS events; 
H is a function of the degree of compatibility of data 
analysis procedures with data types about IS events; S 
is the structure of information support for ADPS (sets 
of information elements distributed over the nodes 
of the ADPS computer network: data on IS events, 
additional data for the analysis and investigation of 
IS incidents).

Then the general model of the structure of the 
information support of the analytical data processing 
system for IS monitoring is as follows:

Find max
{ }S

θ  under constraints:

	  t1 < t2; δ1 < δ < δ2; R1 < R < R2,� (2)

where t1–t2 is the time period for which it is necessary to 
make a decision as to how likely it is that a particular IS 
event or their combination is an IS incident for the most 
effective response to this incident and its investigation;

δ1–δ2 are the limits of the degree of quality of the 
analysis of IS events by the analytical data processing 
system, which make it possible to make a decision as 
to how likely it is that a particular IS event or their 
combination is an IS incident with the required degree 
of reliability;

R1–R2 are the limits of the degree of compatibility 
of data analysis functions with types of data on IS events, 
in which it is possible to make a decision as to how likely 
it is that a particular IS event or their combination is an 
IS incident.

DEVELOPMENT OF A MODEL  
OF DEPENDENCE OF THE USEFULNESS  

OF INFORMATION TECHNOLOGY ON TIME  
AND THE RATIO OF THE QUALIFICATION LEVEL 

OF AN IS SPECIALIST AND AN ATTACKER

To develop a model of the dependence of usefulness 
of information technology on time and the ratio of 
the skill level of an IS specialist and an attacker, it is 
proposed to use an analytical model based on the 
Rayleigh statistical distribution [9]. The ratio of the skill 
level of an IS specialist who eliminates vulnerabilities 
in software and hardware to the skill level of an attacker 
who attacks software and hardware that implements IT 
is used as a parameter of the Rayleigh distribution scale.

The assessment of the dependence of the utility of 
information technology on time and the ratio of skill 
levels of these categories is as follows:

	 P t t t
t

( , ) , ,σ
σ

σ > 0,2σ= − ≥
−

1 02
2e � (3)

where P is the level of IT usefulness at time t; σ 
is the ratio of the quantitative evaluation of the 
qualification level of an IS specialist to the skill level 
of the attacker.

The correspondence between quantitative and 
qualitative assessment of the qualification levels of an 
IS specialist and an attacker is given in Tables 3 and 4, 
respectively. In the case when the opposing sides  are 
groups of people, it is necessary to apply group quan
titative assessments of the level of their qualifications 
to them [10]. The final matrix of relationships between 
quantitative assessments of the qualification levels of an 
IS specialist and the skill level of an attacker is presented 
in Table 5.

The analysis of graphs in Fig. 1 shows that with an 
increase in the skill level of an attacker, the usefulness of 
IT for users decreases faster, and with an increase in the 
level of qualification of an IS specialist, the usefulness 
of IT for users quickly returns to the maximum value, 
which corresponds to reality.
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Table 3. Correspondence of quantitative and qualitative assessments of qualification levels of an IS specialist

IS specialist class Qualitative assessment of the qualification 
level of an IS specialist 

Quantitative assessment of the qualification 
level of an IS specialist

Highly qualified specialist High 1
Ordinary specialist Intermediate 2

Low-skilled specialist Low 3

Table 4. Correspondence of quantitative and qualitative assessments of the attacker’s skill levels

Attacker’s class Qualitative assessment of the qualification 
level of an attacker

Quantitative assessment of the qualification 
level of an attacker

Highly qualified specialist High 3
Ordinary specialist Intermediate 2

Low-skilled specialist Low 1

Table 5. The final matrix of relationships between quantitative assessments of the qualification levels of an IS specialist 
and the skill level of an attacker

IS specialist’s class
Attacker’s class Highly qualified specialist Ordinary specialist Low-skilled specialist

Highly qualified specialist 0.33 0.5 1
Ordinary specialist 0.66 1 2

Low-skilled specialist 1 1.5 3

Fig. 1. Dependence of the usefulness of information technology on time and the ratio of the qualification 
levels of an IS specialist and an attacker
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DEVELOPMENT OF PARTICULAR MODELS  
OF THE INFORMATION SUPPORT STRUCTURE  

OF THE ADPS FOR MONITORING SECURITY  
OF THE INFORMATIZATION OBJECT  

IN THE CLOUD INFRASTRUCTURE

Currently, in the field of IS management of modern 
informatization objects in cloud infrastructures, a group 
of IS incident management tasks is distinguished, which 
includes the following main tasks: monitoring IS events 
of informatization objects in cloud infrastructures and 
identifying IS incidents; registration of IS incidents; 
analysis of IS incidents; informing the administration of 
cloud infrastructure service providers about all cases of 
IS violations; collection of evidence for responding to 
incidents of IS in cloud infrastructures and others. From 
a practical point of view, one of the most effective ways 
to creating IS monitoring is the use of systems of the 
security information and event management (SIEM) 
class [11–14]. 

Solutions of the SIEM class are designed to provide 
the following functions:

•	 management of information and security events, 
including those in cloud infrastructures;

•	 collection and storage of registered security events;
•	 processing and analysis of IS events stored in 

internal databases using a system of rules created 
and managed by a security officer and unique for 
each cloud infrastructure.
The implementation of the above functions allows 

for the identification and analysis of incidents, as well 
as verification of the compliance of the IS management 
system with existing requirements and norms that are 
part of the standards, recommendations, orders and other 
regulatory and guidance documents in this area [15]. 
The implementation of the above functions assumes 
the presence of ADPS in systems of the SIEM class, 
the principles of construction of which were indicated 
earlier, or, at least, its key components.

However, the main disadvantage of such systems is 
the relatively long period of time required for them to 
analyze the data and make a decision about whether this 
IS event or their combination is an IS incident or not 
[16–18].

This drawback is based on the contradiction between 
the distributed nature of information sources about an IS 
event in cloud infrastructures (as a rule, these sources 
are IS tools integrated in cloud infrastructures) and a 
centralized way of deciding on actions with IS incidents. 
To resolve this contradiction, it is necessary, on the 
one hand, to provide the decision-making process with 
the most complete information, and on the other hand, 
this information must be relevant. Taking into account 
the large volumes of data on IS events in ADPS, it is 
necessary to optimize the structure of information 

support for ADPS, taking into account the structure and 
technical characteristics of the LAN.

The peculiarities of the functioning of ADPS for 
monitoring the IS of an informatization object based 
on cloud infrastructure allow for solving problems 
of improving the quality of output information using 
computer modeling, using the methods of utility theory, 
which make it possible to assess the useful effect of 
placing information elements in certain computing 
nodes of the cloud infrastructure [17]. Modern ADPS 
makes it possible to establish the degree of information 
reliability, taking into account not only the degree of 
completeness and accuracy of the data (the sufficiency 
of data for solving the problem and the correspondence 
of the structure and content of the data to the systems, 
the use of which is optimal for solving the assigned 
tasks), but also the degree of relevance of the data (the 
ability of information to reflect the real state of objects 
at the current time).

The method for determining the optimal computing 
nodes of the cloud infrastructure from the point of view 
of monitoring IS for placing certain types of information 
elements in them and distributing these elements 
among the nodes is based on computer modeling 
of the cloud infrastructure, in which IS is monitored 
and the application of the utility theory methods 
for assessing the degree of type correspondence 
information elements to one or another computing 
node of the cloud infrastructure. The specificity of 
IS incident management involves working with data 
arrays, which makes it possible to select the necessary 
data sets that can be distributed among the nodes of 
the cloud infrastructure based on the model [16–19]. 
Consequently, particular models should be used, 
among other things, to determine the structure and 
volumes of information exchange between nodes of the 
cloud infrastructure. The information support of ADPS 
for monitoring the IS of an informatization object in 
the cloud infrastructure can include both the data about 
the state of the IS of the informatization object in the 
cloud infrastructure, obtained directly from the IS tools 
deployed inside the cloud infrastructure, as well as 
their copies and/or prehistories received in the nodes 
cloud infrastructure in the places of their use ADPS 
for monitoring the IS of the object of informatization. 
It is advisable to use as particular criteria of these 
models: the maximin criterion of the usefulness of 
information support of ADPS for monitoring the IS of 
an informatization object in a cloud infrastructure; the 
criterion for the maximum relevance of information 
support distributed over the nodes of the cloud 
infrastructure for complex systems with a low degree 
of centralization of management [7, 8].

The result of solving the problem of developing the 
structure of the information support of the analytical 
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data processing system for monitoring the IS of the 
informatization object is the optimal composition, 
according to given criteria, of the information support 
components of the ADPS and their placement on the 
nodes of the cloud infrastructure.

CONCLUSIONS

This article has analyzed the problem of determining 
a rational structure of information support for ADPS for 
monitoring the IS of an informatization object in a cloud 
infrastructure. At the same time, the ISMS, built on the 
basis of modern SIEM-systems, were considered, and a 
formalized approach based on the development and use 
of methods of mathematical and computer modeling was 
proposed. 

The formalization and solution of this problem is 
based on the methods of utility theory and operations 

research, which allow using computer modeling to 
determine the optimal composition of the information 
support of ADPS and their distribution among the 
nodes of the cloud infrastructure in terms of the general 
usefulness of information, taking into account the 
analytical information technologies used in these nodes 
to identify IS incidents.

In general, this approach makes it possible to 
increase the efficiency of the procedure for identifying 
IS incidents by organizing a rational exchange of 
information between nodes of the cloud infrastructure 
(information protection means), taking into account 
the characteristics of analytical data processing 
procedures, and, in general, the quality of the IS 
monitoring system.
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