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Abstract
Objectives. The work set out to develop diagnostic tools and methods for autonomous robots for the rapid detection 
of faults based on the analysis of cause-and-effect relationships between observed manifestations and the sources 
of failures.
Methods. The paper presents an analytical review of the current scientific and technical literature on the topic of the 
research, which includes ontology construction methods for developing a diagnostic model for autonomous robots, 
Boolean algebra methods for generating queries to the ontological diagnostic model, modifications to conditional 
and unconditional diagnostic methods for finding cause-and-effect relationships between failures and malfunctions 
based on the use of an ontological model, and machine experimentation methods for estimating the processing time 
of queries to the ontological diagnostic model.
Results. The presented ontological model and methods for conditional and unconditional diagnostics is  used 
to establish cause-and-effect relationships between observed failures and the malfunctions that cause them.
Conclusions. Based on an ontological approach and taking into account the availability of advanced tool support, 
including ontology description languages, ontology modeling tools, and ontology-based inference and reasoning 
technologies, a  new paradigm is  identified for the development of  a  promising class of  autonomous robotic 
systems with increased fault tolerance and, consequently, adaptability. The development of an autonomous robot 
presupposes the presence of an onboard intelligent control system built on a hierarchical principle that comprises 
executive, tactical, and strategic levels. The results of the ontological model provide an effective basis for activating 
and utilizing the intelligent control system’s rich algorithm databases at all levels of the control hierarchy to support 
increased adaptability.
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Резюме
Цели. Целью работы является создание средств и методов диагностики автономных роботов для оператив-
ного выявления неисправностей на основе анализа причинно-следственных связей между наблюдаемыми 
проявлениями и источниками возникновения отказов.
Методы. В ходе выполнения работы использовались методы аналитического обзора современной научно-
технической литературы по  тематике проводимых исследований; методы построения онтологий при раз-
работке модели диагностики автономных роботов; методы булевой алгебры при формировании запросов 
к онтологической модели диагностики; модификации методов условной и безусловной диагностики в при-
ложении к поиску причинно-следственных связей между отказами и неисправностями на основе использо-
вания онтологической модели; методы машинного эксперимента при оценке продолжительности обработки 
запросов к онтологической модели диагностики.
Результаты. Предложена онтологическая модель и методы условной и безусловной диагностики, позволя-
ющие обеспечить установление причинно-следственных связей между наблюдаемыми отказами и вызыва-
ющими их неисправностями.
Выводы. Показано, что на основе онтологического подхода с учетом наличия развитой инструментальной 
поддержки, включая языки описания онтологий, средства их  моделирования, а  также технологии логиче-
ского вывода и рассуждений на онтологиях, создается новая парадигма разработки перспективного клас-
са автономных робототехнических комплексов, обладающих повышенной степенью отказоустойчивости и, 
соответственно, адаптивностью. Поскольку создание автономного робота предполагает наличие бортовой 
интеллектуальной системы управления, построенной по иерархическому принципу и содержащей исполни-
тельный, тактический и  стратегический уровни, повышение адаптивности может быть обеспечено за  счет 
эффективного использования «богатых» баз алгоритмов интеллектуальной системы управления на  всех 
уровнях иерархии управления, которые подключаются в зависимости от результатов работы онтологической 
модели.

Ключевые слова: автономные роботы, интеллектуальные системы, самодиагностика, отказоустойчивость, 
онтология
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INTRODUCTION

One of the top priorities for Russia’s technological 
advancement in the 21st  century involves the 
development of cutting-edge robotic systems. Intensive 
work on the development of remotely controlled, semi-
automatic, and autonomous robots is being carried out by 
many teams at academic and industry-specific research 
institutes, specialized design bureaus, and the country’s 
leading universities. Various types of developed robot 
models are beginning to find active application across 
a  wide range of fields and purposes. However, an 
objective assessment of the operational experience 
with modern robotic complexes  (RC) indicates the 
need for significant improvements in the level of their 
autonomy, adaptability, reliability, and fault tolerance 
when operating under extreme environmental conditions 
or in the presence of uncertainty factors and random 
disturbances.

One of the most important and pressing aspects of 
ensuring the fault tolerance of advanced autonomous 
robot prototypes involves the development of onboard 
self-diagnostic tools and methods for the rapid detection 
of emerging malfunctions to inform appropriate 
decisions regarding the full or partial restoration of lost 
functionality.

FEATURES OF THE DESIGN  
OF INTELLIGENT ON-BOARD CONTROL 
SYSTEMS FOR AUTONOMOUS ROBOTS

The autonomous operation of the RC is ensured by 
a  combination of various factors, the most important 
of which is the presence of an onboard control system 
equipped with the necessary capabilities to plan 
behavior, appropriate actions, and movements based on 
the analysis of collected sensor data regarding changes 
in its own state and environmental conditions (Fig. 1). 
At the same time, the effectiveness of the full-scale 
implementation of the system’s functional capabilities 
is largely determined by its adaptive properties in terms 
of adjusting its parameters or transforming its structure 
to maintain the required control quality in the face of 
environmental changes, disturbances, and a  variety of 
other uncertainty factors.

Until recently, developers of robotics systems for 
specialized, industrial, and household applications had 
focused primarily on various aspects of enhancing the 
autonomy and adaptability of their designs through the 
comprehensive application of knowledge processing 
technologies [1, 2].

Active efforts in this field have led to significant 
progress on a  number of challenging issues related 

 • Planning actions and behavior; 
• Development of an environmental model; 
• Summary of operational results
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Fig. 1. Generalized structure of an autonomous robot’s intelligent control system. Numbers 1, 2, and 3 denote data 
transmitted from the strategic, tactical, and executive levels to the diagnostic subsystem. Numbers 4, 5, and 6 denote 

signals from the diagnostic subsystem to the control system levels
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to the intelligent control of robots operating 
autonomously under conditions of uncertainty. Such 
achievements include the development of methods for 
neural network recognition, intelligent planning, local 
navigation and mapping, deep data analysis, and self-
learning.

One of the key features of the modern approach to 
developing intelligent control systems for autonomous 
robots involves the identification of subsystems at the 
information-measurement, behavioral, trajectory, and 
actuator levels, the solution of specific tasks at each of 
which is ensured by knowledge processing mechanisms 
for the selective activation of necessary algorithms 
depending on the nature of current situations  [3,  4]. 
However, the range of adaptive capabilities of the 
control system at all levels of its hierarchy is determined 
by the variety of algorithms used, which are contained 
in the corresponding libraries, as well as the possibility 
of switching between them and/or effecting situational 
adjustment of parameters.

At the same time, it is quite clear that the 
reliability—and, ultimately, the effectiveness—of 
autonomous robots is determined not only by the sum 
of their intellectual and adaptive capabilities, but also 
by their resilience to failures inevitably caused by 
extreme operating conditions and harsh environmental  
factors.

The specific nature of the challenge of ensuring 
a  high level of fault tolerance and survivability in 
advanced autonomous robotic systems stems from the 
need to address a  set of interrelated tasks: the rapid 
detection and localization of failures, fault diagnosis, and 
the assessment of the severity of expected consequences, 
along with the implementation of active measures to 
mitigate or compensate for them.

The main challenges of the comprehensive 
diagnostic phase for an autonomous robot stem from 
two key factors:

•	 the wide range of possible causes that can lead to the 
failure of a particular functional subsystem;

•	 the variety of ways in which the same malfunction 
can manifest itself, leading to simultaneous failures 
in multiple subsystems.
In turn, the success of the diagnostic phase will 

largely determine the effectiveness of attempts to 
partially or fully restore the robot’s operational 
capability through the reconfiguration of the hardware 
and software of the intelligent onboard control system, 
including changes to operating modes, procedures, 
and/or objectives.

Thus, the present work focuses on issues related 
to the development of self-diagnostic tools for 
autonomous robots based on an ontological model of 
causal relationships between observed failures and the 
malfunctions that cause them.

MODERN METHODS  
OF TECHNICAL DIAGNOSTICS

The results of research actively conducted in the 
field of autonomous robot diagnostics in the  USA, 
Western European countries, and a  number of other 
nations since the late 20th century, which can be seen as 
part of a broader effort to develop fault-tolerant control 
systems [5], are beginning to find practical application 
in the first experimental designs. A  typical example is 
the autonomous unmanned RAUVER  submersible 
vessel  (Ocean Systems Laboratory, Heriot–Watt 
University Edinburgh, United  Kingdom), which is 
equipped with self-diagnostic capabilities. Following 
the completion of appropriate diagnostic processes, on-
board planners adjust the initial mission objectives as 
necessary [6].

The experience in carrying out search-and-rescue 
and other special operations using modern robotic 
systems  (whether autonomous, semi-autonomous, 
or remotely controlled) clearly demonstrates that 
the effectiveness of their practical application is 
significantly limited by an insufficient level of fault 
tolerance [7, 8]. However, the malfunctions, failures, 
and breakdowns of individual functional subsystems 
of robot devices are highly various in nature due 
to being caused by random external and internal 
disturbances, degradation of components, elements, 
and materials, as well as other factors. An analysis 
of available statistics allows us to classify observed 
such failures as being caused by malfunctions in 
actuators, sensor subsystems, control, power, and 
communication systems, as well as by a  number of 
other circumstances, including operator errors and 
various external influences (Fig. 2).

Actual mean time between failure  (MTBF) values 
vary widely, ranging from a few hours to several dozen 
hours (depending on the type of robot, the specific tasks 
assigned to it, and the conditions under which they are 
performed)  [7–10]. As an example, Table  1 presents 
statistical data from the U.S. Center for Robot-Assisted 
Search and Rescue on the assessment of the probabilities 
of major failures for two types of special-purpose robots 
over a three-year period of operation.1

The generally accepted conceptual interpretation 
of fault-tolerant control systems assumes that their 
operational reliability must be ensured through 
a comprehensive set of functional capabilities designed 
to address the following key tasks, diagnosing emerging 
faults and either eliminating or compensating for 
them [10–12]:

1  Carlson J. Analysis of How Mobile Robots Fail in the Field 
(2004). USF Tampa Graduate Theses and Dissertations. https://
digitalcommons.usf.edu/etd/980. Accessed April 30, 2026.

https://digitalcommons.usf.edu/etd/980
https://digitalcommons.usf.edu/etd/980
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•	 failure detection (i.e., determining that the system is 
behaving abnormally);

•	 fault localization (with the precision to identify the 
location and type of the failure that occurred);

•	 fault identification  (i.e., determining the causes 
of a  failure based on an analysis of its observable 
symptoms);

•	 assessing the severity of the identified faults and 
deciding whether to fully or partially restore 
functionality.
In the context of developing tools and methods for 

the automatic diagnosis of faults and the restoration of 
operational capability in autonomous robots, it is also 
necessary to distinguish between the following critically 
important types of failures:

•	 total and partial, the former of which result in the 
loss of an object’s functionality, while the latter 
result in its limitation;

•	 defects that can be repaired (until the object regains 
its original functionality) and defects that can be 
compensated for  (enabling lost functions to be 
restored to a limited extent).
In turn, the severity of the faults identified during the 

diagnostic process is assessed on a four-category scale:

•	 low level—at which the robot, by adjusting certain 
operational parameters, can continue to carry out its 
assigned mission at the same level of autonomy;

•	 average level—at which the robot can continue 
to perform a  shortened version of the specified 
target mission while maintaining the same level of 
operational autonomy;

•	 significant level—at which the robot cannot continue 
to perform its assigned mission while maintaining 
the same level of operational autonomy;

•	 fatal level—at which the robot cannot continue to 
perform its assigned mission.
As a  review of the literature  [10–21] shows, 

three fundamentally different approaches serve as the 
conceptual foundation for the development of methods 
for fault detection and diagnosis; these approaches 
are associated, respectively, with the use of analytical 
models [11, 19], data analysis [13, 17], and knowledge 
processing [6, 16, 18]. The corresponding classification 
of diagnostic methods is shown in Fig. 3.

Model-based diagnostic methods involve identifying 
faults based on deviations between the actual observed 
behavior of a system and its expected behavior. The main 
drawback of this approach stems from the difficulty of 

Faults

Hardware

Software

Interaction

Power supply

Drives

Sensors

Controllers

Communication

Timing

Timing

Algorithms

Implementations

Timing

People

Other agents 
and robots

Environment

Perception

Planning of behavior and movements

Decision-making

Fig. 2. Classification of faults in robotic systems

Table 1. Probability estimates for major failures in special-purpose mobile robots

Manufacturer Actuators Control system Power supply system Communication system Sensor subsystem

Inuktun (Canada) 0.45 0.32 0.00 0.02 0.12

Irobot (USA) 0.22 0.30 0.15 0.22 0.11
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creating adequate mathematical models of the diagnostic 
objects  [15]. Nevertheless, model-based diagnostic 
methods are widely used to detect faults that arise during 
the operation of RC [11, 14, 18, 19, 22–27]. Within this 
class, methods using a reference model and an observer, 
which are implemented using various modifications of 
the Kalman filter, have become the most widespread due 
to their effectiveness.

A fundamentally different approach based on the 
analysis of data streams and the rapid detection of 
anomalies in the changes of monitored signals is actively 
used for the real-time diagnosis of robots, as well as other 
types of complex dynamic systems, without requiring 
the prior creation of mathematical models of system 
behavior  [20,  21]. In this case, deviations of current 
data from statistically expected values are considered 
an indicator of a malfunction. To extract the necessary 
features that enable the detection of faults during the 
processing of the incoming data stream, various methods 
of signal analysis are applied in the time, frequency, 
or time-frequency domains, as well as those based on 
machine learning [20, 28].

For example, analyzing signals in the time domain 
yields a range of statistically significant characteristics, 
including the mean and root-mean-square values, the 
area under the curve, the slope and shape factor, the 
variance, entropy, and so on.

In turn, the analysis of signals in the frequency 
domain, performed using Fourier transforms, also 
employs relevant statistical characteristics [29, 30], the 
main ones being the center frequency, root mean square 
frequency, root of the variance frequency, and a number 
of others [31].

Time-frequency analysis, performed using the 
wavelet transform or the short-time Fourier transform, 
provides a detailed picture of the signal’s characteristics 
in both the time and frequency domains [32, 33].

A set of features against which current data can be 
compared to detect failures or diagnose malfunctions 

can be generated through machine learning using 
neural networks or Bayesian networks, cluster and 
regression analysis, or a  number of other alternative 
mechanisms, using examples from a  pre-labeled 
sample or operational observations from a  “sliding 
window” [20, 34].

The main drawback of data-driven diagnostic 
methods is the challenge of processing large volumes of 
information in real time.

Knowledge-based intelligent diagnostics assumes 
that fault detection can be performed either at the 
level of expert representations, which encapsulate the 
experience of highly qualified specialists, or using 
causal models that describe the diagnostic object 
in terms of its structure2 and the characteristics of 
the applied tasks being performed, as well as the 
manifestations of possible failures and their probable 
causes [6, 16, 18, 35–44].

The main drawback of intelligent diagnostic 
methods lies in their ability to detect and identify only 
a limited set of faults from among the types predefined 
in the knowledge base.

Various forms of knowledge representation 
are used to construct intelligent diagnostic models, 
including first-order predicates, production rules, 
semantic networks, frame-based structures, ontologies, 
etc.  [16,  35,  36,  41,  45–48]. The chosen form of 
knowledge representation determines the set of tools 
and methods required for their logical processing during 
intelligent diagnostics. As presented in Table 2, existing 
approaches to fault diagnosis are often complementary 
in terms of their capabilities [16, 20].

2  GOST  R  27.302-2009. National Standard of the Russian 
Federation. Reliability in Engineering: Fault Tree Analysis 
(approved and put into effect by Order  No.  1249-st of the 
Federal Agency for Technical Regulation and Metrology dated 
December  15, 2009). Moscow: Standartinform; 2011, 22  p. 
(In Russ.).

Expert systemsObservers

Reference models

Methods for fault detection 
and troubleshooting

Based 
on analytical models

Based on an analysis 
of the data

Based on knowledge 
processing

Taking statistics 
differences into account

Using machine learning Cause-and-effect models

Fig. 3. Classification of methods for fault detection and diagnosis
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For example, model-based diagnostic methods are 
used to detect faults in actuators, drives, internal sensors, 
and other system components, whose behavior can be 
described in terms of analytical models.

In turn, data-driven diagnostic methods are widely 
used in the processing of external sensor readings to 
detect and locate failures caused by both internal system 
malfunctions and environmental factors.

An effective approach to diagnosing faults in 
external sensors within multisensor systems involves 
the use of various data fusion methods, including 
those based on the Kalman or Dempster–Shafer 
filters.

The most significant advantage of a  knowledge-
based approach to fault detection lies in its ability 
to integrate data-driven and model-based diagnostic 
approaches within a  hybrid monitoring system to 
identify causal relationships between observed failure 
symptoms and specific malfunctions or emergency 
situations.

Diagnosis and troubleshooting of malfunctions 
related to various types of software and hardware failures 
within the onboard computing system are carried out 
using established and proven methods in accordance 
with the relevant plan.

A summary of the results of the review leads to 
a number of key conclusions:

•	 The comprehensive use of modern technical 
diagnostic methods ensures the prompt detection of 
malfunctions that occur during the operation of an 
autonomous robot.

•	 In order to reliably identify the types of malfunctions, 
the vast majority of which negatively impact 
the performance of multiple robot subsystems 
simultaneously, specialized diagnostic models 
are required for establishing causal relationships 
between observed failure symptoms and their root 
causes.

•	 The use of an ontological approach enables the 
creation of a self-diagnostic model for an autonomous 
robot that captures the full set of cause-and-effect 

relationships underlying its potential failures and 
specific malfunctions, taking into account the 
hierarchical structure of intelligent onboard control 
systems.
Depending on the severity of the detected faults, 

system recovery can be achieved in several different 
ways, including adjusting control algorithm parameters, 
reconfiguring hardware and software, dynamically 
modifying task execution plans, or adjusting operational 
objectives [10].

The development of tools and methods for self-
diagnosis and recovery of intelligent onboard control 
systems opens up real prospects for creating a  new 
generation of robotic systems characterized by a  high 
degree of fault tolerance, autonomy, and operational 
reliability [20, 23].

ONTOLOGICAL MODEL  
FOR INTELLIGENT DIAGNOSTICS  

OF AN AUTONOMOUS ROBOT

The most promising approach to creating fault-
tolerant control systems for autonomous robots with built-
in onboard self-diagnostic capabilities involves the use 
of ontological knowledge representations  [45, 46, 48]. 
Here, an ontology is understood as a formal description 
of a  conceptual model of a  domain within a  specific 
context [49, 50].

It is important to note that the main advantage of 
an ontological representation of knowledge lies in its 
applicability to solving various functional and practical 
problems, both at the level of an individual robot and at 
the level of a robotic group.

Formally, an ontology is defined by the following 
tuple:

O = <X, R, F>,

where X is a finite set of concepts in the domain; R is 
a finite set of relations between concepts; F  is a finite 
set of interpretation functions defined on concepts 
and/or relations.

Table 2. Key features of modern approaches to fault diagnosis

Approaches Benefits Problems of practical application

Based on models •  �Real-time processing;
•  �The ability to detect unknown faults

•  �Modeling of complex systems;
•  �Modeling of context

Based on data analysis •  �Does not require a model;
•  �The ability to detect unknown faults •  �Real-time processing

Based on knowledge •  �Real-time processing;
•  �Low computational load •  �Detecting of the unknown faults
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In turn, the ontological model, which allows us to 
describe the relationships between ontologies at different 
levels, is also defined as a tuple:

Z = <O, P, M>,

where O  is a  top-level ontology  (meta-ontology) 
that contains general concepts and relationships 
independent of the domain; P  is a  set of subject-
area ontologies and task ontologies  (taking user 
preferences into account); M is the inference engine 
model of the ontological system  (for example, 
to modify search relevance criteria or repository 
formation criteria).

The use of ontologies enables a  wide range of 
functional capabilities, the main ones being:

•	 formalized knowledge representation, including 
the organization of general and domain-specific 
terminology, the description of domain areas 
for use by various intelligent agents, and the 
indexing, filtering, and classification of formalized 
knowledge;

•	 acquiring and organizing knowledge;
•	 semantic integration of information resources 

(creation of a unified online knowledge space);
•	 enabling users to find the information they 

need (indexing, filtering, and classifying formalized 
knowledge).
The creation and processing of ontological 

knowledge representation models is supported by 
a  well-developed set of tools, including ontology 
description languages  (SHOE3, XOL4, OIL5, RDFS6, 
DAML7+OIL, and  OWL8)  [51], ontology modeling 
tools  (Apollo9, WebOnto10, WebODE11, OntoEdit12, 
and  Protégé13)  [52], as well as technological 
procedures for logical inference and reasoning on 

3  Simple HTML ontology extensions  is the ontology 
description language based on the HTML data markup 
language (hypertext markup language).

4  XML-based ontology exchange language  is the ontology 
description language designed for exchanging ontology 
descriptions (XML—eXtensible Markup Language).

5  Ontology interchange language.
6  RDF Schema  is  the ontology description language, 

a semantic extension of the RDF language (resource description 
framework).

7  Digital asset modeling language is  the open-source smart 
contract language.

8  Web ontology language  is  the language for describing 
ontologies for the semantic web.

9  https://www.apollographql.com/. Accessed April 30, 2026.
10  http://kmi.open.ac.uk/projects/webonto/. Accessed April 30, 

2026.
11  https://oeg.fi.upm.es/index.php/en/old-technologies/60-

webode/index.html. Accessed April 30, 2026.
12  h t tps : / /www.sof tpedia .com/get /Sc ience-CAD/

OntoStudio.shtml. Accessed April 30, 2026.
13  https://protege.stanford.edu/. Accessed April 30, 2026.

ontologies  (Racer14, Pellet15, FaCT++16, FOWL17, 
KAON218, Hoolet19, Jess20) [50, 53–58].

The effectiveness of ontological knowledge 
representation models using in fault detection and 
identification tasks is demonstrated by examples of 
real-world technical diagnostic systems for complex 
electromechanical equipment, CNC  machine tools, 
forklifts, autonomous robots, and other types of dynamic 
objects [36, 48, 50, 59, 60].

Ontological models are also becoming the 
foundational framework for the emergence of a new 
paradigm in the development of the next generation 
of autonomous mobile robots  [45,  46,  61–63].  
A  striking illustration of this trend is the 
2015  publication by the IEEE  Robotics and 
Automation Society Ontologies for Robotics and 
Automation Working Group  (IEEE  Robotics and 
Automation Society Ontologies for Robotics and 
Automation Working Group, IEEE  ORA  WG) of 
the first-ever special standard, IEEE  1872-201521, 
which defines a  set of ontologies related to robotics 
and automation  (R&A)  [64]. From the perspective 
of current trends, this concept aligns with the idea of 
integrating intelligent control and diagnostic systems 
for autonomous robots.

The development of any ontology, including an 
ontological model for the diagnostics of an autonomous 
robot, is an iterative process that involves the following 
main stages [50], whose sequence is given in Fig. 4 in 
the form of a flow diagram:

•	 identifying the entities involved in the 
model (decomposition);

•	 creation of individual entities (identification);
•	 creation of classes that correspond to groups of entities 

and assigning entities to classes (classification);
•	 determining ways to express information 

about the characteristics and relationships of 
entities (properties description);

•	 assigning values to properties, creating 
relationships (values, relationships).
This approach allows the developer to focus 

on identifying the core concepts and objects to be 
incorporated into the model, and only then to define the 
general properties or characteristics according to which 
these objects can be grouped into classes to organize 

14  https://www.chai.uni-hamburg.de/~moeller/racer/. Accessed 
April 30, 2026. 

15  http://pellet.owldl.com/. Accessed April 30, 2026. 
16  http://owl.cs.manchester.ac.uk/tools/fact/. Accessed April 30, 2026. 
17  https://fowl.sourceforge.net/. Accessed April 30, 2026. 
18  https://km.aifb.kit.edu/projects/owltools/. Accessed April 30, 2026. 
19  http://owl.man.ac.uk/hoolet/. Accessed April 30, 2026. 
20  https://www.ida.liu.se/~hener77/JessTab/. Accessed April 30, 2026. 
21  https://standards.ieee.org/ieee/1872/5354/. Accessed April 30, 

2026. 

https://www.apollographql.com/
http://kmi.open.ac.uk/projects/webonto/
https://oeg.fi.upm.es/index.php/en/old-technologies/60-webode/index.html
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causal, logical, quantitative, and other relationships 
between individual classes. At the same time, the set 
of basic concepts will depend directly not only on the 
subject area or the specific object under study, but also 
on the task that the ontological model is designed to 
solve.

One example is the development of an ontological 
model for diagnosing the mobile platform of an 
autonomous  RC, which includes the following main 
components:

•	 actuators that integrate a  motor, feedback sensors, 
and a dedicated drive control system (CS) controller;

•	 a control system for the platform’s executive level, 
comprising a  set of actuators, a  machine vision 
system  (MVS), and a  global navigation satellite 
system (GNSS), as well as a central computer that 
generates control signals  (to the actuator control 
system);

•	 power supply system with a controller;
•	 communication module for the tactical level of the 

RC control system.
In this case, the primary entities of the ontological 

model being created (Fig. 5) should not be the individual 
components of the mobile platform, but rather their 
potential failures and malfunctions..

For example, in a drive control system, situations 
such as a  complete motor shutdown, a  loss of power 
to the drive, or CS  sensor failures can be classified 
under the separate category of “Drive Control System 
Failure.”

By applying similar reasoning to each specific 
component or subsystem of the mobile platform, it is 
possible to identify the following set of classes:

•	 executive-level failure;
•	 executive level sensor error;
•	 drive control system failure;
•	 drive control unit error;
•	 no power supply;
•	 no orders from the tactical level;
•	 a mechanical fault;

•	 failure caused by interaction with the medium;
•	 overload.

For the identified classes of potential malfunctions 
in specific platform subsystems that could lead to errors 
in its movement, a more general class, “Error Causes,” 
is additionally introduced. At the same time, the errors 
themselves, represented by the subclasses  “Movement 
Blocked” and “Incorrect Movement,” are grouped into 
the “Errors” class. The relationships between faults and 
their manifestations at the level of observable failures 
are defined using the pointer properties  “entails” 
and  “is caused by,” which will determine the 
corresponding relationships between the “Errors” and 
“Error Causes” classes.

In this context, as properties-values characterizing the 
possible states of the defined entities (true or false (false)) 
within the ontological model, two parameters are 
considered: “Error  State” and “Suspected  Error.” The 
former is defined for objects in both the “Errors” class 
and the “Error  Causes”  class, while the latter applies 
only to objects in the latter class.

It is clear that the ontological model (Fig. 5) can be 
expanded to account for a broader range of malfunctions 
and failures, which occur not only at the level of the 
mobile platform, but also within the RC  system as 
a whole.

ALGORITHMS FOR UNCONDITIONAL 
AND CONDITIONAL FAULT DETECTION

Fault diagnosis and analysis of their potential 
consequences based on observed failures using 
an ontological model requires the formulation of 
queries.

In accordance with the unconditional diagnosis 
algorithm, when the property-value or property-pointer 
of an individual ontology object changes, the logical 
inference mechanism processes each query from 
its knowledge base independently of the results of 
processing previous queries.

1 2 3 4 5

Decomposition Identification Classification
Properties 
description

Values, 
relationships

Assigning values 
to properties, 

creating 
relationships

Determining 
ways to express 

information about 
the characteristics 
and relationships 

of entities

Creation 
of classes 

that correspond 
to groups 
of entities. 
Assigning 

entities to classes

Creation 
of individual 

entities

Identifying 
the entities 

involved 
in the model

Fig. 4. Stages in the development of a diagnostic model ontology
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Fig. 5. Ontological model for diagnosing a mobile autonomous RC platform
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Fig. 6. Results of a simulation experiment on processing an “upstream” query regarding  
the potential consequences of a malfunction

Fig. 7. Results of a simulation experiment on processing a “downstream” query regarding  
the possible causes of the observed failure

Drive_CS_failure
Motor_is_not_rotating
No_power_supply_to_the_drive
Failure_of_feedback_sensors
Loss_of_communication_channel_with_
the_tactical_level

entails_The_platform_is_not_moving

Motor is not rotatingMotor is not rotating

Platform is not moving Platform is not moving

Error status: false
Suspected error: true

Suspected error: true

The general structure of queries formulated 
in  SWRL22  (as the most feature-rich and widely used 
language) is as follows:

Class_1(x) ^ property-value_1 (x, value_1) ^  
^ property-pointer (x, y) ^ Class_2(y) →  

→ property-value _2 (y, value_2),

where x  and y  are the objects of classes 1  and  2, 
respectively; property-value_1 and property-value_2 
are the values (numeric, string, Boolean, etc.) of certain 
parameters associated with the objects of classes 1 and 2, 
respectively; property-pointer is the relationship linking 
the objects of classes 1 and 2.

This query structure enables drawing conclusions 
about changes in the state of an object of one class 
based on information about the state of objects of 
another class.

Specifically, an “upstream” query type, which 
enables tracing the manifestation of a  failure at the 
platform level back to the occurrence of an error in 
a specific component, will take the form of:

Drive_CS_failure(?c) ^ Error_status(?c, true) ^ 
^ entails(?c, ?y) → Error_status(?y, true).

The processed query is handled by a logical inference 
procedure that sequentially executes a series of relevant 
steps, including:

22  Semantic web rule language  is  the rule description 
language for the publicly accessible global Semantic web.

Movement is blocked
Platform is not moving

caused by Power controller failure
caused by No power supply to the drive
caused by Failure of feedback sensors
caused by Motor is not rotating
caused by Loss of communication channel with the tactical level

•	 selecting those components  (c) from the “Drive 
Control System Failure” class for which the 
“Error Status” is true;

•	 find all objects  (y) associated with the selected 
property-indicator  “entails” and set the property-
value “Error Status” for the objects y.
Thus, if for one or more objects belonging to the 

“Drive Control System Failure”  class  (e.g., “Motor 
Not Rotating”), the “Error  Status” property-value 
takes the value “true”  (true), then as a  result of the 
request being processed by the logical inference 
mechanism, the property-value “Error Status” for the 
object  “Platform Not Moving” is also assigned the 
value “true” (Fig. 6).

A “downstream” type of query, which enables fault 
diagnosis based on its manifestation at the platform 
failure level, is generated in the same way:

Movement_blocked(?c) ^ Error_state(?c, true) ^ 
^ caused by(?c, ?y) → Suspected_error(?y, true).

The results of a simulation experiment on processing 
a “downstream” query regarding the possible causes of 
the observed failure are shown in Fig. 7.

While the absence of conditions for processing 
queries significantly simplifies the analysis of the results 
produced by the ontological diagnostic model, the 
increased size of both the ontology itself and the query 
database can lead to a critical increase in the diagnostic 
system’s response time when a fault occurs. In this regard, 
the implementation of conditional fault search appears 
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to be highly promising, since enabling the selection of 
queries to be processed from the knowledge base at the 
current step based on the results of the previous step, 
thereby reducing the overall duration of the diagnostic 
process.

A distinctive feature of the proposed algorithm is that 
it processes only those queries from the knowledge base 
that can lead to a change in the state of the ontological 
model. Here, the state of the model is understood as the 
set of property-value pairs of the ontology’s entities, 
while queries are selected based on an analysis of their 
antecedent part.

Let Xi = (xi,1, xi,2, …, xi,n) be the status vector of the 
ontological model at the current step  (here, a  “state” 
refers to the properties and values of objects);  
Xi−1  =  (xi−1,1,  xi−1,2,  …,  xi−1,n)  is the status vector at the  
previous step; 1 2( , ,..., )nx x x=X     is the new status associated  
with the occurrence of a  fault;  1( )i i−= −X X X   is the 
status change vector.

In this case, the formal description of the conditional 
fault-finding algorithm will take the following form:
1.	 Accept ;i =X X
2.	 Calculate ;X
3.	 If  0,≠X  then for each nonzero component of the 

vector, find a  query in the knowledge base that 
contains that component in its antecedent. Otherwise, 
the algorithm terminates;

4.	 Accept Xi−1 = Xi;
5.	 Generate a  new vector  Xi based on the results of 

processing the selected queries using a  logical 
inference mechanism;

6.	 Go to step 2.
It is clear that the potential applicability of the 

diagnostic algorithms under development is largely 
determined by their computational complexity and 
average time complexity, which are primarily associated 
with processing queries to the ontological model, and 
depend not only on its structure and dimensionality, 
but also on the characteristics of the logical inference 
mechanism.

It should be noted that one of the most effective tools 
for constructing semantic reasoning is the Pellet logical 
inference engine, which, unlike many well-known 
alternatives  (HermiT23, RacerPro24, FaCT++,  etc.), 
supports working with ontologies not only at the level 
of classes and property-indicators, but also at the level 
of individual objects. This is of fundamental importance 
for solving diagnostic problems using unconditional and 
conditional search algorithms.

Estimates of the computational complexity of 
the Pellet logical inference mechanism as presented 

23  http://www.hermit-reasoner.com/. Accessed April 30, 2026.
24  https://franz.com/agraph/racer/racer_features.lhtml. 

Accessed April 30, 2026.

in a  number of studies  [65,  66] follow a  quadratic 
relationship (O(n2 + m2)) with respect to the number of 
classes n and relations m, and a linear relationship O(k) 
with respect to the number of queries  k. Based on 
these data, it can be argued that the expansion of the 
diagnostic model (if necessary) should be carried out 
by increasing the number of queries rather than by 
refining the structure of the ontology itself, which is 
oriented toward finding causal relationships between 
observed failures and the malfunctions causing them. 
At the same time, monitoring the correct operation of 
individual robot components, nodes, and subsystems 
should be carried out using local diagnostic tools and 
methods based on models and data analysis. A  series 
of experiments conducted on a personal computer with 
a quad-core i5-7200U central processing unit operating 
at a clock speed of 2.50 GHz showed that the maximum 
processing time for a query to the presented ontological 
diagnostic model is 61  ms, which is a  perfectly 
acceptable figure in the context of fault-tolerant control 
of autonomous robots.

CONCLUSIONS

Ensuring fault tolerance, representing one of the most 
critical requirements for next-generation autonomous 
robots, requires the development of mechanisms for 
rapid fault detection and the reconfiguration of the 
onboard control system to mitigate the consequences of 
such faults. Despite the wide variety of modern technical 
diagnostic methods, a comprehensive check of a robot’s 
operational capability remains a highly challenging task, 
whose complexity stems from the need to identify the 
true causes of the observed malfunctions in the behavior 
of its functional subsystems.

The ontological model and self-diagnostic algorithms 
for an autonomous robot proposed in this article is 
designed to identify specific malfunctions based on an 
analysis of the cause-and-effect relationships between 
a  set of actual symptoms and the sources of potential 
failures.

Unlike existing approaches based on analytical 
models and data analysis, ontological modeling 
technology can serve as a  constructive basis for 
building a  comprehensive self-diagnostic system that 
reflects the entire set of cause-and-effect relationships 
among possible failures and specific malfunctions of an 
autonomous robot, taking into account the hierarchical 
structure of the intelligent onboard control system and 
the specific tasks of each of its levels.

Experimental studies assessing the processing 
time for queries to the diagnostic ontology model have 
confirmed that the processing time for ten queries is 
approximately 60  ms, which is quite acceptable given 
the inertial parameters of mobile robots.

http://www.hermit-reasoner.com/
https://franz.com/agraph/racer/racer_features.lhtml
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