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Abstract
Objectives. The paper provides a  comprehensive overview of  analog and passive physical unclonable 
functions  (PUFs), analyzing their vulnerabilities to  machine-learning  (ML) attacks, and assessing their practical 
deployment in modern integrated circuits and Internet of Things (IoT) devices.
Methods. Quantitative metrics were used to  compare PUF implementations and their formal properties, such 
as computability, uniqueness, implementability, difficulty of cloning, and protection against unauthorized access.
Results. Analog PUFs were shown to  belong to  the class of  “strong”  PUFs. However, special measures are 
required to  counteract environmental and ageing effects. Examples are cited to  demonstrate their near-ideal 
uniqueness (inter-Hamming distance ≈ 50%), high stability (intra-Hamming distance < 1%), and excellent energy 
performance  (from units to  tens of  femtojoules per bit). While characterized by  high stability, passive  PUFs are 
classified as  “weak”  PUFs. A  consideration of  ML-based modeling attacks confirmed that convolutional neural 
networks and multilayer perceptrons outperform classical approaches. By limiting the amount of data available to an 
attacker, protocol-level protection prevents the PUF architecture from being modified.
Conclusions. Analog and passive  PUFs expand the range of  tools available for hardware authentication and anti-
counterfeiting, particularly in  low-power, resource-constrained IoT nodes. The most promising directions include 
architectures with on-chip self-calibration and minimal area/power overhead, as well as passive schemes for one-time 
identification and tamper evidence. However, open challenges remain in terms of standardizing readout and digitization 
procedures, increasing robustness to  environmental variation and diverse attacks, and integrating error correction 
and post-processing on the chip. The practical adoption and selection of architectures requires conservative threat 
modeling and defense-in-depth strategies that account for current attack capabilities and likely future advances in ML.
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Резюме
Цели. Целью работы является комплексный обзор аналоговых и пассивных физически неклонируемых функ-
ций (ФНФ), анализ уязвимостей к атакам на основе машинного обучения и разбор практических сценариев 
применения в современных интегральных схемах и устройствах интернета вещей.
Методы. Использованы методы количественной оценки различий реализаций  ФНФ и  признаков их  фор-
мального описания, включая вычислимость, уникальность, реализуемость, сложность создания клонов, за-
щиту от несанкционированного доступа. 
Результаты. Показано, что аналоговые ФНФ относятся к классу «сильных» ФНФ, но требуют специальных 
мер для подавления влияния факторов внешней среды и старения. Приведены примеры, демонстрирующие 
близкую к идеальной уникальность (inter-HD1 ≈ 50%) при высокой стабильности (intra-HD2 < 1%) и рекорд-
ные энергетические показатели (единицы – десятки фДж/бит). Пассивные ФНФ характеризуются высокой 
стабильностью, но относятся к «слабым» ФНФ. Рассмотрены атаки на основе машинного обучения, показа-
но, что конволюционные нейронные сети и многослойные перцептроны превосходят классические подходы. 
Средства защиты на уровне протокола, ограничивающие объем доступной злоумышленнику информации, 
позволяют избежать модификации архитектуры ФНФ.
Выводы. Аналоговые и пассивные ФНФ расширяют спектр средств аппаратной аутентификации и защиты 
от подделок, особенно для маломощных и ресурсно-ограниченных устройств интернета вещей. Наиболее 
перспективны архитектуры с  внутренней калибровкой и  малыми накладными расходами по  площади/по-
треблению, а также пассивные решения для задач однократной идентификации и контроля вмешательства. 
Остаются открытыми задачи стандартизации процедур чтения/оцифровки, повышения устойчивости к из-
менениям внешней среды и различным атакам, а также совмещения с коррекцией ошибок и постобработ-
кой на кристалле. Для выбора архитектур ФНФ необходимо тщательное моделирование угроз и применение 
стратегий глубокой защиты с учетом будущих достижений машинного обучения.

Ключевые слова: физически неклонируемая функция, аналоговые ФНФ, пассивные ФНФ, ML-атаки, аппа-
ратная безопасность, аутентификация устройств, интернет вещей
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1  Inter-Hamming distance – внешнее расстояние Хэмминга.
2  Intra-Hamming distance – внутреннее расстояние Хэмминга.
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INTRODUCTION

Physically unclonable functions  (PUFs) provide 
a  hardware basis for trust, offering authentication and 
protection against counterfeiting, as well as enabling 
secure key derivation. The first part of the study  [1] 
considers digital PUFs. The second part focuses on 
analog and passive  PUFs, as well as their role in 
countering contemporary machine learning (ML) attacks 
and practical implementation scenarios.

Analog PUFs use continuous technological 
variations in the parameters of active and passive 
elements as a source of entropy. Unlike digital hardware 
security primitives, which are formed using discrete 
logic, analog PUFs rely on subtle variations in threshold 
voltages, currents, capacitances, and resistances. Once 
the circuit is switched on, these variations result in 
reproducible steady-state voltage and current levels that 
are unique to each chip. Here, digitization is performed 
by a  comparator or analog-to-digital converter, while 
response stability is ensured by circuit techniques for 
drift and noise suppression. Due to their potentially 
providing higher entropy density and a  larger set 
of challenge–response pairs  (CRPs), many analog 
implementations are classified as “strong”  PUFs. 
However, the characteristics of transistors and passive 
structures are sensitive to external factors, necessitating 
special measures to correct possible errors.

Passive PUFs include resistive imprints of power 
networks, Via  PUFs3 based on probabilistic contact 
formation, and Coating  PUFs4 which are provided 
with a specific pattern of random coating. While such 
passive  PUFs are characterized by minimal overhead 
in terms of area, high stability, and—in some cases—
ideal stability, this comes at the cost of a limited number 
of CRPs.

Due to the rapid development of ML having 
radically changed the understanding of PUF security, 
contemporary attacks are more frequently focused on 
extracting patterns from CRPs rather than traditional 
cryptanalysis. Concurrently, the research community is 
advancing increasingly sophisticated ML approaches 
to PUF modeling and countermeasures at the 
architecture and protocol levels, thereby refining the 
fundamental boundaries of resilience. The present 
work therefore sets out a comprehensive overview of 
the current state of the art, including the theoretical 
foundations, ML-based attack classes, and practical 
countermeasures, as well as their implications for PUF 
design and deployment.

3  Via PUF is a technology based on the use of microscopic 
via holes in metallic layers of semiconductors.

4  Coating PUF is a  technology that utilizes a  protective 
coating for its operation.

ANALOG PUFS

Individual devices can be identified by measuring 
the original parameters of an electrical or electronic 
quantity. Sources of entropy include variations in 
transistor threshold voltages  (TV-) and integrated 
circuit identification  (ICID-) PUF, current arbiters, 
diode structures, quasi-adiabatic logic based 
(QUAL-) PUF, and adiabatic static random-access 
memory (SRAM).

The simplest TV-PUF variant, which is used to 
identify integrated circuits (ICs), involves analyzing the 
change in threshold voltages of integrated transistors 
resulting from inevitable technological variations 
during manufacturing. Here the challenge consists in 
the number or location of the transistor component, 
while the response is the corresponding threshold 
voltage value.

The approach to applying PUF proposed in  [2] 
involves the assignation of a  unique identification 
tag to each instance of a  conventional IC without 
requiring special processing or programming after 
manufacture. Here several transistors of the same 
design are combined into an addressable matrix in  
an ICID-PUF device (Fig. 1).

In the described ICID-PUF, an addressable 
transistor controls a resistive load. Due to manufacturing 
variations, the threshold voltages of these transistors 
fluctuate, resulting in an unpredictable current 
flowing through the load. The voltage across the load 
is then measured and converted into a  sequence of 
bits using an auto-zero comparator. This method has 
been verified via experimentation on 55  microchips 
manufactured using 0.35-μm complementary metal–
oxide–semiconductor  (CMOS)5 technology. At the 
highest environmental fluctuations, an intra-Hamming 
distance  (intra-HD) mintra = 1.3% is obtained, while the 
inter-Hamming distance (inter-HD) value of mintra is very 
close to 50%. With an input clock frequency of 1 GHz, the 
PUF design featuring 64-bit keys on transistors consumes 
0.18 μW/bit while achieving uniqueness and uniformity 
indices of 50%. Reproducibility of this PUF  variant 
has been demonstrated to be independent of IC ageing 
processes, as well as 45 nm-, 65 nm-, and 90 nm process 
nodes.

In [3], a  cascade comprising three stages of 
20  CMOS inverters and diode-connected transistors 
is proposed. This forms a  voltage divider whose 
output voltage depends on variations in the 
threshold voltage. This PUF demonstrates an 

5  The complementary metal–oxide–semiconductor (CMOS) 
structure is a collection of semiconductor technologies used for 
the fabrication of integrated circuits and the related circuitry in 
microcircuits.
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inter-HD of approximately  50.65% and an intra-HD 
of approximately 6.96%. Due to operating below the 
threshold voltage, the circuit demonstrates low power 
consumption  (no more than 0.43  pJ/bit); however, 
it is sensitive to comparator noise. Reliability of 
recognition is enhanced by averaging 15 samples.

It should be noted that these characteristics may 
change in the event of increased noise due to changes in 
the library element parameters (characterization by PVT 
corners: process, voltage, and temperature variations) 
or the ageing of the active device, which can affect the 
reliability of PUF responses.

As described in [4], the difference between nominally 
identical currents is accurately measured when transistors 
are turned on. This is achieved using a  specialized 
hardware element of an artificial neural winner-takes-
all network, which acts as an arbiter. The obtained 
values are intra-HD  ≈  1.57%, inter-HD  ≈  49.8% and 
97.7%  reliability in the temperature range from −20°C 
to +120°C, with a ±300 mV variation in supply voltage. 
The circuit’s energy consumption is 5.67  pJ/bit. An 
improved version of this circuit, which is implemented 
in a  130  nm technology node, uses a  pair of cascode 
current mirrors with double gain-boosting6 amplification 
to reliably maintain the operating point at around 50 nA, 
thereby increasing the output resistance. Consequently, 
bit instability does not exceed  1.56% across a  supply 
voltage range of 0.6–2  V and a  temperature range of 
0–75°C. Intra-HD does not exceed  0.49% on average, 
with virtually perfect uniqueness  (inter-HD  ≈  50%). 
Together with an energy consumption of 5.36  fJ/bit 
and an area of 72  μm2/bit, these characteristics render 

6  Gain-boosting is an analog circuit technique in which 
auxiliary gain in the feedback loop increases the effective gain of 
the cascade node, thereby increasing its output resistance.

the cell highly attractive for integration into Internet of 
Things (IoT) modules. Experiments on 21 128-bit chips 
confirm the statistical stability of the solution, as well as 
demonstrating one of the best aggregate quality factor 
indicators  (figure of merit is  17  relative units) while 
maintaining ease of integration into ICs and potential for 
further scaling.

Another version of an analog diode  PUF is 
implemented in  [5], where the device signature 
is formed from diodes present in the output ports 
of the  IC. Measures are provided to increase the 
uniqueness of the signatures, as well as compensating 
for temperature differences and losses in the supply 
conductors.

The study  [6] examines the use of PUFs  based 
on diode structures in  ICs. The authors demonstrate 
that changes in the conductivity of oxide-based 
Schottky diodes as a  result of the technology process 
provide an effective source of random numbers for 
using PUFs without the need for switching operations. 
It is demonstrated that the naturally occurring electron 
accumulation region in an oxide semiconductor 
film can be partially eliminated using a  mild oxygen 
plasma treatment. This leads to a  significant change 
in nonlinearity, thus providing an exotic source of 
entropy. In general, soft plasma-treated Schottky diodes 
demonstrate near-perfect uniformity, uniqueness, 
and an ideal entropy value, thus eliminating the 
need for additional equipment, as well as reducing 
space requirements and energy costs. These results 
are promising for the development of hardware-
embedded  PUFs that enable the implementation of 
energy-efficient cryptographic equipment.

A QUAL-PUF is formed from the composite 
capacitor and transistor components of an adiabatic 
logic circuit  (an energy-efficient system that converts 

Clock  
signal

Address  
(optional)

Sequencer

Address
Input register

Address
Counter

-OR-
ID cell array

Auto-compensating 
comparator

Analog bias

Binary  
ID

Fig. 1. Block diagram of a device for IC identification based on PUF [2]. ID is identifier
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Fig. 2. QUAL-PUF circuits [7]:  
(a) QUAL-PUF; (b) timing diagram.  

Vpc (power clock) is supply clock signal; CB is challenge bit;  
P1 is control transistor; P2 and P3 are p-MOS7 transistors of the bistable element;  

R (response) is main response bit; RB (response bit) is complementary response bit output,  
N1 and N2 are n-MOS transistors of the bistable element;  
and CL is equivalent load capacitance of the output node

7  Metal–oxide–semiconductor.

the charge accumulated in the load capacitor after 
operations into a signal) due to technological changes 
during the manufacturing process. Circuits that allow 
for such complete recycling are usually complex 
and occupy a  large area. In  [7], however, a  quasi-
adiabatic circuit is used which only recovers most 
of the capacitor charge. As shown in  Fig.  2, this 
PUF implementation involves applying an increasing 
voltage to two theoretically identical transistor 
elements in the circuit. 

Mismatches in transistor parameters are caused by 
differences that occur during production. This results in 
one transistor having greater conductivity and charging 
the load capacitor faster. This creates a stable response 
bit for each elementary cell of the circuit, which is 
similar to the effect of MOS  transistor mismatch 
in traditional  PUFs. Since adiabatic logic operates 
within specific charge/discharge cycles, a  distinctive 
feature of this implementation is the evaluation of 

each FIFO (First-In, First-Out) cell at only one of four 
identical time intervals. To account for this, each PUF 
bit unit consists of four cells operating with a  time 
shift of a quarter of a clock cycle. The implementation 
of a  4-bit  adiabatic PUF module composed of four 
QUAL-PUFs is shown in Fig. 3.

Each elementary cell is controlled by a challenge 
bit (CB), which initiates the process, along with four 
clock pulses (Vφ1–Vφ4), which are trapezoidal power-
clock signals of quasi-adiabatic logic shifted by 90° in 
phase. These phases correspond to the wait, evaluate, 
hold, and reset states. Each local block (QUAL-PUF1–
QUAL-PUF4) generates a  pair of output signals 
comprised of the main response bit  (R1–R4) and 
its complementary output  (RB1–RB4). Connections 
between the blocks are made via pass keys, which are 
controlled by the corresponding phase signals Vφi to 
ensure sequential cycles of charging and restoration 
of load energy.

QUAL-PUF1CB

R1 R3R2 R4RB1 RB3RB2 RB4

QUAL-PUF2 QUAL-PUF3 QUAL-PUF4

Vφ1

Vφ1 Vφ2 Vφ3

Vφ4Vφ2 Vφ3
Vφ2Vφ4Vφ3

Fig. 3. 4-bit adiabatic PUF module composed of four QUAL-PUFs [7]
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As shown in Fig. 3, if the first cell operates in the 
hold phase, the next cell operates in the reset phase, while 
the remaining two cells operate in the wait and evaluate 
phases, respectively. By sampling all four outputs 
simultaneously, four bits of response can be obtained. 
Sampling at different phases of the clock signal forms 
different combinations of bits, thus enabling the four 
PUF modules to generate up to 16 bits of response. Since 
each module contains four repeating random bits, this 
structure significantly complicates the PUF  modeling 
process for a potential attacker.

Study [7] provides an example of implementing 
a  4-bit  low-power chip with memory based on a  6T 
adiabatic memory cell manufactured using a  standard 
0.18 μm CMOS process with a supply voltage of 1.8 V, 
whose module dimensions measure 58.7 × 5.7 μm. The 
simulation results show an inter-HD value of 47.58%, 
a  reliability of  95.10%, and a  dissipated energy 
of 29.73 fJ/bit/cycle.

These results are confirmed in later implementations 
of a  similar circuit  [8], which demonstrate that such 
a PUF, when simulated, provides an average reliability 
of 98.51% under temperature and supply voltage 
fluctuations. The circuit offers a uniqueness of 49.75% 
and a  power consumption of 15.92  fJ/bit/cycle. These 
estimates are consistent with measurements taken 
on manufactured samples, which confirm the PUF’s 
required functionality with a  reliability of  96.92% at 
room temperature.

An example of a circuit based on adiabatic SRAM 
using 0.18 μm CMOS technology is given in [9]. As well 
as consuming less energy than conventional memory-
based PUFs, this circuit offers good uniqueness and 
reliability. When simulated using  simulation program 
with integrated circuit emphasis  (SPICE)8, the 
proposed circuit consumes 13.88  fJ/bit/cycle, and the 
uniqueness and reliability values when the PUF circuit 
is connected in a 4-bit cascode are 50.07% and 99.51%, 
respectively.

PASSIVE PUFS

Analog PUFs include passive devices that use 
statistical variations in passive elements or structures to 
create a unique “fingerprint” for the device. Passive PUFs 
typically do not require a special stimulus signal due to 
their random parameters being embedded in the structure 
from the outset and thus capable of being read directly.

Further on, three examples of passive PUFs are 
considered: (1)  based on variations in conductor 
resistance; (2)  based on via holes  (Via  PUF); and 
(3) based on using a protective coating (Coating PUF).

8  Simulation Program with Integrated Circuit Emphasis (SPICE) 
is an open-source simulator for general-purpose electronic circuits.

Differences in the manufacture of component 
connections can result in variations in power distribution 
maps in  ICs, which can also serve as indicators of 
the uniqueness of a  particular instance. In this case, 
a  PUF is implemented by adding extra components 
to the device to enable the connection of each branch 
of the power distribution network to the ground bus, 
thus bypassing the existing components. The device 
signature is formed by measuring the voltage drops (or 
resistance values) across these sections of the circuit. 
Fluctuations in the thickness, width, and grain size of 
the metal during production cause slight variations in 
the resistance of the busbar segments from crystal to 
crystal. This can be achieved by applying test currents 
through specific sections of the power network and 
measuring the resulting voltage drops, which depend on 
the circuit’s total resistance. By combining the results 
of several such measurements, a  unique response 
vector is created that characterizes a given instance of 
the microcircuit. The challenge specifies the number 
or location of the circuit sections, while the response 
specifies the corresponding voltage drop or resistance 
value. An example of this process is presented in [10], 
which provides the results of measuring changes 
in equivalent resistances in the power distribution 
systems of 24  identical microcircuits manufactured 
using 65 nm technology.

A resistive PUF is highly stable to external 
conditions due to being based on passive metal 
structures. Variations in metal resistance depend 
linearly on temperature and weakly on supply 
voltage, making compensation for external influences 
simpler than with transistor effects. In particular, 
transistor  (active) PUFs typically require calibrations 
or correction algorithms to account for changes in 
PVT parameters, whereas a  passive metal network 
provides more reproducible results without complex 
adjustments. Since the only necessary additional 
circuits are those required for readout and digitizing 
the response, the use of a  distributed power network 
already presents in each chip results in minimal 
overhead in terms of area. The distributed nature of the 
metal grid creates statistical variation across different 
areas to increase uniqueness; as such, the probability of 
two chips producing the same resistive fingerprint by 
chance is negligible. Another advantage of this PUF is 
its hardware stability, which is achieved by designing 
the metallization in such a way as to ensure it does not 
degrade over time  (electromigration is eliminated by 
selecting the dimensions of the conductors). Since it is 
practically impossible to copy the resistances in all the 
power nodes of a clone without replicating the entire 
technological process of the origin, the counterfeiting 
of such devices is highly complex. This approach 
has two main limitations: (1)  the relatively small 
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amount of data generated (usually a unique key/ID is 
obtained, although varying the measurement points 
can produce several bits); (2)  the need for precise 
analog measurements of small resistance differences. 
Nevertheless, experimental samples of resistive PUF 
have proven viable; for instance, in 65 nm CMOS, all 
36 tested crystals could be reliably distinguished based 
on power network variations.

In [10], which considers analog PUFs, it is proposed 
that voltage drops and equivalent resistances be recorded 
in microcircuit power supply circuits due to these 
electrical parameters being affected by random factors 
in manufacturing technology. Experiments carried out 
on chips manufactured using 65 nm CMOS technology 
demonstrate that, when measuring equivalent resistances, 
the quantitative characteristics mintra  and  minter  are 
approximately 0.04 and 1.5 Ohm, respectively.

The idea behind Via PUF, which is based on variations 
in the formation of via holes, is to deliberately violate the 
design standards for via holes in IC layout by using sizes 
that are slightly smaller than the permissible minimum. 
The exact size of each via gives it about a 50% chance 
of successfully forming a connection between the layers 
by being filled with metal or of remaining open  [11]. 
Such events occur randomly due to uncontrollable 
fluctuations in the manufacturing process. Consequently, 
once the chip is manufactured, many of the embedded 
connections in it turn out to be either conductive (“1”) 
or open  (“0”), forming a pattern unique to the crystal. 
Via  PUF is read by measuring the resistance of the 
embedded contacts: high resistance indicates an absence 
of a  metal connection  (“0”), while low resistance 
indicates a formed contact (“1”). An important advantage 
of this approach is its exceptional reliability: either the 
contact is formed or it is not, and the metal connection is 
unaffected by changes in temperature or supply voltage. 
Experiments have shown that the bit error rate for PUFs 
based on the formation of vias is practically zero, thus 
obviating the need for error correction using redundant 
codes. Additional processing, such as two-stage XOR 
conversion, is employed to eliminate offsets and improve 
bit uniformity. The main advantages of Via PUFs include 
high fingerprint uniqueness  (with inter-codeword 
Hamming distances of around  50%) and resistance 
to ageing. Such random contacts can be distributed 
throughout the crystal among conventional vias, which 
makes them difficult to detect when an attacker reverse 
engineers the chip. Since standard CMOS layers and 
materials are used with the sole addition of “embedded” 
contacts of a  specific size, the implementation does 
not require non-standard technological processes. 
However, the number of bits generated by Via PUF is 
fixed by the circuit (usually acting as a unique identifier 
rather than a  reusable  CRP); for this reason, the size 
of the vias must be calibrated for a  specific technical 

process to ensure a  ~50%  probability of filling and 
any borderline cases rejected to avoid unstable bits.

A study of methods to increase the reliability 
of a  system on a  chip based on ARM  Cortex-M4 
microprocessors  (ARM, United  Kingdom) conducted 
by Lee9 justifies the chosen method of forming a PUF. It 
notes that there is a medium-sized area, conventionally 
referred to as the PUF zone, in which the probability of 
contact forming is 50% if the size of the via is smaller 
than that specified in the design (Fig. 4a).

A microscopic image of a silicon Via PUF in cross 
section is shown in  Fig.  4b. Contact vias of varying 
quality are clearly visible, with the following definitions: 
(1) the contact is open if it does not provide a connection 
to the silicon substrate; (2)  the contact is shorted if it 
provides an electrical connection between the layers. In 
order to form the PUF after manufacturing is complete, it 
is necessary to exclude unreliable contacts by measuring 
the resistance of the through or contact connection.

For example, in one process node, resistance greater 
than 1  MOhm is identified as an open circuit, while 
resistance less than 50  kOhm is identified as a  short 
circuit. All vias between these two values are cut off, 
these cut-off values being selected separately for each 
process. Once classified as a  short circuit or open 
circuit, the connection remains unchanged regardless 
of PVT  variations to ensure a  zero-bit error rate. 
This important feature of Via  PUF confirms the basic 
reliability of the technology.

As mentioned previously, achieving complete 
randomness is essential for PUFs, where ideal 
randomness is defined as an HD of  0.5,  or  50%. To 
increase reliability, this work used a two-stage selection 
based on the XOR criterion (Fig. 5). A total of 405 test 
chips were manufactured with 16 different via sizes, each 
having 7680 bits, thus providing a total of 122800 bits 
of input data for the PUF. The first XOR stage reduces 
this to 7680  bits, which then pass through the second 
XOR  stage to generate the final result of 640  bits, 
achieving a  value of µinter  =  0.4972 at a standard 
deviation σinter = 0.0205. Figure 5 shows the selection of 
Via PUF chips based on the results of the United States 
National Institute of Standards and Technology’s10 
standard randomness tests SP 800-22 and SP 800-90B.

A similar PUF using a  binary response to 
uniqueness (learning resilient and reliable digital PUF) 
based on variations in interconnection lithography is 
also used in [12].

9  Lee T.K. Via PUF technology as a  root of trust in IoT 
supply chain. Global Semiconductor Alliance; 2024. https://www.
gsaglobal.org/forums/via-puf-technology-as-a-root-of-trust-in-
iot-supply-chain. Accessed June 16, 2025.

10  The National Institute of Standards and Technology, NIST. 
https://www.nist.gov/. Accessed June 16, 2025.

https://www.gsaglobal.org/forums/via-puf-technology-as-a-root-of-trust-in-iot-supply-chain
https://www.gsaglobal.org/forums/via-puf-technology-as-a-root-of-trust-in-iot-supply-chain
https://www.gsaglobal.org/forums/via-puf-technology-as-a-root-of-trust-in-iot-supply-chain
https://www.nist.gov/
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Fig. 4. Implementation of a PUF based on variations in via formation: 
(a) probability of contact formation depending on the size of the via; 

(b) cross-section11 of a microscopic image of a Via PUF.  
XS is the size of the via at which no contact is formed; XL is the size of the via determined by the design rules;  

XM is the intermediate size of the via at which contact formation is probabilistic

The protective Coating PUF uses an external, 
random, dielectric coating that is applied over the 
crystal in order to form a unique fingerprint. The classic 
implementation, as described in references  [13,  14], 
involves placing a  grid of metal conductors  (e.g., 
a comb-like electrode structure) on top of the IC and 
filling the space between them with an optically opaque 
polymer containing randomly distributed dielectric 
nanoparticles. Due to the chaotic arrangements, 
sizes, and dielectric properties of these particles, the 
electrical capacitance between each pair of conductors 
becomes a random variable. In other words, nominally 
identical capacitors formed by the upper conductors 
acquire a  range of capacitance values that is unique 
to each microcircuit instance. By reading a set of such 
capacitors (for example, by measuring leakage currents 
or charge/discharge time constants), it a set of random 
bits can be obtained depending on local variations in 
the dielectric permeability of the coating. These bits 
constitute a unique device identifier that is physically 
unclonable due to the unique distribution of particles in 
the coating layer.

As shown in  [15], when an opaque, chemically 
inert dielectric layer is applied to the upper layer of 
IC  metallization, the electrical capacitance values 
measured for each chip are random and unique. The 
implementation scheme and operation principle of the 
Coating PUF are shown in Fig. 6.

The results of digitized measurement carried out 
on 36 manufactured chips, in which each chip is used  

 
to test  31  capacitive sensors, show a  high degree of 
randomness (minter ≈ 50%) and low noise (mintra < 5%).

A protective Coating PUF offers two key advantages. 
Firstly, it enhances the hardware security of the crystal 
by preventing direct optical examination and reading 
of the internal circuits. The opaque top layer acts as 
a  protective mask. As such, any attempt to remove or 
damage this layer inevitably changes the distribution 
of particles and capacitance, destroying the device’s 
original “fingerprint.” Thus, Coating PUF not only 
provides a  unique key, but also serves as a  kind of 
tamper sensor. If tampered with, the original identifier is 
lost, thus revealing the hack. Secondly, due to the large-
scale random formation process involving the mixing 
of millions of particles, the probability of two such 
PUFs coinciding is extremely low. Reproduction would 
require copying processes at the atomic level, which is 
practically impossible. However, a key disadvantage in 
this approach is the need for an additional manufacturing 
process, namely the application and curing of a special 
coating, which increases the cost. Additional analog 
circuits or high-precision external measurements required 
for reading the imprint may be affected by external 
conditions  (e.g., temperature affecting the dielectric). 
Devices with Coating PUF have demonstrated their 
effectiveness in authentication systems, particularly in 
the implementation of radio frequency identification 
tags, where a random epoxy coating is used as a source 
of a 128-bit key that is destroyed when physical access 
is attempted.

https://www.gsaglobal.org/forums/via-puf-technology-as-a-root-of-trust-in-iot-supply-chain
https://www.gsaglobal.org/forums/via-puf-technology-as-a-root-of-trust-in-iot-supply-chain
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Fig. 5. Two-stage Via PUF selection algorithm based on the XOR criterion and NIST test results12.  
FFT is fast Fourier transform. M is the length of the block in the frequency test within the block,  

m is the length of the bit pattern in the approximate entropy test. A block is a fragment of a fixed-length bit sequence 
into which the NIST test divides the entire sequence being tested
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12  Lee T.K. Via PUF technology as a root of trust in IoT supply chain. Global Semiconductor Alliance; 2024. https://www.gsaglobal.
org/forums/via-puf-technology-as-a-root-of-trust-in-iot-supply-chain. Accessed June 16, 2025.

https://www.gsaglobal.org/forums/via-puf-technology-as-a-root-of-trust-in-iot-supply-chain
https://www.gsaglobal.org/forums/via-puf-technology-as-a-root-of-trust-in-iot-supply-chain
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Table. Characteristics of analog and passive PUFs

PUF type / reference Year of 
publication

PUF characteristics

Inter-HD Intra-HD Platform
Sensitivity to external conditions Estimated 

implementation 
complexityTemperature Voltage

Subthreshold [3] 2019 50.65% ~7% SPICE model TSMC 
65 nm CMOS

From −20°C 
to 85°C 0.75−0.9 V High

Current Mirror13 [4] 2023 49.84% 1.57% SPICE model TSMC 
65 nm CMOS

From −20°C 
to 120°C ±300 mV High

Adiabatic SRAM14 [7] 2020 47.58% 4.9% ASIC 180 nm CMOS From −40°C 
to 100°C 1.8 V Medium

6T Adiabatic15 [8] 2024 49.75% 1.49% ASIC 180 nm CMOS From −40°C 
to 100°C 0.9–1.8 V Medium

Adiabatic Logic16 [9] 2024 50.07% 0.49% ASIC 180 nm CMOS From −50°C 
to 100°C – Medium

Via17 [11] 2020 49.99% ~0% ASIC 130 nm CMOS From −55°C 
to 125°C 1.65 V Low

13  PUF based on the use of an array of current mirrors.
14  A type of SRAM that employs adiabatic energy recovery methods.
15  A six-transistor PUF that operates on adiabatic logic principles.
16  PUF based on adiabatic logic.
17  PUF derived from variations in the formation of vias.

The table below summarizes data from publications 
presenting original results on the implementation of 
PUFs based on analog circuits and circuits with variations 
in vias. The key metrics selected are inter-HD, i.e., the 
distance between two PUF responses from different PUF 
instances using the same call, and intra-HD, which is the 
distance between two PUF responses obtained from the 
same PUF instance and using the same call. These are 
referred to as “uniqueness” and “reliability” in a number 
of studies, respectively.

The table also shows the voltage/temperature 
variations at which the characteristics are measured, 
as well as the extent to which they change (the change 
in intra-HD is indicated in parentheses) if such data is 
provided. The estimated complexity of implementation 
(high, medium, or low) indicates the relative hardware 
costs and technical complexity involved in implementing 
a particular type of PUF (e.g., balancing paths, selecting 
element parameters, or change technical processes).

VIOLATION OF PUF SECURITY  
BASED ON ML METHODS

Recent advancements in ML techniques have 
significantly altered the perception of PUF security. The 

vulnerability of PUFs to ML-based attacks has led to 
extensive research on attack methodologies and defense 
measures [3, 16–19]. The paradigm shift in the approach 
to analyzing PUF security due to such attacks tends away 
from traditional cryptanalytic approaches and towards 
data-driven modeling techniques that exploit patterns 
inherent in PUF CRPs.

As well as developing more sophisticated attack 
strategies that use adversarial ML techniques  [17, 20], 
researchers have proposed new PUF architectures and 
protocols designed to counter these attacks [3, 18, 19]. 
The following section presents an analysis of the current 
state of ML attacks and defenses in PUF systems, which 
is based on the latest advances in both attack methods and 
countermeasures. As well as examining the theoretical 
foundations of PUF security, it analyzes various 
categories of ML-based attack, evaluates proposed 
defense measures, and discusses the implications for 
future PUF development and deployment strategies.

PUF architectures and security properties

Based on their behavior in CRPs, PUFs can be 
categorized into two distinct types: strong and weak [21]. 
The possibility of using strong PUFs to generate a large 
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number of CRPs makes them suitable for authentication 
protocols that use multiple  CRPs without exhausting 
the available challenge space. Examples include arbiter-
type PUFs, ring oscillator PUFs, and various composite 
architectures  [17–19]. In contrast, weak  PUFs, which 
have limited challenge space, are generally employed 
for key generation, where one or more responses 
are extracted and processed using error correction 
procedures [22].

The Arbiter physical unclonable function (A-PUF) is 
one of the most widely studied strong PUF architectures. 
This architecture uses the difference in delays between 
two nominally identical signal transmission paths 
to generate a  response  [16,  18]. The challenge bits 
control the switching elements that determine the path 
configuration in such a way that the arbiter circuit can 
then evaluate which path is faster to produce a binary 
response. Despite its conceptual simplicity, this type 
of PUF has proven vulnerable to ML  attacks due to 
its linear additive delay model  [17,  19]. To improve 
security against ML attacks, more complex architectures 
have been developed that attempt to fundamentally 
change the mathematical relationships between inputs 
and outputs as a  means of preventing effective ML 
modeling [18, 19, 22].

The most important aspect of PUF implementation 
is the processing of noise inherent in PUF responses. 
This noise is caused by environmental fluctuations, 
aging, and measurement errors [16, 22]. Reliable key 
generation and authentication relies on error correction 
mechanisms, which are typically implemented using 
fuzzy extractors or auxiliary data algorithms. Here, 
the most common approach is to store auxiliary data 
for enabling the correction of noisy PUF  responses 
without disclosing the actual response values. 
However, recent research has shown that this 
auxiliary data can leak significant information about 
the PUF  responses, enabling ML  attacks even when 
the actual response values are unavailable  [22]. This 
represents a  fundamental vulnerability in PUF-based 
systems that use standard error correction approaches, 
particularly those using linear block codes, such as 
repetition codes.

Attacks on PUFs using ML

The vulnerability of PUFs to ML-based attacks has 
been demonstrated through the application of traditional 
ML techniques to A-PUFs and their variations [3, 17]. 
These attacks are successful due to the underlying 
mathematical relationships that underpin PUF designs. 
In the case of A-PUFs, the delay difference can be 
modeled as a linear function of challenge bits and delay 
parameters. This makes A-PUFs vulnerable to linear 
classification techniques  [16,  17]. Despite increased 

complexity introduced by XOR  operations or other 
nonlinear transformations, the fundamental structure is 
often still analyzable with appropriate ML  algorithms. 
Typically, classic A-PUFs can be accurately modeled 
with over 95% accuracy using fewer than 10000 CRPs 
along with conventional logistic regression methods. 
Due to the linear nature of their delay model, these PUFs 
are particularly vulnerable to mathematical analysis and 
ML modeling.

Deep learning  (DL) models can automatically 
detect relevant features and nonlinear relationships 
in CRPs, thus eliminating the need for manual feature 
selection. DL-based attacks demonstrate superior 
performance on all tested architectures compared 
to classical ML  approaches. Convolutional neural 
networks and multilayer perceptrons also outperformed 
classical ML approaches, particularly against complex 
physical unclonable function  (PUF) architectures 
designed to defend against traditional attacks [3, 17]. 
Convolutional neural networks achieve modeling 
accuracy above 90% for various types of PUFs while 
requiring fewer training samples than traditional 
methods. This suggests that the complexity of modern 
ML  algorithms exceeds the defensive capabilities of 
current PUF designs.

Transfer learning methods have also been 
investigated, whereby models trained on a  single PUF 
instance or architecture are adapted for use in attacks 
on different  PUFs  [21]. This approach reduces the 
amount of training data required for successful attacks 
at the same time as demonstrating the generalizability of 
PUF models trained on similar architectures.

Evolutionary strategies, particularly the covariance 
matrix adaptation evolution strategy, have been shown 
to be effective in ML  attacks against more complex 
PUF  designs  [17,  21]. These methods enable the 
modeling of PUF behavior by evolving populations of 
candidate models and selecting those that best match 
the observed  CRPs. The flexibility of evolutionary 
approaches makes them particularly dangerous for PUFs 
with complex internal structures.

One particularly challenging approach involves 
using Siamese neural networks to model a  PUF 
using auxiliary data  [22]. This technique exploits the 
redundancy inherent in error correction codes to extract 
trainable features and labels without direct access to 
PUF  responses. By applying XOR relationships in 
linear block codes, attackers can train models to predict 
PUF  behavior using only publicly available auxiliary 
data and tasks.

Advanced attack strategies, which have moved 
beyond simple CRP  modeling, now utilize additional 
sources of information. Reliability-based attacks exploit 
the fact that PUF  responses near decision boundaries 
are more sensitive to noise and environmental 
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fluctuations  [16,  17]. By analyzing the stability of 
responses over multiple measurements, attackers can 
gain insights into the internal structure and parameters 
of PUF circuits.

Another significant threat vector is side-channel 
attacks, in which physical information such as 
power consumption, electromagnetic emissions, or 
synchronization variations is exploited to strengthen 
attacks on ML models [21]. Such attacks can be highly 
effective when combined with traditional ML approaches 
due to the provision of additional constraints and 
information that can improve model accuracy.

The combination of multiple attack vectors can create 
especially powerful threats. For example, by combining 
partial response data with side-channel measurements, 
the number of CRPs required for successful ML attacks 
is substantially decreased. Such multimodal approaches 
underline the importance of considering all potential 
sources of information leakage when analyzing the 
security of PUF models.

Quantum computing poses a potential threat in the 
future that could radically alter the security level of PUF. 
While current quantum algorithms may not be directly 
applicable to PUF modeling, advanced computing 
capabilities could facilitate new attack strategies or 
render currently impractical attacks feasible.

Defense methods against ML attacks

Several architectural improvements have been 
proposed for enhancing the resistance of PUFs 
against attacks implemented using  ML. One such 
fundamental approach is the cyclic redundancy check 
PUF  (CRC-PUF) design, which breaks the direct 
correlation between challenges and responses using 
cryptographic transformations  [18]. By applying 
CRC operations with randomly chosen polynomials, the 
CRC-PUF ensures that the likelihood of recovering the 
transformed challenge is cryptographically small, thus 
circumventing traditional ML attacks.

Another PUF architecture employs a  two-
round challenge processing mechanism in 
which subsequent challenges are modified using 
intermediate responses  [17]. By concealing the 
direct connection between input challenges and final 
responses, this approach significantly complicates 
the creation of predictive models by ML algorithms. 
Here, the randomization introduced by the 
intermediate processing stages increases the effective 
challenge space to reduce the correlation between 
different CRPs.

Innovations at the hardware level have also shown 
promise in countering ML  attacks. Subthreshold  PUF 
with a voltage divider operates in weak inversion regions, 
in which large threshold voltage fluctuations increase 

randomness  [3]. The cascading connection of several 
stages combined with careful bias control provide this 
design with strong statistical properties that maintain its 
resistance to various ML  algorithms. These properties 
include support vector machines, logistic regression, 
and artificial neural networks.

Rather than modifying the underlying architecture 
of the PUF, protocol-level defenses aim to limit the 
information available to potential attackers. Challenge 
restriction strategies limit the number of CRPs that 
can be observed, thereby preventing attackers from 
accumulating sufficient training data for effective 
ML  attacks  [16,  21]. However, due to inherently 
restricting the capabilities of strong  PUFs, this 
approach may not be feasible for applications requiring 
numerous authentication operations. To minimize 
information leakage during the configuration and 
operation phases of PUFs, improved logging protocols 
have been developed [21, 23]. These protocols prevent 
unauthorized access to training data by carefully 
controlling the distribution of CRPs and implementing 
secure computation methods. Multilateral computation 
and homomorphic encryption can ensure that PUFs 
operate without revealing confidential information to 
potential attackers.

Advanced methods (Fig. 7) offer a new approach to 
protecting PUFs by deliberately introducing errors into 
the CRP process [20]. These methods can significantly 
reduce the accuracy of ML  models by poisoning the 
training data available to potential attackers while 
maintaining correct operation for legitimate users 
who understand the poisoning strategy. This involves 
periodically providing incorrect responses to challenges, 
thereby creating a  dataset from which standard 
ML algorithms cannot effectively learn.

The security implications of using auxiliary 
data in PUF systems have led to the development of 
specialized error correction approaches [16, 22]. It has 
been demonstrated that traditional concatenated coding 
schemes, particularly those employing repetition codes 
as inner codes, are highly vulnerable to ML  attacks 
involving auxiliary data analysis. The redundancy of 
these codes gives attackers enough information to create 
effective models without needing to access the actual 
PUF  responses. Codes with higher frequencies and 
more complex structures are more resistant to auxiliary 
data attacks, whereas simple codes such as repetition 
codes should be avoided in critical applications  [22]. 
The analysis of various code families confirms that 
vulnerability to ML  attacks is directly affected by the 
number and complexity of XOR relationships in the 
code structure.

Safe error correction approaches include syndrome 
construction methods, systematic coding with low data 
leakage, and specialized polar codes that minimize 
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data leakage while preserving the ability to correct 
errors [22]. These methods aim to reduce the correlation 
between auxiliary data and PUF  responses, thereby 
making it more difficult for attackers to extract useful 
training data.

The practical effectiveness of both attacks and 
defenses can be understood through research into physical 
implementation [3, 18, 19]. Significant differences in the 
success rates of ML  attacks and the required amounts 
of training data have been revealed by empirical studies 
of various PUF  architectures. The field-programmable 
gate array implementation of CRC-PUF is particularly 
noteworthy for its ability to withstand ML attacks while 
still maintaining efficient area and power consumption. 
The achievement during development of normalized 
inter-HD and intra-HD values of 0.5065 and 0.0696, 
respectively, indicates favorable statistical properties for 
security applications.

Area and power analyses confirm the possibility of 
implementing ML-resistant PUFs at a reasonable cost 
as compared to classical architectures. For example, 
the requirement of 1032 equivalent gates in CRC-PUF 
as compared to  646 for the base Arbiter  PUF is 
a modest increase, but one that results in a significant 
improvement in security. Similarly, while the 
ML resistant PUF architecture achieves ML resistance, 
its area significantly exceeds the practical limits for 
embedded applications.

More complex architectures demonstrate varying 
degrees of PUF  resistance. Arbiter-type functions 
using multiple XOR cascades require an exponentially 

increasing number of CRPs to mount a successful attack, 
yet remain vulnerable to advanced techniques when 
sufficient data is available  [17,  19,  20]. Conversely, 
reducing the frequency of successful attacks to 
below  60% even when using large training data sets 
represents a  significant improvement over classical 
design.

Implementing PUF using an array of subthreshold 
voltage dividers in 65 nm CMOS technology achieves 
promising results with a  power consumption of 
only  0.43  pJ/bit  [3]. When exposed to various 
ML  attacks, including logistic regression, artificial 
neural networks, and support vector machines with 
nonlinear radial basis function kernels, the prediction 
accuracy remains at around 60%, demonstrating 
practical resistance to ML.

Research directions for methods  
of protection against ML attacks

Developing ML-resistant  PUFs requires 
a  balance between security requirements and practical 
considerations such as size, power consumption, 
reliability, and performance  [3,  18,  19]. High-security 
designs may require additional hardware, more advanced 
error correction mechanisms, or reduced performance, 
all of which may be unacceptable for cost-sensitive 
applications.

Analysis of ML attacks on PUFs reveals fundamental 
limitations in the security provided by current 
implementations. Many practical PUF implementations 
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do not achieve the maximum theoretical level of entropy, 
making them vulnerable to statistical, pattern-based 
ML attacks [16, 17, 22]. The mathematical models that 
underpin PUF designs often contain learnable patterns 
that can be exploited by sophisticated ML  algorithms. 
Therefore, achieving true resilience against ML  attack 
may require fundamentally distinct approaches to 
PUF  design rather than incremental enhancements to 
existing systems.

The scalability of ML attacks poses a  significant 
challenge for the implementation of PUFs in the future. 
As ML techniques continue to advance and become 
more accessible, the likelihood of successful attacks 
decreases. This trend indicates that PUF  security 
should not rely solely on computational complexity, 
but rather focus on fundamental information-theoretic 
principles.

Although the challenge restriction approach is 
theoretically sound, it severely limits the potential 
of strong  PUFs and thus may not be practical for 
applications requiring frequent authentication or 
key generation  [16,  21]. By making strong  PUFs as 
ineffective as weak PUFs, this approach negates many 
of the initial motivations for their development.

The error correction requirements present 
another significant challenge. Study  [22] reveals that 
auxiliary data is vulnerable, suggesting that seemingly 
secure error correction approaches may introduce 
vulnerabilities. When selecting error correction codes, 
it is essential to consider traditional factors such as 
correction capability and implementation complexity, 
as well as security against ML attacks through the 
analysis of auxiliary data.

Analysis of PUF-based authentication and key 
exchange protocols reveals varying degrees of 
vulnerability to ML  attacks  [21,  23]. Protocols based 
on direct CRP exchange are particularly vulnerable 
to simulation attacks when there is a  large number 
of CRPs. The security of these protocols primarily relies 
on PUF  resilience against ML attacks rather than on 
protocol-level protections.

Recent advancements in protocol design aim to 
minimize the information available to intruders while 
maintaining functional requirements  [23]. Methods 
such as secure multi-party computing, homomorphic 
encryption and zero-knowledge proofs enable the use 
of PUF without disclosing CRP to potential attackers. 
However, these approaches often incur significant 
computational costs, which may be impractical 
for devices with limited resources. More complex 
protocols use challenge obfuscation, response 
masking, and temporary security mechanisms to 
restrict intruders’ capabilities [20, 21]. Nevertheless, 
many of these approaches have proven inadequate 
against determined opponents with access to 

modern ML  techniques. The main challenge lies in 
balancing security with practical constraints such as 
communication costs, computational requirements, 
and error tolerance.

Integrating PUFs into complex systems creates 
additional opportunities for attacks through side-
channel analysis to introduce malfunctions and 
vulnerabilities at the system level  [21]. As PUFs 
become more widely adopted in mission-critical 
applications, the incentive for sophisticated attacks 
increases, necessitating more robust security analyses 
and protection mechanisms. The rapid development 
of ML  methods poses ongoing challenges for 
PUF  security. Emerging techniques such as meta-
learning, transfer learning, and multitask learning 
have the potential to create attack strategies that can 
overwhelm existing defenses [20, 23].

In order to facilitate fair comparisons between 
different attack designs and techniques, it is essential 
to develop standardized methodologies for evaluating 
the security of PUFs  [17,  21]. Future PUF research 
should focus on developing architectures with provably 
secure properties rather than simply relying on empirical 
resistance to current attack methods [16, 18]. Due to the 
use of different datasets, attack parameters, and success 
criteria in existing assessments, it is difficult to make 
an objective comparison of the relative security levels 
of different systems. Information-theoretic approaches 
capable of ensuring security even against unlimited 
computational resources provide a  sounder basis for 
long-term security.

The dynamics of the evolution of trusted design 
systems suggest that in order to achieve long-term 
security, it may be necessary to transition from 
approaches based on incrementally improving 
current architectures to a  fundamentally different 
approach that leverages information-theoretic 
security principles [24, 25]. The findings of this study 
emphasize the significance of careful threat modeling, 
conservative security assumptions, and robust 
protection strategies for professionals implementing 
PUF-based systems [26-29].

PUF IMPLEMENTATION EXAMPLES

Depending on the level of protection required by 
the embedded chip in the device  (weak or strong), 
PUF modules are used in a variety of applications to 
safeguard devices. PUF responses can be used directly 
for authentication in a  manner similar to biometric 
verification. As demonstrated in the first part of this 
publication series [1], the cutoff value used to determine 
positive authentication relies on intra-HD and inter-HD 
histograms. Typically, when the histograms overlap, 
the cutoff value is set by balancing the likelihood of 
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false positives  (false acceptance rate, FAR) and false 
negatives (false rejection rate, FRR) using an approach 
similar to those employed in metrology. The optimal 
choice, which minimizes the sum of FARs and FRRs, 
is achieved by setting a  threshold at the intersection 
of the two histograms. However, other trade-offs may 
be necessary for specific applications. Here it should 
also be noted that unique identification is only possible 
with a high degree of certainty if the response contains 
sufficient entropy relative to the sample size.

PUFs are used for the following: 
1)	 the mutual authentication of IoT devices [30, 31];
2)	 the identification of message flows involving 

authentication requests from mobile unmanned 
aerial vehicles equipped with a  PUF and ground 
stations [32, 33];

3)	 the communication between devices, sensors, and 
a  health monitoring system in which the server is 
also equipped with an appropriate PUF, and a secure 
database is used to store the collected variants of 
CRPs [34];

4)	 the protection and safety of vehicles [35, 36];
5)	 the security and confidentiality of data transmission 

in networks [37-39].

Device identification

At registration, the CRP from each PUF is stored 
in the database along with the identification data of the 
physical system in which it is built. As outlined in [1], 
during the identification process, the verifier compares 
the random CRP pair with the PUF  responses for the 
presented system stored in the database. If the observed 
response is close enough to the response in the database, 
authentication succeeds; otherwise, it fails. To prevent 
repeated attacks, each CRP should only be used once 

for each PUF instance and removed from the database 
after identification (Figs. 8 and [40]).

Generating encryption keys

Since the PUF is based on randomness due to 
technological tolerances, no programming is required 
when generating or storing secret keys based on 
the PUF. Due to this randomness being fixed in the 
microscopic physical details of the chip, the key 
remains unchanged and can be reproduced several 
times. This eliminates the need for non-volatile key 
memory, providing additional protection against third-
party channel attacks.

However, since PUF responses are typically noisy, 
an intermediate processing step is necessary to extract 
the cryptographic key. This problem, which is known in 
information theory as extracting an encryption key from 
a  noisy signal, is typically solved using a  two-stage 
algorithm. The PUF request during the first generation 
stage involves the algorithmic generation of a  secret 
key and some additional auxiliary data. This key and 
the auxiliary data are then stored in a  secure, device-
independent database. During the reproduction stage, 
the auxiliary data is provided to the algorithm, which 
uses it to extract the same key from the PUF created 
during the generation stage. Such algorithms can be 
designed in such a way that the key remains top secret 
even if the auxiliary data are transmitted openly. To 
ensure the reliability of this method of key generation, 
special troubleshooting methods are employed [41, 42], 
such as the generation  (Gen) and playback  (Rep) 
algorithms. These algorithms ensure the extraction of 
stable, reproducible information from PUF responses 
by comparing two messages composed of noisy, 
encrypted, random data with unclassified auxiliary data 
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Challenge 

Challenge Response
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Trusted IC? 
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Fig. 8. PUF application in authentication protocol [40]
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attached for identification purposes. Practical examples 
of these algorithms are provided in [43–45].

The use of PUF allows for the implementation of 
hardware-based cryptography as a  special method. 
In this method, the digital cipher key is not stored in 
memory, while the secret element consists in the unique 
behavior of the PUF instance in the embedded device. 
This significantly hinders attempts by attackers to use 
non-volatile memory as a  means of obtaining useful 
information. Since the PUF can also be used to detect 
unauthorized access to the key store, device-entangled 
cryptography is closely related to proven physical 
security (see, for example, [46]).

Intellectual property protection

Protecting the intellectual property of chips is a crucial 
issue for semiconductor companies due to numerous 
security threats that can result in financial losses. These 
threats include forgery, cloning, reverse engineering, and 
reliance on substandard components. Studies in this area 
include works on the hardware protection of SRAM PUF 
blocks on programmable logic  ICs and methods of 
preventing the copying of IP addresses to protect against 
unauthorized access to firmware, based on PUF and 
neural network models [47-49].

Random number generation

Silicon PUFs are used as a  source for generating 
random numbers, which are necessary for cryptographic 
systems. Exemplary studies in this domain 
include  [50,  51], wherein the authors employ PUF 
responses to generate the primary data for random 
number generation.

Payment protection

In [52, 53], PUF responses are used in 
authentication bit strings, encryption keys, and 
electronic cash token generation  (PUF-Cash). The 
aim is to develop an application architecture that can 
be used in electronic payment schemes. It also ensures 
the anonymity of user identities for organizations such 
as banks and sellers. It is proposed in [54] that private 
keys, secure communication and data authentication 
be provided by equipping credit/debit cards with 
built-in PUF chips.

Protection of memory and software integrity, 
ensuring secure communication

Currently, a  number of companies and research 
centers specialize in developing special measures 
to increase the power of equipment and software. 

A  typical example is the technical documentation of 
an association  [54], which was created to develop, 
define and promote open, vendor-independent, global 
industry standards. These standards support a hardware 
trust framework for interchangeable trusted computing 
platforms. The specification of this framework refers 
to large-scale security threats arising from geopolitical 
and data sovereignty issues, which threaten to slow 
down the adoption and growth of the IoT industry. This 
in turn stimulates the need to create reliable supply 
chain ecosystems in Asia, Europe, and the Americas. 
Here, the importance of the keys used for digital 
signing and verification in ensuring the security of 
the entire system, along with cryptographic functions 
that provide a  secure process for loading operating 
systems, is emphasized. The main and only effective 
means of ensuring safe operation is recognized as the 
use of microcircuits equipped with a PUF, in particular, 
a new type developed by eMemory Technology Inc.18 
The NeoPUF technology developed by this company 
exploits differences in the tunnel effect of the oxide layer 
to achieve high PUF performance (inter-HD  =  50%; 
intra-HD ~ 0%).19

An example of using PUF to protect the 
confidentiality and integrity of instructions and data in 
memory from physical and software attacks is given 
in [38, 55].

Software licensing is required to protect against 
unauthorized modifications and usage on unauthorized 
platforms. The idea behind using the PUF is that critical 
operations such as starting or restarting the system are 
performed using the generated keys, while the software 
interacts with the  PUF  [56]. A  software licensing 
mechanism based on PUF is proposed in  [57]. The 
user’s computer is equipped with a PUF based on the 
SRAM scheme to provide it with a unique identification. 
When a user needs to purchase the necessary software, 
the company establishes a  connection to the user’s 
computer to obtain the PUF output and make it available 
as a  license in the software. During installation by 
the client, an authentication process occurs between 
the software and the personal computer. The built-in 
license is then compared with the PUF output to ensure 
that the software instance is only executed on a specific 
device.

Recently, a  new patented PUF approach called 
equipotential timing has been proposed by Granite 

18  eMemory Technology Inc. https://www.ememory.com.tw/. 
Accessed July 19, 2025.

19  PUFsecurity. NeoPUF® – A Reliable and Non-Traceable 
Quantum Tunneling PUF. https://www.pufsecurity.com/document/
neopuf-a-reliable-and-non-traceable-quantum-tunneling-puf/. 
Accessed July 19, 2025.

https://www.ememory.com.tw/
https://www.pufsecurity.com/document/neopuf-a-reliable-and-non-traceable-quantum-tunneling-puf/
https://www.pufsecurity.com/document/neopuf-a-reliable-and-non-traceable-quantum-tunneling-puf/
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Mountain Technologies.20 This approach uses 
gigabyte PUF (Giga-PUF) to design features that cannot 
be physically disabled. The equipotential timing approach 
provides stable, synthesized PUF implementations that 
can be implemented as soft IP blocks and integrated into 
any design at a low cost. Such Giga-PUFs can be quickly 
and easily scaled to any circuit, even across technology 
nodes and silicon fabricators. This gives all companies 
access to PUF exponential solutions that provide true 
trust in the hardware, thus enabling them to protect their 
products.

Another application of the PUF  modules included 
in the IC is to enable secure communication for the 
authentication of IoT  devices in the key exchange 
protocol [58–60].

CONCLUSIONS

As confirmed in this review, analog and passive PUFs 
represent an important class of hardware security 
primitive that complement latency- and memory-based 
solutions. While analog circuits made from transistors 
and diodes offer high entropy and low response power 
consumption, careful stabilization and calibration are 
required to counteract the effects of PVT  factors and 
ageing.

Passive approaches, such as resistive fingerprints of 
the power grid Via PUF and Coating PUF, are attractive 
due to their minimal overhead, high stability and 
counterfeiting complexity.

For practical application, the following are 
recommended:

•	 use of internal compensation and auto-zero 
mechanisms, as well as rejection/masking of 
unstable elements;

•	 single standardized digitization chain  (sensor—
amplifier/comparator—code post-processing);

•	 integration with light error correction techniques or 
phase filtration where justified;

•	 assessment of resistance to simulation attacks 
and side channels, taking into account analog 
specifics  (temperature, power supply, and noise 
injection).

20  Granite Mountain Technologies. Physical Unclonable Functions. https://gmt-semi.com/solutions/puf. Accessed July 19, 2025.

The development of ML has revealed the 
vulnerability of many classic PUFs, particularly in linear 
delay models. The insufficient design complexity (e.g., 
XOR and cascades) results in leaks of auxiliary or 
side data to enable attacks without direct access to the 
responses.

Defense mechanisms demonstrate varying 
degrees of success, while architectural innovations 
such as the CRC-PUF offer increased resistance to 
ML attacks. However, the fundamental issue remains 
that most contemporary PUF designs are based 
on mathematical models that can be trained using 
complex algorithms.

When selecting suitable PUF architectures, error 
correction codes and operational protocols, it is important 
to consider not only current attack methods, but also 
potential future advances in ML techniques. As this area 
evolves, it will be essential to integrate PUF security 
research with broader developments in ML, cryptography, 
and hardware security in order to develop reliable 
solutions. Here, the ultimate goal is to develop truly 
unclonable functions that retain their protective properties 
even in the face of highly sophisticated computing attacks.

PUFs can be used as important building blocks in 
authentication systems, particularly in hardware tokens 
with limited resources and IoT systems (see the services 
of eMemory Technology Inc. in particular).

Promising future research directions include the 
following:
1)	 standardizing and developing algorithms and 

analysis tools, and increasing energy efficiency;
2)	 improving security and protection against attacks by 

analyzing side channels and ML attacks;
3)	 reducing environmental impact;
4)	 applying new special algorithms, particularly 

controlled and reconfigurable PUFs; 
5)	 developing PUFs based on promising physical 

effects, particularly quantum PUFs utilizing 
nuclear magnetic moments, resonant tunnel 
diodes, plasmon and lanthanide luminescence, 
Josephson transitions, changes in electron flow 
in nanocells  (Aaron–Bohm effect), and quantum 
entanglement.

https://gmt-semi.com/solutions/puf
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