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Abstract

Objectives. The paper sets out to develop an architecture for a distributed testing system for Internet of Things (loT)
devices to ensure secure transmission and the isolated execution of test scenarios on dedicated execution modules.
The study takes account of the rapid growth in the number of loT devices operating in untrusted computing
environments, in which the testing process can pose a risk of confidential data leakage or unauthorized interference
with software components.

Methods. A comparative analysis of existing solutions such as NI TestStand, MagicDAQ, PHILIP, and
KEOLABS ContactLAB was conducted. Architectural components and test scenario life-cycle processes were
examined and compared.

Results. The analysis identified the main stages of the test scenario life cycle, including preparation and storage
of scripts, transmission and interpretation, interaction with the device under test, as well as registration and analysis
of results. In addition, existing and proposed architectural solutions were compared according to the following
key characteristics: application domain; type of architecture (distributed or centralized); test scenario execution
environment; system scalability; level of execution isolation; availability of protection mechanisms; capability for
remote management. The results of the study are presented in the form of a proposed architecture that includes
a control module and autonomous execution modules with an isolated virtual MicroPython environment. To ensure
security, test scenarios are transmitted over an encrypted communication channel using constrained application
protocol and datagram transport layer security (protocol, while the execution of test code takes place in a restricted
environment isolated from the main operating system.

Conclusions. The comparative analysis confirmed that the proposed solution eliminates the key limitations of existing
solutions, namely the lack of encryption mechanisms and isolation of execution. The developed architecture
enhances the security and reliability of the IoT device testing process, offering protection for intellectual property
and test scenario logic in untrusted computing environments.
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HAYYHAA CTATbA

ApXHUTEKTYypa pacnpeaejeHHON CUCTEMbI
TeCTUPOBAHUSA YCTPOUCTB MHTEPHETA Bellen
Ha dTane uxX pa3padoTKu
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TomcKknvi rocyqapCTBEHHbIN YHUBEPCUTET CUCTEM YrpPaBeHVs v PaANO03IEKTPOHUKY, Tomck, 634050 Poccusi
@ AsTOpP A9 nepenvcku, e-mail: cauzed4concern@yandex.ru

e Moctynuna: 11.07.2025 ¢ Aopa6oTaHa: 15.10.2025 ¢ MpuHaTa k ony6nukoeaHuto: 06.02.2026

Pesiome

Llenu. Llenb paboTbl 3akoHaeTcs B pa3paboTke apxXMTeKTYpbl pacrnpeneneHHon CUCTEMbl TECTUPOBAHUS YCTPOUCTB
nHTepHeTa Bellel (Internet of Things, 10T), o6ecneunBatoLLel 3alUMLLEHHYIO Nepeaady TeCTOBbIX CLEEHApUEB N NX
M30JIMPOBAHHOE NUCMOSIHEHNE HA UCTONTHUTENbHBLIX MOAYNAX. AKTYanbHOCTb UCCNefoBaHus 00yCroBeHa CTpeMu-
TesNbHbIM POCTOM YKncna loT-ycTpoiicTB, GYHKUNOHUPYIOLWNX B HEAOBEPEHHbIX BbIMUCIINTENbHBIX Cpeaax, rae npo-
LLeCC TeCTMPOBAHMS MOXET CO34aBaTb PUCKM YTEUYKM KOHDUAEHUMANBbHbIX OAHHbIX U HEeCaHKUMOHMPOBAHHOIO
BMeLlaTeIbCTBa B NporpamMmMHoe obecrneyeHue.

MeTopabl. [MpoBeaeH CpaBHUTENBbHbIN aHaNM3 CYLLLECTBYIOLLMX pewleHunia, Takmx kak NI TestStand, MagicDAQ, PHILIP
n KEOLABS ContactLAB. BbiNnofIHEHO COMOCTaBfIEHNE NX aPXUTEKTYPHbLIX KOMMOHEHTOB M NPOLLECCOB XNU3HEHHOIO
LMKJ1a TECTOBbIX CLLEeHapueB.

PeaynbTaTbl. Ha ocHOBaHWM aHann3a BblAeneHbl OCHOBHbIE 3Tamnbl XXM3HEHHOMO LIMK/A, Ha KOTOPbLIX NMPUMEHS-
I0TCS PACCMOTPEHHbIE MHCTPYMEHTbI: MOAroTOBKA U XpaHeHue, nepegaya n nHtepnpeTaums, B3auMoaencTemne
C TECTUPYEMBIM YCTPOMCTBOM, PErucTpauus n aHanma pesynbtatoB. Kpome Toro, npoBeaeHo CpaBHEHME CyLLe-
CTBYIOLLUX M NPEASIOKEHHOr0 apXNTEKTYPHbIX PELLEHNI MO KI0YEeBbIM XapakTepucTukam: npeagMeTHas obnacTb
NPUMEHEHUSs, TUN apPXUTEKTYPLI (pacnpenenieHHas unu LeHTpanrM3oBaHHas), cpeia MCNoSTHEHUS TECTOBbIX CLLe-
HapueB, MacLLITabnpyeMoCTb CUCTEMbI, YPOBEHb N30NALMN CPebl UCMONIHEHUS, HalM4YMe MEXaHN3MOB 3aLMUThl
1 BO3MOXHOCTb yAaJleHHOro ynpasneHus. Pe3ynbTaTbl paboThl NpeacTaBfieHbl B BUAE NPeasioXEHHOM apxXnTek-
TYpbl, BKJIlOYAlOLLEN YyNpaBASOWMA MOAYSIb 1 @BTOHOMHbIE UCMONIHUTESIbHbIE MOAYIN C U30JIMPOBAHHOW BUPTY-
anbHOM cpepnoi ucnonHeHus MicroPython. ina o6ecneyeHns 6e3onacHOCTM NpeaycMoTpeHa nepeaaya TecTo-
BbIX CLIEHapWeB MO 3alMdPOBAHHOMY KaHay CBA3M C UCMONb30BaHneM npotokonos CoAP! n DTLS? | a Takke
BbIMOJIHEHME KO TECTOBbLIX CLLEHapMeB B OrpaHMYeHHON cpene, N30JMPOBAHHOM OT OCHOBHOW OnepaLMoHHOM
CUCTEMBI.

1 Constrained application protocol — 06neryeHHbIVi NPOTOKON UHTEPHETA BELLIEA.
2 Datagram transport layer security — NpoTokoN Nepeaaqmn gaHHbIX, 06ecneHmBaloLLii 3alLUMLLIEHHOCT COEAMHEHMIA 419 NPOTOKO-

N10B, UCNOJIb3YOLWMX AaTarpamMmsbl.
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BbiBOoAbl. [1pOBEAEHHbIN CPaBHUTESbHbIM aHann3 NPOAEMOHCTPUPOBAJ, YTO npeajlaraeMoe peLleHne ycTpaHaeT
K/t0YEeBbIE OrpaHNYEeHNS aHAN0roB, CBSI3aHHbIE C OTCYTCTBMEM MEXaHN3MOB UMM POBAHNS 1 N30SLUN UCTOSTHEHUS.
PaspaboTaHHasa apxuTekTypa MnoBbilLaeT 6€30MacHOCTb M HaAEeXHOCTb npouecca TecTupoBaHus |0T-yCTpoicTB
1 MOXET UCMOJIb30BaTbCHA B HEAOBEPEHHbIX BbIMMCINTENbHBIX Cpeaax Asns 3aluTbl MHTENNeKTyaslbHO COOCTBEHHO-

CTU N NOTMKN TECTOBLIX CLEHapPUEB.

KnioueBble cnoea: nHTepHeT Bellei, 10T, PyHKLUMOHANIbHOE TECTMPOBAHNE, apXUTEKTYPa TECTMPOBAHUS, TECTO-

Bble CLUeHapum

Ansa uutupoBaHua: benskos [.C. ApxutekTypa pacnpeneneHHor CUCTeMbl TECTUPOBAHUSA YCTPOWMCTB MHTEPHETA
Bellen Ha aTane ux paspabotku. Russian Technological Journal. 2026;14(2):17-28. https://doi.org/10.32362/2500-

316X-2026-14-2-17-28, https://www.elibrary.ru/XDBAIA

Mpo3payHocTb GUHAHCOBOW AEeATEeNIbHOCTU: ABTOP HE nMeeT GUHAHCOBOWM 3anHTEPECOBAHHOCTM B NPeACTaB/IeH-

HbIX MaTepuanax Wi Mmetogax.

ABTOp 3asBns€T 06 OTCYTCTBUMN KOHMINKTA UHTEPECOB.

INTRODUCTION

The widespread use of Internet of Things (IoT)
devices requires compliance with high quality, safety,
and reliability standards. In these circumstances, testing
is crucial for the identification and elimination of
potential malfunctions to ensure that the devices meet
the specified technical requirements and can function
stably in real operating conditions [1, 2].

Unlike traditional software, testing IoT devices
presents a number of specific challenges. Since
encompassing both hardware and software components,
such testing involves the consideration of various
communication protocols, limited computing resources,
and the characteristics of low-level interfaces. An
additional complication arises due to testing often
being outsourced to third-party organizations that may
not be trustworthy, which creates risks of unauthorized
interference and compromised results [3].

In this regard, the paper aims to analyze existing
solutions for testing IoT devices and to develop a new
distributed testing system architecture that addresses the
identified shortcomings.

1. THEORETICAL BASIS OF TESTING

Based on the specific characteristics of IoT devices,
testing can be divided into three main levels [4-6]:
device, network, and system testing.

Device testing involves checking the device
itself as a separate unit. This covers both the
hardware components (e.g., the microcontroller,
sensors and actuators) and the embedded software.
The first stage involves verifying the correct
operation of the peripheral interfaces (serial
peripheral interface (SPI), universal asynchronous
receiver-transmitter (UART), etc.) that facilitate
communication between the microcontroller and
external modules. Next, the device’s firmware

logic, data processing algorithms, performance, and
reliability under load or interference are evaluated.

Network testing focuses on the communication
infrastructure. The measured parameters include the
bandwidth, latency, reliability, and scalability of the
communication channels used (e.g., Wi-Fi, cellular
networks, low-power wide-area network, etc.). This
ensures the required quality of service for [oT devices [7].

On the other hand, system testing covers the entire
range of devices and infrastructure, carrying out checks
into how several devices interact with each other, as
well as with gateways and the cloud platform. Here it is
also necessary to ascertain the correctness of end-to-end
data processing and user scenarios. This comprehensive
integration testing involves working through scenarios
from an event on a device to the receipt of data in the
cloud and the return response.

Therefore, to comprehensively assess the functioning
of IoT systems, thorough testing must be conducted at
each level to cover various aspects of their operation,
ranging from hardware components to device interaction
within a distributed environment.

2. ARCHITECTURAL ANALYSIS
OF EXISTING SOLUTIONS

Testing tools are software or hardware solutions
designed to automate and streamline the testing of IoT
devices. They support specialists in evaluating various
characteristics, including functionality, performance,
stability and security. These tools are used to to simulate
a wide range of operating scenarios and environmental
conditions, thereby ensuring more reliable testing of
device behavior in various conditions.

The majority of contemporary research and
development in the realm of IoT testing revolves
around system- or network-level testing. The most
common solutions are those that verify the correct
implementation of protocols (constrained application
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protocol, MQTT3, 6LoWPAN?, etc.), node compatibility,
performance, and network connection reliability.
Platforms such as PatrloT [8], Hector [9], F-Interop [10],
MATTER [11], and Eclipse loT-Testware [12] typically
use virtualization mechanisms to facilitate scalable
testing of architectural scenarios without the involvement
of real physical equipment.

Checks implemented at the physical device level are
usually limited to highly specialized solutions and are less
formalized. Therefore, it seems appropriate to consider
system architectures specifically oriented towards the
device level and compare them. The basic architecture of
the testing system shown in Fig. 1 includes the following
components:

e The control module coordinates the launch of tests
and distributes tasks among the execution modules.

e Executive modules are one or more devices that
interact directly with the device under test through
physical interfaces.

e The device under test is the object being tested.

Device
under test

Executive
module

Control
module

Fig. 1. Typical architecture of a testing system

Subject analysis is carried out to identify the tools
used at the device testing level.

NI TestStand® is a commercial test management
system that integrates with the NI LabVIEW measurement
programming environment. The corresponding system
architecture is depicted in Fig. 2.

The control module, which is installed on a PC, is
designed for centralized control of automated execution
modules. It also records test results to ensure their
collection and visualization.

Executive modules are data collection systems
connected to the control module that interact directly
with the device under test via physical interfaces to
execute test commands.

The script execution environment is located directly
within the operating system (OS) on the control module.
Built-in OS functions provide system security by
controlling resources and test results.

The NI TestStand functional capabilities include
creating test scenarios that can be executed for a single

3 Message queuing telemetry transport is a lightweight,
publish—subscribe, machine-to-machine network protocol for
message queue/message queuing service.

4 IPv6 over Low-Power Wireless Personal Area Networks,
based on the IEEE 802.15.4 standard.

5 TestStand Release Notes. https://www.ni.com/en/support/
documentation/release-notes/product.teststand.html.  Accessed
July 07, 2025.

device or multiple devices simultaneously. Testing is
coordinated through parallel interaction between several
control modules via a local network. However, this
interaction is currently limited to internal enterprise or
laboratory networks, as the system does not initially
support full remote control via an internet connection.
Nevertheless, NI TestStand provides a command
interface for initiating testing from external continuous
integration (CI) systems.

Thus, NI TestStand is a local, centralized testing
system offering a sophisticated user interface and
support for continuous integration processes. However,
it lacks built-in mechanisms for distributed processing
or the isolated operation of test modules.

Control module (TestStand, LabView)

Test script Test result
repository storage
._seq_ A
script file Test report

Test result
analysis module

Script execution
environment

Control Response data,
commands status
(PCI/USB) v (PCI/USB)

Executive module
(DAQ, PXI)
A

Commands, signals
(SPI, 12C, UART, GPIO,
analog, digital signals) v

Responses, signals
(SPI, 12C, UART, GPIO,
analog, digital signals)

Device under test

Fig. 2. NI TestStand testing architecture for a single
device. PCI (Peripheral Component Interconnect)
is an input/output bus for connecting peripheral devices
to a computer motherboard; USB (Universal Serial Bus)
is a universal serial bus; I12C (Inter-Integrated Circuit)
is a serial asymmetric bus; GPIO (General Purpose
Input/Output) is a general purpose input/output
interface; DAQ (Data Acquisition) is software
and hardware for collecting data;
and PXI (PCI eXtensions for Instrumentation) is a PCI
extension for measurement systems

MagicDAQ® is an executive module that connects
to the control module (PC) via a USB interface (Fig. 3).
All testing logic is implemented on the control
module by executing test scripts in Python, which
then send commands to the executive module via the
USB connection. It should be noted that MagicDAQ is
not a completely distributed system or cloud service;

6 MagicDAQ Docs. https://magicdaq.github.io/magicdaq_
docs/. Accessed July 07, 2025.
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rather, it is a peripheral module for a local PC, whose
scalability is determined by the number of available USB
ports. As test scripts are written in Python and transmitted
via a local connection, security is implemented using
built-in operating system tools.

Thus, MagicDAQ is characterized as a specialized
solution for local use in measurement systems with
limited scalability and no distributed data processing
mechanisms.

Control module
(Python + MagicDAQ API)

Script execution
environment
(Python)

Command
execution
result
(USB)

Commands
(USB)

\ 4 Commandes, signals
(SPI, 12C, UART, GPIO)

Executive
module P
(MagicDAQ) [¥

A .
”1  Device
under test

Responses, signals
(SPI, 12C, UART, GPIO)

Fig. 3. MagicDAQ testing architecture.
APl is Application Programming Interface

A software and hardware platform known
as PHiILIP [8] has been developed for the automated
testing of microcontroller peripheral interfaces in
embedded systems, including loT devices.

The PHILIP testing system architecture is based
on a distributed model, which provides a central
control module in the form of a continuous integration
server (such as Jenkins) integrated with the Git version
control system for storing and updating test scripts. As
illustrated in Fig. 4, the control module coordinates
test runs, stores, and distributes test cases, as well
as transferring firmware to the devices under test and
collecting test result data for further analysis.

Each executive module, which is based on
a Raspberry Pi single-board computer (manufactured by
Raspberry Pi Holdings plc, United Kingdom), functions
as an intermediary between the CI server and the
PHiILIP hardware interface module. The module runs
test scenarios in the Robot Framework environment’
and uses serial wire debug or joint test action group
interfaces to flash the tested devices and download new
software versions. The PHILIP interface module is
connected to via the UART interface.

7 Robot Framework. https://robotframework.org/. Accessed
July 07, 2025.

In turn, the PHiLIP interface module is responsible
for generating and registering signals on the device
under test’s physical interfaces including SPI, 12C,
UART, and GPIO. This module emulates the behavior
of the device’s external environment and records its
responses, which are then returned to the execution
module and subsequently to the control module for test
result analysis.

As shown in Fig. 5, the system architecture allows
for scaling: several executive modules can be connected
to one control module, each executive module
controlling its own instance of the interface module and
the device under test. This structure enables parallel
testing of different devices while providing centralized
control and collection of results. However, [8] does
not describe the mechanisms for ensuring information
security, nor does it specify how test case execution is
isolated, how protection against unauthorized access is
ensured, or how integrity control is maintained during
the transmission of test scenarios.

Control module

(Cl, Git)
Test script Test result
repository storage
A
Test case
and firmware Test results
Executive module
v (Raspberry Pi)
Script execution
environment thsct)rr;sglt
(Robot Framework) 9
Request
i API results / Set Test results
Firmware
(SWD/JTAG) commands Parameters (UART)
(UART) (UART)
Y y \ 4

Interface module
(bluepill)

T

Results, signals, and counters
(UART, SPI, 12C, GPIO)

Device under test

Fig. 4. PHILIP testing architecture
for a single device under test

KEOLABS  ContactLAB® is a commercial
software and hardware platform designed for
functional testing of smart cards, microcontrollers

8 Contact Tester. https://www.keolabs.com/products/platforms/
contact-tester. Accessed July 07, 2025.
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Control module
A
v v v
Executive module 1 Executive module 2 Executive module n

A A A

Y Y Y Y Y Y
Device Interface Device Interface Device Interface
under test 1 module 1 under test 2 module 2 under testn module n

)

f f

Fig. 5. PHILIP test architectu

with security modules (Secure Element), as well as
devices supporting NFC? and ISO 7816'0 contactless
interfaces. It is widely used for certification testing and
the development of authentication and identification
tools.

The architecture of the solution (Fig. 6) is
based on the use of two modules: the SCRIPTIS'!
software control module, which is installed on
a PC, and the ContactLAB HW hardware execution
module. The latter generates commands, measures
time characteristics, and records signals from the
device under test. The control and execution modules
interact via a USB or Ethernet interface. Testing is
performed entirely at a single workstation with no
option for distributed testing or remote access. With
this solution, the only way to achieve scalability is
by increasing the number of stands and manually
coordinating their operation. The architecture does
not allow for a centralized control module or the
parallel execution of scenarios on multiple devices.
Security of the testing logic is ensured within the
closed SCRIPTIS environment and its built-in access
mechanisms. Test scenarios are executed in a standard
user OS environment.

Therefore, KEOLABS is a platform for the low-level
testing of secure devices in a laboratory environment.
Its architecture is designed for centralized operation and
lacks mechanisms for remote access or secure distributed
test execution.

9 Near Field Communication (NFC) is a technology for
transmitting data wirelessly over short distances.

10 [SO/IEC 7816-1 Identification cards—Integrated circuit
cards.  https://www.iso.org/standard/54089.html.  Accessed
July 07, 2025.

I SCRIPTIS: an intuitive testing environment. https://www.
keolabs.com/products/solutions/emvco-11-payment-testing#.
Accessed July 07, 2025.

re for multiple devices under test

Control module (SCRIPTIS, RGPA)

Test script repository Test result
storage
e A
Script file Test report
Y
Script execution Test result
environment analysis module
Control Responses,
commands signals
(USB/Ethernet)V (USB/Ethernet)
Executive module
(ContactLAB HW)
A
Commands, signals Response frames
(ISO7816-1, SWP) (ISO7816-1, SWP)
Y

Device under test

Fig. 6. KEOLABS ContactLAB testing architecture.
RGPA (Real-Time General-Purpose Analyzer);
SWP (Single Wire Protocol)

3. ANALYSIS OF TESTING PROCESSES

Anumber of typical processes can be identified based
on the review of existing testing system architectures.
As shown in Fig. 7, these processes provide a general
overview of how such systems function, regardless of the
specific implementation. These processes can be defined
as a sequence of stages in the test scenario lifecycle:

1) preparation and storage of test scenarios;

2) planning and launching of test scenarios;

3) transfer of test scenarios to the execution module;
4) interpretation of test scenarios;

5) interaction with the object under test;

6) recording of test results;

7) analysis and generation of reports.
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) Transferring
. ) Planning . )
Preparing and storing N g test scenarios N Interpreting test
. and launching : )
test scenarios ) to the execution scenarios
test scenarios
module
. . Interacting
Analysis and report Recordin . .
Y . P < 9 < with the object
generation test results
under test

Fig. 7. Test scenario life cycle

During the preparation and storage of test
scenarios, the appropriate sequence of actions,
execution conditions and criteria for successful test
completion are developed and described. These
are created by specialists using scripting languages
such as Python (e.g., in MagicDAQ) and Robot
Framework (in PHiLIP), as well as other tools. Once
developed, the scenarios are stored in a database or
repository for subsequent use by the control module or
continuous integration systems (e.g., Jenkins).

Test scenario planning and execution involves
selecting the necessary tests and determining their
execution sequence, as well as synchronizing and
initiating the testing process. This can be performed
either by an operator through the control module
interface or automatically from an external continuous
integration system, as with PHiLIP and Jenkins.

Test scripts are transferred to the execution
module of the systems under review via a local
network (e.g., PHiILIP) or physical interfaces,
such as USB (e.g. NI TestStand, MagicDAQ, and
KEOLABS ContactLAB) and Ethernet (KEOLABS
ContactLAB). However, the analyzed solutions do not
specify whether any encryption mechanisms or other
measures are employed to safeguard the transmitted
data.

During the test scenario interpretation stage, the
scenario is processed in the execution environment,
where the test logic is converted into specific commands
for controlling the physical interfaces. Depending
on the system, this may be the TestStand engine,
a Python interpreter (MagicDAQ), a Robot Framework
environment (PHILIP), or a built-in SCRIPTIS
environment (KEOLABS ContactLAB). This approach
enables the test logic to be abstracted from the hardware
implementation.

The test object is interacted with by an executive
module that controls physical interfaces (SPI, 12C,
UART, ISO 7816, etc.), ensuring the transmission of
signals and commands directly to the device under test.
For example, PHiLIP uses a separate interface module
for this purpose which interacts with and depends on the
Raspberry Pi as a control module.

Test result recording involves capturing data
obtained during the test, such as device responses,
signals, timestamps, statuses, and measured values.
This data can be stored locally on the execution module
or transferred immediately to the control module for
further analysis.

In the final stage, the recorded data is processed and
the criteria for successfully completing the test case are
calculated. Reports are then generated for operators,
or the results are automatically transferred to external
analysis and quality management systems.

The analysis of existing IoT device testing
platforms and selected typical processes revealed
several limitations. All of the considered solutions
have one key limitation in common: a lack of
a mechanism for the secure execution of test
scenarios. Test scenarios are either executed locally,
delivered manually, or via a continuous integration
infrastructure, with no explicit use of cryptographic
protection. Additionally, many tools are local and
do not support remote execution modules. In today’s
environment, where testing is often performed in an
untrusted environment that requires the autonomous
operation of execution modules, it is essential to
ensure that tests can be carried out without risking
interference or conflict.

Therefore, it is necessary to develop a new testing
architecture for eliminating the identified shortcomings
and ensuring the necessary level of security and
scalability when testing IoT devices.

4. PROPOSED TESTING
SYSTEM ARCHITECTURE

The proposed architecture comprises a distributed
network for testing Internet of Things devices. In this
network, several executive modules interact with the
control module to exchange encrypted test scenarios.
This architecture (Fig. 8) comprises the following key
components:

e Control module. This is responsible for coordinating
distributed execution modules and storing test
scenarios.
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e Execution modules. These are autonomous nodes
that are physically connected to the devices under
test. The modules execute test scenarios received
from the control module, record the results, and
interact with the object under test via connected
interfaces. Each execution station contains
a built-in, isolated execution environment in which
the received test scenarios are interpreted.

e Tested devices. These are real IoT devices connected
to the execution modules and tested via physical
interfaces. Each test station connects to the device
under test via one of the interfaces (SPI, 12C,
UART, etc.). In the proposed architecture, these
connections are referred to as channels, each of
which comprises a logically independent unit for
controlling input and output signals. Each channel
corresponds to a specific interface type or interaction

The testing process begins when the operator uses
the control module to initiate execution of the script. The
script is then transmitted to the execution module via
a secure channel and executed in an isolated environment,
generating commands to interact with the device under
test’s interfaces. The test results are then sent back to the
control module in an encrypted format for analysis.

When designing the architecture, special attention
should be paid to protecting the testing logic and
mitigating risks arising from operation in a potentially
untrusted environment. Studies [13, 14] have shown
that the various stages of the device life cycle are
accompanied by threats of unauthorized access to
software and leakage of test scenarios. Furthermore, the
microcontrollers themselves can act as both a source and
a target of attacks. In light of these threats, the system
architecture incorporates a set of protective measures to

protocol. be applied at various stages of the test scenario life cycle.
Control module
Test script Test result
repository storage
.mpy A
script Test report
file v
Gateway Test results Test feS_U”
DTLS/CoAP > analysis
module
A
Encrypted Encrypted
test case test case result
(DTLS/CoAP) |, (DTLS/CoAP)
/-\ J
Local network/
Internet
Encrypted Encrypted Encrypted A Encrypted Encrypted Encrypted test
t test case result case result
est case DTLS/CoAP) test case test case result test case (DTLS/CoAP)
(DTLS/CoAP) ( ° (DTLS/CoAP) (DTLS/CoAP) (DTLS/CoAP) o
Executive module 1 Executjve jmodule 2 Executive module n
A
Gateway DTLS/CoAP Gateway DTLS/CoAP Gateway DTLS/CoAP
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Fig. 8. Test system architecture
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Table. Comparison of characteristics of existing and proposed solutions

Characteristic NI TestStand MagicDAQ PHiLIP KEOLABS Proposed solution
Architecture type Centralized Centralized Distributed Centralized Distributed
Ex.ecutlon PC PC Executive module PC Executive module
environment
B Local network Limited by the High (addlng Limited by manual High (addlng
Scalability (remote launch number of USB Raspberry Pi deplovment execution
via CI) ports nodes) pPloy modules)
Execution isolation oS OS (Python) Robot Framework SCRIPTIS MicroPython
Protect.lon - - Not specified - DTLS
mechanisms
Remote control Yes (CI) No Yes (CI) No Yes (control

module)

Scope of
application

General tests
of electronic
devices

General tests
of electronic
devices

Built-in OS APIs

Smart-cards, NFC

IoT devices,
microcontroller
interfaces

The DTLS protocol ensures the confidentiality and
integrity of test scripts and results during transmission
and reception. The protection of data when working in
untrusted networks is particularly important for devices
with limited computing resources [15].

Test scripts are executed in an isolated MicroPython'?
environment. This isolation ensures the secure execution
of test scripts through compartmentalization and
restricted access to resources [16].

The scalable system supports the connection
of new execution modules, each of which operates
autonomously. This enables parallel test execution and
eliminates a single point of failure.

The table below shows the characteristics of
existing and proposed architectural solutions. As can
be seen, most existing systems are characterized by
a centralized architecture, limited scalability, and
a lack of protection mechanisms. In contrast, the
proposed solution features a distributed network
architecture of execution modules, an isolated execution
environment, as well as encryption and authentication
mechanisms. This approach ensures effective system
scalability and significantly increases the protection
of the test logic.

The proposed solution enhances and streamlines the
processes involved in the test scenario lifecycle. Let us
consider its key features and how it differs from other
solutions:

12 Micropython. https://micropython.org/. Accessed July 07,
2025.

o Transfer of test scenarios to the execution module.
Unlike similar solutions, which transfer data via
USB/Ethernet (e.g., NI TestStand, MagicDAQ, and
KEOLABS ContactLAB) or a local network (e.g.,
PHILIP), without using data transfer protection
mechanisms, the proposed solution encrypts
scenarios before transferring them from the control
module to the execution module using the DTLS
protocol. This ensures the confidentiality and
integrity of test scenarios, even when operating in
a potentially untrusted network.

o Interpretation of test scenarios. Scenarios are
described as Python scripts and executed on
a MicroPython virtual machine on an execution
module that is isolated from the main OS. This
isolation is not provided in previously discussed
solutions (e.g., NI TestStand and MagicDAQ), where
execution takes place in a shared user environment,
creating the risk of interference with the testing
logic.

e Test result recording. In many current solutions,
test results either remain local (e.g., KEOLABS
ContactLAB) or are processed manually (e.g.,
MagicDAQ), with no centralized analysis. The
proposed architecture involves sending encrypted
reports from modules to the control server.

The efficiency and performance of the proposed
architecture are confirmed during the integration
testing of the developed device. The tests are carried
out on an experimental bench made up of a control
module, several executive modules, and the device
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under test. The control module is implemented on
a PC, while the executive modules are implemented
on SE-Discovery-GD32F427 boards (GigaDevice
Semiconductor Inc., China), which have built-in
software and the MicroPython environment.
Interaction between the components takes place via
secure network channels within a local area network.
The architecture allows for remote interaction between
the modules when they are connected to the internet.
During testing, the following key system functions
are verified: secure transmission of test scenarios
and execution results and correct operation of the
executive module’s virtual machine. All test scenarios
have been completed successfully, which confirms
the operability and effectiveness of the proposed
architecture.

The developed solution is used to test smart cards
and hardware tokens, including verifying the correct
execution of applets. During testing, power failures and
unstable communication interfaces were simulated. One
executive module controls the power supply to the device
under test, while another ensures communication with it

to reproduce real operating conditions and confirm the
resistance of the system to abnormal situations.

CONCLUSIONS

The paper proposes a new architecture for
a distributed testing system for IoT devices. This
system was developed with consideration for the threats
posed by operating in an untrusted environment. The
analysis confirms that existing device testing systems
are limited in terms of scalability and fail to ensure the
secure transmission or execution of test scenarios. The
proposed testing architecture solves these problems
by implementing security measures. The use of
isolated virtual execution environments and encrypted
transmission channels protects test scenarios from
unauthorized access or substitution.

The key advantages of the proposed architecture are
therefore security (encryption and logic isolation) and
scalability (the ability to add nodes without changing
the architecture), making it a suitable solution for testing
IoT devices in a potentially untrusted environment.
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