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Abstract

Objectives. The study set out to develop fundamental methodological principles for the logical integration of
information systems (IS) in organizations and to quantitatively assess the topological significance of the IS integration
process.

Methods. Methods based on expert systems were used for the logical integration of information in conjunction
with data-mining approaches based on various IS. In order to quantitatively assess the topological significance of
the IS integration procedure, graph theory methods were used. Discrete topology methods were also employed for
calculating the topological invariants of the IS interconnection topology.

Results. Issues and challenges involved in the integration of IS in large organizations are considered in terms of
integration methods based on physical and logical principles. While IS integration approaches based on logical
principles offer distinct advantages over physical integration approaches, new problems arising in the context of
logical integration approaches require innovative solutions. The proposed scheme for the logical integration of IS
includes an algebraic method for quantitatively assessing the topological significance of integration, comprising
an important numerical indicator in the logical integration of IS. Methods based on learning expert systems, which
represent a fundamental solution for organizing the logical integration of IS for intelligent data analysis, are reviewed.
Conclusions. When integrating IS in organizations, itis advisable to use a logical integration approach that preserves
the logic of existing information systems. The application of logical integration enables intelligent data analysis using
various IS. The use of expert systems in logical integration enables the creation of a new logical layer for providing
decision support within the organization.
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Pesiome

Llenu. Llenbto ctatbk sBAsieTcs paspadoTka NpuHUMNnaNbHbIX OCHOB AJ11 METOAOB JIOrMYeCKOW MHTEerpaumm nH-
dopmaumoHHbIx cuctem (UC) B opraHmsaumsx, a Takxke nosyyeHne KoaM4eCcTBEHHOM OLLEHKM TONONOrM4EeCKor 3Ha-
4MMOCTM npouecca nHterpaumm UC.

MeTopabl. Vicnonb3oBaHbl METOObI 9KCMEPTHLIX CUCTEM AN NIOMMYECKOM MHTErpaumm nHpopmaumn, a Takke Mme-
TOAbl UHTENNEKTYANIbHOrO aHanM3a JaHHbIX N3 pasnunyHblix NC. nsg KOAMY4eCTBEHHOM OLEHKN TOMOSIOrMYECKON 3Ha-
YMMOCTM npouenypbl nHtTerpaunm NC ncnonb3yotTcs MeToabl Teopumn rpadoB, a Ans BblMUCAEHNS TOMNONOMMYECKNX
VHBApPMaHTOB TOMOJIOrMN B3aUMHOM cBA3K MIC — MeToabl AUCKPETHOM TONON0rn.

PesynbTaTtbl. PaccMoTpeHbl BONPOChl U Npobnembl nHterpauum MIC B KPpYnHbIX OpraHn3aumsx, a Takke MeTobl
mHTterpauum UC, ocHOBaHHbleE HA GU3NYECKOM U JIOFMYECKOM NpuHUMnax. MokasaHbl CIOXHOCTU, KOTOpbIE BO3-
HUKaoT Npu dusndeckon nuterpaumm VC, n npenmyLecTea Ux MHTErpauLmm Ha OCHOBE IOMMYECKUX MPUHLMMNOB.
YcTaHoBMEHO, YTO Jlornyeckas nHTerpaumsa obnagaet psoomM BakHbIX JOCTONMHCTB, HO NMPY 3TOM BO3HMUKAIOT HOBbIE
npo6nembl, KOTOpble HEOOXOAMMO peLlath. [peanoxeHsl cxema norundeckon nHTerpauumn NC n anrebpanyeckuia
MEeTOA KONMYECTBEHHOM OLEHKM TOMOSIOMMYECKOM 3HAYMMOCTU MHTErPaUUmM — BaXHOI0 YACIOBOrO nokasarens npu
norudeckoi nHterpauum MIC. PaccMoTpeHbl MeToabl 00y4aloLNXCS 3KCMEPTHLIX CUCTEM O MHTeNNeKTyalbHOro
aHanmaa gaHHbIX. MIcnonb3oBaHme SKCNEPTHbLIX CUCTEM SBASIETCH NPUHUMANANbHBIM PELLEHNEM AN OpraHn3auum
norunyeckom nHterpaunm MC.

BbiBoabl. [Mpn nHterpaunm MIC B opraHmsauusx LenecoobpasHo MCrosib30BaTh IOMMYECKY0 MHTerpauuto, coxpa-
HSAOLLLYIO OrMKY OTAeNbHbIX VIC. MpuMeHeHne normyeckom MHTerpaLumm no3BoAseT NPOBOAMTb MHTEMNEKTYaNbHbIN
aHanna paHHbIX, ncnonbdya pasnuyHole MC. Micnonb3oBaHMe 3KCNEPTHbIX CUCTEM MPU IOMMYECKON MHTErpauum
[AeT BO3MOXHOCTb CO34aTb HOBbIN JIOTMYECKNIA CNOWN NS OCYLLLECTBEHNS MOOAEPXKKN NPUHATUSA PELLEHNI B Op-
raHu3auunm.

KnioueBble cnoea: I/IHCbOpMaLI,I/IOHHbIe CUCTEMbI, HTEerpaumna cnctemM, aKCnepTHble CUCTEMBbI, I/IHTeﬂﬂeKTyaJ'IbelVl

aHann3 JaHHbIX, TONOJ0Irng I/IHq)OpMaLI,I/IOHHbIX cncrTtemMm
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ABTOPbI 3a9BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

The ongoing digitalization of the economy and
business processes involves the increasing use of various
information systems (IS) for decision-making support
in which basic information about the organization’s
activities is stored and processed [1-3]. While different
IS have distinct purposes and may be based on
different information technologies, the important task
of integrating existing IS arises due to their extensive
interrelation. However, challenges involved in the full-
scale integration of large IS involve complex technical,
financial, and organizational issues [4-8]. In addition,
some IS cannot be integrated due to the potential
violation of information security rules.

The present work proposes a logical approach to
IS integration based on the creation of an intelligent
information environment. Logical integration of IS,
which offers a number of advantages over physical
integration approaches [9], involves the use of various
data mining methods to reveal additional (hidden)
information. The use of learning expert systems to create
a unified information field in the organization represents
a new logical level of IS integration.

1. ISINTEGRATION METHOD

Many organizations simultaneously maintain
several IS, which are connected by unified information
flows. A characteristic feature of these IS consists in
their mutual intersection by various objects, whose
corresponding information must be stored and processed.
Such objects may include employees, material objects,
customers, etc. Since, for objective reasons, such
IS are created at different times and using different
technologies, a number of problems arise related to the
integrity of information, its reliability, as well as issues
related to the potential violation of information security
rules [10]. The task of integrating different IS into
a single information platform methods can approached
based on either of the following principles:

1. Physical integration.
2. Integration based on business logic.

The physical integration of more than one IS implies
the creation of an IS that fulfills all the functions of the

merged systems. In this case, it is necessary to refactor
the structure of databases and the corresponding logic
of all software. While this process can provide a full-
fledged integration of IS, it is generally very labor-
intensive, in some cases comparable to the creation of
anew IS [11].

IS integration carried out on the basis of business
logic, which can thus be referred to as logical
integration of IS, is understood not only in terms of
the integration of databases, but also the creation
of a single logic of combining information across
different IS (Fig. 1) [12, 13].

IS integration sets out provide a unified logic
of the merged IS without significant changes in the
IS architecture [14, 15]. The advantages of logical
integration of IS over physical integration approaches
can include the following factors:

1. Lower cost.

2. Preserving diversity.

3. Technological heterogeneity.

4. Ability to process data at a higher level.

The use of a common logic in IS integration is based
on the use of special protocols for mutual communication
between existing IS. The development of such protocols
should be based on a specially developed formal
language [16].

2. SYSTEM INTERACTION DURING LOGICAL
INTEGRATION

During the logical integration process, it becomes
necessary to provide mechanisms of interaction
between the merged IS. Such interaction can be
described using a formal finite-automata language.
The task of the interaction mechanism is to provide
mappings of objects in one IS into the objects of
another IS. However, the main difficulty that arises
in this connection is that the mapped objects may
have information overlap. For example, there may be
information related to employees of an organization in
different IS, but this information may be represented
in different ways in different systems. An addition
problem may arise due to the different scales used when
describing the same objects in different information
bases.
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Fig. 1. Logical integration of IS

Thus, when designing and implementing an
IS integration procedure, one of the main tasks is
to create a mechanism for logical mapping of the
different IS. Figure 2 shows an object-mapping scheme
for application during logical integration.

For the logical display of the various objects in
the different IS, it is advisable to use an intelligent
environment for integration of information objects.
This environment, which uses semantic information-
processing methods, can be used to realize the
mechanism of displaying objects in the IS.

3. CHANGING AN ORGANIZATION’S
INTERCONNECTIVITY TOPOLOGY

When integrating different IS in an organization, an
important issue arises in terms of changing the topology
of mutual connection of these systems. The main point
here is that, in order to obtain qualitative changes during

IS1 IS 2
Data mapper
Object A - - — - Object D
Object B I Object E
Object C Object F

IS integration, it becomes necessary to provide changes
in the topology of their interconnection.

The topology of IS interconnection is described by
an undirected graph, whose vertices are individual IS,
while the edges represent information links between
systems [17]. Since it is only the presence of a connection
that is important for the topology of the IS network, i.e.,
irrespective of the direction of flow, we will consider
undirected graphs. Here, the salient point consists in the
fact that that even unidirectional flows include not only
the data flow, but also the corresponding request for this
data.

Figure 3 shows an example of the IS communication
topology.

In this example, IS numbered 1-8 are linked by
information links, while IS number 9 is not linked to the
other IS. Two IS will be referred to as incident if there is
an information link between them. We will define two IS
S and P as connected if a chain of sequentially connected

Intelligent environment for the integration of information objects

Fig. 2. Diagram of the logical object display mechanism
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IS 1
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IS6

~——
~——
IS 3 IS 4
Fig. 3. Example of the IS communication topology
IS can be constructed from S to P. The entire IS network
can be represented by connectivity components,
where each connectivity component represents a set of
individual IS that are connected in pairs.
We will consider the process of IS integration as
a sequential operation of merging neighboring nodes

(incident IS). In this case, the unified IS inherits all the
information links of the united vertices.

Fig. 4. Topology following IS unification

Figure 4 shows the IS topology following IS
unification:

[1, 2] — [1-2],
[4, 5] > [5-4],
[6, 71— [6-7].

In order to distinguish significant changes in the IS
communication topology, we will use topological
invariants. As an example of such a variant, let us
consider the fundamental group for the graph describing
the IS communication topology. We will define the
fundamental group as the set of equivalence classes of
homotopy loops in the graph [18]. For the connected
component of the IS network, the fundamental group

defines the number of loops. If a connected graph
representing the IS communication topology has
N cycles, then the fundamental group is isomorphic to
the ZV group [19].

The presence of cycles in the organization’s IS
network indicates the need to integrate IS, since the
presence of cycles in the network of information
links implies risks of ambiguity in the presentation of
information to the organization during information
requests due to the possibility of ambiguous ways of
transferring information between different IS.

While no new cycles can arise when integrating IS,
existing cycles can be opened. In the language of the
fundamental groups of the IS communication graph, this
means that the following change in the representation
of the fundamental groups occurs during the process of
IS integration:

ZN — 7Nk,

In this interpretation, we can define the topological
significance of the IS integration procedure as the
number k by which the degree of the fundamental group
decreases.

4. USE OF EXPERT SYSTEMS FOR IS LOGICAL
INTEGRATION

While the logical integration of IS in an organization
may have various objectives, the main aim is to create
a unified information field. This problem cannot be
solved using “mechanical” methods since samples
from different IS must be brought to a “common
denominator” in order to obtain uniform information.
Another challenge that arises in this connection consists
in the need to obtain additional information about the
organization’s activities based on the heterogeneous
information in the different IS.

In order to solve these problems inherent in the
logical integration of IS, it is proposed to use trainable
expert systems and knowledge bases. The objects
described in the IS are used as the subject area of the
knowledge base.

Figure 5 presents a scheme for the application of
an expert system in logical integration of IS. The key
element of the proposed scheme consists in the use of
the IS query router and the intellectual environment of
the integrated IS. The logical integration of IS implies
an intellectual environment since it provides a means to
obtain information from different sources on the incoming
request for further logical integration of heterogeneous
information. In order to determine which IS should form
the basis for information queries, a query router is used
to identify the most appropriate data sources based on
the display of information in different IS.
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Fig. 5. Diagram of the expert system application

Following the realization of logical integration of
information from different IS, a meaningful query is
formed to the expert system, which forms the result
according to the received query using the knowledge
base [20, 21].

The architecture of an expert system depends on the
nature of objects described by the IS, as well as on the

]

completeness of information for each object [22]. The
general scheme of the architecture of the expert system
and knowledge base is presented in Fig. 6.

The architecture of the expert system includes
a mechanism for performance-based learning as a means
of improving the data-mining procedure on integrated
data.

Request

l

Integrated data of the IS

Information quotas

Rules for logical
inference

Result
evaluation unit

4

I

]

Result

|

Fig. 6. Architecture of a learning expert system
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In Fig. 6, solid arrows depict the sequential
process of calculating and obtaining the result of the
expert system operation, while data transferred to
implement the training procedure of the expert system
are represented by contour arrows. Dashed arrows
show the data flow for the expert system from the
integrated IS.

Within this scheme, a fundamental principle
concerns the use of information quanta to represent
integrated information from IS. The specific realization
of the procedure of data representation in the form of
information quanta depends on the nature of objects
in IS and the structure of their interaction.

In order to implement the training process of
the expert system, a result-evaluation block is
used. This block can either be implemented using
feedback from the user of the expert system or
based on the evaluation by the artificial intelligence
system. In cases where an artificial intelligence
method is used (neural network, Bayesian networks,

CONCLUSIONS

The present work considers fundamental issues of
IS integration in organizations on the basis of intellectual
methods. The introduced concept of logical IS integration
is suitable for integrating heterogeneous IS. Issues
connected with the topological significance of the logical
IS integration procedure have also been considered.

The logical integration of IS and creation of a unified
information environment involves the use of an expert system,
which responds to queries associated with the operation of
integrated information flows. Such an expert system allows
a basis for intellectual analysis of the data to be provided.

The proposed architecture of expert systems includes
mechanisms for training (self-learning) of the knowledge
base of the expert system, by means of which the results of
IS integration in the organization can be further improved.

Authors’ contributions

E.S. Shevtsov—conceptual model of integration of
information systems based on the creation of an intelligent

information environment.

R.V. Shamin—mathematical model of integration of
information systems based on the creation of an intelligent
information environment.

decision trees, etc.), training can be realized on the
basis of machine learning methods with suitable
reinforcement [23].
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