Russian Technological Journal. 2025;13(1):28-37 ISSN 2500-316X (Online)

Information systems. Computer sciences. Issues of information security

HUndopmannonnbie cucrembl. UndopmaTuka. [IpodaemMbl nHpOPpMALHOHHON 0€30MaCHOCTH

UDC 519.95:621.3
https://doi.org,/10.32362/2500-316X-2025-13-1-28-37 D)y |
EDN BUGTUV

RESEARCH ARTICLE

Probabilistic characteristics analysis
of virus attack effect on digital substations

Alexander S. Leontyev,
Dmitry V. Zhmatov @

MIREA - Russian Technological University, Moscow, 119454 Russia
@ Corresponding author, e-mail: zhmatov@mirea.ru

Abstract

Objectives. This study aims to create analytical methods for evaluating the probabilistic safety characteristics
of information and software elements in digital substations in order to ensure security in different virus scenarios.
Methods. The methods of reliability theory, random process theory, and recovery theory were used.

Results. The derived integral ratios were further used to estimate the probability characteristics of information
processing security when performing functional tasks in various scenarios of attacks on digital substations, as well
as multiple technologies used for protection against such threats. Numerical studies of safe information processing
probability of different intensities of attacks and times of their activation were conducted, in order to consider the
frequency of diagnostics of the system by the service personnel and customer requirements for the safe operation
of the system in a certain period. We performed calculations for various protection technologies against similar
attacks on digital substations. A protection technology with system diagnostic deterministic frequency can support
customer requirements in the event of accidental and relatively rare virus attacks. Security technologies consider
different maintenance personnel operation modes to ensure customer fulfillment requirements for safe information
processing probability and the case of deliberate attacks on digital substations in each period.

Conclusions. The technologies considered herein for information protection from attacks on digital substations can
provide the necessary level of information security system operation for all types of threats. These technologies can
be applied when the system diagnostics frequency increases from twice an hour to at least once every 25 minutes. Our
findings underline the importance of timely monitoring of ever-changing attack environments for digital substations.
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HAYYHAA CTATb4A

AHaJIN3 BEPOSITHOCTHBIX XaPAKTEPUCTHK BO31EeHCTBHSA
BHPYCHBIX aTaK HA HM(POBbIE MOACTAHIIMH
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MWP3A — Poccuiicknii TEXHOJIOrn4eckuii yamepcutet, Mockea, 119454 Poccus
@ AsTOp AN nepenvcku, e-mail: zhmatov@mirea.ru

Pesiome

Llenu. Llenb naHHOro nccnenoBaHms 3ak/l04aeTcs B CO34aHUN aHANIMTUYECKMX METOA,0B 7151 OLLEHKN BEPOSITHOCTHbIX
XapakTepucTrk 6€30nacHOCTN MHPOPMALMOHHBIX U MPOrPaMMHBIX 3IEMEHTOB LIMPPOBLIX NOACTAHLMIA. DTN METOAbI
HarnpagneHbl Ha 06ecrneyeHre Knbepbe30nacHOCTM B YCIIOBUSIX PA3/INYHBIX CLLEEHAPMEB BO3AENCTBMS BUPYCOB.
MeToabl. Vicnonb3oBaHbl MeToabl, 6a3MpyIoLLIMECS HA TEOPUN HAAEXHOCTU, TEOPUN CIyHaHbIX MPOLLECCOB U TEO-
P11 BOCCTAHOBNEHNS.

PesynbTaTthbl. BbiBeaeHbl MHTErpasibHble COOTHOLLEHMS, KOTOPbIE MO3BOJISIOT OLLEHUTL BEPOSITHOCTHBIE XapaKTepu-
CTuKM 6e3onacHoCTN 06paboTkn MHbOPMaLMKM NPY BbINMONHEHW DYHKUMOHASBbHBIX 334a4 B Pa3fIMYHbIX CLEHAPUSX
aTak Ha LMpPOBbIE NOACTAHLMN, @ TaKXE MPU NCMONb30BaHMM PA3NIMYHBIX TEXHONOMMIA 3aLLUMTbI OT NOA00OHbIX Yrpo3.
MpoBeaeHbl YACIEeHHbIE UCCNea0BaHNsA BEPOSTHOCTM 6e30nacHoi 06paboTkmn MHGOopMaLMn NPy PasnyHOM NHTEH-
CUBHOCTW aTaK U BPEMEHU MX aKTUBaLMN C yHETOM HaCTOTbl MPOBEAEHUS ANArHOCTUKN CUCTEMbI 0OCTYXXMBAIOLLMM
nepcoHasom 1 TpeboBaHnin 3akasynka K 6e30nacHoMy OYHKLUMOHUPOBAHWIO CUCTEMbI B ONPELENEHHbIN Nepunos,
BPEMEHW. PacyeTbl BbINOMHEHbI AJ15 Pa3/INYHbIX TEXHOIOMMIA 3aLLMTLI OT NOA0OHbLIX aTakK Ha LM(pPOBbLIE MOACTAHLMN.
MokazaHo, 4TO TEXHONIOMUS 3aLLUMTbI C AETEPMUHNPOBAHHOW YACTOTOM ANArHOCTUKM CUCTEMbI MOXET 06eCneymnTb
TpeboBaHWsa 3aka3ymka kK 6€30MacHOCTN TOMbKO MPU Cly4anHbIX M OTHOCUTENIbHO PELKMX BUPYCHbIX aTtakax. Tex-
HOJIOMMM 3aLLUMTbI, YYUTbIBAIOLLME PA3NINYHbIE PEXMMbI PaboTbl 0OCTYXMBAIOLLErO nepcoHana, MoryT obecneyntb
BbIMoJsIHEHMEe TpeboBaHMIN 3akasynka rno BeposTHOCTN Be3onacHo 06paboTkn MHdopMaumn B 3a4aHHbIN nepuog,
BPEMEHU 1 NPY NpeHaMepPeHHbIX aTakax Ha LM(pPOBbIE NOACTaHLNN.

BbiBOAbI. PacCCMOTPEHHbIE TEXHONOM MM 3aLLUMTbl MHDOPMaLMK OT atak Ha UMbPOoBbIE MOACTAHLMM MOTYT 00eCneYnTb He-
06X0aMMbI YPOBEHb 6E30MAaCHOCTYN PYHKLIMOHMPOBAHUS MH(MOPMALIMOHHOW CUCTEMBI L1t BCEX BUOOB Yrpo3 Npu ycro-
BV YBESIMYEHNS YACTOTbl ANArHOCTUKM CUCTEMBI C 2 pa3 B 14 40 He pexe 1 pasa B 25 MUH. ITO NOAYEPKMBAET BRXKHOCTb
aKTVUBHOM MOHUTOPVHIOBOM MOANTUKN B YCIOBUSIX MOCTOSHHO MEHSIIOLLENCS cpeabl aTtak ans undpoBbIX NOACTaHLMNA.

KnioueBble cnoBa: U@ poBbie NOACTAHLUMN, XapaKTepuCcTUKa NoTOKOB, BUPYChl, BEPOSATHOCTL 6€30MacHOro dyHK-
LIMOHMPOBaHUS, MHOOPMaLNOHHO-BLIMUCIUTENIbHBIE CUCTEMBI

e Moctynuna: 12.04.2024 » Jopa6oTaHa: 12.09.2024 ¢ MpuHaTa kK ony6nukoBaHuio: 21.11.2024

Ona uutupoBaHusa: JleoHTeeB A.C., XXmatoB [1.B. AHanu3 BEPOATHOCTHbLIX XapaKTEPUCTUK BO3OENCTBUS BUPYCHBLIX
aTak Ha umdposble noacTaHumn. Russian Technological Journal. 2025;13(1):28—-37. https://doi.org/10.32362/2500-
316X-2025-13-1-28-37, https://elibrary.ru/BUGTUV

Mpo3payHocTb GpUHAHCOBOMN AEeATENIbHOCTU: ABTOPbLI HE UMEIDT PUHAHCOBOM 3aNHTEPECOBAHHOCTM B NPEACTaBNEH-
HbIX MaTepuanax uin meToaax.

ABTOPbI 3a5BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.
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INTRODUCTION

Modern information computer systems (ICS) are part
of the control loop of socioeconomic and sociopolitical
processes. They enable the main stages of analysis of
the current situation to be automated, the emergence
and development of crisis situations to be identified, and
recommendations for their elimination and prevention to
be formed. ICSs also provide analytically processed and
summarized information for supporting the decision-
making process [1]. Therefore, such systems are subject
to increased requirements for timeliness and reliability
of the information processed.

The software and hardware tools of an ICS should
provide support for document preparation processes,
taking into account possible interferences, including the
impact of viruses, failures, malfunctions, and information
distortion [2]. The integrated use of analytical methods
to study virus threats and modeling on their basis the
processes of virus impact on the information system with
the help of the KOK tool-modeling software complex was
considered for the first time in the work of A.1. Kostogryzov
and G.A. Reznikov [3]. In order to facilitate the joint
use of the original multilevel network analytical models
of TDF research taking into account distortions in the
input information [2] and analytical models that take
into account information distortion by viruses, it seems
reasonable to extend the class of models considered in [3]
using recovery theory methods, as demonstrated in [4].

The studies [2, 5, 6] consider issues of evaluating
the probabilistic-temporal characteristics of information
processing taking into account failures, malfunctions, and
distortions of input information under the limitations on
the service time set by the customer. These studies also
evaluate the reliability characteristics of ICS hardware,
software and networks, which are the source of information
for situation centers. At present, insufficient attention is
paid to assessing the impact of viruses on the probabilistic-
temporal characteristics of information processing, taking
into account customer requirements for the security of
system operation and the range of information protection
technologies used by service personnel. Therefore, the
analytical evaluation of probabilistic characteristics of
information and software resources security under various
scenarios of virus impact and information protection
technologies appears a relevant research task.

The works [7-11] address computer viruses and
their impact on data security, the main ways of virus
penetration into the system, as well as a comparative
analysis of antivirus programs. The articles [12—15]
propose analytical models for an accurate determination
of the intensity of virus attacks. The results obtained can
be used as initial data for the development of a higher-
level information security model, considered in the
present article.

Data security is acquiring particular significance in
the modern digital world, where information technology
plays a key role in managing various systems, including
energy networks. One of the main challenges in this
context is the protection of digital substations from
malicious impacts such as viruses.

For effective protection against viruses in digital
substations, evaluation models that can predict the
probabilistic characteristics of the possible impact of
viruses on computer systems are needed. Such models
can be useful in developing protection strategies and
making decisions about the security of the information
infrastructure.

One of the key elements of evaluation models is
to consider the probability of viruses affecting digital
substations. This requires an analysis of various attack
scenarios and evaluation of the probability of their
occurrence. In addition, it is important to consider the
probability of detection and removal of viruses, as well
as their potential impact on system operation.

Another important aspect to consider is the temporal
aspect of attacks. Viruses may be active at specific time
intervals or may be continuous. In order to properly
assess risks and develop appropriate countermeasures,
evaluation must take into account such temporal
parameters. The various defense technologies which can
be applied to prevent and detect virus attacks on digital
substations must also be considered. Evaluation models
should employ the effectiveness of these technologies
and their ability to secure the system.

1. MAJOR CYBERATTACKS
ON DIGITAL POWER SUBSTATIONS

Digital substations are a critical part of modern
infrastructure, providing reliable transmission and
distribution of electricity. However, as technology
advances, digital substations are becoming more
vulnerable to cyberattacks.

Table 1 presents the names of the main virus attacks
on digital power substations.

The type of virus attack can impact various aspects
of a digital power substation, including:

o System functionality. Virus attacks can disrupt the
normal functioning of control, monitoring, and
protection systems, thus leading to system failure or
malfunction.

e Data security. Some types of viruses can be directed
to steal or destroy data stored in a digital substation,
thus leading to leaks of sensitive information or loss
of important data.

o System integrity. Virus attacks can damage hardware
or software components of a substation, thus
resulting in loss of or damage to equipment and
interruption of operations.
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o System availability. Some virus attacks may cause
denial of service or overload network resources,
thus resulting in temporary system unavailability to
process requests to operators.

e Personnel safety. Virus attacks can create dangerous
situations for personnel working at the substation,
for example by changing system parameters without
their knowledge or possibly causing physical
damage to equipment.

e Financial losses. A successful virus attack can

cause significant financial losses associated with
system restoration, lost revenue due to equipment
downtime, and consumer reimbursements.

Threats from internal users, such as employees

security of digital substations. Unauthorized access to
systems, loss of confidential information or malicious
actions within the company can have disastrous
consequences.

Measures for preventing potential consequences of

virus attacks include:

regular updates of software and protection systems;
introduction of multi-level authentication for access
to substation control systems;

training personnel on the basics of cybersecurity and
identification of phishing attacks;

monitoring network activity in order to detect
suspicious behavior;

implementation of clear security policies and access

of energy companies, also pose a serious risk to the

Table 1. Virus attacks on digital power substation

control to critical systems.

Name of attack

Description

Potential consequences

SQL-injection

Introduction of malicious SQL code into
an application or database through incorrect
processing of the user input

Gaining unauthorized access to data, changing
or deleting information in the database

Malicious software

Installing malicious software on substation
computers or devices for the purpose of stealing
the data, interrupting operations, or controlling
the system

Substation disruption, loss of data
confidentiality, interruption of power supply

Phishing

Sending fake emails to deceive substation
personnel, to gain access to systems or
confidential information

Unauthorized access to systems, leakage
of confidential data

DDos-attack!

Overloading the network or substation servers
by sending a large number of requests, in order
to disrupt operations

Failure of service, temporary or prolonged
interruption of substation operation

GOOSE-messages? spoofing

Gaining unauthorized access to substation
systems through the use of stolen credentials

Potential change of system operation
parameters, disruption of system operation,
threat to power supply security

Ransomware

Infection of the system with malicious program
code, blocking access to data, demanding
a ransom in order to restore access

Data loss, substation interruption, financial
losses

Man-in-the-Middle

Intercept and alter communications between
substation devices such that an attacker can
manipulate data

Possibility of data manipulation and distortion,
interruption of information exchange

Zero-Day Exploit

Exploitation of a vulnerability in software that
has not yet been discovered and fixed by the
developers

Unauthorized access, malware introduction,
potential threat to system security

Spoofing (falsification)

Forging addresses or identities to create a false
perception of authenticity or authorization

Breach of authentication, possible misleading
of the control system

Attack on the hardware

Attempting to affect substation hardware, such
as power transformers or circuit breakers

Potential damage to equipment, interruption
of power supply

! Distributed denial of service.
2 Generic object-oriented substation event is a protocol designed for communication between relay protection devices by transmitting

data digitally over Ethernet.

Russian Technological Journal. 2025;13(1):28-37

31



Probabilistic characteristics analysis
of virus attack effect on digital substations

Alexander S. Leontyev,
Dmitry V. Zhmatov

Cyberattacks on digital power substations
pose a serious threat to the energy infrastructure.
Understanding the main types of attacks and taking
appropriate measures for their prevention is an important
task in ensuring the safety and reliability of substations
in the face of ever-increasing cyber threats.

2. FORMULATION AND SOLUTION
OF THE PROBLEM OF EVALUATING
PROBABILISTIC SAFETY CHARACTERISTICS
FOR DIGITAL SUBSTATIONS

Preventive diagnostic tools are assumed to be
able to detect all infiltrated viruses and traces of their
impact. Recovery tools are assumed to be able to fully
restore the violated integrity of information and program
resources of the ith type. As a result of diagnostics,
viruses are eliminated. The integrity of information
and program resources is then restored if distortions
are detected, and interrupted requests can be processed
again after restoration of system integrity. Evaluation
using analytical approaches is based on the application
of random process recovery theory methods [4].

In order to perform the necessary analytical
transformations, it is required to set the following
parameters:

lmp(t) distribution function (DF) of time between
virus impacts on the system;

V.0, DF of the virus activation time after it has
entered the system;

F diag(t), DF of time between diagnostics;

G(1), the DF of information processing time of
the ith type, including waiting time in the queue and
processing time itself.

The distribution functions used are approximated
in analytical models by two-parameter Erlangian
or hyperexponential DFs within the framework of
second-order theory on mathematical expectations and
variance [4].

DF moments G(¢) (mathematical expectation and
variance) are estimated using multilevel models which
describe information processing processes in the digital
substation system. These models are formalized with
the multilevel analytical nested models (mass service
networks), using technological processing operations,
emerging hardware and software failures [2].
This approach is original in terms of the temporal
characteristics of request processing in nested hardware-
level network models. Such an approach is relatively
independent of the type of DFs which characterize the
flows of requests at this level and the type of flows in
the network model of the software level. This allows
the flows at the hardware level to be approximated
by Poisson flows. The approach enables not only the
hardware-level network model to be decomposed, but

also the multilevel model into network models of different
levels. These can then be investigated by analytical
methods. In particular, the hardware-level model is
analyzed using the analytical methods of intermediate
mass service theory. The software-level network model,
which uses the approximation of real distributions by
Erlang for the first two points, and hyperexponential
distributions using the Erlang stage method, is reduced
to an equivalent Markovian model. This is then assessed
using well-known analytical methods.

We consider a regeneration process in which the
regeneration points correspond to the start time of the
next antivirus diagnosis of digital substations.

0
Let {t,} |
which correspond to the time of the next antivirus
diagnostics of the system.
If the intervals between diagnostics 1 are the same,
then the following formula is valid:

be the recovery process, moments ¢, of

lpy17t

£,(6) = j inp (=1, =00V, (8)dG,(8), (1)

wherein £(7) is the probability that during the processing
of the ith type of request the processed information will
be infected with viruses on the time interval £, <t <t |,
n>1.

In accordance with the basic properties of recovery
processes and the limit theorem of recovery theory,
the probability of information distortion by viruses
P is defined by relation (2), and the probability that
information is not distorted is estimated by formula (3):

Pvir(i) =
T—t (2)
F(l) j [1 Fdlag(t)]j o (£ — 0V (0)dG (6)  dt
diag 0
[-;mp(l) 1- PV1r(1) (3)

Over a given period of time T oiv from the moment of

the last prophylaxis under the condition Tglv < Fd(llgg,
the probability of the hazardous impact absence is

defined by the ratio:

glv

0)V, (0)d6.  (4)

1mp(z)( g1V j 1mp glv

We use formula (4) to estimate the probability
of the absence of dangerous effects without any
diagnostics. It assumes that by the onset of the
period T . , the integrity of information resources is
ensured.

giv?
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3. TECHNOLOGIES FOR PROTECTING
INFORMATION SYSTEMS
FROM HAZARDOUS IMPACTS

When implementing information technologies in
digital substations, the frequency of routine diagnostics
by maintenance personnel depends significantly on
the frequency of exposure to threat sources, such as
viruses. When making calculations, we will consider
different scenarios of threats (viruses) impact on digital
substations and different scenarios of routine diagnostics
by maintenance personnel. Due to insufficient statistics
concerning the impact of viruses on digital substations,
we will assume that different digital substations use the
same virus protection technologies.

Routine diagnostics and system integrity control of
information and software resources are performed at certain
intervals during implementation of protection technologies.
The system integrity is restored using the methods provided
for the purpose of detection of inactivated sources of danger
(viruses) or traces of their impact.

We examine the probability of secure information
processing at different levels of intensity of viruses
and their activation time, different frequency of system
diagnostics by maintenance personnel, and given customer
requirements for the probability of secure system operation.

The following designations for the initial data are
used in the calculations:

j is an index of scenario variant and protection
method;

S;=—0 is the frequency of impact on the system

imp
for virus introduction;
1

Bj M

act
infiltrating virus in jth scenario;

T j = d(ila)g. ; 1s the average time interval between

the end of the previous diagnosis and the beginning of
the next one in jth scenario;
T diag. j is the duration of diagnostics, including
restoration of system integrity (set in advance).
The customer should impose requirements on the
following parameters:
Py is the minimum permissible probability of safe
operation of the system (predefined by the customer).
The following indicators are evaluated:
Pio. i is a probability of absence of hazardous
impact during a specified period T oiv.j in jth scenario.
From the user point of view, the system is assumed
to be safe for a given time 7, = 1 day, if no hazardous
impact occurs during this time or if all sources of danger
are detected immediately when they enter the system.
Moreover, these models assume that after diagnostics,
as well as after integrity restoration, the system remains

in a completely safe state.

is the average activation time of the

The average time required for a diagnostic procedure,
including repair work, is estimated to be 60 s. The initial
data for calculations is presented in Table 2.

Given insufficient statistics on the impact of viruses
on digital substations, virus exposure scenarios, including
virus intensity and activation time, were chosen according
to the data presented in [3]. Estimation calculations were
performed using exponential distribution functions. In
this asymptotic case, the analytical relations obtained
using recovery theory methods and the analytical
formulas presented in [3] give the same results. Therefore,
as in [3], the tool-modeling complex for assessing the
quality of functioning of KOK information systems was
used for the preliminary assessment calculations of the
impact of viruses on electric substations. In the future,
as in [4], real distributions will be approximated by two-
parameter Erlangian or hyperexponential distributions
for the first two moments.

Figure 1 presents the calculation results of the safe
operation probability of digital substations in a variety
of threat impact scenarios, and the routine diagnostics
scenarios of the information integrity and program

resources by maintenance personnel (j=1,10) in
accordance with the given initial data (Table 2).

Pimp

Fig. 1. Probability of safe operation of the information

system in different threat scenarios (j=1,10) for a digital
substation

Based on the above preliminary assessment
calculation and the data presented in Table 2, the
following conclusions can be drawn.

1. Protection of digital substations from deliberate
threats with the frequency of impact once a day is
provided by diagnostics of information and program
resources at least once every 6 h (Fig. 4,7=7,8,9).

2. Atthe same time, for threats occurring on average once
every 1 h, the probability ofno dangerous virus exposure
during a day would be 0.88 at a diagnostic frequency of
once every 30 min, less than the specified 0.9.

We examine the question concerning when
diagnostic modes of information and software resources
of digital substations can provide the required security
of digital substations for the most dangerous scenario of
virus attacks. These are when new viruses penetrate the
system on average once every 1 h with their activation
time of 1 h.
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Table 2. Security evaluations of information system operation at a digital substation

Threat characteristics Characteristics of the substation service device Customer’s requirements
J o b Tiny) Tiiag, T P,
1 1 week ™! 6h 1 week 1 min 1 day 0.95
2 1 week™! 6h 3 days 1 min 1 day 0.95
3 1 week'! 6h 1 day 1 min 1 day 0.95
4 1 week™! 6h 6h 1 min 1 day 0.95
5 1 week™! 6h 3h 1 min 1 day 0.95
6 1 day™! 3h 1 day 1 min 1 day 0.90
7 1 day! 3h 6h 1 min 1 day 0.90
8 1 day! 3h 3h 1 min 1 day 0.90
9 1 day™! 3h lh 1 min 1 day 0.90
10 1h! 1h 30 min 1 min 1 day 0.90

Figures 2—5 show the dependencies of the probability
of the absence of dangerous impacts on information
resources of digital substations for the most dangerous
scenario of deliberate virus impacts Pimp1 o U= 10). These
are in the event of changes in the intensity of threat impacts,
average virus activation time, interval between diagnostics
and probabilistic-time requirements of the customer.

I 1
I ! 1 I
o 1 1 1 [
R AR—-—- mmmmm e |
E | 1 | |
Q ] ! 1 I
1 I 1 1
U E— [— S :
1 ! 1 |
I ! ] |
1 1 1 |
0 I ; 1 I

0.5 1.0 1.5 2.0
0,0, 1/h

Fig. 2. Dependence of the value of P, 4,
on the frequency of exposure to threats

1.0
0.9 4

i 0.6 - V r I :
E - - ; x
Q 1 : ] I
034 oo Fomm———- WP ﬁ
1 ' I |
0L ; . ;
0.5 1.0 1.5 2.0

Bio:h

Fig. 3. Dependence of the value of Pimp.10
on the average time of threat activation

G 08 fh-menee- Fooeenes Rt |
o : : : :
034r-mmaan e e -
oL : ; '[
12.5 25.0 37.5 50.0
Tint.10- MiN

Fig. 4. Dependence of the value of P,
on the average interval between diagnostics

Fig. 5. Dependence of the value of P.

on the time set by the customer Tgi\,_10

imp.10

The calculation results presented in Figs. 2—5 show
that the system security decreases noticeably with
increasing virus intensity. In all the scenarios considered,
an increase in the virus activation time leads to an
increase in and the system security. When the time of
absence of virus influences Ty, set by the customer
decreases, the system security increases in all threat
scenarios and protection methods.
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The results obtained indicate that when system
diagnostics is implemented every 25 min rather than
once every 1 h (shown in Fig. 4), the protection of digital
substations from the most dangerous scenarios of virus
impact can provide the required security of information
resources of digital substations while meeting the
specified customer requirements for the probability of
safe operation.

These scenarios of virus threats and ways to combat
them are general in nature and can be applied to study
the security of various digital substations.

CONCLUSIONS

This study provides a review of the main types of
cyberattacks on digital power substations, along with
their potential consequences and prevention measures.

We established integral relations that allowed us
to evaluate the probabilistic characteristics of safe
information processing of digital substations under
different scenarios of virus exposure, as well as when
using different technologies of information protection
from dangerous influences. These ratios provide
an opportunity to analyze the probability of safe
information processing of digital substations in different
levels of virus impact intensity, virus activation time,
frequency of diagnostics by maintenance personnel and
specified customer requirements for the probability of
safe operation of the message management system in
digital substations.

We conduct calculations for different technologies
of the information protection of digital substations from
dangerous influences. Particular attention was paid to
the most dangerous scenarios of virus impact and to

the protection technology which ensures the customer-
defined safety of digital substations functioning under
all considered threats. An important conclusion is
that by implementing this technology and reducing
the interval of diagnostics of information resources
of digital substations to 25 min, the level of safety of
digital substations system operation can be significantly
increased.

The results obtained provide practically applicable
recommendations to ensure the security of information
resources in digital substations using modern
technologies of protection against virus attacks. The
findings are relevant in the context of the growing
complexity of threats and high dynamics of digital
technology development, emphasizing the need for
effective measures to ensure the security of digital
substation information systems.
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