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Abstract
Objectives. Cyberattacks are major potential sources of disturbances in modern electrical networks (Smart Grid). 

However, distinguishing between the various kinds of harmonic distortions and malicious interventions can 

be challenging. The objective of this work is to develop an effective tool for detecting and quantifying the differences 

between harmonic and anomalous signals. This will permit the identification of cyberattacks associated with harmonic 

signal distortions to provide a more accurate classification of patterns characteristic of malicious impacts.

Methods. A comparative analysis of various anomaly detection methods was conducted, including fractal analysis, 

multifractal analysis, Shannon entropy calculation, and power spectral density (PSD) analysis.

Results. Harmonic distortions and anomalous signals caused by cyberattacks may share similar fractal and 

multifractal characteristics, making it harder to distinguish between them. The use of the Shannon entropy method 

does not fully capture the complexity and uncertainty of harmonic and anomalous signals. To gain a deeper 

understanding of the nature of these signals, a comprehensive approach was applied, including analysis of their 

frequency characteristics and the use of other uncertainty assessment methods, such as multifractal analysis 

and PSD. Use of the PSD method revealed significant differences in energy distribution between these signals, 

permitting a more accurate identification of cyberattacks.

Conclusions. For the effective detection of cyberattacks associated with harmonic signal distortions in power 

systems, a comprehensive approach is required, including time series analysis, frequency analysis, and machine 

learning methods. This approach not only detects anomalies in signals but also provides their quantitative assessment 

to improve the accuracy of classifying malicious impacts. The integration of these methods enhances the reliability 

and security of power systems, making them less vulnerable to cyberattacks.

Keywords: Smart Grid, harmonic distortion, cyberattacks, multifractal analysis, spectral power density (PSD), 

anomaly detection
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НАУЧНАЯ СТАТЬЯ

Повышение безопасности смарт-сетей: 
спектральный и фрактальный анализ 

как инструменты выявления кибератак

С.В. Кочергин @,  
С.В. Артемова,  
А.А. Бакаев,  
Е.С. Митяков,  
Ж.Г. Вегера,  
Е.А. Максимова

МИРЭА – Российский технологический университет, Москва, 119454 Россия
@ Автор для переписки, e-mail: kochergin_s@mirea.ru

Резюме 
Цели. В статье рассматриваются гармонические искажения и кибератаки как основные источники наруше-

ний в смарт-сетях (Smart Grid). Цель работы – разработка эффективного инструмента для выявления и чис-

ленной оценки различий между гармоническими и аномальными сигналами, что позволит обнаруживать ки-

бератаки, связанные с искажением гармонических сигналов, и для более точной классификации паттернов, 

характерных для вредоносных воздействий.

Методы. Проведен сравнительный анализ различных методов обнаружения аномалий, таких как фрак-

тальный анализ, мультифрактальный анализ, расчет энтропии Шеннона и плотности спектральной мощно-

сти (power spectral density, PSD).

Результаты. Полученные результаты показывают, что гармонические искажения и аномальные сигналы, 

вызванные кибератаками, обладают схожими фрактальными и мультифрактальными характеристиками, что 

затрудняет их различение. Использование метода энтропии Шеннона не позволило в полной мере оценить 

сложность и неопределенность гармонических и аномальных сигналов. Для более глубокого понимания при-

роды этих сигналов был применен комплексный подход, включающий анализ их частотных характеристик 

и применение других методов оценки неопределенности, таких как мультифрактальный анализ и метод PSD. 

В результате метод PSD выявил значительные различия в распределении энергии между этими сигналами, 

что позволяет более точно идентифицировать кибератаки.

Выводы. Для эффективного обнаружения кибератак, связанных с искажением гармонических сигналов 

в энергетических системах, необходим комплексный подход, включающий методы анализа временных ря-

дов, частотный анализ и методы машинного обучения. Такой подход позволяет не только выявлять аномалии 

в сигналах, но и проводить их численную оценку, что повышает точность классификации вредоносных воз-

действий. Интеграция этих методов обеспечивает повышение надежности и безопасности энергетических 

систем, делая их менее уязвимыми к кибератакам.

Ключевые слова: Smart Grid, гармонические искажения, кибератаки, мультифрактальный анализ, спек-

тральная плотность мощности, обнаружение аномалий
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INTRODUCTION

Today’s cyber threats pose a serious risk to smart 
energy grids, known as smart grids. These threats include 
malware attacks, phishing, DDoS1 attacks and targeted 
cyber operations aimed at disrupting critical elements of 
the energy infrastructure. As a result of its combination 
of traditional power systems with digital information and 
communication technologies, Smart Grid technology 
becomes more susceptible to various threats. With the 
growing number of cyberattacks, ensuring Smart Grid 
security becomes a priority for maintaining the stability 
and security of the power system [1–6].

A characteristic feature of modern power supply is the 
presence of a large number of consumers with nonlinear 
power supplies, which cause distortion of the sinusoidal 
characteristic of voltage and current. This leads to negative 
consequences, worsening the quality of electrical energy, 
causing additional losses, and in some cases resulting 
in various resonance phenomena [7–9]. Moreover, 
cyberattacks on the electric grid can masquerade as natural 
distortions and thus remain undetected. This complicates 
the process of detecting such anomalies, making it much 
more difficult to identify and distinguish cyberattacks 
from normal operating modes and posing a serious threat 
to the overall stability and security of the electric grid.

1  Distributed denial of service is a distributed attack that creates a load on the server and leads to a system failure.

STUDY AND CLASSIFICATION OF HARMONIC 

DISTORTION AND ANOMALOUS SIGNALS 

IN THE CONTEXT OF CYBERSECURITY

In order to implement the research, an artificial 
dataset was created, including 100 electrical signals 
with harmonic distortions (depicted by a solid line 
in Fig. 1) caused by the operation of nonlinear power 
supplies predominantly characterized by harmonic 
multiples of three (inverters, power supplies, etc.). 
100 signals with random anomalous distortions were 
additionally created, whose main characteristics are 
random bursts (in Fig. 1 depicted by a dashed line) 
distinguishable from repetitive signals of natural origin.

Anomalous distortions differ from harmonic 
distortions not only in terms of their shape, but also 
the nature of changes; however, their unpredictable 
and chaotic nature also complicates their detection and 
classification. As can be seen from the diagram (Fig. 1), 
while both signals have similar elements, the anomalous 
distortion is more pronounced and can differ significantly 
in amplitude and phase from harmonic distortion.

Due to the fact that harmonic distortions in electrical 
networks often demonstrate complex dynamics and 
self-similarity, we will evaluate these signals using 
fractal methods.

• Поступила: 12.09.2024 • Доработана: 15.11.2024 • Принята к опубликованию: 03.12.2024

Для цитирования: Кочергин С.В., Артемова С.В., Бакаев А.А., Митяков Е.С., Вегера Ж.Г., Максимова Е.А. Повы-

шение безопасности смарт-сетей: спектральный и фрактальный анализ как инструменты выявления кибератак. 
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Let us calculate the fractal dimension and the Hurst 
coefficient, which together allow us to quantify the 
degree of complexity, self-similarity and correlation 
structure of the signal. One of the most common 
methods for determining the fractal dimension is the 
box-counting method [10]. For a one-dimensional time 
series, the fractal dimension D is determined by the 
following formula:

 ( )0

ln ( )lim ,
ln 1

N
D

ε→

ε
=

ε
 (1)

where N(ε) is the number of boxes (segments of length ε) 
required to cover the entire signal curve.

The Hurst coefficient H is an important fractal 
parameter that characterizes the degree of long-term 
dependence and correlation in the signal. It is calculated 
by the formula:

 
ln( / ) ,
ln

R S
H

n
=  (2)

where R is the range of the accumulated deviation of 
the signal from the average value; S is the standard 
deviation; n is the sample size.

The results of calculating (Table) fractal 
characteristics for harmonic and anomalous signals 
shows that both types of signals have similar values 
of both fractal dimensionality and Hurst coefficient. 
The average value of the Hurst coefficient for the 
anomalous signals was found to be slightly higher, 
which may indicate a more pronounced autocorrelation 
or “memorization” in these signals compared to the 
harmonic signals. However, this difference is minimal 
and may be insufficient for a clear distinction between 
the two types of signals.

The analysis of fractal dimensionality showed that 
both types of signals have similar values, indicating that 
they have a similar structure on small scales. This can 
complicate the task of distinguishing between harmonic 
and anomalous distortions on the basis of fractal 
parameters alone.

Table. Comparison of fractal characteristics 

for harmonic and anomalous signals

Parameter Type of the signal Average value

Hurst coefficient
Harmonic signals 0.643

Anomalous signals 0.652

Fractal dimension
Harmonic signals 0.988

Anomalous signals 0.988

The results of the study show that, despite the 
differences in the nature of the signals, their fractal 
characteristics turned out to be very similar, making 
it difficult to distinguish them accurately. For a more 
accurate classification of anomalous and harmonic 
distortions, it is necessary to conduct a multifractal 
analysis [11, 12]. The choice of multifractal spectrum 
is explained by its ability to more deeply characterize 
complex and heterogeneous signal structures, which 
are not sufficiently described by traditional monofractal 
methods.

The performed calculation of the multifractal 
spectrum resulted in the dependence (Fig. 2), which 
displays the Hurst exponent H(q) as a function of the 
scaling parameter q.

In order to achieve this goal, the signal was 
decomposed into sub-bands using different values of 
the scaling parameter q, which is related to the signal 
moments. In the decomposition process, a generalized 
cumulative function Z(q, s) was calculated according to 
the definition:

 
1

( , ) | ( , ) | ,
sN

q

i

Z q s X i s

=
= ∑  (3)

where X(i, s) represents the amplitude of the signal on 
the scale s, while Ns is the number of elements on this 
scale.

A scale transformation was performed for each 
value of q to calculate the dependence of the cumulative 
function Z(q, s) on the scale s. It was found that for 
signals with multifractal properties this dependence 
follows a power law:

 ( )( , ) ,qZ q s sτ  (4)

where τ(q) is a spectral function describing multifractal 
characteristics of the signal.

As a result, the values of the Hurst index H(q) were 
calculated for each value of q using the ratio:

 
( )( ) .q

H q
q

τ
=  (5)

The results of multifractal analysis (Fig. 2) show 
that the complexity spectra of harmonic and anomalous 
signals are very similar, including at different scales. 
Thus, although the nature of these signals is different, 
the similarity of their multifractal properties limits the 
ability to use multifractal analysis to distinguish between 
harmonic and anomalous signals.

In order to more accurately classify and identify the 
differences between these types of signals, it becomes 
necessary to use additional analysis methods. One such 
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method is Shannon entropy [13, 14], which was chosen 
for further study due to its ability to quantify the level of 
uncertainty and complexity in a system. The possibility 
of using Shannon entropy to analyze the changes in the 
probability distribution of different events associated 
with a signal makes it particularly useful in the study 
of signals with anomalies. In the context of electrical 
networks, this method can reveal hidden anomalies 
or instabilities that go undetected when using only 
multifractal analysis.

In order to compare harmonic and anomalous 
signals, the Shannon entropy estimation method is used 
to measure the level of uncertainty in the signal. Shannon 
entropy H, which shows how uniformly distributed the 
signal values are, can be calculated by the formula:

 
1

( ) lg ( ),
n

i i
i

H p x p x

=
= −∑  (6)

where p(xi) is the probability that the signal takes the value 
xi, while n is the number of possible values of the signal.

The diagram (Fig. 3) shows the distribution of Shannon 
entropy values for two types of signals: harmonic (green 
color, lines) and anomalous (red color). The frequency 
f on the ordinate axis shows how often different values of 
entropy 𝐻 occur in the data sample. Harmonic signals are 
characterized by entropy values concentrated in a narrow 
range around ~5.2 to form a high and narrow peak on 
the histogram. This indicates a high degree of orderliness 
and predictability of harmonic signals as reflected in their 
stable and relatively low entropy values.

In contrast, anomalous signals have a wider entropy 
distribution, which ranges from 5 to ~5.4 and is combined 
with a lower and fuzzier peak. This indicates greater 
randomness and disorder in their structure, resulting 
in increased entropic variation. The partial overlap of 
the distributions of harmonic and anomalous signals 
confirms that some anomalous signals have entropy 
similar to that of harmonic signals.

While Shannon entropy provides important 
information about the degree of uncertainty in a signal, 
a full understanding of the nature of harmonic and 
anomalous signals also requires an analysis of their 
frequency characteristics.

The described method for calculating the power 
spectral density (PSD) [15, 16] was used in this work 
to identify key frequency characteristics of signals. This 
method is suitable for detecting hidden periodicities and 
anomalies that may remain undetected when analyzing 
only the temporal characteristics of the signal.

The PSD method gives a more complete picture 
of the spectral structure of signals by analyzing the 
energy distribution over frequencies. This is important 
for differentiation of harmonic and anomalous signals, 
especially when dealing with complex time series. The 
application of PSD enables not only qualitative but also 
quantitative assessment of differences between signals, 
thus providing more accurate classification and detection 
of hidden anomalies.

PSD was calculated using the Welch method [17], 
an improved power spectrum estimation approach that 
reduces noise by splitting the signal into overlapping 
segments and averaging their spectra.

The power spectral density P(ω) of the signals was 
calculated using the following formula:

 2

1

1( ) | ( ) | ,
N

k
k

P X
N =

ω = ω∑  (7)

where ω is the frequency; Xk(ω) is the discrete Fourier 
transform of the kth segment of the signal; N is the 
number of segments.

The Welch method is used to determine the power 
spectrum more accurately. The signal is divided 
into several parts, which may overlap. Then Fourier 
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transform is applied to each part. The average of the 
power spectra of all segments is then calculated. This 
reduces the influence of random noise and increases the 
stability of the estimation:

 Welch
1

1( ) ( ),
M

m
m

P P
M =

ω = ω∑  (8)

where M is the number of segments; Pm(ω) is the power 
spectral density for the mth segment.

Figure 4 compares the power spectral density 
distribution of harmonic and anomalous signals. At low 
frequencies, harmonic signals show a more concentrated 
energy distribution. Anomalous signals are characterized 
by a wider spectrum.

In order to further analyze the spectral characteristics 
and accurately evaluate the difference between harmonic 
and anomalous signals, it is necessary to calculate the 
integral energy of the signals. The integral energy of 
a signal, which is defined as the area under the PSD 
curve, serves as a quantitative measure of the total energy 
distributed across frequencies. It can provide additional 
insight into the differences between signal types.

The integral energy of the signal E is calculated 
by integrating the PSD values P(ω) over the entire 
frequency range ω:

 
max

0
( ) ,E P d

ω

= ω ω∫  (9)

where ωmax is the maximum frequency up to which the 
integration is performed.

This transition to integral energy estimation not only 
reveals how energy is distributed across frequencies, but 
also quantifies the overall energy content of signals, 
which is essential to better understand their nature and 
permit their more accurate classification.

The results of power spectral density calculations 
revealed a significant difference in the energy distribution 
between anomalous and harmonic signals in the frequency 
range of 200–300 Hz. In particular, the energy in this 
range for the anomalous data was 224.53 units, which 
is significantly higher than the energy of the harmonic 
data (27.51 units). This difference indicates that there is 
a significant increase in energy in the anomalous data in 
the 200–300 Hz range, which may indicate the presence 
of additional frequency components or increased activity 
characteristic of anomalous signals.

The increase in energy can be caused by additional 
noise, non-harmonic components, or other factors that 
are not present in harmonic signals. This emphasizes 
the importance of frequency analysis, especially the 
PSD method, for detecting anomalies that may not be 
noticeable when analyzing signals in the time domain.

CONCLUSIONS

The results of this study demonstrate that the 
PSD method is an effective tool for identifying and 
numerically evaluating the differences between harmonic 
and anomalous signals. The described approach can 
be used to detect cyberattacks involving distortion of 
harmonic signals and more accurately classify patterns 
characteristic of malicious attacks. The application of 
this method can contribute to improved security and 
resilience of power systems, ensuring timely detection 
and neutralization of threats.
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