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Abstract

Objectives. Cyberattacks are major potential sources of disturbances in modern electrical networks (Smart Grid).
However, distinguishing between the various kinds of harmonic distortions and malicious interventions can
be challenging. The objective of this work is to develop an effective tool for detecting and quantifying the differences
between harmonic and anomalous signals. This will permit the identification of cyberattacks associated with harmonic
signal distortions to provide a more accurate classification of patterns characteristic of malicious impacts.
Methods. A comparative analysis of various anomaly detection methods was conducted, including fractal analysis,
multifractal analysis, Shannon entropy calculation, and power spectral density (PSD) analysis.

Results. Harmonic distortions and anomalous signals caused by cyberattacks may share similar fractal and
multifractal characteristics, making it harder to distinguish between them. The use of the Shannon entropy method
does not fully capture the complexity and uncertainty of harmonic and anomalous signals. To gain a deeper
understanding of the nature of these signals, a comprehensive approach was applied, including analysis of their
frequency characteristics and the use of other uncertainty assessment methods, such as multifractal analysis
and PSD. Use of the PSD method revealed significant differences in energy distribution between these signals,
permitting a more accurate identification of cyberattacks.

Conclusions. For the effective detection of cyberattacks associated with harmonic signal distortions in power
systems, a comprehensive approach is required, including time series analysis, frequency analysis, and machine
learning methods. This approach not only detects anomalies in signals but also provides their quantitative assessment
to improve the accuracy of classifying malicious impacts. The integration of these methods enhances the reliability
and security of power systems, making them less vulnerable to cyberattacks.

Keywords: Smart Grid, harmonic distortion, cyberattacks, multifractal analysis, spectral power density (PSD),
anomaly detection
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Pesiome

Llenu. B cTaTbe paccmaTpmBaloTCs rapMOHUYECKNE NCKaXKEHUSI U KnbepaTakn Kak OCHOBHbIE UCTOYHUKM HapyLLe-
HWU1 B cmapT-ceTsax (Smart Grid). Llenb paboTel — paspaboTka apPekTUBHOro MHCTPYMEHTA ANS BbISBIIEHUS N YNC-
JIEHHOW OLLEHKM Pa3NNynin Mexay rapMOHMYECKUMU 1 @HOMaJbHbIMUW CUIHanamu, 4To No3BosnT 06HapPYXMBaTb K-
OGepaTtaku, CBA3aHHbIE C MCKaXEHNEM rapMOHNYECKNX CUTHAIOB, U N5 6onee TOYHOM knaccudukaumm naTTePHOB,
XapaKTepPHbIX 41 BPEAOHOCHbIX BO3OENCTBUN.

MeTopnbl. NpoBeaeH CpaBHUTESNbHbLIA aHaNN3 PasfNyHbIX METOAO0B OOHaPYXEeHUs aHOManui, Takux kak ¢pak-
TanbHbIN aHannM3, MynbTUdpPakTanbHbIA aHaNn3, pacyeT 3HTponun LLIEHHOHA 1 NAOTHOCTU CMEKTPasIbHOW MOLLHO-
cTtu (power spectral density, PSD).

Pe3ynbTaTtbl. [onyyeHHble pe3yfbTaThl NOKa3blBaOT, YTO rAPMOHUYECKME UCKAXKEHUS 1 aHOMaSIbHbIe CUrHasbI,
Bbl3BaHHbIE kKnbepaTakaMu, 061a0atl0T CXOXUMN dpakTasibHbIMU 1 MYbTUdPaKTaIbHbIMU XapakTepucTukamMm, 4To
3aTpyaHaeT ux pasnmyeHune. Vicnonb3oBaHne Metoaa aHTponun LLIieHHOHa He NO3BOMSIO B NOMHOM Mepe OLEHUTb
CJI0XXHOCTb M HEONPeaeNeHHOCTb rAaPMOHMYECKUX M aHOMaSIbHbIX CUrHaNOoB. [1ns 6onee rnybokoro noHNMaHus npu-
poabl 3TUX CUrHaNOB Obli NPUMEHEH KOMMEKCHBIN MOAXOM, BKJIOHAOLLMIA aHain3 Ux YaCTOTHbIX XapakTepucTuk
1 MPUMEHEHNE OPYIMX METOA0B OLEHKN HEONPEAENEHHOCTU, TakuX Kak MyfibTudpakTanbHbin aHanna n metog PSD.
B pesynbTtate meton PSD BbISiBUA 3HAYNTENbHBIE PA3ANYMSA B PACNPEAENIEHNN SHEPTUM MEXAY 3TUMU CUrHanamm,
4TO NO3BONSET 60sIee TOYHO NAEHTUDULMPOBATL KnbepaTaku.

BeiBoabl. [ns adekTMBHOro obHapyxeHns kmbepatak, CBA3aHHbIX C UCKAXEHNEM FapMOHUYECKMX CUMHAJOB
B QHEPreTMYeCcKUX cucTeMax, He0OX0AMM KOMMJIEKCHBIN NMOAXOA, BKIOYAIOLWMA METOAbI aHaNM3a BPEMEHHbIX psi-
[0B, HaCTOTHbIN aHaNn3 1 MeToAbl MalLIMHHOIO 00y4YeHMs. Takoin NoAXoL NO3BOSET HE TOJILKO BbISIBNIATE aHOMaNumn
B CMIHanax, HO U NPOBOAUTb NX YUCNEHHYIO OLLEHKY, YTO MOBbILIAET TOYHOCTb Knaccudbunkaumm BpeaOHOCHbIX BO3-
nencTeunin. MIHTerpaums aTnx MetTofgoB 06ecneyBaeT NoBbILLEHNE HAOEXHOCTU 1 6E30MaCHOCTN SHEPreTUYECKIMX
cUCTeM, fienas Ux MeHee ya3BMMbIMU K Knbepartakam.

KnioueBble cnoBa: Smart Grid, rapMoHu4eckne uckaxeHus, knbepaTtakm, MyfbTUdpPaKTanbHblii aHanM3, crnek-
TpasibHasi MI0THOCTb MOLLHOCTU, 06HapyXeHre aHoMasnni
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npospatmocn: cbvmaucosoﬁ AeaTesibHOCTU: ABTOpr He NMetoT d)MHaHCOBOP’I 3anHTEpPeCOBaHHOCTW B nNpeacTaBiieH-

HbIX MaTepunanax nam MetTogax.

ABTOPbI 3a5BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

Today’s cyber threats pose a serious risk to smart
energy grids, known as smart grids. These threats include
malware attacks, phishing, DDoS! attacks and targeted
cyber operations aimed at disrupting critical elements of
the energy infrastructure. As a result of its combination
of traditional power systems with digital information and
communication technologies, Smart Grid technology
becomes more susceptible to various threats. With the
growing number of cyberattacks, ensuring Smart Grid
security becomes a priority for maintaining the stability
and security of the power system [1-6].

A characteristic feature of modern power supply is the
presence of a large number of consumers with nonlinear
power supplies, which cause distortion of the sinusoidal
characteristic of voltage and current. This leads to negative
consequences, worsening the quality of electrical energy,
causing additional losses, and in some cases resulting
in various resonance phenomena [7-9]. Moreover,
cyberattacks on the electric grid can masquerade as natural
distortions and thus remain undetected. This complicates
the process of detecting such anomalies, making it much
more difficult to identify and distinguish cyberattacks
from normal operating modes and posing a serious threat
to the overall stability and security of the electric grid.

STUDY AND CLASSIFICATION OF HARMONIC
DISTORTION AND ANOMALOUS SIGNALS
IN THE CONTEXT OF CYBERSECURITY

In order to implement the research, an artificial
dataset was created, including 100 electrical signals
with harmonic distortions (depicted by a solid line
in Fig. 1) caused by the operation of nonlinear power
supplies predominantly characterized by harmonic
multiples of three (inverters, power supplies, etc.).
100 signals with random anomalous distortions were
additionally created, whose main characteristics are
random bursts (in Fig. 1 depicted by a dashed line)
distinguishable from repetitive signals of natural origin.

Anomalous distortions differ from harmonic
distortions not only in terms of their shape, but also
the nature of changes; however, their unpredictable
and chaotic nature also complicates their detection and
classification. As can be seen from the diagram (Fig. 1),
while both signals have similar elements, the anomalous
distortion is more pronounced and can differ significantly
in amplitude and phase from harmonic distortion.

Due to the fact that harmonic distortions in electrical
networks often demonstrate complex dynamics and
self-similarity, we will evaluate these signals using
fractal methods.
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Fig. 1. Comparison of harmonic signal and signal with anomalies

I Distributed denial of service is a distributed attack that creates a load on the server and leads to a system failure.
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Let us calculate the fractal dimension and the Hurst
coefficient, which together allow us to quantify the
degree of complexity, self-similarity and correlation
structure of the signal. One of the most common
methods for determining the fractal dimension is the
box-counting method [10]. For a one-dimensional time
series, the fractal dimension D is determined by the
following formula:

D lim In N(g)
e—0 111(1/8)

> (1)

where N(¢g) is the number of boxes (segments of length €)
required to cover the entire signal curve.

The Hurst coefficient A is an important fractal
parameter that characterizes the degree of long-term
dependence and correlation in the signal. It is calculated
by the formula:

_ In(R/S)
Inn

H ; 2

where R is the range of the accumulated deviation of
the signal from the average value; S is the standard
deviation; 7 is the sample size.

The results of calculating (Table) fractal
characteristics for harmonic and anomalous signals
shows that both types of signals have similar values
of both fractal dimensionality and Hurst coefficient.
The average value of the Hurst coefficient for the
anomalous signals was found to be slightly higher,
which may indicate a more pronounced autocorrelation
or “memorization” in these signals compared to the
harmonic signals. However, this difference is minimal
and may be insufficient for a clear distinction between
the two types of signals.

The analysis of fractal dimensionality showed that
both types of signals have similar values, indicating that
they have a similar structure on small scales. This can
complicate the task of distinguishing between harmonic
and anomalous distortions on the basis of fractal
parameters alone.

Table. Comparison of fractal characteristics
for harmonic and anomalous signals

Parameter Type of the signal Average value
Harmonic signals 0.643
Hurst coefficient
Anomalous signals 0.652
Harmonic signals 0.988
Fractal dimension
Anomalous signals 0.988

The results of the study show that, despite the
differences in the nature of the signals, their fractal
characteristics turned out to be very similar, making
it difficult to distinguish them accurately. For a more
accurate classification of anomalous and harmonic
distortions, it is necessary to conduct a multifractal
analysis [11, 12]. The choice of multifractal spectrum
is explained by its ability to more deeply characterize
complex and heterogeneous signal structures, which
are not sufficiently described by traditional monofractal
methods.

The performed calculation of the multifractal
spectrum resulted in the dependence (Fig. 2), which
displays the Hurst exponent H(g) as a function of the
scaling parameter g.

In order to achieve this goal, the signal was
decomposed into sub-bands using different values of
the scaling parameter g, which is related to the signal
moments. In the decomposition process, a generalized
cumulative function Z(g, s) was calculated according to
the definition:

Ny
Z(g,9)= D | X(s)l, 3)

i=1

where X(i, s) represents the amplitude of the signal on
the scale s, while N is the number of elements on this
scale.

A scale transformation was performed for each
value of ¢ to calculate the dependence of the cumulative
function Z(g, s) on the scale s. It was found that for
signals with multifractal properties this dependence
follows a power law:

Z(q,s) ~ s¥9, 4)

where t(g) is a spectral function describing multifractal
characteristics of the signal.

As a result, the values of the Hurst index H(q) were
calculated for each value of ¢ using the ratio:

H(g)="2. 5)
q

The results of multifractal analysis (Fig. 2) show
that the complexity spectra of harmonic and anomalous
signals are very similar, including at different scales.
Thus, although the nature of these signals is different,
the similarity of their multifractal properties limits the
ability to use multifractal analysis to distinguish between
harmonic and anomalous signals.

In order to more accurately classify and identify the
differences between these types of signals, it becomes
necessary to use additional analysis methods. One such
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method is Shannon entropy [13, 14], which was chosen Entropy value ()
for further study due to its ability to quantify the level of Fig. 3. Shannon entropy (logarithmic scale)
uncertainty and complexity in a system. The possibility
of using Shannon entropy to analyze the changes in the While Shannon entropy provides important

probability distribution of different events associated
with a signal makes it particularly useful in the study
of signals with anomalies. In the context of electrical
networks, this method can reveal hidden anomalies
or instabilities that go undetected when using only
multifractal analysis.

In order to compare harmonic and anomalous
signals, the Shannon entropy estimation method is used
to measure the level of uncertainty in the signal. Shannon
entropy H, which shows how uniformly distributed the
signal values are, can be calculated by the formula:

H = —Zp(xl-)lgp(xi), (6)
i=1

where p(x)) is the probability that the signal takes the value
x,, while 7 is the number of possible values of the signal.

Thediagram (Fig. 3) showsthe distribution of Shannon
entropy values for two types of signals: harmonic (green
color, lines) and anomalous (red color). The frequency
fon the ordinate axis shows how often different values of
entropy H occur in the data sample. Harmonic signals are
characterized by entropy values concentrated in a narrow
range around ~5.2 to form a high and narrow peak on
the histogram. This indicates a high degree of orderliness
and predictability of harmonic signals as reflected in their
stable and relatively low entropy values.

In contrast, anomalous signals have a wider entropy
distribution, which ranges from 5 to ~5.4 and is combined
with a lower and fuzzier peak. This indicates greater
randomness and disorder in their structure, resulting
in increased entropic variation. The partial overlap of
the distributions of harmonic and anomalous signals
confirms that some anomalous signals have entropy
similar to that of harmonic signals.

information about the degree of uncertainty in a signal,
a full understanding of the nature of harmonic and
anomalous signals also requires an analysis of their
frequency characteristics.

The described method for calculating the power
spectral density (PSD) [15, 16] was used in this work
to identify key frequency characteristics of signals. This
method is suitable for detecting hidden periodicities and
anomalies that may remain undetected when analyzing
only the temporal characteristics of the signal.

The PSD method gives a more complete picture
of the spectral structure of signals by analyzing the
energy distribution over frequencies. This is important
for differentiation of harmonic and anomalous signals,
especially when dealing with complex time series. The
application of PSD enables not only qualitative but also
quantitative assessment of differences between signals,
thus providing more accurate classification and detection
of hidden anomalies.

PSD was calculated using the Welch method [17],
an improved power spectrum estimation approach that
reduces noise by splitting the signal into overlapping
segments and averaging their spectra.

The power spectral density P(o) of the signals was
calculated using the following formula:

|
P(OJ):ﬁZIXk((D)IZ, ()

k=1

where o is the frequency; X)(o) is the discrete Fourier
transform of the kth segment of the signal; N is the
number of segments.

The Welch method is used to determine the power
spectrum more accurately. The signal is divided
into several parts, which may overlap. Then Fourier
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transform is applied to each part. The average of the
power spectra of all segments is then calculated. This
reduces the influence of random noise and increases the
stability of the estimation:

| M
Byeren (@) = [ D> P (), (8)
m=1

where M is the number of segments; P, (w) is the power
spectral density for the mth segment.

Figure 4 compares the power spectral density
distribution of harmonic and anomalous signals. At low
frequencies, harmonic signals show a more concentrated
energy distribution. Anomalous signals are characterized
by a wider spectrum.

In order to further analyze the spectral characteristics
and accurately evaluate the difference between harmonic
and anomalous signals, it is necessary to calculate the
integral energy of the signals. The integral energy of
a signal, which is defined as the area under the PSD
curve, serves as a quantitative measure of the total energy
distributed across frequencies. It can provide additional
insight into the differences between signal types.

The integral energy of the signal E is calculated
by integrating the PSD values P(w) over the entire
frequency range :

(Dmax

E= [ Po)do, ©)
0

where ® . is the maximum frequency up to which the
integration is performed.

This transition to integral energy estimation not only
reveals how energy is distributed across frequencies, but
also quantifies the overall energy content of signals,
which is essential to better understand their nature and
permit their more accurate classification.

The results of power spectral density calculations
revealed a significant difference in the energy distribution
betweenanomalous and harmonic signals in the frequency
range of 200-300 Hz. In particular, the energy in this
range for the anomalous data was 224.53 units, which
is significantly higher than the energy of the harmonic
data (27.51 units). This difference indicates that there is
a significant increase in energy in the anomalous data in
the 200-300 Hz range, which may indicate the presence
of'additional frequency components or increased activity
characteristic of anomalous signals.

The increase in energy can be caused by additional
noise, non-harmonic components, or other factors that
are not present in harmonic signals. This emphasizes
the importance of frequency analysis, especially the
PSD method, for detecting anomalies that may not be
noticeable when analyzing signals in the time domain.

CONCLUSIONS

The results of this study demonstrate that the
PSD method is an effective tool for identifying and
numerically evaluating the differences between harmonic
and anomalous signals. The described approach can
be used to detect cyberattacks involving distortion of
harmonic signals and more accurately classify patterns
characteristic of malicious attacks. The application of
this method can contribute to improved security and
resilience of power systems, ensuring timely detection
and neutralization of threats.

Authors’ contributions

S.V. Kochergin—development of the main research
concept, formulation of key aims and objectives, conducting
a literature review in the relevant field, preparation of
research materials, and coordination of experimental
studies.

S.V. Artemova—development and optimization of the
research methodology, conducting comparative analyses,
and participation in editing and preparing the article.

Russian Technological Journal. 2025;13(1):7-15

12



Improving Smart Grid security: Sergey V. Kochergin,

Spectral and fractal analysis as tools for detecting cyberattacks etal.

A.A. Bakaev—determination of the research topic, Zh.G. Vegera—mathematical and statistical support,
coordination of result discussions, and final stages of article ensuring the accuracy of quantitative analysis methods,
preparation. and data integrity verification.

E.S. Mityakov—analysis and interpretation of results, E.A. Maksimova—exploration of existing anomaly
preparation of conclusions, and participation in data detection methods and identification of the most promising
discussions. approaches for comparative analysis.

REFERENCES
1. Thsanov LI. Security in the electric power industry: current threats and protective measures. In: Youth and Knowledge —

10.

11.

12.

13.

14.

15.

16.

17.

Guarantee of Success — 2023 Collection of Scientific Articles of the 10th International Youth Scientific Conference. Kursk,
September 19-20, 2023. Kursk: Universitetskaya kniga; 2023. V. 2. P. 472-474 (in Russ.). https://elibrary.ru/tfyddx

. Papkov B.V., Osokin L.V., Kuchin N.N. Cyber security of distribution facilities electrical networks. Sel skii mekhanizator =

Selskiy Mechanizator. 2024;5:3—7 (in Russ.). https://elibrary.ru/tfmvhi

. Kolosok I.N., Korkina E.S. Analysis of cybersecurity of power facilities taking into account the mechanism and kinetics of

undesirable processes. Energetik. 2024;2:3—-8 (in Russ.). http://doi.org/10.34831/EP.2024.60.27.001, https://elibrary.ru/ecxvjp

. Abdrakhmanov I.I. Dangers and threats to cybersecurity in the electric power industry: analysis of modern threats and

protection mechanisms. Nauchnyi Aspekt. 2024;31(3):3970-3973 (in Russ.). https://elibrary.ru/lrouni

. Gurina L.A. Assessment of cyber resilience of the operational dispatch control system of EPS. Voprosy kiberbezopasnosti =

Cybersecurity Issues. 2022;3(49):23-31 (in Russ.). https://elibrary.ru/sapiyh

. Gurina L.A., Aizenberg N.I. Search for an effective solution to protect microgrid community with interconnected information

systems against cyber threats. Voprosy kiberbezopasnosti = Cybersecurity Issues. 2023;3(55):37—49 (in Russ.). https://www.
elibrary.ru/qguytv

. Semenov A.S., Bebikhov Yu.V., Egorov A.N., Fedorov O.V. Effect of higher harmonics on electric power quality in supply

systems in mines. Gornyi Zhurnal = Mining Journal. 2024;2:84-91 (in Russ.). https://doi.org/10.17580/gzh.2024.02.14,
https://www.elibrary.ru/nmssyq

. Voronin M.S. The influence of higher harmonics in the power supply network of an enterprise on the quality of electricity.

In: Technologies, Machines and Equipment for the Design and Construction of Agricultural Facilities: collection of scientific
articles of the 2nd International Scientific and Technical Conference of Young Scientists, Graduate Students, Masters and
Bachelors. Kursk: Universitetskaya kniga; 2024. P. 440—442 (in Russ.). https://www.elibrary.ru/wxelva

. Ovechkin L.S., Puzina E.Yu. Development of technical solutions to reduce the distortion of the sinusoidal voltage curve of

overhead lines supplying automatic blocking devices. Sovremennye tekhnologii. Sistemnyi analiz. Modelirovanie = Modern
Technologies. System Analysis. Modeling. 2023;3(79):112—123 (in Russ.). https://www.elibrary.ru/smcqdv

Iannaccone P.M., Khokha M. Fractal Geometry in Biological Systems: An Analytical Approach. CRC Press; 1996. 366 p.
ISBN 978-0-8493-7636-8.

Basarab M.A., Stroganov 1.S. Anomaly detection in information processes based on multifractal analysis. Voprosy
kiberbezopasnosti = Cybersecurity Issues. 2014;4(7):30—40 (in Russ.). https://www.elibrary.ru/tcssen

Shelukhin O.I., Pankrushin A.V. Detection of anomalous in real time by methods of multifractal analysis. Nelineinyi mir =
Nonlinear World. 2016;14(2):72—-82 (in Russ.). https://www.elibrary.ru/vtznth

Dobrovol’skii G.A., Todoriko O.A. Application of Shannon entropy for voice activity detection in noisy sound recordings.
Vestnik Khersonskogo natsional 'nogo tekhnicheskogo universiteta = Bulletin of the Kherson National Technical University.
2016;3(58):218-223 (in Russ.). https://www.elibrary.ru/xdsiyx

Shannon K. Raboty po teorii informatsii i kibernetike (Works on Information Theory and Cybernetics). Moscow: IL; 1963.
829 p. (in Russ.).

Goldenberg L.M., Matyushkin B.D., Polyak M.N. Tsifrovaya obrabotka signalov: Spravochnik (Digital Signal Processing:
Handbook). Moscow: Radio i svyaz’; 1985. 256 p. (in Russ.).

Bespalov A.D., Mishagin K.G. Calculation of the spectral power density of phase noise with the allocation of discrete
spectral components. In: Proceedings of the 26th Scientific Conference on Radiophysics dedicated to the 120th anniversary
of M.T. Grekhova: Conference materials. Nizhny Novgorod: N.I. Lobachevsky National Research Nizhny Novgorod State
University; 2022. P. 208-211 (in Russ.). https://www.elibrary.ru/xwykrc

Welch P.D. The use of Fast Fourier Transform for the estimation of power spectra: A method based on time averaging over
short, modified periodograms. /EEE Transactions on Audio and Electroacoustics. 1967;15(2):70-73. https://doi.org/10.1109/
TAU.1967.1161901

CMUCOK JINTEPATYPbI

. Uxcanos 1.U. bezonacHocTh B DJICKTPOSHEPICTUKE: AaKTYaJIbHBIC YI'PO3bI U 3aIIIUTHBIC MCPbI. FOnocmo u 3namnus — eapanmus

yenexa —2023: Coopruk Hayurvix cmameil 10-11 MesxcdyHapoonoti monodesxcrot Hayurot kougpepenyuu. Kypek, 19-20 cen-
Ts10pst 2023 roma. Kypck: Yuusepcurerckas kaura; 2023. T. 2. C. 472-474. https://elibrary.ru/tfyddx

Russian Technological Journal. 2025;13(1):7-15
13


https://elibrary.ru/tfyddx
https://elibrary.ru/tfmvhi
http://doi.org/10.34831/EP.2024.60.27.001
https://elibrary.ru/ecxvjp
https://elibrary.ru/lrouni
https://elibrary.ru/sapiyh
https://www.elibrary.ru/qguytv
https://www.elibrary.ru/qguytv
https://doi.org/10.17580/gzh.2024.02.14
https://www.elibrary.ru/nmssyq
https://www.elibrary.ru/wxelva
https://www.elibrary.ru/smcqdv
https://www.elibrary.ru/tcssen
https://www.elibrary.ru/vtznth
https://www.elibrary.ru/xdsiyx
https://www.elibrary.ru/xwykrc
https://doi.org/10.1109/TAU.1967.1161901
https://doi.org/10.1109/TAU.1967.1161901
https://elibrary.ru/tfyddx

Improving Smart Grid security: Sergey V. Kochergin,
Spectral and fractal analysis as tools for detecting cyberattacks etal.

10.

11.

12.

13.

14.

15.

16.

17.

. Iankos b.B., Ocoxun JI.B., Kyunn H.H. KubepGe3onacHocTh 00BbEKTOB pacpeeTeNbHbIX eKTpruuecKux ceted. Cenb-

ckuil mexanuszamop. 2024;5:3-7. https://elibrary.ru/tfmvhi

. Konocox M.H., Kopkuna E.C. Ananu3 kubep6e3omnacHoCTH 00bEKTOB SHEPIETUKH € YUETOM MEXaHU3Ma U KMHETUKYU HEXe-

JIATENBHBIX MPOIeCcCOB. Duepeemux. 2024;2:3-8. http://doi.org/10.34831/EP.2024.60.27.001, https://elibrary.ru/ecxvjp

. AbnpaxmanoB .M. OnacHocTH U yrpo3sl Juist KHOepOe30MacHOCTH B AJIEKTPOIHEPreTHKE: aHAJIM3 COBPEMEHHBIX YIpo3

M MEXaHU3MOB 3auThl. Hayunwiti acnexm. 2024;31(3):3970-3973. https://elibrary.ru/lrouni

. T'ypuna JI.A. Onenka kubepycTOHYMBOCTH CUCTEMBI OLIEPaTUBHO-AUCHIETUEpCKOro ynpasieHus IDIC. Bonpocel kubepbeszo-

nacrocmu. 2022;3(49):23-31. https://elibrary.ru/sapiyh

. T'ypuna JLA., Aiizen6epr H.W. TTouck 3¢hdeKTUBHOrO pelieHus Mo 00eCIeUeHHIO 3alUThl 0T KUOepyrpo3 cooluiecTsa

MHKpPOCETEH CO B3aMMOCBSI3aHHBIMU WH(MOPMAIIMOHHBIMH cUCTeMaMu. Bonpocwl kubepbesonacrocmu. 2023;3(55):37-49.
https://www.elibrary.ru/qguytv

. Cemenos A.C., be6uxos 10.B., Eropos A.H., ®exopor O.B. BiusiHue BRICIINX FTApMOHHK Ha KAYECTBO JIEKTPOIHEPTHH B CH-

cTeMax UIEKTPOCHAOKEHHS TOPHOAOOBIBAIOLINX NpennpusiThid. [opruiil scypran. 2024;2:84-91. https://doi.org/10.17580/
27h.2024.02.14, https://www.elibrary.ru/nmssyq

. Boponun M.C. BiusiHue BbICIIMX FAPMOHUK B CETH IEKTPOCHAOKEHUS IPEANPUATHS Ha KAUE€CTBO MEKTPO3HEpruu. B ¢6.:

Texnonoeuu, mawunsl u 060pyoo6anue OJisi NPOSKMUPOBAHUs, cmpoumenscmea 00vekmos AIIK: cOopHUK HayuHbIx cma-
metl 2-1i MescOyHapooHoll HayuHO-MeXHUYEeCKol KOH@ePeHYUuU MOI0ObIX YUeHbIX, ACNUPAHINO08, MASUCPOS U OAKAABPOS.
Kypck: 3AO «Yuusepcuterckas kauray; 2024. C. 440-442. https://www.elibrary.ru/wxelva

. Oseukun U.C., ITy3una E.1O. PazpaboTka TEXHUUECKUX PELICHHI 10 YMEHBILICHUIO UCKAXEHUS CUHYCOMIAIbHOCTU KPUBOH

HanpsHKEHHs BO3MYIIHBIX JIMHUH, THTAIONIUX YCTpoiicTBa aBTOONOKNpoBKH. Cospemennvie mexnonocuu. Cucmemnbiil ana-
au3z. Mooenuposanue. 2023;3(79):112—123. https://www.elibrary.ru/smecqdv

Tannaccone P.M., Khokha M. Fractal Geometry in Biological Systems: An Analytical Approach. CRC Press; 1996. 366 p.
ISBN 978-0-8493-7636-8.

Bacapab M.A., Ctporanos U.C. OOHapyxeHHE aHOMAJUI B MHPOPMAIIMOHHBIX MTPOIECCaX HA OCHOBE MYJIBTH(PPAKTAIEHOTO
aHanmu3a. Bonpocul kubepoesonacnocmu. 2014;4(7):30—40. https://www.elibrary.ru/tcssen

[enyxun O.1., [Mankpymna A.B. OGHapykeHHe aHOMATBHBIX BEIOPOCOB B PEaibHOM MacIiTabe BpEMEHH METOIaMHU MYJTb-
tugpakranbHOro ananusa. Heaunetinoii mup. 2016;14(2):72-82. https://www.elibrary.ru/vtznth

Jo6poBonbckuii I A., Togopuko O.A. Mcnonb3oBanue sHTponuu [1IeHHOHA /U151 IETEKIIMHU TOJI0COBOM aKTHBHOCTH B 3alllyM-
JICHHBIX 3BYKO3AIHUCAX. Becmuux XepcoHcko2o HayuoHanbHo2o mexHuyeckoeo ynusepcumema. 2016;3(58):218-223. https://
www.elibrary.ru/xdsiyx

Iennon K. Pabomer no meopuu ungpopmayuu u kubepremuxe. M.: NJI; 1963. 829 c.

Toneaenbepr JI.M., Martomkun B.J1., TTonsk M.H. [Jugposas obpabomka cucnanos: CrnpaBounuk. M.: Pagro u cBsi3b;
1985.256 c.

becnanor A.Jl., Mumarun K.I. PacueT crniekTpajibHOM TUIOTHOCTH MOIIHOCTH (Pa30BOTO IIyMa C BBIJACICHUEM JMCKPET-
HBIX CHEKTpPaJIbHBIX KOMIOHEHT. B: Tpyowr XXVI nayunou xougepenyuu no paouogusuxe, noceaujennou 120-nemuro
M.T. I'pexosoti: Mamepuanvl kongepenyuu. Hwxanii Horopos: HarnponansHbli nccnenoBarenbckuit Huxeroposckuii ro-
cynapctBeHHbIi yHuBepcurer uM. H.U. Jlobauesckoro; 2022. C. 208-211. https://www.elibrary.ru/xwykrc

Welch P.D. The use of Fast Fourier Transform for the estimation of power spectra: A method based on time averaging over
short, modified periodograms. /IEEE Transactions on Audio and Electroacoustics. 1967;15(2):70-73. https://doi.org/10.1109/
TAU.1967.1161901

About the authors

Sergey V. Kochergin, Cand. Sci. (Eng.), Associate Professor, Information Protection Department, Institute of

Cybersecurity and Digital Technologies, MIREA — Russian Technological University (78, Vernadskogo pr., Moscow,
119454 Russia). E-mail: kochergin_s@mirea.ru. https://orcid.org/0000-0002-3598-8149

Svetlana V. Artemova, Dr. Sci. (Eng.), Associate Professor, Head of Information Protection Department, Institute

of Cybersecurity and Digital Technologies, MIREA — Russian Technological University (78, Vernadskogo pr., Moscow,
119454 Russia). E-mail: artemova_s@mirea.ru. Scopus Author ID 6508256085, RSCI SPIN-code 3775-6241, https://
orcid.org/0009-0006-8374-8197

AnatolyA. Bakaev, Dr. Sci. (Hist.), Cand. Sci. (Juri.), Associate Professor, Director of the Institute of Cybersecurity

and Digital Technologies, MIREA — Russian Technological University (78, Vernadskogo pr., Moscow, 119454 Russia).
E-mail: bakaev@mirea.ru. Scopus Author ID 57297341000, RSCI SPIN-code 5283-9148, https://orcid.org/0000-
0002-9526-0117

Evgeny S. Mityakov, Dr. Sci. (Econ.), Professor, Acting Head of the Department “Subject-Oriented Information

Systems,” Institute of Cybersecurity and Digital Technologies, MIREA — Russian Technological University (78,
Vernadskogo pr., Moscow, 119454 Russia). E-mail: mityakov@mirea.ru. Scopus Author ID 55960540500,
RSCI SPIN-code 5691-8947, https://orcid.org/0000-0001-6579-0988

ZhannaG.Vegera, Cand. Sci. (Phys.-Math.), Associate Professor, Head of the Department of Higher Mathematics,

Institute of Cybersecurity and Digital Technologies, MIREA — Russian Technological University (78, Vernadskogo pr.,
Moscow, 119454 Russia). E-mail: vegera@mirea.ru. Scopus Author ID 57212931836, RSCI SPIN-code 9076-5678,
https://orcid.org/0000-0001-7312-3341

14

Russian Technological Journal. 2025;13(1):7-15


https://elibrary.ru/tfmvhi
http://doi.org/10.34831/EP.2024.60.27.001
https://elibrary.ru/ecxvjp
https://elibrary.ru/lrouni
https://elibrary.ru/sapiyh
https://www.elibrary.ru/qguytv
https://doi.org/10.17580/gzh.2024.02.14
https://doi.org/10.17580/gzh.2024.02.14
https://www.elibrary.ru/nmssyq
https://www.elibrary.ru/wxelva
https://www.elibrary.ru/smcqdv
https://www.elibrary.ru/tcssen
https://www.elibrary.ru/vtznth
https://www.elibrary.ru/xdsiyx
https://www.elibrary.ru/xdsiyx
https://www.elibrary.ru/xwykrc
https://doi.org/10.1109/TAU.1967.1161901
https://doi.org/10.1109/TAU.1967.1161901
mailto:kochergin_s@mirea.ru
https://orcid.org/0000-0002-3598-8149
mailto:artemova_s@mirea.ru
https://orcid.org/0009-0006-8374-8197
https://orcid.org/0009-0006-8374-8197
mailto:bakaev@mirea.ru
https://orcid.org/0000-0002-9526-0117
https://orcid.org/0000-0002-9526-0117
mailto:mityakov@mirea.ru
https://orcid.org/0000-0001-6579-0988
mailto:vegera@mirea.ru
https://orcid.org/0000-0001-7312-3341

Improving Smart Grid security: Sergey V. Kochergin,
Spectral and fractal analysis as tools for detecting cyberattacks etal.

Elena A. Maksimova, Dr. Sci. (Phys.-Math.), Associate Professor, Head of Department “Intelligent Information
Security Systems,” Institute of Cybersecurity and Digital Technologies, MIREA — Russian Technological University
(78, Vernadskogo pr., Moscow, 119454 Russia). E-mail: maksimova@mirea.ru. Scopus Author ID 57219701980,
RSCI SPIN-code 6876-5558, https://orcid.org/0000-0001-8788-4256

06 aBTOpax

Koueprux Cepreii BanepbeBuuy, K.T.H., AoueHT, kadenpa Kb-1 «3awmTta nudopmauumm», MHCTUTYT kKnbepbes-
onacHocTu 1 undpoBbix TexHonoruin, PreQyY BO «MUP3A — Poccuiickuia TEXHONOMMYeCKknin yHusepcuteT» (119454,
Poccus, Mocksa, np-T BepHaackoro, a. 78). E-mail: kochergin_s@mirea.ru, https://orcid.org/0000-0002-3598-8149

ApTtemoBa CeBeTtnaHa BanepbeBHa, 4.T.H., OOUEHT, 3aBenyowmin kapegpon Kb-1 «3awmta nHdopmaumm»,
MHcTuTyT KMbepbesonacHoCcTU U LMbpPOoBbIX TexHonoruii, Pre0yY BO «MNPIA — Poccuiickinia TEXHONOMMYECKNIA YHN-
BepcuteT» (119454, Poccus, Mocksa, np-T Bepraackoro, . 78). E-mail: artemova_s@mirea.ru. Scopus Author 1D
6508256085, SPIN-koa PUHLL 3775-6241, https://orcid.org/0009-0006-8374-8197

BakaeB AHaTonuii AnekcaHgpPoOBUY, [.1.H., K.10.H., AOLEHT, anpekTop NHcTuTyTa kKnubepbesonacHoCTN 1 und-
poBbIx TexHonoruin, ®reQy BO «MUP3A — Poccuiicknin TexHonorndeckumin ynmsepcuteT» (119454, Poccus, Mocksa,
np-T BepHaackoro, a. 78). E-mail: bakaev@mirea.ru. Scopus Author ID 57297341000, SPIN-koa PUHL, 5283-9148,
https://orcid.org/0000-0002-9526-0117

MwuTtakoB EBreHun Cepreesuy, ..3.H., npodeccop, n.o. 3asenywowero kadeppon KB-9 «lpegmeTtHo-
OPUEHTUPOBaAHHbIE MHMOPMAUMOHHbLIE CUCTEMbI», WMHCTUTYT Knbepbe3onacHOCTU U UUDPOBbLIX TEXHOMOMNA,
dreQy BO «MUP3A — Poccuiicknin TexHonormndeckuii yHmsepcutet» (119454, Poccusa, Mocksa, np-T BepHaacko-
ro, A. 78). E-mail: mityakov@mirea.ru. Scopus Author ID 55960540500, SPIN-koa PUHL, 5691-8947, https://orcid.
org/0000-0001-6579-0988

Berepa )XaHHa FeHHagbeBHa, K..-M.H., AOLEHT, 3aBeayloLmnii kadeapon BeiCLLEN MaTEMATUKU, IHCTUTYT K-
6epbesonacHocTn 1 umdpoBbix TexHonornn, PreOY BO «MUPIA — Poccuiicknii TEXHONOMMYECKUIA YHUBEPCUTET»
(119454, Poccusa, Mockea, np-T BepHagckoro, g. 78). E-mail: vegera@mirea.ru. Scopus Author ID 57212931836,
SPIN-koa PUHL, 9076-5678, https://orcid.org/0000-0001-7312-3341

MakcumoBa EneHa AnekcaHpapoBHa, A4.T.H., OOUEHT, 3aBeayowmin kadpepgpon KbB-4 «MHTennektyanb-
Hble CUCTEMbl MHPOPMALMOHHOM 6e3onacHocTu», WMHCTUTYT knbepbe3onacHoCTM U UUPPOBbLIX TEXHOOMMN,
dreoy BO «MUP3A — Poccuiicknii TexHonorndeckmin yimsepcuteT» (119454, Poccusi, MockBa, np-T BepHaackoro,
A. 78). E-mail: maksimova@mirea.ru. Scopus Author ID 57219701980, SPIN-kog, PUHL, 6876-5558, https://orcid.
org/0000-0001-8788-4256

Translated from Russian into English by Lyudmila O. Bychkova
Edited for English language and spelling by Thomas A. Beavitt

Russian Technological Journal. 2025;13(1):7-15
15


mailto:maksimova@mirea.ru
https://orcid.org/0000-0001-8788-4256
mailto:kochergin_s@mirea.ru
https://orcid.org/0000-0002-3598-8149
mailto:artemova_s@mirea.ru
https://orcid.org/0009-0006-8374-8197
mailto:bakaev@mirea.ru
https://orcid.org/0000-0002-9526-0117
mailto:mityakov@mirea.ru
https://orcid.org/0000-0001-6579-0988
https://orcid.org/0000-0001-6579-0988
mailto:vegera@mirea.ru
https://orcid.org/0000-0001-7312-3341
mailto:maksimova@mirea.ru
https://orcid.org/0000-0001-8788-4256
https://orcid.org/0000-0001-8788-4256

