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Abstract

Objectives. The primary aim of the study is to develop a model for managing information security incidents within
an enterprise that minimizes damage and costs associated with incident resolution under limited resources and time
constraints.

Methods. The paper analyzes existing approaches to managing information security incidents, including
mathematical and simulation models, stochastic differential equations, Markov chains, and other methods. The
study is based on a systems approach, incorporating analysis of incident parameters, actions for their resolution,
response times, damages due to incident occurrence, and the probability of incident elimination. To validate the
developed model, synthetic data reflecting various types of incidents and possible actions were used.

Results. The proposed model optimizes incident management by minimizing damage and costs. It considers
parameters such as incident criticality, available resources, response time, and the likelihood of successful incident
resolution. Testing of the model on synthetic data showed that the proposed approach significantly improves the
selection of optimal actions for responding to incidents in situations constrained by budget and time limitations,
thereby enhancing the overall effectiveness of incident management.

Conclusions. Implementing the proposed model in enterprises will improve the overall level of information security,
enhance incident response efficiency, and strengthen information protection processes. This will ensure the
minimization of risks associated with data leaks and other incidents, thus helping enterprises to make informed and
timely decisions under conditions of limited resources and time.

Keywords: incident management, information security, incident modeling, damage minimization, limited resources,
mathematical modeling, optimization
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Pe3siome

Lenn. OcHOBHO Lenblo ccnenoBaHus SBnsieTcs pa3paboTka Moaenn ynpasieHs MHUMaAeHTaMn MHGOopPMaLMOH-
HOW 6€30MacHOCTY Ha NPEANPUATUN, MUHUMU3NPYIOLLIEN yLLLep6 1 3aTpaThl HAa YCTPaHEHWE MHLIMAEHTOB B YCJIOBUSIX
OrpaHNYEHHbIX PECYPCOB N BPEMEHW.

MeTtopgbl. B paboTe npoBefieH aHann3 CyLECTBYIOLLMX NOAXOAOB K YyNpaBieHUO NHLMOEHTaMU MHGOPMaLMOHHOMN
6€e30MacHOCTH, BKJI0Yas MaTeMaTUYECKME N UMUTALMOHHbBIE MOAENN, CTOXacTnieckne anddepeHLmanbHble ypas-
HeHus, ueny MapkoBa 1 apyrve metoasl. OCHoBaHWEM A1 paboTbl MOCYXW CUCTEMHbIA NOAX0A, KOTOPbIN BKIIO-
yaeT B cebsi BCECTOPOHHWIA aHann3 NapaMeTpoB MHLUMAOEHTOB, AEACTBUI NO UX YCTPAHEHWNIO, BDEMEHU peakumu,
a Takxke yuiepba oT peanvsaumm NHUNOEHTOB N BEPOSITHOCTU YCMNELLHOMO X yCTpaHeHus. Ana npoBepku paboTo-
cnocobHOCTU paspaboTaHHO MOAENN NCMONb30BAIMCh CUHTETUYECKME AaHHbIE, KOTOPbLIE OTPaXatloT pa3Hoobpas-
Hble TUMbl MHUWMAEHTOB 1 BO3MOXHbIE MYTU X INKBUAALUN.

PesynbTarsl. [peanoxeHHas Mogenb ynpasneHs MHUMAEHTAMN MO3BONSET ONTUMU3VPOBATb YNPaBAEHNE UHLM-
JeHTaMn 3a cHeT MUHUMKU3aLMK yiiepba n 3aTpat. B pamkax MOOENM y4UTLIBAIOTCS Takue napamMeTpbl, Kak Kpu-
TUYHOCTb MHUWAEHTOB, AOCTYMNHbBIE PECYPChI, BPEMS PEAKLMN 1 BEPOATHOCTb YCNELIHOMO YCTPAHEHNSA UHLMOEHTOB.
Anpobauus MOAENN HA CUHTETUYECKNX AaHHbIX NoKasana, 4To NPeaNoXeHHbI NOAXOL CYLLECTBEHHO YyYyLLAET Bbl-
60p onTUMasbHbIX 4ENCTBUIA 4S9 pearMpoBaHMs Ha UHUWAEHTbI B CUTYaLMaX OrpaHuyeHmnii 6oaxeTa n BpeMeEHN,
4YTO B CBOIO 04Yepeb NoBbIaeT 06LLyo 3 DEKTMBHOCTb YNPABEHMS MHLMOEHTAMMU.

BbiBoabl. BHegpeHue npeasioXeHHOW Moaenm Ha NpeanpusaTusix No3BOSIUT NOBLICUTL 0OLLMI ypoBEHb MHDOPMa-
LIMOHHOW 6e3onacHoCTH, 3DdEKTUBHOCTb pearmMpoBaHns Ha MHUMAEHTbI U YIyYLLNTb MPOLLECCHI 3aLnThl MHpOopMa-
ummn. 3t1o 06ecneynT MMHUMM3ALLMIO PUCKOB, CBA3AHHbIX C YTeYKaMU AaHHbIX U APYTMMW MHUMOEHTAMU, U MOMOXET
npeanpusaTUaSM NpUHMMaTb 0O0CHOBAHHbIE N ONEPATUBHBLIE PELLEHMS B YCIIOBUSIX OrpaHMYEHHbIX PECYPCOB U Bpe-
MEHMU.

KnioueBble cnoBa: ynpasJieHne nHungeHTamMm, I/IHCbODMaLI,I/IOHHaﬂ 6e30I'IaCHOCTb, MopgennposaHmne NHUMOEHTOB,
MWHNMU3aLUnA yu_l,ep6a, orpaHun4eHHble pecypcCbl, MaTemMmaTn4eckoe mogenmpoBsaHme, onTtnMmmn3auna
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Mpo3payHocTb pUHAHCOBOMN AEeATENIbHOCTU: ABTOPbLI HE UMEIDT PUHAHCOBOM 3aNHTEPECOBAHHOCTM B NPEACTaBNEH-

HbIX MaTepmnanax nain Mmetogax.

ABTOPbI 3a5BASIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

Information security incident management at
enterprises involves processes of identifying, analyzing
and responding to incidents involving information
systems and data, which includes a set of measures
for the prevention and minimization of damage, and
restoration of the normal operation of systems following
incidents.

In today’s reality, such processes represent a key
aspect of ensuring the information security of an
organization. Contemporary enterprises face many
threats involving cyberattacks and unauthorized access
to data to information leaks. As well as entailing
financial losses, such threats can undermine a company’s
reputation. Therefore, effective management of
information security incidents at an enterprise becomes
an integral part of its overall security strategy. Such
management ensures a prompt response to current
threats, as well as forming a proactive approach to
predicting and preventing potential information security
incidents in the future.

In the Russian Federation, information security
incident management is regulated by a number of state
standards. One of these, GOST R 59712-2022!, is
dedicated to computer security incident management,
which represents a narrower area within information
security. This standard describes a structured approach
to the detection, registration, response and analysis
of incidents within the framework of the state system
GosSOPKA?. Inturn, GOSTRISO/IEC TO 18044-2007°
covers a wider range of information security incidents,
setting out requirements for their documentation, legal
examination, interaction with authorities, and adaptation
to contemporary threats. However, the above standards
do not take into account mechanisms for assessing
damage from incidents and the costs of their elimination,

1 GOST R 59712-2022. National Standard of the Russian
Federation.  Information  protection. ~ Computer  incident
management. Guide to responding to computer incident. Moscow:
Standartinform; 2023. 20 p. (in Russ.).

2 https://gossopka.ru/ (in Russ.). Accessed July 15, 2024.

3 GOST R ISO/IEC TO 18044-2007. National Standard
of the Russian Federation. Information technology. Security
techniques. Information security incident management. Moscow:
Standartinform; 2008. 50 p. (in Russ.).

thus limiting their application under conditions where
time and resource constraints are critical.

The present work examines information security
incident management processes in an enterprise,
focusing on an analysis of existing approaches and
models aimed at optimizing remediation costs, as well as
increasing the responsiveness of incident response and
minimizing damage. Here, the main aim is to develop
a model that systematizes the incident management
process to improve the efficiency of decision-making
under resource and time constraints.

INCIDENT MANAGEMENT IN THE ENTERPRISE
INFORMATION SECURITY SYSTEM

Information security incident management is
critical to maintaining the integrity, confidentiality
and availability of enterprise data. Effective incident
management involves identifying, responding to
and learning from security incidents to improve the
overall security posture. An incident in the context of
information security is any event or action that harms, or
has the potential to harm, the confidentiality, integrity,
or availability of information and information systems.
The consequences of incidents, which can range from
accidental errors to targeted attacks, can be quite serious
for organizations.

Examples of incidents include virus attacks, data
breaches, DDoS attacks, and unauthorized access.
A distinction can be made between incidents and simple
violations: an incident is an event that causes (or has the
potential to cause) negative consequences to the secure
operation of systems, while simple breaches typically do
not cause significant consequences or damage and can be
addressed without impacting the security of the system.
Thus, incidents require more comprehensive analysis,
rapid response, and potential application of appropriate
remediation and protection measures.

Timely incident responses contribute to
improving  information  security = management
processes. However, a link between incident response
and security management functions is often absent.
Therefore, enterprises need to establish integration
between these two areas in order to develop a clear
plan of action that can increase the trust and support
of contractors [1].
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Real-time detection of security incidents is performed
through specialized security management centers using
information and information security event management
systems. These centers, which collect, normalize, store,
and correlate security events, are essential for rapid
incident detection, loss minimization, vulnerability
remediation, and IT service restoration [2].

Effective information security management requires
a holistic approach, including the development and
implementation of security policies, compliance training,
and business-IT alignment*. For example, [3] notes that
integrating digital forensics with incident handling can
improve the effectiveness of incident response strategies.

Paper [4] shows that effective incident management
requires a combination of technological solutions and
management activities (development of security policies,
training and information sharing between departments,
etc.). Current incident management practices comply
with ISO/IEC 27035 standards®, but organizations
often face certain challenges that are addressed through
improved strategies.

Thus, effective enterprise information security
incident management involves a combination of
thorough incident analysis, strategic use of specialized
information systems, and a holistic approach to security
management, as well as the integration of technology and
management solutions. By addressing communication
gaps, using real-time monitoring tools, and implementing
best practices, organizations can improve their incident
response capabilities and overall security posture [5].

EXISTING INCIDENT MANAGEMENT MODELS

In order to improve the efficiency of incident
management processes, various models have been
proposed in the specialized scientific literature.
For example, [6] considered cognitive modeling of
destructive malicious attacks on critical information
infrastructure objects and a model of states of critical
information infrastructure subjects under destructive
attacks in static mode.

Markovian chains and stochastic differential
equations are used to describe the dynamics of security
information and event management systems [7].
Supervised Markovian chains can be used to formalize
and structure the decision support process for security
event and incident management. This approach focuses

4 Tran D.U. Holistic Understanding of Information Security
Posture: Thesis Dr. Phil. University of Oslo, Department of
Informatics, Series of Dissertations Submitted to the Faculty of
Mathematics and Natural Sciences, no. 2696. 2023. https://www.
duo.uio.no/bitstream/handle/10852/106520/PhD-Tran-2023.
pdf?sequence=3&isAllowed=y. Accessed July 15, 2024.

5 https://www.iso.org/standard/78973.html. Accessed July 15,
2024.

on the dynamics of detecting and preventing cyber-
attacks, as well as ensuring timeliness, validity, secrecy,
and resource efficiency [8].

A number of studies have proposed simulation
models for modeling incident management, which
evaluate the effectiveness of incident management
operations by analyzing real-world data and various
strategies for deploying emergency response teams.
Such models can predict the statistical patterns of
cyberattacks and the effectiveness of incident response
teams, enabling dynamic adjustments to maintain the
required level of protection [9].

In [10], the implementation of a three-level incident
management model using key metrics is shown to
significantly improve the efficiency of incident handling.
This model integrates process, technology and service
metrics to improve the speed, user satisfaction and
availability of incident handling channels.

In addition to the abovementioned models, various
approaches based on formal languages and automata
theory [11] (providing a structured approach to modeling
and analyzing incident management processes to enable
the identification and resolution of systemic problems),
incident prioritization [ 12] (using feedback from analysts
to correct errors in the assessment process to guarantee
prompt resolution of the most critical incidents), etc.,
can be found in the scientific literature. By integrating
feedback mechanisms and comprehensive security event
management, organizations can maintain robust incident
management processes that adapt to evolving threats and
technological changes.

Thus, various models are used in information
security incident management tasks, including
mathematical, simulation, system dynamic and formal
language approaches. These models aim to improve
the identification and classification of incidents
along with their appropriate responses to ensure
effective and proactive security risk management [13].
Information security incident management acts as an
important process that is directly related to ensuring
three key elements: data integrity, authentication and
availability [14]. The application of variation models
can improve the processes of incident identification,
classification and remediation. In order to achieve
maximum efficiency, it is important to take into account
the specifics of each organization, the degree of threats
and the available resources to adapt the models to real
conditions.

INFORMATION SECURITY INCIDENT
MANAGEMENT MODEL AT THE ENTERPRISE

For describing information security incident
management tasks, a model containing the following
components can be used:
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1. Set of information security incidents 1 = {1}, I, ..., I },
where [, is an information security incident recorded
in the organization. Each incident is characterized
by the parameters of detection time, degree of
criticality, probability of threat realization, etc.

2. Set of  incident management actions
A=1{4,,4,,...,4,}, where Aj IS a certain action to
eliminate the incident or minimize its consequences.
Such actions can include blocking access, restoring
data, implementing additional protective measures
in the enterprise, etc.

3. Incident response time T(I). This component of
the model depends on the level of criticality of the
incident and the resources available for response.
Ideally, the higher the criticality of the incident, the
shorter the response time should be.

4. Incident damage function D(I;) estimates the real
or potential losses to the organization as a result of
incident /; (financial loss, reputational damage, data
breach, etc.).

5. Incident elimination probability function P(Aj, 1)
describes the probability of success of action 4,
in relation to incident /.. The probability depends
on various factors (qualification of employees,
execution time, type of incident, etc.).

6. Incident elimination costs C(Aj, I,) reflect how
much resource (financial, time, and human) must
be expended to implement action Aj in order to
eliminate the incident /..

The key objective of the model is to minimize
the total damage from information security incidents
and the cost of their elimination. In order to solve this
problem, it is advisable to minimize the following
target function:

z- ii[D(li)(l—P(Aj,]i))+ C(Aj’li)] —> min,
i=1j=1

where Z is the total damage and costs for all incidents.
It is advisable to take into account the limitations
on available resources, response time and risk
level:

T(I)<T,

ax’

n o m
2.2 C4,, 1) <R,
i=1 j=1

P(A;,1)2 Py

I el, 4 ;€ A,
where T, is the maximum allowable incident response

time (can be set by the enterprise security policy); R is the
total available budget (number of resources) allocated

to eliminate information security incident; P . is the
minimum allowable probability of successful incident
elimination.

The use of the above model implies the following

steps:
1. Incident detection.
2. Incident data collection (criticality, possible

damage, remediation costs).

3. Assessing the likelihood of a successful resolution
of an incident, taking into account time and cost
constraints.

4. Optimization of actions (based on the presented
model, the action 4. that minimizes damage and
costs is obtained).

5. Monitoring and adjustment (once all necessary
actions to address the incident have been completed,
the model can be adjusted to further analyze and
prevent future incidents).

The proposed model helps to systematize the
process of information security incident management
and make optimal decisions for their elimination.
However, the model contains a number of limitations
and assumptions. The limitations include the need
for accurate and up-to-date data, difficulties in
estimating damage and probability, and failing to
account for the human factor. The assumptions
entailed in the model include linearity of damage
and cost functions, independence of incidents,
unambiguous definition of criticality, and others.
When adapting the model to their own information
security conditions, enterprises should take these
aspects into account.

In order to effectively test the model, a set of
synthetic data simulating various types of incidents
and possible means for their elimination was used.
The choice of synthetic data over real data is due
to the limited availability of the latter: enterprises
are often unable or unwilling to share information
about their incidents for security and confidentiality
reasons. In addition, the use of synthetic data enables
the construction of more complete and reliable
models based on a variety of hypothetical scenarios.
When combined with theoretical analysis and
development, this approach provides a foundation
for a better understanding of information security
incident response and management mechanisms.
Thus, the use of synthetic data represents a valid
method in the face of a lack of real-world information
and is aimed at ensuring high-quality and reliable
model validation.

Let the analysis at the enterprise reveal a number of
information security incidents, each of which requires
different actions for elimination, which are limited
in resources and time. Initial data for calculations are
presented in the Table 1.
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Table 1. Initial data
Incident Potential damage (D), c.u. Time of reaction (7), h Criticality
Customer database data leakage 200000 2 High
Virus attack on servers 100000 5 Medium
Unauthorized access to the network 50000 1 Low
Table 2. Possible actions to address information security incidents
. . Probability
Incident Action Cost (C), c.u. S — o)
Disconnecting external connections (4,) 15000 0.7
Data leakage (/) Customer notification and vulnerability
. 25000 0.9
correction (4,)
Reboot servers and start antivirus (45) 10000 0.8
Virus attack () Hardware replacement and data
20000 0.95
recovery (4,)
Disabling an intruder session (45) 5000 0.6
Unauthorized
access (I3) Network audit and configuration 2000 0.85
remediation (4) '

Suppose the enterprise has limited resources
for response: the budget for incident elimination is
R =50000 c.u. and the maximum response time for all
incidents is 6 h. For each incident, let there be several
possible actions with different costs, elimination
probabilities and execution times (Table 2).

In order to minimize damage subject to constraints, it
is necessary to select actions for each incident. Consider
the alternatives.

For I,. Action A4, is cheaper, but has a probability
of success of 0.7, while action 4, is more expensive,
but has a higher probability of success (0.9). Given the
criticality of the incident, it is appropriate to choose
action 4,, since data leakage is highly damaging.

For I,. Action A4, is cheaper and has a sufficiently
high probability of success (0.8). Given the budget
constraints, we choose action 4.

For I;. Action 45 is the cheapest, but its probability
of success is only 0.6. In this case, it is more appropriate
to choose action A4, since its probability of success is
much higher (0.85) and it can be fitted within the budget.

Let us build a model using the initial data. The target
function and model constraints will have the following
form:

3 2
Z= ZZ[D(I,-)(l—P(Aj,I,.))+ C(Aj.,]l.)}

i=1 j=1
C(4y, 1))+ C(ds,1,) + C(As,13) < 50000 c.u,
T(I)+T(I)+T(I,)<6 h.

The final model solution will be as follows:
e A, for incident 1 (cost is 25000 c.u.; probability of
success is 0.9).
e A, for incident 2 (cost is 10000 c.u.; probability of
success is 0.8).
e A, for incident 3 (cost is 8000 c.u.; probability of
success is 0.85).
Having calculated the total costs and damage, we get
Z =90500 c.u. Thus, application of the model enabled
the optimal actions to be selected in order to eliminate
incidents with minimal costs and damage within the
available budget and reaction time.

CONCLUSIONS

The incident management model proposed in this
article can be used to minimize damage and costs through
the optimal selection of actions under conditions of
limited resources. Although the model has its limitations,
its use in practice can significantly increase the level of
information security of the enterprise.

The article proposes a model of information security
incident management aimed at minimizing damage and
costs. However, its practical use raises a number of issues
related to simplifications: linearity of damage and cost
functions, independence of incidents and unambiguous
definition of their criticality. Such assumptions do not
always reflect the complexity of real-life situations,
where incidents are interrelated, and their consequences
may be nonlinear. In addition, the model does not account
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for human error or the difficulty of obtaining accurate
data during the response phases. Real-world conditions
imply resource constraints, stressful situations, and the
need for prioritization.

Despite these limitations, the proposed model
significantly advances existing information security
incident management standards and models. The model
includes incident prioritization, criticality assessment,
and resource allocation, to enable more informed
and timely decision-making under time and resource
constraints.

Thus, the model can complement existing approaches
by offering tools for more accurate analysis and effective
incident management focused on mitigating incidents
and improving the overall resilience of the enterprise to
information security threats.

In further research, it is planned to conduct testing on
real data, which will enable a more accurate assessment
of the effectiveness of the developed model. In addition,
further research may involve integrating incident
management models with other information security

management processes. It will also be crucial to assess
the impact of the human factor on incidents and develop
effective mechanisms for employee training.
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