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Abstract

Objectives. The transformation of modern electric grids into decentralized smart grids presents new challenges
in the field of cybersecurity. The purpose of this work is to conduct research and analysis into the effectiveness
of different machine-learning methods for identifying anomalies in decentralized smart networks, including
cyberattacks and emergency modes, as well as to develop recommendations on the optimal combination of these
methods for ensuring effective cybersecurity under conditions of changing electrical loads.

Methods. We consider several machine learning methods for identifying anomalies in power systems that simulate
network behavior under conditions of cyberattacks and emergency modes. The relative effectiveness of such
methods as multifractal analysis using wavelets, the Isolation Forest model, local outlier factor (LOF), k-means
clustering, and one-class support vector machine (One-Class SVM), is analyzed.

Results. The comparison of machine learning methods reveals the varying effectiveness of anomaly detection
methods used to detect cyber threats and deviations in electrical systems. Isolation Forest is best at detecting
abrupt changes related to cyberattacks with high accuracy and a minimum of false positives. While LOF can also
be effective in detecting cyberattacks, its increased sensitivity to minor deviations increases the number of false
positives. K-means and One-Class SVMs are less effective in detecting abrupt anomalies but are useful for general
clustering of data and detecting both abrupt and smooth changes, respectively.

Conclusions. The obtained research results indicate the advantages of using a combination of machine learning
algorithms to ensure the reliable protection of smart networks from cyberattacks taking into account the nature of
the electrical load.
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Pesiome

Llenu. CoBpeMeHHbIE 3aNeKTpUYeckmne cetu, TpaHcHOPMUPYIOLLMECS B AELLEHTPAIM30BaHHbIE CMAPT-CETU, CTaskmMBa-
I0TCS C HOBbIMM BbI30BaMK B 0651acTu knbepbesonacHocTu. Llenb paboTbl — NPOBECTU UCCNEA0BAHME U aHaNn3 ad-
(PEKTMBHOCTU PasnNYHbIX METOL0B MAaLUMHHOIO OOYYEHNS 419 BbISSBIEHNS aHOManWii B AELLeHTPaNIM30BaHHbIX CMapT-
CeTsIX, BKJloYas kmbepaTaku 1 aBapuiiHbie PeXUMbI, 418 pa3paboTky pekoMeHZaumin No ONTUMasibBHOMY COYETaHUIO
9TVX METOA0B ANa ob6ecnedyeHns apdekTMBHON Knbepbe30onacHOCTH B YCIOBUSAX N3MEHSIIOLLLENCS 9/1IEKTPUYECKON Ha-
rpy3Ku.

MeTopabl. PaccmaTtpurBaloTCcs pa3nnyHble MeToAbl MaWMHHOIO 00yYeHVs ANS BbISBNIEHWUS aHOMaNIMA B QHEPTrOCU-
cTemax, MOLENVPYIOLLMX NOBEAEHME CETU B YCNOBUSX KubepaTak 1 aBapuinHbix pexmmoB. NpoBeaeH aHanms ad-
GEKTUBHOCTN Taknx METOA0B, Kak MynbTU@pPaKTanbHbI aHaNn3 ¢ UCNoJIb30BaHNEM BENBETOB 1 MOAENb N30JU-
poBaHHoOro neca (Isolation Forest), nokanbHbiii koadppuumeHT Boibpocos (local outlier factor, LOF), knactepmsauyus
MeToO0M K-CcpefHuX U 0QHOKIaccoBas MallMHa onopHbIX BekTopos (One-Class SVM).

PesynbTaTtbl. PACCMOTPEHbI pasnnyHble MeTOAbl MaLLUMHHOMO 06y4eHUs ANS BbIBIEHUS aHOManuii B 3HEProcu-
cTemax, MOLENVPYIOLLMX NOBEAEHME CETU B YCII0BMAX KnbepaTtak 1 aBapuiiHbIX pexnuMoB. MeToabl 06HapyXeHus
aHoManui nokasanu pasHyo 3ddEKTUBHOCTb B BbIIBIIEHUN KNOEPYrPO3 U OTKIIOHEHWI B 9NIEKTPUYECKNX CUCTEMAX.
MeTogp Isolation Forest ny4iue Bcero oGHapyxmBaeT pe3kme U3MeHEHWS, CBA3aHHbIE C KnbepaTakamu, BbICOKO TOY-
HOCTbIO 1 MMHUMYMOM JIOXHbIX cpabaTbiBaHuii. MeTon, LOF Takke MOXeT BbIsBNSTb KnbepaTtaku, HO ero noBbILLIEH-
Hasi YyBCTBUTENIBHOCTb K MENIKMM OTKJIOHEHUSIM YBENNYMBAET YUCIO JIOXKHbIX cpabaTbiBaHnii. MeToap! k-cpeaHnx
1 One-Class SVM meHee apPeKTMBHbI B BbISIBIEHUN PE3KUX aHOMaJINA, HO NMonesHbl Afst obLen knactepusaumm
JaHHbIX 1 OOHAPYXEHUS Kak Pe3KMX, TakK 1 NNaBHbIX U3BMEHEHWIN COOTBETCTBEHHO.

BeiBoAbl. [Nony4eHHblE pe3ynbTaThl UCCNEA0BAHNIA yKa3blBAIOT HA TO, YTO AN 06ecneyeHns HaLEeXHON 3almThbl
cMapT-ceTel oT knbepaTak cnefyeT UCNob30BaTh KOMOMHALMIO anrOpUTMOB MALLMHHOTO 0Oy4YeHWs C Y4ETOM Xa-
pakTepa 3N1eKTPUYECKO Harpy3Kkul.

KnioueBble cnoBa: cmapT-ceTu, kKnbepbe3onacHOCTb, MalUMHHOE ObOyyeHue, BbiiBNeHMEe aHomanui, Isolation
Forest, knbepatakn
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npospatmocn: cbvmaucosoﬁ AeaTesibHOCTU: ABTOpr He NMetoT d)MHaHCOBOP’I 3anHTEepPeCOBaHHOCTW B nNpeacTaBieH-

HbIX MaTepunanax nnm MmetTogax.

ABTOPbI 3a9BNSIOT 06 OTCYTCTBUM KOHGMIMKTA MHTEPECOB.

INTRODUCTION

Modern power grids are being rapidly transformed
into decentralized systems with the introduction of
smart grids and distributed power generation. Such
grids, comprising cyberphysical systems, face new
cybersecurity challenges related to the need to protect
distributed components from potential multilayered
attacks [1-5]. Due to the inadequacy of using traditional
antivirus software for protecting such networks, the
professional community has been paying more attention
to the issue of endpoint protection, including Endpoint
Detection and Response (EDR) [6].

A special feature of the EDR system lies in its
capability to use behavioral analysis for detecting
suspicious activity and detecting changes in the
configuration of endpoints and nodes of the electrical
network and directly connected electrical equipment. For
example, the actions of intruders using fileless methods
can manifest themselves in changes in electrical energy
parameters (voltage, resistance) and false commands to
switch equipment.

Smart grids protection requires the development
of new behavioral analysis methods that take into
account the peculiarities of their technological modes of
operation.

STUDY AND CLASSIFICATION OF HARMONIC
DISTORTIONS AND ANOMALOUS SIGNALS
CAUSED BY CYBERATTACKS

The primary focus of cyberattacks on smart grids
is to create the conditions to maximize the damage
of disruption. One cyberattack approach that poses
a significant threat consists in tampering with the
voltage regulation control system. This exploits
a vulnerability connected with the use of transformers
with automatic voltage regulation to maintain the
required voltage level. The most common regulation
method involves the use of load-side regulation
transformers [7-9].

Unusual commands and actions during a cyberattack
on the electric grid can manifest themselves in a variety
of ways that differ from normal system behavior.
For example, a command to change a transformer’s

transformer ratio for no apparent reason or attempts to
repeatedly log into the control system may indicate that
the attackers are attempting to interfere with the system.
Such anomalous actions require prompt detection and
analysis to prevent possible threats.

Let us consider an example of power grid operation
during a cyberattack. Here the power system is
operating in normal mode with all parameters within
acceptable limits. Transformer T1 functions stably,
providing the necessary voltage at the substation with
a transformation ratio of 35(10)/0.4 kV. Suddenly
a command is received to change the T1 transformer
ratio, although the operator finds no reason for
such a change, as the system parameters remain
within normal limits. Nevertheless, the command is
executed to change the transformer ratio. This causes
voltage fluctuations on the low voltage side of the
transformer (0.4 kV), which leads to disruption of the
connected consumers’ operation.

This process can trigger a rolling shutdown of
automation and consequent loss of power supply to
end consumers. Alarms due to deviations of network
parameters appear on the dispatch panel, and operators
take measures to restore normal operation. After the
incident is eliminated, analysis is performed to identify
the cause of sending an unauthorized command. System
logs and network traffic are examined for possible
cyberattacks or control system failures.

This example demonstrates the vulnerability of
electrical grids in the case of intruders penetrating the
control system, along with the need for early detection
of anomalies (false commands).

Understanding anomalies in power grid protection
is not possible without process knowledge. Cyberattacks
typically differ from normal system failures due to their
lack of association with obvious causal links in the
fault chain. Additionally, such attacks occur suddenly,
making them difficult to detect using traditional
methods [10-14].

In this regard, the task of the present study is to
conduct an experiment simulating the deviation of
voltage in the network according to a selected anomaly
analysis method, allowing it to be distinguished as
accurately as possible from the normal emergency mode
of operation of the electrical network.
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In order to conduct the studies, synthetic data were
generated to simulate electrical voltages ranging from
—0.9 kV to +0.9 kV (Fig. 1). These data cover three
different scenarios: normal system operation (no voltage
deviation), sudden voltage deviation due to a cyber-
attack (no change in electrical load), and emergency
operation with prolonged voltage deviation (with change
in electrical load).

Under normal conditions, the voltage is described
by a sinusoidal time function U = f(¢) with the addition
of random noise reflecting real fluctuations (Fig. 1a). To
simulate a cyberattack, a sudden voltage spike of 0.3 kV
was artificially introduced (Fig. 1b). Emergency
operation mode with voltage deviation was simulated by
increasing the amplitude of the sinusoid for a finite
period of time (Fig. 1c¢).

In this study, several machine learning algorithms
were used for the analysis of synthetic data simulating
the behavior of the electric grid under cyberattack and
emergency mode of electric load deviation. Unlike
neural networks, which require significant computational
resources, the selected methods such as Isolation Forest
method, local outlier factor (LOF), one-class support
vector machine (One-Class SVM), and k-means

clustering, have less computational complexity and do
not require a large dataset for learning.

Let us consider each method separately and analyze
the results obtained to evaluate their effectiveness in
detecting such anomalies.

Multifractal analysis
and Isolation Forest method

Fractal methods can be used to detect anomalies in
the data, which may indicate a change in the state of
the system or the presence of external influences. This
makes them useful for monitoring and diagnostics of
various processes [15-17].

We apply the discrete wavelet transform for the
voltage and calculate multifractal features, including
the mean value and the variance of the absolute values
of the coefficients. The vector of these features will
be used in the Isolation Forest model [18] to detect
anomalies.

Let x(¢) be a time series representing data (e.g.,
a voltage time series). In order to analyze the time series,
a discrete wavelet transform is used, which decomposes
the signal into several levels of detail.
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Fig. 1. Simulation of various operation modes of the power grid:
normal operation mode (a); mode with cyberattack (b); normal mode with voltage deviation (c)
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Wavelet transform W of the signal x(7) at the level
can be written as:

Wt )) = Z,x(OW; (0), (1

where § j,k(t) is a wavelet function, a shifted and scaled
version of the mother wavelet.

For each decomposition level j, we obtain a set of
coefficients ¢ that describe different time scales of the
signal:

= W (t.))- 2)

At each level j of the wavelet decomposition,
the mean and variance of the absolute values of the
coefficients c;are calculated:

1Y
= 2le il (3)
Njk:l
62 = d
j:N_Z_: |c]k| ll] 2, 4)

where N, is the number of coefficients at the level ;.
These features make up the feature vector for each
time series:
features = 62 62 62 ] 5
B, 61515,65, s 1y, 00, ( )
Let F, be a vector of multifractal features for the
ith time series, then the set of features for all-time series
can be written as a matrix:

F=[F,F, .. F].L (6)

n

In order to identify anomalies, the Isolation Forest
model [18] is trained on the feature matrix F,. In so
doing, the model builds several decision trees according
to which the data are sliced based on randomly selected
features in an attempt to isolate anomalous data points
with the minimum tree depth.

The abnormal scores for each time series are
calculated using a decision function:

S, = decision_function(F)), (7

where S, is the anomaly estimate for the ith time series.
Abnormal §; score is used to determine the extent to
which a time series deviates from the normal state. Low
S values indicate a strong anomaly, while high S; values
correspond to normal behavior.
Based on the outlined theoretical principles,
a computer program was developed to create a heat map

of anomalies using the Isolation Forest model based on
multifractal features (Fig. 2). The use of heat maps to
visualize anomalies enables visual demonstration of the
recurring patterns and the separation of normal events
from cyberattacks and emergency modes.

Within the heat map, the horizontal axis represents
time steps (0 to 1000) representing successive
measurements of the data over time, while the vertical
axis represents the anomaly estimates predicted by the
model. The gradient scale ranges from black, indicating
high anomaly estimates (low probability of normality),
to white, which indicates low anomaly estimates (high
probability of normality).

Heat map analysis

1. The period is 0—500 s. Most of the data in this period
is colored white, indicating low abnormal estimates.
This indicates that the model classifies this data as
normal.

2. The period near the time mark is equal to 500 s.
Within this period, a narrow black band is observed,
which corresponds to a high anomalous score.

3. This black band clearly indicates a cyberattack that
was synthesized to simulate an abrupt deviation
from the norm. The model successfully identified
this deviation, as confirmed by the presence of
a black area in the heat map.

4. The period is equal to 700900 s. This section
shows a significant variation of the color scale
from black to gray, which is associated with
the emergency mode in which the amplitude of
the sinusoidal signal is changed. In contrast to
the narrow black band indicating a cyberattack,
a more complex and gradient pattern is seen
here, reflecting an anomaly associated with the
operating mode of voltage deviation rather than
a cyberattack.

5. The period is equal to 900-1000 s. This segment is
again dominated by white color, indicating normal
data similar to the initial period.

LOF method

The LOF method [19] identifies local anomalies
based on a comparison of the data density in the
neighborhood of each point.

The LOF for each point x; is calculated as follows:

1. The distance to the nearest neighbors is
determined:

dk(xi,xj) =

%=, )

where £ is the number of nearest neighbors.
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Fig. 2. Thermal anomaly map using the Isolation Forest model with multifractal objects

2. The local reachability density Ird, for point x; is
determined:

-1

Z I;.:l reach_dist; (x;,x j )
)

k

Ird, (x,) =

where reach_dist,(x, xj) is the distance one has to
move from x; to X; in order to reach the density of X
3. LOF calculation:

¢ Ird(x))
2 lrdk(xj.)
LOF, (3;) =—— ==, (10)

A value of LOF,(x;) significantly greater than I
indicates that point x; is anomalous.

In order to visualize the results of anomaly
estimation, the obtained LOF values are inverted:

S, =—LOF (x)), (11)
where S is the anomalous estimate for the point x,.
Based on these values, a heat map is

constructed (Fig. 3), in which anomalous points are
displayed in grayscale corresponding to the degree of
their deviation from the norm.

The LOF method demonstrated the ability to
effectively detect cyberattacks, as can be clearly
seen by the black band on the heat map in the region
around the 500th point of the time series. However,
LOF also detected anomalies across the entire
time scale, which can be both an advantage and
a disadvantage. In particular, significant changes
are observed in the emergency region (700-900 s),
although their highlighting is not as contrastive.
While the high sensitivity of LOF to local deviations
and minor anomalies enables the detection of subtle
changes in the data, at the same time it can lead to
an increase in the number of false positives, which
needs to be taken into account in the interpretation
of the results.

K-means clustering method

The k-means method is designed to partition a dataset
into k clusters, in which each cluster is characterized by
its center (centroid) [20].

The objective of the method is to minimize the sum
of squares of the distances between data points and
cluster centers.

Letus have a dataset X = {x, x,, ..., x,, }, where each
data point x; is a feature vector.

The calculation consists of the following steps:

1. The number of clusters kinto which the data should
be divided is selected.
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Fig. 3. Heat map of anomaly estimates using LOF

2. Initialization of centroids:

K initial centroids {W, 1,, ..., i, } are initialized,
either chosen randomly from the data points or by
other methods such as the k-means++.

3. Assigning points to clusters:

For each data point x,, the distance to each of the

centroids W is calculated:

d(xi,uj):“xi—uju. (12)
Point x; is assigned to the cluster with minimum
distance:
C; =argmind(xi,uj), (13)
J

where C, is the cluster to which point x; belongs.
4. Centroid renewal:
After assigning all points, the centroids for each
cluster are recalculated:

1
Ve Ee

where |Cj\ is the number of points in the jth cluster,
and . is the new centroid position.
5. Repeat steps 3 and 4.
Steps 3 and 4 are repeated until the process
converges (e.g., until the centroids stop changing or the
maximum number of iterations is reached).

K-means method minimizes the following cost
function (loss function):

> (15)

x—uj

2
5 -h|
is the square of the Euclidean distance between a data
point and the centroid of its cluster.

The heat map (Fig. 4) shows the distances to cluster
centers calculated using the k&-means clustering method.
Time steps are plotted on the horizontal axis are plotted
on the vertical axis along with distances to cluster
centers. The gradient scale ranges from light gray to
black, where black areas correspond to the maximum
values of the distances.

While the results obtained via k-means clustering
method demonstrate its effectiveness in dealing with
large anomalies, the approach can produce errors for
smooth changes. Therefore, the use of this method
should be combined with other methods for a more
comprehensive analysis of anomalies.

One-Class SVM method

The One-Class SVM method [21] has a number of
features that make it particularly suitable for anomaly
detection tasks in critical systems such as electrical
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Fig. 4. Heat map of distances to cluster centers using k-means clustering

grids. Unlike other methods, One-Class SVM aims to
train a model that describes the distribution of normal
data and can then be used to detect outliers that do not
follow this distribution. This approach is particularly
useful in environments where there is limited data on
abnormal states or cyberattacks and where the focus is on
detecting deviations from the normal state of the system.

In mathematical terms, the One-Class SVM method
constructs a hyperplane in feature space that separates
all data points from the origin and seeks to maximize
the distance between this hyperplane and the closest data
points to it. The goal is to have all normal data on one
side of the hyperplane and anomalies on the other side.

Formally, let x; denote a vector of time series
features, where i = 1, 2, ..., n. One-Class SVM model
solves the following optimization problem:

min Lw2 + L >e, —p (16)
0:E; 2 vn 5 !
provided:
w-ox)=p-E,=20,i=1,2,....,n.  (17)

Here w is the vector of weights; p is the hyperplane
offset; &, are the slack variables; ¢(x,) is the mapping
function to the high-dimensional feature space; v is
a hyperparameter controlling the allowable proportion
of outliers and model complexity.

The result of the One-Class SVM is a decision-
making function:

Sx) = (W ¢(x)) —p. (18)

Values of f{x) = 0 indicate potential anomalies,
whereas values of f{x) < 0 correspond to normal data.

By performing the calculation using the One-Class
SVM method, we obtain the results that are shown in the
heat map (Fig. 5).

The One-Class SVM method demonstrated
high efficiency in detecting both sharp and smooth
anomalies in synthetic data modeling the operation
of the electrical grid. The ability of this method to
detect different types of abnormalities is confirmed by
contrasting regions in the heat map corresponding to
both cyberattack and fault mode. This approach can
be useful for monitoring critical infrastructures, where
it is important to detect anomalies in time to prevent
system disturbances.

CONCLUSIONS

Based on the heat map analysis, different anomaly
detection methods can be concluded to have varying
degrees of effectiveness in the context of detecting cyber
threats and other abnormalities in electrical systems.
The Isolation Forest method performed best in detecting
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Fig. 5. Heat map of anomaly estimations using the One-Class SVM method

abrupt changes associated with cyberattacks, highlighting
such anomalies with high accuracy and producing minimal
false positives. While the LOF method also demonstrated
an ability to detect cyberattacks, its increased sensitivity
to small deviations led to an increased number of false
positives, which requires additional attention when
interpreting the results.

While the k-means clustering and One-Class
SVM methods were shown to be less contrastive than
Isolation Forest, they also have certain advantages.
The k-means clustering method proved useful for
general clustering of the data but was less effective
in detecting sharp anomalies. The One-Class SVM
method, on the other hand, demonstrated the ability to
detect both abrupt and smooth changes, but with less
contrast in highlighting anomalies, which also needs to
be considered when selecting the appropriate method
for the task of monitoring and protecting critical
infrastructures. In general, Isolation Forest can be
recommended for detecting cyber threats; however, in
order to provide comprehensive anomaly analysis, it is
recommended to use several methods in combination.

The presented research confirms the need to
combine different methods depending on the nature of
electrical load variation in order to effectively prevent
cyberattacks on smart grids.
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